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CHAPTER

Configuring RMON

RMON is an Internet Engineering Task Force (IETF) standard monitoring specification that allows
various network agents and console systems to exchange network monitoring data. You can use the
RMON alarms and events to monitor Cisco MDS 9000 Family switches running the Cisco SAN-OS
Release 2.0(1b) or later software.

This chapter includes the following sections:
e About RMON, page 42-1
e Configuring RMON, page 42-1
e RMON Verification, page 42-3
e Default Settings, page 42-3

About RMON

All switches in the Cisco MDS 9000 Family support the following RMON functions (defined in RFC
2819):

e Alarm—Monitors a specific management information base (MIB) object for a specified interval,
triggers an alarm at a specified value (rising threshold), and resets the alarm at another value (falling
threshold). Alarms can be used with events; the alarm triggers an event, which can generate a log
entry or an SNMP trap.

e Event—Determines the action to take when an event is triggered by an alarm. The action can be to
generate a log entry, an SNMP trap, or both.

Refer to the Cisco MDS 9000 Family MIB Quick Reference for agent and management information.

Refer to the Cisco MDS 9000 Family Fabric Manager Configuration Guide for information on an
SNMP-compatible network management station.

See the “SNMP Security” section on page 27-2 for SNMP security-related CLI configurations.

Configuring RMON

RMON is disabled by default and no events or alarms are configured in the switch. You can configure
your RMON alarms and events by using the CLI or an SNMP-compatible network management station.
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Tip

~

Note

We recommend an additional, generic RMON console application on the network management station
(NMS) to take advantage of RMON's network management capabilities. Refer to the Cisco MDS 9000
Family Fabric Manager Configuration Guide.

You must also configure SNMP on the switch to access RMON MIB objects.

RMON Alarm Configuration

A

You can set an alarm on any MIB object. The specified MIB must be an existing SNMP MIB object in
standard dot notation (1.3.6.1.2.1.2.2.1.14.16777216 for ifInOctets.16777216).

Use one of the following options to specify the interval to monitor the MIB variable (ranges from 1 to
4294967295 seconds):

e Use the delta option to test the change between samples of a MIB variable.
e Use the absolute option to test each MIB variable directly.
e Use the delta option to test any MIB objects that are counters.

The range for the rising threshold and falling threshold values is -2147483647 to 2147483647.

Caution

Step 1
Step 2

The falling threshold must be less than the rising threshold.

You can optionally specify the following parameters:
e The event-number to trigger if the rising or falling threshold exceeds the specified limit.
e The owner of the alarm.

To enable RMON alarms, follow these steps:

Command Purpose

switch# config t Enters configuration mode.

switch(config)# rmon alarm 20 Configures RMON alarm number 20 to monitor the
1.3.6.1.2.1.2.2.1.14.16777216 2900 delta |13 6.1.2.1.2.2.1.14.16777216 once every 900 seconds

rising-threshold 15 1 falling-threshold

until the alarm is disabled and checks the change in the
0 owner test

variable's rise or fall. If the value shows a MIB counter
increase of 15 or more, the software triggers an alarm.
The alarm in turn triggers event number 1, which is
configured with the RMON event command. Possible
events can include a log entry or an SNMP trap. If the
MIB value changes by 0, the alarm is reset and can be
triggered again.

switch(config)# no rmon alarm 2 Deletes the specified entry from the alarm table
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RMON Event Configuration

To enable RMON events, follow these steps:

Command Purpose
Step1  switch# config t Enters configuration mode.
Step2  switch(config)# rmon event 2 log trap Creates RMON event number 2 to define

eventtrap description CriticalErrors

CriticalErrors and generates a log entry when the
owner Test2

event is triggered by the alarm. The user Test2 owns
the row that is created in the event table by this
command. This example also generates an SNMP trap
when the event is triggered.

switch(config)# no rmon event 5 Deletes an entry from the RMON event table.

RMON Verification

Use the show rmon and show snmp commands to display configured RMON and SNMP information
(see Example 42-1 and 42-2).

Example 42-1 Displays Configured RMON Alarms

switch# show rmon alarms
Alarm 1 is active, owned by admin

Monitors 1.3.6.1.2.1.2.2.1.16.16777216 every 1 second(s)
Taking delta samples, last value was 0

Rising threshold is 1, assigned to event 0

Falling threshold is 0, assigned to event 0

On startup enable rising or falling alarm

Example 42-2 Displays Configured RMON Events

switch# show rmon events

Event 2 is active, owned by Test2

Description is CriticalErrors

Event firing causes log and trap to community eventtrap, last fired 0
Event 500 is active, owned by admin

Description is

Event firing causes log, last fired 138807208

Default Settings

Table 42-1 lists the default settings for all RMON features in any switch.

Table 42-1 Default RMON Settings
Parameters Default
RMON alarms Disabled.
RMON events Disabled.

Cisco MDS 9000 Family Configuration Guide
[ 0L-6973-03, Cisco MDS SAN-0S Release 2.x .m



Chapter42  Configuring RMON |

W Default Settings

Send documentation comments to mdsfeedback-doc@cisco.com.

Cisco MDS 9000 Family Configuration Guide
m. 0L-6973-03, Cisco MDS SAN-0S Release 2.x |



	Configuring RMON
	About RMON
	Configuring RMON
	RMON Alarm Configuration
	RMON Event Configuration

	RMON Verification
	Default Settings



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


