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kickstart images
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license
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Fabric Manager Server package 9-4

factory-installed 9-5
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link failures B-1
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PortChannel 19-19
OL-6965-03, Cisco MDS SAN-OS Release 2.x
local capture 35-9
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Device Manager 32-9

Fabric Manager Web Services 32-9

RMON 34-16
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description 23-11

permiting default zoning (procedure) 23-12

native VSAN 16-2
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Network-Assisted Serverless Backup. See NASB

network operator 27-2

new and changed information (table) xxvii
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fctrace 24-2

interface modes 18-4

zone enforcement 15-13

node-locked license 9-2

nondisruptive upgrades 10-3
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fctrace 24-2

zone enforcement 15-13
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out-of-band management 1-5
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PAA-2 8-3
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passwords

creating strong passwords 25-5

recovering 25-7

peers

configuring 19-13
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performance
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monitoring in Device Manager (procedure) 33-1

per-port monitoring (procedure) 33-2

real-time monitoring 33-1
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architecture 6-1
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collections 33-3

configuring flows and collections (procedure) 33-5

configuring with Traffic Analyzer 8-8, 33-10

creating a flow 33-3

creating a flow (procedure) 33-3

creating collections (procedure) 33-5

data collection 6-2

data interpolation 6-2

description 1-3

events 33-7
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exporting as XML 33-8

reports 33-6

starting collections 33-6

thresholds 33-4

top 10 reports 33-7

top 10 reports (procedure) 33-8

using thresholds 6-2

verifying collections 2-6
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permanent license 9-2

Physical Attributes pane 3-11

Port Analyzer Adapter 2. See PAA-2
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description 17-1

down state B-2

interfaces using iSCSI 20-9

interoperability 24-5

IQN formats 20-8

load balancing 19-19

modifying (procedure) 17-5
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using the PortChannel Wizard (procedure) 17-2

port group 18-5

port modes

auto 18-4

IPS 19-1

port security

*(wildcard) 31-6

activating with auto-learn (procedure) 31-3

activating without auto-learning (procedure) 31-10

auto-learn 31-1

configuring (procedure) 31-3

configuring manually 31-6

configuring manually (procedure) 31-7

copying active to config database (procedure) 31-11

databases 31-8

deleting entries from database (procedure) 31-7

description 31-1

displaying settings (procedure) 31-4

displaying statistics (procedure) 31-4

displaying violations (procedure) 31-4

enable or disable auto-learning (procedure) 31-5

enabling (procedure) 31-3

enforcing 31-2

example 31-5

reactivating the database (procedure) 31-11

preferences

Device Manager 4-8

Fabric Manager Client 3-13

preshared key 27-6

product authorization key 9-2

proof of purchase 9-2

protocol analysis 35-7

R

R_A_TOV time B-1

RADIUS

AAA solutions 27-1
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description 27-5

secret key 27-1

setting global preshared key (procedure) 27-6

setting preshared key 27-6

specifying SNMPv3 on AAA servers 27-7

vendor-specific attributes protocol options 27-6

reason codes B-1

reconfigure fabric B-1

recovering databases. See zone databases 15-18

recovering passwords 25-7

redundancy

Ethernet PortChannels 19-21

Fibre Channel PortChannels 19-21

remote capture 35-9

Remote Capture Protocol. See RPCAP

report templates 5-10

reserved words in user accounts 25-5

RMON

defining an event (procedure) 34-15

description 34-13

enabling alarms (procedure) 34-14

setting alarms (procedure) 34-13

viewing alarms (procedure) 34-15

viewing log (procedure) 34-16

roles

additional 27-2

common 25-2

deleting (procedure) 25-3

network administrator 27-2

network operator 27-2

RPCAP

Ethereal communication 35-8

S

SAN discovery 32-1

SAN extension tuner

data patterns 21-2
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license requirements 21-2

SAN operating system. See SAN-OS

SAN-OS 10-1

SANTap

configuring (procedure) 23-10

description 23-7 to 23-10

proxy mode-1 23-9

proxy mode-2 23-10

transparent mode 23-8

SCSI, routing requests using iSCSI 20-4

SCSI flow services

configuring (procedure) 23-4

description 23-3

Fibre Channel write acceleration 23-4

SCSI flow statistics

clearing (procedure) 23-6

description 23-5

enabling (procedure) 23-6

SCSI routing 20-1

SD ports 18-3

security control

local 27-1

remote 27-1

service groups

configuring (procedure) 16-9

IVR 16-4

SFPs, showing types 18-9

shutdown state 18-5

SMARTnet 34-2

SNMP

access control 26-2

access groups 26-6

adding community strings (procedure) 26-3

community strings 26-2

configuring event destinations 34-12

configuring event security (procedure) 34-12

configuring notifications (traps or informs) 
(procedure) 26-7

deleting community strings (procedure) 26-4
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event destinations 34-12

events 34-11

filtering events (procedure) 34-11

notifications 26-6

server contact 34-1

synchronized to CLI 26-2

trap receivers 34-12

users with multiple roles (procedure) 26-6

versions 26-1

viewing event log 34-13

SNMPv3 security features 26-2

software images

description 10-1

upgrade prerequisites 10-2

upgrade requirements 10-2

upgrading 10-1

variables 10-1

Software Installation Wizard (procedure) 10-4

software upgrades 10-3

soft zoning 15-14

source IDs

Call Home event format 34-6

frame loop back 24-2

load balancing 17-1

SPAN, monitoring traffic 8-2

SSH

enabling (procedure) 25-7

generating server key pair (procedure) 25-7

host key pair 25-6

overwriting key pair 25-7

using with FabricWare 2

SSM 23-1

disabling intelligent storage services (procedure) 23-3

enabling intelligent storage services (procedure) 23-2

provisioning 23-1

provisioning (procedure) 23-2

status bar 3-11
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Storage Services Module. See SSM

ST ports 18-1, 18-4

supervisor and switching modules in Device Manager 4-7

syslog. See system messages

syslog server

configuring 32-8

verifying 32-9

system images

description 10-1

SYSTEM variable 10-1

system messages

configuring a syslog server 32-8

configuring logging 32-7

description 32-4

enabling for a feature (procedure) 32-8

facilities and severity levels 32-4

severity levels for console session 32-7

viewing from Device Manager 32-9

viewing from Fabric Manager Web Services 32-9

T

TACACS+

adding a server (procedure) 27-8

description 27-7

supported servers 27-9

TCP connections

FCIP profiles 19-8

specifiying 19-14

TCP ports recognized in ACLs 28-3

Telnet 25-6

TE ports

classes of service 18-3

fctrace 24-2

interface modes 18-1

interoperability 24-5

recovering from isolation 15-15

Threshold Manager 34-13

TL ports
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interface modes 18-1

topology map

customizations 32-2

description 32-1

enclosures 32-2

mapping multiple fabrics 32-3

saving custom layout (procedure) 32-2

TOV

interoperability 24-5

ranges 24-1

Traffic Analyzer. See Cisco Traffic Analyzer

transit VSANs

configuration guidelines 16-5

description 16-3, 16-11

troubleshooting

analyzing switch health 35-3

analyzing zone merge 35-13

Cisco Fabric Analyzer 35-7

locating other switches 35-15

loopback tests 35-4

monitoring oversubscription 35-16

show tech support 35-14

system messages 32-4

testing end-to-end connectivity 35-6

tools 35-1

using Fabric Configuration tool (procedure) 35-5

using ping 35-12

using traceroute (procedure) 35-13

with protocol analyzer 35-3

with Traffic Analyzer 35-2

trunking interoperability 24-5

U

UDP ports in ACLs 28-3

uninstalling management software 1-13

uninstalling permanent licenses 9-10

updating licenses 9-11
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upgrades. See disruptive upgrades

upgrades. See nondisruptive upgrades

upgrading management software 1-9

user ID for authentication 27-2

users

creating (procedure) 25-5

deleting (procedure) 25-6

reserved words 25-5

viewing (procedure) 25-6

V

VE ports 19-2

virtual E ports. See VE ports

virtual Fibre Channel hosts 20-11

virtual iSCSI targets 20-2

virtual ISL 19-3

virtual N port

dynamic mapping 20-12

volatile file system 10-9

VRRP

high availability 19-20

IQN formats 20-8

switchover 19-20

VSA. See RADIUS

VSAN IDs

configuring FICON 22-3

multiplexing traffic 18-3

range 13-1

VSANs

configuring (procedure) 13-2

default 13-2

deleting (procedure) 13-3

description 13-1

editing policy or scope (procedure) 25-4

FC IDs 13-1

features 13-1

interop mode 24-5

IPFC interface and fctrace 24-2
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mismatch B-2

multiple zones 15-9

policy 25-3

trunking 17-1

trunking port 18-3

W

world wide names. See WWNs

WWNs

address pool 20-12

configuring 24-3

suspended connection B-2

Z

zone databases

copying (procedure) 15-18

importing 15-15

migrating a non-MDS database 15-18

zone members

adding to zone 15-5

default 15-14

displaying 15-6

zones

access control 15-8

active 15-9

adding to zone set (procdure) 15-11

adding zone members 15-5

analyzing merge 35-13

assigning members 15-2

assigning members for Cisco FabricWare 15-3

backing up and restoring (procedure) 15-22

cloning 15-12

configuring 15-2

configuring (procedure) 15-5

configuring a LUN-based zones (procedure) 15-20
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configuring for Cisco FabricWare 15-3

creating read-only zones (procedure) 15-22

creating with aliases (procedure) 15-6

default policy 15-2

deleting (prodecure) 15-13

description 15-1

edit full zone database 15-4

enforcing 15-13

fabric pWWNs 15-2

FC aliases 15-3

features 15-1

LUN zoning 15-19

port IDs 15-2

pWWNs 15-2, 15-3

QoS or broadcast attributes (procedure) 15-19

read-only 15-21

traffic priority 15-18

See also default zones

See also hard zoning

See also soft zoning

zone sets

activating (procedure) 15-12

adding zones (procedure) 15-11

cloning 15-12

configuration guidelines 15-9

considerations 15-9

creating (procedure) 15-11

deactivating (procedure) 15-12

deleting (procedure) 15-13

description 15-8

distributing 15-17

exporting (procedure) 15-17

importing (procedure) 15-16

propagating 15-17
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