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FCIP Configuration

Cisco MDS 9000 Family IP storage services (IPS) modules extend the reach of Fibre Channel SANs by 
using open standard, IP-based technology. The switch connects separated SAN islands using Fibre 
Channel over IP (FCIP). 

Note FCIP features are specific to the IPS modules running Cisco MDS SAN-OS Release 1.1(x) or later and 
the Gigabit Ethernet ports on the MPS-14/2 module running Cisco MDS SAN-OS Release 2.0(x) or later.

This chapter includes the following sections:

• About Gigabit Ethernet Interfaces, page 19-1

• FCIP Configuration, page 19-2 

• FCIP Write Acceleration, page 19-4

• FCIP Compression, page 19-5

• Using the FCIP Wizard, page 19-5

• Modifying FCIP Links, page 19-8

• FCIP Tape Acceleration, page 19-11

• Configuring Advanced FCIP Interfaces, page 19-13

• FCIP High Availability, page 19-18

About Gigabit Ethernet Interfaces
Both FCIP and iSCSI rely on TCP/IP for network connectivity. On each IPS module, connectivity is 
provided in the form of Gigabit Ethernet interfaces that are appropriately configured. This section covers 
the steps required to configure IP for subsequent use by FCIP and iSCSI.

A new port mode, called IPS, is defined for Gigabit Ethernet ports on each IPS module. IP storage ports 
are implicitly set to IPS mode, so it can only be used to perform iSCSI and FCIP storage functions. IP 
storage ports do not bridge Ethernet frames or route other IP packets.

Tip Gigabit Ethernet ports on any IP storage services module should not be configured in the same Ethernet 
broadcast domain as the management Ethernet port—they should be configured in a different broadcast 
domain, either by using separate standalone hubs or switches or by using separate VLANs.
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Configuring a Basic Gigabit Ethernet Interface
To configure the general characteristics of a Gigabit Ethernet interface, follow these steps:

Step 1 From Fabric Manager, choose Switches > Interfaces > Gigabit Ethernet in the Physical Attributes 
pane. You see the Gigabit Ethernet configuration in the Information pane.

From Device Manager, right-click the Gigabit Ethernet port that you want to configure and choose 
Configure.... You see the Gigabit Ethernet configuration dialog box.

Step 2 Click the General tab in Fabric Manager, or click the GigE tab in Device Manager to display the general 
configuration options for the interface.

Step 3 Set the description and MTU value for the interface. The valid value for the MTU field can be a number 
in the range from 576 to 9000.

Step 4 Set  Admin  up or down and check the CDP check box if you want this interface to participate in CDP.

Step 5 Set  IpAddress/Mask  with the IP address and subnet mask for this interface.

Step 6 From Fabric Manager, click the Apply Changes icon to save these changes, or click the Undo Changes 
icon to discard changes.

From Device Manager, click Apply to save these changes, or click Close to discard changes and close 
the Gigabit Ethernet configuration dialog box.

FCIP Configuration
The Fibre Channel over IP Protocol (FCIP) is a tunneling protocol that connects geographically 
distributed Fibre Channel storage area networks (SAN islands) transparently over IP local area networks 
(LANs), metropolitan area networks (MANs), and wide area networks (WANs). See Figure 19-1. 

Figure 19-1 Fibre Channel SANs Connected by FCIP

FCIP uses TCP as a network layer transport. 

FCIP and VE Ports

Figure 19-2 describes the internal model of FCIP with respect to Fibre Channel Inter-Switch Links 
(ISLs) and Cisco's enhanced ISLs (EISLs).

FCIP virtual E (VE) ports behave exactly like standard Fibre Channel E ports, except that the transport 
in this case is FCIP instead of Fibre Channel. The only requirement is that the other end of the FCIP link 
be another VE port.
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A virtual ISL is established over a FCIP link and transports Fibre Channel traffic. Each associated virtual 
ISL looks like a Fibre Channel ISL with either an E port or a TE port at each end (see Figure 19-2).

Figure 19-2 FCIP Links and Virtual ISLs
 

See the “E Port” section on page 18-2.

FCIP Links 

FCIP links consist of one or more TCP connections between two FCIP link endpoints. Each link carries 
encapsulated Fibre Channel frames. 

When the FCIP link comes up, the VE ports at both ends of the FCIP link create a virtual Fibre Channel 
(E)ISL and initiate the E port protocol to bring up the (E)ISL.

By default, the FCIP feature on any Cisco MDS 9000 Family switch creates two TCP connections for 
each FCIP link. 

• One connection is used for data frames.

• The other connection is used only for Fibre Channel control frames, that is, switch-to-switch 
protocol frames (all Class F). This arrangement provides low latency for all control frames.

To enable FCIP on the IP services modules, an FCIP profile and FCIP interface (interface FCIP) must 
be configured.

The FCIP link is established between two peers, the VE port initialization behavior is identical to a 
normal E port. This behavior is independent of the link being FCIP or pure Fibre Channel and is based 
on the E port discovery process (ELP, ESC). 

Once the FCIP link is established, the VE port behavior is identical to E port behavior for all inter-switch 
communication (including domain management, zones, and VSANs). At the Fibre Channel layer, VE 
port, and E port operations are identical.
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FCIP Write Acceleration
The FCIP write acceleration feature in Cisco MDS SAN-OS Release 1.3(3) enables you to significantly 
improve application performance when storage traffic is routed over wide area networks using FCIP. 
When FCIP write acceleration is enabled, WAN throughput is maximized by minimizing the impact of 
WAN latency for the command to transfer ready acknowledgments (see Figure 19-3).

Note The write acceleration feature is disabled by default and must be enabled on both sides of the FCIP link. 
If it is only enabled on one side of the FCIP tunnel, the tunnel is not initialized.

Figure 19-3 FCIP Link Write Acceleration

In Figure 19-3, the write command without write acceleration requires two round-trip transfers (RTT), 
while the write command with write acceleration only requires one RTT. The maximum sized Transfer 
Ready is sent from the host side of the FCIP link back to the host before the write command reaches the 
target. This enables the host to start sending the write data without waiting for the long latency over the 
FCIP link of the write command and Transfer Ready. It also eliminates the delay caused by multiple 
Transfer Readys needed for the exchange going over the FCIP link. 
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Tip FCIP write acceleration does not work if the FCIP port is part of a PortChannel or if there are multiple 
paths with equal weight between the initiator and the target port. Such a configuration might cause either 
SCSI discovery failure or broken write or read operations.

Caution When write acceleration is enabled in an FCIP interface, a FICON VSAN cannot be enabled in that 
interface. Likewise, if a FCIP interface is up in a FICON VSAN, write acceleration cannot be enabled 
on that interface.

FCIP Compression
The FCIP compression feature introduced in Cisco MDS SAN-OS Release 1.3(x) allows IP packets to 
be compressed on the FCIP link if this feature is enabled on that link. By default the FCIP compression 
is disabled.

This feature uses the Lempel-Zif-Stac (LZS) compression algorithm to compress packets.

The high-throughput mode allows faster compression but the compression ratio may be lower. The 
high-comp-ratio mode allows a higher compression ratio, but the throughput may be lower.

FCIP Compression is an optional check box within the FCIP Wizard. 

Using the FCIP Wizard

Note In Cisco MDS SAN-OS Release 2.0 and later, there is an additional login prompt to log into a switch 
that is not a part of your existing fabric.

To create and manage FCIP links with Fabric Manager, use the FCIP Wizard. First verify that the IP 
services module is inserted in the required Cisco MDS 9000 Family switches and that the Gigabit 
Ethernet interfaces on these switches are connected and the connectivity verified. The steps in creating 
FCIP links using the FCIP Wizard are:

• Select the endpoints.

• Choose the interfaces’ IP addresses.

• Specify link attributes.

• Optionally enable FCIP write acceleration or FCIP compression.

To create FCIP links using the FCIP Wizard, follow these steps:

Step 1 Open the FCIP Wizard by clicking its icon in the Fabric Manager toolbar. Figure 19-4 shows the FCIP 
Wizard icon.
19-5
Cisco MDS 9000 Family Fabric Manager Configuration Guide

OL-6965-03, Cisco MDS SAN-OS Release 2.x



Send  documenta t ion  comments  to  mdsfeedback -doc@c i sco .com.

Chapter 19      FCIP Configuration
Using the FCIP Wizard
Figure 19-4 FCIP Wizard

Step 2 Choose the switches that act as endpoints for the FCIP link and click Next.

Step 3 Choose the Gigabit Ethernet ports on each switch that will form the FCIP link.

Step 4 If both Gigabit Ethernet ports are part of MPS-14/2 modules, you can check the Enforce IPSEC 
Security check box and set the IKE Auth Key, as shown in Figure 19-5. See the “Configuring IPsec 
Network Security” section on page 29-1 for information on IPsec and IKE.

Figure 19-5 Enabling IPsec on an FCIP link

Step 5 Click Next. You see the TCP connection characteristics.

Step 6 Set the minimum and maximum bandwidth settings and round-trip time for the TCP connections on this 
FCIP link, as shown in Figure 19-6. You can measure the round-trip time between the Gigabit Ethernet 
endpoints by clicking the Measure button.
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Figure 19-6 Specifying Tunnel Properties

Step 7 Check the Enable Write Acceleration check box to enable FCIP write acceleration on this FCIP link. 
See the “ FCIP Write Acceleration” section on page 19-4.

Step 8 Check the Enable Optimum Compression check box to enable IP compression on this FCIP link. See 
the “FCIP Compression” section on page 19-5.

Step 9 Click Next to configure the FCIP tunnel parameters.

Step 10 Set the FICON Port Address if FICON is required on this FCIP link. Click the ... button to show the 
first available FICON port.
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Step 11 Set the Port VSAN and click the Trunk Mode radio button for this FCIP link, as shown in Figure 19-7. 
See the “Checking Trunk Status” section on page 19-10.

Figure 19-7 Create FCIP ISL

Step 12 Click Finish to create this FCIP link or click Cancel to exit the FCIP Wizard without creating an FCIP 
link.

Modifying FCIP Links
Once you have created FCIP links using the FCIP wizard, you may need to modify parameters for these 
links. This includes modifying the FCIP profiles as well as the FCIP link parameters. Each Gigabit 
Ethernet interface can have three active FCIP links at one time.

About FCIP Profiles
The FCIP profile contains information about local IP address and TCP parameters. The profile defines 
the following information:

• The local connection points (IP address and TCP port number).

• The behavior of the underlying TCP connections for all FCIP links that use this profile.
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The FCIP profile’s local IP address determines the Gigabit Ethernet port where the FCIP links terminate 
(see Figure 19-8). 

Figure 19-8 FCIP Profile and FCIP Links
 

FCIP Interfaces
The FCIP interface is the local endpoint of the FCIP link and a VE port interface. All the FCIP and E 
port parameters are configured in context to the FCIP interface.

The FCIP parameters consist of the following: 

• The FCIP profile determines which Gigabit Ethernet port initiates the FCIP links and defines the 
TCP connection behavior.

• Peer information.

• Number of TCP connections for the FCIP link.

• E port parameters—trunking mode and trunk allowed VSAN list.

Modifying FCIP Profiles and FCIP Links
You can use Fabric Manager or Device Manager to modify FCIP links between switches or create new 
FCIP links. First, you must create or modify FCIP profiles, and then bind the interfaces to the profile. 
To bind an FCIP profile to an interface, use the IP address of the interface in the FCIP profile’s IP address 
configuration. Profile numbers range from 1 to 255. The interface associated with a profile can be either 
of the following:

• Ethernet PortChannel

• Ethernet subinterface slot and port (or slot, port, and VLAN ID)

To modify FCIP profiles  and FCIP links on a Gigabit Ethernet interface, follow these steps.

Step 1 Verify that you are connected to a switch that contains an IPS module.

Step 2 From Fabric Manager, choose Switches > ISLs > FCIP in the Physical Attributes pane. From Device 
Manager, choose FCIP from the IP menu.
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Step 3 Click the Profiles tab if it is not already selected. You see the FCIP Profiles dialog box. Any profiles 
already bound are listed in the table along with their IP addresses.

Step 4 Optionally, click the Create Row button on Fabric Manager or the Create button on Device Manager to 
add a new profile.

Step 5 Enter the profile ID in the ProfileId field.

Step 6 Enter the IP address of the interface to which you want to bind the profile.

Step 7 Modify the optional TCP parameters, if desired. Refer to Fabric Manager Online Help for explanations 
of these fields

Step 8 Optionally, click the Tunnels  tab  and modify the  remote IP address in the Remote IPAddress field for 
the endpoint to which you want to link.

Step 9 Enter the optional parameters, if desired. See the “Configuring Advanced FCIP Interfaces” section on 
page 19-13.

Step 10 Click Apply Changes icon to save these changes or  Click Undo Changes to discard any unsaved 
changes.

Verifying Interfaces and Extended Link Protocol
To verify the FCIP interfaces and Extended Link Protocol (ELP) on Device Manager, follow these steps:

Step 1 Be sure you are connected to a switch that contains an IPS module.

Step 2 Select FCIP from the Interface menu.

Step 3 Click the Interfaces tab if it is not already selected. You see the FCIP Interfaces dialog box.

Step 4 Click the ELP tab if it is not already selected. You see the FCIP ELP dialog box.

Checking Trunk Status
To check the trunk status for the FCIP interface on Device Manager, follow these steps:

Step 1 Be sure you are connected to a switch that contains an IPS module.

Step 2 Select FCIP from the IP menu.

Step 3 Click the Trunk Config tab if it is not already selected. You see the FCIP Trunk Config dialog box. This 
shows the status of the interface.

Step 4 Click the Trunk Failures tab if it is not already selected. You see the FCIP Trunk Failures dialog box.
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Modifying FCIP Write Acceleration or FCIP Compression
To modify  FCIP Write Acceleration or FCIP compression using Fabric Manager,  follow these steps:

Step 1 Choose ISLs > FCIP from the Physical Attributes pane on Fabric Manager. You see the FCIP profiles 
and links  in the Information pane.
On Device manager, choose IP > FCIP. You see the FCIP dialog box.

Step 2 Click the Tunnels tab. You see the FICP link information.

Step 3 Check  or uncheck the WriteAccelerator check box.

Step 4 Click the IP Compression radio button for the appropriate compression ratio in the dialog box.

Step 5 Click Apply Changes icon to save these changes or  click Undo Changes to discard any unsaved 
changes.

 FCIP Tape Acceleration 
Tapes are storage devices that store and retrieve user data sequentially. Applications that access tape 
drives normally have only one SCSI write operation outstanding to it.  This single command process 
limits the benefit of the write acceleration feature when using an FCIP tunnel over a long-distance WAN 
link. It impacts backup and archive performance because each SCSI write operation does not complete 
until the host receives a good status response from the tape drive. 

The FCIP tape acceleration feature introduced in Cisco MDS SAN-OS Release 2.0(1b) solves this 
problem. It improves tape backup and archive operations by allowing faster data streaming from the host 
to the tape over the WAN link. 

The backup server in Figure 19-9 issues write operations to a drive in the tape library. Acting as a proxy 
for the remote tape drives, the local Cisco MDS switch quickly returns a Transfer Ready to signal the 
host to start sending data. After receiving all the data, the local Cisco MDS switch responds to signal the 
successful completion of the SCSI write operation. This response allows the host to start the next SCSI 
write operation. This proxy method results in more data being sent over the FCIP tunnel in the same time 
period compared to the time taken to send data without proxying. The proxy method improves the use 
of WAN links.

At the other end of the FCIP tunnel, another Cisco MDS switch buffers the command and data it has 
received. It then acts as a backup server to the tape drive by listening to a Transfer Ready from the tape 
drive before forwarding the data.

The Cisco MDS SAN-OS provides reliable data delivery to the remote tape drives using tcp/ip over the 
wan. it maintains write data integrity by allowing the Write Filemarks operation to complete end-to-end 
without proxying. The write filemarks operation signals the synchronization of the buffer data with the 
tape library data. While tape media errors are returned to backup servers for error handling, tape busy 
errors are retried automatically by the Cisco MDS SAN-OS software. 
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Figure 19-9 FCIP Link Tape Acceleration 

Note The tape acceleration feature is disabled by default and must be enabled on both sides of the FCIP link. 
If it is only enabled on one side of the FCIP tunnel, the tunnel is not initialized.

Tip FCIP tape acceleration does not work if the FCIP port is part of a PortChannel or if there are multiple 
paths with equal weight between the initiator and the target port. Such a configuration might cause either 
SCSI discovery failure or broken write or read operations.

Caution When tape acceleration is enabled in an FCIP interface, a FICON VSAN cannot be enabled in that 
interface. Likewise, if a FCIP interface is up in a FICON VSAN, write acceleration cannot be enabled 
on that interface.

When you enable the tape acceleration feature, you are automatically enabling the write acceleration 
feature. When you enable tape acceleration for an FCIP tunnel, the tunnel is reinitialized.

The flow control buffer size specifies the maximum amount of write data that an MDS switch buffers for 
an FCIP tunnel before it stops the tape acceleration proxying process. The default buffer size is 256 KB 
and the maximum buffer size is 32 MB.
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Enabling FCIP Tape Acceleration
To enable FCIP tape acceleration ,  follow these steps:

Step 1 From Fabric Manager, choose ISLs > FCIP from the Physical Attributes pane. You see the FCIP profiles 
and links in the Information pane.

From Device Manager, choose IP > FCIP. You see the FCIP dialog box.

Step 2 Click the Tunnels tab. You see the FICP link information.

Step 3 Click the Create Row icon in Fabric Manager or the Create button in Device Manager. You see the FCIP 
Tunnels dialog box.

Step 4 Set the profile ID in the ProfileID field and the tunnel ID in the TunnelID fields.

Step 5 Set the RemoteIPAddress and RemoteTCPPort fields for the peer IP address you are configuring.

Step 6 Check the TapeAccelerator check box.

Step 7 Optionally set the other fields in this dialog box and click Create to create this FCIP link.

Configuring Advanced FCIP Interfaces
You can establish connection to a peer by configuring one or more of the following options for the FCIP 
interface.

• Configuring Peers, page 19-13

• Using B Port Interoperability Mode, page 19-15

• Configuring E Ports, page 19-18

To establish a peer connection, you must first create the interface. See the “FCIP Interfaces” section on 
page 19-9.

Configuring Peers
To establish a FCIP link with the peer, use one of two options: 

• Peer IP address—Configures both ends of the FCIP link. Optionally, you can also use the peer TCP 
port along with the IP address.

• Special frames—Configures one end of the FCIP link when security gateways are present in the IP 
network. Optionally, you can also use the port and profile ID along with the IP address.

Peer IP Address 

The basic FCIP configuration uses the peer’s IP address to configure the peer information. You can also 
specify the peer’s port number to configure the peer information. If you do not specify a port, the default 
3225 port number is used to establish connection.
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You can configure the required mode for initiating an IP connection. By default, active mode is enabled 
to actively attempt an IP connection. If you enable the passive mode, the switch does not initiate a TCP 
connection and merely waits for the peer to connect to it. Ensure that both ends of the FCIP link are not 
configured as passive mode. If both ends are configured as passive, the connection is not initiated.

You can specify the number of TCP connections from a FCIP link. By default, the switch tries two TCP 
connections for each FCIP link. You can configure one or two TCP connections. For example, the Cisco 
PA-FC-1G Fibre Channel port adapter, which has only one TCP connection, interoperates with any 
switch in the Cisco MDS 9000 Family. One TCP connection is within the specified limit. If the peer 
initiates one TCP connection, and your MDS switch is configured for two TCP connections, then the 
software handles it gracefully and moves on with just one connection. 

You can instruct the switch to discard packets that are outside the specified time for this FCIP link. By 
default, this option is disabled in all switches in the Cisco MDS 9000 Family. This option specifies the 
time range within which packets can be accepted. If the packet arrived within the range specified by this 
option, the packet is accepted. Otherwise, it is dropped. By default if a packet arrives within a 1000 
millisecond interval (+ or -1000 ms), that packet is accepted. Use the time-stamp option to enable or 
disable FCIP timestamps on a packet. 

Note If the time-stamp option is enabled, be sure to configure NTP on both switches. Refer to the Cisco MDS 
9000 Family Configuration Guide for information on NTP.

To assign the peer information based on the IP address, port number, or profile ID, follow these steps:

Step 1 From Fabric Manager, choose ISLs > FCIP from the Physical Attributes pane. You see the FCIP profiles 
and links in the Information pane.

From Device manager, choose IP > FCIP. You see the FCIP dialog box.

Step 2 Click the Tunnels tab. You see the FCIP link information.

Step 3 Click  the Create Row icon in Fabric Manager or the Create button in Device Manager. You see the 
FCIP Tunnels dialog box.

Step 4 Set the ProfileID and TunnelID fields.

Step 5 Set the RemoteIPAddress and RemoteTCPPort fields for the peer IP address you are configuring.

Step 6 Check the PassiveMode check box if you do not want this end of the link to initiate a TCP connection.

Step 7 Optionally set the NumTCPCon field to the number of TCP connections from this FCIP link.

Step 8 Optionally, check the Enable check box in the Time Stamp section and set the Tolerance field.

Step 9 Optionally set the other fields in this dialog box and click Create to create this FCIP link.

Special Frames 

You can alternatively establish an FCIP link with a peer using an optional protocol called special frames. 
When special frames are enabled, the peer IP address (and optionally the port or the profile ID) only 
needs to be configured on one end of the link. Once the connection is established, a special frame is 
exchanged to discover and authenticate the link.

By default, the special frame feature is disabled. 
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Note Refer to the Fibre Channel IP standards for further information on special frames.

Tip Special frame negotiation provides an additional authentication security mechanism because the link 
validates the WWN of the peer switch.

To configure special frames, follow these steps:

Step 1 From Fabric Manager, choose ISLs > FCIP from the Physical Attributes pane. You see the FCIP profiles 
and links in the Information pane.

From Device manager, choose IP > FCIP. You see the FCIP dialog box.

Step 2 Click the Tunnels tab. You see the FCIP link information.

Step 3 Click the Create Row icon in Fabric Manager or the Create button in Device Manager. You see the FCIP 
Tunnels dialog box.

Step 4 Set the ProfileID and TunnelID fields.

Step 5 Set the RemoteIPAddress and RemoteTCPPort fields for the peer IP address you are configuring.

Step 6 Check the PassiveMode check box if you do not want this end of the link to initiate a TCP connection.

Step 7 Optionally set the NumTCPCon field to the number of TCP connections from this FCIP link.

Step 8 Check the Enable check box in the Special Frames section of the dialog box and set the RemoteWWN 
and the RemoteProfileID fields.

Step 9 Optionally set the other fields in this dialog box and click Create to create this FCIP link.

Using B Port Interoperability Mode
While E ports typically interconnect Fibre Channel switches, some SAN extender devices, such as 
Cisco's PA-FC-1G Fibre Channel port adapter and the SN 5428-2 storage router, implement a bridge port 
model to connect geographically dispersed fabrics. This model uses B port as described in the T11 
Standard FC-BB-2. Figure 19-10 depicts a typical SAN extension over an IP network.
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Figure 19-10 FCIP B Port and Fibre Channel E Port

B ports bridge Fibre Channel traffic from one E port to a remote E port without participating in 
fabric-related activities such as principal switch election, domain ID assignment, and Fibre Channel 
routing (FSPF). For example, Class F traffic entering a SAN extender does not interact with the B port. 
The traffic is transparently propagated (bridged) over a WAN interface before exiting the remote B port. 
This bridge results in both E ports exchanging Class F information that ultimately leads to normal ISL 
behavior such as fabric merging and routing.

FCIP links between B port SAN extenders do not exchange the same information as FCIP links between 
E ports, and are therefore incompatible. This is reflected by the terminology used in FC-BB-2: while VE 
ports establish a virtual ISL over a FCIP link, B ports use a B access ISL.

FC

FC

FC

F

F

F

Switch A

GE
FC

FC

VE
F

E

Switch C

FC

GE

FC

E

VE

F

Switch B FCIP link

Virtual ISL

IP

91
55

9

IP

FC

FC

FC

F

F

FC

FC

B

B

B
access

B
access

E

Switch A

FC bridge

FC
FC

FC

E
F

E

Switch C

FC bridge

FC

FC

FC

E

E

F

Switch B
B access ISL

FCIP link

 ISL

 ISL

E port

B port
19-16
Cisco MDS 9000 Family Fabric Manager Configuration Guide

OL-6965-03, Cisco MDS SAN-OS Release 2.x



Send  documenta t ion  comments  to  mdsfeedback -doc@c i sco .com.

Chapter 19      FCIP Configuration
Configuring Advanced FCIP Interfaces
The IPS module supports FCIP links that originate from a B port SAN extender device by implementing 
the B access ISL protocol on a Gigabit Ethernet interface. Internally, the corresponding virtual B port 
connects to a virtual E port that completes the end-to-end E port connectivity requirement (see 
Figure 19-11).

Figure 19-11 FCIP Link Terminating in a B Port Mode 

The B port feature in the IPS module allows remote B port SAN extenders to communicate directly with 
a Cisco MDS 9000 Family switch, therefore eliminating the need for local bridge devices.

Configuring B Ports

When a FCIP peer is a SAN extender device that only supports Fibre Channel B ports, you need to enable 
the B port mode for the FCIP link. When a B port is enabled, the E port functionality is also enabled and 
they coexist. If the B port is disabled, the E port functionality remains enabled.

To configure B ports for FCIP links using Fabric Manager, follow these steps:

Step 1 From Fabric Manager, choose ISLs > FCIP from the Physical Attributes pane. You see the FCIP profiles 
and links in the Information pane.

From Device manager, choose IP > FCIP. You see the FCIP dialog box.

Step 2 Click the Tunnels tab. You see the FCIP link information.

Step 3 Click the Create Row icon in Fabric Manager or the Create button in Device Manager. You see the FCIP 
Tunnels dialog box.

Step 4 Set the ProfileID and TunnelID fields.
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FCIP High Availability
Step 5 Set the RemoteIPAddress and RemoteTCPPort fields for the peer IP address you are configuring.

Step 6 Check the PassiveMode check box if you do not want this end of the link to initiate a TCP connection.

Step 7 Optionally set the NumTCPCon field to the number of TCP connections from this FCIP link.

Step 8 Check the Enable check box in the B Port section of the dialog box and optionally check the KeepAlive 
check box if you want a response sent to an ELS Echo frame received from the FCIP peer.

Step 9 Optionally set the other fields in this dialog box and click Create to create this FCIP link.

Configuring E Ports
All configuration commands that apply to E ports, also apply to FCIP interfaces. The following features 
are also available FCIP interfaces:

• VSANs—FCIP interfaces can be a member of any VSAN.

• Trunk mode and trunk allowed VSANs can be configure.d

• PortChannels. 

– Multiple FCIP links can be bundled into a Fibre Channel PortChannel.

– FCIP links and Fibre Channel links cannot be combined in one PortChannel.

• FSPF. 

• Fibre Channel domains (fcdomains).

• Zone merge—The zone database can be imported or exported from the adjacent switch.

FCIP High Availability
The following high availability solutions are available for FCIP configurations:

• Fibre Channel PortChannels, page 19-19

• FSPF, page 19-19

• VRRP, page 19-20

• Ethernet PortChannels, page 19-20

• Ethernet PortChannels and Fibre Channel PortChannels, page 19-21
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Fibre Channel PortChannels
Figure 19-12 provides an example of a PortChannel-based load balancing configuration. To perform this 
configuration, you need two IP addresses on each SAN island. This solution addresses link failures.

Figure 19-12 PortChannel Based Load Balancing

The following characteristics set Fibre Channel PortChannel solutions apart from other solutions:

• The entire bundle is one logical (E)ISL link.

• All FCIP links in the PortChannel should be across the same two switches.

• The Fibre Channel traffic is load balanced across the FCIP links in the PortChannel.

FSPF
Figure 19-13 displays a FSPF-based load balancing configuration example. This configuration requires 
two IP addresses on each SAN island, and addresses IP and FCIP link failures.

Figure 19-13 FSPF-Based Load Balancing 
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The following characteristics set FSPF solutions apart from other solutions:

• Each FCIP link is a separate (E)ISL.

• The FCIP links can connect to different switches across two SAN islands.

• The Fibre Channel traffic is load balanced across the FCIP link.

VRRP
Figure 19-14 displays a VRRP-based high availability FCIP configuration example. This configuration 
requires at least two physical Gigabit Ethernet ports connected to the Ethernet switch on the island where 
you need to implement high availability using VRRP.

Figure 19-14 VRRP-Based High Availability

The following characteristics set VRRP solutions apart from other solutions:

• If the active VRRP port fails, the standby VRRP port takes over the VRRP IP address.

• When the VRRP switchover happens, the FCIP link automatically disconnects and reconnects.

• This configuration has only one FCIP (E)ISL link.

Ethernet PortChannels
Figure 19-15 displays an Ethernet PortChannel-based high availability FCIP example. This solution 
addresses the problem caused by individual Gigabit Ethernet link failures.

Figure 19-15 Ethernet PortChannel-Based High Availability 
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The following characteristics set Ethernet PortChannel solutions apart from other solutions:

• The Gigabit Ethernet link level redundancy ensures a transparent failover if one of the Gigabit 
Ethernet links fails.

• Two Gigabit Ethernet ports in one Ethernet PortChannel appear like one logical Gigabit Ethernet 
link.

• The FCIP link stays up during the failover.

Ethernet PortChannels and Fibre Channel PortChannels
Ethernet PortChannels offer Ethernet-level redundancy and Fibre Channel PortChannels offer 
(E)ISL-level redundancy. FCIP is unaware of any Ethernet PortChannels or Fibre Channel PortChannels. 
Fibre Channel PortChannels are unaware of any Ethernet PortChannels, and there is no mapping between 
the two (see Figure 19-16).

Figure 19-16 PortChannels at the Fibre Channel and Ethernet Levels
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