Understanding the VPN Client

The Cisco VPN Client is a software application that runs on computers using any of the following
operating systems:

e Linux for Intel—Red Hat Version 6.2 or later, or compatible libraries with glibc Version 2.1.1-6 or
later, using kernel Versions 2.2.12 or later.

e Solaris UltraSPARC 5
e SunBlade
The following platforms are not supported
e SunRay
e SunFire Series
e Netra Series
e Tadpole

Solaris and Linux VPN Clients support only single interface FastEthernet network adapters. These VPN
Clients do not support multiport adapters such as dual and quad FastEthernet.

Note  The VPN Client for Solaris can receive no greater than 20 subinterfaces (IP addresses assigned to the
same machine).

The VPN Client on a remote PC, communicating with a Cisco VPN device on an enterprise network or
with a service provider, creates a secure connection over the Internet. This connection allows you to
access a private network as if you were an on-site user, creating a virtual private network (VPN).

The following VPN devices can terminate VPN connections from VPN Clients:
e Cisco IOS devices that support Easy VPN server functionality
e VPN 3000 Series Concentrators
e Cisco PIX Firewall Series

VPN Client Overview

The VPN Client works with a Cisco VPN device to create a secure connection, called a tunnel, between
your computer and a private network. It uses Internet Key Exchange (IKE) and IP Security (IPSec)
tunneling protocols to establish and manage the secure connection.
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The steps used to establish a VPN connection can include:

Negotiating tunnel parameters (addresses, algorithms, lifetime)
Establishing VPN tunnels according to the parameters
Authenticating users (from usernames, group names and passwords, and X.509 digital certificates)

Establishing user access rights (hours of access, connection time, allowed destinations, allowed
protocols)

Managing security keys for encryption and decryption

Authenticating, encrypting, and decrypting data through the tunnel

For example, to use a remote PC to read e-mail at your organization, the connection process might be
similar to the following:

1.

s w N

Connect to the Internet.
Start the VPN Client.
Establish a secure connection through the Internet to your organization’s private network.
When you open your e-mail
The Cisco VPN device
— Uses IPSec to encrypt the e-mail message
— Transmits the message through the tunnel to your VPN Client
The VPN Client
— Decrypts the message so you can read it on your remote PC

— Uses IPSec to process and return the message to the private network through the Cisco VPN
device

VPN Client Features

The tables in the following sections describe the VPN Client features.

Main Features

Table 1-1 lists the VPN Client main features.
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Table 1-1  Main Features

Features Description
Operating Systems e Linux (Intel)
e Solaris (UltraSPARC-32 and 64 bit)
e SunBlade
Connection types e Linux supports—async serial PPP, Internet-attached Ethernet,
and ISDN.

e Solaris supports—async serial PPP and Internet-attached
Ethernet.

S,

Note The VPN Client no longer supports the ipdptp dialup
interface used on older versions of the Solaris platform.

— Solaris 6 and 7 users must use VPN Client Versions 3.7 or
earlier to continue using the ipdptp dialup interface.

— Solaris 8 users must apply the patch from SUN that allows
them to use the new pppd 4.0 driver.

S

Note  The VPN Client supports only one PPP and one Ethernet

adapter.
Protocol 1P
Tunnel protocol IPSec
User Authentication e RADIUS

e RSA SecurID

e VPN server internal user list
e PKI digital certificates

e NT Domain (Windows NT)

Program Features

The VPN Client supports the program features listed in Table 1-2.

Table 1-2  Program Features

Program Feature Description

Servers Supported e Cisco IOS devices that support Easy VPN server functionality
e VPN 3000 Series Concentrators

e (Cisco PIX Firewall Series

Local LAN access The ability to access resources on a local LAN while connected
through a secure gateway to a central-site VPN device (if the central
site grants permission).

Cisco VPN Client User Guide for Linux and Solaris
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Table 1-2 Program Features (continued)

Program Feature

Description

Automatic VPN Client
configuration option

The ability to import a configuration file.

Event logging

The VPN Client log collects events for viewing and analysis.

NAT Transparency (NAT-T)

Enables the VPN Client and the VPN device to automatically detect
when to use IPSec over UDP to work properly in port address
translation (PAT) environments.

Update of centrally controlled
backup server list

The VPN Client learns the backup VPN server list when the
connection is established. This feature is configured on the VPN
device and pushed to the VPN Client. The backup servers for each
connection entry are listed on the Backup Servers tab.

Set MTU size

The VPN Client automatically sets a size that is optimal for your
environment. However, you can also set the MTU size manually. For
information on adjusting the MTU size, see the Cisco VPN Client
Administrator Guide.

Support for Dynamic DNS
(DDNS host name population)

The VPN Client sends its host name to the VPN device when the
connection is established. If this occurs, the VPN device can send
the host name in a DHCP request. This causes the DNS server to
update its database to include the new host name and VPN Client
address.

Notifications

Software update notifications from the VPN server upon
connection.

Delete with reason

The VPN Client provides you with a reason code or reason text
when a disconnect occurs. The VPN Client supports the delete with
reason function for client-initiated disconnects,
concentrator-initiated disconnects, and IPSec deletes.

e If you are using a GUI VPN Client, a pop-up message appears
stating the reason for the disconnect, the message is appended
to the Notifications log, and is logged in the IPSec log (Log
Viewer window).

e If you are using a command-line client, the message appears on
your terminal and is logged in the IPSec log.

e For IPSec deletes, which do not tear down the connection, an
event message appears in the IPSec log file, but no message
pops up or appears on the terminal.

Note The VPN device must be running software version 4.0 or

later to support this functionality.

Single-SA

The ability to support a single security association (SA) per VPN
connection. Rather than creating a host-to-network SA pair for each
split-tunneling network, this feature provides a host-to-ALL approach,
creating one tunnel for all appropriate network traffic apart from
whether split-tunneling is in use.

Auto initiation

The ability to automatically initiate secure wireless VPN
connections seamlessly. For information on this feature, see VPN
Client Administrator Guide.
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The VPN Client supports the IPSec features listed in Table 1-3.

Table 1-3 IPSec Features
IPSec Feature Description
Tunnel Protocol IPSec

Transparent tunneling

e [PSec over UDP for NAT and PAT
e [PSec over TCP for NAT and PAT

Key Management protocol

Internet Key Exchange (IKE)

IKE Keepalives

A tool for monitoring the continued presence of a peer and reporting
the VPN Client’s continued presence to the peer. This lets the VPN
Client notify you when the peer is no longer present. Another type
of keepalives keeps NAT ports alive.

Split tunneling

The ability to simultaneously direct packets over the Internet in
clear text and encrypted through an IPSec tunnel. The VPN device
supplies a list of networks to the VPN Client for tunneled traffic.
You enable split tunneling on the VPN Client and configure the
network list on the VPN device.

Support for Split DNS

The ability to direct DNS packets in clear text over the Internet to
domains served through an external DNS (serving your ISP) or
through an IPSec tunnel to domains served by the corporate DNS.
The VPN server supplies a list of domains to the VPN Client for
tunneling packets to destinations in the private network. For
example, a query for a packet destined for corporate.com would go
through the tunnel to the DNS that serves the private network, while
a query for a packet destined for myfavoritesearch.com would be
handled by the ISP's DNS. This feature is configured on the VPN
server (VPN concentrator) and enabled on the VPN Client by
default. To use Split DNS, you must also have split tunneling
configured.

The VPN Client supports the IPSec attributes listed in Table 1-4.

Table 1-4 IPSec Attributes

IPSec Attribute

Description

Main Mode and Aggressive
Mode

Ways to negotiate phase 1 of establishing ISAKMP Security
Associations (SAs)

Authentication algorithms

e HMAC (Hashed Message Authentication Coding) with MD5
(Message Digest 5) hash function

e HMAC with SHA-1 (Secure Hash Algorithm) hash function

| oL-5491-01
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Table 1-4  IPSec Attributes (continued)

IPSec Attribute Description

Authentication Modes e Preshared Keys

e Mutual group authentication

e X.509 Digital Certificates
Diffie-Hellman Groups e Group 1 = 768-bit prime modulus

e Group 2 = 1024-bit prime modulus
e Group 5 = 1536-bit prime modulus

“~

Note Seethe Cisco VPN Client Administrator Guide for more
information about DH Group 5.

Encryption algorithms e 56-bit DES (Data Encryption Standard)
e 168-bit Triple-DES
e AES 128-bit and 256-bit

Extended Authentication The capability of authenticating a user within IKE. This
(XAUTH) authentication is in addition to the normal IKE phase 1
authentication, where the IPSec devices authenticate each other.
The extended authentication exchange within IKE does not replace
the existing IKE authentication.

Mode Configuration Also known as ISAKMP Configuration Method
Tunnel Encapsulation Modes e [PSec over UDP (NAT/PAT)
e IPSec over TCP (NAT/PAT)

IP compression (IPCOMP) using |Data compression algorithm
LZS

Authentication Features

The VPN Client supports the authentication features listed in Table 1-5.

Table 1-5 Authentication Features

Authentication Feature Description

User authentication through e Internal through the VPN device’s database

VPN central-site device e RADIUS

e NT Domain (Windows NT)

e RSA (formerly SDI) SecurID or SoftID

Certificate Management Allows you to manage the certificates in the certificate stores.

Certificate Authorities (CAs) CAs that support PKI SCEP enrollment.

Cisco VPN Client User Guide for Linux and Solaris
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Table 1-5 Authentication Features

Authentication Feature Description

Ability to authenticate using Physical SecurlID cards or keychain fobs for passcode generation.
smart cards

Peer Certificate Distinguished  |Prevents a VPN Client from connecting to an invalid gateway by
Name Verification using a stolen but valid certificate and a hijacked IP address. If the
attempt to verify the domain name of the peer certificate fails, the
VPN Client connection also fails.

Cisco VPN Client User Guide for Linux and Solaris
[ oL-5491-01 .m



Chapter1  Understanding the VPN Client |

I VPN Client Features

Cisco VPN Client User Guide for Linux and Solaris
m. oL-5491-01 |



	Understanding the VPN Client
	VPN Client Overview
	VPN Client Features
	Main Features
	Program Features
	IPSec Features
	IPSec Attributes

	Authentication Features




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


