CHAPTER 5

Upgrade Management

Revised: July 24, 2009, OL-16776-01

Because Cisco Security MARS and the products it monitors depend on signatures that are current, the
upgrade strategy you employ is critical to the overall health and accuracy of the MARS system. You
should develop an operational strategy and process for performing updates.

This chapter contains the following sections:
e Upgrade Management Overview, page 5-1
e Checklist for Upgrades of Appliance Software, page 5-3
e Before You Begin, page 5-7
e Verify the MARS Appliance Version and State, page 5-8
e Specify Interval for Master Catalog Polling, page 5-10
e Select an Upgrade Package for a MARS Appliance (local), page 5-13
e Manage Local Upgrade Packages, page 5-14
e Upgrading a Local Controller from the Global Controller, page 5-16
e Burn an Upgrade CD-ROM, page 5-18
e Prepare the Internal Upgrade Server, page 5-19
e Upgrade from the CLI, page 5-22

Upgrade Management Overview

Feature Modification History

Release Modification

6.0.1 Feature introduced. Separates product package from data packages.
Introduces automated image management, new image management
interface, and updates pnupgrade command.

These features were introduced with the 6.0.1 release of MARS. To upgrade from an earlier release, see
the appropriate document:

Cisco Security MARS Initial Configuration and Upgrade Guide, Release 6.x
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A

¢ 5.x Releases. If you are running an earlier 5.x version, you must first upgrade to 5.3.6 (see the
Release Notes for Cisco Security MARS Appliance 5.3.6 for the required upgrade path.).

¢ 4.x Releases. For details on how to migrate your appliance, follow the step-by-step instructions
specified in the Migrating Data from Cisco Security MARS 4.x to 6.0.1.

MARS upgrade packages are the primary vehicle for major, minor, and patch software releases. As
administrator of the MARS Appliance, you should check the upgrade site weekly for patch upgrades. In
addition to addressing high-priority caveats, patch upgrade packages update system inspection rules,
event types, and provide the most recent signature support.

Caution

Note

Note

Never try to upgrade the hardware components of the MARS Appliance. Doing so could result in bodily
injury and void support contracts. Contact Cisco for your hardware upgrade needs.

MARS supports three distinct upgrade package types:

e Product package. This package contains the system binaries, such as the OS and backend processes
and services.

e Data package. This package contains signature updates, rules, reports, event types, and event type
groups.

e Combined product and data package.

In addition to the system binary and data package versions, MARS maintains separate version
information for the Cisco IPS signatures and custom signature packages running on an appliance. The
management of dynamic signature updates for Cisco IPS devices is managed from

ADMIN > System Setup > IPS Signature Dynamic Update Settings. For details on this feature, see

“IPS Signature Dynamic Update Settings” in the Device Configuration Guide for Cisco Security MARS.

The image management feature of MARS keeps your appliances current with the product and data
packages whether running a standalone Local Controller or managing a set of Local Controllers with a
Global Controller. This feature discovers updates when they are released by Cisco as “.zip” files that
contain a “.pkg” file and a catalog file and allows you to schedule when to download the package and
perform the upgrade operation.

Each “.pkg” file is an encrypted tarball that contains the upgrade binary, data files, or both depending on
the package type. The catalog file describes:

e The version of the upgrade package
e The type of upgrade to be performed (binary, data, or both)
e Any and all version dependencies

¢ All of the above information for all upgrade packages in existence up to the release of the particular
upgrade package

The MARS Appliance saves the catalog locally for reference, and it uses that file to ensure packages are
applied in proper order. When a newer catalog is found, the MARS Appliance replaces the local catalog
with the new one. A catalog update can occur during an upgrade or, if configured to do so, when the
MARS Appliance polls Cisco.com, where the master catalog resides.

A failed upgrade operation can potentially update the local catalog file when the upgrade contains a
catalog file newer than the one saved on the MARS Appliance.
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All upgrades must be performed sequentially. The data work version number is tracked separately from
the binary version number. To determine the versions running on an appliance, see Determine Version
Information, page A-1.

To configure the upgrade management feature, you must configure the following:

1. Verify the MARS Appliance Version and State

2. Interval for downloading the master catalog. See Specify Interval for Master Catalog Polling,
page 5-10.

3. Identify the server from which upgrade packages should be downloaded and provide authentication
credentials that enable the appliance to connect to that server. See Specify Download Sever Settings,
page 5-11.

4. Select and schedule the upgrade for each downloaded package. You can perform this task either
local to a MARS Appliance or from a Global Controller. See Select an Upgrade Package for a
MARS Appliance (local), page 5-13 or Schedule Package Download and Upgrades from a
Global Controller, page 5-17.

Checklist for Upgrades of Appliance Software

A

MARS upgrade packages are the primary vehicle for major, minor, and patch software releases. As
administrator of the MARS Appliance, you should check the upgrade site weekly for patch upgrades. In
addition to addressing high-priority caveats, patch upgrade packages update system inspection rules,
event types, and provide the most recent signature support.

Caution

Never try to upgrade the hardware components of the MARS Appliance. Doing so could result in bodily
injury and void support contracts. Contact Cisco for your hardware upgrade needs.

The following checklist describes the steps required to upgrade your MARS Appliance to the most recent
version. Each task might contain several steps; the tasks and steps within should be performed in order.
The checklist contains references to the specific procedures used to perform each task.

| oL-16776-01
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B Checklist for Upgrades of Appliance Software

v Task
1. Determine whether you should upgrade, reimage, or migrate the MARS Appliance.

Two scenarios exist for bringing your MARS Appliance in line with the current software release: upgrade versus
reimage. The method required to get to the current release can differ greatly between these two scenarios.

e (4.x Only) Migrate the MARS Appliance to the current release and preserve the configuration and
event data. This process applies only to appliances running a 4.x release. For details on how to migrate your
appliance, follow the step-by-step instructions specified in the Migrating Data from Cisco Security MARS
4.x to 6.0.1.

¢ (5.x and 6.x Only) Upgrade the MARS Appliance to the current release and preserve the configuration
and event data. To preserve the configuration and the event data, you must perform the upgrade following
the tasks in this checklist; continue with Task 2.

¢ (Any) Reimage the MARS Appliance to the current release without preserving any configuration or
event data. If you have no desire to preserve configuration and event data, you can reimage the appliance
using the most recent ISO image. For information on how to reimage your appliance, see Recovery
Management, page 6-17.

Result: You determine whether you will upgrade or reimage your MARS Appliance.

2. Determine the version that you are running.

Before you upgrade your appliance, you must determine what version you are running. You can determine this
in one of two ways:

e web interface. To the determine the version in the web interface, select Help > About.
e CLI. To determine the version from the CLI, enter version at the MARS command prompt.
The format of the version appears as x.y.z (build_number), for example, 6.0.2 (3102).
Note If you are running a version earlier than 3.2.2, please contact Cisco support for information on obtaining the
appropriate upgrade files. If you are running 3.2.2 or later, follow the instructions in this checklist.
Result: You have identified the version running on your appliance and know whether you must contact Cisco
support or continue with this checklist.

3. Verify the status of the MARS Appliance.

Before upgrading, verify that the hardware and software services are operating in an expected state. If an issue
is found, you want to address those issues prior to beginning the upgrade process. The following components are
verified:

e fans, CPUs, hard drives, Ethernet interfaces, power supplies, flash drive, and backup battery units
¢ MARS system services and processes
e hard drive array, if running RAID

Result: You determine whether the MARS Appliance is operating correctly.

For more information, see:

e Verify the MARS Appliance Version and State, page 5-8
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v/ |Task

4. Determine the medium for upgrading.

Before upgrading your appliance, you must determine what medium to use. Your choice of medium determines
whether you must upgrade from the CLI.

Note

CD-ROM. Before you can upgrade, you must download the software and burn an image to a CD-ROM. You
can insert this CD-ROM in the DVD drive of the MARS Appliance to perform the upgrade. If you select the
CD-ROM medium, you must upgrade each appliance individually and you must use the CLI.

Internal Upgrade Server. Identify the Internal Upgrade Server to be used. Before you can upgrade, you
must download the software image to an internal HTTP, HTTPS, or FTP server. It is from this internal server
that you must upgrade your MARS Appliance. This server should meet specific requirements, allowing each
MARS Appliance to quickly and securely download the updates. When using an Internal Upgrade Server,
you can upgrade from the CLI or the web interface unless otherwise noted.

Cisco.com. Identify your CCO login credentials to import packages to either a Global Controller or
Local Controller. You can upgrade all managed Local Controllers from the Global Controller. If you select
Cisco.com, you must upgrade using the web interface.

If you are running a version earlier than 3.4.1, you cannot use the web interface to upgrade. In versions earlier
than 3.4.1, the web interface only allows for connections to the upgrade.protegonetworks.com support site,
which is no longer available. To upgrade from versions earlier the 3.4.1, you must use the CLI.

Result: You have determined which medium to use for your upgrade. If you chose the Internal Upgrade Server
option, you have identified and prepared your server, and you have verified that the server can be reached by each
standalone Local Controller or Global Controller that you intend to upgrade. If a proxy server resides between
the Internal Upgrade Server and the appliance, you must provide those settings before upgrading.

For more information, see:

Download the Upgrade Package from Cisco.com, page 5-19

Burn an Upgrade CD-ROM, page 5-18

Prepare the Internal Upgrade Server, page 5-19

Specify Download Sever Settings, page 5-11

Select an Upgrade Package for a MARS Appliance (local), page 5-13

Schedule Package Download and Upgrades from a Global Controller, page 5-17
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v/ |Task
O 5. Understand the required upgrade path and limitations.
Upgrading from one version of the appliance software to the next must follow a cumulative upgrade path; you
must apply each upgrade package in the order it was made available between the version running on the appliance
and the version you want to run. Review the Required Upgrade Path section in the release notes for the target
version.
Also, a limitation exists between a Global Controller and any Local Controllers that it monitors. The
Global Controller can only monitor Local Controllers that are running the same version it is. If you are attempting
to monitor a Local Controller that is running an earlier software version, the Local Controller will appear offline
to the Global Controller. However, MARS includes an upgrade option where the Global Controller pushes the
same upgrade version to the Local Controllers that it is monitoring, allowing you to manage the upgrade process
from within the Global Controller user interface.
You have identified the complete list of upgrade packages that you must download.
For more information, see:
e Before You Begin, page 5-7
e Verify the MARS Appliance Version and State, page 5-8.
O 6. Download all required upgrade packages from the Cisco.com website.
After you have identified the upgrade packages to download, either log in to Cisco.com using your Cisco.com
account and download the various packages or configure your MARS Appliance to do so. To download upgrade
packages, you must have a valid SMARTnet support contract for the MARS Appliance.
Depending on your selection in Step 4., you will either store these files on the Internal Upgrade Server, burn a
CD-ROM image, or allow the MARS Appliance to store them until they are applied.
Result: All upgrade packages that are required to upgrade from the version you are running to the most recent
version are located in a known path on either the MARS Appliance, Internal Upgrade Server, or a CD-ROM.
For more information, see:
e Specify Download Sever Settings, page 5-11
e Manage Local Upgrade Packages, page 5-14.
e Download the Upgrade Package from Cisco.com, page 5-19.
O 7. Understand the upgrade approach you want to use.
Select from the following upgrade options:
Note If you are running a version earlier than 3.4.1, you must select an option that supports upgrading from the CLI.
e Upgrade from an applaince that connects to Cisco.com directly (web interface only).
e Upgrade from an appliance that connects to the Internal Upgrade Server directly (CLI or web interface).
e Upgrade from an appliance that connects to the Internal Upgrade Server through a proxy (CLI or web
interface).
e Upgrade a Local Controller using the Global Controller via a proxy server or a direct connection to the
Internal Upgrade Server or from Cisco.com (web interface only).
e Upgrade from a CD-ROM at the command line (CLI only).
Result: You have determined the appropriate upgrade approach to use based on your selected medium and
currently running version.
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O 8. Identify any required proxy server settings.
If your appliance runs on a network that is separated from the Internal Upgrade Server by a proxy server, you
must identify the proxy server settings. If you are using the HTML interface to upgrade, you can specify these
settings using the Admin > System Parameters > Proxy Settings page. Otherwise, make note of the settings so
that you can include them in the command string of the command line interface upgrade.
Note  You can specify the proxy server settings in the web interface for versions 3.4.1 and later. However, you can
specify proxy server settings at the CLI for versions 2.5.1 and later.
Result: You have either specified the proxy server settings in the web interface, or you have noted the settings for
later use.
For more information, see:
e Specify the Proxy Settings for a MARS Appliance, page 5-20.
O 9. Upgrade the appliance to the next appropriate version, as determined by the upgrade path.

From the appliance, use the method you chose in Step 7. to upgrade incrementally, as determined in Step 6., to
the desired version.

Result: You have applied each required upgrade package.

For more information, see:
¢ Select an Upgrade Package for a MARS Appliance (local), page 5-13
e Upgrade from the CLI, page 5-22
e Upgrading a Local Controller from the Global Controller, page 5-16.

Before You Begin

The following notes apply to the 6.0.1 upgrade:

Upgrade to 6.0.1

The upgrade process to 6.0.1 differs based on the release you are upgrading from. If you are upgrading
a 5.x release, then you can upgrade to 6.0.1 if you are running 5.3.6. If you are running an earlier 5.x
version, you must first upgrade to 5.3.6 (see Release Notes for Cisco Security MARS Appliance 5.3.6
for details).

However, if you are upgrading a 4.x release, you must migrate the system instead of upgrading. To
migrate from a 4.x, you must follow the step-by-step instructions specified in the Migrating Data from
Cisco Security MARS 4.x to 6.0.1.

The following notes apply to all upgrades:

Upgrade Path

When upgrading from one software version to another, a prerequisite version is always required. This
prerequisite version is the minimum level required to be running on the appliance before you can upgrade
to the most recent version.

Cisco recommends that you upgrade your system using the web interface. See Upgrade Management
Overview, page 5-1 for details on the recommended process.

| oL-16776-01
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Consistency Checks

The MARS Appliance performs a file system consistency check (fsck) on all disks when either of the
following conditions is met:

e If the system has not been rebooted during the past 180 days.
e If the system has been rebooted 30 times.

The fsck operation takes a long time to complete, which can result in significant unplanned downtime
when rebooting the system after meeting a condition above. For example, a MARS 50 appliance can take
up to 90 minutes to perform the operation.

Verify the MARS Appliance Version and State

To avoid data loss and other issues, verify the appliance software and hardware are operating correctly
before attempting to upgrade the software. This procedure explains how to determine whether an issue
exists with the appliance as configured.

Prerequisites

e Ensure the appliance is running 6.0.1 or later.

Restrictions

¢ The raidstatus command only applies to models: 100, 100e, 110, 110R, 200, 210, GC, GCr, GC2,
and GC2R.

Summary Steps

10. version

1. model

2. show healthinfo

3. pnstatus

4. raidstatus (if applicable)

Verifying the MARS Appliance System Settings

Step 1

Step 2

To use the console to verify the system status the MARS Appliance, follow these steps:

Log in to the MARS Appliance. For more information, see “Log In to the Appliance via the Console”
section on page 4-1.

At the system prompt, type version, and then press Enter. Record the output and verify the version is
6.0.1 (3066) or later. If the version is not 6.0.1 (3066), you must upgrade or migrate your system to 6.0.1
(3066) and re-run this verification process.
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Note

Step 3
Step 4

Step 5

Note

Step 6

Step 7

Verify the MARS Appliance Version and State [l

If you are upgrading a 5.x release, then you can upgrade to 6.0.1 if you are running 5.3.6. If you are
running an earlier 5.x version, you must first upgrade to 5.3.6 (see the Release Notes for Cisco Security
MARS Appliance 5.3.6).

However, if you are upgrading a 4.x release, you must migrate the system instead of upgrading. To
migrate from a 4.x, you must follow the step-by-step instructions specified in the Migrating Data from
Cisco Security MARS 4.x to 6.0.1.

At the system prompt, type model, and then press Enter. Record the output.

At the system prompt, type show healthinfo. Verify the fans, CPUs, hard drives, Ethernet interfaces,
power supplies, flash drive, and backup battery units are operating properly.

At the system prompt, type pnstatus, and then press Enter. Verify that all applications are running
properly. If an application is in an incorrect state, wait 30 seconds and run the pnstatus command a
again. If the application is still in an improper sate, make a note of it and continue to the next step.

All services should be running on a Local Controller. However, a Global Controller only has three
services running: graphgen, pnarchiver, and superV—all other services are stopped.

(100, 110, 200, 210, GC, GC2 only) At the system prompt, type raidstatus, and then press Enter. Verify
the RAID is in the OK state, not DEGRADED.

e If the RAID appears in the DEGRADED state, refer to the “Hard Drive Troubleshooting and
Replacement” sections of Cisco Security MARS Hardware Installation Guide 6.x. to rebuild or
reconfigure the RAID.

- (Gen 2) http://www.cisco.com/en/US/docs/security/security_management/cs-mars/6.0/hardware
/installation/guide/maintain_gen2.html

or

— (Gen 1) http://www.cisco.com/en/US/docs/security/security_management/cs-mars/6.0/hardware
/installation/guide/maintain_gen1.html

See the hotswap command for details. Once the operation is complete, re-verify the system before
attempting to perform the migration or upgrade.

e If the RAID configuration is in an INIT/INITIALIZING state, proceed with the system inspection.

If the show healthinfo, pnstatus, or raidstatus commands reveal issues, you must resolve them prior to
upgrading the system. Otherwise, continue with the upgrade.

| oL-16776-01
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Related Documents

Related Topic Document Title

Related MARS CLI commands: Cisco Security MARS Command Reference, 6.x.
e model
e version

¢ show healthinfo
® pnstatus

e raidstatus

e hotswap

Hardware Maintenance Tasks—MARS 25R, 25, |Cisco Security MARS Hardware Installation Guide 6.x.
55, 110R, 110, 210, GC2R, and GC2

Hardware Maintenance Tasks—Hardware Cisco Security MARS Hardware Installation Guide 6.x.
Maintenance Tasks—MARS 100E, 100, 200,
GCM, and GC

Specify Interval for Master Catalog Polling

The master catalog is maintained on Cisco.com. Each time a new package is released, the master catalog
is updated. If you’ve configured your MARS Appliance to check Cisco.com automatically, a notification
will appear on the Network Summary page when an update is available for download.

To specify the internal to check for a new master catalog, follow these steps:

Step 1 From the web interface of a MARS Appliance, select ADMIN > System Maintenance > Upgrade.
Result: The Upgrade Installation pages appears with the Upgrade Zones tab selected.
Step2  To download the latest catalog file, select the Advanced tab.
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Specify Interval for Master Catalog Polling ||

Upgrade Installation

Upgrade Zones Local Packages

Download Connection Information | Advanced

Catalog Polling URL: | The systemn periodically checks
this location for a new package
catalog.

Package Polling Interval: Indicates how often the Catalog

polling URL is checked,

Every 1 hour
Every 2 hours
Every 6 hours

Every 12 hours
Every day
Every 2 days
Every 3 days
Every 4 days
Every 5 daws
Every 6 davs
Every 7 daws
Every & daws
Every 9 daws
Every 10 days
Every 11 days
Ewvery 12 days
Ewvery 13 days
Every 14 days

Select a value from the Package Polling Interval list, and click Save Changes.

Using the authentication information you provided on the Download Connection Information page. it
checks to see if there is a new catalog. If a new one shows up, an indication displays on the Network
Summary page. Then you can return to Download Connection Information page to get import the pages.

Specify Download Sever Settings

Step 1

Step 2

The download server settings identify the server from which the upgrade packages are to be downloaded.
If you are using a Global Controller to manage Local Controller, you only need to specify these settings
on the Global Controller. You can configure the Global Controller to push the upgrade package to each
managed Local Controller.

If the MARS Appliance cannot directly access the download server (whether it is Cisco.com or an
Internal Upgrade Server), you must specify the proxy settings for the appliance as defined in Specify the
Proxy Settings for a MARS Appliance, page 5-20.

To configure the upgrade options for a MARS Appliance, follow these steps:

From the web interface of a MARS Appliance, select ADMIN > System Maintenance > Upgrade.
Result: The Upgrade Installation pages appears with the Upgrade Zones tab selected.

To specify the download server settings, select the Download Connection Information tab.

| oL-16776-01
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Upgrade Installation

Upgrade Zones | Local Packages | Download Connection Information Advanced

Package Download Connection Information

f~ Cisco.com fo Local Server

User Server Type:

E:;‘:ord:l:l IP Address:

Re-enter |:| User Mame:

Password: Password:
Re-enter Password: I:l
Path: |
File Name: | |

| Import Package || Save Changes

Awvailable Storage: 2000000000
{Mote: A fixed amount of storage space is available. If the limit is reached you must delete some
packages to import new ones.)

Step3  Specify the following settings:
¢ Server location:

— Cisco.com—Downloads the upgrade packages from Cisco.com using your CCO user account
information.

— Local Server—Downloads upgrade packages from an Internal Upgrade Server.

¢ (local only) Server Type—Select the appropriate protocol. You can download the install package
using either HTTPS or FTP.

¢ (local only) IP Address— Enter the address of the server where the upgrade package files are
stored.

e User Name—Identifies the user credentials to use when downloading the upgrade packages. This
detail is recorded in the audit logs when packages are downloaded.

S

Note  MARS requires that the Internal Upgrade Server enforces user authentication. Therefore, you
must specify a username and password pair to authenticate to the server.

¢ Password—Password assigned to the account specified.
¢ Re-enter Password—Confirms your password.

¢ (local only) Path—Specify the path where the package file is stored, relative to the type of server
access used.

¢ (local only) File Name—Specify the full name of the package file that you have downloaded.
Step4  Click Save Changes.
Step5  Select a value from the Package Polling Interval list, and click Save Changes.
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Select an Upgrade Package for a MARS Appliance (local) W

Select an Upgrade Package for a MARS Appliance (local)

Step 1

From the web interface of a MARS Appliance, select ADMIN > System Maintenance > Upgrade.

Result: The Upgrade Installation pages appears with the Upgrade Zones tab selected.

Upgrade Installation

Upgrade Zones Local Packages | Download Connection Information Advanced

Upgrade Status Logs

Upgrade Zones

This table lists the zones and the local packages that can be installed on them. To schedule a package for
installation, check the zone(s) and select the package from the drop-down list, then click "Install"

Time |Log Message

|Zone Name |Zone Address Status ¥Yersion |Install Package

r pnmars/ITS-Fiz 104,200,141 Active &6.0.1

This page presents details about the current status of the appliance.

e Zone Name—Identifies the DNS name of the appliance. If you are viewing this page on a
Global Controller, an entry for each managed Local Controller appears. If you are viewing this page
on a Local Controller, only the entry for that appliance appears.

e Zone Address—Identifies the IP address of the appliance. If the word ‘local’ appears in this field,
then it identifies the appliance you are logged into via the web interface.

¢ Status—Identifies the status of the appliance. The possible states depend on whether this appliance
is being managed by a Global Controller or not. Possible status values are:

— GC—Identifies the local appliance as a Global Controller. This status appears only when you

are viewing this page on a Global Controller.

— Active—The appliance is online and operational. If managed by a Global Controller, then this
state indicates that the Local Controller-Global Controller communications are successful.

— Synchronizing—The Local Controller is forwarding topology information to this

Global Controller.

- Upgrade Scheduled—An upgrade is scheduled for this appliance.

— No Connection—The connection is down. This issue could be due to network interruption,
invalid connectivity information, or an upgrade currently in progress

— Deleting In Progress—The Local Controller is being deleted from this Global Controller.

e Version—Identifies the version of MARS software running on the appliance.

| oL-16776-01
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W Manage Local Upgrade Packages

e Install Package—A list of upgrade packages stored locally to the selected appliance and for which
the dependencies match the version currently running on the appliance. When a package is local to
the appliance, you can schedule to install the upgrade. If you are working in a Global Controller,
this list includes any applicable package downloaded to the Global Controller, which you can
schedule to download and apply to valid Local Controller targets.

e Upgrade Status Logs—Normal status logs appear in green text, warnings appear orange, and errors
appear red.

Step2  Select the check box to the left of the Zone Name for this appliance.

Step3  From the Install Package list box, select the upgrade package for which you want to schedule an install.
This list identifies the upgrade packages downloaded onto the selected appliance.

Stepd  Click Install.
Result: The Package Installation page appears.

Step5  Select the Install Now option, and then click Submit.

Result: After you click Install, the system needs some time to process the upgrade. The status of the
upgrade appears in the Upgrade Status Logs box. After the upgrade is complete, the system reboots.
During the upgrade, the user interface is also restarted.

Manage Local Upgrade Packages

When an upgrade package is downloaded to a MARS Appliance, you can review the details about that
package, as well as import new packages or delete old packages to ensure there is adequate disk space
on the MARS Appliance.

If an upgrade completes successfully on a Local Controller, the upgrade package is deleted. However,
on a Global Controller the upgrade package is not deleted. After upgrading the Global Controller and all
monitored Local Controller, navigate to the Local Packages page and manually delete any upgrade
packages that are no longer needed.

Note If a proxy server is between MARS and the Internal Upgrade Server, and proxy information is not
configured on MARS, an attempt to download an upgrade package directly from the Internal Upgrade
Server fails after a period of time. See Specify the Proxy Settings for a MARS Appliance, page 5-20

To manage the upgrade packages that are downloaded on a MARS Appliance, follow these steps:

Step 1 From the web interface of a MARS Appliance, select ADMIN > System Maintenance > Upgrade.
Result: The Upgrade Installation pages appears with the Upgrade Zones tab selected.
Step2  To select an upgrade package to apply to this MARS Appliance, select the Local Packages tab.
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Step 3

Step 4
Step 5

Manage Local Upgrade Packages

Upgrade Zones

Local Packages

Download Connection Information Advanced |

Upgrade Packages

This list shows the install packages that have been downloaded to the Local Contraller, You may select
a package and view its release notes or delete it. vou may also import a new package,

Package Name Type Dependencies |Download Time Size

Import Package Delete | | Yiew Release Notes

Available Storage: 2000000000
(Mote: & fixed amount of storage space is available. If the limit is reached you must delete some
packages to import new ones.)

The following details appear for each package that is downloaded to this MARS Appliance:

Package Name—Name of the package that is downloaded. This name is the filename of the package

downloaded.

Type—Identifies the type of upgrade package:

- UPGRADE_IMAGE: The upgrade image contains both data and binary updates.

— DATA_ONLY: The upgrade image contains data only updates.
- BINARY_ONLY: The upgrade image contains binary only updates.

— DEVICE_SUPPORT: This upgrade image contains support for new device types only.

- BASE_IMAGE: The image contains the full ISO image.

Dependencies—Identifies the dependencies of this package. It identifies which version must be

running before the selected package can be installed.

Download Time—Identifies the date and time that this package was downloaded to the appliance.

Size—Identifies the amount of disk space consumed by this package.

Available Storage—Identifies the amount of space available for additional packages.

To free space on the appliance so that you can download additional packages, select a package and click
Delete.

To view the release notes for a package, select the package and click View Release Notes.

To update the list of packages from the upgrade server (whether internal or Cisco.com) and download
them to the appliance, click Import Package.

Result: The Package List page appears.

| oL-16776-01
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Cisco.com Package List

|Package Name |5ummary Yersion Creation Time Size
[~ cs_mars cs-mars binary package 6.01.2991 Thu Jul 03 179587873 &
6.0,1,2991 07:39:47 PDT
2008
[~ cs_mars Z5-MARS Upgrade Package for 5.3.2.2764 Tue Decll 146797061
5.3.2 (2764) 06:39:47 PET
2007
[~ cs_mars Z5-MARS Upgrade Package for 5.2.8.2591  Fri Now 23 137557686
5.2.8 (2591}, This Upgrade is 06:39:47 PET
applicable for the upgrade from 2007
5,2.7 (2555) or from 5.2.8 (2590)
on MARS 110R, 110, 210, and GC2
[~ cs_mars CCS-MARS Upgrade Package for  5.2.7.2556  Tue QOct 23 142463718
5.2.7 (2556), This Upgrade is 07:39:47 PDT
apolicable for the uparade from oo v

* Installation of packages marked with an asterisk will cause a system reboot,

| Close || Import || ¥iew Release MNotes |

Step6  Select the checkbox next to each package you want to download and click Import.

Tip To learn about a package before you download it, select the check box next to the package and click View
Release Notes.

Note  You cannot download packages if insufficient space exists to store them.

If you have specified proxy settings for the selected appliance, a popup window prompts you to verify
the settings. After you verify the information, click OK. If you have forgotten to enter proxy
information, click Cancel and then enter the proxy information for that Local Controller as described in
Specify the Proxy Settings for a MARS Appliance, page 5-20.

Result: Depending on the size of the package, this download can take some time. After the download is
complete, the Install Package list is populated with this package on the Upgrade Zones page.

Upgrading a Local Controller from the Global Controller

From within the Global Controller user interface, you can schedule the download and install of an
upgrade package for each managed Local Controller. Instead of requiring access to an Internal Upgrade
Server, only the Global Controller needs to be able to connect to the server. Once the Global Controller
downloads an upgrade package locally, it can push a copy of the upgrade package to its managed
Local Controllers.

When you upgrade a Global Controller and its monitored Local Controllers, you first upgrade
Global Controller, which requires that you specify which download server connection information (see
Specify Download Sever Settings, page 5-11).

Before You Begin

e This procedure is valid for versions 6.0.1 and later.
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Note

Upgrading a Local Controller from the Global Controller ||

e Verify that each Local Controller is running the same software version that the Global Controller
was running before its upgrade. Target Local Controllers must be running the prerequisite software
version that the Global Controller was running before its upgrade.

If you upgrade a Global Controller/Local Controller pair, the Local Controller may appear offline for the
first 10 minutes after the appliances reboot. The scheduler wakes up and re-syncs 10 minutes after
startup.

If you notice that the Local Controller appears offline, verify that at least 10 minutes have passed since
the appliances rebooted. Alternatively, you can jump start the communication by navigating to Admin >
Local Controller Management in the Global Controller user interface.

Schedule Package Download and Upgrades from a Global Controller

Step 1

Upgrade Installation

From a Global Controller, you can download, distribute, and schedule product and data updates for each
of the managed Local Controllers. You can upgrade any Local Controllers that are managed by a
Global Controller from within the Global Controller user interface. This enables you to work your way
through the list of Local Controllers without connecting to each appliance individually.

To schedule a managed Local Controller upgrade from the Global Controller, follow these steps:

From the web interface of the Global Controller, select ADMIN > System Maintenance > Upgrade.

Result: The Upgrade Installation pages appears with the Upgrade Zones tab selected. The list of
Local Controllers that can be selected to upgrade appears.

Upgrade Zones Local Packages Download Connection Information Advanced Upgrade Status Logs
Upgrade Zones Time Log Message
This table lists the zones and the local packages that can be installed on them. To schedule a package for Mar 26, FTP downlo_ad £
installation, check the zone(s) and select the package from the drop-down list, then click "Install” 304043 0 A testpateh.zip
|Zone Name |Zone Address Status Yersion |Insta|l Package Mar 25, successfully downloaded
r AST4-210-GC-20 lacal GC 6.0.1 | v| ?.04098.30 amM cemars-4.2.6.2458 pka.
~ LC-26 10.59,178.26 Active £.0.1 | v Mar 25,
2005
F133:50 AM
Mar 24,
2005
10:29:55
AM
Mar 18, Package download
2008 failed: Package link
8:28:19 PM error.
Mar 18, Catalog update
2008 successful,
12:51:18
PM
Mar 18, FTP download
2008 testpatch.zip
1z:51:12 e

Step 2

Select the check box next to the Local Controller to upgrade, and click Install.
Result: The Package Installation page appears.

| oL-16776-01
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Step 3

Package Installation

Zone Mame = oo To Package |Package
February 2008 File

AST4-210- package.zip
GC-20 F7.pka

3 4 5 5] 7 g 9

1 11 12 13 14 15 16

17 18 18 2 2 13

24 25 2B 27T 28 024 1

2 3 4 B i 7 i
¢ Install Mow
s Schedule Install Dzllfzufua m 130 AWM 4

| Cancel | | Submit |

Result: Depending on the size of the package, this download can take some time. After the download is
complete, the Install button becomes active.

Do one of the following:
e Select Install Now, and then click Submit.

¢ Select Schedule Install, specify the date and time that the install should occur, and the click
Submit.

Result: After you click Submit, the package is downloaded to the remote appliance. Depending on the
size of the package, this download can take some time. The status of the upgrade appears in the Upgrade
Status Logs box. If you chose Install Now then once the download is complete, the remote appliance
needs some time to process the upgrade. After the upgrade is complete, the remote appliance reboots.
During the upgrade, the user interface is also restarted. Otherwise, the install will occur as scheduled
after which the remote appliance will be rebooted.

Burn an Upgrade CD-ROM

Note

Burning an upgrade CD-ROM does not have any special requirements. If you require more than one
upgrade package, you can include three upgrade packages per CD, as packages are typically around
200 MB.

You must apply the upgrade packages in sequential order, and the appliance will reboot between each
upgrade. It can take 30-40 minutes for an upgrade to be applied and the system to restart before you can
apply the next patch.
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Prepare the Internal Upgrade Server

Note

If your MARS appliance is running a Release version earlier than 3.2.2, please contact Cisco support to
obtain the appropriate upgrade files. If you are running Release 3.2.2 or more recent, follow the
instructions in this section.

For Release versions prior to 3.4.1, you must use the CLI to upgrade because the old web interface allows
connections only to the defunct upgrade.protegonetworks.com support site.

For CLI-based upgrades of Release versions 2.5.1 or later, the Internal Upgrade Server must meet the
following requirements:

e Be an FTP, HTTP, or HTTPS server
e Require user authentication
e Accept connections from the MARS Appliance

For upgrades using the web interface (Releases 3.4.1 or later), the Internal Upgrade Server must meet
the following requirements

e Be an HTTPS or FTP server
e Require user authentication

e Accept connections from the MARS Appliance

If you are accessing the Internal Upgrade Server through a proxy server, the proxy server must enforce
inline authentication. All proxy server settings for Release 3.4.1 or later must be configured in the web
interface before starting the upgrade.

Download the Upgrade Package from Cisco.com

Upgrade images and supporting software are found on the CCO software download pages dedicated to
MARS. You can access these pages at the following URLs, assuming you have a valid CCO account and
that you have registered your SMARTnet contract number for your MARS Appliance.

Top-level page:
http://www.cisco.com/go/mars/

And then click the Download Software link in the Support box on the right side of the MARS product
home page.

Result; The Download Software page loads.
From this top-level page, you can select one of the following options:
e (CS-MARS IPS Signature Updates Archives
e CS-MARS IPS Signature Updates
e (CS-MARS Patches and Utilities (supplementary files)
e (CS-MARS Recovery Software
e CS-MARS Upgrade Packages

| oL-16776-01
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Note  If you are upgrading from a release earlier than those posted on CCO, please contact Cisco support for
information on obtaining the required images. Do not attempt to skip releases along the upgrade path.

For information on obtaining a CCO account, see the following URL:

e http://www.cisco.com/en/US/applicat/cdcrgstr/applications_overview.html

Specify the Proxy Settings for a MARS Appliance

If you know that your appliance cannot directly access the Internal Upgrade Server, you can use a proxy
server. This procedure describes the proxy server settings required by MARS. For information on
upgrading a Local Controller from within the Global Controller user interface, see Upgrading a

Local Controller from the Global Controller, page 5-16.

To specify proxy settings, follow these steps:

Step 1 Open the MARS user interface in your browser.

Step2  Select Admin > System Parameters > Proxy Settings.

Proxy Information

Proxy Address:
Prory Port:

Proxy User:
Proxy Password:

I <A Back | | Clear Settings | | Submit

132536

Step3  In the Proxy Address and Proxy Port fields, enter the address and port used by the proxy server that sits
between your appliance and the Internal Upgrade Server.

Step4  (Optional) In the Proxy User field, specify the username that the appliance must use to authenticate to
the proxy server.

Note  This username and password pair is neither the Cisco.com nor the Internal Upgrade Server login and
password.

Step5  (Optional) In the Proxy Password field, specify the password associated with the username you just
provided.
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Step6  Click Submit to save your changes.

Cisco Security MARS Initial Configuration and Upgrade Guide, Release 6.x
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Upgrade from the CLI

Step 1

Step 2

Step 3

Note

You can use the pnupgrade CLI command to upgrade from the Internal Upgrade Server. The pnupgrade
command supports HTTP, HTTPS, and FTP. For more information on the upgrade command, see
pnupgrade, page 1-58.

To upgrade using the CLI, follow these steps:

Log in to the MARS Appliance through a console port connection or an SSH session.
Enter your MARS login name and password.

Identify the running version of the MARS Appliance software by entering the version CLI command as
follows:

[pnadmin]$ version
6.0.1 (3066) 31

Verify that the running version supports the upgrade to the target upgrade package, as specified in the
upgrade path matrix of the Release Notes of the target upgrade version. If the running version does not
support your intended upgrade, you must change your target upgrade package in accordance with the
upgrade path matrix.

Enter a pnupgrade command string according to your transport and media requirements as follows:

MARS requires that the Internal Upgrade Server enforce user authentication. Therefore, you must
specify a username and password pair to authenticate to the server whether it is accessed via HTTP,
HTTPS, or FTP. In addition, if you are passing through a proxy server, that server must also enforce
inline authentication.

e To upgrade from a CD-ROM located in the appliance’s DVD drive:

[pnadmin]$ pnupgrade cdrom://package/csmars-version.zip

— package—Path on the CD where you have stored the upgrade package file
— version—Upgrade package file version number, for example, 6.0.2 (3102)
e To upgrade from an internal HTTP or HTTPS server:
For HTTPS:

[pnadmin]$ pnupgrade -u user:password
https://upgrade.myserver.com/upgrade/packages/csmars-version.zip

For HTTP:

[pnadmin]$ pnupgrade -u user:password
http://upgrade.myserver.com/upgrade/packages/csmars-version.zip

— user:password—Your Internal Upgrade Server login name and password.

— upgrade.myserver.com/upgrade/packages—Internal upgrade server name and path on the
server where you downloaded the upgrade package file

— version—Upgrade package file version number, for example, 6.0.2 (3102)
e To upgrade from an FTP server:

[pnadmin] $ pnupgrade -u user:password
ftp://upgrade.myftpserver.com/upgrade/packages/csmars-version.zip
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— user:password—Your Internal Upgrade Server login name and password.

— upgrade.myftpserver.com/upgrade/packages—FTP server name and path on the server
where you downloaded the upgrade package file

- version—Upgrade package file version number, for example, 6.0.2 (3102)
e To upgrade from an Internal Upgrade Server through an HTTP proxy server :

[pnadmin]$ pnupgrade -x proxyServerIP:proxyServerPort -U proxyUser:proxyPassword
https://user:password@upgrade.myserver.com/upgrade/packages/csmars-version.zip

— proxyServerIP:proxyServerPort—IP address and port number of the proxy server between the
MARS Appliance and the Internal Upgrade Server.

— proxyUser:proxyPassword—Username and password pair required for the MARS Appliance to
authenticate to the proxy server. The “-U” option must be in uppercase.

— upgrade.myserver. com/upgrade/packages—sel‘vel‘ name and path on the server where you
downloaded the upgrade package file. In this example, an HTTPS Internal Upgrade server is
specified, but HTTP and FTP are also supported.

- version—Upgrade package version number, for example, 6.0.2 (3102).
— user:password—Your Internal Upgrade Server login name and password.

Result: A progress bar indicates the download percentage. After download is complete, the system takes
some time to process the upgrade. After the upgrade is complete, the system reboots.

Cisco Security MARS Initial Configuration and Upgrade Guide, Release 6.x
| oL-16776-01 .m



Chapter5 Upgrade Management |

M Upgrade from the CLI

Cisco Security MARS Initial Configuration and Upgrade Guide, Release 6.x



	Upgrade Management
	Upgrade Management Overview
	Checklist for Upgrades of Appliance Software
	Before You Begin
	Verify the MARS Appliance Version and State
	Verifying the MARS Appliance System Settings
	Related Documents

	Specify Interval for Master Catalog Polling
	Specify Download Sever Settings

	Select an Upgrade Package for a MARS Appliance (local)
	Manage Local Upgrade Packages
	Upgrading a Local Controller from the Global Controller
	Schedule Package Download and Upgrades from a Global Controller

	Burn an Upgrade CD-ROM
	Prepare the Internal Upgrade Server
	Download the Upgrade Package from Cisco.com
	Specify the Proxy Settings for a MARS Appliance

	Upgrade from the CLI



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


