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NetScreen Screen0S Devices

MARS can monitor NetScreen ScreenOS devices running versions 4.0, 5.0, 5.4, and 6.0. To prepare a
NetScreen device to be monitored, you must:

1. Provide MARS with SNMP, SSH or Telnet administrative access to NetScreen device.
2. Define the SNMP RO community strings to be shared between the NetScreen device and MARS.
3. Select the syslog messages to published to MARS.
4. Add the Netscreen Device to the MARS web interface.
To accomplish these requirements, you must perform two procedures:
e Bootstrap the NetScreen Device, page 22-1
e Add the NetScreen Device to MARS, page 22-5

Bootstrap the NetScreen Device

To prepare the NetScreen device to be monitored by MARS, follow these steps:

Step1  Login to the NetScreen with appropriate username and password.

Step 2 In the main screen, on the left hand column click Network > Interfaces.
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W Bootstrap the NetScreen Device

Step 3

Step 4

Network > Interfaces {List) NS5GT-DI ﬂ|
= i Listl2D 'Iper page
H ]:!Hnﬁ!Per List |ALL(4) ~ lInterfaces New ||Tunne| IF 'l
() 1REND. seCURE
NetScrean-5GT Name IP/Metmask Zone | Type | Link PPPoE| Configure
serial 0.0.0.0/0 Untrust | Layer3 | down - Edit
trust | 192.168.5.200/24 | Trust |Layer3| up - Edit
untrust | 171.69.230.44,/26 |Untrust |Layer3 | up - Edit
vlanl 0.0.0.0/0 YWLAN | Layer3 | down - Edit

reTTT7 78T
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Click Edit next to the appropriate interface to configure for MARS to have access to SNMP and

Telnet/SSH.

Network > Interfaces > Edit
Interface: trust (IP/Netmask: 192.168.5.200/24)

3 - ®
Eﬁ!!&lﬂl’u!Per Properties: Basic MIP DIP SecondaryIP IGMP

NS5GT-DI

Back To Interface

SECURE | Interface Name trust {mac 0010.dbSh.8dd2)

| vl
e Zone Name | Trust

9

" Obtain IP using DHCP [ Automatic update DHCP server parameters
" Obtain IP using PPPoE INone 'l {y Create new pppoe setting

' static IP

IP Address / Netmask [192.168.5.200 | ; |24

Manage IP *

¥ Manageahle

{mac 0010.db5h.8dd2)

Interface Mode & NAT ¢ Route
Block Intra-Subnet Traffic [

L B B L e

T —

Service Options

-
-

¥ weh U ¥ Telnet
¥ SHMP v ssL

Other Services ¥ Ping " Ident-reset

Management Services

¥ ssH

1 3 B
1

Maximum Transfer Unit
(MTU)IlSDD Bytes

-

DNS Proxy [

Webauth [ [p ID.D.D.D [ ssL only

Toggle Menu

Traffic Bandwidth ID Kbps

oK | Apply | Cancel

Under Service Options, select one of the following values:
e SNMP
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Step 5
Step 6

Step 7
Step 8

Step 9

Step 10
Step 11
Step 12
Step 13
Step 14
Step 15
Step 16

Bootstrap the NetScreen Device

e Telnet
e SCS (4.0 only)
e SSH (5.0 and later)

MARS can only use one of the access methods to perform configuration discovery. This value will also
be selected in the Access Type value of Add the NetScreen Device to MARS, page 22-5.

Click Apply then click OK.
Configure the SNMP information by selecting Configure > Report Settings > SNMP.

Configuration > Report Settings > SNMP NS5SGT-DI ﬂ|

Mew Carmmunity |

NetScresn-5GT SNMP Report Settings

System Name |NSSGT-DI

L

System Contact |

Location |

Listen Port |161
Trap Port |162

Enable Authentication Fail =]

o
=

[
[+
[
I

Trap
Apply | Cancel |
i_ Communities:
|_ Name Write Trap Traffic | Hosts | Configure

Mo entry available

-]
I
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Add the MARS IP address in the Host List by clicking Edit.

Enter the MARS IP address and verify that the Community Name value matches the community string
entered in the MARS web interface when adding this device.

(Optional) If the community string does not match, click New Community to define one that matches
the on defined in MARS.

Configure the Syslog information by selecting Configure > Report Settings > Syslog.
Verify that the Enable Syslog Messages and Include Traffic Log boxes are checked.
Enter the IP address of the MARS Appliance that will listen for events from this device
Verify that the default syslog port number of 514 is selected.

Select the AUTH/SEC for Security Facility and LOCALO for Facility.

For NetScreen 5.0, select the Event Log in addition to Traffic Log.

Click Apply.

| oL-16778-01

Device Configuration Guide for Cisco Security MARS, Release 6.x i



Chapter22  NetScreen Screen0S Devices |

W Bootstrap the NetScreen Device

Configuration > Report Settings > Syslog NSS5GT-DI ﬂ|
_’JI,E!E- SECURE |
NotScroen-3GT ™ Enable syslog messages
Source in;g\l‘f:a’celtFUSt _'I
Syslog servers
o . ) Security Event Traffic|
No. Enable| IP / Hostname | Port Facility Facility Log | Log TCP
1. | ||cs-mars [s14  [JauTHSEC | |lLocals =l|lFC (R T
| | [c14  |[ocatn  =locas  F|F 0T
& |m ] [s1a [Locats  A|[rocas f@ [ |
o | [s14  |[localn  =[flocan  #]|F T T
Apply I Apply and Reset connections | Cancel | =
=t
Step17  Configure logging for each policy that user wants to send the events to the MARS Appliance. Select
Policies on the left hand area.
Policies {(From All zones To All zones) MNS5GT-DI ﬂ|
I ) List |20 'lper page Search |
E:‘!Hﬁmper From |All zones 'I To IAIIzones 'I Go | NBWl
SECURE
MNetScroon-5GT From Untrust To Trust, total policy: 1
ID | Source | Destination | Service |Action Options Configure Enable | Move
2| any ANy HTTR @ BJJ\JIQ’ m‘clone Remove | M o -
From Trust To Untrust, total policy: 3
ID | Source | Destination | Service |Action Options Configure Enable | Move
1 | amy ARy ANY @ Edit | Clone | Remowve cd b -
DMS
3 | any ANy GMUTELLA @ Edit | Clone | Remove v T -
HTTP
4 | any Any HTTP @ Edit |Clone |Remove | - -
o
™
Toggle Menu =
Step 18 Click Edit then Advance and verify that Logging box is checked. Repeat for all policies which events

need to be sent to MARS.
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SECURE

NetScreen-5GT

Toggle Menu

Add the NetScreen Device to MARS

Policies (From Untrust To Trust) NS5GT-DI ﬂ|

Name {optional) I

Source Address " New Address I
* address Book Entry |Any l rultiple |

C New Address |

Destination Address
& sddress Book Entry |Any l Multiple |

Service IH'I_I'F> j Multiple |
Application INone 'l

[ URL Filtering

Action IPermit vl Deep Inspection |

Attached AY Dbject Names e | Available &Y Object Names

scan-mor
F= |

Antivirus Objects

Tunnel vpy INone 'l

™ Modify matching bidirectional YPN palicy

L2TP |N0ne 'l

Logging W

oK | Cancel | Advanced |
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Step19  Verify that all the Syslog event severity levels that need to be sent to MARS are configured. Verify which
Syslog severity levels that are enabled by selecting Configuration > Report Settings > Log Settings.

Add the NetScreen Device to MARS

Step1  Select Admin > System Setup > Security and Monitor Devices > Add.

Step2  Select one of the following versions from the Device Type list.
e NetScreen ScreenOS 4.0
¢ NetScreen ScreenOS 5.0
¢ NetScreen ScreenOS 5.4
¢ NetScreen ScreenOS 6.0

Step3  Enter the name of the device in the Device Name field.

| oL-16778-01
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I Add the NetScreen Device to MARS

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

MARS maps this name to the reporting IP address. This name is used in topology maps, queries, and in
the Security and Monitoring Device list. For devices that support the discovery operation, such as routers
and firewalls, MARS renames this field’s value to match the name discovered in the device
configuration, which typically uses the hostname.domain format. For devices that cannot be discovered,
such as Windows and Linux hosts and host applications, MARS uses the provided value.

(Optional) To enable MARS to discover settings from this device, enter the administrative IP address in
the Access IP field.

To learn more about the access IP address, its role, and dependencies, see Understanding Access IP,
Reporting IP, and Interface Settings, page 1-10.

Enter the IP address of the interface that publishes syslog messages or SNMP notifications, or both in
the Reporting IP field.

To learn more about the reporting IP address, its role, and dependencies, see Understanding Access IP,
Reporting IP, and Interface Settings, page 1-10.

If you entered an address in the Access IP field, select TELNET, SSH, or FTP from the Access Type
list, and continue with the procedure that matches your selection:

e Configure Telnet Access for Devices in MARS, page 1-13
e Configure SSH Access for Devices in MARS, page 1-13
e Configure FTP Access for Devices in MARS, page 1-14
For more information on determining the access type, see Selection of the Access Type, page 1-11.

(Optional) To enable MARS to retrieve MIB objects for this reporting device, enter the device’s
read-only community string in the SNMP RO Community field.

Before you can specify the SNMP RO string, you must define an access IP address. MARS uses the
SNMP RO string to read MIBs related to a reporting device’s CPU usage, network usage, and device
anomaly data and to discover device and network settings.

(Optional) If you defined an access IP and selected and configured an access type, click Discover to
determine the device settings.

If the username and password are correct and the MARS Appliance is configured as an administrative
host for the device, the “Discovery is done.” dialog box appears when the discovery operation completes.
Otherwise, an error message appears. After the initial pull, the MARS Appliance pulls based on the
schedule that you define. For more information, see Scheduling Topology Updates, page 1-18.

To add this device to the MARS database, click Submit.

The submit operation records the changes in the database tables. However, it does not load the changes
into working memory of the MARS Appliance. The activate operation loads submitted changes into
working memory.

Click Activate.

MARS begins to sessionize events generated by this device and evaluate those events using the defined
inspection and drop rules. Any events published by the device to MARS before activation can be queried
using the reporting IP address of the device as a match criterion. For more information on the activate

action, see Activate the Reporting and Mitigation Devices, page 1-15.
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