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McAfee ePolicy Orchestrator Devices

The McAfee ePolicy Orchestrator (ePO) is a central management application for many McAfee product.
Antivirus (AV) devices provide detection and prevention against known viruses and anomalies, as do
host-based IPS solutions. MARS is able to receive event data about the following devices that can be
managed by ePO:

e McAfee VirusScan 8.0(1)/8.5(I)
e McAfee HIPS 6.0 (via ePO 3.6.x)
e McAfee HIPS 7.0 (via ePO 4.0)

Configuring MARS to receive and process the data generated by a McAfee ePolicy Orchestrator server
requires you to perform two procedures.

¢ Configure the ePO server to forward SNMP traps to MARS
e Define the ePO server in the MARS web interface

e (Optional) Export a list of ePO agents from the ePO server and import that list as agents of the ePO
server you defined in MARS. This step is not required as the list of managed agents is dynamically
discovered by MARS as the ePO server forwards events generated by the agents.

A

Caution  Monitoring devices that support dynamic discovery of agents do not discover the agent on the monitoring
device server, if applicable. This agent is intentionally not discovered, as it causes issues in event
processing from that device. In addition, you must not manually define the agent that runs on the
monitoring device server.

This chapter contains the following topics:
e Configure ePolicy Orchestrator 4.0 to Generate Required Data, page 30-1
e Configure ePolicy Orchestrator 3.5 and 3.6 to Generate Required Data, page 30-6
¢ Add and Configure ePolicy Orchestrator Server in MARS, page 30-10

Configure ePolicy Orchestrator 4.0 to Generate Required Data

To prepare the ePolicy Orchestrator server to forward SNMP events to MARS, follow these steps:

Step 1 Select Start > Program Files > Network Associates > ePolicy Orchestrator 4.x Console.
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Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

In the tree, select McAfee Security > ePolicy Orchestrator, and click the Log on to server link under
Global Task List.

Log On to ePolicy Orchestrator

McAfee ePolicy Orchestrator® 4.0

User name: |admin |

Password: |o.ooooo.| |

Language: |Eng|ish ;I
o
-

Copyright 2008 Moafee, Inc All Rights Reserved, Log On | —
™

In the Log On to Server dialog box, enter the user name and password required to access the ePolicy
Orchestrator server, and click Log on.

Click Automation, and then click the SNMP Servers subtab.
Click New SNMP Server.

Mehfes

ar Tazhk i SNMP Servers

SNMP Sarvers Options ¥

Name Address Actions

Ashu 4,35 10,1.1.31 Edit | Duplicate | Delete =
ashu-gz 10.1.3.42 Edit | Duplicate | Delzts

Ashutosh MARS 10.1.1.29 Edit | Duplicate | Delete

Chin-Lappy £4,102.134.148 Edit | Duplicate | Delete

Deu MARS 10.1.3.33 Edit | Duplicate | Delsts

GC-LE 10,1.1.23 Edit | Duplicate | Delete

HurdleMARS 10.1.1.12 Edit | Duplicate | Delets

LABRDC-Sarver 192,168,10.13 Edit | Duplicate | Delsts

MARS-Chin 10,1.3.19 Edit | Duplicate | Delete

MARS-Mandini ot ad Edit | Duplicate | Delets

My Genz 10.1.3.37 Edit | Duplicate | Delsts

naggs-mars 10,1,3.13 Edit | Duplicate | Delets

Handini-MARS 10.1.3.22 Edit | Duplicate | Delete

PHOC-MARS 10.64.113.187 Edit | Duplicate | Delete |
Prabha's laptop 64,104,136,31 Edit | Duplicate | Delets

Prabha-Ganl-MARS 10.1.1.31 Edit | Duplicate | Delsts

o

New SNMP Sarver

Specify the following values, and click OK:
e Name—Enter the hostname of the Local Controller.

e Server address—Enter the IP address of the ethO interface, the monitoring interface for the MARS
Appliance.

The SNMP server is added to represent the MARS Appliance.
Click the Notification Rules subtab.
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The list of active notification rules appears.

T Motification Rules mmands

Notification Rules Options ¥

Defined at Products

Name Status Categary Recipiznts Actions

A4 Test Rule Disabled = My Groanization WirusSean Any SHMP: Handini-M.,  View | Edit | Duplicate | Delete
Daily unknoun catagory notification Disabled | My Organization Any Unknown cstegory | Emails administra.. View | Edit | Duplicate | Delats
Caily unknown product notification Disabled | My Grosnization Unknown Product | Any Ernail: administra,, view | Edit | Duplicste | Delete

HIPS Rule Enabled My Crganization Host Intrusion Pr..  Any SNMP: nagas-mars  View | Edit | Duplicate | Delete
Hon-compliant computer detacted Disabled = My Orgznization 2RO Server Mon-compliant co...  SMMP: nzggs-mars View | Edit | Duplicate | Delsts
PHOC AW Test Rule Enabled My Grganization Any Any SHMP: nagas-mars  View | Edit | Duplicste | Delete
PHOC HIPS Rule Disabled | My Grosnization Host Intrusion Pro. | Any SNMP: ashu-g2 view | Edit | Duplicate | Delete
Repository update or replication failled Dizabled My Sraznization &R0 Server Repository updat.,  Email: administra.. View | Edit | Duplicste | Delete
irus detected and not removed Disabled | My Grosnization Any Wirus detected am, Emnails administra,, View | Edit | Duplicste | Delete
Virus detected heuristics and not re,..  Disabled My Groanization Any Wirus detected (hi, | Emaili administra,., View | Edit | Duplicate | Delete

Step8  Edit each enabled rule in the list so that all notifications are sent to the SNMP server that represents the
MARS Appliance. To edit a rule, follow these steps:

a. Click the rule.

The Describe Rule wizard page appears.

Notification Rule Builder 1 Description
What are the rule's name, scope, priority, and status?
ams Mew Rule
Motes: =
-
Definedlaty #My Organization
Priority: * High
& Mediarm
 Low
Status: % Enabled
" Disabled

A1178

b. Click Next to proceed to Set Filters page.
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Notification Rule Builder

2 Filters

What types of events trigaer this rule?

Operating sysbtems: ¥ workstation
¥ seruer
¥ Unknown
Products: " Any product

% Selacted praducts: (1 selectad)

W ePo Server
[T aroupshield Comino
[T Groupshiald Exchange

[T Host Intrusion Prevention

- Select All

Deselect All

Categories:  Any category

¥ Selacted categories: (0 seleced]

[T Active Directory discovery failed

[T Active Directory discovery succeeded
[T audit Lag purge failad

[T Audit Log purge succeeded

- Select All

Deselect All

281180

c. Under Add or Edit Notification Rule, click the 3. Set Thresholds link.

Figure 30-1 Set Threshold Values

Motification Rule Builder

3 Thresholds

How often should a notification be sent?

Aggregation: % Send a notification for every event
0 send a notification if multiple events accur within: 2 IMi”UtES =l
[T when the number of sffected systerns is st lesst: 100
o
[F when the number of events is at least; 100
Throtting:

[T At rost, zend & notificstion every: © Minutes 2]

o
Concic [ e | canee |2
o

d. Verify the Aggregation and Throttling values are set as shown in Figure 30-1Figure 30-3

e. Click Next to proceed to the Create Notifications page.
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Figure 30-2 Notification Rule Builder: Notifications Step

Notification Rule Builder 4 Notifications

What notifications should be sent? vou can have one or more notifications,

VISNMPTmp -l - +

Test

SNMP server: [TFKEENE
Replace variables with their values in: | Enalish - I

Variables to include: [ Actual categories W actusl number of suents

¥ Actual number of systerns W Actusl products

¥ Actual threat or rule narmes W Additional infarmation

¥ affectad objacts W affected systarm IP addressas

¥ Affected systerns names W Event descriptions

¥ EventIDs First event time
¥ Hatification rule name Fule defined at
¥ Rule group Selected categories
¥ selectad products Selactad threat or rule name

Tirme notification sent

CURE RO |

¥ source systems

JR11A87

f. In the SNMP server list, select the SNMP server that represents the MARS Appliance.

g. Verify that all the variables are selected as shown in Figure 30-2, and click Next.

Notification Rule Builder 3 ; N 5 Summary
Name: Hew Rule I—|
Motes:
Defined at: My Organization
Priority: High
Status: Enabled
Operating systems: Waorkstation
Server
Unknawn
Products: Any product
Categorias: Any category
Threat name: (Any)
Aggregation: Send a notification for every event I
Throtting:
=
{arl
4 y[ o

h. Click Save to add the SNMP trap to the list of notifications for the selected rule.
i. Click Finish to save the changes to the selected rule.

j. Repeat a. through i. for each rule.
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Configure ePolicy Orchestrator 3.5 and 3.6 to Generate Required

Data

Step 1
Step 2

Step 3
Step 4

Step 5

To prepare the ePolicy Orchestrator server to forward SNMP events to MARS, follow these steps:

Select Start > Program Files > Network Associates > ePolicy Orchestrator 3.x Console.

In the tree, select McAfee Security > ePolicy Orchestrator, and click the Log on to server link under
Global Task List.

D McAfee Security

= % ePolicy Orchestrator Start Page ‘(-) MCAfee

SECURITY

[ Reporting

ePolicy Orchestrator*

—Connect to the ePolicy Orchestrator Server

Server name: I MCAFEES L%

User name: I admin

Password: I

HTTF Part: I a1
OF I Cancel Help

* AVERT Web Immune

# McAfee Security Home Page

143277

©2004 Metworks Associates Technology, Inc All rights reserved.

In the Log On to Server dialog box, enter the username and password required to access the ePolicy
Orchestrator server, and click OK.

In the tree, select McAfee Security > ePolicy Orchestrator > <Server_Name> > Notifications and
click the Configuration tab and click the SNMP Servers link.

Click Add.
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Step 6
Step 7

Step 8

Step 9

Configure ePolicy Orchestrator 3.5 and 3.6 to Generate Required Data
% ePolicy Orchestrator 3.5 i [m] 3
J.q_ction Wiew |J¢'-I|||§ |
Tree I [
[Z McAfee Security
= @ ePalicy Orchestrabor Motifications ‘t-) MCAfEC
ﬁMC.ﬁ.FEES SECURITY
Directary Configuration BFOLICY ORCHESTRATOR
Matifications
Rague System Detection Basic Configuration | E-rnail Contacts | SMMP Servers | External Comrmands Hezlp
* Repositary
Palicy Templates Add or Edit SNMP Server Back |
@ Reporting
=51 Repart Repasitary N I
H T lame:
-|&] Anti-virus
: -|&] Rogue System Detection Sﬁsver I
-2} Query Repository acdress:
oK | Cancel |
e
all ]
| | 3

In the Name field, enter the hostname of the MARS Appliance.

In the Server address field, enter the IP address of the eth( interface, the monitoring interface for the

MARS Appliance, and click OK.

The SNMP server is added to represent the MARS Appliance.

Click the Rules tab.

You can access the Rules tab by selecting McAfee Security > ePolicy Orchestrator > <Server_Name>
> Notifications > and then clicking the Rules tab.

Edit each rule in the list so that all notifications are sent to the SNMP server that represents the MARS
Appliance. To edit a rule, follow these steps:

a. Click the rule.

The Describe Rule wizard page appears.

| oL-16778-01
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# ePolicy Orchestrator 3.5

J Action  Wiew |J E = | | @ |

Tree I

(_1 McAfee Security

=& ePolicy Orchestrator Notifications QQ McAfee
. B MCAFEE3

Directary

SECURITY

Configuration EPOLICY ORCHESTRATOR
Motifications
Rogue Syskem Detection List Help
Repositary
_ Add or Edit Notification Rule Back |
= @ Reporting

(18§ ePO Databases
- Report Repository

&) Anti-virus
|&) Rogue System Detection pefined At: |Direct0ry Erowse... |
@ Query Repository

Rule Name:

1. Describe Rule | 2. Set Filters | 3. Set Thresholds | 4. Create Notifications | 5. ¥Wiew Summary

IDaiIY unknown category notification

Description: [0 tification is sent when an event is received from any =]
unknown categary.
El
Rule Priority: Low -
< Back | Next = | Finish | Cancel

-
« | »
|D0ne

143278

b. Click Next to proceed to Set Filters page.
¢. Under Add or Edit Notification Rule, click the 3. Set Thresholds link.

[l Device Configuration Guide for Cisco Security MARS, Release 6.x
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Figure 30-3 Set Threshold Values

I oo | ot comiuraten

List Help
Add or Edit Notification Rule Back |
1. Descrbe Rule | 2. Set Filters | 3. Set Thresholds | 4. Create Notifications | 5. Wiew Summary
For notification rule: Daily unknown category notification
You can use aggregation and throttling to limit the nurmber of notifications you receive,
Each sends a single notification that surnrmarizes rmultiple events,
Aggregation: {+ Send a notification for every event
{~ Send a notification for multiple events within: |5 I Minutes = I
[~ When the number; of affected computersiis atleast: I
LEip
[ | When the number ofevents iciatleact: I
Throtting: p At most, send notification every: |1 I Days j*
=1
&
< Back | Mext > | Finish | Cancel | ]

d. Verify the Aggregation and Throttling values are set as shown in Figure 30-1Figure 30-3
e. Click Next to proceed to the Create Notifications page.

= [

List Help
Add or Edit Notification Rule Back |
1. Describe Rule | 2. Set Filters | 3. Set Thresholds | 4. Create Notifications | 5. Wiew Summary
For notification rule: Daily unknown category notification
Notification Type Detail Recipients Test Delete
E-mail Standard E-mail Administrator Test | *
SHMP Trap Varming tucson Test | x
Add E-mail Message | Add SNMP Trap | Add External Command |
o
< Back | Mext = | Finish | Cancel | b
=

f. Click Add SNMP Trap.
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Figure 30-4 SNMP Trap Settings

T

List Help

Add or Edit SNMP Trap Back |

For notification rule: Daily unknown category notification

SHMP server: Itucson - l
Replace variables with I English - I

their values in:

¥ariables to include:
¥ Actual e ¥ Actual number of

computers

¥ Actual number of events v Actual products

V' Actual threat or rule names ¥ additional information
alfdrti:::shd E R U ¥ Affected computer names
¥ Affected objects ¥ Event descrptons

'7 Event IDs p First event tinme

V¥ Notification rule name ¥ Rule defined at

¥ Rule site ¥ selected categories

¥ selected threat or rula
nanme

¥ selected products

p Source computers p Time notification sent

143285

Cancel | Sawe |

g. In the SNMP server list, select the SNMP server that represents the MARS Appliance.
h. Verify that all the variables are selected as shown in Figure 30-4.

i. Click Save to add the SNMP trap to the list of notifications for the selected rule.

j- Click Finish to save the changes to the selected rule.

k. Repeat a. through j. for each rule.

Add and Configure ePolicy Orchestrator Server in MARS

Before MARS can begin processing SNMP traps from ePolicy Orchestrator, you must define the ePolicy
Orchestrator server as software running on a host. When ePolicy Orchestrator is defined as a reporting
device, MARS can process any inspection rules that you have defined using ePolicy Orchestrator event

types.

After you add the ePolicy Orchestrator server to MARS, the appliance can discover the agents that are
managed by the ePolicy Orchestrator server as events are generated by those agents. You do not need to
manually define the agents associated with this server.

To add an ePolicy Orchestrator server to MARS, follow these steps:

Step1  Select Admin > System Setup > Security and Monitor Devices > Add.

Device Configuration Guide for Cisco Security MARS, Release 6.x
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Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9
Step 10
Step 11

Add and Configure ePolicy Orchestrator Server in MARS

From the Device Type list, select Add SW Security apps on a new host.
In the Device Name field, enter the hostname of the server.

In the Reporting IP field, enter the IP address of the interface in the ePolicy Orchestrator server from
which SNMP traps will originate.

Under Enter interface information, enter the interface name, IP address, and netmask value of the
interface in the ePolicy Orchestrator server from which syslog messages will originate.

This address is the same value as the Reporting IP address.
Click Apply.
Click Next to move to the Reporting Applications tab.

In the Select Application field, select McAfee ePO 3.5, McAfee ePO 3.6.x, or McAfee ePO 4.0, and
then click Add

Management Console

Add or edit agents for this McAfee epo server,

Add Agent | | Edit Agent | | Delete Agent

143284

Cancel | | Submit

Click Done to save the changes.
Click Submit.
To activate the device, click Activate.

Dynamic discovery of agents is supported. MARS discovers the agents by identifying the originating
device in the SNMP traps. Therefore, the agents are discovered as SNMP traps originating from those
devices are forwarded by the ePO server.

You are not limited to dynamic discovery for populating agents. For details on manually importing
agents into MARS, see Add ePO Agents From File, page 30-11.

Add eP0 Agents From File

Note

You can add the complete list of hosts on which ePO Agents are installed by exporting the all hosts report
from ePolicy Orchestrator server and importing that file into MARS. The only advantage to adding
agents using an export file is that the first notification received that originates from the agent is not
attributed to the ePO server.

For 3.6.x and 4.0 releases, you can import reporting agents using a CSV file exported from ePO. In 4.0,
you can export from the ePO user interface. In 3.6.x, you can export from the database. Refer to the
documentation that came with your product for instructions on exporting a CSV file from ePO.

| oL-16778-01
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A

Caution

Step 1
Step 2
Step 3

Step 4

A

Monitoring devices that support dynamic discovery of agents do not discover the agent on the monitoring
device server, if applicable. This agent is intentionally not discovered, as it causes issues in event
processing from that device. In addition, you must not manually define the agent that runs on the
monitoring device server.

To add ePO agents from a file, follow these steps:

Click Admin > Security and Monitoring Devices.
From the list of devices, select the host running ePolicy Orchestrator server, and click Edit.

Click the Reporting Applications tab, select McAfee ePO 3.6.x or McAfee ePO 4.0 in the Device Type
list, and click Edit.

Click Load From File.

Remote File Location:

-+ *IP Address: |:||:||:H:|

-+ *User Name: | |

- *Password: | |

-+ *Path: |

- *File Name: |

143193

Caution

Step 5
Step 6
Step 7
Step 8

Step 9
Step 10

Step 11

The file should be formatted as a tab delimited file. You cannot use a CSV file. To generate a tab
delimited file of the ePO agents managed by the ePolicy Orchestrator server, see the documentation that
came with your ePolicy Orchestrator product.

In the IP Address field, enter the address of the FTP server where you stored the exported hosts file.
In the User Name field, enter the name of the account used to authenticate to the FTP server.
In the Password field, enter the password that corresponds to the account specified in Step 6.

In the Path field, enter the path to the folder where the file is stored. If this file is stored in the root folder,
you must specify a backslash (\) in this field. The format of this value is \<path_here>\ .

In the File Name field, enter the name of the tab delimited file.
Click Submit.

The following message displays and the hosts are added as agents of the ePolicy Orchestrator server:

Success:
Status: OK

Click Done.

Device Configuration Guide for Cisco Security MARS, Release 6.x
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