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Use the management features in the Global Controller to assign: event, addressing, service, and user
information. This information is used in rules, queries, and to determine false positives.

Activating

In general, you need to activate changes in the Management tabs if the changes are part of a rule.

To activate a set of management additions or changes

Step1  When changes (or additions) are complete, activate them by clicking Activate.

Figure 10-1 Clicking the Activate Button
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Event Management

To open the Event Management sub-tab, click the Management > Event Management tabs.

On the Event Management page, you can search and filter events and event groups, and work with groups
of events.
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Search for an Event Description or CVE Names

You can search for partial matches of event descriptions or Common Vulnerabilities and Exposures
(CVE) names.

Step 1 Enter the text that you want to search for in the Search field.
Step2  Click Search.

To view a list of all currently supported CVEs

Step 1 Enter CVE into the Search field.
Step2  Click Search.

Event Groups

Using and creating event groups is one of the most powerful ways to leverage rules. You can take any of
the events presented here, group them, and then use them with rules to concentrate your searches for
attacks.

To filter by event groups or severity

From the appropriate list, select the group or severity.

Edit a Group of Events
A

Note  You can not edit system-defined groups.

Step1  Select the group in the Select Group list.

Step2  Click Edit Group.

Step3  Click each group in the Chosen and Available fields to highlight it. Click it again to de-highlight it.
Stepd  Click Add or Remove to move highlighted items as needed.

Step5  Click Submit.
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Add a Group

Step 1
Step 2
Step 3

Step 4
Step 5

IP Management

Click Add.
In the Name field, enter a name for the group.

In the Available field, click each group that you want to add to highlight it. Click it again to de-highlight
it.

Click Add.
Click Submit.

IP Management

Note

The IP Management page, accessed by clicking Management > IP Management, enables the definition
of network assets that you use as building blocks for inspection rules, drop rules, reports and queries,
topology discovery schedules, and in defining reporting devices and mitigation devices. You can define
assets as networks, IP ranges, or hosts. You can also defined named variables for use within inspection
rules.

The vulnerability assessment information that you define for a host, specifically the operating system
type and patch level and the known services that run on the host, assists MARS in determining false
positives.

You can filter the list of objects displayed by the View list box. This selection allows you to filter to
hosts, networks, IP ranges, or variables.

A Global Controller pushes any global IP Management Groups to the active Local Controllers that it
manages.

Search for an Address, Network, Variable, or Host

Step 1
Step 2

Enter the text that you want to search for in the Search field.

Click Search.

Filter by Groups

From the Select Group list, select the group.
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Edit a Group
Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Add a Group

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Select Management > IP Management.
The IP Management page appears.

Select the group in the Select Group list.
Click Edit Group.

Click each group in the Chosen and Available fields to highlight it. Click it again to de-highlight it.

Select Management > IP Management.
The IP Management page appears.
Click Add Group.

In the Name field, enter a name for the group.

Click Add or Remove to move highlighted items as needed.
Click Submit.

In the Available field, click a group to highlight it. To de-highlight an item, click it again.

Click Add to move the selected Event Type Groups into the Chosen field.

Click Submit.

Add a Network, IP Range, or Variable

Step 1

Step 2

Select Management > IP Management.

The IP Management page appears.

Figure 10-2 Add a Network, IP Range, or Variable
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Step 3 In the Type list select: network, IP range, or variable.

Stepd  For each type enter the appropriate information.
e Network: name, network IP, network mask
e [P range: name and range
e Variable: variable name

Step5  Click Submit.

Service Management

To open the Service Management sub-tab, click the Management > Service Management tabs.

Service Management

Service is a combination of source port, destination port and protocol. The Service Management page
displays services and their descriptions, ports and protocols. On the Service Management page, you can

work with the services on your networks.

Search for a Service

Step1  Enter the text that you want to search for in the Search field.

Step2  Click Search.
To filter by service groups

From the appropriate list, select the group.

Add a Group of Services

Step 1 Click Add.

Step2 In the Name field, enter a name for the group.

Step3  In the Available field, click items to select them, and click them again to de-select them.

Step4  Click Add.
Step5  Click Submit.

Edit a Group of Services

~

Note  You can not edit system-defined groups.

| oL-14648-02

User Guide for Cisco Security MARS Global Controller, Release 43.x g



Chapter 10 Management Tab Overview |

I User Management

Step 1
Step 2
Step 3
Step 4
Step 5

Select the group in the Select Group list.

Click Edit Group.

Click each group in the Chosen and Available fields to highlight it. Click it again to de-highlight it.
Click Add or Remove to move the highlighted items as needed.

Click Submit.

Add a Service

Step 1
Step 2
Step 3

Click Add.
Enter the service’s details.

Click Submit.

Edit a Service

Step 1
Step 2
Step 3

Check the box next to the service.
Click Edit.

Make your changes, and click Submit.

Delete a Service

Step 1
Step 2
Step 3

Check the box next to the service.
Click Delete.

On the confirmation page, click Yes.

User Management

MARS supports local authentication of MARS users; user credentials are stored the MARS Appliance
in SHA-1 cryptographic hash format. Each MARS Appliance only has one Administrative account,
pnadmin. This account is the only account with privileges to access the command line interface via SSH
or direct console connection.

The User Management page allows you to manage other users and administrators of the MARS system,
including the roles and groups to which those users belong. On this page, you can define new user
accounts, enabling access to specific features of the web interface. You can define user-specific
notification settings for the user, such as a valid e-mail address or pager number. Some system-wide
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User Management

settings, such as pager and cell phone service provider settings, are also accessible exclusively through
this page. To access the User Management page, click either Management > User Management or
Admin > User Management.

In MARS, four separate user roles exist that can be assigned to any user who needs to access the web
interface:

® Admin has full read/write privileges. Users in this role can define new users with any desired role.
Users in the role can change the password settings of the accounts in any user role.

e Security Analyst has full read privileges but is restricted to write for reports privileges. Users in this
role can only define new users (and change passwords of users) with the Notifications Only role.

e Operator has read only privileges. Users in this role cannot define new users or change passwords,
even of their own user account.

® Notifications Only. This user role has no permissions to access to the MARS web interface; use this
role to identify users who will receive notifications, such as e-mail, SMS, or pager notifications.

No limit exists on the number of user accounts that can be defined in MARS.

While roles are system defined, you can define, edit, and delete user groups. For more information, see
Create a User Group, page 10-176 and Add or Remove a User from a User Group, page 10-176.

Users created on the Global Controller are propagated down to the Local Controller with one notable
exception: the user “pnadmin” is always local to the Global Controller or Local Controller on which it
is first created.

When you create users with the same login name or the same first name/last name combination on both
the Global Controller and a Local Controller, both appear in the list of users on the Local Controller:
once as a local user, once as global.

Global users are maintained only on the Global Controller; local users are maintained only on individual
Local Controllers. Users created on Local Controllers are not propagated up to the Global Controller. If
you want a user of a Local Controller to have access to the Global Controller or any of its information,
you must also create that user at the Global Controller level.

Good security practices suggest strong passwords for use with the MARS Appliances. When defining
user names and password, keep the following guidelines in mind:

Login names and passwords:
e can be alphanumeric characters
e can contain special characters (!, @, #, etc.)
e cannot contain single or double quotes (‘or *)
e are case sensitive

Login names can have up to 20 characters. Passwords can have up to 64 characters.

Add a New User

Step 1

Defining a new user involves specifying the user name, password, role, contact information, PGP key
(Global Controller only), and notification information.

To add a new user, follow these steps:

From the Management > User Management tab, click Add. The User Configuration page appears, as
shown in Figure 10-3.

| oL-14648-02

User Guide for Cisco Security MARS Global Controller, Release 43.x g



Chapter 10

Management Tab Overview |

I User Management

Step 2

Step 3
Step 4

Figure 10-3

User Configuration Page
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Login:
Password:
Re-enter password:

First Narme: [adrinistrator

Last Name: (4 drministratar
Organization: [Cisco Systerns, Inc.
Email: [adrmin@cisco.com
SM3: |3557779999@svp.com
wiork Phone: [sg5-555-1217

Horne Fhone: [geesssziz1

Fax: |s355558885

“\ “\ “\ “\ “\ “\ “\ “\ “\ l‘ li‘

Pager: { Cell phone or pager number e.g: 4082345678 )

hd Edit Provider

GE555121F

Service Provider: | TestPage

From the Role field, select a Role for the user.

Admin: has full use of Global Controller.

Notification Only: for a non-user of the Global Controller appliance, use this to send alerts to
people who are not admins, security analysts, or operators.

Operator: has read-only privileges.

Security Analyst: has full use of Global Controller, except cannot access the Admin tab

Create or change the user’s password if necessary.

Enter the user’s credentials and personal information.
The information can include the following:

First name

Last name

Organization name

Email address

PGP Key

Short Message Service (SMS) number—for example, 8885551212 @servprov.com
Work telephone number

Home telephone number

FAX number

Pager number— may also be a mobile telephone number, for example, 5552345678

o
[
[as]
-+
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User Management

If you are creating a notification by pager, go to the next section, “Add a Service Provider (Cell
phone/Pager)”, otherwise click Submit to complete the procedure for adding a user.

Add a Service Provider (Cell phone/Pager)

Step 1

Step 2
Step 3

Step 4

Step 5

When configuring a notification by pager, add a service provider (cell phone or pager company) by
completing the following procedure:

From the Service Provider field, select New Provider. Additional fields appear, as shown in
Figure 10-4.

The pull-down menu is populated as you add new service providers.

Figure 10-4 Select a New Provider and Provide Contact Details

Frovider Mame: |TestPage |

Provider Phone Not [3, 15002345676 | ¢ e.g: 9,18002345678 )

Provider Baudrate: [z4p00 |

143372

Cancel | | Submit

In the Provider Name field, enter the name of the service provider.
In the Provider Phone No field, enter the service provider’s telephone number.

This is the number the service provider uses for accepting alpha-numeric messages using the IXO/TAP
protocol. The format is like a regular phone number, such as: 18001234567. The format of
1-800-1234567 is also acceptable. If dialing “9” is required to access a number outside your private
branch exchange, type a “9,” before the full telephone number (for example, 9,1-800-1234567).

In the Provider Baudrate ficld, enter the baud rate specified by the provider.

This is the baud rate the service provider requires for the specified phone number. Common values are
1200, 2400, 4800, and 9600.

Consult your service provider’s website for more information on their baud rates.

Click Submit to close the User Configuration page and return to the User Management tab.

Search for a User

Step 1
Step 2

Enter the text that you want to search for in the Search field.

Click Search.
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Edit or Remove a User

Step 1
Step 2
Step 3

Step 4
Step 5

Form the Management User tab, check the box next to the user’s name.
Click Delete to delete the user.

Click Edit to change the user’s configuration information.
The User Configuration page appears.

Edit the User Configuration page.
Click Submit.

Create a User Group

Step 1
Step 2
Step 3

Step 4

Step 5

Click Add Group.
In the Name field, enter a name for the group.

To add to the group, check the users from the list on the right hand side. Click Add.
The checked names move to the lefthand side of the dialog box.

To remove users from the group, select the users from the left hand side with Ctrl+click . Click Remove.
The selected names move to the righthand side of the dialog box.

Click Submit.

Add or Remove a User from a User Group

~

Note

Step 1
Step 2
Step 3

Step 4

Step 5

To add or remove a user from a custom User Group, do the following steps:

Admin, Operator, Notification, and Security Analyst are system groups and cannot be edited. The user
is automatically added to the User Group that corresponds to their role.

Select the User Group from the Select Group field. The members of the group are displayed.
Click Edit Group. The User Group dialog box appears.

To add to the group, check the users from the list on the right hand side. Click Add.
The checked names move to the lefthand side of the dialog box.

To remove users from the group, select the users from the left hand side with Ctrl+click . Click Remove.
The selected names move to the righthand side of the dialog box.

Click Submit. You are returned to the User Management tab.
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Filter by Groups

From the Select Group list, select the group. Only the members of the group are displayed.

Promoting Global User Roles on Local Controller

A global “Admin” user can log into the Local Controller and promote a global “System Analyst” or
“Operator” user to a higher role. For example, a global “Operator” can be promoted to become an
“Admin” or “System Analyst” on the Local Controller. However, his/her role as an “operator” on the
Global Controller remains the same because the changes remain on the local controller and do not get
pushed up to the Global Controller. Once these users get promoted to a higher role, they can’t be
demoted afterward.

Global “Notification” users cannot be promoted given that these users have no login password
information.

User Guide for Cisco Security MARS Global Controller, Release 4.3.x
[ oL-14648-02 .m



Chapter 10 Management Tab Overview |

I User Management

User Guide for Cisco Security MARS Global Controller, Release 4.3.x
m. 0L-14648-02 |



	Management Tab Overview
	Activating
	To activate a set of management additions or changes

	Event Management
	Search for an Event Description or CVE Names
	To view a list of all currently supported CVEs

	Event Groups
	To filter by event groups or severity
	Edit a Group of Events
	Add a Group

	IP Management
	Search for an Address, Network, Variable, or Host
	Filter by Groups
	Edit a Group
	Add a Group
	Add a Network, IP Range, or Variable

	Service Management
	Search for a Service
	Add a Group of Services
	Edit a Group of Services
	Add a Service
	Edit a Service
	Delete a Service

	User Management
	Add a New User
	Add a Service Provider (Cell phone/Pager)
	Search for a User
	Edit or Remove a User
	Create a User Group
	Add or Remove a User from a User Group
	Filter by Groups
	Promoting Global User Roles on Local Controller




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


