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This document includes:
¢ Supported Cisco Security MARS Devices
e Supported Reporting and Mitigation Devices

Supported Cisco Security MARS Devices

Cisco SYSTEMS

Table 1 lists the devices on which Cisco Security Monitoring, Analysis, and Response System
(Cisco Security MARS) Local Controller 4.1.x runs upon release. You can find information about new
device support at http://www.cisco.com.

Table 1 Supported Devices for Cisco Security MARS Local Controller 4.1.x

Type of Device Devices Supported
Protego Networks

PN-MARS 20

PN-MARS 50

PN-MARS 100

PN-MARS 100e

PN-MARS 200

Cisco Systems

Cisco Security MARS 20

Cisco Security MARS 50

Cisco Security MARS 100

Cisco Security MARS 100e

Cisco Security MARS 200
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Supported Reporting and Mitigation Devices

Table 2 lists the devices supported upon release of Cisco Security MARS Local Controller 4.1.x. It also identifies what protocols

are used to retrieve configuration and event data, as well as the protocol used to mitigate attacks (if that device supports mitigation).

The Added to GUI As column identifies how you add the device type using the Cisco Security MARS HTML interface. The
classifications used are defined as follows:

HW. Indicates that you add the device directly as a hardware-based security device.

HW-switch. Indicates that you add the device as a module after you define a base switch.

HW-router. Indicates that you add the device as a module after you define a base router.

HW-ASA. Indicates that you add the device as a module after you define a Cisco Adaptive Security Appliance.

host. Indicates that you add this device as a host operating system.

SW-host. Indicates that you add this device as a software application after you define a base host.

ODS. Indicates that you add this device as an on-demand security service.

Table 2 Supported Reporting and Mitigation Devices for Cisco Security MARS Local Controller 4.1.x

Device Type / Supported Protocol: Configuration |Protocol: Event Protocol: Add to GUI

Vendor Versions Retrieval Retrieval Mitigation |As CSV Keyword

Router / Switch Devices

See Configuring Router and Switch Devices.

Cisco Router Cisco IOS FTP, SNMP, SSH, Syslog (from device), |SNMP HW I0S
11.x,12.2 Telnet NetFlow v1, v5, v7

Cisco Router Module Cisco IOS 12.2 |FTP, SNMP, SSH, Syslog (from device), |SNMP HW-switch |SWITCH-IOS

Telnet NetFlow v1, v5, v7

Cisco Switch CatOS 6.x FTP, SNMP, SSH, Syslog (from device), |SNMP HW SWITCH-CATOS
108 12.2 Telnet NetFlow v1, v5, v7

Extreme ExtremeWare |6.x SNMP Syslog (from device) |SNMP HW EXTREME

Generic Router Unknown SNMP Syslog (from device) |— HW

Firewall Devices

See Configuring Firewall Devices.

Cisco PIX 6.0, 6.1, 6.2, FTP, SSH, Telnet Syslog (from device) — HW PIX
6.3

Cisco PIX 7.0 FTP, SSH, Telnet Syslog (from device) — HW PIX7X
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Table 2 Supported Reporting and Mitigation Devices for Cisco Security MARS Local Controller 4.1.x
Device Type / Supported Protocol: Configuration |Protocol: Event Protocol: Add to GUI
Vendor Versions Retrieval Retrieval Mitigation |As CSV Keyword
Cisco Adaptive Security |7.0.1 FTP, SSH, Telnet Syslog (from device) |— HW
Appliance (ASA)
Cisco Firewall Services |1.1,2.2,2.3 FTP, SSH, Telnet Syslog (from device) — HW-switch |FwsM
Module (FWSM) (I0S 12.2
or CatOS)
Cisco IOS Firewall 12.2(T) and FTP, SNMP, SSH, Syslog (from device) —
Feature Set later Telnet
Juniper Netscreen ScreenOS 4.0, |SNMP, SSH, Telnet Syslog (from device) |— HW NETSCREEN
5.0
Check Point Opsec NG |NG FP3, NG SSLCA, CLEAR, OPSEC-LEA (from — SW-host
and Firewall-1 AI(R55),NGX |ASYMSSLCA Log Server or
(R60) (OPSEC-CPMI) Management Server)
Nokia Firewall (running |NG FP3, NG SSLCA, CLEAR, OPSEC-LEA (from — SW-host as
Check Point) AI(R55),NGX |ASYMSSLCA Log Server or ChcekPoint
(R60) (OPSEC-CPMI) Management Server)
VPN Devices
See Configuring VPN Devices.
Cisco VPN 3000 4.0.3,4.7 SNMP Syslog (from device) |— HW
Concentrator
Network IDS
See Configuring Network-based IDS and IPS Devices.
Cisco Network IDS 3.1 SSH, Telnet POP (from device) — HW
Cisco IDSM 3.1 SSH, Telnet POP (from device) — HW-switch
Cisco Network IDS 4.0 SSL RDEP (from device) — HW
Cisco IDSM 4.0 SSL RDEP (from device) — HW-switch
Cisco Intrusion 5.0,5.1 SSL SDEE (from device) — HW
Prevention System
(IPS), ASA module
Cisco IPS ASA module (5.0, 5.1 — SDEE (from device) — HW-ASA
Cisco IOS IPS 12.3(8)T or FTP, SNMP, SSH, SDEE (from device) — HW-switch,
(software only) later. Telnet
HW-router
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Table 2 Supported Reporting and Mitigation Devices for Cisco Security MARS Local Controller 4.1.x

Device Type / Supported Protocol: Configuration |Protocol: Event Protocol: Add to GUI

Vendor Versions Retrieval Retrieval Mitigation |As CSV Keyword

IntruVert IntruShield 1.5 — SNMP (from — SW-host
Management Server)

Juniper Netscreen IDP 2.1 — SNMP (from — SW-host
Management Server)

Symantec ManHunt 3.x — SNMP (from Device) |— SW-host

ISS RealSecure Sensor (6.5, 7.0 — SNMP (from Device) |— SW-host

Snort 2.0 — Syslog (from Device) |— SW-host

Enterasys Dragon 6.x — Syslog (from Manager) |— SW-host

Host IDS

See Configuring Host-Based IDS and IPS Devices.

Cisco Security Agent 4.0,4.5 SNMP (from CSAMC) |— SW-host

McAfee Entercept 2.5,4.0 — SNMP (from — SW-host
Management Server)

ISS RealSecure Host 6.5,7.0 — SNMP (from Device) |— SW-host

Sensor

Anti-virus

See Configuring Antivirus Devices.

Symantec Anti Virus 9.x — SNMP (from — SW-host
Management Server)

Cisco Incident Control |1.0 — Syslog (from CICC — SW-host

System (Cisco ICS), Server)

Trend Micro Outbreak

Prevention Service

(OPS)

McAfee ePolicy 3.5 SNMP (from SW-host

Orchestrator Management Server)

Network Associates 8.x — SNMP (from — SW-host

VirusScan Management Server)

Vulnerability Assessment

See Configuring Vulnerability Assessment Devices .

eEye REM 1.0 MS SQL JDBC (from REM — SW-host

server)
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Table 2 Supported Reporting and Mitigation Devices for Cisco Security MARS Local Controller 4.1.x
Device Type / Supported Protocol: Configuration |Protocol: Event Protocol: Add to GUI
Vendor Versions Retrieval Retrieval Mitigation |As CSV Keyword
Qualys QualysGuard 3.x — HTTPS (using XML — ODS
via API)
Foundstone Foundscan |3.0 MS SQL JDBC (from — SW-host
Management Sever)
Host 0Ses
See Configuring Generic, Solaris, Linux, and Windows Application Hosts .
Windows NT, 2000, 2003 |— Syslog (from SNARE |— host WINDOWS
agent) or MS-RPC
event pull
Solaris 8.x, 9.x, 10.x — Syslog (from Device) |— host SOLARIS
Redhat Linux 7.x, 8.x — Syslog (from Device) |— host LINUX
Web Servers
See Configuring Web Server Devices .
Microsoft Internet Any — Syslog (from SNARE |— SW-host
Information Server agent)
Sun iPlanet Any — HTTP (from — SW-host
Cisco Security MARS
Agent)
Apache Any — HTTP (from — SW-host
Cisco Security MARS
Agent)
Web Proxy Devices
See Configuring Web Proxy Devices .
Network Appliance Generic — HTTP — HW
NetCache
Database Servers
(See Configuring Database Applications .
Oracle Database 9i, 10g, TCP SQLNet (from Host) — SW-host
Generic
AAA Servers
See Configuring AAA Devices .
Cisco Secure Access 3.3,4.0 — Syslog (from pnLog — SW-host

Control Sever (ACS)

Agent)
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Table 2 Supported Reporting and Mitigation Devices for Cisco Security MARS Local Controller 4.1.x
Device Type / Supported Protocol: Configuration |Protocol: Event Protocol: Add to GUI
Vendor Versions Retrieval Retrieval Mitigation |As CSV Keyword
Cisco Secure ACS 3.3,4.0 — Syslog (from pnLog — SW-host
Solutions Engine Agent running on
remote logging host)
Syslog Servers and SNMP Devices
Generic Devices Any — SNMP (from Device) |— SW-host

Syslog (from Device)

saaina(g uonehni pue bunioday papoddng




	Supported Devices and Software Versions for Cisco�Security MARS Local Controller 4.1.x
	Supported Cisco�Security MARS Devices
	Supported Reporting and Mitigation Devices



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


