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Setup Overview

Default Login Name: pnadmin

Default Password: pnadmin

Appliance’s default IP address: 192.168.0.100

Be sure to setup the email address of the default pnadmin user using the PN-MARS UI:

• MANAGEMENT->User Management
• Check the Administrator (pnadmin) box and click on Edit
• Enter the email address of the system administrator then click Submit

Microsoft IE 6.0 SP1 required:

• Set the browser to enable reload on every visit to the page:

Tools>Internet Options...>Temporary Internet files Settings>Every Visit to the Page

• Set the browser’s security to “medium” (cookies-enabled):

Tools>Internet Options...>Privacy>Setting Medium

Product Registration

Registering your product would ensure that you are kept up-to-date on the new enhance-
ments, product upgrades and services.

Register at:

         https://support.protegonetworks.com/register.php

Serial Number

___________________________________________________________________________

License Key

___________________________________________________________________________

Protego Support

Telephone: 408.329.5880

Email: support@protegonetworks.com
Consult the Protego Networks MARS Appliance Users Manual for information on your legal obligations

for using this appliance
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Installation

Installation Overview
This chapter covers the basic physical installation of the Protego Networks MARS 
Appliances: the PN-MARS 20, PN-MARS 50, PN-MARS 100, and PN-MARS 200. 
Following the steps provided here should allow you to unpack and install the PN-
MARS quickly.

Pre-Installation
Before unpacking the PN-MARS, make sure that the area where you will install the 
appliance is clean, cool, and well-ventilated. Avoid areas that receive direct sunlight 
and that receive strong electromagnetic signals.

IMPORTANT!To avoid a potential system shutdown, make sure you have at least 
the following amount of power per PN-MARS unit:

If installing the PN-MARS in a server rack, make sure that: 
• you have sufficient room in the front to open the hot-swappable hard drives 

(about ten inches)

Model Power
PN-MARS 20 6 Amps
PN-MARS 50 6 Amps
PN-MARS 100 10 Amps
PN-MARS 200 10 Amps
PN-MARS Appliance



2 Installation
• you have sufficient room in the rear to attach the power cords and Ethernet cables 
(about four inches)

• you have a Phillips-head screwdriver

Safety Procedures and Practices

IMPORTANT!Always practice good safety procedures while installing and using the 
Protego Networks MARS Appliance.

If mounting the appliance on a server rack, make sure that you have two people present to 
lift the unit and hold it in place while mounting it.
While lifting the unit, bend at the knees and keep your back straight.
While working with electricity:
• be sure that the outlet you are plugging the power cord into is free of dust, clutter, and 

debris
• be sure that you are not stacking connections on power strips
• be sure that you know where the nearest fire extinguishers are located
• be sure that you know the locations of the power switches for the appliance, the rack, 

and the room
• be sure that you have someone nearby who is also familiar with the room’s power 

switches
Protego Networks February 2, 2005



3 Installation
Also make sure your environment is suitable for the PN-MARS appliance:

never work alone

Installation
Before unpacking the Protego Networks MARS Appliance, check the outside of the box for 
signs of damage from the shipment. If you suspect that the box was damaged during 
shipment, tell the carrier, and fill out the appropriate damage claims.

Unpacking the PN-MARS
Place the box so that the direction arrows on the box are facing up. Open the top of the box, 
and lift the appliance clear. Place the PN-MARS on a clean flat surface. Re-inspect the 
appliance for damage.

Hardware Checklist
The Protego Networks MARS Appliance comes with:
• a PN-MARS Quick Start Guide
• one Protego Networks Appliance Recovery DVD
• two rack rails assemblies with screws
• up to 4 keys (depending on the appliance model)
• one or two standard computer power cords (depending on the appliance model)
• one telephone cable
• one Category 5 (Cat 5) crossover cable 

Temperature/ Operating: 5º C to 40ºC; 20% to 80% maximum 27ºC wet 
bulb, noncondensing

Humidity Nonoperating: -20ºC to 60ºC; 5% to 90% maximum 38ºC 
wet bulb, noncondensing

Altitude Operating: 3000 m (10,000 ft.)
Nonoperating: 12,000 m (40,000 ft.)

Acoustic Noise Operating: 7.5 Bel

Vibration Operating: 0.2G, 5-500 Hz, swept sine
Nonoperating: 1.0 G, 5-500 Hz, swept sine

Shock Operating: 3G peak, 11 ms half-sine 
Nonoperating: 10G peak, 11 ms half-sine 

Power 100-240 VAC 50-60Hz 10A MAX
PN-MARS Appliance



4 Installation
• one serial cable
Review this checklist. If any of these components are missing, contact Protego Networks 
Support immediately.
Take a moment and write down the appliance’s serial number and license key and store 
them in a safe place. This Quick Start Guide has lines for each on the inside of the front 
cover.

Protego Support Contact Information
Reach Protego Support by telephone at 408.329.5880, or email us at 
support@protegonetworks.com.

Hardware Installation
You can operate the Protego Networks MARS Appliance on any flat surface that meets the 
requirements in Pre-Installation (page 1). You can also mount the Protego Networks MARS 
Appliance in a server rack.
Before you install the Protego Networks MARS Appliance in a server rack, you need to 
connect the rack rails to the unit using the included screws.
The rack rails come in two main assemblies. Each assembly has three parts. The rail that 
attaches to the PN-MARS, the rail that attaches to the rack, and a sliding rail that slides 
between the other two.
The following rack installation instructions are for the rack rails included with the PN-
MARS on a typical rack unit. Since a variety of rack units exist, this is a general guide to 
connecting the unit to the rack.

Note! Specific instructions for the rack rail assemblies are inside of the rack 
rail’s box or bag.

To connect the rack rails to the PN-MARS appliance
You need a Phillips-head screwdriver to attach the rails.
1 Separate inner rail from the slide rail, by gently pulling the sliding rail out as far as you 

can until you hear a clicking sound.
2 Press the locking tab or lever, and pull again to completely separate the inner rail from 

the rail that fastens to the appliance.
3 Attach the first rail to the appliance with the screws provided. Use at least four screws 

per rail.
4 Repeat for the other rail assembly.
5 Check that the rails are firmly attached by gently moving the rails. Tighten the screws as 

necessary.
Protego Networks February 2, 2005
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5 Installation
To connect the rack rails to the rack
You need a Phillips-head screwdriver to attach the rails.
1 Get the rails that fix to the rack.
2 Attach the first rail to the rack with the screws provided. 
3 Repeat for the other rail.
4 Check that the rails are firmly attached by gently moving the rails. Tighten the screws as 

necessary.
Make sure that the inner rails are fully retracted. You are now ready to mount the Protego 
Networks MARS Appliance into the rack.

IMPORTANT!It is strongly recommended that two or three people mount the PN-
MARS on a rack. This is to avoid injury to the people mounting the 
unit, and to avoid damaging the appliance. The people lifting the 
appliance should have both feet spread on a secure stable surface and 
bend at the knees while keeping their backs straight.

To mount the PN-MARS on a rack
1 Fully retract the sliding rails.
2 Lift the unit so that the back of the unit is level and square to the rack rails.
3 Insert the rails on the sides of the appliance into the rack rails and press the unit forward 

with an even and gentle force.
4 Continue to slide the unit forward until it locks with the rack rails, and the unit is fully 

pushed into the rack unit.
You should hear the rails click when they lock firmly.

Once you have the appliance mounted on the rack, carefully pull the appliance out and push 
it back into the rack to make sure that it is firmly attached to both the rack and the 
appliance.
Check all of the rails attachments and tighten or add screws as necessary.

Connecting Cables and Cords
Your Protego Networks MARS Appliance comes with one or two standard computer power 
cords, a Cat 5 crossover cable, and a telephone cable.
Before plugging the cords and cables in, make sure that you have reviewed Safety 
Procedures and Practices (page 2).

To connect the cables and cords
1 Plug the telephone cable into the appliance’s line-in jack.
2 Plug the power cords into the unit (note that some models have a single power cord).
PN-MARS Appliance



6 Installation
3 Plug the telephone cable into a telephone jack.
4 Plug the power cords into power outlets.

Turning on the Appliance
Before turning the appliance’s power on, recheck that all of the cables and cords are firmly 
seated in their jacks and sockets. Make sure that the vents for the appliance’s fans have 
sufficient clearance. Make sure that the appliance’s air intakes are not blocked.

To turn on the PN-MARS
1 Press the appliance’s power supply switches on the back panel of the appliance to the 

ON position (some models have a single switch).
2 Open the front panel by unscrewing the screw latches at the upper-corners.
3 Press the main power switch on the front panel of the appliance to the ON position.
The PN-MARS takes a couple of minutes to start. 

WARNING! If you hear a loud beeping sound after turning on the appliance, check the 
rear panel and make sure that both appliance power switches are fully 
clicked into the ON position. If both switches are locked into the ON 
position, and you continue to hear the beeping, a power supply might not be 
functioning. Turn off the appliance’s power and contact Protego Support.

Checking the Appliance’s Status
The PN-MARS’s blue power indicator light tells you if it is running. Each of the hot 
swappable hard drives should have a green indicator light lit. The unit should be reasonably 
quiet, with no abnormal sounds.
Once the unit is running, start the software configuration. See the User Guide for more 
information on its default configuration settings.
Protego Networks February 2, 2005
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Appliance Hardware

PN-MARS 20 Front and Back Panels

Figure 1 PN-MARS 20 Front Panel

Figure 2 PN-MARS 20 Back Panel

PN-MARS 50 Front and Back Panels

Figure 3 PN-MARS 50 Front Panel

Power switchDVD drive DVD eject button Restart button

Power indicator lightFace plate release screw Face plate 
release screw
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8 Installation
Figure 4 PN-MARS 50 Back Panel

PN-MARS 100 Front and Back Panels

Figure 5 PN-MARS 100 Front Panel
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9 Installation
Figure 6 PN-MARS 100 Back Panel

PN-MARS 200 Front and Back Panels

Figure 7 PN-MARS 200 Front Panel
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10 Installation
Figure 8 PN-MARS 200 Back Panel
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Configuration

Configuration Overview
Configuring a Protego Networks MARS Appliance to work with your network 
requires several steps. You have to configure the appliance for your network, decide 
which devices you want to monitor, decide the order that you want to add the devices 
to the appliance, and add SNMP read-only community information for auto-
discovery.

Connecting to the Appliance
To start the configuration process with the PN-MARS, you must connect another 
computer that is running Microsoft® Internet Explorer to the appliance.

To connect another computer to the PN-MARS
1 With the appliance running, connect a Cat 5 crossover cable to your computer’s 

Ethernet port.
2 Connect the Cat 5 crossover cable to the PN-MARS’s eth0 port. See Appliance 

Hardware (page 7).

Logging In for the First Time
Once you have connected to the Protego Networks MARS Appliance, you can start 
the configuration process. You need to make a couple of configuration settings on 
your browser before configuring the Protego Networks MARS Appliance.

Configuring Internet Explorer
You must use Microsoft® Internet Explorer 6.0 SP1 or later to connect to the PN-
MARS. To run it with the PN-MARS, you need:
PN-MARS Appliance



12 Configuration
• cookies enabled (privacy set to at least medium)
• the browser’s cache set to check the page every visit
• the Adobe® SVG Viewer plug-in

You can either wait for the viewer to automatically install itself when you enter the 
Summary page for the first time, or you can download it from: 
http://www.adobe.com/svg/viewer/install/main.html.

• the Adobe Reader® to view the Protego Networks MARS Appliance documentation

To set the Internet Explorer browser to medium privacy
1 Start the Internet Explorer browser.
2 In the browser’s menu, click Tools > Internet Options > Privacy.
3 Slide the Settings slide bar to Medium.
4 Click OK.

To set the Internet Explorer browser to reload on every visit to page
1 Start the Internet Explorer browser.
2 In the browser’s menu, click Tools > Internet Options > General.
3 In the Temporary Internet Files field, click the Settings button.
4 Select the Every Visit to the Page radio button.
5 Click OK.

Logging In to the PN-MARS

To log in and enter the license key
1 Check that the appliance is running. See Turning on the Appliance (page 6) for 

instructions for turning on the power for the PN-MARS.
2 Configure your computer’s network settings. Set its:

• IP address to 192.168.0.101
• Netmask to 255.255.255.0

3 Open the Internet Explorer browser on your laptop.
Protego Networks February 2, 2005
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13 Configuration
4 Enter the PN-MARS’s default IP address into the address bar:  
https://192.168.0.100.

Figure 9 Login page

5 When you see the Login page, enter the default login name and password: pnadmin and 
pnadmin.

6 Select Local from the pull-down menu because pnadmin is the default local user, and 
click the Login button.

Note! The first time you log in, expect performance to be a little slow due to first time 
caching and compilation.

7 If the PN-MARS License Key does not exist, a License Key page will prompt you for 
this information. Click the link that directs you to enter the 25 character license key, 
which is on the inside cover of this guide.

Figure 10 Clicking the license key link

8 Click the Submit button.

Note! SSL only works with the Protego Network’s self-signed certificates.

You now need to configure the PN-MARS to work on your network.

PN-MARS Configuration
Administration tasks in the PN-MARS system require some up-front work. You need to 
enter some basic configuration information, including DNS addresses, and describe to the 
system the devices that you want to manage.
PN-MARS Appliance



14 Configuration
Click the link that takes you to the Configuration Information page.

Figure 11 Clicking the link to open the configuration page

Protego Networks Device Configuration
To configure the Protego Networks MARS Appliance, you need to enter basic configuration 
information, designate its network zone, and enter mail gateway information.

Note! Changing the appliance’s name, IP addresses, or net mask information on this 
page reboots the appliance once you click the Update button.

Figure 12 Entering configuration information

• Name
Enter a descriptive name for the appliance. The UI uses this name in topologies, 
incidents, rules, etc. The PN-MARS appliance cannot have spaces in its name.

• Interface Name
The two interfaces for the PN-MARS are eth0 and eth1. See Appliance Hardware (page 
7) for more information.

• IP Address
Enter the IP addresses for each interface. These interfaces must be on different subnets.

• Default Gateway
Enter the IP address for the default gateway for these interfaces.

• Mail Gateway
Protego Networks February 2, 2005



15 Configuration
The PN-MARS uses the mail gateway to send email notifications. Enter the IP address 
or gateway name, port number (usually 25 for SMTP), and Email domain name for 
your mail gateway.

DNS Config
Enter the domain name and any DNS server addresses for the appliance.

Figure 13 Domain name server information

To add DNS information
1 In the Domain field, enter the domain name.
2 In the Primary, Secondary, and Tertiary DNS address fields, enter any DNS addresses 

necessary.

To add search domains
1 In the Search Domain field, enter the domain.
2 Click the Add button.

Updating the Appliance
After you finish entering the information on this page, click the Update button. This 
commits your configuration information and reboots the appliance. The appliance takes a 
couple of minutes to reboot.

Note! The appliance requires a few minutes after the reboot before you can log back in 
as a user.

After Rebooting
Once the reboot has completed, attach the appliance to your network using Cat 5 
networking cables from eth0 and eth1 to the appropriate network jacks. Change your 
personal computer’s network settings back to their previous settings. Enter the new IP 
address in the browser’s address field, and log in again using the default login name and 
password (pnadmin/pnadmin) and setting the Type to Local.
PN-MARS Appliance



16 Configuration
Administrator Default Password
Good security practices suggest that you now change the default password. Protego 
Networks suggests strong passwords for use with the PN-MARS appliances.
Login names and passwords:
• can be alphanumeric characters
• can contain special characters (!, @, #, etc.)
• cannot contain single or double quotes (‘or “)
• are case sensitive

Login names can have up to 20 characters. Passwords can have up to 64 characters.

To change the default password and setup administrator notification
1 Click the Management > User Management tabs.
2 Check the box next to Administrator, and click the Edit button.
3 Enter the new Administrator password and the Administrator email address
4 Click Submit.

Adding Reporting Devices
You now need to add reporting devices to the PN-MARS. Instructions on adding all of the 
supported devices available is outside the scope of this manual. Please consult the Users 
Manual in the Help tab of the UI for more information on adding devices.

For most devices, in general, you need to:
• Provide PN-MARS with the device’s name and reporting IP address (the address from 

which it sends log information)
• Provide the device with PN-MARS appliance’s name and IP address
• Permit event traffic to pass through all routers and firewalls that sit between the PN-

MARS appliance and the reporting device
• Activate the new device by clicking the Activate button in the UI

Adding a PIX Device
As a quick example, we do provide some information on configuring the Cisco PIX firewall 
to send syslog to the PN-MARS appliance.

PIX-side Configuration
Before you add the PIX, make sure that you have enabled Telnet or SSH access on the PIX 
Firewall for the PN-MARS. If you use FTP access type, make sure that you have added its 
configuration file to an FTP server to allow PN-MARS access to the FTP server.
Protego Networks February 2, 2005



17 Configuration
Enabling access lets the PN-MARS discover the firewall.

To enable Telnet access on the PIX firewall
1 Log in to the firewall with administrator’s privileges.
2 Enter the command: 

telnet 10.1.2.1 255.255.255.255 intf_name 
where 10.1.2.1 is the PN-MARS’s IP address and 255.255.255.255 is the netmask 
for it, and intf_name is the interface name (e.g. inside, outside, DMZ).

To enable SSH access on the PIX firewall
1 Log in to the firewall with administrator’s privileges.
2 Enter the command: 

ssh 10.1.2.1 255.255.255.255 intf_name 
where 10.1.2.1 is the PN-MARS’s IP address, 255.255.255.255 is the netmask for it, 
and intf_name is the interface name (e.g. inside, outside, DMZ).

To send log files to the PN-MARS
1 Log in to the firewall with administrator’s privileges.
2 Enter the command: 

logging host intf_name 10.1.2.1 
where 10.1.2.1 is the PN-MARS’ IP address, and intf_name is the interface name 
(e.g. inside, outside, DMZ).

PN-MARS-side Configuration
Depending on the Access Type that you choose, some fields might not accept information 
(e.g.: if you select SSH, you can’t enter the configuration path or file name).

To add the Cisco PIX firewall (6.0, 6.1, 6.2, or 6.3)
1 Click Admin > Security and Monitor Devices > Add.
2 From the Device Type pull-down menu, select the PIX with the appropriate version.
3 In the Device Name field, enter the name of the reporting firewall.
4 For discovery, enter its:

• access IP address in the IP Address fields
• select the firewall’s Access Type
• enter its access type information

5 Click the Discover button (which discovers the device).
6 Click the Submit button.
PN-MARS Appliance



18 Configuration
Activating
After adding a device, or devices, click the Activate button so that the system can act upon 
the changes.

Note! In general, after making any changes to the appliance through the UI, such as 
adding or editing rules and reports, you must click the Activate button. This 
propagates the changes to all of the PN-MARS components.

Setting Up Additional Routes
If PN-MARS can not access certain devices or resources (e.g. the Internet) through the 
default gateway, then you need to add a static route. Use these routes for subnets or hosts 
and add as many static routes as you need. 
Before you can add a static route, you must connect to the PN-MARS CLI tool.

To connect via serial cable using HyperTerminal
1 Connect the serial cable to the appliance’s port and to your computer’s serial port.
2 Open HyperTerminal.
3 Assign the connection a name.
4 Keep the default connection icon and click OK.
5 Select the correct serial port on your computer (usually COM1) and click OK.
6 In Port Settings, change Bits per Second to 19200 and verify that the Data bits is set to 

8, Parity is None and Stop bits is 1 then click OK.
7 Enter your PN-MARS log in name and password (pnadmin/pnadmin).
8 Start using commands.

To connect via SSH
1 Open a SSH client.
2 Enter the IP address of the PN-MARS appliance.
3 Connect to the appliance.
4 Enter the administrator’s default user name (pnadmin) and either the default 

(pnadmin) or new password.
5 Start using commands.

Adding a Static Route
This command permanently changes the PN-MARS routing table.
Protego Networks February 2, 2005



19 Configuration
Adding a Route to a Subnet
To add a route to the network 192.168.x.x, using gateway 10.1.1.1 via eth0, enter:
route add -net 192.168.0.0 netmask 255.255.0.0 gw 10.1.1.1 dev eth0

To add a route to the host at 192.168.0.101, using gateway 10.1.1.1 via eth0, enter:
route add -host 192.168.0.101 gw 10.1.1.1 dev eth0

Deleting a Static Route
To delete a route to subnet 192.168.0.0/16, enter:
route del -net 192.168.0.0 netmask 255.255.0.0

To delete a host at 192.168.0.101, enter:
route del -host 192.168.0.101

Note! Do not add or change the gateway IP address using the “route” command 
(changes are not persistence). Use the “gateway” command instead.
PN-MARS Appliance



Index
A

Activate button 18
activating 18
adding

routes 18
appliance

mounting 4
turning on power 5

B

browser
configure 11

C

cables
Cat 5 crossover 3
connect order 5
serial 3

telephone 3
Cat 5 crossover cable 11
certificate 13
cords

connect order 5
power 3

D

default IP address 12
default login 13
default netmask 12
default password 13

change 16
deleting

routes 19
DNS Config 15
DVD 2

E

eth0 9, 14
eth1 9, 14
PN-MARS Appliance



22 Index

Proteg
H

hardware
Cat 5 crossover cable 3
Recovery DVD 2
status 5

host routes
adding 18
deleting 19

L

license key 12
login

default 13

N

network routes
adding 18
deleting 19

P

packaging
contents 2

password
default 13

PN MARS
interface names 14
log in 12
name 14

PN MARS license key 12
ports

eth0 9
eth1 9
serial 9

power cords 3
powering up 5

R

rack rails 3
routes

adding 18
deleting 19

S

safety 2, 4
search domains 15
self-signed certificate 13
serial cable 3
serial port 9
SSL

self-signed 13

T

telephone
jack, line in 9

telephone cable 3
turning on

appliance 5
o Networks February 2, 2005



Diagram Information

Manipulating the Diagrams
Right-click the diagram to zoom in and out, to 
reset the diagram to its original size, to set the 
diagram’s viewing quality, to search, and to 
manipulate the SVG image.

Alt+click to use the hand to move the image.

Ctrl+click to use the magnifying glass to zoom in.

Ctrl+shift+click to use the magnifying glass to 
zoom out.

Ctrl+click and drag to zoom into an area.

Click objects in the diagram to see their infor-

mation.

Click paths to see attack path information.

Confirm False Positive Status 
and Severity Icons

Healthy Attacker Compromised

Compromised 

and Attacking

Clouds 

Firewall

Host

IDS

Network

Reporting Host

Router

Switch

Displays SVG Help

Displays clouds for 
selected devices on a full 
page

Displays all devices on a 
full page

Displays SVG Help

Displays attack on a full 
page

Right-click on the diagram 
for more options

Icon Description

Low, medium, and high severity false 
positives that need confirmation.

Low, medium, and high severity user 
determined false positives.

Low, medium, and high severity sys-
tem determined false positives.

Protego Support
Telephone: 408.329.5880
Fax: 408.329.5801
Email: support@protegonetworks.com
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