CHAPTER I

Cisco Security Agent

This chapter contains the following topics:

FAQs About the Cisco Security Agent, page 4-1

Installation, Uninstallation, or Reinstallation, page 4-2

Note  For more detailed information, see the “Troubleshooting the Standalone Security Agent” section and the
“Cisco Security Agent: Standalone Agent Overview” chapter in the installation guide for Cisco Security
Manager for your release.

FAQs About the Cisco Security Agent

This section answers the following questions about the Cisco Security Agent:

Q.What if the Cisco Security Agent is already installed on the system on which I want to install
Security Manager?

Q.Is it possible to reinstall the bundled Cisco Security Agent after uninstalling it?
Q.Does the Cisco Security Agent co-exist with other host IPS systems?
Q.Why does the following message appear in the Cisco Security Agent event log?

What if the Cisco Security Agent is already installed on the system on which I want to install
Security Manager?

By default, a standalone version of the Cisco Security Agent is installed as part of Security Manager
installation. However, if Security Manager detects a preexisting version of the full Cisco Security
Agent that was not installed by Security Manager, that version of the Cisco Security Agent is left in
place. In this case, we recommend that you import all of the policies that you find on the Security
Manager installation DVD (in \csm3_0_1_win_server\CSA\CSMCSA3.0.1_policies.export) into
your version of the full agent. Bear in mind that if you import these policies, you must reconcile
them with any conflicting policies that your organization configures. To learn more, see the Cisco
Security Agent documentation on Cisco.com.

Is it possible to reinstall the bundled Cisco Security Agent after uninstalling it?

On the installation DVD, run csa\csa-csmM-setup.exe to reinstall the Cisco Security Agent. Be
aware, however, that future upgrades of Security Manager will not treat this version of the Cisco
Security Agent as having been installed by Security Manager. This could affect future upgrades. For
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example, if an upgraded version of Security Manager contains a new version of the Cisco Security
Agent, the new version will not be installed, because Security Manager does not overwrite versions
of the Cisco Security Agent that it did not install (as described above).

The alternative method to reinstall the bundled Cisco Security Agent is to reinstall Security
Manager.

Q. Does the Cisco Security Agent co-exist with other host IPS systems?

A. Youmay encounter problems with the Cisco Security Agent when other host IPS systems are already
installed. Because the Cisco Security Agent is installed automatically with Security Manager, we
recommend doing the following:

— Uninstalling the other host IPS.

— Installing Security Manager (which automatically installs the Cisco Security Agent).
— Uninstalling the Cisco Security Agent.

— Reinstalling the other host IPS.

S

Note  This procedure can also be used for other applications that might conflict with the Cisco Security
Agent, such as personal firewalls. For more details, see the installation guide for Cisco Security
Manager for your release.

Q. Why does the following message appear in the Cisco Security Agent event log?

The process 'C:\apps\CSMServer\lib\vbroker\bin\osagent.exe' (as user NT
AUTHORITY\SYSTEM) attempted to accept a connection as a server on UDP port 42342 from
<ip address of an external machine>. The operation was denied.

A. This messages represents a valid deny event. The only valid connection request to the CiscoWorks
RME Gatekeeper daemon on the Security Manager server is from the co-located RME application.
Because this connection request is considered to be an intraserver request, any connection request
from an external machine to the CiscoWorks RME Gatekeeper daemon on the Security Manager
server is denied.

Installation, Uninstallation, or Reinstallation

See the installation guide for Cisco Security Manager for your release for information about
troubleshooting problems that are related to the installation, uninstallation, or reinstallation of:

e Security Manager (including Common Services) software on a server.
e Security Manager Client.
e The standalone version of Cisco Security Agent that is installed on most Security Manager servers.

For information regarding the installation of the Security Manager License, see Cisco Security Manager
3.x: Steps to Install the License for Various Options on Cisco.com at:

http://www.cisco.com/en/US/products/ps6498/products_tech_note09186a0080849150.shtml

FAQ and Troubleshooting Guide for Cisco Security Manager 3.2

0L-16036-04 |


http://www.cisco.com/en/US/products/ps6498/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps6498/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps6498/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps6498/products_tech_note09186a0080849150.shtml

	Cisco Security Agent
	FAQs About the Cisco Security Agent
	Installation, Uninstallation, or Reinstallation



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


