APPENDIXA

Security Manager Server
Installation GUI Reference

The installation application prompts you to make important selections from many
possible options. The options that you select must be appropriate for your network
environment. See Installing Server Applications, page 4-4.

This appendix describes and illustrates your options.
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At this prompt: You have these options:

1. - Next— Setup continues.
This program vl instal Cisco Seculy Wensger 3.0 on your Cancel — Setup stops. Installation does not
CompLter, . .
occur. You can exit all other running
‘e stiongly recommend that you exit all'windows programs applications, then restart Setup.

before running this Setup program.

Click Cancel ko quit Setup and then close any programs you
have runring. Click Next ta continue with the Setup program

“warning: This program is protected by copyright law and
international trzaties.

Unauthorized reproduction or distibution of this program, or any
portion of it, can result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.
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@
Cancel I
g
©
2. Back— Setup returns to the previous prompt.
Software License Agreement 5[
Please read the following license agreement. Press the PAGE DOWN key to see the rest of Accept— YOu agree to the liCCnse. Setup
the agreement
Continues.
SOFTWARE LICEMSE AGREEMENT ﬂ
FLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY 1
BEFORE DOWNLOADING OR USING THE SOFTWARE. Do NOt Accept You deC11ne the terms Of the
BY CLICKING ON THE "ACCEPT"BUTTON, DOWHNLOADING THE : .
SOFT'WARE, R LISING THE EQUIPMENT THAT COMTAINS THIS SOFTWARE, license. Setup stops. Installation does not occur.
V0L ARE CONSEMTING TO BE BOUMD B THIS AGREEMENT. IF YOU DO
MOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, DO NOT
DOWNLOAD OR USE THE SOFTWARE. CLICK THE "D0 NOT ACCEPT"
BUTTOM AND THE INSTALLATION PROCESS "wILL NOT CONTIMLUE.
Single User License Grant. Cisco Spstems. Inc. ["Cisca’'] and its suppliers grant to
Customer ["Customer''] a nonexclusive and nontransferable license to uge the Cisco
software provided or made available by Cisco to Customer ['Software'] in object code
farm solely an  single hardware chassis or 3 single central processing unit, as LI
Do you accept the terms of the license agreement? IF you click Do Mot Accept, Setup wil
close. Toinstall Cisco Security Manager, pou must accept this agreement.
2
< Back Accept 8
<
Eal
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At this prompt:

You have these options:

Some installations do not display this prompt:

DHCP-Enabled Network Adapters Found |

e recommend that you install Cisco Security Manager on & syskem that has a static IP address. Otherwise, you
must racanfigure Cisca Security Manager when the IP address changes.

The Follawing network cards are DHCP enabled:

Click Ves to praceed with installation.
Click Mo to abort installation,

Broadcom Metxtreme Gigabit Ethernet Driver

154361

Note

If the server has more than one IP address, disable all
but one address. The Security Manager installer
displays a warning if it detects any dynamic

IP addresses on the target server. Dynamic addresses
are not supported.

Yes— Setup continues.

No—Setup stops. Installation does not occur.
You can assign a static IP address, then restart
Setup.

First-time installations do not display this prompt:

Backup Data x|

' Backupis performed to preserve important data if you have
ta restore the previous version or install CiscdWorks on a new
System.

Backup Folder

Browse...

< Back, | Hext » I Cancel |

Note

If this prompt appears, the backup is mandatory. You
cannot complete the installation, reinstallation, or
upgrade until you create a server backup.

Backup Folder— (Optional) Enter the full
folder pathname in which to save the backup.

Browse—(Optional) Navigate to a folder other
than the default.

Back— Backup returns to the previous prompt.
Next—Backup continues.

Cancel— Setup stops. The backup does not
occur. Installation does not occur. You can exit
all other running applications, then restart Setup.
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At this prompt:

You have these options:

First-time installations do not display this prompt:

Select Backup Folder |
Please chaose a folder for backing up data.
Path:

I
Directories:
B ot - 0K |
[~ DDCUME™
(= ADMINI~1 Cancel
= LOCALS ™1
[= Temp
= pit3mp ﬂ
Drives:
= VI Network. g

Path—Not editable. Shows the full pathname of
the selected folder in the Directories tree.

Directories—From the hierarchical tree, select
a folder in which to save the backup.

OK— Your backup is saved to the location that
you specify.

Cancel —The Select Backup Folder window
closes. You regain access to the Backup Data
window.

Drives—Select a local volume. The Directories
tree refreshes to match your selection.

Network—Select a network volume. The
Directories tree refreshes to match your
selection.
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At this prompt:

You have these options:

Upgrades do not display this prompt. Nor do other
installations if Common Services is already installed:

Choose Destination Folder

s Setup will install Cisco Security Manager in the destination falder

[ —— ikl ted below
L
» To install in this folder, click Next.

| Ta installin a different folder, click Browse and select another
_____ folder.

To exit Setup, click Cancsl

Mate: Please specily a short path for the destination folder.

Destination Falder

y
T ’VE:\F‘rogram Files%CSCOpx Browse... ‘
< Back I Hets ] Cancel |

154362

Note We recommend that you use the default folder
location.

If a reinstallation fails because files remain in the
folder that you use, you can manually back up and
delete all such files, then delete all subfolders from
the folder so that it is empty when you retry the
reinstallation.

If you specify a folder other than the default folder,
make sure that it does not contain any files and has
fewer than 256 characters in its pathname.

Browse—Navigate to a folder other than the

default, then click OK to confirm your selection.

Back—Setup returns to the previous prompt.

Next—Setup continues. It installs files in the
folder that you specified.

Cancel —Setup stops. Installation does not
occur.
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At this prompt:

You have these options:

Some installations do not display this prompt:

The selected folder, <pathname> is not empty. Mixing new
and existing files can cause severe problems during
installation. Please remove all files from this folder or choose
another folder to install the product.

Choose another folder to install Cisco
Security Manager—If you click Next, Setup
returns to the “Choose destination folder”
prompt.

Use selected folder to install Cisco
Security Manager —If you click Next, Setup
continues.

Back—Setup returns to the previous prompt.

Next—Based on your selection, Setup either
directs you to specify a new folder or it installs
important files in the folder that you specify.

Cancel— Setup stops. Installation does not
occur.
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At this prompt:

You have these options:

Select Components x|
_—m Select the compaonents you want kg install.

¥ Common Services 2.0.4

¥ Cisco Secuity Manager 3.0.1
[~ Auto Update Server 3.0.1

Naote: To install RME 4.0.4, follow this sequence: [1] Install
% Common Services 30.4. (2] Runmed_0_ 3setup.exe to instal
RME 4.0.3. [3] Run med_0_4setup exe to upgrade to RME

S 404 For detalls, see the Security Manager installation guide:

Select All IDese\eclAIII < Back I Next > I Cancel |

189200

Note

When you perform an inline upgrade from Security
Manager 3.0.1 to Security Manager 3.1, the Auto
Update Server 3.1 check box in the component
selection screen of the installation wizard is grayed
out and selected by default. As a result, AUS 3.1 is
always installed on your server system, leaving you
with no choice to deselect it during inline upgrade.
Also, if Cisco Secure ACS was integrated with
Security Manager before the upgrade, Auto Update
Server is displayed in the Shared Profile Components
and Group Setup pages of the CiscoSecure ACS
interface after you complete the inline upgrade.

Select All— You select the check boxes for all
components.

Deselect All— You clear all check box
selections.

Back—Setup returns to the previous prompt.

Next—Setup continues. It installs only the
components that you select.

Cancel—Setup stops. Installation does not
occur.
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At this prompt:

You have these options:

System Requirements - x|

The following shows wour system caonfiguration and the minimum
requirements for installing Cisco 5 ecurity Manager

Component Available Reduired

Drive C: 4445 WB 1679 MB
Temp directory (on D:] 7269 MB B ME
Merman: 1536 MB 2048 MB
CPU 2593 MH=z 2000 MH=z
Swap 4000 HB 2048 WB

“Warking: System memory is lexs than the minimum memary required,
which can affect performance.

<Back |i Hests " Cancel

154364

Back— Setup returns to the previous prompt.
Next— Setup continues.

Cancel —Setup stops. Installation does not
occur.

10. Some installations do not display this prompt:

Licensing Information

_m Ta ensure full use of the product features. please specify licensing information.
.

e

‘ 1f you have a license fil for this produst, specify its location

¢ License File Browss
‘ Location: =

Evaluation O

“ Click this option ta evaluate the product. If you purchase a license later,
| wou can then provide the information to fully enable the praduct.

ih i.,g;g}w}éﬁ Click Mext ta install. Click Cancel ta exit,

¢Back |[ Met> | Cancel

154365

License File Location— Enter the full
pathname of the license file or click Browse to
find it.

Note If you have more than one license file,
specify the base license.

Evaluation Only —Enable the free 90-day
evaluation period.

Back— Setup returns to the previous prompt.

Next—Setup continues. It applies the license
file that you specified or it begins the free 90-day
evaluation, based on your selection.

Cancel — Setup stops. Installation does not
occur. You can exit all other running
applications, then restart Setup.
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1.

At this prompt:

You have these options:

Some installations do not display this prompt. It appears
only when you install Common Services:

Change Admin Password 5[
Far security reasons. you must specify a password for the admin
user.

User admin Passward
Confirrn Password

Paszwaord must be at least 5 characters long,

<Back [ Mews | Cocal |

154366

Note

Tip

The admin account can see everything in the
Security Manager GUI and has full read/write
privileges for all tasks and options.

Passwords must be at least 5 characters long, but
longer passwords are more secure.

Admin Password —Enter the password to
associate with the admin username.

Confirm Password— Enter the password again.

Back —Setup returns to the previous prompt.
Next—Setup continues.

Cancel—Setup stops. Installation does not
occur.
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At this prompt:

You have these options:

12. Some installations do not display this prompt. It appears
only when you install Common Services:

Change System Identity Account Password x|

*'ou must enter the System Identity Account password.
The same password must then be used on all multisereer
machines.

System |dentity Account

Passwaord

Confirmn Password

Passward must be at least 5 characters long,

< Back I Mext > I Cancel |
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Note  The System Identity account can see everything in
the Security Manager GUI and has full read/write
privileges for all tasks and options.

Tip Passwords must be at least 5 characters long, but
longer passwords are more secure.

System Identity Account Password—Enter a
password to associate with the System Identity
account username.

Confirm Password— Enter the password again.

Back—Setup returns to the previous prompt.

Next— Setup continues, prompting you to
confirm your creation of the System Identity
account. You must click Yes, or installation
stops.

Cancel—Setup stops. Installation does not
occur.
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13.

14.

At this prompt:

You have these options:

Create casuser

Installation wil create the local user casuser. The Cisco Securlty Manager server Uses Causer to Fun processes
without root priviieges.

Do you want to proceed?

Click Mo to abert. You can create the casuser yourself and rerun installation.

154368

Note  The casuser account can see everything in the
Security Manager GUI and has full read/write
privileges for all tasks and options.

Yes— Setup continues. The casuser account is
created.

No—Setup stops. Installation does not occur.
The casuser account is not created at this time.
You can create the account at a later time and
restart Setup.

A

Caution

If you click Show Details, then click Yes, you see

a warning that the admin and casuser account
passwords will be revealed in cleartext. The
database password is also revealed.

Verify your settings. To view all sebtings including those selected
automatically, click Show Details.

IF pou want to change any settings, click Back.,

To proceed with the installation, click Mext.

Installation may take some time.

Cautiar: I wou exit installation after you click Next, spstem

instability could aceur

Current Settings:

Selected Components =
CiscdWorks Common Services 3.0.3

Ciszo Security Manager 3.0
Auta Update Server 30

Target Directory
C:\Pragram FileshC5CO0px

Program Faolder
Cizco Security Manager

-
4 ¥

Shaow Details

< Back Cancel |

154369

Note  Text in the Current Settings area can
differ slightly from the illustration.

Show Details— View a detailed summary of
your Setup selections.

Back—Setup returns to the previous prompt.

Next— Setup continues, prompting you to
confirm your creation of the casuser account.
You must click Yes, or installation stops.

Tip After you click Next, an error message
might tell you that files are running in
another process and cannot be stopped
automatically, but must be stopped
before the installation can succeed. In
this case, stop all applications, close all
browsers, close all CLI prompts, then try
again. If the message persists, restart the
server and try again.

Cancel — Setup stops. Installation does not
occur.
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