
 

Installation G
OL-11475-10
I N D E X
A

antivirus utilities, requirement to disable 3-5, 
5-6

audience for this document 1-viii

Auto Update Server (AUS)

documentation 1-xi

licensing 1-9

overview 1-4

B

bootstrapping devices 7-4

browsers

requirements

cache 7-2

client 2-9

server 2-6

See also Internet Explorer

See also Mozilla

C

C/C++ library files, where stored 1-11
casuser

permissions

for running getCerts.pl 4-12

for running loadCerts.pl 4-12

cautions, significance of 1-ix

CD-ONE

unsupported use 3-4

certificate authentication

disabled in previous version of Security 
Manager

and adding certificates 4-11

enabled in previous version of Security 
Manager

and certificate data store 4-11

certificates. See digital certificates

certificate thumbprints

adding to Security Manager

after upgrade from 3.0.1 4-11

from CLI 4-11

using perl scripts 4-11

checklists

client, browser best practices 7-2

server

enhancing performance 3-2

installation readiness 3-5
IN-1
uide for Cisco Security Manager 3.1



 

Index
post-installation tasks 6-2

security best practices 6-4

Cisco Marketplace 1-xiii

Cisco Press 1-xiii

Cisco Product Quick Reference Guide, 
obtaining 1-xiii

Cisco product security

PSIRT 1-xiii

vulnerability policy portal 1-xiii

Cisco Security Agent

documentation C-1

installation, conditions for 1-7

IPS Event Viewer and modifying 
policy 1-5

modifying policy for IPS Event Viewer

automatically 1-5

manually 1-5

not installed on Security Manager server

automatically modifying policy for 
IPS Event Viewer 1-5

overview 1-7

policies

exported, on DVD 1-7, 3-3

imported, requirement to reconcile 3-3

standalone agent 1-7, C-1

preexisting on Security Manager server

manually modifying policy for IPS 
Event Viewer 1-5

security levels

changing C-3

default C-3
IN-2
Installation Guide for Cisco Security Manager 3.1
understanding C-3

troubleshooting B-19, C-1

uninstalling, recommendation against 3-3, 
B-20

Cisco Security Manager

basic concepts 7-4

getting started 7-4

late-breaking information about 1-viii

learning more about 7-4

logging in 7-3

overview 1-3

using 7-4

Cisco Security Monitoring, Analysis, and 
Response System (Cisco Security MARS)

date and time synchronization 3-5

interoperation with 3-5

overview 1-vii

Cisco security strategies

Design Zones 1-viii

CiscoView Device Manager

unsupported use 3-4

CiscoWorks

Common Services, overview 1-2

Monitoring Center for Performance. See 
Performance Monitor

Monitoring Center for Security. See 
Security Monitor

TCP ports

Daemon Manager 2-4

HTTP 2-3
OL-11475-10



 

Index
VPN/Security Management Solution 
(VMS)

migrating data to 
Security Manager 1-x

client software

installing 5-5

InstallShield database corruption 5-5

logging in to a server 7-3

using 7-3

client systems

deleting Temp files 5-7

file locations on 1-11, 5-9

recommendation to delete Temp files 5-10

video (graphics) card drivers

confirming installed versions 2-8

upgrading 2-8

CMFLOCK.TXT file, deleting 4-24

Common Services

documentation 2-2

installing 2-1

licensing 1-9

required version 1-2

requirement to use 2-1

CSTM TCP port 2-4

D

database TCP port 2-4

date and time settings

caution against changing 3-5
Ins
OL-11475-10
recommendation to synchronize 2-2, 3-5

use of NTP servers 2-2

Design Zones 1-viii

device bootstrapping 7-4

device certificates

before adding to Security Manager

checking validity 4-12

validating encryption keys 4-12

verifying end-host identity 4-12

verifying signature 4-12

device credentials

exporting from DCR as a .csv file

before adding certificates to Security 
Manager 4-12

before running getCerts.pl 4-12

device credentials repository (DCR)

exporting certificates from

using getCerts.pl 4-12

server process 3-5

TCP port 2-4

troubleshooting 3-5

digital certificates

adding to Security Manager

using getCerts.pl 4-11

using loadCerts.pl 4-11

adding to Security Manager in bulk in one 
step 4-11

confirming validity

before using getCerts.pl 4-12

refreshing cache
IN-3
tallation Guide for Cisco Security Manager 3.1



 

Index
and using loadCerts.pl 4-13

requirement to create 6-2

retrieving

after upgrade from 3.0.1 4-11

from devices in bulk 4-11

using perl scripts 4-11

retrieving for unreachable devices 4-14

troubleshooting 3-5

directory encryption, restriction against 2-7, 3-6

documentation

audience for this 1-viii

on Cisco.com 1-xiii

ordering 1-xiii

reviewing updated 1-ix

typographical conventions in 1-viii

documentation, obtaining

Auto Update Server 1-xi

Cisco Security Agent C-1

Cisco Security Manager 1-x

Common Services 1-xi

Performance Monitor 1-xiii

Resource Manager Essentials (RME) 1-xii

documentation feedback, sending to 
Cisco 1-viii, 1-xiii

domain controllers (primary or backup), 
unsupported use 2-7
IN-4
Installation Guide for Cisco Security Manager 3.1
E

encrypted directories, restriction against 2-7, 
3-6

evaluation license

device count limitations 4-6

duration 4-6

upgrading to permanent license 1-8

Event Services software TCP port requirements

HTTP 2-4

listening 2-4

routing 2-4

services 2-4

F

FAQs, in the troubleshooting guide 1-x

files, where stored

Cisco Security Agent

logs C-2

policies 1-7, 3-3

on client systems 1-11

on servers 1-11

file system recommendations 2-6

G

gatekeeper HIPO TCP port 2-4

getCerts.pl

access permissions for running 4-12
OL-11475-10



 

Index
adding certificates to Security 
Manager 4-11

confirming validity of certificates

before using -a argument 4-12

device credentials, exporting to .csv 
file 4-11

syntax, description 4-12

using in conjunction with loadCerts.pl 4-11

getting started with Cisco 
Security Manager 7-4

H

HTTP TCP port 2-3

I

installation

client software 5-5

InstallShield database corruption 5-5

planning and preparation 1-viii

servers

dependencies 2-1

general requirements 2-1

GUI reference A-1

post-installation tasks 6-2

preparatory tasks 3-1

starting an installation 4-5

troubleshooting 4-5

verifying 6-4
Ins
OL-11475-10
installing server software 4-4

Internet Explorer

cache size requirement 5-6, 5-10

confirming the installed Java version 2-10

security settings 5-6, 5-10

versions supported 2-6, 2-9

See also browsers

See also Mozilla

Internet Information Server (IIS)

conflict with Security Manager 3-4, 3-6

requirement to uninstall 3-4, 3-6

Internet Inter-ORB Protocol (IIOP) TCP 
port 2-3

IP addresses

disabling dynamic addresses 3-5

static address requirement 2-7

using a static address 3-5

IPS Event Viewer client

communicating with server 1-5

IPS Event Viewer server

communicating with client

modifying firewall software policy 1-5

installing on a server with CSA 1-5

IPS Manager

importing IPS MC 2.2 data 4-18

migrating from IPS MC 4-3, 4-18

prerequisites to import IPS MC data 4-18

time required to import IPS MC data 4-19

See also IPS MC

IPS MC
IN-5
tallation Guide for Cisco Security Manager 3.1



 

Index
backing up server data 4-3

exporting data 4-3

migrating to IPS Manager 4-3, 4-18

securing the backed-up data 4-3

See also IPS Manager

J

Java

confirming the installed version 2-10

embedded version on client systems 2-10

enabling 7-2

JavaScript, enabling 7-2

L

language versions supported (Windows)

server 2-6, 2-9

LAN Management Solution (LMS), 
unsupported use 3-2, 3-4

licenses

file locations for

Performance Monitor 1-7

RME 1-6

installing 1-10

Product Authorization Key (PAK) 1-9

Security Manager kit part numbers 1-8

settings 1-8

Software License Claim Certificate 1-9
IN-6
Installation Guide for Cisco Security Manager 3.1
understanding 1-8

upgrading 1-8

uploading new 1-8

working with 1-8

license server TCP port 2-4

loadCerts.pl

access permissions for running 4-12

adding certificates to Security Manager

using the .csv file with exported 
details 4-12

enabling certificate authentication

after running the script 4-12

retrieving certificates

for unreachable devices 4-14

running in verbose mode 4-14

running when Security Manager is 
launched

refreshing certificate cache 4-13

syntax, description 4-14

M

McAfee Antivirus

incompatibility 5-6

reenabling 5-9

requirement to disable 5-6

memory (RAM)

client requirements 2-9

server requirements 2-6

modifying firewall software policy 1-5
OL-11475-10



 

Index
Monitoring Center for Performance. See 
Performance Monitor

Mozilla

confirming the installed Java version 2-10

security settings 5-6, 5-10

versions supported 2-6, 2-9

N

NETBIOS, recommendation to disable 3-4

Networking Professionals Connection 1-xiii

network protocols, recommendation to 
disable 3-4

network shares, recommendation to avoid 3-4

Network Time Protocol (NTP) server, 
recommendation to use 2-2, 3-5

Norton Internet Security 2005

incompatibility 5-6, 5-9

requirement to disable 5-6

requirement to uninstall 5-9

NTFS file system, requirement to use 2-6

O

ODBC driver manager

confirming the installed version 2-6

requirements 2-6

working with Sybase files 2-6

OGS TCP port 2-4

online help, tips for viewing 5-1
Ins
OL-11475-10
operating systems

on client systems

Windows 2000 2-9

Windows 2003 2-9

Windows XP Professional 2-9

on servers

Windows 2000 2-6

Windows 2003 Server 2-6

Osagent UDP port 2-4

overview 1-1

P

passwords

admin account 4-6

requirement to use identical passwords 4-6

security basics D-4

strong passwords

characteristics D-3

definition 3-3

how to require 3-3

recommendations D-3

System Identity Account 4-6

peer support, Networking Professionals 
Connection 1-xiii

Performance Monitor

availability 1-xiii

documentation 1-xiii

entitlement to install 1-7

license file location 1-7
IN-7
tallation Guide for Cisco Security Manager 3.1



 

Index
licensing 1-9

overview 1-7

perl scripts

exporting certificates into a .csv file 4-11

loading certificates into Security Manager 
in bulk 4-11

retrieving certificates

after upgrading from 3.0.1 4-11

See alsogetCerts.pl

See also loadCerts.pl

permanent license, upgrading from evaluation 
license 1-8

point patches

applying to a client 5-10

applying to a server 4-21

caution against accepting from a 
third-party 4-20

default location on client systems 5-12

deleting Temp files on client systems 5-7

obtaining 4-20

recommendation to delete Temp files on 
client systems 5-10

version mismatch 5-10

popup blockers

configuring 5-1, 7-2

conflicting with other installed 
software 3-3

disabling 5-1, 7-2

requirements 7-2

troubleshooting 5-1, 7-2

ports
IN-8
Installation Guide for Cisco Security Manager 3.1
required for TCP 2-2

required for UDP 2-2

product registration. See licenses

PSIRT 1-xiii

publications, obtaining additional 1-xiii

R

related documentation, obtaining 1-xi

Remote Copy Protocol TCP port 2-3

removable media drives, security implications 
if compromised 6-4

requirements

client system 2-8

servers

installation, general 2-1

system 2-5

Resource Manager Essentials (RME)

documentation 1-xii

entitlement to install 1-6

installing 1-6

license file location 1-6

licensing 1-9

overview 1-6

S

Secure Shell (SSH) TCP port 2-3

security
OL-11475-10



 

Index
advisories 1-xiii

incidents, obtaining assistance 1-xiii

news from Cisco

registering to receive 1-xiii

RSS feed URL 1-xiii

notices 1-xiii

PSIRT 1-xiii

vulnerabilities, reporting 1-xiii

Security Manager database TCP port 2-4

Security Monitor 4-3

server

configuration

boot settings 3-4

date and time settings 3-5

file locations

database files 1-11

log files 1-11

miscellaneous files 1-11

installations

best practices 3-1

dependencies 2-1

procedures 4-1

performance

best practices for enhancing 3-1

operating environment 2-5, 4-4

preparation checklists 3-1

processes, verifying status 6-5

traffic

required inbound ports 2-2
Ins
OL-11475-10
required outbound ports 2-2

service agreement contracts 1-8

service packs

applying to a client 5-10

applying to a server 4-21

caution against accepting from a 
third-party 4-20

default location on client systems 5-12

deleting Temp files on client systems 5-7

obtaining 4-20

recommendation to delete Temp files on 
client systems 5-10

version mismatch 5-10

service requests

submitting 1-xiii

services

minimum required for Windows 3-4

required for TCP 2-2

required for UDP 2-2

SNMP polling UDP port 2-3

SNMP trap UDP port 2-3

software updates. See point patches

SSL certificate invalidation 3-5

SSL mode (for HTTP server) TCP port 2-3

support

Networking Professionals 
Connection 1-xiii

obtaining from Cisco 1-xiii

service agreement contracts 1-8

Software Application Support 
contracts 1-8
IN-9
tallation Guide for Cisco Security Manager 3.1



 

Index
Sybase, requirement to disable 3-6, 4-5

Sybase database files, requirement to use 
correct ODBC version 2-6

Syslog UDP port 2-3

T

TACACS+ TCP port 2-3

TCP

list of required ports 2-2

list of required services 2-2

technical support (TAC)

obtaining 1-xiii

URL for service requests 1-xiii

Telnet TCP port 2-3

Terminal Services

requirements 2-7, 3-6

unsupported configuration 2-7

Tomcat

Ajp13 connector TCP port 2-4

global library files, where stored 1-11

shutdown TCP port 2-4

training, obtaining 1-xiii

Trivial File Transfer Protocol (TFTP) UDP 
port 2-3

troubleshooting

antivirus scanners 3-3

Cisco Security Agent

blocking a valid operation B-21

blocking network access B-19
IN-10
Installation Guide for Cisco Security Manager 3.1
diagnostic utility B-21

icon appearance changed in system 
tray B-20

obtaining a revised agent from 
TAC B-20

recognizing when the agent is 
disabled B-20

security level is High B-19

setting the security level to 
Medium B-19

untrusted rootkit detected B-19

using the log file B-19

collecting server troubleshooting 
information B-22

DCRServer process does not start 3-5

error messages

client installation B-11

server installation B-2

server uninstallation B-7

file contents cannot be unpacked 4-5

file corruption

executable file 4-5

host-based intrusion software 3-3

incorrect GUI 2-8, 6-5, B-5

installation

does not run B-18

hangs B-4, B-14

reviewing log files B-24

interoperation with CS-MARS 3-5

invalid SSL certificate 3-5

java.security.cert errors 3-5
OL-11475-10



 

Index
mapped drives B-6

missing

GUI B-5

product features B-5

popup blockers 3-3, 5-1, 7-2

security software conflicts 3-3

server processes

changing B-23

restarting B-23

viewing B-23

server self-test B-21

uninstallation

does not run B-18

hangs B-9

using MDCSupport.exe B-22

troubleshooting guide, obtaining 1-x

typographical conventions in this 
document 1-viii

U

UDP

list of required ports 2-2

list of required services 2-2

uninstallation

cautions against

uninstalling from infected servers 4-23

InstallShield database corruption 5-12

recommendation to restart client 
systems 5-13
Ins
OL-11475-10
recommendation to restart servers 4-24

servers

deleting CMFLOCK.TXT 4-24

failure to delete CSCOpx/bin 
folder 4-24

server software 4-24

updates. See point patches

upgrading from

an earlier release 4-8

VMS 4-8

user accounts

admin D-1

casuser D-1

System Identity D-2

understanding D-1

user permissions, understanding D-2

using Security Manager 7-4

V

verifying an installation 6-4

W

web context files, where stored 1-11

Windows services, required 3-4
IN-11
tallation Guide for Cisco Security Manager 3.1



 

Index
IN-12
Installation Guide for Cisco Security Manager 3.1
OL-11475-10



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


