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Preface

This document provides technical guidance on migrating from CiscoWorks VPN/Security Management 
Solution (VMS) to Cisco Security Manager. No further releases of VMS are planned, so to take 
advantage of new features and device support, VMS customers will need to migrate Cisco Security 
Manager. Cisco Security Manager is replacing a number of the applications within the VMS bundle. 

Audience
This document is intended for existing VMS users that are planning and/or performing a migration to 
Cisco Security Manager.

Conventions
This document uses the conventions listed in the table below.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the 
publication. 

Table 1 Document Conventions

Item Convention

Commands and keywords boldface font

Variables for which you supply values italic font

Displayed session and system information screen font

Information you enter boldface screen font

Variables you enter italic_screen font

Menu items and button names boldface font

Selecting a menu item Option  > Network Preferences
v
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Preface
Related Documentation
Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Timesaver Means the described action saves time. You can save time by performing the action described in the 
paragraph.

Tip Means the following information will help you solve a problem. The tips information might not be 
troubleshooting or even an action, but could be useful information, similar to a Timesaver.

Related Documentation
Refer to the following Cisco publications for additional information. These documents are available in 
print, on CD-ROM, and on www.cisco.com.

• Installation Guide for Cisco Security Manager 3.1

• Installation and Release Notes for Cisco Performance Monitor 3.0

• Installing Management Center for Cisco Security Agents 5.2

• Data Migration Guide for LAN Management Solution 2.5.1

• Installation and Setup Guide for Resource Manager Essentials 4.0.3 on Windows (With LMS 2.5.1)

• Installation and Setup Guide for CiscoWorks Common Services 3.0.3 (Includes CiscoView) on 
Windows (With LMS 2.5.1) 

Obtaining Documentation, Obtaining Support, and Security 
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback, 
security guidelines, and also recommended aliases and general Cisco documents, see the monthly 
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical 
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
vi
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Overview

This document provides technical guidance on migrating from CiscoWorks VPN/Security Management 
Solution (VMS) to Cisco Security Manager. 

This chapter contains the following sections:

• VMS Product Migration, page 1-1

• Licensing Considerations, page 1-2

• Server Platform Considerations, page 1-3

• Data Migration Support Summary, page 1-3

• Migration Notes, page 1-4

• Notes on Security Monitor, page 1-5

VMS Product Migration
End-of-Sale and End-of-Life dates are announced for VMS 2.3 at the following URL: 

http://www.cisco.com/en/US/products/sw/cscowork/ps2330/prod_eol_notice0900aecd80653315.html

There are no further VMS releases planned beyond the 2.3 Each application within the VMS bundle 
transitions either by 1) replacement by a new product/application or 2) movement of the application to 
a new product offering. The component applications of VMS 2.3 are listed in Table 1-1 along with the 
corresponding replacement product and application. An end-of-sale and end-of-life announcement will 
follow for VMS, once all VMS applications have completed their transition.

Table 1-1 VMS 2.3 Application Migration

VMS 2.3 Application Replacement Product Replacement Application

Firewall Management Center (MC) 1.3.5 Cisco Security Manager 3.0 or 
higher

Cisco Security Manager 3.0 or higher

Router MC 1.3.1 Cisco Security Manager 3.0 or 
higher

Cisco Security Manager 3.0 or higher

IPS MC 2.2 Cisco Security Manager 3.1 or 
higher

Cisco Security Manager 3.1 or higher

MCP 2.0.2 Cisco Security Manager 3.0 or 
higher

Performance Monitor 3.0 or higher
1-1
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Chapter 1      Overview
Licensing Considerations
Licensing Considerations
The licensing model has changed between VMS and Security Manager and it is important to understand 
the differences when planning the migration.

VMS 2.3 has 3 different versions:

• VMS Basic, which supports a maximum of 5 devices

• VMS Restricted, which supports a maximum of 20 devices

• VMS Unrestricted, which supports an unlimited1 number of devices.

Cisco Security Manager 3.x has three base versions:

• Cisco Security Manager Enterprise Edition (Standard-5)

• Cisco Security Manager Enterprise Edition (Standard-25)

• Cisco Security Manager Enterprise Edition (Professional-50)

The Standard versions support 5 and 25 devices, respectively. The Professional version supports 50 
devices and supports incremental device license packages available in increments of 50, 100, 500, and 
1000 devices. The Professional version supports the management of the Catalyst 6500 and its associated 
services modules, while the Standard versions do not include this support.

When migrating from VMS to Security Manager, you should pay attention to licensing to ensure a 
sufficient device count support and device type support. Extra attention should be paid in the case of 
VMS Unrestricted used with large networks. When migrating to Security Manager you might need to 
acquire additional device count licenses to cover the size of the network. If Catalyst 6500 services 
modules will be managed, the Cisco Security Manager Professional version is required. 

VMS customers can get information about upgrading to Security Manager from 
http://www.cisco.com/go/csmanager.

Cisco Security MARS is provided as an appliance and different models are available based on the 
required events per second (EPS) load handling requirements. Information on Cisco Security MARS is 
available at http://www.ciscocom/go/mars.

For more information about Cisco Security Agent, visit http://www.cisco.com/go/csa.

Auto Update Server 1.3 Cisco Security Manager 3.0 or 
higher

Auto Update Server 3.0 or higher

RME 3.5 Cisco Security Manager 3.0 or 
higher

RME 4.0.x

Security Agent MC 4.5 Cisco Security Agent 5.2 and 
higher

Cisco Security Agent MC 5.2 and higher

Security Monitor 2.2 Cisco Security MARS1 Cisco Security MARS

1. Cisco Security MARS is provided in an appliance form factor unlike VMS and Security Manager which are software only and installed on a 
customer-supplied server.

Table 1-1 VMS 2.3 Application Migration (continued)

VMS 2.3 Application Replacement Product Replacement Application

1. Unlimited from a licensing perspective. Performance limitations would limit the actual number of devices that 
could be managed by a single VMS server.
1-2
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Server Platform Considerations
Server Platform Considerations
When planning a migration from VMS to Security Manager, you should to take into account the 
differences in server platform requirements between the two products. Table 1-2 summarizes the server 
operating system support for VMS and Security Manager. VMS is available on both Windows and 
Solaris operating systems. However, Security Manager is only available on Windows. Therefore, if you 
are using VMS on Solaris you cannot migrate to Security Manager unless you switch to a Windows 
platform.

VMS does not support Windows 2003, while Security Manager does. Because Microsoft has retired 
mainstream support for Windows 2000, you may want to migrate to Windows 2003 for use with Security 
Manager.

There are also differences between VMS 2.3 and Security Manager 3.0 in the minimum server hardware 
requirements as shown in (Table 1-3). Given the increased requirements for Cisco Security Manager 3.0, 
you might need to upgrade the server being used for VMS or use a new server that meet the requirements.

Data Migration Support Summary
There are few data migration tools available when migrating from VMS to Cisco Security Manager. The 
data migration support that is available is summarized in Table 1-4. For some applications there is no 
data migration support. This document provides strategies and recommendations for migrating to 
Security Manager where automated data migration tools are not available. For those Security Manager 
applications where data migration is supported, the upgrade and migration procedures are covered in the 
indicated installation guide.

Table 1-2 Comparison of Server Operating System Support

Operating System VMS 2.3 Security Manager 3.0 & 3.1

Windows 2000 Professional, Server, or 
Advanced Server

Supported Supported

Windows 2003 Standard Edition or 
Enterprise Edition

Not Supported Supported

Solaris 8 Supported Not Supported

Table 1-3 Comparison of Windows Server Hardware Requirements

Hardware Attribute VMS 2.3 Security Manager 3.0 & 3.1

CPU 1 GHz or faster Pentium 2 GHz or faster Pentium 4

RAM 1 GB minimum 2 GB minimum

Free Disk Space 9 GB minimum 20GB minimum
1-3
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Migration Notes
Migration Notes
This section provides brief notes on specific VMS applications:

Notes on AUS, page 1-4

Notes on Security Monitor, page 1-5

Notes on AUS
Automated data migration from AUS 1.3 to AUS 3.0 is not supported. If AUS is used simply as a 
deployment method for device configurations, you do not need to perform any additional configuration 
of AUS after installation. All device inventory and deployment information is configured in Security 
Manager.

However, if you use AUS to update PIX software images or PIX device manager images, these images 
need to be loaded in to AUS 3.0. Likewise all file to device assignments need to be re-created. You cannot 
transfer historical event data from AUS 1.3 to AUS 3.0.

Table 1-4 Data Migration Support Summary

VMS 2.3 Application
Replacement 
Application

Automated Data 
Migration Supported? Migration Instructions

Firewall MC Security Manager 3.0 or 
higher

No Migrating from Firewall MC

Router MC Security Manager 3.0 or 
higher

No Migrating from Router MC

IPS MC 2.2 Security Manager 3.1 or 
higher

Partial Migrating from IPS MC

AUS 2.2 AUS 3.0 or higher No See Notes on AUS

MCP 2.0.2 Performance Monitor 
3.0 or higher

Partial1

1. A limited data migration utility is provided which migrates the device inventory and credentials from MCP 2.0.2 to Performance Monitor 3.0.

Installation and Release Notes for Cisco 
Performance Monitor 3.0

RME 3.5 RME 4.0.3 Yes Installation and Setup Guide for 
Resource Manager Essentials 4.0.3 on 
Windows (With LMS 2.5.1) and Data 
Migration Guide for LAN Management 
Solution 2.5.1

Common Services 2.2. Common Services 3.0.3 Yes Installation and Setup Guide for 
CiscoWorks Common Services 3.0.3 
(Includes CiscoView) on Windows (With 
LMS 2.5.1) and Data Migration Guide for 
LAN Management Solution 2.5.1

Security Monitor 2.2 Cisco Security MARS No —

Security Agent MC 4.5 Security Agent MC 5.2 Yes Installing Management Center for Cisco 
Security Agents 5.2
1-4
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Chapter 1      Overview
Migration Notes
Notes on Security Monitor
Cisco Security MARS is the recommended replacement product for Security Monitor. There is no data 
migration supported between Security Monitor and Cisco Security MARS.
1-5
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Migration Notes
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C H A P T E R 2

Migrating from Firewall MC

This chapter provides information and considerations that you should know before you migrate from 
Firewall MC to Security Manager 3.0. As mentioned in the Overview chapter, Security Manager 3.0 does 
not provide automated data migration from Firewall MC to Security Manager. The strategy for migrating 
from Firewall MC to Security Manager 3.0 is based on leveraging the device setting discovery 
capabilities of Security Manager and then performing manual adjustments as needed to the discovered 
settings.

This chapter contains these sections:

• Device Bootstrapping, page 2-1

• Supported Device OS Versions, page 2-2

• Device Inventory and Configuration Discovery, page 2-2

• Building Blocks and Policy Objects, page 2-3

• Device Configuration Settings, page 2-5

• Device Grouping and Policy Inheritance Differences, page 2-7

• Access Rules Description Patch, page 2-14

• Differences involving NAT when Defining Access Rules, page 2-16

• Automatic Identity Translation Rules, page 2-18

• VPN Configuration, page 2-18

• Miscellaneous Caveats, page 2-18

Device Bootstrapping
There are differences in the device bootstrapping requirements between Firewall MC and Security 
Manager. Firewall MC uses SSH for communication with PIX and FWSM devices. When these devices 
become managed by Security Manager, you will need to configure them for SSL. The SSH configuration 
can be retained; however, Security Manager does not use or require SSH for managing PIX or FWSM 
devices. Detailed instructions for bootstrapping devices for use with Security Manager are provided in 
the User Guide for Cisco Security Manager 3.0. See the section entitled Preparing the Devices for 
Security Manager to Manage.
2-1
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Chapter 2      Migrating from Firewall MC
Auto Update Server
Auto Update Server
Firewall MC supports using the Auto Update Server as a deployment transport option for PIX devices. 
If the AUS server IP address changes when migrating to AUS 3.0 (included with Security Manager 3.0), 
you need to update the auto-update server statement on each affected device. You can update the 
device AUS settings in Firewall MC and deploy to the devices before migrating to the new AUS 3.0 
server. The AUS settings can also be configured using the CLI interface of the device, the PIX Device 
Manager, or Security Manager. If you change the AUS settings using Security Manager, then you will 
need to use a non-AUS transport option to make the update. Once you update the AUS settings on the 
device, you can configure Security Manager to use AUS as the deployment transport option.

Supported Device OS Versions
Cisco Security Manager 3.0 supports all PIX and FWSM devices that are supported by FWMC; however, 
there are differences in the specific supported OS versions. See the Supported Devices and Software 
Versions for Cisco Security Manager 3.0 to ensure that the device OS version is supported by Cisco 
Security Manager 3.0.

Device Inventory and Configuration Discovery
There is no device inventory data migration supported between Firewall MC and Cisco Security 
Manager. You can add device information into Cisco Security Manager using various methods as 
described in the User Guide for Cisco Security Manager 3.0. 

Note that Security Manager only supports importing from configuration files consistent with the show 
running configuration command output format. In some cases configuration files generated by 
Firewall MC may not follow the show running configuration format and hence not import correctly. If a 
Firewall MC-generated configuration file is used, then you might need to modify the file to bring it into 
conformance with the show running configuration format. The following are some known issues that 
would need to be manually corrected:

• The device software version should be set to the actual version running on the device and also must 
be a version supported by Security Manager. Also the comment prefix needs to be removed. Without 
a valid, uncommented version CLI at the top of the configuration file the device cannot be imported 
into Security Manager.

For example, in the Firewall MC generated configuration file, the version might be a commented 
line as:

...
:FWSM Version 1.1(3)
...

Assuming the software version on the device is 2.3(1), change this to:

...
FWSM Version 2.3(1)
...

• All the interfaces on the device require the interface CLI statement and this statement is not 
always included in Firewall MC-generated configuration files. For example, an interface may only 
have the following statements: 
2-2
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Building Blocks and Policy Objects
...
nameif vlan17 outside security0
ip address outside 10.238.3.20 255.255.255.240
mtu outside 1500
...

In which case the following statement needs to be added:

interface outside

Another tip is to use the Group Discovery feature in Firewall MC before generating device 
configurations that will be added to Security Manager. You can access the Group Discovery feature from 
the access rule tables. An algorithm identifies rules that can be grouped together. Group discovery also 
attempts to express the rules using either existing or new building blocks. Newly created groups have the 
name prefixes MC-SGroup (for a service group) and MC-NGroup (for a network object).The advantage 
of the building blocks is that when Firewall MC generates the CLI configuration, it will more likely 
represent the building blocks as PIX object groups. Security Manager can then discover the PIX object 
groups and represent them as re-usable objects in Security Manager.

Building Blocks and Policy Objects
Firewall MC supports the definition of named, re-usable policy components called building blocks. 
Security Manager provides the equivalent capability, however, they are called policy objects in Security 
Manager. Sometimes a building block definition only exists in the management layer and is not evident 
as an equivalent named object in the device configuration. Other times the device itself may support 
named, reusable objects and in those cases where Firewall MC leverages that device capability, Security 
Manager can discover the building block definition from the device itself. Depending on the type of 
building block you may need to manually create the equivalent Policy Object in Security Manager before 
doing device additions. Table 2-1 lists each building block type in Firewall MC, the equivalent Policy 
Object in Security Manager, and what level of migration is supported through the device discovery 
features of Security Manager. 
2-3
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Building Blocks and Policy Objects
Table 2-1 Migration of Firewall MC Building Blocks

Firewall MC Building 
Block

Security Manager 
Equivalent Discovery Supported by Security Manager

Network Objects Network/Hosts Policy 
Object

Partial. Where Firewall MC has utilized the object 
group capability of PIX/FWSM, Security 
Manager creates corresponding network/host 
policy objects. However, in some cases even 
though a building block has been defined in 
Firewall MC, Firewall MC may not deploy it to the 
device as an object group. An example of such a 
case is when the building block consists of a single 
host address.

Service Definitions Services Policy Object Partial. Service Definitions present in Firewall 
MC must be manually re-entered in Security 
Manager first. When they are present in Security 
Manager they will be properly associated with 
discovered device configurations.

Service Groups Service Groups Policy 
Object or Port Lists 
Policy Object

None. Service Groups will not be associated in the 
discovered configuration, even if the Service 
Group has been defined in Security Manager. 
Service Groups instead are discovered as Port 
Lists Objects in Security Manager. You must 
switch these over manually to a Service Group 
Object if desired. The device configurations, 
however, are consistent and correct if left as a Port 
List Object definition.

AAA Server Group AAA Server Groups 
Policy Object

Full

Address Translation 
Pool

Address Pools 
Shareable Policy

Partial. Address Pools are discovered as local to 
the device. You can manually convert the pools to 
a shared policy and then apply them to the 
appropriate devices.

Categories Categories None. Categories are meta information which 
have no appearance in the device configurations. 
Hence, they cannot be discovered by Security 
Manager from the device. A further limitation is 
that Security Manager has a maximum of 10 
Categories while Firewall MC has no predefined 
limit.
2-4
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Chapter 2      Migrating from Firewall MC
Device Configuration Settings
Building blocks in Firewall MC are also defined in the context of the device grouping hierarchy. For 
example, it is possible to have a Network Object building block defined at the scope of the Global group 
called MyFTPServer with a value of 10.10.10.1 and another one of the same name, but with a value of 
10.10.10.2 defined within the scope of one of the subgroups. A rule defined on a device using the 
MyFTPServer will get the appropriate value for the object based on its position in the grouping 
hierarchy. 

In contrast, policy objects in Security Manager are defined independently of any device grouping 
hierarchy. In Security Manager, if two different FTP server definitions are required, you would create 
two shareable Network/Host policy objects with different names and then assign them to the appropriate 
devices. Another way to achieve the two different FTP server definitions is the device-level override 
feature of Security Manager. When a policy object is defined, you can specify whether to allow 
device-level overrides. If enabled, you can modify the value for a given policy object on a per-device 
basis as needed. 

As a result if the hierarchy feature for building blocks has been used in Firewall MC, you will need to 
come up with an equivalent arrangement using the different mechanisms available in Security Manager. 

Device Configuration Settings
Firewall MC allows you to configure many different device settings. You can configure device settings 
at the device level or anywhere in the group hierarchy. At any level in the hierarchy you can specify that 
the settings should be inherited from the level above. You can also specify whether the settings at a 
particular level should be default or mandatory. Default settings can be overridden at a lower level in the 
hierarchy. Mandatory settings cannot be overridden for any children entities lower in the hierarchy. 

Security Manager has a simpler device configuration settings model compared to Firewall MC. In 
Security Manager, a particular category of device configuration can be defined as a shareable policy and 
then assigned to devices. In Security Manager, there is no hierarchy of device configuration policies and 
device configuration policies are not associated with device groups. Likewise there is no concept of 
default or mandatory settings for device configuration policies, rather just policy assignment to the 
device. 

IPSec Transform Sets IPSec Transform Sets None. Existing VPN settings in general are not 
discovered by Security Manager. VPN settings are 
retained on the device, however, there is no 
appearance of them in Security Manager. VPN 
configurations must be redefined in Security 
Manager.

IPSec Tunnel Templates - None. Refer to the comment above for IPSec 
Transform. Security Manager does not have an 
exact equivalent for the IPSec Tunnel Template 
building block. Instead the same settings are 
covered by a combination of the IKE Proposals 
and IPSec Transform Sets policy objects.

Table 2-1 Migration of Firewall MC Building Blocks

Firewall MC Building 
Block

Security Manager 
Equivalent Discovery Supported by Security Manager
2-5
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Device Configuration Settings
Figure 2-1 shows an example device configuration setting arrangement for SNMP settings. At the Global 
Device Group settings are defined, but the Mandatory for Children option is not selected, allowing the 
use of different settings lower in the hierarchy. Device A is contained by the Global Group and is 
inheriting the Global settings. Another SNMP settings is defined at the DataCenter device group. In this 
case the DataCenter SNMP settings are defined as mandatory for all children devices. 

Figure 2-1 Example Device Configuration Settings for SNMP in Firewall MC

The equivalent arrangement in Security Manager is accomplished by creating two shared SNMP 
policies, one with the Global settings and another with the DataCenter settings (Figure 2-2). The Global 
policy is assigned directly to Device A and the DataCenter policy directly to Device B. 

When a device is added to Security Manager, the particular device configuration settings are discovered 
as local non-shared settings. It is then a simple matter to convert the desired settings category (such as 
SNMP) to a named shared policy which can then be re-used and assigned to additional devices. 

Figure 2-2 Corresponding Device Configuration Setting in Security Manager

Device A

Device B

Global SNMP Settings
Inherit from Parent: N/A
Mandatory for Children: No

DataCenter SNMP Settings
Inherit from Parent: No
Mandatory for Children: Yes

Global SNMP Settings
Inherit from Parent: Yes
Mandatory for Children: N/A

DataCenter SNMP Settings
Inherit from Parent: N/A
Mandatory for Children: N/A

Global

DataCenter

15
45

35

Device A

Device B

Global SNMP 
Policy

DataCenter SNMP 
Policy

Policy
Assignment

15
45

36

Policy
Assignment
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Device Grouping and Policy Inheritance Differences
Configuration Additions
Configuration Additions are a special category of device configuration supported by Firewall MC. 
Configuration Additions enable you to define CLI statements to be either prepended or appended to the 
configuration deployed by Firewall MC to the device. If the defined CLI covers features not managed by 
Security Manager, you should define the corresponding CLI manually in Security Manager using the 
FlexConfig feature. Doing so will ensure continued presence of the CLI additions on the device. 

The FlexConfig feature in Security Manager has many enhancements compared to the Firewall MC 
Configuration Additions. Although you can copy the CLI from the Firewall MC Configuration Additions 
into a FlexConfig, FlexConfig also enables you to use variables that provide access to all the richness of 
the Security Manager policy object definition framework. Therefore you can better organize and 
optimize any necessary CLI additions using the FlexConfig feature.

FlexConfigs are treated in Security Manager just as any other device configuration setting. As such, 
FlexConfig settings on a device can be converted to a named shareable policy. Individual FlexConfigs 
can be defined as shareable policy objects and used in a larger device-level FlexConfig policy.

Device Grouping and Policy Inheritance Differences
Device grouping and policy inheritance provide the foundation for scalable multi-device management. 
Both Firewall MC and Cisco Security Manager support these capabilities, however, there are key 
differences you need to consider before migration.

Device Grouping Differences
Firewall MC enables you to define a device group hierarchy. There is a fixed top-level group called 
“Global” and you can define a hierarchy of subgroups under the Global group. You then explicitly assign 
devices to one and only one group within the hierarchy. Firewall MC does not support rule-based 
grouping, where a device is automatically assigned to a group based on characteristics of the device. 
Figure 2-3 shows an example Firewall MC device group hierarchy. A device can be contained directly 
by the Global group or any subgroup.
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Figure 2-3 Example Firewall MC Group Hierarchy

With Security Manager you can define up to ten group hierarchies, where the top level of each hierarchy 
is identified by a Group Type that you define. You can then define a hierarchy of groups under each 
Group Type. You can assign a given device to none or at most one group for a given Group Type. Since 
you can have multiple Group Types, you can assign a given device to multiple groups, however, each of 
these groups will be a different Group Type. There is also a default Group Type called “All”, which 
contains all devices. As with Firewall MC, you explicitly define the device to group assignments and 
rule-based grouping is not supported. 

If you want to have the same group hierarchy that was defined in Firewall MC in Security Manager, then 
you need to manually redefine this hierarchy using one of the available Group Types. Likewise when 
devices are added in Security Manager, you need to manually assign the device to the correct group 
within the re-created hierarchy. Security Manager 3.0 does not support importing device groups and 
device group assignments maintained in Firewall MC.

Figure 2-4 shows an example device group hierarchy for Security Manager, where a group hierarchy 
equivalent to the one present in the Firewall MC example (Figure 2-3) is created under Group Type 1. 
Notice that devices cannot be contained directly by the Group Type itself. So to simulate the Firewall 
MC Global group, a single group labeled SubGroup0 is created under the Group Type. Also a device can 
be assigned to additional groups, but to no more than one group per Group Type. 

Group Types and groups can be defined as any user meaningful values. For example, a Group Type of 
Location could be defined and then Groups such as Edge, Core, and Distribution could be defined. A 
second Group Type could be defined as such as DeviceType and Groups created under it such as PIX and 
FWSM, etc. 

A complete description of the Firewall MC grouping can be found in Using Management Center for 
Firewalls. Likewise a complete description of Cisco Security Manager grouping features is available in 
the User Guide for Cisco Security Manager 3.0. 
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Figure 2-4 Example Cisco Security Manager Group Hierarchy

Policy Inheritance and Assignment Differences
In Firewall MC there is a strong relationship between policy inheritance and assignment and device 
groups. In fact, the device group hierarchy and policy hierarchy are one in the same. Security Manager, 
however, has decoupled the device group hierarchy from the policy hierarchy to allow greater flexibility. 
In Security Manager a device gets its settings based on either its local settings or an explicit assignment 
of a shared policy on the device. 

Device groupings in Security Manager can facilitate the bulk assignment of a policy to a set of devices, 
however, the assignment is always maintained to the specific device. Therefore, if a policy is assigned 
to a set of devices in Group A and then later a new device is added to Group A, the new device does not 
automatically pick up the policy assignment made previously to the Group A devices.

When migrating from Firewall MC where policy inheritance has been used, the main challenge involves 
re-establishing the policy hierarchy in Security Manager. To accomplish this, you can leverage the 
discovery features of Security Manager. When Security Manager discovers the settings on a device 
previously managed by Firewall MC, Security Manager treats all the settings as local to that device. The 
policy hierarchy is re-established by converting the appropriate local settings to named shared policies, 
which can then be assigned to additional devices brought over into Security Manager. 

An example procedure involving firewall access rules, which have been organized in a hierarchy follows:

. . .. . .
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Step 1 Add the device into Security Manager using either the Add Device from Network or the Add Device 
from Configuration File method. Under Discover Device Settings, leave the default selection of Policies 
and Inventory with Platform Settings and Firewall Policies selected.

Step 2 After the device has imported go to Firewall > Access Rules. Select the first set of rows to be copied into 
a shared policy. 

Step 3 Switch to Policy view and create an access rule policy. Paste the rules to the appropriate mandatory or 
default portion of the rule table and then click Save. Switch back to Device view. 

Step 4 Repeat Steps 2 and 3 until all rules have been copied into the appropriate policies.

Step 5 Establish the policy hierarchy by selecting a given policy, right-click and choose Inherit Rules. Specify 
the parent for the policy. Repeat this step for each policy that requires a parent assignment to create the 
complete hierarchy. 

Step 6 Return to Device view and delete all rules from the Access Rule table except for any rules local to the 
device (not part of a shared policy). 

Step 7 If local rules are present, select Access Rules, right-click, and select Inherit Rules. Select the Access 
Rules Policy that this device should inherit from. 

Step 8 If local rules are not present, select Access Rules, right-click, and instead select Assigned Shared 
Policy and select the Access Rules Policy that should be assigned to this device.

The policy hierarchy that was present in Firewall MC is now established in Security Manager for the 
device. 

Figure 2-5 shows an example hierarchy of access rules illustrating both mandatory and default rules as 
well as shared and local device rules. 

Figure 2-5 Sample Access Rule Policy Hierarchy

Figure 2-6 shows the policy hierarchy in Figure 2-5 implemented in Firewall MC.

Global Policy

DataCenter Policy

Local Device
Settings

Mandatory :
Permit Any WebServer HTTPS
Permit LocalLAN WebServer WebAdmin
Default :
Deny Any Any IP

Mandatory :
Permit LocalLAN WebServer Telnet

Default :
Permit Any WebServer DNS Resolving 15

45
39
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Figure 2-6 Sample Access Rule Policy Hierarchy Implemented in Firewall MC

Figure 2-7 shows the device just after it has been added to Security Manager. All the discovered access 
rules are local to the device in Security Manager. At this point you should begin copying the appropriate 
rules from the access rule table to shareable policies to recreate the hierarchy.

Figure 2-7 Corresponding Access Rule in Security Manager after Device Import

Figure 2-8 shows the construction of the Global policy. The mandatory and default global rules have 
been copied from the device access list and pasted into the new Global policy.
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Figure 2-8 The Creation of the Global Policy with Corresponding Access Rules Copied In

Figure 2-9 shows the completed policy hierarchy. The DataCenter policy has been created with the 
corresponding rules copied over from the device access list. The DataCenter policy has been set to inherit 
from the Global policy.
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Figure 2-9 The Completed Policy Hierarchy

Figure 2-10 shows Device view again, but now with all the non-local access rules removed and the 
remaining local access rules set to inherit from the DataCenter policy. Now the device has the same set 
of rules and the same policy hierarchy as was defined in Firewall MC. 
2-13
Migrating from CiscoWorks VPN/Security Management Solution to Cisco Security Manager

OL-10111-01



 

Chapter 2      Migrating from Firewall MC
Access Rules Description Patch
Figure 2-10 The Device with the Local Rules and Inherited Shared Policy

When additional devices are imported into Security Manager, you can re-use shared policies that have 
already been created. If there are no missing policies to create, you simply delete all the non-local access 
rules on the device and inherit from the appropriate shared policy.

If there are no strictly local policies on the device, you can do bulk assignments of a policy to devices in 
a single operation, rather than device by device.

Access Rules Description Patch
This section describes a patch which is available to facilitate the migration of Access Control Entry 
(ACE) descriptions. 

Patch Background and Overview
Using Firewall MC you can define an optional description for each access rule. Normally the 
descriptions can not be migrated to Security Manager, because they are not present in the deployed 
configuration file or on the device for Security Manager to discover. However, an Access Control List 
(ACL) remark patch is available for Firewall MC that enables Firewall MC to include the descriptions 
in the deployed configuration file. With the descriptions present in the configuration file, you can 
migrate the descriptions to Security Manager. Two ACL remark patch versions are available: one for 
Firewall MC 1.3.4 and the other for 1.3.5 (Windows version only). 
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The ACL remark patch deploys the device configuration with the ACE descriptions (using the remark 
keyword in the CLI) to a separate directory: $NMSROOT\MDC\PIXMC\deploy\CSM_Migration. 
$NMSROOT is the directory in which Firewall MC is installed (Default C:\Program Files\CSCOpx). The 
deployed device config files are named $DeviceName.cfg. For example, if the device name is PIX-A , 
then the deployed config file is named PIX-A.cfg.

The associated ACE remark CLI will precede the ACE in the deployed configuration as shown in the 
example below:

access-list out-acl remark Permit HTTP traffic to the web server
access-list out-acl permit tcp any host 192.168.10.1 eq http

You can download these patches from Cisco.com. Go to http://www.cisco.com/go/vms, then select 
“Download Software”, then access the component level updates for Management Center for Firewalls 
(Firewall MC). The readme file for the patches includes important information on how the patch works 
and how to use it correctly.

Using the Patch
Refer to the patch readme file for patch installation instructions. Once the patch is installed, the 
following procedure describes how to generate configuration files that include the ACE descriptions.

Note Perform Steps 1 through 4 for devices with OS versions below PIX 6.3(0) or FWSM 2.1(0), otherwise 
proceed to Step 5.

Step 1 Select Configuration > Device Settings > Firewall OS Version.

Step 2 In the Supported FWSM OS Version select FWSM2.1(0) or higher in the case of a FWSM device.

Step 3 In the Supported Firewall OS Version select PIX6.3(0) or higher in the case of a PIX device.

Step 4 Re-configure failover CLI for FWSM version above 2.1.(x) by selecting Configuration > Device 
Settings > Failover > FWSM 2.x System Config. Complete the settings on this screen based on the type 
of failover employed for the FWSM.

Note Begin here for devices with PIX OS version 6.3(0) and above or FWSM OS version 2.1(0) and above. 

Step 5 Select Configuration > MC Settings > Management.

a. Using the Object Selector, select Global.

b. Click the None radio button for Configuration Optimization Level on Generation 

c. Select the Enforce/Mandate settings for children check box.

Step 6 Select Configuration > MC Settings > Object Grouping.

a. Select the Keep option from the Group Handling during Import and Generate combo box.

b. Select the Enforce/Mandate settings for children check box.

Step 7 Select Configuration > Access Rules > Firewall Rules.

Step 8 Using the Object Selector, select a device that you plan to migrate to Security Manager. 

a. Select all the rules in the rule table in that scope.

b. Click Discover Groups. A pop-up window entitled Select Building Blocks to Discover appears.
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c. Click the Create new building blocks as needed radio button.

d. Click OK. A pop-up window entitled Discovered Groups appears.

e. Click OK to accept the changes.

Note The newly created groups will have the names MC-SGroup (for a service group) and MC-NGroup (for 
a network object).

Step 9 Repeat Step 8 for all groups in the hierarchy above the selected device, both mandatory and default rules.

Step 10 Under Actions, choose the Save, Generate, and Deploy toolbar button. 

Step 11 When the generation is complete select Deploy Now.

You can retrieve the generated configuration files under 
$NMSROOT\MDC\PIXMC\deploy\CSM_Migration and then use them to import the devices into 
Security Manager. After use of the patch is complete you should uninstall the patch as described in the 
patch readme file.

Differences involving NAT when Defining Access Rules
Firewall MC enables you to specify all access rules using local IP addresses, and then it automatically 
translates the local address to the global address where required when deploying the configuration to the 
device. One advantage of this approach is that there is never any ambiguity as to whether an address is 
local or global, because local addresses are always used in the access rules. Security Manager on the 
other hand does not perform such translations. Instead, the actual IP addresses that are required in the 
device configuration need to be specified in the rule table. The advantage to this approach is that the rule 
table in the Security Manager GUI matches the actual addresses that would be seen by examining the 
device CLI. 

No special steps are required when migrating from Firewall MC to Security Manager as a result of this 
difference in behavior. However, you should understand the differences when comparing the rule tables 
between the two applications.

To better understand the differences let’s looks at a specific example. Figure 2-11 shows an example 
network configuration involving a PIX Firewall, static NAT, and access rules. In the example a web 
server is located on the dmz interface with a local address of 10.1.2.2. A static NAT entry is created to 
map the local address of 10.1.2.2 to a global address of 209.165.201.11 which clients on the outside 
interface can use to access the web server. An access rule is created on the outside interface to permit 
traffic from any address to the web server on port 80 (http). Likewise an access rule is created on the 
inside interface to permit traffic from any address to the web server on port 80 (http). These access rules 
employ a network building block for the web server called MyWebServer with a value of 10.1.2.2 (that 
is, the local address). The completed rules are shown in Figure 2-12.
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Figure 2-11 Example PIX Configuration with Static NAT and Access Rules

Figure 2-12 Completed Rules in Firewall MC

When the configuration is deployed, Firewall MC automatically translates the local address for the 
MyWebServer to the global address, which is what is required for the access rule on the outside interface. 
It does this by creating another object group in the device configuration for the global address of the Web 
Server. The following shows the resulting CLI configuration fragment.

...
:  Object group MyWebServer
object-group network MyWebServer
  network-object 10.1.2.2 255.255.255.255
:
:  Object group MyWebServer_1M640
object-group network MyWebServer_1M640
  network-object 209.165.201.11 255.255.255.255

: Static Commands
static (dmz,outside) 209.165.201.11 10.1.2.2 netmask 255.255.255.255 0 0
:
: acl_mdc_outside_access Access List
access-list acl_mdc_outside_access permit tcp any object-group MyWebServer_1M640
 eq 80 log default
access-group acl_mdc_outside_access in interface outside
:
: acl_mdc_inside_access Access List
access-list acl_mdc_inside_access permit tcp any object-group MyWebServer eq 80

10.1.1.1 (inside )

209.165 .201 .1 (outside )

10.1.2.1 
(dmz)10.1.2.2 (local )

209.165 .201 .11 (global ) 
WebServer

15
45

45
2-17
Migrating from CiscoWorks VPN/Security Management Solution to Cisco Security Manager

OL-10111-01



 

Chapter 2      Migrating from Firewall MC
Automatic Identity Translation Rules
log default
access-group acl_mdc_inside_access in interface inside
:
...

When this device is added to Security Manager, Security Manager discovers and represents the addresses 
just as they appear in the CLI. Two network objects are discovered for the web server, one with the local 
address and the other with the global address. The discovered rules are shown in Figure 2-13.

Figure 2-13 Discovered Rules in Security Manager

Automatic Identity Translation Rules
Firewall MC has a feature to automatically define identity NAT rules. You can configure this option in 
Firewall MC under Configuration > MC Settings > Management > Identity Address Translation 
Rules. When such identity translation rules are automatically defined, they appear in the device 
configuration, however, not in the Firewall MC Translation Rules GUI. Security Manager does not 
provide an automatic identity translation rules feature, so you need to explicitly define each translation 
rule. As a result Security Manager also shows all translation rules in its GUI. 

VPN Configuration
Firewall MC supports the ability to manage VPN features of PIX devices. Security Manager 3.0, 
however, does not support the ability to discover existing VPN configurations on devices. Therefore, to 
migrate from Firewall MC management of VPN settings to Security Manager you must redefine an 
equivalent IPSec configuration using the Security Manager GUI. It is recommend to first delete the VPN 
configuration on the device from Firewall MC before the migration. When the device is added to 
Security Manager an equivalent VPN configuration can be defined and deployed to the device. 

Miscellaneous Caveats
This section includes additional caveats you should be aware of when migrating from Firewall MC to 
Security Manager.
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Access Rule Categories
In Firewall MC you can also define an optional category for each access rule. The category information 
does not appear in the device configuration, so the category information cannot be migrated to Security 
Manager through device discovery. If you want to retain the category information, you need to manually 
set the category for each discovered access rule in Security Manager.

Multiple Service Types in a Rule
A single access rule defined with Firewall MC that has multiple service types (for example, tcp and udp), 
is migrated to multiple rules in Security Manager.
2-19
Migrating from CiscoWorks VPN/Security Management Solution to Cisco Security Manager

OL-10111-01



 

Chapter 2      Migrating from Firewall MC
Miscellaneous Caveats
2-20
Migrating from CiscoWorks VPN/Security Management Solution to Cisco Security Manager

OL-10111-01



 

Migrating from CiscoWorks VPN/Securit
OL-10111-01
C H A P T E R 3

Migrating from Router MC

This chapter provides an overview of migrating from Router MC to Security Manager 3.0. This Chapter 
contains the following sections:

• Device Bootstrapping, page 3-1

• Supported Device OS Versions, page 3-2

• Device Inventory, page 3-2

• Building Blocks and Policy Objects, page 3-2

• Security Manager Discovery for IOS Routers, page 3-3

Device Bootstrapping
There are differences in the device bootstrapping requirements between Router MC and Security 
Manager. Detailed instructions for bootstrapping devices for use with Security Manager are provided in 
the User Guide for Cisco Security Manager 3.0. See the section in Chapter 5 entitled Preparing the 
Devices for Security Manager to Manager.

Direct Deployment to Device
When deploying directly to a device, Router MC uses SSH to communicate with IOS routers. Security 
Manager uses both SSL and SSH by default, so you need to enable SSL in addition to SSH on a device. 
However, you can configure Security Manager to use SSH only, if required. 

Auto Update Server
Router MC supports using the Auto Update Server as a deployment transport option for IOS routers. If 
the AUS server IP address will change when migrating to AUS 3.0 (included with Security Manager 3.0), 
then you need to update the cns exec statement on each affected device. You can configure the AUS 
settings using the CLI interface of the device.
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CNS Configuration Engine and Token Management Server
Security Manager introduces two new deployment transport options, which were not available in Router 
MC: the CNS Configuration Engine and Token Management Server (TMS). If either of these transport 
options will be used, you need to follow the respective device-specific bootstrapping steps.

Supported Device OS Versions
Cisco Security Manager 3.0 supports IOS 12.3, while Router MC supports IOS 12.2 and 12.3. As a result 
you must upgrade routers to IOS 12.3 for management by Security Manager. For detailed IOS support, 
refer to the Supported Devices and Software Versions for Cisco Security Manager 3.0 document.

Device Inventory
You cannot export the device inventory data from Router MC and then import the data into Security 
Manager. You can add device information to Security Manager using various methods as described in 
User Guide for Cisco Security Manager 3.0. 

Building Blocks and Policy Objects
Router MC supports the definition of named, re-usable policy components called building blocks. 
Security Manager provides the equivalent capability; however, they are called policy objects in Security 
Manager. IOS does not support the concept of building blocks or policy objects. As a result the meta 
information for a building block in Router MC, such as the building block name and description, does 
not appear in the device configuration. When the device is added to Security Manager, the building block 
meta information cannot be discovered from the device. If you need to retain the specific names of the 
building blocks, you need to first re-create the building blocks in Security Manager as the corresponding 
policy objects. Then when Security Manager discovers the device configuration, it will match it with the 
corresponding policy objects in some cases. Refer to Table 3-1 for details on the e level of Router MC 
building block data migration to Security Manager. 
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Building blocks in Router MC are also defined in the context of the device grouping hierarchy. For 
example, you can have a Network Object building block defined at the scope of the Global group called 
MyFTPServer with a value of 10.10.10.1 and another one of the same name, but with a value of 
10.10.10.2 defined within the scope of one of the sub-groups. A rule defined on a device using the 
MyFTPServer will get the appropriate value for the object based on its position in the grouping 
hierarchy. 

Security Manager Discovery for IOS Routers
When an IOS router is migrated from Router MC management to Security Manager, Security Manager 
can auto-discover some device configuration; however, many key settings managed by Router MC are 
not discovered. Security Manager can discover the following information:

• Device hostname

• IOS version and image name

• Interfaces and associated IP addresses

• Firewall rules and related configurations

Information that is not discovered includes:

• VPNs and VPN-related configuration information

Table 3-1 Migration of Router MC Building Blocks

Router MC Building 
Block

Security Manager 
Equivalent Discovery Supported by Security Manager

Network Groups Network/Hosts Policy 
Object

Partial. Security Manager has some limited ability 
to match entries in the device configuration with 
Network/Host policy objects which have been 
entered into Security Manager before adding the 
device. In general, Security Manager can only 
match simple Network/Host policy objects that 
correspond to a single ACE in the Router CLI. For 
example, a Network/Host policy object that 
consists of two networks, results in one ACE per 
network, and Security Manager cannot recognize 
these two ACEs as being part of the same 
Network/Host policy object. 

Transform Sets IPSec Transform Set None. Existing VPN settings, in general, are not 
discovered by Security Manager. VPN settings are 
retained on the device; however, they do not 
appear in Security Manager. VPN configurations 
must be redefined in Security Manager. 

Service Groups Services Policy Object Partial. Security Manager can match simple 
service definitions such as a single port. However, 
Security Manager cannot match more complex 
service definitions, such as those involving port 
ranges or a composite service group definition 
consisting of one or more other service 
definitions. 
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• NAT rules

• Platform settings

• Config additions

The following sections address some of these areas in further detail.

• Firewall Rules and Related Configurations, page 3-4

• VPNs, page 3-4

• NAT, page 3-4

• Config Additions, page 3-4

Firewall Rules and Related Configurations
The procedure for dealing with migrating firewall rules and related configuration from Router MC to 
Security Manager is essentially the same as that discussed in the Chapter Migrating from Firewall MC. 
Even though Security Manager does support discovery of the firewall configuration, there are many other 
considerations to deal with as described.

VPNs
When you add an existing device to Security Manager, Security Manager does not discover the existing 
VPN configuration. Delete the VPNs using Router MC just prior to migrating the devices to Security 
Manager and then recreate the VPNs using Security Manager. This guarantees that there is a clean 
migration between the two management systems without any unmanaged VPN artifacts left on the 
device. The downside with this approach though is that there is a temporary outage of the VPNs during 
the migration.

NAT
NAT settings made with Router MC on VPN spokes are not auto-discovered by Security Manager. 
Therefore, you must re-create these settings using the Security Manager GUI.

Config Additions
Prepended or appended config additions done in Router MC can be handled using the FlexConfig feature 
of Security Manager. If the config statements correspond to new features supported by Security 
Manager, you can manage these features using the Security Manager GUI rather than through the 
FlexConfig feature.
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Migrating from IPS MC

This chapter provides notes about migrating from IPS MC 2.2 (included with VMS 2.3). This Chapter 
contains the following sections:

• IPS Manager 3.0.x (Security Manager 3.0.x), page 4-5

• Security Manager 3.1, page 4-5

IPS Manager 3.0.x (Security Manager 3.0.x)
Security Manager 3.0.x includes IPS Manager 3.0.x, which is essentially the same application as IPS MC 
2.2, with the following differences:

• IPS Manager 3.0.x is installed as part of the Security Manager 3.0.x installation. There is no separate 
installation for IPS Manager.

• IPS Manager 3.0.x shares a common device inventory with Security Manager 3.0.x. All device 
inventory management (for example, adding and deleting devices) for IPS Manager is handled 
through the Security Manager GUI.

• IPS Manager 3.0.x can be opened from within Security Manager 3.0.x to manage the IPS 
functionality of a device.

Security Manager 3.0.x provides a database migration utility that enables you to migrate a database from 
IPS MC 2.2 to Security Manager and IPS Manager 3.0. Instructions on the use of this utility are provided 
in the Installation Guide for Cisco Security Manager 3.0.

Security Manager 3.1
Security Manager 3.1 obsoletes IPS Manager and IPS MC by providing native IPS management within 
the Security Manager application itself along with firewall and VPN management.

Security Manager 3.1 includes a script to extract the IPS device credentials (device name, IP address, 
and credentials) from an IPS MC 2.2 database backup into a file. You then import the file into the 
Common Services Device Credential Repository (DCR) on the Security Manager 3.1 server. Finally you 
add the IPS devices to Security Manager using the Add from DCR device import method. For detailed 
instructions refer to the Section Importing IPS MC 2.2 Data in the Installation Guide for Cisco Security 
Manager 3.1
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Security Manager 3.1
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