APPENDIX

Helpful Reference Information

This appendix contains the following sections:
e Understanding User Accounts, page A-1

¢ Recommendations for Creating Strong Passwords, page A-3

Understanding User Accounts

Several security management and application management operations are
potentially disruptive to the network or to the applications themselves, and must
be protected. To prevent such operations from being used accidentally or
maliciously, Common Services and Security Manager use a multilevel security
system that allows access to certain features only to users who can authenticate
themselves at the appropriate level. For this reason, there are three predefined
kinds of login IDs.
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See Installation and Setup Guide for CiscoWorks Common Services 3.0.3
(Includes CiscoView) on Windows on Cisco.com for detailed information about
these user accounts:

admin—The admin login is equivalent to a Windows administrator and
provides access to all Common Services and Security Manager tasks. You
must enter the password during installation.

casuser — The casuser login is equivalent to a Windows administrator and
provides access to all Common Services and Security Manager tasks.

<System Identity>—The System Identity login is equivalent to a Windows
administrator and provides access to all Common Services and
Security Manager tasks.

Note .

You can choose whether to enter the System Identity username and password
after installation. Communication among your servers relies on a trust model
that uses certificates and shared secrets. The System Identity login is
trustworthy to other servers when you use a multiserver setup and therefore
facilitates communication between servers that are part of a domain. There
can be one System Identity login account on a server.

If you use Cisco Secure Access Control Server (ACS) for user authentication,
you must use it to assign all CiscoWorks privileges to the System Identity
user. If you do not use ACS for user authentication, the System Identity user
must be a local user with system administrator privileges.

An administrator can create additional unique login IDs for users.

Understanding User Account Security Levels

You determine user security levels when you grant login access to

Common Services, Security Manager, or other applications that you install. Each
login account is associated with one or more roles. For detailed information about
user roles and their associated permissions, see the “Default Associations
Between Permissions and Roles in Security Manager” topic in the

Security Manager online help or read the equivalent section on Cisco.com here:
http://www.cisco.com/en/US/docs/security/security_management/cisco_security
_manager/security_manager/3.0.2/user/guide/defapset.html#wp1035636.
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Understanding User Permissions

The Security Manager server authenticates the username and password of every
user who logs in. When you log in to Security Manager, the options displayed in
the GUI depend on the roles assigned to your username. A user with system
administrator privileges can access all features, while other users see only a subset
of features.

Security Manager user authentication and authorization come from
Common Services. See the Common Services online help for details.

Recommendations for Creating Strong Passwords

Never write passwords down, on paper or online. Instead, create passwords that
you can remember easily but no one can guess easily. One way to do this is create
a password that is based on a song title, affirmation, or other phrase. For example,
the phrase could be “This May Be One Way To Remember” and the password
could be “TmB1w2R!” or “Tmb1W>r~" or some other variation.

Note Do not use either of those examples as passwords.

Characteristics of a Strong Password
Strong passwords have the following characteristics:

e Contain both upper and lower case characters (e.g., a-z, A-Z).

e Contain numerals and punctuation as well as letters (e.g., 0-9,
1@#$NN&*()_+1~ =\"{ }[]:";'<>2,./).

e Are at least five alphanumeric characters long.
e Are not a word in any language, and are not slang, dialect, or jargon.

e Are not based on personal information, such as the names of family members.

Characteristics of a Weak Password
A poor, weak password has the following characteristics:

¢ Contains fewer than eight characters.

e Is a word found in a dictionary (English or foreign)
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e Is any other term that is easily guessed or found in common usage, such as:
— The name of family, pet, friend, coworker, or fantasy character.

— A computing term or name, such as a command, site, company, model, or
application.

— Is a birthday or another kind of personal information, such as an address
or telephone number.

— Is a predictable letter pattern or number pattern, such as aaabbb, qwerty,
zyxwvuts, or 123321.

— Any of the above, spelled backwards.

— Any of the above, preceded or followed by a digit, such as secretl or
Isecret.

Password Security Basics
Never reveal a password.

In addition, you must:
e Never talk about a password in front of others.
e Never hint at the format of a password (such as “my family name”).
e Never share a password with family members.

e Never use characters from outside the standard ASCII character set. Some
symbols, such the pound sterling symbol (£), are known to cause login
problems on some systems.

Installation Guide for Cisco Security Manager 3.0.1
m. 78-17213-02 |



	Helpful Reference Information
	Understanding User Accounts
	Understanding User Account Security Levels
	Understanding User Permissions

	Recommendations for Creating Strong Passwords



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


