About This Manual

This preface includes the following sections:
e Document Objectives
e Audience
e Document Organization
¢ Document Conventions
e Safety Warnings
¢ Related Documentation
e Obtaining Documentation
e Obtaining Technical Assistance

e Obtaining Additional Publications and Information

Document Objectives

This guide describes how to install the Cisco Secure PIX Firewall hardware and software components.

Audience

This guide is for network administrators who perform any of the following tasks:
e Managing network security
e Installing and configuring firewalls
e Managing default and static routes, and TCP and UDP services

Use this guide with documentation supplied in the PIX Firewall unit’s accessory Kkit.

Installation Guide for the Cisco Secure PIX Firewall Version 5.2
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WM Document Organization

Document Organization

This guide includes the following chapters:

Chapter 1, “Introduction” describes requirements and safety information.

Chapter 2, “Installing a PIX Firewall” describes hardware installation, features, and how to connect
network cables to a PIX 506, PIX 515, PIX 520, PIX 525, and earlier models. This chapter also
contains startup software configuration information.

Chapter 3, “Installing Failover” describes how to install the optional failover feature.

Chapter 4, “Installing the PIX Firewall Syslog Server (PFSS)” describes how to install the PIX
Firewall Syslog Server (PFSS) on a Windows NT system.

Chapter 5, “Opening a PIX Firewall Chassis” describes how to open the chassis for the PIX 515,
PIX 520, PIX 525, PIX 510, and the earlier models. This chapter also describes how to replace the
battery on the motherboard.

Chapter 6, “Installing a Memory Upgrade” describes how to install additional system DIMM or
SIMM RAM memory.

Chapter 7, “Installing a Circuit Board” describes how to install an interface circuit board (also
known as a “card”), such as an Ethernet, Token Ring, or FDDI board, and a Flash memory board.

Chapter 8, “Installing a DC Voltage PIX 515 or PIX 520" describes how to install a DC voltage PIX
Firewall unit.

Chapter 9, “Installing the PIX Firewall Setup Wizard,” describes how to install a software tool that
simplifies the PIX Firewall installation if you have a Windows system you can connect to the PIX
Firewall to run the PIX Firewall Setup Wizard software.

Document Conventions

Command descriptions use these conventions:

Braces ({ }) indicate a required choice.

Square brackets ([ ]) indicate optional elements.

Vertical bars (| ) separate alternative, mutually exclusive elements.

Boldface indicates commands and keywords that are entered literally as shown.

Italics indicate arguments for which you supply values.

Examples use these conventions:

Examples depict screen displays and the command line in screen font.
Information you need to enter in examples is shown in boldface screen font.

Variables for which you must supply a value are shown in italic screen font.

Installation Guide for the Cisco Secure PIX Firewall Version 5.2
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Graphic user interface access uses these conventions:
¢ Boldface indicates buttons and menu items.
e Selecting a menu item (or screen) is indicated by the following convention:
Click Start>Settings>Control Panel.

~

Note  Means reader take note. Notes contain helpful suggestions or references to material not
covered in the manual.

Safety Warnings

A

Warning  This warning symbol means danger. You are in a situation that could cause bodily
injury. Before you work on any equipment, be aware of the hazards involved with
electrical circuitry and be familiar with standard practices for preventing accidents.
To see translations of the warnings that appear in this publication, refer to the
Regulatory Compliance and Safety Information document that accompanied this
device.

Waarschuwing Dit waarschuwingssymbool betekent gevaar. U verkeertin een situatie die lichamelijk

letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich
bewust te zijn van de bij elektrische schakelingen betrokken risico's en dient u op de
hoogte te zijn van standaard maatregelen om ongelukken te voorkomen. Voor
vertalingen van de waarschuwingen die in deze publicatie verschijnen, kunt u het
document Regulatory Compliance and Safety Information (Informatie over naleving
van veiligheids- en andere voorschriften) raadplegen dat bij dit toestel is ingesloten.

Varoitus Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa

ruumiinvammaan. Ennen kuin tydskentelet minkéan laitteiston parissa, ota selvaa
sdhkokytkentdihin liittyvista vaaroista ja tavanomaisista onnettomuuksien
ehkaisykeinoista. Tassa julkaisussa esiintyvien varoitusten kaannokset loydat
laitteen mukana olevasta Regulatory Compliance and Safety Information -kirjasesta
(maardysten noudattaminen ja tietoa turvallisuudesta).

Attention Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation

pouvant causer des blessures ou des dommages corporels. Avant de travailler sur un
équipement, soyez conscient des dangers posés par les circuits électriques et
familiarisez-vous avec les procédures couramment utilisées pour éviter les accidents.
Pour prendre connaissance des traductions d'avertissements figurant dans cette
publication, consultez le document Regulatory Compliance and Safety Information
(Conformité aux reglements et consignes de sécurité) qui accompagne cet appareil.

Warnung Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu einer

Korperverletzung fithren konnte. Bevor Sie mit der Arbeit an irgendeinem Gerat
beginnen, seien Sie sich der mit elektrischen Stromkreisen verbundenen Gefahren
und der Standardpraktiken zur Vermeidung von Unfallen bewuRBt. Ubersetzungen der in
dieser Verdffentlichung enthaltenen Warnhinweise finden Sie im Dokument
Regulatory Compliance and Safety Information (Informationen zu behdérdlichen
Vorschriften und Sicherheit), das zusammen mit diesem Gerit geliefert wurde.
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W Safety Warnings

Avvertenza

Advarsel

Aviso

jAdvertencia!

Varning!

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare
infortuni alle persone. Prima di lavorare su qualsiasi apparecchiatura, occorre
conoscere i pericoli relativi ai circuiti elettrici ed essere al corrente delle pratiche
standard per la prevenzione di incidenti. La traduzione delle avvertenze riportate in
questa pubblicazione si trova nel documento Regulatory Compliance and Safety
Information (Conformita alle norme e informazioni sulla sicurezza) che accompagna
questo dispositivo.

Dette varselsymholet betyr fare. Du befinner deg i en situasjon som kan fare til
personskade. For du utferer arbeid pa utstyr, ma du vare oppmerksom pa de
faremomentene som elektriske kretser innebaerer, samt gjore deg kjent med vanlig
praksis nar det gjelder @ unnga ulykker. Hvis du vil se oversettelser av de advarslene
som finnes i denne publikasjonen, kan du se i dokumentet Regulatory Compliance and
Safety Information (Overholdelse av forskrifter og sikkerhetsinformasjon) som hle
levert med denne enheten.

Este simbolo de aviso indica perigo. Encontra-se numa situacao que lhe podera causar
danos fisicos. Antes de comecar a trabalhar com qualquer equipamento,
familiarize-se com os perigos relacionados com circuitos eléctricos, e com quaisquer
praticas comuns que possam prevenir possiveis acidentes. Para ver as traducdes dos
avisos que constam desta publicacao, consulte o documento Regulatory Compliance
and Safety Information (Informacao de Seguranca e Disposicoes Reguladoras) que
acompanha este dispositivo.

Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica. Antes
de manipular cualquier equipo, considerar los riesgos que entraiia la corriente
eléctrica y familiarizarse con los procedimientos estandar de prevencion de
accidentes. Para ver una traduccion de las advertencias que aparecen en esta
publicacion, consultar el documento titulado Regulatory Compliance and Safety
Information (Informacion sobre seguridad y conformidad con las disposiciones
reglamentarias) que se acompaiia con este dispositivo.

Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan leda till
personskada. Innan du utfor arbete pa nagon utrustning maste du vara medveten om
farorna med elkretsar och kinna till vanligt forfarande for att forebygga skador. Se
forklaringar av de varningar som forkommer i denna publikation i dokumentet
Regulatory Compliance and Safety Information (Efterrittelse av foreskrifter och
sidkerhetsinformation), vilket medfoljer denna anordning.
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Related Documentation

Use this document with the PIX Firewall documentation set, which is available online at the following
site:

http://www.cisco.com/en/US/products/sw/secursw/ps2120/prod_technical_documentation.html

Obtaining Documentation

Cisco.com

Cisco provides several ways to obtain documentation, technical assistance, and other technical
resources. These sections explain how to obtain technical information from Cisco Systems.

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco websites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which may have shipped with your product. The Documentation CD-ROM is updated
regularly and may be more current than printed documentation. The CD-ROM package is available as
a single unit or through an annual or quarterly subscription.

Registered Cisco.com users can order a single Documentation CD-ROM (product number
DOC-CONDOCCD=) through the Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/ordering_place_order_ordering_tool_launch.html
All users can order annual or quarterly subscriptions through the online Subscription Store:

http://www.cisco.com/go/subscription

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

[ 78-11180-01
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e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. On the Cisco Documentation home page, click
Feedback at the top of the page.

You can send your comments in e-mail to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, the Cisco
Technical Assistance Center (TAC) provides 24-hour, award-winning technical support services, online
and over the phone. Cisco.com features the Cisco TAC website as an online starting point for technical
assistance.

Cisco TAC Website

The Cisco TAC website (http://www.cisco.com/tac) provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The Cisco TAC
website is available 24 hours a day, 365 days a year.

Accessing all the tools on the Cisco TAC website requires a Cisco.com user ID and password. If you
have a valid service contract but do not have a login ID or password, register at this URL:

http://tools.cisco.com/RPF/register/register.do

Opening a TAC Case

The online TAC Case Open Tool (http://www.cisco.com/tac/caseopen) is the fastest way to open P3 and
P4 cases. (Your network is minimally impaired or you require product information). After you describe
your situation, the TAC Case Open Tool automatically recommends resources for an immediate
solution. If your issue is not resolved using these recommendations, your case will be assigned to a
Cisco TAC engineer.

For P1 or P2 cases (your production network is down or severely degraded) or if you do not have
Internet access, contact Cisco TAC by telephone. Cisco TAC engineers are assigned immediately to P1
and P2 cases to help keep your business operations running smoothly.

Installation Guide for the Cisco Secure PIX Firewall Version 5.2
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To open a case by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete listing of Cisco TAC contacts, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

TAC Case Priority Definitions

To ensure that all cases are reported in a standard format, Cisco has established case priority definitions.

Priority 1 (P1)—Your network is “down” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Priority 2 (P2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Priority 3 (P3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Priority 4 (P4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Product Catalog describes the networking products offered by Cisco Systems, as well
as ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links_launch.html

¢ Cisco Press publishes a wide range of networking publications. Cisco suggests these titles for new
and experienced users: Internetworking Terms and Acronyms Dictionary, Internetworking
Technology Handbook, Internetworking Troubleshooting Guide, and the Internetworking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press online at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco quarterly publication that provides the latest networking trends,
technology breakthroughs, and Cisco products and solutions to help industry professionals get the
most from their networking investment. Included are networking deployment and troubleshooting
tips, configuration examples, customer case studies, tutorials and training, certification
information, and links to numerous in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/go/packet

¢ iQ Magazine is the Cisco bimonthly publication that delivers the latest information about Internet
business strategies for executives. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
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e Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the_internet_protocol_journal.html

¢ Training—Cisco offers world-class networking training. Current offerings in network training are
listed at this URL.:

http://www.cisco.com/en/US/learning/index.html

Installation Guide for the Cisco Secure PIX Firewall Version 5.2
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