A

AAA message 2-9
access denied URL 2 -17
ActiveX object, filtering 2-8
address translation slots 2 - 14
ARPtable 2-10
asymmetric routing loop 2 - 14
attacks

denial of service 2-15

fragment 2-15

landc 2-8

SYN 2-13
Auth from IP address/port to IP address/port failed 2 -9
Auth start foruser 2-9
Authen Session End 2 - 10
authentication

failed 2-9

request succeeds 2-9
authorization

denied foruser 2-9

denied from address 2 - 10

begin configuration 2-11

beginning configuration replication 2 - 20
broadcast, invalid source address 2 - 8
built H245 connection 2 - 16

built inbound TCP connection 2 - 16

Cc

can not specify PAT host 2 -7
commands
conduit 2-7,2-8,2-11
conduit permiticmp 2-7
config 2-11
configure 2-12
failover 2-3
failover active 2-3
filter activex 2-8
filter allow 2 -18
floodguard 2-10
global 2-7,2-19
nameif 2-11
nat 2-7,2-19
no failover 2-3
no failover active 2 -3
outbound 2-11
outbound deny 2-5
reload 2-12

rsh 2-13

showarp 2-10

show blocks 2-5

show link 2-15

show nameif 2-11

show nat 2-14

show outbound 2-6,2-14

show route 2 - 14

show static 2-13

show telnet 2-19

show timeout 2 - 14

show xlate 2-13,2-15

snmp-server 1-8

static 2-7,2-11

sysopt connection enforcesubnet 2 - 8

timeout uauth 2 - 10

write 2-11

write erase 2 - 11
conduit command 2-7,2-8,2-11
conduit permit icmp command 2 -7
config command 2-11
configure command 2 -12
connection denied 2-6
connections inuse 2 - 17
could not build translation 2 - 14

D

denied manager connection 2 - 20
denied Telnet login session 2 - 19
deny

inbound from outside 2 -7

inbound ICMP 2-7

inbound UDP  2-6

inbound UDP due to query/response 2 -6

IP from address to address 2 -7

IP spoof 2-8

self route 2-7

TCP (no connection) 2 -8
detecting use of Internet phone 2 - 16
DNS query or response is denied 2 -6
DNS server too slow 2-6
dropping echo request 2 -7

E

embryonic limit exceeded 2-13
End Configuration Replication 2 - 21
end configuration--FAILED 2 -11
erase configuration 2-11

ESP Error 2-15
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F log message variables 1-6
loopback network, invalid source address 2 - 8

failover active command 2 - 3 lost failover communications with mate 2 -4

failover command 2-3
failover messages 2-1,2-2,2-3,2-4,2-20,2-21

filter activex command 2 -8 M

filter allow command 2 - 18

filtering ActiveX objects 2-8 memory, insufficient 2 - 14
floodguard command 2 - 10 message block alloc failed 2 -5
FTP data connection failed 2-13 messages, how toread 1-6

modifying ActiveX object 2-8
monitoring on interface 2 -4
G MTU 2-15

global command 2-7,2-19

N
H nameif command 2-11
nat command 2-7,2-19
H.245 2-16 NAT group 2-14
NFS 2-15

H.323 2-16

host injecting IP fragments 2 - 15 no ARP forhost  2-10

no associated connection within connection table 2 -8
no authentication server found 2-9

no failover active command 2 -3

no failover command 2 -3

no interface is configured 2 - 11

ICMP NoKey SPI 2-15
packet denied 2-7 no translation group found 2 -19
translation creation failed 2 - 19 nobody keyword in a message 1-3

inbound TCP connection denied 2 -5

insufficient memory 2 - 14

Internet phone, detecting use of 2 -16 (o)
invalid character replaced in email address 2 -8

invalid source addresses 2 -8

ioctl  2-20 out of address translation slots! 2 - 14
IPERAG 2-15 out of connections 2 - 13

outbound command 2 -11

outbound deny command 2 -5
J

P
JAVA filtering 2-6

packet contains activex content 2 - 8
PAT

K address 2-14

cannot allocate an adress for connection 2 - 14
keys, activate new 2 - 15 determine if all translation slots are used 2 - 15

global address 2-7,2-18

host 2-7
L request for address failed 2-15

too many connections 2 - 14

permitted

Leaving ALLOW mode, URL Server 2-18

link status ‘Up’ or 'Down’” 2-4 manager connection 2 - 20
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Telnet login session 2 - 19
PIX

clear finished 2-12

console enable password incorrect 2 - 19

reload command executed 2 - 12
PIX Firewall Manager message 2 - 11
portmapped translation built for global address 2 - 18
portmapped translation, reclaimed 2 - 18
power failure, failover 2-2
preallocate H323 UDP backconnection 2 - 16
Private Link message 2 - 15

R

RCMD, back connection failed 2 -13
rebuilt TCP connection 2 -17
Reducing link MTU 2-12

reload command 2 - 12

Rep no replication 2 -20

routing loop 2-14

rsh command 2-13

S

security breach 2-7

severity levels definition 1-6

show arp command 2 - 10

show blocks command 2-5

show link command 2-15

show nameif command 2-11

show nat command 2 - 14

show outbound command 2-6,2- 14
show route command 2 - 14

show static command 2 - 13

show telnet command 2 - 19

show timeout command 2 - 14

show xlate command 2-13,2-15
SMTP 2-8

snmp-server command 1 -8

static command 2-7,2-11

SYN 2-8

sysopt connection enforcesubnet command 2 - 8

T

TCP connection 2-16
TCP connection denied by outbound list 2 -5
TCP translation creation failed 2 - 19
teardown

portmap translation 2 - 18

TCP connection 2 - 16

translation for IP address 2 - 18
Telnet 1-4,1-8
Telnet login session failed 2 - 19
terminal monitor command 1-4
testing interface 2 -4
timeout uauth command 2 - 10
too many connections on static 2 - 13
translation built for global address 2 - 18

U

UDP packet 2-6
UDP translation creation failed 2 - 19

unable to allocate a record for each fragment

unable to allocate new UDP connections
URL filtering, disabled 2 - 18
URL Server 2-17

\'

variables in log messages 1-6

w

Web requests, unfiltered 2 - 18
WebSENSE server 2-17,2-18
write command 2 - 11

write erase command 2 - 11

2-14
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