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Getting Started

Welcome to Cisco Physical Security Operations Manager (PSOM)! To help you get up and running
quickly, follow the story in this section to see how PSOM notifies you of suspicious activity, and allows
you to act fast to address any security breaches.

This chapter includes these topics:
e Walk-Through using PSOM, page 1-1
e What You can Find Out with PSOM, page 1-10

Walk-Through using PSOM

Our security guard—Iet’s call him Mike—sits down at the security console at Skyway Airport. Not a
minute later, an alert message appears on his screen.

B X

& Forced Entry at Input
[24057] Forced Entry at Input
PRCTE11C &t CT-First Floor {12/1/2009
5122128 PM)

The information in the alert tells Mike that the alert is a warning risk (the alert icon is yellow, and the
alert rating is “Medium”); someone has forced open a door, bypassing authentication by the access
control system.

To get more details, Mike looks on the map of the airport which is in the center window of the Operation
Console.
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AMe [B] .. WMI Proxy[p_s1_.. CTFir. 1 SNMP 3/17/.. Q[ a =) za359
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Mike sees the alert icon in the Airport Terminal area of the airport, to the lower part of the overall airport
map. He double-clicks the red alert icon on the map, or anywhere within the boundary in which the alert
icon is blinking, to zoom in for a more detailed map of the Airport Terminal security zone, and drills
down further to the Commuter Terminal security zone.
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He sees that the alert is in the CT First Floor area and double-clicks again for a detailed map of that
monitoring area.

File  Monitoring  Extensions  Commands  Wiew Tools  Help

I e ilDux

Mawigation

Monitoring Hierarchy

]o worldwide Security Sites (12}
e @o Carparate (5)
a @QGuvernment (6)]
il a ‘éo Transportation (oy
= ﬂ @n Airport - B- San Diego Intl - (0)
il ﬂ 2 i) Airport - Dulles (o)
il ﬂ 2 i) dirport - Dulles - B oy
: a _‘_:‘)onirpurt - San Diego Int o

| [0 . Perimeter Morth o | T—
| =3 ‘éo Perimeter West o
| (=3 ;_3;0 SD Alrpott Terminals (00

.:ﬂ-_gg‘)OCommutar Terminal (0} —
E°CT Eecnnd ... (0 r

sl
X

: L[ CT-Third Floor {0 %_ / @'_‘—'_ =l
— jgi::‘;;f: S | e The zoom-in map shows the location of
= [ T2E-SecondFl.. () the alert in the Commuter Terminal.

(<) T2E-SecondFl... ([0}
i _‘_:') ° Terminal B1 o
e 1@;@ Undesignated Zone ()]

24471

i E Def... Operation alert [CT-... 1 [CT-First ... 4/1... Administrator J J
‘. Iﬂ k2 E Fire ... Fire alarm CTF... 1 FireSens... 3f1... Administrator B J EJ 24302 |
C[1] . 49 Forc... ForcedEntry.. CTF.. 1 PYTIGIIC 9f7.. adminstrator [ &1 2440 |

@@u maa Record 7 of 10 aﬂa‘_} [ ] |
FOWERED BY ‘s PROXIMEX |g | é Iﬁ E

f n
Monitaring: 50 Airport Terminals == Commuter Terminal == CT-First Floor h = (120) I AL | @ Low
| 1

Now Mike can actually see where the alert occurred within the Commuter Terminal building. When he
double-clicks one of the alerts, detailed information appears about the situation that triggered the alert.
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Where the alert The alarm triggered by the
occurred. access control system.

fat | |me Fviden | Mote E[Repotting

(A Blert Overviel

— e | tot= T
i = i} Details Properties u MMap m Audt * e =
Severily: o titcal = = [ Time: 7:33:37 PM By adimii )

Statusi _!J Open 5] The Last # of Events | [T Events wittin e speciied |
Sensor: PRTIGILC Referen... Refere.. Access.. Badgel.. Access.. Access.. Organiz.. A The last access
Location: CT First Floar 5 _m- A - |

T - Il attempts on the
Type: orced enkry at Input 674821 Bcess G, . Michigab,... Praximes ...
Description: 57383 Forced E... 9J7/2011... 0 5001 Alarm ac... dOOI‘.

Occured: 9/7/2011 5:00:04 P11 674620 Aecess G, 97/2011.. 1004417 2000 Washingt... Proximex ...
Assigned To: administrator 57362 Forced B,

Alarm Ac...

(Escalated-plert Acknowledgeable)
Assigned By: Administrator

(9172011 5:00:22 PM)
Instruction: Audible by CP3, Call Harbor Police,

E Response Workflow

Status: Started
Progress: [ % d
Response Tasks {12 Parallel Tasks) =

i
2/24/2012 4:06:43 PM

v O Review Incident
Administrator 2412012 4:06:43 PM
Review Incident

v O Locate alarm on map and details of alarm 0
Administrator [24/2012 4:06:43 PM
Lacate alarm on map and details of alarm

o Review recorded video
Administrator (2412012 4:06:43 PM
Review recorded video

v

o Review live video

Administrator 2412012 4:06:43 PM ¥,
|

v

L1}

]

>
Note If Mike does not own this alert, he may be prompted to take ownership of it. If you do not assume
ownership, you will not be able to acknowledge or close the alert.

The Alert Details window tells Mike:
e The exact location of the incident.

e The last access attempts for that door (people passing through the door, or alerts generated by the
access control) including the timestamp of the access, and the associated badge ID, name, and
company for the access.

e What exact alarm was triggered by the door’s access control system; in this case, the alarm is a
Tailgate.

Looking at the information, Mike is concerned that the last authorized person through the door passed
just seconds before the alarm was triggered. He clicks the badge ID number listed for that last access.

Using Cisco Physical Security Operations Manager, Release 6.1
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Walk-Through using PSOM

Clicking the
number in the
Badge ID column
displays the
picture from the
users’s badge ID.

Now that Mike knows what the last authorized person looks like, he can view the video of the incident
to see if this person inadvertently caused the alarm to the door, or if there is a different perpetrator. Live
and recorded video for this alert is presented along the bottom center part of the Alert Details window
by default.
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Progress: | 0%
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Comparing the faces of the men in the video to the badge ID photo of the last authorized access, Mike
can see the men are different. He decides to take a photo of the perpetrators and include it with other
details about the alert. When the video shows a good look at the suspects, Mike clicks the Video tab at
the top of the window, and clicks Video Snapsheot in the toolbar.

{af Home m - | ote =|Reporting ¥
GRBE M U b&e |5 Y =0 0Hm |
I OK | Close | Acknowledge Close | False Escalate 1& Track  Track | Live Videog Stop Wideo ﬁr\lext video ‘[ | Mideo |
| | Alert | Alarm To Forward Backweard | | Alert
| Fils Alert Status Li... Audio Cutput Rercorded Yideo Action

Sensor: PHF-262 (ID: 999; Time: 9/7/2011 4:59:59 PM) To get a still
photo from
the video,
click Video
SnapShot.

To save a
snapshot in the
alert dossier, click
the Attach button.

Attach

Now that he has a snapshot of the perpetrators, he can attach it to the collection of information about the
alert—the alert dossier. To attach the alert to the dossier, Mike clicks the Attach button. The snapshot
image is added to the alert dossier in the Notes area to the right of the Alert Details window.
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i - Aktach

Status: ﬂ Cpen The Last # of Events Events within time specified Image......Videolmag

©_999_2011-9-7-16

Sensor: PRTIGLIC Referen... Refere.. Access.. BadgeL. Access.. Access.. Organiz.. -59-59.Jpeg

Location: T First Floor =

Type: Farced Entry at Input 674521 Access G, 97/2011,,, 1005033 2000 Michigab, ... Proximex ... =

Description: Forced Entry at Input PXCTG11C 57363 Forced E... 9/7/2011.., O S001 Alarm Ac...

Occured: 9{7/2011 5:00:04 PM 674820 Access G.. 9/7/2011... 1004417 2000 ‘ashingt... Proximes ..,

Assigned To: Administrator 57352 Forced E.., 9/7/2011.., O 5001 Alarm Ac... ad

(Escalated-Alert Acknowledoeable)

You can also attach a Microsoft Word document, PDF or Excel spreadsheet by clicking the Note tab and
clicking Add Document, attach a URL by clicking Add URL, attach a link to a live or recorded video
by clicking Add Live Video Link or Add Recorded Video Link.

o /)
{at Home Fivideo [ Mot E|Reporting

ERB 4 sl F &= Bla

Apply [a]4 Close  Acknowledge Close | False  Escalatell Add Image Add Document Add URL  AddLive Add Recorde
Alert | Alarm To video Link.  Video Link
File Alert Status = Display

You can attach many kinds of documents including: Microsoft Word (.docx or .doc), Adobe PDF
document, Microsoft Excel spreadsheet (.xls or .xlsx), text, Web Page (HTML), Single File Web Page
(MHT), or Rich Text Format (RTF). Files must be less than 20 MB.

Now that Mike has all the information he needs for the alert dossier, he needs to respond to the alert. On
the left side of the Alert Details window is the Response Workflow area which only appears if there are
response tasks for the alert.
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Severity:

Status:

Sensor:
Location:
Type:
Description:

Occured:

Instruction:

Assigned To:

Assigned By:

oF

{at Home D\fi\:len

@ Critical
_I_] Open

PAT1GILC

CT First Floor

Forced Entry at Input

Forced Entry at Input PXCTGE1ILC
9J712011 5:00:04 PM

|| Mate

/1y Alert Overview

Administrator

(Escalated-Alert Acknowledgeable)
Administrator

(7/2011 5:00:22 PM)

Audible by CP3, Call Harbor Police.

E|reporting

Status:

% Response Workflaw

Started

I Progress: [y I

Response Tasks (12 Parallel Tasks) 1
2/24/2012 4:06:43 PM

[m]

Response Tasks (12 Parallel Tasks)

2{24{2012 4:06:43 PM

Review Incident
o Admiinistrator
_Review Incident
O Locate alarm on map and details of alarm
Administrator
Locate alarm on map and details of alarm
Review recorded video
O Administrator
Review recorded video

2/24{2012 4:06:43 PM

Q|

2/24/2012 4:06:43 PM

2/24{2012 4:06:43 PM

Review live video
O Administrator
Review live video

2/24/2012 4:06:43 PM

Analyze Situation
O Administrator
Analyze Situation

2/24/2012 4:06:43 PM

-

¥ {8

Review Incident
Administrator
Review Incident

{24/2012 4:06:43 PM

Locate alarm on map and details of alarm
Administrator {24/2012 4:06:43 PM
Locate alarm on map and details of alarm

Review recorded video
Administrator (24/2012 4:06:43 PM

_ Review recorded video

Review live video

~mictrator {24/2012 4:06:43 PM

o Check if suspect is still present
Administrator
Check if suspect is still present

2/24{2012 4:06:43 PM

o Compare Suspect with Video with badge photo
Administrator
Compare Suspect with Video with badge photo
O Take snapshot video and save
Administrator
Take snapshot video and save
Dispatch officer
0 Administrator
N abch e

o © o o o

2/24/2012 4:06:43 PM

<

2/24{2012 4:06:43 PM

2/24/2012 4:06:43 PM

o

Close

As you complete the tasks, click
the check boxes.

To update the response tasks, Mike clicks the check boxes for each response task as he completes it. Mike
can also click the Progress bar to display all the response tasks in a separate window.

The Response Workflow area/window instructs Mike to perform several actions including identify the
object, view recorded video, compare the suspect in the video with badge photos, enter speed and

direction, and export an incident report. As he completes each item, he checks the Yes box to indicate
that the task is complete.

1. Mike collects information for dispatch, then calls the dispatch officer with a description of the
incident and the perpetrators of the alarm.

2. Then Mike locks the door.

a. He clicks the Home tab and clicks the Sensor Commands icon {@ at the top of the Alert Details

window.

b. He selects ExecuteDoorLockDown from the menu that appears.
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I {af Home I [ ivideo o |Mate El|Reporting ¥

(v @ W] Acknowledge iy, False Alar ot o 0 = & 'h %*dd Image
= - add Document
[ Close | | CloseAlert | 2y Escalate T & GetSensorDetail (Retrieve a list of Sensor activity detail) 5 \:ﬁ:;tn 8 add UL B o

=

File Alert Status ExecuteDoorMormentaryUnlock {Open Door Momentarily) hioke Edit M.

ExecuteDoorLockDown {Lock Down Door) .
Click the Sensor Commands

icon in the Toolbar and select

Execute DoorLockDown to
ExecuteDoorOpenReset (Unlock Door Reset) lock it.

ExecuteDoorOpen (Unlock Door)

&
&
& Exs%teDoorLockDownReset ({Lock Down Door Reset)
&
&

3. Then Mike clicks Home and clicks the Instant Messenger icon. When prompted, he clicks Yes. In

the Instant Messenger window, he sends a message about the alert to security.

{a} Home D\u'\deo - |Mate B|Reparting

] B ﬂ Acknowledas _',3_‘3. Falsz Alarm e g 1] Q’j Track Forward U sz = -h‘ ﬁndd IR o
= Add Document:

Close J Close Alert i}.- Escalate T | T\E, ﬂ Track Backward | Live Video 0 Stop Yideo ﬁ Mext Video __} Yideo Bl

Alert g Add URL
File: Alert Status Bn L. Recorded Yideo Action Note Edit I,

Proximex Surveillint™

Are you sure you wank o execute 'Start Instant Messaaina {Start Instant Messaagina)'?

#§3Proximex Surveillint™ Instant Messenger Console - Administrator {Available)
Online Users %] My Status @i A ailable od | Sek
©%  admiristratar ...
o E
[11:06:32 AM] Administrator: [Joined]
[11:09:26 AM] Administrator: Forced Entry at
Instant messages that have PXCTG11C. Door Locked Dowi.
been sent appear here...
=
Chat History _xﬂ Copy
Enter peW messages here Security Personnel repart ko scene. | Bruadca;t_-
and click Broadcast to send. e
Server connecked, | Commands -

Insert a link to the alert, relevant security camera, or URL for more information in the instant
message for reference by clicking the Insert button at the lower right. In this case, Mike inserts a
link to the relevant alert.

Security Personnel report to scene. pxlink: fi[[alert: 24390]]

| Broadcast

Camera

u
Y select Alert O] x|

Select an alert From the lisk:

1 Fao.. ForcedE... CT... 1 PX.. 7/2... Administr,..

&
ﬂa Fo... ForcedE... CT... 1 Pd.. 902... Administr...
i}: Fo... ForcedE... CT... 1 Pd... 902... Administr...

Se_, | % T.. Descrip.. L.. .. 5. 0Oc. Owner
i

0.
A.4
A..d

4. Then Mike prints a copy of the incident report for the office records: he clicks the Reporting tab at

the top of the Alert Details window and then selects Print from the Reporting tab.
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|~ - // Click the Reporting tab.
{at Home D\l‘iden || Mate =|Reparting Clle Print.
1 Q ¢ i . o j "N
’ﬂ_\;i X! ﬂ J h A S R g
Apply O Close  Acknowledge Close | False  Escalate Print Report Export  Incident | Audit | System
alert | Alarm Ta Freview Options « To~v  Package
File Alert Status Report Information

Another hard day’s work done, Mike sits back and waits for the next alert to be triggered.

What You can Find Out with PSOM

Table 1-1

PSOM lets you discover in seconds what it used to take tens of minutes to find out. If you read the
“Walk-Through using PSOM” section on page 1-1, you have a basic idea of what you can do to detect
and respond to alerts using PSOM.

At a high level, PSOM tells you:

e Where an incident took place

e What happened

e  Who might be involved

¢  When the incident occurred and actions were taken

Table 1-1 lists some of the details you can obtain.

Details You can Discover with PSOM

Where

What

Who

When

The high-level and
building maps show
where the alert occurred
down to the video camera
or access control that
detected the alert.

Camera and Access
Control devices on the
map list their sensor ID
numbers clearly for easy
retrieval.

A written description of
the location is shown in

the Alert Details window.

A mini-map of the
location is available from

the Alert Details window.

The color of the alert icon
tells you the severity of
the incident: red is a
critical alert, yellow is a
medium alert, and so
forth.

The timestamp of the
alert is shown in the Alert
Details window.

The alarm within the
access control or video
device that triggered the
alert is shown in the Alert
Details window. For
example, a “forced entry”
alarm from an access
control device.

The names and badge 1D
information for the last
10 access attempts is
automatically displayed
in the Alert Details
window.

Badge ID photos can be
displayed quickly from

the Alert Details window.

Video captured by related
sensors is automatically
stored in the Alert Details
window.

Live video can be viewed
as well to determine if
suspects are still in the
area.

Snapshots of video can
be quickly taken and
stored within the alert
dossier.

The exact timestamp for
when the alert was
triggered.

The time and date when
actions were taken to
resolve the alert.

The time and date when
the alert was
acknowledged and
closed.
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What You can Find Out with PSOM

Using PSOM Operation Console, you can:

Instantly detect and investigate alerts to find out the who, what, where and when details.

Immediately access recorded video of incidents and compare with badge ID photos to identify
suspects.

Quickly determine the right course of action, and notify first-responders with complete information
about the alert.

Maintain awareness over the environment by viewing live video feeds. You can view a matrix of
video feeds using the Video Management Console.

Easily review recorded video and export video, take video snapshots, and export video files.

Control the movement of Pan Tilt Zoom (PTZ) cameras. (Note: This feature may not be available
for some vendors or implementations.)

Send commands to access control devices to lock down, open, or temporarily “pop” open doors.
(Note: Available commands vary by vendors.)

Easily manage alert status in PSOM to acknowledge, close, and delete alerts.
Track the movements of resources (people, vehicles, assets) in your environment.

Produce comprehensive alert reports for management in a number of formats—with the click of a
button.
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CHAPTER

Monitoring Activity

his chapter introduces the PSOM Operation Console and explains how to use it to monitor your
environment, including how to:

Navigate a hierarchical list of monitoring zones
Drill down from aerial maps to building floor plans
Detect alerts and where they occurred

Find sensor types and ID numbers

Find security resources in your environment

View tracking objects in your environment

View the current MARSEC or Homeland Security levels

This chapter includes these topics:

Getting Familiar with the Operation Console, page 2-1

Quickly Traversing Across Monitoring Zones with the Monitoring Hierarchy, page 2-4
Visually Assessing Security Events with the Map View Pane, page 2-5
Tracking Alert Conditions with the Alert List Pane, page 2-17
Ensuring Timely Response with the Escalation Pane, page 2-19
Taking Action with the Response Workflow Pane, page 2-20

Locating Security Resources, page 2-22

Tracking Users by Badge Activity, page 2-26

Viewing Tracking Objects, page 2-31

Creating User Alerts, page 2-34

Additional Navigation, page 2-35

Refreshing your View of Alerts, page 2-36

Viewing External Alerts (Such as RSS Feeds), page 2-36

Viewing Current MARSEC or Homeland Security Levels, page 2-36

Getting Familiar with the Operation Console

When you launch PSOM, you see the Operation Console as shown next.
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Getting Familiar with the Operation Console

Eile [Monitoring  Extensions  Commands  View  Tools  Help
B EEIN) EEEEO = EE S CIE = )
Havigation IS Physical Security Information Management Side Pane
Monitoring Hierarchy o Monitoring: 30 Airport Terminals >> Commuter Terminal >3 i
0 Worldwide Security Sites {17) 5 E
3@ corparate (10) Map View Pane =
&3 24 Government 0] .
& 2@ Transportation ) Resp... [B)
&3 & pirport - B- San Disg.., (00 Resp... (3]
&3 2 @ pirport - Dulles o) Resp... 25 %
2 3 @ Airpart - Dulles - B o Resp.. (3] 0%
(=3 é‘)@»\irpurt - 5an Diego Intl (0 Resp... (B 0%
2 5 @ Perimeter Morth (0 R 2 o
& é‘)ﬂpsrimeter West (o &5p. -
&A@ 50 sirport Termi.,. (0 Resp.. (B 0%
._J-é‘)@CUmmuter Te... (0} == — Resp... 25 %
P N . 1 =
» BT CT-First (o K -I- Resp... [B] 0%
(@ @ CT-Secan... (0 H l“ Resp.. 21 o
v CT-Thid .. (D 17 "‘Fls ] % Resp.. (3 0%
-+ @) Concourse BL (D) [ Summary Yiew | [ Map view | | Table view Z "
32 O Terminal 2 Esst (1) 4 Resp... 2 o
v/ 2 () Terminal B1 ) we® (e | 2y | Tow | DESCHum | L. «  Sensor e | Ovene [ LB A — —
-/ & ) Undesignated Zone (o A8 A WM o[, C 1 P L Admio 11 ) B Esca]ation/Respo
A -El U Serice.. C.. 10 Alert List Pane 1 ] nse Pane
. B « 4 44 F.. Foreed.. Coo 1 ) 2
Navigation Pane A1l i e Rk
Ao 2] @ Fu Forced.. C 1ratsasie o suime gy 3w 50 —
& .. & & Fi. Fredlam C 1 Fire Sens Cadmi, B8 ® S Resp. (B 0% .. .
e (B | fa|F C ® |5 Resp... £ 0%
Deen 8 o ad
| 2
EEU BJ kil Recard 9 of 9 [=|Response
Monitoring: 50 Airport Terminals > Commuter Terminal > CT-First Floor E50133) | [@)MaRsEC2 | rowenes sy G PROXIMEX | & | i |1l £

There are four panes in the Operation Console: Navigation, Map View, Alert List and
Escalation/Response. The following sections describe how you can use these panes. You can resize the
entire Operation Console window, as well as any pane within it to suit your needs.

The Operation Console toolbar also gives you quick access to important tasks, as described in Table 2-1.
Table 2-1 Alert Toolbar

Icon What it Does...

‘ ' Logs off or logs on to Operation Console. See the “Logging On or Off” section on

page 9-8.

Acknowledges the alert(s) selected in the Alert List Pane. See the “Acknowledging
Open Alerts” section on page 7-2.

Closes the alert(s) selected in the Alert List Pane. See the “Closing Alerts” section on
page 7-4.

Deletes the alert(s) selected in the Alert List Pane. Seethe “Deleting Alerts” section
on page 7-6.

b=l | ¢ | L

Displays the Alert Details window for the alert selected in the Alert List Pane. See
the “Accessing Alert Details” section on page 3-6.

Displays the Live Video Viewer for the camera sensor selected in the Map View Pane.
See the “Viewing Live Video in a Standalone Window” section on page 4-3.

iy

Displays the Recorded Video Viewer for the camera sensor selected in the Map View
Pane. See the “Viewing Recorded Video” section on page 4-2.

Turns off sounds generated by the Operation Console.

Displays the Create User Alert window. See the “Creating User Alerts” section on
page 2-34.
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Table 2-1

Getting Familiar with the Operation Console

Alert Toolbar (continued)

Icon

What it Does...

@

Displays external commands that have been configured specifically for your
environment to execute functionality in third-party systems across the entire PSOM
environment.

File Monitoring  Extensions iew Tools  Help

El EEnm EAEIES O L= ===

LJ % Physical [2* Demo on-demand create admin alert {On-Demand Business Logic template)

Mavigation

Rlontonma e | Q On-Demand Business Logic-Lily {On-Demand Business Logic template- Liky)

Displays links to external websites or web applications that have been configured
specifically for launching from the Operation Console.

File Monitoring  Extensions  Commands  Wiew  Tools  Help

T EEEn EEEOE

Proximex

Yahoo

&

Displays the Find Sensors window. See the “Searching for a Sensor in the Current
Monitoring Area” section on page 2-12.

]

Displays a video matrix view in the Video Management Console for the monitoring
area that is currently displayed in the Map View Pane. See the “Using the Video
Management Console” section on page 4-14.

Launches the Administration Console. See Administering PSOM.

| |

Launches the Alert Manager. See the “Viewing all Alerts in the PSOM Alert Manager
Window” section on page 7-8.

&

Launches the Video Management Console. See the “Using the Video Management
Console” section on page 4-14.

@

Launches the Instant Messenger for communicating with security personnel via text
messaging. See the “Updating Security Personnel with Instant Messaging” section on
page 3-37.

Displays the Search Wizard window. See the “Searching for a Sensor, Monitoring
Area, Monitoring Zone, or Alert ID Across PSOM” section on page 2-13.

B =

Displays the Find and Track Resources window. See the “Locating Security
Resources” section on page 2-22.

(i

Displays the Report Wizard window. See the Chapter 8, “Creating Alert and
Administrative Reports.”

Displays the EZ Track Report Manager window. See the “Managing Composite
Video Tracking Records with the Track Report Manager” section on page 5-14.

Displays the Badge User Trace Manager window. See the “Tracking Users by Badge
Activity” section on page 2-26.

Returns you to the very top level of the security hierarchy; in other words, to the
global view. See the “Additional Navigation” section on page 2-35.

© kB &

Returns you to the map you were previously viewing. See the “Additional
Navigation” section on page 2-35.
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M Quickly Traversing Across Monitoring Zones with the Monitoring Hierarchy

Table 2-1 Alert Toolbar (continued)
Icon What it Does...
D Displays the parent level of the current view. See the “Additional Navigation” section
on page 2-35.

You can customize your view of the toolbar using the View Options. Click the Others button below the
Monitoring Hierarchy in the Navigation Pane. Then click View Options > Toolbar Options, and make
a selection.

File  Monitoring  Extensions  Commands — Wew T File  Monitoring  Extensions  Commands  Wiew Tools  Help

134 x| ufet  [alglim]ufje i« e/>s/H s :

Physical Security Information Manage

Monitoring Hierarchy % | Others Monitaring: W

B2 ) worldwide Security Sites
[= 1} ) Carparats

=_=|

‘i Crpliog

al New vs. ¥iewed {Open Alert)

Toolbar Options

Hide Toalbar

: s T
3.3 Airpart - B- San Dieg... (1) e Mavigation Pane Show Toolbar Icon Onlky
u @& o Airport - Dulles 0y Preferenc Escalation Pane £ Show Toolbar Icon With Text
& 8 _o Alrport - Dulles - B o) %) """" Response WaorkFlow Pane
(- () Airpart - San Diega Intl (0} -
;_J 2 o Perimeter North (U) Securiby Pri Detach Alert List Pane

(33 () Perimeter West (m Display Options

() 5D Airport Termi... (1) @m
280 C_Dmmuter Te... (0} License Manager Open Alert Count By Monitoring 2one
O CTAstr.. 0 E—
S cT-secon... (0) k! 4
2 o CT-Third ... (0} Help and Suppart [ Summary View ﬂMap Wiew | Table Yiew
! & () Concaurse B1
3@ ) Terminal 2 East @ w® w % Ta Descti.. L. .. Sensor
i 1| 4 R
SQJ.)OTermlnalBl o = renlne A TIXI U.. PngTes.. C.. 1 P¥P-244
- & i) Undesignated Zone A1 A W Prosy [, G 1 SHMP
A B UL Serice . C.. 1 PEP-2H
@ Monitoring Hierarchy A ﬂ ;E F... Forced.. C.. 1 PxTiGL
A1 44 R Recorde.. T.. 1 PRF-E2
A & . Foreed.. C.o 1 PRTIGL
& .. 1 44 Fi.. Frealam [T.. 1 [T2ESe
Record 10f 15 | d ld)

Wigw Crplions

Cthers

Monitoring: Worldwide Security Sikes == Transp

Quickly Traversing Across Monitoring Zones with the
Monitoring Hierarchy

The Monitoring Hierarchy shows a hierarchical view of the monitoring zones and monitoring areas
within your surveillance environment. You can quickly traverse this hierarchy to get from the highest
level aerial view down to a specific room within a building by simply clicking the names to expand the
tree and drill down.
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Visually Assessing Security Events with the Map View Pane

Fle Monitoring  Extensions  Commands  Wiew ook  Help

LalalU[x]ufe by ez &= lalomslaea=|aoo]

2 & @ Airport - Dulles - B (o
;‘ @";ﬁ Alrpart - San Diega Intl
3 2 i Perimater Morth
3 A Perimater West

s

Physical Security Information Management Side Pane e
Mnni[‘n}.‘ing Hierarchy < | m ego it >> 5 po als e ——
B0 worldvide Security Stes—— (17) v o [
33 Corporate (10) A . =
3.3 Government [£2] + o
314 Transportation (0} e
33 Airport - B- San Dieg.... () L 0%
u &0 Airport - Dulles (o 0%

B

o B i B B ) ) B e ) D [

B @ar-secn.., (U)> These are monitoring areas within that monitoring zone. e..
LG @CT-Third .. (@ - )

Monitoring zones can be actual buildings within your surveillance environment, or they can be campuses
with many buildings. Monitoring areas are groups of sensors used to monitor specific locations within
a monitoring zone. For example, at an airport the monitoring zones are the different terminals, and the
monitoring areas are specific gates, ticket counters, or security points within those terminals.

When a green icon D is displayed for a monitoring zone or monitoring area in the hierarchy, it means
there is currently no suspicious activity. When the icon changes to blue , yellow &, orange @,
or red @, it means there is an alert condition in that area.

To allow more room for viewing the maps in the Map View Pane, you can undock the Navigation Pane
so itis only visible when your cursor moves to the left edge of the Operation Console window. To undock
the pane, select the pin-shaped icon at the top right corner of the pane. If you want to view the Navigation
Pane at all times, you can dock it by re-selecting the pin-shaped icon at the top right corner of the pane.

Visually Assessing Security Events with the Map View Pane

When you start PSOM, the Map View Pane shows the highest aerial view of your total surveillance
boundary. In the case of an airport, this would be an aerial view of the entire airport. On top of this view
are areas outlined in red that show the boundaries of monitoring zones.
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Monitoring  Extensions  Commands  Wiew Tools  Help

0l len]]e]=)

D =B S E =] e

Mavigation D CJ| Physical Security Information Management

Monitoring Hierarchy a o

:no worldwide Security Sites {1n

I 3@ cormorat= a0 Double-click the blue

Government 7, : .

: :: jgﬂansportation ED)) y con W1th the

@@ Airport - B- San Dieg... (0 monltorlng zonc name.
3 & i) firport - Dulles ()]

3 & Airport - Dulles - & (o

o ‘éo Perimeter West ()]
a ‘josD Alrport Termi... (0)
a ‘_i)ocammuter Te... (0

- S concourse B1 (M)

o é‘)@ Terminal 2 East (0} : ; -

“ & @TemnaEl () 3G i et Fiekd

| -l Undesignated zone (o | Map view

" ‘ Se.. - ‘ Sk... | J ‘ Type |Descriptiun ‘ Loca... | |Sensur |IJ(... ‘ Owner | D| & ‘ 3 | @

<

When you double-click the blue monitoring zone icon (or anywhere within the boundaries of the
monitoring zone) in the Map View Pane, or click the name of a monitoring zone in the Monitoring
Hierarchy, a lower-level map image appears. When you click a monitoring area within a monitoring
zone, a building layout appears. In the window shown next, the building layout of the CT First Floor
monitoring area within the Commuter Terminal monitoring zone is displayed.

File  Monitoring  Extensions Commands  Wiew Tools  Help

Lallal =] ul=(Gle s o™ %] =

Physical Security Information Management

o

Monitoring Hierarchy Monitoring: SD Airport Terminals »> Commuter Terminal >> CT-First Floor (Alers:9)
]o Warldwide Security Sites {(n
- ﬂ ﬁjocwporate (10}
i:] A Government N . ) . ) . )
3@ Transpertation © The highlighted monitoring area is what is
| @ @@ eirport - B- SanDiego Ind (1) displayed in the Map View Pane.

3 & ) Perimeter North oy

- 3 i Airport - Dulles )] ne
- 3 ¥ Airport - Dulles - & () ) @
| 9@ arport - SanDiega T () 3 =T

q o

i - o - o o a
- @ éo Perimeter West oy
T a éo SD Airport Terminals {0 %_‘
™ 2.3 @ Commuter Terminal (0) e e 0 -
4 Firs! i
- - ) CT-Second F. .
- [ i) CT-Third Floar {0} I} Fl H [(

- @ concousesr () [ Summary View 4] tap view | ] Table View |
3 AO Terminal 2East (D) SRS

You can zoom in or out in the Map View Pane using the icons at the top right corner. You can also click
the Pan icon and move the map to display a different area of the map in the Map View Pane.
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Visually Assessing Security Events with the Map View Pane

Eile  [Monitoring  Extensions Commands  Yiew Tools  Help

e Jﬂrmxe% D EEEEIECIEE] ek

Mavigakion

Monitoring Hierarchy

° ‘Worldwide Security Sites {an

[ Aﬁo Corporate
=3 lfJQ Government
= éo Transportation

& 2@ Airport - B- 5an Dieg... (D)
3 ) Airport - Dulles (o

a _‘i ° Airport -

..j é D) Perimeter Nurth ()]
a ‘jo Perimeter West ()]
(=8 @3050 Airport Termi... (0)
) é‘)nCummuter Te... (0)
2 @ concourse B ()

Sensors Displayed in the Map View Pane

From a building plan view, you can see the locations and types of sensors in your environment. In the

diagram above,

Table 2-2

you can see several icons. These are explained in Table 2-2.

Icons displayed in the Map View Pane

What the Icon Means...

Monitoring zone.

Monitoring area.

Critical risk alert icon.

High risk alert icon.

Medium risk alert icon.

Low risk alert icon.

GGoUp

Directional link icons that you can click to move to a different area from the Map

©)GoupRight | View Pane.

& Go Right

ﬂ Go Down-Right

o Go Down

O Go Down-Left

G Go Left

0 Go Up-Left

& Access control system.

g Air traffic controller system (ACS).

© Automated external heart defibrillator (AED).

=) Automatic identification system base station (AIS).

2 Application. Sends an alert if a PSOM Integration Module encounters systematic
problems with a third-party sensor, such as loss of connection or initialization
problems. Use of the Application sensor is specific to the Integration Module and
covered in the relevant documentation.

=] Aspiring smoke detector that detects the presence of smoke particles suspended in air
by detecting the light scattered by them in the chamber.

i Device sensors that connect with a system’s auxiliary input.

| oL-28433-01
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Table 2-2 Icons displayed in the Map View Pane (continued)
Icon What the Icon Means...
i Device sensors that connect with a system’s auxiliary output.
Basic access control (BAC) system used to read passports.
. Infrared optical beam smoke detector.

iE Building sensor.

on Thermographic (infrared) camera.

] Any other kind of camera.

= Pan-tilt-zoom (PTZ) camera.

2 Stationary camera.

& Carbon monoxide detector that detects the presence of carbon monoxide within an
area.

= Security control card reader sensor connected to an access control.

m Computer on the network.

=) Computer aided dispatch that dispatches taxicabs, couriers, field service technicians,
or emergency services assisted by computer.

@ Digital clock that keeps time.

b Electronic displays (digital signs) that are installed in public spaces.

& Electronic displays powered by Cisco Digital Media Player.

7| Door sensor.

&l Magnetic alarm contact sensor on a door (door contact).

B Door interface unit that provides operational power to door locks/holders and local

power for the card reader.

& Duct Fire Detector or duct-mounted fire detector.

N-Y Digital Video Recorder (DVR) or Network Video Recorder (NVR) system.
& Elevator sensor.

& Emergency communication systems such as panic alarms.

m Electronic fence security systems.

i

» Fiber controller.

@ Fire Detector that detects smoke and issues alarms.

Fire Panel that detects smoke and issues alarms.

e Computer-based firewall designed for internet security.
@ Gas Detector that detects the presence of various gases within an area, usually as part
of a system to warn about gases which might be harmful to humans or animals.
- Gate Barrier such as a security access arm.
& Glass Break Detector that detects a break in a pane of glass, alerting a burglar alarm.
= GPS antenna that provides location details.
$ Hazard detection systems.
g Heat detection system.

Using Cisco Physical Security Operations Manager, Release 6.1
m. 0L-28433-01 |



| Chapter2

Monitoring Activity

Table 2-2

Visually Assessing Security Events with the Map View Pane ||

Icons displayed in the Map View Pane (continued)

Icon

What the Icon Means...

Help Point for a transit communication system.

Heating, ventilating and air conditioning (HVAC) systems.

Intercom or Public Announcement (PA) systems such as Intercom-Commend.

Intrusion Detector that detects unwanted attempts at accessing, manipulating, and/or
disabling of computer systems, mainly through a network, such as the Internet.

o

IP Devices or instrumented components such as those that provide information and
notification via Windows Management Instrumentation (WMI).

&

Infrared flame (IR) detector.

x\

License Plate Recognition or automated number plate recognition system.

=

Magnetic Lock or electromagnetic lock.

Manual Call Point such as a fire alarm pull station.

Master control system (MCS) module.

& P |

Meteorological Radio Modem, or radio modem that disseminates meteorological
information.

Reconfigurable microwave networks; for example, reconfigurable wireless
communication, wireless network, and reconfigurable phase array antenna.

(jﬁiJ

Microwave Transmitter such as an electronic device that transmits microwave
signals.

Monitoring area (rather than a sensor).

®

Motion detector that quantifies motion that can be either integrated with or connected
to other devices that alert the user of the presence of a moving object within the field
of view.

=1

Network Router, a device that forwards data packets between computer networks.

U

Network Switch, a device that connects network segments or devices.

Public address amplification system (PA).

PA Network Controller that connects a public address system to a network.

Panel sensor.

i IV

Panel Input or device sensors connected to a panel’s input jack.

Panel Output or device sensors connected to a panel’s output jack.

B B

PLC Chassis, an enclosure with slots in it that is used to connect multiple parts of a
PLC.

PLCRIO, alarger type of PLC that is a collection of I/O cards that are linked together
and stored in a rack. A rack I/O can handle thousands of inputs and outputs.

Radar devices that are used to detect, range (determine the distance of), and map
various types of targets.

Receiver alarm sensor.

Lk

RFID Reader, a device that can read radio-frequency identification on a tag.

N

Road Blocker or wedge barrier that prevents vehicle penetration across a roadway.

a5

Room sensor.

[ oL-28433-01
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Table 2-2

Icons displayed in the Map View Pane (continued)

Icon

What the Icon Means...

|

Seismic Detector that detects seismic activity.

Hardware servers on a network.

©® M

Smoke Detector that detects smoke.

0]

Social Network. For this version, Twitter is supported.

@

Sonar devices that are used for acoustic location.

&

RFID tags.

&0
2

Tag Reader, a device that reads RFID tags.

Telephone system.

TTR Enhancer, an enhancing device for a touch tone receiver.

@ o B

Universal Power Supply (UPS) systems.

=

radio systems.

VHF Controller, a controller for a very high frequency radio system, such a maritime

VHF DSC Station, a digital selective calling station that is VHFE.

g

VHEF Station, a very high frequency radio station, such as a maritime radio system.

[3[n]
[

alerts or analysis results.

Video Analytics Server, a dedicated server that pulls video, analyzes it, and issues

2]

Video Encoder, a system that performs video encoding.

[E

Intelligent video systems.

g

Wireless Access Point for networking.

Bﬂ

Wireless Transmitter, a device that transmits a wireless signal.

Viewing Sensor ID and Sensor Name on a Map

You can click any sensor icon to view its sensor ID and sensor name—this saves you the difficult task
of memorizing all camera and access control door IDs.

n i T

|

Click a
SENSOT 1001
to view its
name or
sensor ID.

Ll Y
T

When you see an alert icon on a map, you can double-click it to view details about the alert. How to
interpret the information in an alert window is covered in Chapter 3, “Responding to Alerts.”.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Displaying a Summary View or Tabular View of Alerts

For each monitoring zone and monitoring area, you can view a summary of activity by clicking the
Summary View tab at the bottom of the Map View pane.

Ele Monitoring Extensions Commands  Yiew Tools  Help

B EEE R EEEOEEE

=R ECIERE BEE]

Mlarvigation oad L Physical Security Information Management
Monitoring Hierarchy a A >
o Worldwide Security Sites {17 —
5] J‘;§°Corporate {10) =
5] ,@'jQGovernment (7
a ,@'jOTransportatmn )
.3 [ Airport - E- 5an Diego Intl (0}
.3 D) Airpert - Dulles )
G20
4 o

a ,@'jo SD Airport Terminals — (0)
a ‘!J;,oCnmmutar Terminal (0)
[ & Concourse B1 (oy
a @0 Terminal 2 East (0}
& Teminal B1 (oy

& D undesignated Zone (oy
i 4| Map Yiew | | Table View
Type Descripkion e . SENSOF d
ry T =
» Y ; oirit Fir... 0 o

LJJ CJ A (1. Reco... Re Lo TR, 1 PHF-279 100 Administr, .. d

‘lg =\ M| Record Lof 14 duui‘ id

Manitoring: Worldwide Security Sites =3 Transportation 3 Airport - San Disga Intl (=(133) | 1y (0 | [@)MaRSEC 2 | roweren sv G PRONIMEX | | s |l

Several charts summarize the alerts for the selected monitoring zone or area including: severity level,
new versus open alerts, open alert count by severity, and open alert count by monitoring area or zone.

You can also view a tabular representation of the alerts in the selected monitoring zone or area by
clicking the Table View tab.

Using Cisco Physical Security Operations Manager, Release 6.1
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File  Monitoring Extensions Commands View Tools Help

el 2= ujelulwnea]saa oxelaluwaz|aeof

Navigation Lj u Physical Security Information Management

Monitoring Hierarchy o Monitoting: S0 Airport Terminals 3> Commuter Terminal >> CT-First Floar (2

o Worldwide Security Sites {n —
u:a ‘éo Corparate (10) Alert Sensor Name Type Description 0] =

&' 3@ sovernment ) v [CT-First Floor] =1 y

...i ‘_:‘)°Transportati0n {0y ° Narmal PxF-262 Gﬂ Camers - .., CT Concourse First Floor Nort EEE]

3 ¢ [ Arport - B- San Diego Intl - (0) A Medium Prp-244 [E Camera-... CTCancourse First Floor East 1001,

=1 séomrwt - Dulles ] ° Marmal PXF-300 [ Camera- ... CT Concaurse First Floor Center 1003

& ‘éon?rport - Dul\es.- B o D tormal PrP-245 [E Camera-... CT Concourse First Floor Center 1004

a ‘jo‘;‘)gpsgi;nse:rz?;mﬂ Eg; ° Narmal PxF-260 aﬂ Camera- ... CT Concourse First Floor Checkpaint 1006

a ‘_;')oPerimeter et o ° Mormal PRF-200 Gﬂ Camera - ... CT Concourse First Floor Center 1007

& Kf)oSD Airport Terminals (0 D normal PRTCTO7 u Access Ca.., 1010

a _do Commuter Terminal (0} D normal PRTCTOO a Access Co... CT Concourse First Floor West 1011

v - 3 st D normal PXTCFOS u Arcess Co,.. CT Concourse First Floor West 10z

| ) CT-Second F... (0 D tormal PRTCCOL a Access Co,.. CT Concourse First Floor North 1013

[ @ CT-Third Floor - (0) O ormal - PxTCTOL [ necess co... T Concaurse First Flaor North 1015

@ concourse 81 () O harmal  PXTCTOR I ficcess Co... T Concourse First Flaor North 1021

CJrc o Terminal 2Bzt (0) D normal PRTCTO4 B AccessCo... CT Concourse First Floor East 1027

‘é O Terminal 5t o D normal PETCTOZ a Access Co,,. CT Concourse First Floor East 1028

) ° Undesignated Zone ()] .

D normal FHTCTIO a Access Co...  CT Concourse First Floor East 1029 “

Record 1 of 34 dud < el

[ Summary Yiews | 4 Map Vie ETahla Wigw

Se.. ~ St.. ‘J Type Description LoC.. .. Sensor 0.. Owner

Na i B . s |Fren coe [CrFi., | 1|lght Cotra- ...
== = M EI . /@ Reco... Recordedvide... CTFi.. 1 PXF-279
@Eﬂ M Record 1of 9 dud <]

Mornitoring: SO0 Airport: Terminals > Commuter Terminal == CT-First Floor = (133) _b [i] MARSECZ | PowERED BY i PROXIMEX ‘i é | m

You can set preferences that determine which of these views is presented when you view the global zone,
monitoring zones or monitoring areas. See the “Changing the Default Display in the Map View Pane”
section on page 9-4 for details.

Searching for a Sensor in the Current Monitoring Area

You can find a sensor within the monitoring area that is currently displayed in the Map View Pane by
clicking the Find Sensor icon % in the Operation Console toolbar.

The Find Sensor window appears.

orsAncer = Gl -Enter your search criteria and click
Find Sensor: B Flnd

o

Number of results found: 46 * Al Sensor Types g
- |
Sensorfiame [Type  [Description W < = Filter results by typing characters
= ~ &1 here. Results will automatically be
: : Locate It filtered by whatever you enter.
PXF-277 Cam... CT Concourse First Floor Nort 23
PXP-247 [EN Cam... €T Concourse First Floor North 25 @
PYF-263 Cam... CT Concourse First Floor North 26
PXP-300 [EN Cam... €T Concourse First Floor North 27 Repot
PXF-262 Cam... CT Concourse First Floor Nort 28
PYF-261 Cam... CT Concourse First Floor Nort 29 a
. Record 1of45 aﬂa_’ Close |

The Find Results area of the window lists the sensors whose names match your entry in the Find Sensor
field. Select a sensor from the list and click the Locate It button. The Map View Pane brings up the
appropriate map with the sensor highlighted by concentric red circles.

Using Cisco Physical Security Operations Manager, Release 6.1
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FJFind Sensors Under - CT-First Floor

Find Sensor: *
Murmber of resulks Found: 34 :‘ Al Sensor Types
_Sensur Name _Type Description

ial
& Mo... [CT-First Floor]
Gﬂ Ca.., T Concourse First Floor Mort

[T-First Flaor]
| PrF-262

Visually Assessing Security Events with the Map View Pane

—Q.rrmTrf

Click the Locate It button to

& Ca... [T Concourse Firs: Floor East o ocate the selected sensor

|PHF-300 Gﬂ Ca,.. T Concourse First Floor Center Wthh iS shown Wlth red

PXP-245 EW Ca,.. T Concourse First Floor Center circles.

| PHF-260 Gﬂ Ca,.. T Concourse First Floor Checkpoint -

PXF-200 Gﬂ Ca,.. T Concourse First Floor Center

pRTCTO7 & A
| PXTCTOY ﬂ Ac... CT Concourse First Floor ‘West a

DYTENS M0 o T foncnires Firck Flnor tWack niz " r E
dud Record 3 of 34 adu <] g Close | (." XP-244 &

Searching for a Sensor, Monitoring Area, Monitoring Zone, or Alert ID Across

PSOM

If you know at least the first few characters of the name of a sensor, monitoring area, monitoring zone,
or alert ID and want to quickly find it, you can use Search Wizard.

To use Search Wizard, follow these steps:

Procedure

Step 1

Click Search Wizard at the top of the Operation Console window.

File  Monitoring  Extensions  Commands  Wew Tools  Help

Bl e IS IR eI glfalolall

The Search Wizard window opens.

Search Sensors

Search sensors by specified sensorname and type

Sensor Mame: I*

Sensor Type: ;“ _A” .S-EHSOV:EYDGS

|| Current Scope - T2E-SecondFloorMain

Click Search Wizard to locate a
sensor, monitoring area or zone.

cocs |

|
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Step2  To find a sensor, click Sensor and type in the name of the sensor you want to find in the Sensor Name
field. You can limit your search to a type of sensor by making a choice from the Sensor Type field. You
can search only the monitoring area or zone that is currently displayed by clicking the Current Scope

option.

~

Note  You can enter a wildcard character if you do not know the entire sensor name for which you’re
searching. For example, “TC*” returns all camera sensors that start with “TC”.

Step3  To find a monitoring area, click Monitoring Area and enter the name of the area you want to find in the
Area Name field. You can limit your search to the monitoring area or zone that is currently displayed

by clicking the Current Scope option.

|\_7_| Current Scope - Commuter Terminal

Area Mame: i

0
Im Badge Liser

To find a monitoring zone, click Monitoring Zone and enter the name of the zone you want to find in
the Zone Name field. You can limit your search to the monitoring area or zone that is currently displayed

by clicking the Current Scope option.

Search Monitoring Zones

Search monitoring zones by specified zone name

|£| Current Scope - Commuter Terminal

Zone Name: T

Vol Monitoring Area

Moritoring Zone

Il,g Alert

1
Ilﬁ Badge User

|

Step4  To find a specific alert, click Alert and enter the ID for the alert you want to find in the Search for alert

by Alert ID field.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Search Alerts

Search alert by specified alert ID

J .| CurrentScope
Sensor .
Search for an alert by Alert ID: lai

L-ml Monitoring Area

Monitoring Zone

Im Badge User

o |

|
Step5  To find a specific user by badge, click Badge User and enter the first few characters of the badge user’s

last name that you want to find in the Badge users whose last name starts with field. Alternatively, you
can enter the ID number for the badge user in the A user by badge ID field.

Search Badge Users

Search badge users by last name or badge ID
e €
¥ Badge users whose last name starts with:

" A& user by badge ID: | |

Sensar

Monitoring Area

Monitoring Zone

cren |

o |

Step6  Click Search.

Results appear in a new window. For example, if you search on all monitoring areas that begin with
“CT-", results appear as shown next.

© Find Monitoring Areas Under - GT-First Hoor

by cr-First Floor - the Commuter Terminal
|C|'-Seoond Floor Second Floor of the Commuter Terminal
|C|'—‘I1’|ird Floor Third Floor of the Commuter Terminal
|l Record 10f 3 aaﬂd s Close
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The Find Results area of the window lists the monitoring areas whose names match your entry in the
Find Area field. Select an area from the list and click the Locate It button. The Map View Pane brings
up the appropriate map.

Traversing Across Maps with Directional Icons

When you see a green circle with an arrow on a map, it means you can travel in the indicated direction
to an adjacent area in the building. For example, the Map View Pane in the next example shows the
“T2E-SecondFloor” of Terminal 2 East.

Eile  Manitoring  Extensions  Commands  MWew Tools  Help

B EE N EEEESOISE ] EEEEECIE= B

Mavigation I Physical Security Information Management
Monitoring Hierarchy < | tanitoring: S0 A (
° Worldwide Security Sikes {17)
3 & Corparate (1) :
3 & ) Government N
=3 5°Transpurtatiun o
£ 3@ dirport - B- San Diega It (0) b~ "\ Click to jump to a different
hj Qomrpurt - Dulles o .
(3.3 0 Airport - Dulles - B P ) map of an adjacent area.

& & ) Airport - San Diego Intl - (0)
\J & Dy Perimeter Morth (@

3 & @) Perimeter West (o
a3 50 sirport Terminals (0}

uJ 2 D Commuter Terminal (0) e

- 2 ) Concourse 5L (o

O & DTeminal 2East (D)

& ) T2E-Second... (0}

s

] :5
}—lmn%‘ﬂl-l h’ Q) — .h’—"ﬁ

Double-click this green icon and the map for the indicated area is displayed; in this case, the map for the
T2E-SecondFloorConcourse is shown.

Eile Monitoring Extensions Commands  Wiew Tools  Help

Bl e EEENECELE Y EEEEEIETIEL=] BiEie])|
A SRS B _

Physical Security Information Management

() Airport - San Diego Indl {0}
3 3 @ Perimeter Horth L]
123 Perimeter test L]
& &) 5D Airport Termingls (0

330 Commuter Terminal (0)
b ) Concourse B1 0]

Monitoring Hierarchy o Monitaring: 30 Airport Terminals »> Terminal 2 Ea ‘
":) Worldwide Security Sites {17)

M &) Corporate (10} 1

M &) Government O] (

a () Transportation ()] u

._j () Airport - B San Diego Intl {0} [

._j (D) dirpert - Dulles [{0)] Q

2. () sirport - Dulles - B [{0)] 2

4

Manually Controlling Access Doors

You can manually control access doors from the Map View Pane as well. See the “Manually Controlling
Access” section on page 3-45 for more information.
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Finding a Location on the Map

If your security map is a Bing map, you have a few additional options in the right-click menu with Find
Location, as shown next.

Viewing Notes on the Map

Your security map might also display notes, such as contact information. Click to view the expanded note
on the map.

" ) "
Property: Santana Row
Contact: Jose Dunn
Administrator: Harrison
ChinPhone number: 48-
1234567Address: 300
Santana Row, San Jose, CA

Concel) ;

Tracking Alert Conditions with the Alert List Pane

Every alert that is triggered within PSOM appears in the Alert List pane. At a glance, you can see all
open (and potentially acknowledged) alerts for the security zone you are currently viewing. For example,
if the “Commuter Terminal” is highlighted in the Navigation pane, the Alert List pane shows all open
alerts within the Commuter Terminal security zone.

Sever... St. Description Loca... 0O.. Sen. DOcc j

3 n . |Forced Entry 1 ko | .
@i [ . Patential Cyber ... 1 . 4620, Administrataor B 24387 |
Ame. 1] . Checkpaink Fire... CTFir... 1 Light... 4/6/20... Administrator RERE| 24384 |
Ame. 1] .. Recorded Yideo... CTFir... 1 PXF-... 1/1/20... Administrator B 24383
o Criv, H . Potential Cyber ... CTFir... 1 P¥F-... #4/5/20.., SCO-Supervisorl D J 24382
A Me. (1] .. . Ping Test Aler... CTFir.. 1 PXP-.. 4/5/2.. RERE| 24373
A Me. 1] .. Proxy [p_sl_.. CTFir.. 1 SNMP 3/17/.. RERE| 24359
Ame. 1] Service Test Ale... CTFir.. 1 PXP-... 3{17/2... Administrator RERE| 24385 |

Record 1 of 12 |l e

Sometimes there are multiple alerts collapsed under one listing. The Occurrence column will show a
number greater than 1 (one) in this case. To expand these listings, right-click the top-level listing and
select View Collapsed Alerts from the menu.

Using Cisco Physical Security Operations Manager, Release 6.1
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Severity Status _. Type  Description Locati.. Docurrence  Se.. Doowr Time L q_ Al Ny - ::
£ High 1] Open Eq Live Wi... Live Video Alert Office 1 C-... | 1[3L/2007 1:46:... | TN L] g | 81)
@ critical [B] Open " LiveWi. LiveVideo Mlet  Office 1 €. 132007 a6, 20 B , 2|
Door Forced Cpe. | Office 2 | acknowdedge dlert:
| Close Alert
If the number in the ] e
Occurmrence colummn is 1| View Alert Cetals, .

" moce e 1 (G
= Colapsad Alerts,..
o) [(w][4] Recordzofs B -

...Right-click the listing and select View
Collapsed Alerts from the pop-up mem.

Table 2-3 explains the information you can get from the Alert List pane.

Table 2-3 Information shown in the Alert List Pane
Column What this Tells You...
Severity The risk level of the alert. A yellow icon means it is a medium risk alert; a red icon

means it is a critical risk alert. Double-click the icon to view the Alert Details
window; see Chapter 3, “Responding to Alerts,” for more information.

Status The current condition of the alert.
Open—The alert still needs to be investigated and appropriate actions taken.

Acked—The alert has been acknowledged, and an operator is probably taking actions
to resolve it.

Closed—Appropriate actions have been taken to close the alert.

Note In the Alert List Pane, only those alerts that are “Open” are shown. You can
see all alerts using the Alert Management. See Chapter 7, “Acknowledging,
Closing and Auditing Alerts,” for information.

Escalation The response status for the alert; such as whether it has been viewed, escalated,
acknowledged or closed.

. ', —The alert is new.

. \3, —The alert has been escalated.
. g —The alert has been escalated.
* g —The alert has been escalated and can be acknowledged.

. _'.z] —The alert has been escalated and can be closed.

To prevent an alert from being escalated, you must view, acknowledge, or close the
alert within the time frame specified by the escalation rule.

Type The type of alarm that was raised by the sensor. The types of alarms that can be
triggered are dependent upon the system that controls the sensors; the system with
which PSOM integrates.

Description A brief description of the alarm type.

Location The location property of the sensor that triggered the alarm.
Occurrence The number of alerts that have been collapsed into this alert listing.
Sensor The name assigned to the sensor where the alert occurred.

Occur Time The date and time when the alarm was triggered.

Using Cisco Physical Security Operations Manager, Release 6.1
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Table 2-3 Information shown in the Alert List Pane (continued)
Column What this Tells You...
Owner The owner of the alert.
B If the icon in this column is not greyed-out, there is recorded video camera footage

available of the events that triggered the alert. Clicking the icon in this column
displays the recorded video for the alert.

| If the icon in this column is not greyed-out, there are notes that provide more
information about the alert and any actions that have been taken to resolve it.

1 If the icon in this column is not greyed-out, there is information about what actions
you need to take to resolve this type of alert.

- e If this icon appears with a blue rectangle, it is a simulated alert; perhaps an
administrator is testing new business logic with PSOM. There are four types of
simulated alerts: simulated alert that is a false alarm but has instructions,
simulated alert that is a false alarm and does not have instructions, simulated alert
with instructions and simulated alert without instructions.

@ e If this icon appears with a green down arrow, it is a false alert.

2 If the icon in this column is not greyed-out, this alert has been dispatched. %

2 If the icon in this column is not greyed-out, there is a disallowed action in the alert.

ID The unique PSOM-generated alert ID for identification and reporting.

By default, the Alert List Pane only shows open alerts; you can configure it to show acknowledged and
open alerts. See the “Viewing Acknowledged Alerts” section on page 7-11.

Ensuring Timely Response with the Escalation Pane

You can track all alerts that have been escalated to you in the Escalation pane. To open the Escalation
Pane, select View > Escalation Pane.

File  Mornitoring  Extensions  Commands [Fiew | Tools  Help

Vi Tools Help
5 5 J’ x I = 8 R —

U "_:l u J J J J 2= Toolbar Options L
Navigatian dlad &% Home (Root Zone)
Monitoring Hierarchy \..n1 O Back to Previous

E1O #irport e © Up One Level

/3 @anzona o / Select View > Escalation Pane.
L‘J & California Bay Area {0 ujj Navigation Pane

.,_J ﬁ}@CommUter Terminal (2) 1\ Escalation Pane
i [ Cisco Bulding 26 (0]
2O Cisco Bulding Eﬂi E5] Response Workflow Pane
1 (. 8] Detach Alert List Pane
@D cT-5econd Floor (D) J Header Pane
L[ I CT-Third Floor m = =
@ Display Options 2

The Escalation pane appears as shown next.
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Taking Action with the Response Workflow Pane

file Monitoring Extensions  View Tools Help

e Jua,@@m E EEEEECIE = =)

MNavigation Intelligent Physical Security Management
Monitoring Hierarchy Meonitoring: Airport >> Commuter Terminal >> CT-First Floor (Alerts:S) 1, N Descri.. Escala.. .%
B3O airport {15)
| i Terminal 1 @
& (A Terminal 2 East @

[ () T2E-secondFlgo... (0)
- @ T2E-SecondFloo... ()
[ @ T2EFirstFloorMain (0)
(G TE-Second Pe... (0)
- (@ @ TEParkingPod (1)
- o Terminal 2 West )] Q
B 20 commuter Terminal  (3)
IR~ o)
(S CT-Second Fioor (1)
[ @ CT-Third Flaor @
B8l -.’_',) Perimeter West (@
(B Perimeter west 1 (1) h‘“

[ @ Perimeter West2 (1)
| Summary View | {&|Map view | [EH Table View
- @ Perimeter West 3 (1) [d Eljmap v B

@ 3@ Perimeter North o Severity  Status . Type Description Location .. Sensor  Occur Tir
a 159*‘”‘”'“ @ 0 Low [4] Op.. " ForcedE.. DoorForced OpenAl. CTFirstF.. 1 PXTIG11C 04/13/20
@) Zone Unessigned €., (12) A vedum (4 o, PhysicalT... Card Reader Tamper Alert CTFistFl.. 1 PXTCOL  03/20/200¢
A vedum  [2] 0. £9 DOTLatL.. DoorOpenToolong Alert CTFirstFl.. 1 PXT2504  03/20/200¢
A vedum  [4] 0. £8 DOTLatL.. DoorOpenToolong Mert CTFirstFl.. 1 PXT2504 | 03/20/200¢
A vedum [ o... E DOTL stL... Door Open TooLong Alert CTFirstFl.. 1 PXT3504  03/20/2001
A wedum  [8] o.. Forced En... Door Forced Open Alert  CTFirstFl.. 1 PXTIGIIC | 03/19/200¢
T KR e Sy TV TR ) 0070 )
EbJ LJ N“H Record 9 of 9 | [l )| Resfinse | i Escaiziion
World Coordinate: (-117,191177,032. 730885) (32°43 51, 1°N 117°11'28.25°W) (e | 4y 0 | [ Bevated o = B

The Escalation Pane only shows alerts that the system has escalated to you for attention, or that other
users have escalated to you. For each alert, the Escalation Pane shows the severity (Critical, High,
Medium, Low), escalation status (Not Viewed, Viewed but Not Acknowledged, Viewed but Not Closed),
alert description, timestamp when the alert occurred, and alert ID.

To prevent an alert from being escalated, you must view, acknowledge, or close the alert within the time
frame specified by the escalation rule.

Taking Action with the Response Workflow Pane

The Response Workflow Pane helps ensure that you take appropriate action when an alert occurs, as
defined by the security experts at your company. It shows the progress towards fulfilling your
responsibilities for the various alerts under your responsibility.

To open the Response Pane, select View > Response Workflow Pane.

Ele  Monitoring  Extensions  Commands | Yiew | Tools  Help
iew | Tools Help

H J—;[ N ‘—/'J --j E ~!j N = Io_olbarO;‘tions »

Mavigation e \3 {2t Home (Root Zone)

Monitoring Hierarchy

Back to Previous

| ol mrpor_t @ 0 Up One Level

ud-_é)omlzona (o) b = .

O AQCalfomiaBayrea (@ | Ial) Nevigation Pane Select View > Response Workflow Pane.
(=] _é,o Commuter Terminal {2) 1\ Escalation Pane /

QC\sco Buiding 28 {0 g Response Workflow Pane
Lﬁ ocwsco Eul\dlng 32 0m

Detach Alert List Pane

The Response Workflow pane appears in place of the Escalation Pane as shown next.
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Taking Action with the Response Workflow Pane Il

Fle Montoing  Extensions  Commands  Wiew Tools  Help
E I - e 1 ¥ = -
Bl ERE R EFESEOE R EEEER R CIEE] Ak
Mavigation Il Physical Security Information Management [Side Pane
Y g
Mﬂnitﬂ_rinu Hierarchy <] Maonitaring: irport Terminals »> Commuter Terminal >> CT-Fi o e e R ——
'éll\iurldwldeSe:untySltes :17; Respors. . & o 2
() Corporate 10 .
3 () Government N Respons. . ﬁ LN
2/ Transportation [} Respans... £ 0% 2
& () Airport - B San Diega Ind () Respons... [ 0% A 2
& @ sirport - Dulles (my Respons... 2 0% z..,
d‘jo.Alrpnrt-Dulles-E (m Respons., (3 | 8% A.. 2.
2 () Airport - San Diego Inkl (1) Respons.. 21 0% A 2
13 5 ) Perimeter Narth (o :
i Respons... ¥ 0%  Sy.. 2.,
@30 Perimeter west ) ] :
& 3 5D Airport Terminals (0 ﬁ Respors... 1 | 0% Sy.. 2.
1) Commuter Terminal (0) [l Summary Yiew | Map view | 2] Table View Respons... B 0% Sy.. 2.,
o RS 1 0 Respons... 2 0% Sy 2.
& @ CT-second .., () e T.. Descrip.. L. .. Sensor Respons.. B 0% Sy 2]
L@@crmror © BRI [ e E1 e T
~ 3 () Concourss B1 (o) A8 @& R Recorde.. C.. 1 PRF279 L. Admins.. [ ] ) T Respons.. B 0 Sy 2
@ Terminal 2Bast - (0) A 1] & Us.. PingTest.. C.. 1 PXP-244 4. Admins.. | ] o, T2 T .
B0 T2E-Second... (0) E ! E Respons... £ 0% Sy.. 2.,
R0 T serond.. ) A & WL Proxy [p. . 1SR 3. Adviis.. Oae s nespons.. [B) | 0% Sy 2]
3 ) Torminal B1 P At By us.. ServiceT.. C.. 1 PXP-244 3. Adwinis.. | | 4 [} Respons.. 7 0% Sy 2]
3 @ Undesignatsd Zone oy A4 9 Foo. ForeedE.. C.. 1 PXTIG.. 3. Adwins.. [ 2 W T Respons.. [B] | 0% Sy 2ol
A ﬁ Fo.. Forced oo Cow 1 FXTIG. Lo Adminis.. £ [ l‘_f 7] Respons.. (B 0% Sy 2ol
& .Y & Fr.. Freplam C.. 1 FreS.. 3. Adwinis.. [ ] g L5 Respors... [B | 0% Sy 2]
@ . 1| £ Fo. ForedE.. C.. | 1PXTIG.. 9. Adwinis.. [} ] G 5 Respors.. 2 | 0% Sy 2.]
—— Becnane | gop  ew o
o= »
iﬁ = uj  recordtofs (] ESjResponse
Monitoring: 5D Airport Terminals > Commuter Terminal > CT-First Flaor E=(13% | 0 0 | [@IMARSECZ | rowenes sy 4B PROXIMEX | g | f (al |

For each alert, the Response Workflow Pane shows the alert ID, the type of alert, a progress indicator
for completion of alert response tasks, and a response ID.

You can also view a summary of the outstanding response workflows at the bottom of the Operation
Console.

‘oximex-San Jose - B = Px-5an Jose - B »> Px-Sanlose - 1stFloor - B Bz | 1 (@] Low | rowereo sv 5B PROXIMEX | 3]

{120}
Mumber of Owned Response Workflow Tasks

To find out what response tasks are remaining for an alert, double-click the alert’s progress indicator in
the Response Workflow Pane. The Alert Details window opens and shows outstanding tasks in the
Response Workflow area.
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Locating Security Resources

& Monitoring Extensions Commands  iew Tools  Help
e : : | | = | =
] M ERES S OE R EEERERCERE AR
vigation L] Cj Physical Security Information Management Double-click to see open L:JL:J
onitoring Hierarchy (%] honitaring: irport Terminals »» Commuter Terminal > CT-Firs I 3
= T response tasks. v O vl
B3 () worldwide Security Sites an s
~ . . _
@1.80) Corporats aoy View response tasks on the left ; Respors.. [ | 0% Ao 2o
3 @) Gowernment U] . . . ;B :
@120 Transportation m) side of the Alert Details window. ; A oo z.|
& A0 Airport-B-SanDlegeIndl (0 || oo ﬁ . 0% Az
] Airport - Dulles (o 2 0% z...
] ! espons., [y | 8% AL 2o
a £} Home s |Note: ElReperting ¥ lespons., 21 0% A.. 2o
i\ Blert Overview oo L lespons... £ 0% Sy.. 2.
severitys o Critical [ Tine: Tiseis 1 FEy g | (5RO B 0% sy 2.
Status: i] Open d | |[espons. .. ﬁ 0% Sy 2o
espons... B 0% Sy.. .
Sensor: PxS] - FT Ext :
Location: [P¥-Sandose-1st Floor] O] . A% s 2.
Type: Forced Entry at Input lespons.. B 0% Sy, Zo.
Description: Forced Entry at Input espons... 2] 0% Sy.. Zo.
Occured: 3[7/201Z 12:26:34 AM s o
Assigned To: Adrministrator ESpONS. .. a 0% S 2o
(Escalated-Alert Closeable’ %
Assigned By: Administrator espons... [B 0%  Sy.. Zo.
(31712012 12:26:49 AM) espons... 21 | 0%  Sy... 2.
o) espons... (B 0% Sy, 2o
Response WorkFlow espons.. (@ 0% Sy 2o
Status: Started espons... [3 0%  Sy. 2.
Gaias - iy 5 espons.. # 0% Sy, 2o,
Response Tasks (12 Parallel Tasks) 1 PxSJ-FTExit[a || = = |[lecoone ] Mo = 7 i‘
3/12/2012 4:39:37 PM — F N
. Esponse
Review Incident —
P B it [7[2012 12:27:05 AM o G PROXIMEX | gl | (|
Locate alarm on map and details of alarm
v Ol Fee 11212012 4:39:37 PM @
Locate alarm on map and details of alarm
o [ Feview recorded video
Administrator 112/2012 4:39:37 PM
Review recorded video
Review live video
‘ v Administrator 122012 4:39:37 PM
Review live video
]
I e |
! EE

Locating Security Resources

Step 1

Security resources are the people (mobile officers, paramedics, etc.), vehicles (e.g., patrol cars), boats,

airplanes, and valuable assets within your environment whose location you need to track from the

Operation Console.

To search your entire environment for a resource, follow these steps:

Procedure

Click Track Resource under Operations in the Navigation pane.

EEEEE ™ El=] =

File  Monitoring  Extensions  Commands  Wiew  Tools  Help

Bl EEE SR EIO=

Havigation CJ L—J Physical Security Information Management

Muonitoring Hierarchy d Monitoring: SO Airport Term muter Terrminal >/
L . . - . P

The Find and Track Resources window appears.

Track Resource

Track Security Resource

Click Track Resource.
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Step 2

Step 3

Step 4

Step 5

FEJFind and Track Resources H=1 &3 |

Find Resource: | ] I
Find Results:
0 Name Description i} u‘ | nrake T |
=
v Properties on—the—ﬂy.
o Bio-Chem-Sensor-1 a 24
) Guard-atlanta-1 & 25
o Guard-Sunmyvale-2 3 26
o PatrolCar-Sunmyvale-1 @5 Z?H
Record 1 of 187 dud <] Close |

Locating Security Resources Il

Enter a resource name and click Find.

Enter characters to further refine results

You can either select a resource from the list, or enter the resource’s name in the Find Resource field
and click Find. To view details about a resource, select it and click Properties.

You can further refine results by entering characters in the first row of the Find Results area. Results are

filtered based on what you enter in this row.

Select a resource from the list and click the Locate It button.

The Map View Pane displays the map where the resource is located, using a blue dotted line to show the
resource’s historical tracking trail. A red dotted trail shows the resource’s current movements for

real-time tracking.

Property ¥alue

g:

Mame Car-01
;Typa ‘wehicle (land)

If there are any external commands that can be executed on a resource, they will appear when you

right-click the resource in the Find and Track Resources window.
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.
(2] P s ook Resowees I [ TR =~
Find Resource: Find !
Find Results:
) Name Description m Locate It
7
P rti
& Service Car-1 & Service Car-1 M

@ Police car-2
# | Service Car-21

O ‘ Commands - Resources 4 ‘ GeoTab Tracking Resource Command One
‘ GeoTab Tracking Resource Command Two

ﬁ Police Car-2 7
| ) \Sem‘ice Car-21 a

‘ GeoTab Tracking Resource Command Three
‘ GeoTab Tracking Resource Command Four

Ll record 3 of 4 (L] > Close

To find a resource in a specific monitoring zone or area, follow these steps:

Procedure

Step 1 Right-click the monitoring zone or area in the Navigation Pane.

Step2  Select the resources to display:
¢ To find resources by name, select Track Resources > By Name. Enter the name in the Find and
Track Resources window and click Find.

¢ To find all types, select Track Resources > All Types.

Navigation | T
Monitoring Hierarchy d
E@ world (¢)]
@A A ()
2@ uK @
o 2@usa (2)
& @ California ()]

i~ 2 san Diego B... (0)

i @ 2@ san Francs... (
¥ | 2@EFgand.TEN W

S@P|&| Track Resources | a4 By Name..
H@le 5
@ 3@ sant a% Find Sensor... =]
| So@sant @ video Matrix View
i & O Florida

Lo @Texas (@)

e To find the resources by type, select Track Resources > By Type, and then select a type.
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Physical Security Information Management

General Object

Perzon

‘ehicle {land)

‘ehicle {waterborne)
Wehide (airbarne)

Genetic Asset

Security Officer

Law Enforcement Officer
‘ehicle {Law Enforcement)

Emergency Yehicle (Fire, Ambulance)

| [ Summary i Map Wiew E]Teb\e Wi

Step3  The map updates to show the resources in that zone or area.

Step4  To show a history of wr certain resource
map and select Show Tracking Trail.

Service Car-21
View Properties

Show Tracking Trail
™\ Create User Alert

- ‘ Commands - Resources

Step5  To execute an external command (if a\}ailable) on a resource, right-click the resource on the map and
select Commands - Resources to display available commands.

‘ View Properties
a E Show Tracking Trail

| %\ Create User Alert

GeoTab Tracking Resource Command One
GeoTab Tracking Resource Command Two

GeoTab Tracking Resource Command Three

GeoTab Tracking Resource Command Four

To clear resource tracking from the Map View Pane, right-click the monitoring zone or node in the
Navigation Pane and select Track Resources > Clear Resources.
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To configure the number of tracking points to display when tracking a resource, follow these steps:

Procedure

Step 1 Select File > Preferences.

Monitoring  Extensions  View To

x|l

% ]

£
3

The Console Preferences window appears.

Step2  Click General under Console in the left pane.

nl onsole Preferences

= Consol (Par Lser)
[
Hlert
EZ-Track
Erral Cperation Consak Defaulk Visvwe Type
L Consol= {Per Computery
Gereral Rt Monkoeng Zone: o mars ]
Wi i ; - —_
A Morit Zonewsth 3 Mo
T critoring Zone with zones [ Nare |
eneral Moritoring Zone with arsas: T tion= ad
AllCarecles
[ Meritoeing &rea: T tien= hd
EZ-Track
Id=rticy Mansgment: Cperation Consak Thre st Level Indicstor
I™ Shaw Homeland Sacuricy Threst: Level Irdicstor on Hasder
[T Show MARSEC Threat Lavel Indicacar on Header
LiveVideo P2
I L= camman |ayer PTE mouse move)zoom
Enter the number Trackng Trai
of tracking points Tratk, Resouos : Wbt of historical tracking points ko shows gl peins
o 5110“" PEI Uﬁ.l] Track Object: Mumber of hiscarcsl brackng poincs bo shaw: 100 ﬁ prints

Step3  Enter the number of tracking points to show on the map per resource tracking trail in the Track
Resource: Number of historical tracking points to show field.

Stepd  Enter the number of tracking points to show on the map per object tracking trail in the Track Object:
Number of historical tracking points to show field.

Step5 Click OK.

Tracking Users by Badge Activity

If your access control system supports this functionality, PSOM can display activity for a badge from
the Badge User Trace Manager. You can set up a badge user on a watch list and manually refresh the
results on demand to see at what sensors the badge is using. The user watch list you create in Badge User
Trace Manager is not stored to the PSOM database, but you can export the list to an XML file before
logging out of PSOM Operation Console, and then re-import the watch list when you want to use it the
next time.

Using Cisco Physical Security Operations Manager, Release 6.1
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Tracking Users by Badge Activity

To track a user by badge activity, follow these steps:

Procedure

Step 1 Click Badge User Trace E‘ in the toolbar for the Operation Console.

The Badge User Trace Manager window appears.

=~ If you have a watch list,

Badge User Trace Manager | R
click Import User Watch

i Home | 1l Reporting X
= List.
e Otherwise, click Find
Badge Users to search
= — the list of badges.
Users - Watch List User Activity List
__J__J_JReoordOGFO._J._J._J‘_J_J .__J.__J._JReoordOOFO,_J._J._J_J > |

Step2  Click Find Badge Users.
The Search Wizard appears.

3| Search Wizard

Search Badge Users

Search badge users by lastname or badge ID

=l
Sensor
* Badge users whoselast name starts mth:l:l

L—@ Monitoring Area

e

Ld Monitoring Zone
I&‘ Alert
e

m Badge User

coen |

|
Step3  Enter the first few characters of the badge user’s last name that you want to find in the Badge users
whose last name starts with field. Alternatively, you can enter the ID number for the badge user in the

A user by badge ID field.
Step4  Click the Search button.

The Find Badge Users window appears with results.

Using Cisco Physical Security Operations Manager, Release 6.1
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Badge users whose last name starts with: ‘a

Number of results found: 100

Last ame First Name [Badge Image hi‘ —J‘
= Mo ima... E «%
= ﬁJ
™
v
Baltimore A_West 1004 . m
Baltimare ABC 10037 l User Ti
Baltimore BBC 10038 F @
Baltimore ABC 10034 s
Baltimore ABC 10035 ﬁ
i -
Baltimore ABC 10036 Q
Baltimore Adrian 1003637 Q
o T IO e & Gose |

You can filter the list by entering characters in the top row fields.

Badge users whose last name starts with: ‘b ‘
Mumber of results found: 100 lﬁ

Baltimore Chad 1004870

Baltimore Charles 1004472

1001504 !

Baltimore Charles

Badge users whose last name starts with: |c

Mumber of results found: 100

Last Name First Name ' BadgeID  Image Ll
ch

Charles

Colorado Cheryl
B Colorado Chester 1003375
» Colorado Christopher 1004128
» Colorade Christopher 1006505
B Colorade Christopher 1007142
B Colorado Christopher 1007135
B Colorado Christopher 1006597
% W [First Name] Like 'ch%’
| s ) ) Record 1of 9 Baﬂd Close |

Step5  Once you find the user you want to track, click the User Trace & button.
The Select Filter for User Activity List window appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 6

Step 7

Step 8
Step 9

Tracking Users by Badge Activity W

2 for; User: ;‘;s'r'u]'uﬂ ﬂ

(ol @ bpecify a time range:

= From

= From pow

Within the last 24 hours: |

Maximum number of most recent records to return (1 -999): 50 &l

Apply Cancel |

Decide whether you want to view activity during a specific time period (select Specify a time range) or
just for the past day (select Within the last 24 hours). If you view activity for the past 24 hours, you
can limit the number of records to return in the Maximum number of most recent records to return
field.

Click Apply.

The Badge User Trace Manager reappears with results displayed for that user.

ﬁ Home: @ Reporting

B S B B R @ &M

Close | Import User Export User  User Activity Refresh | Locate It | User Details | Remove Find Badge

Wakch List  Watch List Filtr User Users
File Action [ Ww oy
Users - WWatch List User Activities: Last 20 hours from now
Image Name Time Sensor Name  Panel Reader SerialNum AlarmDescr Even...
a 3 f 01 | 1243029
4 5i22j2002 2:53:141 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029133  Access Denied: Are...
5i22j2003 2:53:39 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029129  Access Denied: Are...
5i22j2003 2:53:37 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029125  Access Denied: Are...
Si22j2003 2:52:22 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029121  Access Denied: Are...
Si22j2003 2:52:20 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029117 Access Denied: Are...
5i22j2003 2:52:17 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029113 Access Denied: Are...
Si22j2003 2:52:15 PM PXTESTOL [2] PHTESTO1  AAS ... 1243029109  Access Denied: Are...
5i22/2002 2:46:48 PM PXTESTOL [2] PHTESTO1  AAS ... 1243001666  Access Denied: Are...
5i22j2002 11:10:41 &M PRTESTOL [2] PHTESTO1  AAS ... 1243001662  Access Denied: Are...
5i22j2002 11:09:01 &AM PRTESTOL [2] PHTESTO1  AAS ... 1243001658  Access Denied: Are...
5i22j2002 11:07:21 &AM PRTESTOL [2] PHTESTO1  AAS ... 1243001654  Access Denied: Are...
5i22j2002 11:05:40 AM  PRTESTOL [2] PHTESTO1  AAS ... 1243001650  Access Denied: Are...
5i22j2002 11:04:00 AM  PRTESTOL [2] PHTESTO1  AAS _ ... 1243001646  Access Denied: Are..,
Recard 1 of 50 Huu

To get the latest activity results, click the Refresh button 2/ in the toolbar.

To change the time period for which you’re viewing activity, or alter the number of records you return
for each badge user, click the User Activity Filter button % in the toolbar.

The Select Filter for User Activity List window appears.
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 From

{ From now

IF

Maximum number of most recent records to return (1 - 999): 50 i

Apply Cancel |

If the selected activity has valid sensor information, you can click the Locate It . button to view the
sensor location on the map in the Operation Console.

Step 10
Step11  To remove a user from the watch list, select the user and click the Remove User button &X in the toolbar.

Step12 To print a report of the watch list, click the Reporting tab and then click the Print button or Print
Preview button.

! er Trace Manager -

: ﬁ Home EI Reparting

B y|E Q)

Close | Import User Export User @ Print... Print Export
Watch List Watch List Preview... [l To... v

File REpar:

To export a report of the watch list, click the Reporting tab, click the Export To button, and select the
type of report you want to produce.

a4

Step 13

ﬁHnmE E]Repnrhng
=] Y L
B % & & Qfl
Close  ImportUser ExportUser | Print... Print Export
WatchList Watch List Preview., 8 To... v
File Report WIE pDF Fie. .
Users - Watch List ‘Within @g Lma&l‘ile‘..
Ting
B IextFie..
BBy HTML File...
Bl MHT File...

Step14  To export your user watch list, click the Export User Watch List button % in the toolbar. The Save as

badge user watch list file window appears so you can save your watch list to an XML file for the
operators in the next shift.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Tracking Objects

Save as badge user watch list file x|
Savein I 1239 Prooimene Surveillint j (o] of B~

E entPackage:
-XML-DataTemplate, XML

My Recent | =] Call3M.xml
Documerts

@);-

Desktop

= ;
| | TestEscalation. xml

My Document:

-
My Network File name: IPxBadgeUserWamUSt.XML j

Places

Save as type: ISaved badge user watch list files (* XML}

The watch list file can be reimported to PSOM later by clicking the Import User Watch List button .

Viewing Tracking Objects

Tracking objects are unknown objects that are being tracked by sonar, radar, RFID, or intelligent video
systems integrated with PSOM. When you view these tracking objects in PSOM, you can see their
geolocation on the maps for monitoring zones or areas as well as a tracking trail for their recent
positions.

To view tracking objects on a map, follow these steps:

Procedure

Step1  Select the monitoring zone or area for which you want to view tracking objects.

Step2  Click View > Display Options.

HFIB Monitoring  Extensions  Commands

Y EIREn
Navigation ==

Yiew | Tools  Help

Toolbar Options » @

{2t Home [Root Zone) | :
o Back ta Previous pn Management [ el ]
Monitoring Hi h
3';9 |tirarc ¥ e E o Up Cre Level . T.. Progr..
irpor! ¥ 0%
2 A arizona (m Mavigation Pane ; 3 i . o | 0w
33O commuter Termind (0| B | 1| Escolation Pane splay Options > o oy
3 & @ Perimeter North (o A .
5 B3] esponse woritiow pane Show Tracking Objects. wfPo D%
20 Detach lert List Pane - o e P 0%
& A\ Terminal 2 East (o 3 z . -4 P %

0%
0%
0%
0%

) ° Terminal 2 West o
+| & @ Undesignated Zone (0
=] é}o Undzsingated Zore (2.

Shows Sensor Range
o} g
|£| Sheows Sensor Marne

Any tracking objects present in the selected map area appear.
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U . e 7 4 o =
Step3  To view properties for a tracking object, right-click the icon and select View Properties from the

right-click menu.

# View Properties

" [ “Show Tracking Trai
)( Deactivate Tracking Object

1, Create User Alert Lz
B d 8

The Object Properties window appears.

Object Properties X

Ob-04-2008112592158

Tracking Object
Wehicle

L5673

Step4  To show a tracking trail of where the tracking object has traversed in this map area, right-click the
tracking object and select Show Tracking Trail from the right-click menu.

The tracking trail appears as a red dotted line. You can only show the tracking trail for one tracking
object at a time.

Using Cisco Physical Security Operations Manager, Release 6.1
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The tracking trail appears as
a dotted line on the map.

Step 5
a. Right-click the tracking object and select Create User Alert from the right-click menu.

The Create User Alert window appears.

3 Create User, Alert B &
: Bl Defaui ion Al i . .
e [ ocftoperatonsiert d . Select a severity to assign to the alert.
Severity: |® High /ﬂ
Description: | Operation Alert L Enter a description for the alert.
]
| )
Enter Parameters:
Description valie | I__ Enter the alert message.

u B® Enter Alert Desaiption | [Description] —

coce_|

b. Select a severity level for this alert from the Severity field.
c. Enter a description of this alert by replacing the [Description] text next to Enter Alert Description.

d. Click OK. The Alert Details window for this kind of alert appear as follows.

Using Cisco Physical Security Operations Manager, Release 6.1
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W Creating User Alerts

fa} Home || Mot EReporting

IQ |£| |:| _tty False Alarm L
_E Alert Commands

e oK Close | Acknowledge Close | 25 Escalate T
g | SRR e e

File Alert Status Action
Sensor: [<T-First Flaar] Severity  Stat.

Location: [CT-First Floar] E-
Teper Cealkoeatonih o Critical EI ... Forced ... ForcedEntry at Inp... PXTLG..
Dasinptan: e AR o Critical Z ... Forced ... Forced Entry at Inp... PXT1G...
Occurad: 4f18/2012 1:18:58 PM 7S I
@ citical ] .. Forced ... ForcedEntry at Inp... PRT1G...
Assigned To: Adrninistrator .
(Escalated-Alert Closeable) o Critical . Forced ... Forced Entry at Inp... PXT1G,.,
Hgned B ?-S'Tg'ggfsz-w‘m o @ critical ] ... Forced ... Forced Entry at Inp... PXTIG...
o Critical E ... Forced... ForcedEntry at Inp... PXTIG..
o Critical ... Forced... Forced Entry at Inp... PXT1G...
{5 Respanse Workflow @ critical ... Forced ... ForcedEnbry at Inp... PXT1G...
Status: Mo response workFlow def; @ criical ] ... Forced .. Forced Entry & Inp... PXTIG...

record 10f 10 (|

Type Description Sensor

=

Add Document

Dccur ..

37j201...
71201,
97/201...
97201,
97201,
97201,
71201,
&/31/20...
8/30/20,.,

£ addurL

[ZH Add Live video Link
dd Recorded Video Link a

Mot Edit

s
24405
24404
24403
24402
24401
24400
24399

h ]

Mote Display

. Click to view the tracking
trail for the object.

Step6  To execute an external command (if available) on a tracking object, right-click the object on the map and

select Commands - Resources to display available commands.

‘ View Properties
[ E Show Tracking Trail
. Create User Alert

‘ GeoTab Tracking Resource Command One
‘ GeoTab Tracking Resource Command Two

‘ GeoTab Tracking Resource Command Three
‘ GeoTab Tracking Resource Command Four

|é e

Creating User Alerts

If you see suspicious activity or want to record an important event within PSOM, you can create an alert

with a description of the incident or problem.

To create a user alert, follow these steps:

Procedure

Step 1 Click the Create Alert button ™ in the Operation Console toolbar.

The Create User Alert window opens.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3
Step 4
Step 5

Step 6

Additional Navigation 1l

@ Create User Alert aa‘
Type: [ Defauitoperatondlert _—| Choose the type of alert to create.
Severity: O High — Choose a risk level from the Severity field.
Description: Operation Alert
Enter Parameters:
E e o —
“~~___ Enter facts about the incident in the
Description field.

From the Type field, select the kind of user alert you want to create. The types of user alerts are
configured by your administrator.

From the Severity field, choose the risk level: Low, Medium, High, or Critical.

In the Description field under Enter Parameters, enter facts about the incident.

Click OK.

The newly created alert immediately appears up in the Alert List Pane, and an alert message opens.

To see details for this alert, double-click its entry in the Alert List Pane.

Additional Navigation

When you want to traverse monitoring zones and monitoring areas in either the Map View pane or
Navigation pane, you can also use three little buttons that appear in the top right corner of the Operation
Console.

File  Momitoring  Extensions  Commands Yiew Tools  Help

Bl EIET N EHSIES YO =Y =l s

Use these buttons to quickly traverse your security hierarchy.

Clicking the Home button returns you to the very top level of the security hierarchy; in other words, to
the global view.

When you click the Up Arrow button, the parent level of the current view is displayed; for example, if
you’re currently displaying the “Restricted Area” monitoring area of the “Commuter Terminal” security
zone, you will see the “Commuter Terminal” security zone upon clicking the up button.

When you click the Left Arrow button, you return to the map you were previously viewing.

[ oL-28433-01
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M Refreshing your View of Alerts

Refreshing your View of Alerts

Press F5 to instantly refresh the Operation Console with the most up-to-date alert information. The Map
View Pane and Alert List Pane will be refreshed with the latest sensor data from sensor control systems,
and the focus will be reset on the Navigation Pane.

Viewing External Alerts (Such as RSS Feeds)

Some alerts are generated by sources external to your security environment; for example, RSS feeds can
be configured in PSOM to trigger alerts that display in the Operation Console. You can access details for
an external alert the same way you do for typical alerts; for example, see “Tracking Alert Conditions

with the Alert List Pane” section on page 2-17. An Alert Details window for an RSS feed from the The

Weather Channel appears as shown next.

- — —_ e = — = S S
fs . Event [16]: Default RSS Feed Subscription (p_Axis_214 198) (Simulation) = | [=] ﬂ
— — N e
£} Home [ ] Note =|Reporting
] = - %
BHE M Jans & F @ = oo
OK | Close @ Acknowledge Close | False Escalate Add Image Add Document Add URL Add Live Add Recorded
Alert | Alarm  To Video Link  Video Link
File Alert Status Edit Display
/1 Alert Overview — 0 Note
1% | Details Properties Map Audit Ml System
Severity: A Medium \_o = [ Time: 2:36:04 PM
Status: H Open QFEEdU
Sensor: p_Axis_214_198 Th Add a
o e Location
Location: Default Location
Weather
Type: Default RSS Feed Subscription Channel +
Description: ADV: Take the Weather with You
Lo SRR IR AL Weather Lifestyle Social Maps Video
Assigned To: Administrator
(Escalated-Alert Closeable)
Assigned By: Administrator
(4/18/2012 2:36:04 PM) .
Home > Mobile & Downloads * Mobile Products
®
B Response Workllow The Weather Channel® goes everywhere you do.
Status: No response workflow defined!
Smartphone Apps Mobile Web
It's as eas yping weather.com into
your mobile brow
weather.com for mobile
4
a
= ——— ——— ———

Viewing Current MARSEC or Homeland Security Levels

The Operation Console displays the current Homeland Security or MARSEC level at the bottom right
corner of the window.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Current MARSEC or Homeland Security Levels [l

5 it Status .J Type o 1 ti
3 :"'!:_' Critical 'ﬂ Open Suspect Tailgate into Secure A...
~Tedium  [!] Open ., Physical Ta.. Card Reader Tamper Alert CTFirstF
/\ Medium (1| Open ' DOTLatInp.. Door Open ToolongAlert  CTFirstF
@ critical [1] open ., PerimeterB.. Alert: [Person] Crosses pe... Perimete
Either Homeland Security or A\ Medium El Open E Forced Entry... Door Forced Open Alert CT First Fl

~

Note

Step 1

Step 2

Step 3

This level is set manually by your system administrator.

For MARSEC, the levels roughly correlate to Homeland Security in this way:

¢ MARSEC 1—Routine maritime operations; this level aligns with Green, Blue and Yellow
Homeland Security levels.

¢ MARSEC 2—Heightened security awareness; this level aligns with the Orange Homeland Security
level.

¢ MARSEC 3—Imminent threats to security; this level aligns with the Red Homeland Security level.

You can choose to view the current MARSEC or Homeland Security settings at the top of the Operation
Console window.

Fle Montoring  Extensions  Commands  View Inols  Help

ﬂjﬂﬂJﬂ Jﬂ-mx %036 |

Others o

To display MARSEC or Homeland Security indicators at the top of the Operation Console window,
follow these steps:

Procedure

Select File > Preferences.

The Console Preferences window appears.

B Gansole

General

sole General Preferences

Enter Con:

EZ-Track

Email —Operation Console Default Yiew Type
(5 Console (Per Computer)

General Reoot Monitoring Zone: [ More: h_J

Wideo D a

Server Monitoring Zone with zones: None | .
™ i —. |~ Select these options
Manit il ith B | i ’ .

A ersiss Monitoring Zone with areas: m . .nne to dlsplay MARSEC

SMTP Mot Area: il

e onitoring Area [ nione a and Homeland

Identity Management

- Cperation Consale Threat Level Indicator | | Securlty threat level

[ show Homeland Security Threat Level Indicator on Header lndlcators at the tOp

[™ Show MARSEC Threat Level Indicator on Header of the Opetatlon
Console window.

On the Console > General tab, make a selection from each field under Operation Console Threat Level
Indicator to determine whether to display MARSEC and Homeland Security threat levels in the header
of the Operation Console.

Click OK.

| oL-28433-01
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M Viewing Current MARSEC or Homeland Security Levels

Using Cisco Physical Security Operations Manager, Release 6.1
m. 0L-28433-01 |



CHAPTER

Responding to Alerts

The most important part of your job is investigating and responding to alerts. This chapter explains how
to use PSOM to do that job quickly and efficiently.

In this chapter, you’ll learn:

Ways to locate and open an alert to find out the details.

How to find badge ID photos and recorded video of suspects.
How to identify the location where the alert was triggered.
The types of alerts that can be triggered.

How to respond to an alert appropriately.

This chapter includes these topics:

How You can View Alerts, page 3-2

Alert Notifications, page 3-5

Accessing Alert Details, page 3-6

Enabling One-Click Access to Alert Details, page 3-12
Determining the Time, Date, and Description of the alert, page 3-14
Finding the Location of an Alert, page 3-16

Viewing Badge Information and Photos from Last Access Attempts, page 3-18
Finding a User in PSOM, page 3-19

Understanding the Alarm that was Triggered, page 3-22

Viewing Video Related to an Incident, page 3-23

Adding a Snapshot to the Alert, page 3-26

Adding a Document to the Alert, page 3-28

Adding a URL to the Alert, page 3-30

Adding Live or Recorded Video to the Alert, page 3-31

Following Alert Response Procedures, page 3-32

Escalating an Alert, page 3-36

Updating Security Personnel with Instant Messaging, page 3-37
Handling False Alarms, page 3-44

Manually Controlling Access, page 3-45

[ oL-28433-01
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How You can View Alerts

e Issuing External Commands During Alert Response, page 3-46
e Documenting Alert Response, page 3-47

e Notifying Dispatch about an Alert, page 3-47

e Acknowledging or Closing an Alert, page 3-47

How You can View Alerts

When an alert occurs, PSOM notifies you of it in several different ways. First, the alert appears in a pop
up window just as it occurs. It stays open for a few seconds just above the Windows task bar along the

bottom of the screen.

B X

A Perimeter Campus DHO
[8164] Perimeter Campus DHO at areal
(5/28/2009 3:25:43 PM)

New alerts appear in this pop up window
just as they occur. The pop up window
closes after a few seconds.

This alert window may, or may not, be accompanied by a beep; this depends on your preferences settings
with regards to alert beeps. See the “Turning Alert Beeps Off or On” section on page 9-2 for details.

After the initial warning, alerts appear in the Monitoring Hierarchy, the Map View Pane, and the Alert
List Pane of the Operation Console. The next sections explain navigation of alerts within these different

areas.

Flle Extsns\uns Cummands Wigw TUD\S Help

Munlturlng

Nawﬁatlon

Mun rlng Hierarchy

.o Wur\dwwde Security Sites {17
e 1@ocurpnrate (10)
[ o Government N

L] éOTransportation

» -j énmrport - B- San Diega Intl

3 & @ pirport - Dulles

3 & @y eirpart - Dulles - B

a ‘jomrpurt - 5an Diego Intl
32 @ Permeter North

| > : rport Terminals
; Commuter Terminal (0}
Eo CT-First Floor (0}
B T-3econd F... (D)
[ i) CT-Third Floar
&) Concourse BL

Q Terminal 2 East

m Summary Yiew ﬂ Map View EI Table View |

11,
4/s...
3.
3.

Adrninistrator
Administrator
Administrator
Adrninistrator

Administrator

[P T2E-Second... (0} _
EQ T2E-Second... (0) B b ot G J Type Description Loc.. ..
°Term\na\Bl ()] 3 mm fg & eckpo g
& @ Undesignated zane 0] S AML [T . & Rec.. Recorded Yid.. 1 PrF-279
. | A [2] . 59 User... Ping Test Aler.. CTF 1 PP-244
A (2] . @& WML Proxy[psi_.. CTF.. 1 SNMP
(At (1] . B0 User.. ServiceTest.. CTF.. 1 Fp-24d
[I— — Am. Y . 4 Forc.. ForcedEntry ... CTF 1 PRTIGIIE  3fi...
Hg_ = ; ] | Record 1 of 14 aaa
| Work | Zoordinate: (381.3,-232.56) l l‘,{;!(lﬁﬁ) _b

— -
(3

POWERED IT@PMIIME! ié o Q

View alerts by drilling down in the Monitoring Hierarchy.

View alerts from the Alert List Pane.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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How You can View Alerts 1l

Viewing Alerts in the Monitoring Hierarchy

When a sensor detects an alarm event and causes an alert to be raised within PSOM, the alert icon
appears within the Monitoring Hierarchy. The location of the alert tells you where it occurred. For
example, in the window shown next, an alert icon appears in the “T2E-SecondFloorMain” area of the
“Terminal 2 East” monitoring zone.

Notice that all the icons up the tree from the “T2E-SecondFloorMain” area have changed to red alert
icons—including the “Commuter Terminal” and “Airport” icons. This ensures you will see the alert no
matter what area of the surveillance boundary you’re currently viewing.

Monitoring Hierarchy
C M
+ g8 @ Terminal 1
u @ Terminal 2 East (D]
i BG T2E-SecondFloa... {0}
QOTZE SecondFloo... {0)

All icons up the tree from an alert change to an
alert icon. You can traverse down the hierarchy to
the alarm by double-clicking the alert icons.

If there are multiple alerts in a security zone, the alert icon will take on the appearance of the highest
priority alert; for example, if there are both Medium and Critical risk alerts, the alert icon will turn red
to signify that a Critical risk alert is present. When you select an alert icon in the Monitoring Hierarchy,
the Map View Pane will change to show you the view for that alert icon.

Viewing Alerts in the Map View Pane

Flashing icons in the Map View pane represent alerts. The color and shape of the alert icon changes based
on the severity level of the alert: blue square icons [l are for Low risk alerts, yellow triangle icons

are for Medium risk alerts, orange diamond icons are for High risk alerts, red circle icons @ are
for Critical risk alerts.

In the window shown next, there is a Critical severity alert (red circle icon) occurring in the Commuter
Terminal zone.

Mavigation BBl Physical Security Information Manﬂgement

Monitoring Hierarchy (|
E@ Airport 2)
u & (D avizona (oy &
._J £ o California Bay Area o

\.J 3_3)@ Commuter Terminal ) ﬁ' A,
-] @ Cisco Building 23 (D)

shmmm T =S

A Crltlcal alert is happenmg in

the Commuter Terminal. L Ifé % Y L_i‘l”}n

The alert icon is positioned on the map near the sensor that triggered the alarm. To view details about
the alert including recorded video from the time of the alarm, you can double-click the alert icon. To
quickly see live camera footage from the scene, you can double-click the camera icon that is closest to
the alert icon.

Viewing Alerts in the Alert List Pane

The Alert List pane shows all alerts that are currently open for the monitoring area selected from the
Monitoring Hierarchy. For example, if “Commuter Terminal” is highlighted in the Monitoring
Hierarchy, then the alerts shown in the Alert List Pane are all those that are open and occurring within
the Commuter Terminal.

[ oL-28433-01
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[

y Checipst e .. <TF.. e L FIE I
Me.. (3] .. = R FeF-... .. A = 5] j pEE
AMe 1] . .. Ping Test Aler.. CTFir..| 1 PXP-.. 4/5/2.. RIERIL 24373 3
AmMe. 1] . Proxy [p_sl_.. CTFir..| 1 SNMP 3/17/.. BIRRIR, 24359
AmMe ﬂ . Service Test Als... CTFir.. 1 P¥P-... 3[17f2... Administrator _1 _] 9 24355
Arven 1] . Forced Entry st CTFir.. | 1 PHTL.. 3/1602,.. Administrator B =29 24311
Are. 1] . Forced Entry st CTFir.. | 1 PHT1.. 12/134.., Administrator = 24130
QHigh 1] ... & Frea.. Firedlarm CTFir..| 1 Fire... 3/16{z.. Administrator B % oz g

| Record 1o 12 (i) To view alert details, you can click the value in the ID column.

Clicking other places in the alert’s row brings up more information.

Use these buttons to move between
different “pages” of alerts.

Table 3-1 Alert information you can get from the Alert List Pane

To View... Do This...

To view the location of an alert on the map in the |Click the name in the Location column for the
Map View Pane... alert. The relevant alert icon will pulsate in the

Map View Pane.

To view the details for an alert... Double-click its Description or click the value in
the ID column.

To view recorded camera footage for the alert...  |Click in the column with the blue film strip; if the
icon is not greyed-out, there is recorded video
footage available.

To view notes and actions for the alert... Click in the column with the note icon; if the icon
is not greyed-out, there are notes about the alert.

To view the actions you should take to resolve the |Click in the column with the light bulb icon; if the
alert... icon is not greyed-out, there are instructions for
responding to the alert.

To view similar alerts that have been collapsed Right-click the Occurrence column and select
under this alert... View Collapsed Alerts from the pop-up menu.

The Alert List Pane only shows open alerts; you can configure it to show acknowledged and open alerts.
See the end of the “Tracking Alert Conditions with the Alert List Pane” section on page 2-17 section for
instructions.

You can control the number of alerts displayed per page in the Alert List Pane; see the “Changing the
Number of Alerts per Page” section on page 7-9.

The information contained in the Alert List Pane table is described in the “Tracking Alert Conditions
with the Alert List Pane” section on page 2-17. If you want to customize the columns of information

shown in the Alert List Pane, right-click the header of the Alert List Pane and check the columns that
should appear, uncheck columns to hide.

Using Cisco Physical Security Operations Manager, Release 6.1
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[4;.’ [és’ (RPN .

IS Record 1 of 12 aa |

T A Type

Show checked fields in the alert list:

[l Sumrmary Yiew | EH|Map View E Customize Alert List Fields B |

iﬂ Status
|| Escalation Status

|£| Description

|| Location

|£| dccurrence

|ﬂ Sensor

|| Cccur Time

] Recorded video Indicator
Moke Todicstor

PP P D D DR

DODDU o BELIC
o on o o ) e |

checkal | [

Cancel L

.
POWERED EY ﬁ PROXIMEX | gl | é ‘(ﬂ ﬁ

Alert Notifications W

You can view alert details for multiple alerts at the same time. Each Alert Details window can be placed
anywhere on the screen and assessed separately. See the “Accessing Alert Details” section on page 3-6

to find out more about the information shown in the Alert Details window.

File  Monitaring  Extensions Commands  ‘iew Toals  Help

I=]

| Mavigation

Bl EmEn

'i]D

I Monitoring Hierarchy

ﬂ_lﬁ =l

Physical Secumy Inform:

ﬂ banitaring: Tr

=

2

£} Home.

o Worldwide Security Sites

@o Corporate
I @ & Government:

Elvideo

1 INote

Eleporting

n Mﬂnﬂgement

| /A dertoverven

Severity:

Status:

Sensar:
Location:
Type:
Descripton:

Occured:

Assigned Tor

Assigned By:

Instruction:

o aitial

‘
|

Hap V \E% Aude | =
|0 =

Note.

T— =& | T
i Pvnueme;; @ Hap i \3 Audt “

ﬂ Open

| T e Lost # of Events | [ Events it e specfied|

PATIGLIC
T First Floor

Forced Entry st nput
Forced Entry at Input PXCTGI1C
9/7/2011 5:00:04 PM.
Adninstator

 Referer

Acces
ForcedE... 97
B0 AucessG, 97
ForcedE.

(escabted-alert Acknowedgeable)
Adrinistrator
(3f7f2011 5:00:22 P

Audble by CP3, Cal Herbor Polcs.

| = Response viorklow

Status:

Progress:

Started

) it
2/24/2012 4:06:43 PM. [

Review Incident

Review Incident
Admistrator (242012 406:43 PM

Locate alarm on map and detail of alarm @)
admeistator (24/2012 4:06:43 P

Locatz alarm on map and detais of alarm

Review recorded video
Admistrator  [24/2012 4:06:43 PM

Review recorded video

Review live video

Admistrator (242012 4:06:43 PM _H

(R———

o Response Tasks (12 Parallel Tasks) | =

Alarm Ac

Washingt... Proimex ...

~:J You can view details for
" multiple alerts at one time.

Alert Notifications

New alerts could trigger beeping or pre-configured sounds or notification popups in the Operation

Console if so configured in the Console Preferences window.

[ oL-28433-01

Using Cisco Physical Security Operations Manager, Release 6.1 g



Chapter3  Responding to Alerts |

Bl Accessing Alert Details

jconsole Preferences H=] E3
Console (Per User)
General
>
EZ-Track
Emi Alert B Sound, Yoice) in O i Alert C e [l
[ Console (Per Computer) lert Beep (Sound, Voice) in Operation or Alert Consale: o d
Generzl -- Continue ta beep (Sound) for new open alerts:
Video
(7 server Show Acknowledged alerts in Operation Console: Mo ad
Gerersl -- Flash Acknowledged alerts in Operation Consale:
All Consoles
SMTP Show Adrinistrative alert icon to Operatar: es ad
EZ-Track
Tdentity Management Show Alert notification window in Operation or Alert Consale: ‘es ad
Requires confirmation For closingfacknowledging alert: Mo od

The Alert Beep option can be set to Yes to enable sound, and you can continue the alert beep for new
open alerts by selecting Yes from the Continue to beep field.

The Show Alert notification window option can be set to Yes to show a notification popup when alerts
are created.

A UserCreated

[24373] Ping Test Alert 192,168.1.75
status: TimedOutround trip time: O at
T-First Flaar (4/5{2010 10:29:56 AM)

Accessing Alert Detalils

As a quick refresh, you can view details for an alert in these ways:
e From the Alert List pane:

— Double-click an alert description or click the value in the ID column to view the Alert Details
window.

— Click the yellow camera for the alert to view live video if the icon is not greyed-out, there is live
video footage available.

— Click the blue filmstrip for the alert to view recorded video if the icon is not greyed-out, there
is recorded video footage available.

— Click the notes icon for the alert to view notes if the icon is not greyed-out, there are notes about
the alert.

— Click the light bulb icon for the alert to view instructions for resolving the alert if the icon is
not greyed-out, there are instructions.

e Select an alert in the Alert List pane and select Monitoring > View Alert Details from the menu at
the top of the window.

e Select an alert in the Alert List pane and click the View Details icon 4.
e Click the system tray popup in the lower right corner of your computer screen.

¢ Double-click the alert icon on the map in the Map View pane. Note that if you are not at the lowest
level of maps, you will continue to drill down to more specific maps until you finally will view the
Alert Details window.

¢ Click Alert Manager under Operations in the Navigation Pane. See Chapter 7, “Acknowledging,
Closing and Auditing Alerts,” to learn about using the Alert Manager window.

When you access details for an alert, the Alert Details window appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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When the alert occurred.

“‘Q {at Home Fivideo o Nt

5[Reparting

Accessing Alert Details Il

Where the alert occurred.

[y Alert Dvervisw
Details
o Critical .

Severity:

Sensor:

Status: .ﬂ Cpen

CTFirst Floor

hrcess ...

Access...

Wichigab, .. Proime ... F

The last access
attempts made at
the door.

(97/2011 5:00:22 PM)
Audible by CP3, Call Harbar Police.

Instruction:

E Response Workflow

Status: Started
Progress: o
Response Tasks (12 Parallel Tasks)

H
2/24/2012 4:06:43 PM

Review Incident
v o Administrator
Review Incident

Locate alarm on map and details of alarm °

{24/2012 4:06:43 P

Administrator {24]2012 4:06:43 PM
Locate alarm on map and details of alarm
v O Review recorded video
Administrator (24/2012 4:06:43 PM
Review recorded video
v 0 Review live video
Administrator {24/2012 4:06:43 PM M

-arced Entry at Input 674821
Description: Forced Entry at Input. PRCTG1LC 57383 Forced E... Harm ac..
Uccured: 5/7/2011 5:00:04 P 1 674320 ActessG.. 9/7/2011.. 1004417 2000 Washingt, .. Praximes ...
Assigned To: Admiristrator 57382 Forced E... Harm Ac...
{EscalatecAlert Acknonledgeabl
Assigned By: Administrator

e B

)09 9O0BOERPOHOOOSOE®

[Time: (1%}

Tasks associated
with the alert.

Click Properties to view more information about the event that triggered the alert.

Click Map to view the location of the alert.

{at Home E\fideo
/A Alert Overview 3 Note D
. el \3 Audit - System

SEien o Eiiicy = | ) Time: 2:16:49 PM By admi |
Status: Open B
Sensor: PATIGILC
Location: T First Floar = [
Type: Forced Entry at Input AlarmMame Forced Entry at Input PXCTGI1C
Description: Forced Entry st Input PXCTG: | AlarmiD 57334
Occured: 9i7/2011 5:00:04 PM EventlD S00L
Assigned To: Administrakor Doorkame PXT1G11C

{Escalated-alert Acknowledge.
Assigned By: Administrator Address 101.01,20:001,01 . 0RO

(f7[2011 5:00:22 PR Mame
Instruction: ible by CP3, Call Harbor || User_Image 1}

- LastDoorAccess 9/7j2011 $:59:54 PM
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{at Home E\fideo

Reparting

/A Alert Overview

Assigned To:

Assigned By:

Instruction:

Severity: o Critical

Status: Open

Sensor: PATIGILC

Location: CT First Floor

Type: Forced Entry at Input
Description: Forced Entry at Input PRCTG
Occured: 9i7/2011 5:00:04 PM

Details

Propertie:

hloks

u

‘ [ Time: 2:16:49 PM By admi a

Administrakar

{Escalated-alert Acknowledge.
Administrator

(f7[2011 5:00:22 PR

Audible by CP3, Call Harbor
nelice.

d

Click System to view more details about the alert.

{at Home E\Iiden

A ﬁ Home E\u‘iden E‘Nnta eporking ¥
T = e — = - e T Ej 1
I o — Details Properties MapI @ Audit = System |
T |:| Open Audit Infarmation:
S PXTIIGIIC Ale... Ty... | OL.Z Ne.. Time Use... Mote
Location: CT First Flaor : o
T Forced Entry at Input #4407 Aler... 9f7fZ0... Sysll... Business Logic Rule completed: default create ...
Description: Forced Entry at Input PRCTG:|| 24907 Aler... 9f7120... Admi... AlertTaskID[1039] Created with Owner[Admin. ..
Dccured: 91712011 5:00:04 PM 24407 Aler. .. 7i20... Admi... Alertis Escalated to User [Administrator]
Assigned To: Administrator 24407 Upd,, 7120,., Admi... Update EscalationStatus from [Escalated] to [L..
iy {Eccalatad-flart Adnowedd®|l 54407  gler. . 2(23/2... Admi... Start Alert Response Task

(9/7/2011 5:00:22 PM} 24407 Aler... 2123}2... Sysll... Business Logic Activity: Response Tasks start. .

Instruction: fﬁlﬁkﬂe by CP3, Call Harbor | 24407 aler. . 2f23f2... SysU... Business Logic Activity: Review Incident start. .

/A Blert Overview

RMote

Assigned To:

Assigned By:

Instruction:

E Respans:

Administrator

(Escalated-Alert Acknowlzdge.
Administrator

(7/2011 5:00:22 PM)

Audible by CP3, Call Harbor
nlier

& Workflow

Propetties

Severity: o Critical

Status: II' Open System Information:
Sensor: PATIE11C

Location: CT First Floor

Type: Forced Entry at Input Syshlert ID
Description: Forced Entry at Input PXCTG Policy Name
Oceured: 9J7{2011 5:00:04 PM Monitor Area

Primary Sensor ID
CICcurrence
Cccur Time
Create Time
Ewent I

Ack User

Status:

Pragress:

Started

0%

Response Tasks (12 Parallel Tasks ||| =

2012 4:06:43 PM

v O

Review Incident
Adminictratar 19 4:0R:47 DM

Ack Time

Close User

Close Time

Reespanse WorkFlow [0
Map Locakion

Source Type

Tracking Device ID

Property

101

default create alert template (195)
CT-First Floor {2}

1490

1

2/7/2011 5:00:04 PM

9/7/2011 5:00:11 PM

-1

-1

¥

u®|
| [ Time: 2:16:48 PM By adml'a
il
| *

From the Alert Details window, you can find out:

e The date and time that the alert happened. See the “Determining the Time, Date, and Description of

the alert” section on page 3-14.
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Accessing Alert Details W

The location of the alert. See the “Finding the Location of an Alert” section on page 3-16.

Who has been accessing the sensor device. See the “Viewing Badge Information and Photos from
Last Access Attempts” section on page 3-18.

The type of alarm that triggered the alert. See the “Understanding the Alarm that was Triggered”
section on page 3-22.

What percentage of tasks has been completed towards closing this alert. See the “Viewing and
Updating a Response Workflow” section on page 3-33.

You can also:

Access recorded video related to the alert. See the “Viewing Video Related to an Incident” section
on page 3-23.

Take a snapshot photo from the video. See the “Adding a Snapshot to the Alert” section on
page 3-26.

Respond to the alert. See the “Following Alert Response Procedures” section on page 3-32.
Add notes to the alert dossier. See the “Documenting Alert Response” section on page 3-47.

Acknowledge or close the alert, or mark it as a false alert. See Chapter 7, “Acknowledging, Closing
and Auditing Alerts.”.

Additionally, some alerts include URL or image attachments on the Details tab,. Note that only one URL
attachment will be displayed in the Alert Details window, even if the alert has multiple URL attachments.

You can also use the Alert Toolbar to perform tasks as described in Table 3-2.

Table 3-2

Alert Toolbar

Icon What it Does...

4 L]

Acknowledge Close

Acknowledge or close the alert. See Chapter 7, “Acknowledging, Closing
and Auditing Alerts.”.

Alert

bk

False Escalate
Alarm To

Click False Alarm to indicate that this alert can be ignored. See the
“Marking an Alert as a False Alert” section on page 7-6.

Click Escalate To if you want to transfer handling of the alert to another
person. See the “Escalating an Alert” section on page 3-36.

{@ Displays a list of actions you can perform on the sensor. For example, see the

Sensor
Commands

“Manually Controlling Access” section on page 3-45 for actions you can
perform on an access control device.

»

Alert
Commands

Displays a list of external commands that can be executed for this alert.

i

Launches the Instant Messenger for communicating with security personnel
via text messaging. See the “Updating Security Personnel with Instant
Messaging” section on page 3-37.

[ oL-28433-01
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Bl Accessing Alert Details

Table 3-2

Alert Toolbar (continued)

Icon

What it Does...

B @7

Locate It

Brings you to the Map View Pane so you can see the alert’s location. See
the “Finding the Location of an Alert” section on page 3-16.

If there is a tracking object associated with the alert, you can click the
Tracking Trail button to display a tracking trail (red dotted line) for a
tracking object in the Map Pane. A tracking object is an unknown object that
has been identified by sonar, radar, RFID or intelligent video. Closing the
Alert Details window automatically hides the tracking trail, but does not
deactivate it. See the “Viewing Tracking Objects” section on page 2-31 for
details.

s

Video  Wideo
Snapshot  Alert

Click Live Video Snapshot to take a still photo from the live video
associated with the alert. See the “Adding a Snapshot to the Alert” section
on page 3-26.

Click Live Video Alert to create a new alert based on the live video shown
in this alert. See the “Manually Creating an Alert from Recorded or Live
Video” section on page 4-12.

Click PTZ Control to manipulate the PTZ camera associated with the alert
to change the view in the live video. This icon only appears if the alert is
associated with a PTZ camera. See the “Controlling PTZ Cameras” section
on page 4-9.

& 2

Track  Track
Forward Backward

Click Track Forward to launch EZ-Track or Track Backward to launch
EZ-Track Backwards for tracking suspects backwards through recorded
video of the incident. See Chapter 5, “Following Suspects with EZ-Track.”

Live Video

Opens the Live Video Viewer window to display the current video from the
related sensor. See the “Viewing Video Related to an Incident” section on
page 3-23.

00

Stop Video

Starts or stops the recorded video associated with the alert. See the “Viewing
Video Related to an Incident” section on page 3-23.

If there are multiple cameras associated with this alert, you can click
Previous Video and Next Video to move between them.

N
i
Video

Snapshot

Click Video Snapshet to take a still photo from the recorded video
associated with the alert. See the “Adding a Snapshot to the Alert” section
on page 3-26.

Click Export Video to save the recorded video to your computer. See the
“Exporting Video to a File” section on page 4-11.

Video
Alert

Click Video Alert to create a new alert based on the recorded video for this
alert. See the “Manually Creating an Alert from Recorded or Live Video”
section on page 4-12.

Using Cisco Physical Security Operations Manager, Release 6.1



| Chapter3 Responding to Alerts

Accessing Alert Details W

Table 3-2 Alert Toolbar (continued)
Icon What it Does...
b [ &k Click the New Note button to add a note to the alert where you can enter any
o] . &

actions you took, or attach photographs to the alert dossier.
Add Image Add Document

Click the Add Image button to attach an image to the alert.

Click the Add Document button to attach a document to the alert. You can
attach many kinds of documents including: Microsoft Word (.docx or .doc),
Adobe PDF document, Microsoft Excel spreadsheet (.xIs or .xlsx), text, Web
Page (HTML), Single File Web Page (MHT), or Rich Text Format (RTF).
Files must be less than 20 MB.

2 add URL Click Add URL to attach a URL to this alert. The URL might contain further
Aidd Live Video information about the alert, or reference a set of instructions.
Add Recorded Video

1 Alert Detail Note Attachment

Enter LRL:

Click Add Live Video Link or Add Recorded Video Link to attach video
to this alert. You will be prompted to select the video camera that has the
relevant video.

¥ select A Sensor Under - Airport [_[O] x]
Find Sensor: ] }}
Mumber of results Found: 54 =

Sensor Name Type Description D )

7

4

Select

PEP-107 Ca... TZE Ticket Counter £
P=P-108 Ca... TZE Check Paint 975
PuF-B1 Ca... T2E Check Paoint Lane 1 976
PRF-G2 Ca... T2E Check Point Lane 2 977
PiF-G4 Ca... T2EExitLane 978
PxP-109 Ca... TZE Concourse \Waiting Room 1 979
PEP-110 Ca... TZE Concource \Waiting Room 2 980
PyYp-111 [T Fa__ T3F Cancoiwse Frd ag1 ladl
Record 1of 54 |1 ld ) Cancel
j Y| Click the Expand All button to expand all notes for this alert.
ooy ol Click the Collapse All button to collapse all notes for this alert.
gu Click the Investigate User button to gather identity information for
. ‘t_ X particular badge holders. This may include information about the badge
L holder's organization, personnel information and access permissions.
Note: This button does not appear if this capability has not been enabled by
the PSOM Integration Module that you have purchased.
§ Click the Dispatch button to send alarm and alarm related information to
S third-party dispatch systems.

Note: This button does not appear if this capability has not been enabled by
the PSOM Integration Module that you have purchased.

Using Cisco Physical Security Operations Manager, Release 6.1
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W Enabling One-Click Access to Alert Details

Table 3-2 Alert Toolbar (continued)

Icon What it Does...

D\ﬁdeo

[Eyidea

|| Mioke E|Reporting

Acknowledge Close | False  Escalate wideo  Wideo
Alert | Alarm Tor Snapshot  Alert
Alert Status Live Video

Click the Video button to dis

Audio Dutput

play onl

Track

y video-related buttons in the toolb

s Bh x B2 =00 HWmEih

Track  Live Video
Forward Backward Snapshot Alert

Stop Yideo Hext Video | videa video

Recorded Video Action

Click the Note button to display only notes-related buttons in the toolbar.

o | Mote
deeo E|Reporting
— ~ e R N
M Uhad d 2 & v 4
Acknowledge  Close False Escalate  Add Image Add Document Add URL  Add Live  Add Recorded
Alert | Alarm To Video Link  Wideo Link
Alert Status Edit Display
ElReerng Click the Reporting button to display only reporting-related buttons in the
toolbar.
[ ividen ENoteI B|Reparting I

Acknowledge  Close False Escalate  Print Print
Alert | Alarm To
Alert Status

Ml Q@ &F

Preview  Options «
Repott

0@

&
ElX
Incident | Audit | System

Package
InFormation

Enabling One-Click Access to Alert Details

You can configure PSOM to automatically open the live and recorded video, instructions, notes and
response tasks for an alert when you open the Alert Details window.

oY

T
Details Properties u tap m Audit at
= =

= ‘ -_;n_ Rate LJ

[_2) Time: 7:33:37 PM By admini i)

Access... Badgel...

N PR T

Access...

2000
5001
2000
5001

l’_‘

Access...

Organiz...
I
Michigab, ... Proximes ...
Alarrn AC,.

Washingt,.. Proximes ...
Alarrn AC,..

{a} Home Fvideo || Mate: E|Reparting
/1y Blert Overview
Severity: 0 Critical
Status: _!j Open The Last # of Events Events within time specified
Sensor: PXT1GI1C Referen... Refers
Location: CT First Floor
Type: Forced Entry &t Input 674521 Access G, WTIZ011.. 1005033
Description: Forced Entry at Input PACTE11C 57383 ForcedE... 9i7/z011... O
Occured: 9/7/2011 5:00:04 PM 674820 Access G, 9/7/2011.. 1004417
Assigned To: Administrator 57382 ForcedE... 9i7/2011... O

(Escalated-alert Acknowledgeable)

Assigned By: Administrator

(9/7/2011 5:00:22 PM)

Instruction: Audible by CP3, Call Harbor Police,

E Response Workflaw
Status: Started

Progress: [ 0%

Response Tasks (12 Parallel Tasks) |
2/24/2012 4:06:43 PM

Review Incident
v O Administrator
Review Incident

{24/2012 4:06:43 PM

v 0O Locate alarm on map and details of alarm
Administrator {24/2012 4:06:43 PM
Locate alarm on map and details of alarm

v 0O Review recorded video
Administrator 24/2012 4:06:43 PM
Review recorded video
Review live video
[l

i Administrator {24/2012 4:06:43 PM A
4 |

POGOOOGOKRPOOOOOON o
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

To enable one-click access for alert details, follow these steps:

Procedure

Enabling One-Click Access to Alert Details

Select File > Preferences from the Console’s menu bar.

File | Monitoring Exb
&3 Logoff

b

The Console Preferences window appears.

Click Alert under Console (Per User).

:ﬂ:tonsole Preferences H=] 3
Consale (Per User)
General
»
EZ-Track r—General
Email Alert Beep (Sound, Yoice) in Operation or Alert Console:
[ Console (Per Computer)
General -- Continue to beep (Sound) for new open alerts:
ideo Show Acknowledged alerts in Operation Consale:
[ Server
General -- Flash Acknowledged alerts in ©peration Console:
All Consoles
SMTR Show Adrninistrative alert icon ko Operator:
EZ-Track

Show alert notification window in Operation or Alert Consale:
Identity Management
Requires confirmation For closing/acknowledging alert:

—Alert Details Window

Automatically shaw recent Alert Detail windows:

Automatically dase False alarm:

‘Window Layout
Show Live Video within video pane:
Show all videos if multiple ones associated with alert:

Show description details and videos in one view:

—alert Management Console
Show Paging:

Maximum Aletts or Events per page:

Time Petiod (in hours):

View Deleted Alsrts
’V ™ Use Custom Range

Apply | oK I

Select Yes to
automatically show
the most recent Alert
Details configuration.

Select Yes to
automatically show
live video in the
Alert Details
window.

Select Yes to
automatically show
all videos related to
this alert within the
Alert Details
window.

Select Yes to
automatically show
notes, video, and
alert details in one
view within the Alert
Details window.

If you want to automatically preserve the layout and sizing of the Alert Details window as you’ve
customized it during use of the Operation Console, select Yes from the Automatically show recent Alert

Detail windows field.

Under the Window Layout section:

¢ Select Yes from the Show Live Video within video pane field if you want to automatically display

live video for the alert in the Alert Details window.

e If you want to show all related recorded video for this alert in the Alert Details window, select Yes

from the Show all videos if multiple ones associated with alert field.

e If you want to automatically display notes, videos and description details in the same tab of the Alert
Details window, select Yes from the Show description details, notes and videos in one view field.

Click Apply and OK.

[ oL-28433-01
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Bl Determining the Time, Date, and Description of the alert

~

Note If you select No from the Show description details, notes and videos in one view field, the
Alert Details window separates the content into different tabs you can access by clicking tabs

along the top of the window, or clicking icons in the middle of the window.

E’ o

The Last # of Events | [E] Events within time speciﬁe—|

d

K {a} Home E\fideo o | Mate S|Reparting
= -
/4 Alert Overview |I —
& Ditails
Severity: o Critical
Status: ﬂ Open
Sensor: PATIGI1C
Location: CT First Floor
Type: Forced Entry at Inpuk 674,
Description: Forced Entry &t Inpuk PXCTGILC S73E3 Forc...
Occured: 9J7/2011 5:00:04 PM 674... fAcc..
Assigned To: Adminiskrator 57382 Forc...
{Escalated-alert Acknowledgeable)
Assigned By: Administratar
(9(7/2011 5:00:22 PM)
Instruction: Audible by CP3, Call Harbor Palice,

97f... |100...
947..
.97 100,
97f.. |0

e | ACC... i Drg...} Col... | Col... | Colu...

Mich... Pro...

Alar. ..
Was... Pro...
Alar. ..

For example, click the Video icon to display the video in the window.

{at Home DVideo || Mate E|Reporting

Ay Alert Overview |i

Sararlie o Critical
Status: ﬂ Open

Sensor: PETIGLILC =
Location: CT First Floor
Type: Forced Entry at Input
Description: Forced Entry at Input PRCTGL1C
Decured: 9{7/2011 5:00:04 PM
Assigned To: Administrator
{Escalated-Alert Acknowledgeable)
Assigned By: Administrator
(9§7[2011 5:00:22 PM)
Instruction: Audible by CP3, Call Harbar Palice.

E Response Workflow

—
Propertie:

[Recorded]: PXF-262

Status: Started
Progress: 0% Time: [1%)
I T T L e il

Time: 2:43:18 PM |
[

Determining the Time, Date, and Description of the alert

The Alert Overview area of the Alert Details window provides basic alert details.

[l Using Cisco Physical Security Operations Manager, Release 6.1

0L-28433-01 |



| Chapter3 Responding to Alerts

Determining the Time, Date, and Description of the alert

/1y Alert Overview

Severity:
Status:

Sensor:
Location:
Type:
Description:
Occured:

Assigned To:

Assigned By:

Instruction:

ﬁ Home D\fideo |_:| Mote E|Reparting

/FI Whether the alert is Low, Medium, High or Critical risk.
0 Critical [
ﬂ Open

PRT1GLI1C

CT First Flaor
Forced Entry at Input —————T1" The type of alarm that was generated.

/ The status of the alert: Open, Acknowledged, or Closed.

The name and location of the sensor where the alarm was triggered.

Forced Enfry at Input PXCTGLIC —— A short description of the alarm.
9/7/2011 5:00:04 PHM

Administrator = The date and time the alarm occurred.
(Escalated-alert Acknowledgeable)

Administrator
(972011 5:00:22 PM)

Audible by CP3, Call Harbor Police.

The Alert Overview area shows you:

e Severity—The level of risk attributed to the alert (e.g., Medium or Critical).

e Status—The status of the alert: Open, Acknowledged, Closed or Deleted.

e Location—A description of the location of the sensor that triggered the alarm, and the name of the
sensor in parenthesis.

e Type—The type of alarm that was triggered at the sensor device.

e Alarm Description—A short description of the alarm that was triggered.

¢ Occur Time—The date and time the alarm occurred; the format follows the Regional setting on the
Console machine.

If the alert was created manually from the Recorded Video window, this timestamp is the time the alert
was created by the operator, not the time the alert actually occurred. The time the alert actually occurred
is displayed at the bottom of the Recorded Video window.

/1y Alert Overview

Severity:
Status:

Sensor:
Location:
Type:

Description:

The timestamp for when the alert was manually created.

N Eo Bk & DS

ﬂ Open Snapshot
%53 - AD Intellex: - Perim 2 | Property
P%53-2nd Floor] I Snapshat Time

Jve Video Alert |

Jve Video Alert - intruder at perimiter dn The ti ¢ for wh id hot
e r_h|3fl4f2012 TR e timestamp for when a video snapsho

Assigned To:

Assigned By:

- was taken for the alert creation.
Administrator

ahle)

The timestamp for when the alert
actually occurred.

If the alert has a response workflow preconfigured for it, a Response Workflow area appears and shows
the percentage of the response workflow that has been completed for this alert, as well as the tasks that
must be completed.

[ oL-28433-01
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M Finding the Location of an Alert

L4

{at Home Fividen = |Note E|Reporting ¥
AV Alert Overview —— p— 8] | _|f Wote Lj
i e . Details Properties u Map = Audit s > R

Severity: o Critical m —_— [ Time: 7:33:37 PM By admini
Status: Open The Last # of Events Events within time specified 5 |
Sensor: PRTLGLIC Referen... Refere. ' Badge I... Access.. Access. Organi;
Location: T Firt Floor o Jooo | I -
Type: Forced Entry at Input 674621 Access G.. 9(7/2011... 1005033 2000 Michigab, ... Proximex ..
Description: Forced Entry at Input PXCTG11E 57363 Faorced E... 9/7/2011... O S001 Alarm Ac...
Occured: 9{72011 5:00:04 PM 674820 Access G, 9)7/2011... 1004417 2000 Washingt... Praximes ..,
Assigned To: Adrinistrator 57382 Forced .., 9/7/2011.., O 5001 Alarm Ac.., .‘

{Escalated-alert Acknowledgeable)
Assigned By: Administrator

(9712011 5:00:22 PM) II
Instruction: Audible by CP3, Call Harbor Police,

Click the Progress bar to view response tasks for
this alert in a separate window

5] response Workflow

Status: Starbed

Progress:

Response Tasks (12 Parallel Tasks) 1
2242012 4:06:43 PM

v O Review Incident
Administrator {24/2012 4:06:43 PM
Review Incident

v 0O Locate alarm on map and details of alarm 0
Administrator {24/2012 4:06:43 PM
Locate alarm on map and details of alarm

v 0O Review recorded video
Administrator 124/2012 4:06:43 PM
Review recorded video

v O Review live video

Administrator 1242012 4:06:43 PM _'j
| »

PoS®eOOCKRIPOOO

4
_R |

Click the Progress bar to view these response tasks in a separate window. The Response Workflow
window appears with a checklist of tasks to be completed.

Response Workflow - Event [24453 e Yideo Alert {PxS

o Response Tasks (12 Parallel Tasks) I\ 1=

Review Incident
0 @

Check boxes to complete tasks.

40 Locate alarm on map and details of alarm
Administrator 3/14/2012 10:32:29 AM
Locate alarm on map and details of alarm
Review recorded video
O Administrator 3/14/2012 10:32:29 AM
Review recorded video

Review live video
kT
0 Administrator 3/14/2012 10:32:29 AM
Review live video

<40 Analyze Situation
Administrator 3f14/2012 10:32:29 AM
Analyze Situation

40 Check if suspect is still present
Administrator 3f14/2012 10:32:29 AM
Check if suspect is still present

40 Determine if object set off VA with Markup Image —
Administrator 3(14/2012 10:32:29 AM
Determine if chject set off VA with Markup Image

0 Take snapshot video and save

Administrator 314/2012 10:32:29 AM
Take hot video and save .
40 Dispatch officer
Administrator 3(14/2012 10:32:29 AM
— P =2
Ll | »

Finding the Location of an Alert

You can quickly view the location of the alert from within the Alert Details window.

Using Cisco Physical Security Operations Manager, Release 6.1
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Finding the Location of an Alert

Click the Map tab and then move the map to find it using the @ icon.

ﬁ Home:

E\ildeo || Mate

QRepurt\ng

/0y Blert Overview

Severity:
Status:

Sensor:
Location:
Type:
Description:
Occured:

Assigned To:

Assigned By:

E Response WorkFlow

@ High
H Open

P51 - 2nd Floor - Front Exit
[Px-Sanlose - 2nd Floar]
DOTL &k Input

DOTL at Input

314/2012 2:08:54 PM

Administrator
(Escalated-Alert Acknowledgeable)
Admiristr ator

(4/18/2012 3:12:02 PM)

Status:

Progress:

Started

0%

Mt il )
-k Click the Map button to view the

Viden

|

The Map tab displays a mini-map representation of the location of the sensor that raised the alarm. The
map only shows the sensor in question, enabling you to view its location with the distraction of seeing
all other sensors normally present in that area.

If you click Locate It, the Map View Pane in the main Operation Console shows the sensor that caused
the alert with concentric circles around it.

Ele Monitoring  Extensions  Commands

Wiew Tools  Help

e I B\ndeo

Nate

E|Reporting

BIESCITEY] Bl

o

|E|
You can see the location of
the alert that raised the alarm.

i et & & &
e Acknowledge Close | False Escalate Alert Instant
Alert Alarm To Commands Messenger

Alert Status

Action

5] - 2ndl Floor Front Exit
- =

P A

SJ - 2nd floar - Frort E:
: =

%51 - 2nd Flaor - Fronk Exit
Px-SanJose - 2nd Flaar]
20TL at Input

J0TL at Input

3/14{2012 2:05:54 PM

3Administratar

‘Escalated-alert Acknowledgeable)

Sdministrator
12012 312102 PM)

Display the toolbar with the Locate It icon by clicking Home.

If you want the Map View Pane in the Operation Console to automatically center on the location of the
alert when the Locate It icon is clicked, you can set a preference. See the “Centering the Map View Pane
on an Alert During Locate It” section on page 9-6.

[ oL-28433-01
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Bl Viewing Badge Information and Photos from Last Access Attempts

Viewing Badge Information and Photos from Last Access
Attempts

Using the Alert Details window, you can quickly determine who has been accessing the sensor device
that caused the alert.

You can find out badge information for:

e The last access attempts for that door (people passing through the door, or alerts generated by the
access control). Click the Last # of Access Attempts tab to view this information.

e The access attempts that occurred within the last X minutes. Click the Access Attempts Within
Time Specified tab to view this information.

The tab for the Access Attempts Within Time Specified is shown next.

| ,I | Details i= | Properties @ IMap ’ Yideo I_@ Audit ">
The Last # of Eventsl Events within time specified I

Refi

Refe.. Acce.. Badg.. Acce.. Acce.. Orga.. Colu.. Colu.. Column9

674821 Acces... 9/7/2... 1005033 2000 Michig... Proxi..

Table 3-3 describes the information you can discover about the people who have attempted to access the
sensor control device.

Table 3-3 Information Presented for Access Attempts

Information Description

Reference ID The alarm or event ID generated by the external access control system.

Reference Name A description of the alarm generated by the external access control system.

Access Time The precise date and time the access attempt occurred; the date/time format is
determined by the Regional setting on the Console machine.

Badge ID The badge ID number for the card scanned at the access control device.

Access Name The name of the person to which the badge ID number is assigned.

Access Status The status code assigned to the access attempt by the security control system. For

example, code 2000 in Hirsch Velocity systems means that the person was
allowed access.

Organization The department or company with which the badge ID is associated.

You can also view the photo associated with the badge ID by clicking the value shown in the Badge ID
column.

Using Cisco Physical Security Operations Manager, Release 6.1
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Finding a Userin PSOM

ba‘ {2} Home: Flvideo | | ote E|Reporting

/A Blert Overview

= = 0

& Detals Propetties Map |~z Audit - 1
Severity: o Critical
Status: ﬂ Open

— _
i Tha Last # of Events | Events within time speciied

. Click the value in the

Sensor: PATIGHC Referen... Refere.. Access.. BadgeL. Access.. Access.. Drganiz.. Badge ID column to
Location: T First Floar
Type: Forced Entry at Input 674521 ShOW the phOto
Description: Foreed Ertry at Input PACTG11C 73 For associated with the
Occured: 9i7/2011 S:00:04 P 674620 e badge
Assigned To: Administrator il For
(Escalated-Alert Ac
Assigned By: Admninistrator
(9/7/2011 5:00:22 PM)
Inskruction: Audble by CP3, Call Harbor Palice.
E Response Waorkflow
Status: Started
Progress: 0%
Response Tasks (12 Parallel Tasks) = |

i
2/24/2012 4:06:43 PM

v 0 Review Incident
Administrator (24/2012 4:06:43 PM
Review Incident
v O Locate alarm on map and details of alarm 0
Administrator (24/2012 4:06:43 PM
Locate alarm on map and details of alarm
Review recorded video
Administrator {24/2012 4:06:43 PM
Review recorded video
v O Review live video
Administrator 124]2012 4:06:43 PM _|J

v 0O

4

|

If enabled by the PSOM Integration Module that you have purchased, you can click the Investigate User

button |™=t== in the toolbar to display further badge details about a person. The Badge User Details
Window appears.

Badge ID; Badge User Details m ——— Click User Trace to show all
Bl eSS L the access sensors that have
Status Active (1) Liser Trace .. .

e Lake, Lisa = recorded activity for this
Type Employes user.

Activate 7/6]1996 12:00:00 AM

Deactivate 7IE/2011 12:00:00 AM Feeport Clle Report to print or
LastPanel PXTESTOL .
LastReader ABA_ Cafedéd export badge user details.
LastEwent Access Denied: Area Empty

LastTime 5/22/2009 2:54:25 PM

System: LenelOpenlT Close |

Click Report to print or export badge user details.

Click User Trace to show all the access sensors that have recorded activity for this user. This feature is
only available if your PSOM Integration Module supports it. See the “Tracking Users by Badge Activity”
section on page 2-26 for information.

Finding a User in PSOM

You can search to find a user by their badge ID/name in PSOM using the Search Wizard.

Using Cisco Physical Security Operations Manager, Release 6.1
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Finding a User in PSOM

To use Search Wizard, follow these steps:

Procedure

Step 1

Step 2

Step 3

Step 4

Click Search Wizard at the top of the Operation Console window.

-Eiia_ﬁnﬁtn;@_éxtensinns Commands w?LI,DEL,HEID
| [ OB SESISIES 0 IETE] i) |

Click Search Wizard to locate a sensor,
monitoring area, zone, alert or badge user.

The Search Wizard window opens.

Click Badge User.

¥y Search Wizard
Search Badge Users

Search badg

-
Sensar
¥ Badge user's last name starts with: ‘C\

" Search for an user by Badge ID; ‘

st name or badge ID

-

=17 .
i Manitaring Area
[ |

(=]
Lé Monitoring Zone

ot |
ail|

You can search by:
Last name—Type in the last name of the user in the Badge user’s last name starts with field

Badge ID—Enter the user’s badge ID in the Search for an user by badge ID field.

L]
Click Search. Results appear similar to the following.

0L-28433-01
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Finding a User in PSOM

Badge users whose last name starts with: |a

,__‘:_I‘,_‘ Record 1of 100 alaﬂd

¥

I
=)
@
m

Number of results found: 100 lﬁ
Last Name  First Name BadgeID  Image kj‘ =

e Noima... & % —— Click Details to view detailed

Qe e ] —ﬂﬁ e

3

|| Battimore A_West 1004 . m —— Click User Trace to see the
Baltimore ABC 10037 l Usend user’s recent activity.

B Baltimore ABC 10038 'F @ U ‘
Baltimore ABC 10034 s ‘ Click Report to print or

|| — ﬁ export badge user details.
Baltimore ABC 10035

= ]~
Baltimore ABC 10036 e ™ Click Carousel to view badge

. . . [ ID photos in a slide show
Baltimore Adrian 1003637 Q format

L — = .

Step5  You can refine results by entering characters in the top row of the results.
Step6  Click a link in the Badge ID column or Image column to view a popup image of the badge ID photo.
Y Find Badge Usersiwhose last name starts with - 'c”
Badge users whose last name starts with: ¢
Number of results found: 100
Colorado
Colorado Chester
Colorade Christopher
Colorado Christopher 1006505
Colorado Christopher 1007142
Colorado Christopher 1007135
Colorade Christopher 1006537
= [First Mame] Like "ch%'
|l Record 1of 9 Baﬂd
Step7  Click the User Trace button to view the user’s most recent activity. See the “Tracking Users by Badge
Activity” section on page 2-26 for information.
Step8  Click the Report button to print results from the Find Badge Users window or export it to your chosen

format.

[ oL-28433-01
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Bl Understanding the Alarm that was Triggered

Badge users whose |ast name starts with:
MNumber of results found: 100
=z
m
Baltimare A_West 1004 1
Baltimaore ABC 037
Baltimore ABC 10038
Baltimore ABC 100
Baltimore ABC 035
Baltimore ABC 100
Baltimaore Adrian 1003837
£ TextFile...
Baltimore Adrian 1004634 HTML File....
Baltimare Alan 1004559 MHT File....
i Recore o0 (I Gose_ |

Step9  Click the Carousel button to browse the badge ID photos (or click CTRL-V). You can scroll through the
badges with your mouse wheel or the horizontal scroll bar.

Badge users whose last name starts with: |b

Mumber of results found: 100

Record [100 of 100]

.| BadgeID: 1001000

LastName: Baltimore

5
Ay

== r-
' i
<

ED

™~

Click Table to return to a tabular
view of the badges.

(LD Record 1000F 200 ||| Ul gese

Understanding the Alarm that was Triggered

PSOM works with many different intrusion detection systems, and each of these systems has its own
alarms that can be raised under specific conditions. When an intrusion detection system raises an alarm
event (the alarm triggered by the sensor control), it causes an alert within PSOM.

PSOM receives alarms from other security systems. Table 3-4 shows a list of sample alarms that can be
generated. Please contact your security administrator for a full list of alarms that will appear in your
alarm systems.

Using Cisco Physical Security Operations Manager, Release 6.1
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Table 3-4

Viewing Video Related to an Incident

Alarms Received from Hirsch Velocity Systems

Hirsch Velocity Alarm

Description

Card Swipe Denied Access

A person attempted to gain access to a secure door using an access
card that did not have appropriate privileges, or a card that was void.
For example, the card might be active, but the security code is
invalid.

Card Reader Tampered

A person attempted to tamper with a secure door’s access control
device.

Door Forced Entry

A person forced open a door that is guarded by an access control
system, without validation from the access control system.

Door Open Too Long

A secure door was open for longer than the normal amount of time;
this may suggest a tailgater passed through the door just after a valid
card swipe, or the door did not close properly after the last access.

Expansion Input

Covers automated external defibrillators. If the case that holds an
external defibrillator is opened, Hirsch Velocity generates an alarm
that PSOM receives.

Remainder

All other alarms that might be generated by Hirsch Velocity.

The severity of these alarms within PSOM depends entirely upon your configuration and the significance
that you place on the alarms. Alarms can be assigned Low, Medium, High or Critical risk values.

Viewing Video Related to an Incident

PSOM automatically captures video within a sensor’s monitoring area when an alarm condition occurs.

You can access recorded video for an alert from these places:

¢ From the Map View pane, locate the video camera icon closest to the alert icon. Right-click the
camera icon and select View Recorded Video.

1}

Hiove ee
View Live Video

D View Recorded Video

—— B Ez-Track (Backward)

Right-click the camera icon closest to the alert
icon in the Map View Pane, and select View
Recorded Video.

The Select Date Time window appears.

Selectvate Time)

Date Time: 09292010 09:51:02

|

Date:

Select the date and time when the recorded video

Time: [ 25102 4m

Time period from:  09/29/2010 09:51:02

j,- should play...

or slide this bar to the desired timeframe.

I
Curremb f Tt

oo |

Select the date and time from which you want to view recorded video and click OK. The Recorded
Video Viewer window appears.

[ oL-28433-01
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M Viewing Video Related to an Incident

e If video doesn’t appear in the Alert Details window, click the Video tab and click the Video icon in
the center of the window.

% ; {a} Home E\u‘iden | | Mote

¥
1y Alert Overview = L) ] [ Mote CJ
soverit oc_t : Properties N Map @ Viden m audit || &N
YeriLy; g [ Time: 2:45:18 PM G|

B|Reparting

Status: H Cpen [Recarded]: PXF-262 & B |
Sensor: PRT1GL1C L) 11 3 }
F=r=

Location: CT First Flaor i
Type: Forced Entry at Input
Description: Forced Entry at Input PRCTG11C
Dccured: 9f7f2011 5:00:04 PM
Assigned To: Administratar

(Escalated-Alert Acknowledgeabls)
Assigned By: Administrator

(9/7/2011 5:00:22 PM)
Instruction: Audible by CP3, Call Harbor Palice.,

>
Note  The video may appear integrated with the Description tab of the Alert Details window if

preferences are set appropriately. See the “Enabling One-Click Access to Alert Details” section
on page 3-12.

The video either appears in a standalone window (if accessed from the Map View pane) or in the Video
widow (if accessed from the Alert Details window). If the video is in a standalone window, it may be
sized and placed anywhere on the desktop.

FEJRecorded Yideo Yiewer

[}l [Recorded]: PXF-262

; _ Play Mode (%]

Set Skart Time: ..

Play

Pause

——— Use these buttons to

= control video playback.

&
[¥]
1)
o
o Fast Forward
Q
P

Fast Backward

m]ls_ a

Live Yideo

w

The recorded video will play from the most recent time, but the video can be rewound, fast-forwarded,
paused, or set to start at a certain time. Table 3-5 explains how to view the video.

Table 3-5 How to Play Video

To do This... Click This...

Play the video from a specific time <] Click the Set Start Time button under
forward. Play Mode and enter the time from which

you want to start the video playback.

Click the Play button under Play Mode at
the top right of the Video window.

Play the video.

Pause the video. Click the Pause button under Play Mode.

©®e @

Stop the video. Click the Stop button under Play Mode.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Video Related to an Incident
Table 3-5 How to Play Video (continued)
To do This... Click This...

Fast forward the video.

®

Click the Fast Forward button under
Play Mode.

Rewind the video.

©

Click the Fast Backward button under
Play Mode.

A limitation with Vicon currently prevents the video from being paused.

Viewing Multiple Cameras from the Video Window

If there are multiple cameras associated with an access control, the Alert Details window may look

similar to the following.

{2t Hame:  fideo o |k
A Alert Overview
Severity: 0 Criical
Status: ﬂ Open
Sensor: PATIGIIC
Lecation: T First Floor
Type: Forced Entry at Input:
Description: Forced Entry at Input PRCTGIIC
Occured: 97[2011 S00:04 P
Assigned Tor Adrministratar

(Escalated-Alert Adknowledgeable)

Assigned By: Administrator

(9/7]2011 5:00:22 PH)

Tnstruction: Audible by CP3, Call Harbor Police,

E[Reparting

i|} Detals | | 1= | Propetties ? Map wAudlt ﬂ

Picte

B Time: 7:33:37 PM By admini i

The Last # of Events | [f=]Events within tme specfied

E Respanse Warkflow
Status: Started

Pragress:

Response Tasks (12 Parallel Tasks)

H
2/24/2012 4:06:43 P

Review Incident
Administrator

Review Incident

] 124/2012 4:06:43 PM

Locate alarm on map and detals of alarm
Administrator 124/2012 4:06:43 PM

Locate alarm on map and detals of alarm

v H

Review recorded video
Administrator (24/2012 4:06:43 PM
Review recorded video

Review live video
Administrator (24/2012 4:06:43 PM

] |

[ 0%

Referen... Refere.. Access.. Badgel.. Access.. Access.. Organiz.. d
674821 Access .. 9[7[2011,. 1005083 2000 Michigab, .. Proximex ...
57363 ForcedE... 9/7/2011... 0 5001 Alarm dc...

GBI AccessG... 972001, 1004417 2000 Washingt... Proximex ...
57362 ForcedE... 9/7/2011... 0 5001 Alarm dc... d

You can shift control to different video windows by clicking Next Camera or Previous Camera in the

toolbar.

Viewing Live and Recorded Video Simultaneously

You can view both recorded video and live video at the same time, from the same workstation. This
allows you to check current conditions at a sensor location against prior conditions recorded at the time

of the alert.

To view live video:

e Click Video in the toolbar and then click the Live Video icon.

[ oL-28433-01
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Il Adding a Snapshot to the Alert

Another video window opens showing the current live video feed from the same sensor that captured
the recorded video shown in the Video window.

Event [24407]: Forced Entry at Input o

E Moke ;l Reporting
(s h
.DD_h_BEﬂX»@"‘@O RS
QK Close Acknnwledge Close | False Escalate  (ofe 2ol Track Track Mlive Yidecll ~ ¢ StopWideo | Froovioos Mext Yideo | Video =xpark | Videg |
Alert Alarm Ta Farward Backward Snapshot Alert
i = At e

flert Status  Audio Output Recorded Yideo Action

0y Alert Overview

E: lNDtE

| =
: Details

Severity: o Critical |
Status: _ﬂ Open

Description: Forced Entry at Input PRCTG11C
Occured: 9f7/2011 5:00:04 PM
Assigned To: Administrator

Assigned By: Administratar

Instruction: Audible by CP3, Call Harbor Police.

= | |
Propetties

B’ i @ o

@ audie| & -
[ Time: 9:09:25 A

Sansor: PRT1GLIC
Location: CT First Floor Recorded video
Type: Forced Entry at Input

(Escalated-alert Acknowledgeable)

=] B3

s [P vamr g

(9(7/2011 5:00:22 PM}

. . Q Recorded Video
E Response WorkFlow Live VldeO.
Status: Started @ sSnapshot
Progress: 0, g Hide Task Pane
H  Ez-Track
Response Tasks (12 Parallel Tasks) = =l
124/2012 4:06:43 PM ] Ez-Track (Back...
Create Alert
v O Review Incident m oA Moty
Administrator 42012 4:06:43 PM Close

Review Incident

v O Locate alarm on map and details nFa|z°

Administrator #2012 4:06:4

|

Adding a Snapshot to the Alert

From the recorded or live video panes, you can take a snapshot, a still frame from the video. You can
then add the photo to the alert dossier, print it, or save it to a file.

Step 1

To add a snapshot to the alert dossier, follow these steps:

Procedure

Click Video Snapshot in the toolbar.

[[@ video Sniapshot -l

ﬂx_ B2 =

Ok Close Acknowledge Close | False  Escalate Track Track | Live Video D Stop video _‘J nark Wide Wi
Alert | Alarm To Forward Backward IS
File | Alert Skatus jve Yideo Audio Output Recorded Video 7 /ion
Click Recorded Video

Click Live Video
Snapshot to capture
a still video image
from the live video.

Snapshot to capture a
still video image from
the recorded video.

A new window appears with your captured video image.

Using Cisco Physical Security Operations Manager, Release 6.1
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Adding a Snapshot to the Alert

I captured Yideo Image M=l E3

Sensor: PXF-262 (1D 999; Time: 9)7/2011 4:59:59 PM)

Click the Attach button to add the
image to the alert dossier.

Step2  Click the Attach button to add the image to the alert.

The Notes window of the Alert Details window appears. An entry on the Notes window shows the
snapshot that was just taken.

! | e = - . it [24407]: Forced Enfry at Input (X 2
3} Home viden | | Hote EReporting 2
&l I 2y g Add Image %
acknomtedss | B Fakss e | B @ @ 2 ) ki 0@ iden Snapshot '|'! E = =
fy Alert Commands == 2% add Document
Close Close Alert | 23 Escalate To Track  Track - Live Video Stop ¥ideo Hext ¥ideo videa B
M u & {8 Instant Messenger ] Forward Backward Ors ﬁ E alert | 8 Add URL a2
File Alert Status Action Li... Recordad Vidos Actor Maoke Edit H...

&

& Alert Overview — e : Hote =
(EER TS o Cltal £ = = () Time: 9:41:59 AM By adm\mstrattd

Atkach

atus: ﬂ Open [E] The Last # of Events | ] Events within time specified Image,.... Videolmage 33
I - §_2011-8-7-16-59-59. Jpeq

nsor: PRTIGIIC Refer.. Refer.. Acces.. Badg.. Acces. Acces.. Orga~ Colu. Colu. Column9 il

hcation: T st Foor [T I A J

You must chck elther OK or Apply to actually attach the snapshot to the alert dossier.
Step3  You must click the Apply or OK buttons to save the snapshot to the alert dossier.

Attaching an Image from Your Computer to the Alert

You might have a snapshot or other image stored on your computer that you want to attach to the alert
dossier.

To add an image from your computer to the alert, follow these steps:

Procedure

Step1  Open the Alert Details window for the alert.
Step2  Click the Note tab in the toolbar. The toolbar refreshes.
Step3  Click the Add Image button in the toolbar.

Using Cisco Physical Security Operations Manager, Release 6.1
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M Adding a Document to the Alert

Click the Note tab and then the Add Image button to
attach an image from your computer to the alert dossier.

fa} Home Fhviden

BE 7 0 ba|k|t &=

[a]'3 Close  Acknowledge Close | False  Escalatel Add Image Bdd Document Add URL  Add Live AddRecorded Expand Collapse
Alert | Alarm To video Link  Viden Link all Al

File Alert Status Edit Display
Sensor: PRTIGI1C

Location: CT First Floor R e —— L P
Type: Forced Entry at Input Sl
Description: Forced Entry at Input. PRCTGELLC 8 a a 8 :

Stepd  Navigate to and select the image file from the Open dlalog box that appears. Then click the Open button.

[ Time: 9:50:38 AM By administratc

£ 0pen

o —
€ 18K |&=) - Uibraries - Pictures - v {23 [ search pictures
Crganize *  Mew Folder = - O @
: = Pictures lib
F: e —
W Favorites Ictures liprary Arange by Folder =
B Deskiop Includes: 2 locations

& Downloads

Locate and select the image
file and click Open.

12| Recent Places
=l Libraries

@ Dacuments

&) Music

=] Pictures Sample Fictures InkrusionImage.jpg

B videos

8 Computer
&2, Local Disk (C:)
g builds (\ipxfile1) (2

‘-. Network LI
File name: IIntrusmnImage]pg j IJPG ipg) j

Qpen I Cancel |

A
Step5 A new entry appears in the Note area. It displays a thumbnail version of the image. To view the image
larger, click the thumbnail image in the Note entry.

=55, Click the thumbnail image to
show a larger version.

I [ fviden o | Mate E|Reparting

— _ liimate
— Properties u Map L“i -
o Fitical = Q Tirne: 9:54:51 AM By administratar
X

ll Open Attach Image...... IntrusionImage.jpg

TIGLIC

T First Floor

Zorced Entry at Input

Zorced Entry at Input PRCTG11C
7i2011 5:00:04 PM

Bdminiskrator
(Escalated-Alert Acknowledgeable)

[ Time: 9:50:38 AM By administrator

Adminiistrator
Qf7i2011 5i00:22 PM) Dl i (S0
audible by CP3, Call Harbor Police. [_. r

Y l R ———
"

Chavkad

Adding a Document to the Alert

You might have a document that you want to attach to the alert dossier such as Microsoft Word (.docx
or .doc), Adobe PDF document, Microsoft Excel spreadsheet (.xls or .xlsx), text, Web Page (HTML),
Single File Web Page (MHT), or Rich Text Format (RTF). Files must be less than 20 MB.

To add a document from your computer to the alert, follow these steps:

Using Cisco Physical Security Operations Manager, Release 6.1
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Adding a Document to the Alert

Procedure

Step1  Open the Alert Details window for the alert.
Step2  Click the Note tab. The toolbar refreshes.
Step3  Click the Add Document button in the toolbar.

Click the Note tab and then the Add Document button to
attach a document from your computer to the alert dossier.

5 = /", &
B | -
{2} Home lviden I [ | Hate I E|Reparting
BRd 4 ok @3 Te= B o0
4 & bl e=] | e = @ |
Apply 0K | Close | Acknowledge Clase | False  Escalate  Add Imagdl Add Document@add URL add Live  Add Recorded
Alert | Alarm Ta videoLink  Video Link
File Alert Status Edit Display
Step4  Navigate to and select the document file from the Open dialog box that appears. Then click the Open
button.
(‘_J(_) | - Libraries - Fictures - * |23 | Search Pictures
Organize >  Mew folder =~ '@'
't Favorites = Pictures library Arvanas be Foldar
B Deskiop Includes: 2 locations 9By
& Dovrloads Locate and select
= Recent Places
/the document
.,.gjubrarles file and click
<| Dacuments
& s Open.
e Fictures Sample Pictures
B videos
M Computer
&, Lol Disk (C:)
g builds (\ipfile1) (Z_
G‘M Metwork LI
File name: | RetertDetails- 24417, P 7| [adobe POF files ) =
Qpen Cancel |
v

Step5 A new entry appears in the Note area. It displays a thumbnail version of the document. To view the
document, click the thumbnail image in the Note entry.

Using Cisco Physical Security Operations Manager, Release 6.1
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Il Adding a URL to the Alert

{a} Home

L1y Alerk Creerview

BVidao || Mote

Severity: o Critical

Status: ﬂ Open

Sansor: PRTIGLIC

Location: CT First Flaor

Type: Forced Entry at Input

Description: Forced Entry at Input PRCTG11C

B|Reparting

. Properties - IMap L“
1X

— = 5

\ e
| =
pli PralertDetails-24407.Pdf - Adobe Reader
File Edit “iew ‘Window Help

Mote

[ Time: 5:54:51 AM By administrator

Abtach Document.... . PrdlertDetails-
24407 pdf

-

Dccured: 9f7/2011 5:00:04 FM
Assigned To: Administrator

(Escalated-alert Acknowledgeable)
Assigned By: Administrator

(9f7f2011 5:00:22 PM)

Instruction: Audible by CP3, Call Harbor Palice.,

E Response Workflow

Status: Started
Prograss: ‘ s T
Response Tasks (12 Parallel Tasks) L=
/242012 4:06:43 PM
v 0O Review Incident

Administrator
Review Incident
Locate alarm on map and details ufalzo
Administrator 12012 4:06:43 PM
Locate alarm on map and details of ala
Review recorded video

42012 4:06:43 PM

28

(1]

(o9 ]-] | [oT

|

o
Thusacey, Agri 1, 2012

the document.

ey Ferved Extry atlvgat PACTENE

Ao Ty Feama Exty alligt
Sty st
S o
oz Tim: WIET! S0004PM
s e PXTIGTC
Aot Lo T it Pl
Ao Tex pem—
P B Pt
Ao Tev WET! 50022 PM
Fresporom ko e
cows: e Iratucton
Flapst Constin T 41000t 101N AU
Flapot Consti Lser: privie.
rachiVeiocity Evert
St Cumeaicen Feromd Bty atingas PACTGNC

meick/the thumbnail ifnége to open

Adding a URL to the Alert

You might have a website with more information that you want to add to the alert dossier.

To add a URL to the alert, follow these steps:

Procedure

Step 1
Step 2
Step 3

Step 4

Open the Alert Details window for the alert.

Click the Note tab in the toolbar. The toolbar refreshes.
Click the Add URL button in the toolbar.

Click the Note button and then the Add URL button to
attach a URL to the alert dossier.

\

)

Falze Escalate  Add Image Add Docume

{a} Home QVidED I | | Mote I E|Rreporting
] | [
M 4 ds
Ok Close  Acknowledge  Close
Alert | Alarm To
File: Alert Status

] Alert Detail Note Attachment

Enter URL:

coc |

Add URL @add Live Add Recorded  Expand Collapse
ideo Link  Video Link all all
Display

Enter the complete URL in the dialog box that appears and click OK.

OK.

Enter the full URL to the web page and click

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 5

Adding Live or Recorded Video to the Alert

A new entry appears in the Note area. It displays the URL as well as an icon that you can click to launch
a web browser and open the URL.

Adding Live or Recorded Video to the Alert

Step 1
Step 2

Step 3

Step 4

You can attach live or recorded video from a camera sensor to the alert dossier.

To add live or recorded video from a camera sensor to the alert, follow these steps:

Procedure
Open the Alert Details window for the alert.

Click the Note tab in the toolbar. The toolbar refreshes.
Click Add Live Video Link or Add Recorded Video Link in the toolbar.

Click the Note tab and then Add Live Video Link or Add
Recorded Video Link to attach a video to the alert dossier.

_(':3‘,._ y
ﬁHome BVIdBO I |_—|Note I E|Reparting %
BH M A4k & E =

QK Close  Acknowledge Close | False  Escalate  Add Image Add Document Add LR
Alert | Alarm To

Filz Alert Status Edit

Add Live |Add Recordedll Expand Callapse
Video Link | Wideo Link all Al

Diisplay
Navigate to and select the video camera sensor from the dialog box that appears. Then click the Select
button.

:ﬂ:Select A Sensor Under - Airport H[=]
Find Sensar: i
A
Number of results found: Bl =]
5 Sensor Name Type Description ID :J | /Locate and select
~J = o = d . E =1 the video camera
o ca.. | T2E Left ora | and click Select.
PRP-107 Ca... TZE Ticket Counter 974
PRP-108 Ca... TZE Check Point 975
PRF-51 Ca... TZE Check Point Lane 1 976
PRF-82 Ca... TZE Check Paint Lane 2 977
PRF-84 Ca,.. T2EExit Lane 275
PXP-109 EN Ca,.. TZ2E Concourse Waiting Room 1 979
PEP-110 EN Za,.. TZ2E Concource \Waiting Room 2 980
PYP-111 Fl ma__ TOF Cancroess Frod ar1 adl
Record 1 of 54 |1 led e Cancel I
%

A new entry appears in the Note area. It displays a thumbnail version of the video. To view the video,
click the thumbnail image in the Note entry. The Recorded Video Viewer or Live Video Viewer will be
launched in a separate window to display the video.

[ oL-28433-01

Using Cisco Physical Security Operations Manager, Release 6.1 g



Chapter3  Responding to Alerts |

B Following Alert Response Procedures

;Q

A1y Alert Creerview

fa} Home DVidao o | Mote B|Reparting
Severity: 0 Critical

éii li |
| E Properties u Map L“
Status: _IJ Open |

Sensor: PxT1G11C | -

Location: CT First Floor | —tr—— 3

- N S S I | ] fl 1= /
Click the thumbnail image

to open the video.

Mote:

D Tirme: 10:22:51 AM By adrinistrator
Yadd Live Video Link.,..., (PAP-118)

Following Alert Response Procedures

Once you have determined the nature of the alert, and collected all relevant details, you must figure out
what actions to take. PSOM offers two types of alert response information:

e Instructions—These are simple text-based directions for handling the alert that appear in a pop-up
window.

e Response Tasks—These are checklist items that must be completed before an alert can be
acknowledged or closed.

Viewing Instructions

If there are instructions for the type of alert you are handling, you can find them in two different ways:

e From the Alert List pane, click the Instruction icon.

DEsCrin. L. .. 5.. 0.. Owner

1 P, 3. Administr,,,
w1 PaL 3. Administr..,
s 1P 1200 Administr..,
1 Fi... 3}... Administr...

. Click the Instruction icon to view the

o e response you need to take for this alert.

T.
U... Service ..
F
F... ForcedE...

oonn

Fi... Fire Alarm

hdldldle
1= ) ] [ ¢

¢ From the Operation Console:

1. Click the Alert Manager button in the Operation Console toolbar.

File  Monitoring  Extensions  Commands  Wiew  Tools  Help

Bl e =S NS = B S =) E

Navigation = P A

Others < | Alert Management

o

ag = Alert Manager

1M
10)

o

2. The Alert Manager window appears.
3. Click the yellow light bulb in the entry for the alert you are handling.

Whichever method you use, the Instructions dialog box appears and specifies how this type of alert
should be handled.

Using Cisco Physical Security Operations Manager, Release 6.1
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.ﬂ.[Forced Entry at Input PXCTG11C]: Instruction

Location:

Ocour Time:

CT First Floar

947420171 5:00:04 PM

Inztruction for FORCED ENTRY AT INPUT FRCTGT1C! Alert

Inudih\e by CP3, Call Harbor Police. I

I[=] B3

Close

Viewing and Updating a Response Workflow

Following Alert Response Procedures

If there is a Response Workflow defined for this type of alert, you will see a Response Workflow area in
the Alert Details window. The list of outstanding tasks is shown in the Response Workflow area, or you
can click the Progress bar to view the outstanding tasks in a separate window.

34

ﬁ Home

D\fi\:len || Mate

/1y Alert Overview

Severity:
Status:
Sensor:
Location:
Type:
Description:

Occured:

Assigned To:

Assigned By:

Instruction:

@ Critical
_IJ Open

PAT1GILC

CT First Floor

Forced Entry at Input

Forced Entry at Input PXCTGE1ILC
9J712011 5:00:04 PM

Administrator

(Escalated-Alert Acknowledgeable)
Administrator

(7/2011 5:00:22 PM)

Audible by CP3, Call Harbor Police.

[ [=] E3

% Response Workflaw

Status:

Started

I Progress: [ I

Response Tasks (12 Parallel Tasks) =
2/24/2012 4:06:43 PM

Review Incident

v 1G] Administrator 1242012 4:06:43 PM
Review Incident

v O Locate alarm on map and details of alarm
Administrator {24/2012 4:06:43 PM
Locate alarm on map and details of alarm

v O Review recorded video
Administrator (24/2012 4:06:43 PM
Review recorded video .
RE\IIE\N live video

R D —ictrator

{24/2012 4:06:43 PM i
-

E|reporting
== |
| Details ok A [
Response Workflow - Event [24407]: Forced Entry at Input (PXT1G11C)
(] Response Tasks (12 Parallel Tasks)
2/24{2012 4:06:43 PM
Review Incident e
¥ 1ol Administrator 2/24/2012 4:06:43 PM
Review Incident |
v 0O Lo(a'.(e. alarm on map and details of alarm 6
Administrator 2/24{2012 4:06:43 PM
Locate alarm on map and details of alarm |
Review recorded video e
v 0O Administrator 2/24{2012 4:06:43 PM
Review recorded video
Review live video @
b
0 Administrator 2/24{2012 4:06:43 PM
Review live video
Analyze Situation @
O Administrator 2/24/2012 4:06:43 PM
Analyze Situation
Check if suspect is still present 6
v
] Administrator 2/24{2012 4:06:43 PM
Check if suspect is still present
v O Compare Suspect with Video with badge photo e
Administrator 2/24/2012 4:06:43 PM
L Compare Suspect with Video with badge photo L
v 0O leﬂi. s.napshut video and save a
Administrator 2/24{2012 4:06:43 PM
Take snapshot video and save .
v 0O E)ispal(l\ officer e
Administrator 2/{24{2012 4:06:43 PM
S | |
4 | »
ER |

As you complete the tasks, click
the check boxes.

As you complete tasks, click the check boxes. Below is shown a task completed, and a task in the process
of being marked as completed.

esponse Workflow - Event [24430]: Forced Entry at Input (Px53 - FT Exit) (... [H[=] E3

| Response Tasks (12 Parallel Tasks)

i)
4/19/2012 10:37:13 AM

g [ Pres

. Review Incident
P E Administrator

4/19/2012 10:37:18 AM

Locate alarm on map and details of alarm
Administrator
Locate alarm on map and details of alarm

4/19/2012 10:37:13 AM

[ oL-28433-01
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B Following Alert Response Procedures

Note

You may be prompted to confirm that you want to complete a task once you check the box to complete it.

£S5 Response Workflow
Status: Started

Progress: 33% |

> @ Acknowledge Task 1 Response Workflow Task
Qperator f2012 4

v 0O Acknowledge Task 2

Operator 2012 i This cannot be undone. Are you sure you want to complete this
b
Ackable - Confirm Notificg:| task?
Text Box Task
M D Operator f20129 |

Yes No

Response workflow tasks need to be executed sequentially. However, depending on how the response
workflow was designed, there may be multiple branches you can choose. In this case, your choice
dynamically changes the response workflow. Sometimes the response workflow has parallel paths that
you can execute in any order.

If the Don’t enforce task completion by alert status configuration option is checked, then the
response workflow completion will not be required. See Administering PSOM for details.

You may need to enter text to complete the task, as shown next.

v O Report Damage Ha
Administrator 4/19/2012 6:58:21 PM
The damage seems to be minor. Window was broken. Glass shards

were all over the floor. A person was injured from falling glass shards.|
Minor cuts.

You may need to click a link to view a document before you can complete the task. The link may be a
URL to a web site (launches automatically in a web browser) or a document on a local computer
(launches in an application that can display that document).

v O View first aid standard procedure

=
Wﬂ’:* L 4/19/2012 7:07:43 PM
N hito://en.wikipedia.ora/wiki/First_aid !

You may need to click a link and view a video. The video will open in a new window.

v O erdeoask

4/19/2012 7:15:13 PM |

You may need to make a choice to complete a task; for example, choose whether or not to lock a door.
If the task is set to auto, it will automatically perform the action.

0 Manual Task Execution

v =1
Administrator 4/19/2012 7:16:32 PM |

If the task is set to manual, you can decide to Skip or Execute the action.

0 Manual Task Execution
Administrator 4/19/2012 7:16:32 PM

Skip task or execute?

+/ skip
Execute

4

Using Cisco Physical Security Operations Manager, Release 6.1
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Following Alert Response Procedures

Sometimes your answer to a response task changes the rest of the tasks in the response workflow. For
example, choosing Yes makes the next task to Call ambulance....

O Manual Decision e
Administrator 4/19/2012 7:25:01 PM

ptar Yec/Mo guestion,

v

Yes Mo

0 Call ambulance
Administrator 4192012 6:58:20 PM

Call ambulance

v

...and selecting No makes the next task to Just call police.

Administrator 4192012 6:58:20 PM

v O Maﬂyal Decision . “Y‘J
Administrator 4/19/2012 7:25:01 PM
Enter Yes/No quastion

‘V 0 Just call police

Your choice can also dynamically change the entire task that follows the choice. The following screens
show how the choice in the “Where is the intruder” task changes the task that follows it.

7 D Where is the intruder? (3 Options) 3
Administrator 4/19/2012 7:32:15 PM

Where is the intruder?
| /_seems to run away |
s goe & vicinity
There is no trace

In the Bul\dmgl @
v
‘ D Administrator 4/19/2012 7:30:26 PM

v O Where is the intruder? (3 Options)
Administrator 4f19/2012 7:32:15 PM

Where is the intruder?

[ +/ Seems to be still in the vicinity I
—

e

4/19/2012 7:30:26 PM

Sometimes you will encounter a parallel task that you can execute any of the subtasks in any order.

Can't tell
4 2 Administrator 4/19/2012 7:40:51 PM

] Do the following (3 Parallel Tasks) 1
4/19/2012 7:40:51 PM

Call Police
v
D Administrator 4/19/2012 7:40:51 PM
Call Police

v O Check if anyone is injured
Administrator 4/19/2012 7:40:51 PM

Check if anyone is injured

O Release Guard Doc
Administrator 4/19/2012 7:40:51 PM

Release Guard Doc

v

You may also see a task that has several subtasks that must be executed in order. Containing a workflow
as a subtask can be very convenient for consolidating related tasks. For example, a number of calls may
be need to be made when a break-in happens: call house security people, call local police, and so on.

[ oL-28433-01
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Escalating an Alert

Note

Note

Escalating

Step 1

||

Make calls

4/19/2012 7:44:51 PM

v O

Call in house security
Administrator
Call in house security

4/19/2012 7:44:51 PM

v

O

Call Police
Administrator

4/19/2012 7:43:03 PM

Call Police

If you want to reassign a particular task to a different user, click the link that defines the task’s owner,
and the Reassign Response Workflow Task Owner dialog appears where you can choose a different
owner. The new owner for the task appears.

Only users who have administrator privileges can reassign tasks unless the response workflow has been
configured to enable the alert owner to reassign the task.

E Response Workflow

Status: Starked E Rosponse vioT
Progresst | — 25 | Skakus: Started
Response Tasks (12 Parallel Task: :ﬂ:Reassign Response Workflow Task Owner [ ] Progress: M 25¢
19/2012 10::
Select a user or user group Response Tasks (12 Parallel Tasks)
19/2012 10:37:1
Review Incident
[ = . .| User:
Administrator 2012 10: ) b @ erar I =1t
Locate alarm on map and de a3 Administrator ‘2012 10:37:1
: SCO Grouy |
D M iminstater 201210z | U Groues 2 |9 b [ Lectealam on map and detai
: 4 video Administrator ‘2012 10:37:¢
o 2012 10:; ] video
Review recorded video QK | Cancel | ¥ L3 JlGroup] 5CO 2012 11:51:1
E— Grou
P [raem widm

Once a response workflow task has been reassigned, the new owner of the task does not change even if
the alert is escalated to new user or group. Only an administrator or the current owner of the task can
reassign the task.

an Alert

If you want to transition an alert to a different user or group—for example, to the Supervisor group—you
can do so directly from the Alert Details window.

To escalate an alert, follow these steps:

Procedure

Click Escalate To in the toolbar.

File
Sensor:

Location:

Alert 5
Px31-FT
[F-San fist

s Ackion

Escalate To

Escalate current alert bo selected users

Click Escalate To.

{Hl

. N

Recorded Video Action

.
'g.‘
{at Home D\fideo o | Mate S|Reparting
|;| ﬂ.ﬂcknowladge }Falsemarm e ﬂ Qﬂ o Cal -h @Addlmaga @ o
- Alert Commands : : (e 5 jnddDocument x
| oz | [] close alert .' Instant Messenger 2l b G e 5 pdd URL B

Note Edit [

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2
Step 3
Step 4

Updating Security Personnel with Instant Messaging W

A new window appears.

elect Users to. E.L'ui:am q
Select an user or user group .
Click to select the user to whom you want to escalate
% User: Administrator E ” this alert.
(~ User Group: .
Fer s To escalate this alert to a group, select User Group and

then click this button to choose the group.

Cancel |

To escalate this alert to a specific user, select User and click the button to choose the user.

To escalate this alert to a group of users, select User Group and click the button to choose the group.

Click OK.

Updating Security Personnel with Instant Messaging

Step 1

Step 2

The Instant Messenger Console allows security personnel to communicate instantly over the network via
text messaging. It can be launched as a standalone application from the Start menu or from inside PSOM
Consoles (such as Operation Console or Alert Console). As part of alert response, you can send an
instant message by launching the Instant Messenger Console from the Alert Details window.

To send an instant message from the Alert Details window, follow these steps:

Procedure

You need to have the Instant Messenger Console running before you can start sending instant messages
from within an alert context. Launch Instant Messenger by selecting Start > All Programs >
Cisco Physical Security Operations Manager 6.1> Instant Messenger Console.

Proximex Surveillint™ User L

Fle

Server Mame: localhost -

User Hame: Administratar - 7 Enter your user name and password.
Password: |

Check this option if SSL is configured for
 / PSOM Services.
I use HTTPS connection

I~ windows Authentication Logon I Cancel |

Enter your login name and password and click Logon. The Instant Messenger Console window appears.

[ oL-28433-01
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Updating Security Personnel with Instant Messaging

Online Users 6: vy status @) Avalable i L | Your current availability
O ndministrator -... = for instant messaging.
& opmetar-av. || [12:08:48 PM] Operator: [Joined] .

@ scoswpenis.. || [12:09:56 PM] SCO-Supervisorl: [Join The msm:.“ message
O officer-001 -, [12:10:37 PM] Officer-001: [Joined] conversation.
Users who
are online
and available.
Chat Histary Enter new instant
messages here.
Server connected, | Commands -

Step3  Minimize the Instant Messenger Console and return to the Alert Details window.

Stepd  Click the Home tab and click the Instant Messenger button in the toolbar.

: tﬁr Home D\u’iden ENDEE E|Reparting

V] IQ‘ ﬁ Acknowledge _& False Alarm ° T ] ﬁ Track Forward @ m #. %Aj: dnage =y
S - Add Diocument

Close [ | Close dlert | 3 Escalate To 57 Hy 8 Track Backward | Live ¥ideo | ) Stop viden | B} Mext Video £ video . [ oo

Alert
Filz Alert Status Bn o Li.. Recarded Yideo Action Mate Edit M.
Step5  When prompted to confirm that you want to start instant messaging, click Yes.

-~
[9| Are you sUre you want ko execute 'Start Instant Messaging (Start Instant Messaging)'?
b

Step6  In the window that appears, select the user with whom you want to instant message. All users who are
currently logged in to the PSOM Instant Messenger appear in the list.

43; selact an user to chat 1 =] B
‘ Operatar Available

SCO-5upervisor Available

Officer-001 Avallable

Step7  You can sort the information in the list by clicking the icon at the top right of the User Name heading
and making a selection from the list that appears. If you choose Custom, a dialog appears where you can

specify a search filter.

Using Cisco Physical Security Operations Manager, Release 6.1
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El_i Select an user to chat

User Mame
Operator
=G aa o] (Mon blanks) _
Officer-001 Officer-001 Custom AutoFilter <]

(Operataor

SCO-Supervisorl Shaw rows where:

— User Mame
ron blanks [~]
®and  Jor

o4 I I Cancel I

| Ok | Cancel k

A conversation window appears with the current context set to the alert from which instant messaging

Step 8
was initiated.
{83 Operator - Conversation =] B3 |
[ saveto Context  Switch Context —— The current alert context for this
instant message conversation.
Administrator® i Click Invite to add other people to
this conversation.
B The people who are currently part of
Wednesday, November 16, 2011 122931 PM . .
this conversation.
_Ill_— Type your message here and click
hat History =5 Copy SCIld!
Step9  You can add people to the conversation by clicking Invite at the top left and selecting Other users...
Then select the user to add in the dialog that appears and click OK.
f§35elect an user to chat [_[O x|
User Mame Status
S

Other user..., =
fficer-001 Available

Administ | kor*

Click Invite and select Other user...
...Then select the other user from the
window that appears and click OK.

Step10 Enter a message in the field at the bottom of the window and click Send!
All chat messages are logged into the alert audit trail and appear on the Audit tab of the Alert Details

window.

Using Cisco Physical Security Operations Manager, Release 6.1 g
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Updating Security Personnel with Instant Messaging

{a Home [ hvideo o | Mote El|Reporting

3 ¥
Sy Alert Overview — — C ey Mote D
i ‘ Details Properties Ma @ Audit - System
Javarity: o Stks = | [ ime: 212199 Pty admi

Status: ﬂ Open Audit Infarmation: [~
= T
Sentors P ale.. Ty.. Ol. ' Ne.. Time ‘Use._. MNote
1
Location: CT First Floor - a
P R E et 24407 Aler... 9/7(20... SysU... Business Logic Ruls completed: default create ...
Description: Farced Entry st Input PXCTG: | 2407 Aler... 9/7z0... Admi... AlertTaskID[1038] Created with Owner[Admin...
Occured: 9(7/2011 5:00:04 P 24407 Aler... 97)20... Admi.. M Operator sent message: anather chat demo ta:
Assigned Toz Adrinistrator 24407 Upd... /7j20... Admi.. =

(Eerzlzbad tlovk fekrmmladne,

The general audit captures all instant messages, user status changes, and user active link clicks in the
“Instant Messenger” category of Audit Results.

jﬁjf—\udit Results ] |
Description #
Report Create User - Administrator

Report Create Time - 8/15/2011 10:55:47 AM

Start Time - 8f15/2011 7:55:25 AM
End Time - 8/15/2011 10:55:38 AM
Audit Types - InstantMessaging

Administrator dicked on link: alert: 4 Administrator  SysUser 8/15/2011 10:53:42 AM
Administrator dicked on link: alert: 4 Administrator  SysUser 8/15/2011 10:53:41 AM
Operator dicked on link: alert:4 Operator SysUser 8/15/2011 10:53:35 AM
Operator dicked on link: alert:4 Operator SysUser 8/15/2011 10:53:33 AM
Demo User sent message: test alert link pudink://[[al... Demo User SysUser 8/15/2011 10:51:24 AM
Administrator sent message: message for alert cont... Administrator  SysUser 8/15/2011 10:40:13 AM
Operator sent message: another chat demo to: Adm... Operator SysUser 8/15/2011 10:40:03 AM
Demo User sent message: Context switched to alert... Demo User SysUser 8/15/2011 10:35:12 AM
Operator sent message: now invited Deme User to: ... Operator SysUser 8/15/2011 10:30:21 AM
Demo User sent message: User joined the IM sessio... Demo User SysUser 8/15/2011 10:26:44 AM a

Close I Report... |

Step11  You can add the alert context, a link to a URL, or a link to view video camera footage to the instant
message. Click the Insert button and select Alert, URL, or Camera.

| Chat Histary |

%)Wl Attach a link to an alert, URL,
e or camera video by clicking
| | miﬂj | Insert and making a selection.
Alert
LRL

Camera

When you select Alert, the Select Alert window appears where you can choose the alert you want to
include in this instant message. Perhaps you want to include an alert you believe is related to the current
alert context.

Using Cisco Physical Security Operations Manager, Release 6.1
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ﬂ Select Alert

Select an alert from the list:

Sz o ‘J T.. Descrip.. L.. .. 5. Oc.. Owner ;/’[ 5 ?;

g ] : 1 o | B PS
oo (M & Foo. ForcedE.. CT.. 1 P%.. 7j2., Administr.. 8] G 52

o W % Foo. ForcedE.. CT.. 1P 9j2., Administr.. [ ] 5 5o

o W & Foo. ForcedE.. CT.. 1P 9j2., Administr.. [ 3 ) T2

W (M B8y Potential .. CT.. 1P 46, Administr.. 0] 0, T2
oM i wWRalert L. CTL 1 PR 46, Administr.. ] B 5
WD % Fel. wEAlRt.. CT. L PHLL 46 Adwiniste.. ] ] B 5%

ﬂ E Fir... Checkpoi,.. CT... 1 L. 4/6... Administr,,, _1 _1 E‘J %

Ij;ecD;d 1 of 349 dunl -

Updating Security Personnel with Instant Messaging W

[H[=1 E3

———— Select an alert and click OK.

When you select URL, the Specify URL dialog appears where you can enter the URL you want to

include in the instant message.

Specify URL
| Specify URL

——— Specify a UR

L and click OK.

When you select Camera, the Sensor Mapping dialog appears where you can select the video camera to

which you want to include a link.

r
@ Select A Sensor Under - World
Find Sensor: i

Mumber of results found: 8 ] il

Sensor Name Type Description 1]

7

(3 Bosch-01 Bosch-01
Bosch-03 [EM Came... Bosch-03 443
Bosch-05 CH Came... Bosch-05 444
Axis-01 ZH Came... Axis-01 445
Axis-02 [EM Came... Axis-02 446
ICx-01 CH Came... ICx-01 447
ICx-02 CH Came... ICx-02 448
ICx-03 [EM Came... ICx-03 449

Record 1 of 8 d“d <

&

Select a video camera and
click Select.

Select |

Cancel

The link appears as part of the instant message and can be clicked to view the alert, camera, or URL that

was specified.

[ oL-28433-01
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B Updating Security Personnel with Instant Messaging

w:]_-‘ Operator - Conversation !E B
Invite Save to Context  Switch Context  Alert: 24390
hame Status
Administrator* Available

Available

, ]
Wednesday, November 16, 2011 122931 PM Links to URLS, aler‘cs, or camera
[1:01:10 PM] Administrator: http://www proximex.com — || sensors appear as shown in the
[1:01:40 PM] Administrator: 24391 instant message.

[1:02:07 PM] Operator: Camera: PXP-244

Zhat Histary

Insert |w| [

Step12  You can save the instant message conversation to the alert context by clicking Save to Context at the top
of the window.

-‘-‘]_-. DOperator - Conversation

Inwite Save bo Context  Swikch Context  Alerk: 24390
Marme Status
Adrinistrator Awailable

Available

Step13  You can switch to a different instant message conversation by clicking Switch Context and selecting
Alert Context at the top of the window. Select the alert from the Select Alert window and click OK.

#§yOperator - Conversation

Inwite Save to Context

Mame Status Alert Context. ..

Adrinistrator Awvailab's

!j Select Alert [_ Ol =]

Select an alert From the list:

Drag a colus y that column

Fo... Forced E... €T... Pw... 7lZ... Administr...
P, 9fZ... Administe...
P, 9i2.., Administe...
Pi... 416, Administr,.,
P, 46, Administr...
Fx... 4/6... Administr...

Li... 4. Administe...

;43 Fo.. ForcedE.. CT..
‘Q Fo... ForcedE... CT..
B9 cy.. Potertial .. CT...
&y Mia, WEAlert . CT.
& Fe.. WFalert . CT..
E Fir... Checkpaoi... CT...

eco;d 1cf 349 duu ol

LU DDDDDEC
) ) o )

NN N

If you need to indicate to others that you are unavailable for instant messaging, you can change your
status to Away or Do Not Disturb. Locate the Instant Messenger Console icon in the application tray in
Windows and right-click to display the My Status menu.

O Available | — Right-click the Instant Messenger Console icon in the
©) DoMotDistrb  —] application tray in Windows and select My Status to view
| Mystatus b | iy statuses you can select.

i i & [

Exit

Using Cisco Physical Security Operations Manager, Release 6.1
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Updating Security Personnel with Instant Messaging W

You can also change your status from the My Status field at the top of the Instant Messenger Console.

Online Users %] My Status Q_i fwvailable — | .S";at_ .
_@) Adrinistrator -, @ available - Change your sta.tus using the
. =}: Do it Disturbs o o My Status field in the Instant
2 :::astor i [12:1/5 ey U e Messenger Console. Enter an
‘s -SUpErYis. .. N 3
e optional explanation of your
il status in the field provided.

If you want the Instant Messenger Console to automatically start when you log in to PSOM, select File
> Preferences, click General under Console, and check the Start Instant Messenger Console
Automatically after logon option.

:ﬂ' fererices:

[i5 Consale {Per User) Cenced
P General =
Alert Enter Console General Preferences
EZ-Track
Ernail —Operation Console Default view Type
[i5r Consale {Per Computer)
General Rpoot Monitoring Zone; [ Hame d
wideo B ;
Manitaring Zone with zones: Mone
[ Server [ )
General Monitaring Zone with areas: [ nione d
all Consoles
SMTR Monitaring Area: D Mone d
EZ-Track
Identity Management —Operation Console Threat Level Indicator
™ show Homelsnd Security Threat Level Indicator on Header
[ show MARSEC Threat Level Indicator on Headsr
—Live Video PTZ
¥ Use common layer PTZ mouse mavezoom
—Tracking Trail
Track Resource: Mumber of historical tracking points to shaw: 10 | paints
Track Object: Mumber of histarical kracking points to show: 100 |5 paints
[—Instant Messenger Console |
¥ Start Instant Messenaer Console Albomatically after logon | I

To exit the Instant Messenger Console, click Commands at the bottom of the window and select Exit,
or right-click the Instant Messenger Console icon in the application tray in Windows and select Exit.

Online Users G pay status @ pvalable ud | et My Status b

@) Administrator -...

Q\ Operator - Av d

= [12:10:37 PM] Officer-001: [Joined]

9_\ SCO-Supervis, ..

B Right-click the Instant
Messenger Console icon in the
application tray in Windows
and select Exit to close the
Instant Messenger.

=
Chat Hiskary 2y Copy
d| | Bro‘é‘;l-cast
e 1% Select Commands > Exit to exit
_ - the Instant Messenger.

Server connected M iCommands -
Exil,

Using Cisco Physical Security Operations Manager, Release 6.1
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Handling False Alarms

Note

If you are unable to send instant messages through the Instant Messenger Console, the PSOM
Collaboration Services may be offline or unreachable. In this case, the status bar at the bottom of the
window will display “Server Disconnected”.

Conmands -

You need to wait for PSOM Collaboration Services to become online or reachable again before you can
continue to send instant messages.

You don’t have to exit and re-launch Instant Messenger Console in order to get reconnected. The Instant
Messenger will automatically detect the service when it becomes available and reenable instant
messages.

The Operation Console must be running for you to click a link to view an alert or video camera from an
instant message. Otherwise, an error message appears when you click on these types of links.

)  Administrato...

E
[14:18:05] Administrator: /Joined]
[14:18:44] Administrator: View camera Main Control
Room

=loix
ror: Operation Console is not running! I
=l
Chat history 25 Copy

Handling False Alarms

You can automatically change the status of alerts to Closed when they are marked as false alarms. In the
Console Preferences window, select Console (Per User) > Alert and select Yes from the
Automatically close false alarm field.

le Preferences

Console.(Per User) Alert
General 5
B dlert Enter Console Alert Preferences
EZ-T{ack —eneral
mai
[5 Cansale (Per Camputer) Alert Beep {Sound, Yoice) in Operation or Alert Console: es V]
eneral -- Continue ko beep {Sound) for new open alerts: Mo V]
Yideo
[ Server Show Acknowledged alerts in Operation Console: Mo V]
efiefal -- Flash Acknowledged alerts in Operation Console: 1
All Consoles
smMTR Show Administrative alert icon ko Operator: es V]
EZ-Track
Identity Management Show Alert notification window in Operation or Alert Console: Yes [~|
Requires confirmation for closingfacknowledging alert: es ol
—Alert Details Window
Automaticallz show recent Alert Detail windows: ils}
Automatically close False alarm: Mo ad
|—Wind0w Layout es
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Manually Controlling Access W

Manually Controlling Access

There are times you might need to manually control a secure doorway as part of your response to an alert.
From the Operation Console you can take door command such as unlock and re-lock the door, provide
momentary access, lock down a door, lock an open door, and so on.

You can issue door commands from the Map View pane or from the Alert Details window.

To control an access door from the Map View Pane, follow these steps:

Procedure

Step1  Locate the access control icon for the door in the Map View pane.
Step2  Right-click the access control icon. A list of options appears in the menu.

~

Note  These commands differ depending on the access control system.

Physical Security Information Management

MARSEC 3

honitarin rnuter Terminal >» CT-First Floo

o) FiP-247 |
| 4? Intercom - Call Box Commend 1 E’ __________________

S

aetSensorDetal (Retrieve a list of Sensor activity detail) E Cammands - Access Control K

ﬂs Create User Alart

ExecuteDoorMamentarylnlock (Open Door Momentarily) A
ExecuteDoorLockDown (Lock Down Door)

é ExecuteDoorLockDownReset {Lock Down Door Reset)

ExecuteDoorOpen (Unlack Door) .

e

ExzecuteDoorOpenResst (Unlock Doot Reset)

To control an access door from the Alert Details window, click the Sensor Activity icon g in the Alert
Details window.

A list of options appears in the menu. (These commands will differ depending on the commands
available from the access control system.)

[ jvideo o |Mate El|Reporting ¥
G W acknoviedgs | g False el o o = & ‘|'! l?‘%*‘::""a“ [ I
~* % add Document
| Cose | [ Closedlert | 2 Escalate T Q GetSensorDetail (Retrieve a list of Sensor activity detail) . |E] \:ﬁ:;tn 8 add UL B o

File Alert Status ExecuteDoorMamentarynlock (Open Door Momentarily) Hote Edit M.

ExecuteDoorLockDown {Lock Down Door) .
Click the Sensor Commands

icon in the Toolbar and select

Execute DoorLockDown to
ExecuteDoorOpenReset (Unlock Door Reset) lock it.

ExecuteDoorOpen (Unlock Door)

&
&
& Exs%teDoorLockDownReset ({Lock Down Door Reset)
&
&

Table 3-6 explains the manual control provided by different commands.
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W Issuing External Commands During Alert Response

Table 3-6 Ways You can Manually Control an Access Door (Access Control System Specific)
If You Want to... You can Select this...

View details about the sensor... GetSensorDetail

Unlock a secured door momentarily... ExecuteDoorMomentaryUnlock

Disable all relays and outputs associated with a door so that |ExecuteDoorLockDown
no one will be able to gain access to it...

Restore all relays and outputs associated with a door that |ExecuteDoorLockDownReset
was previously locked down...

Actuate all relays associated with a door... ExecuteDoorOpen

Release a door from the Lock Open Door status... ExecuteDoorOpenReset

Issuing External Commands During Alert Response

If configured, you can issue external commands as part of alert response procedure from the Alert
Details window. For example, you might be able to send a command to an intercom system related to the
sensor that triggered the alert. Any commands that appear in the Alert Commands menu have been
configured for your environment by an administrator.

> TEx
£a} Home: [viden |- |riote SReporting A

G [ M Acrosiedge | b Felse Horm pa o SV H I oo snapstoe || [ B2 nage gl

| fi Alert Commands B = == d' =% Add Document
Close Z o - BTt Tl Lt sicoe Lo i § Video 8 -
[ || Close Alert | -3 Escalate To 5 1] o | By Next video | [ gl T izt
Q Alert PS Command (aAlert PS Command test)
File Alert Status d Video Action Note Edit M.

You can issue external commands for a sensor by right-clicking the sensor in the Map View Pane or the
table view of alerts.

R | e
(& W normal

+: i
T, i
o Marmal Qi croato et Hot: ¥ Intercom - ... Substation &

Q High I Commands - Intercom b I& GetSensorDetail (Retrieve a list of Sensor activity detail)
0 Mormal 4 & Start Point Conversation (Start Point Conversation For Intercorn-Cornmend
. '

ation 5

You can issue external commands for a monitoring area by right-clicking the monitoring area in the
Monitoring Hierarchy.

Monitoring Hierarchy

B3 ) Global zone )
B () Undesignated Zone (o Severity: High | | New vs. ¥iewed (Open Alert) | Open Alert Com

3 B0 i if
& Track Resources » B e I Critical -
Viewed
a& Find Sensar. .. [ ==
High -
| ideo Matrix Yiew :
+. et =R Mediurm

Q Commands - Area  #

i & Start Group Conversation (Start Group Conversation For Intercom-Commend device)

& Area PS Command (Area PS Command Test)

| & Start Global Announcement {Start Global Announcement For Intercom-Commend device)

You can issue external commands across the entire PSOM environment using the Commands icon in the
Operation Console toolbar or the Commands menu.

Using Cisco Physical Security Operations Manager, Release 6.1
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Documenting Alert Response Il

File  Monitoring  Extensionsl| Commandsl Wew Tools  Help

B =Y =EERS O =LY alBeie - EC Y Tl

T [2* Demo on-demand create admin alert (On-Demand Business Logic template)
Mavigakion

Flonitorinaier ey St & On-Demand Business Logic-Lily {(On-Demand Business Logic template- Liky)

Documenting Alert Response

After you take appropriate actions to respond to an alert, you may want to document your actions in a
Note attached to the alert’s details. This information is stored with the alert in the PSOM database. A
timestamp is automatically applied to the note as well as the name of the operator that enters the note.

To add a note to the alert dossier, follow these steps:

Procedure

Step1  Open the Alert Details window.
Step2  Click in the note area at the right of the window and start typing additional notes regarding the alert.
o\ e
{at Home Fjviden o |Mate B|Rreporting A
- = % s Eﬁ' =
EEsE v | a4 & F €= F 0
Apply OF Close  Acknowledge Close | False  Escalate  Add Image Add Document Add URL  Add Live Add Recorded
Alert | Alarm To Wideo Link  Viden Link
File: Alert Skatus Edit Display
A0y Alert Overview [rm— = g;)
) |=/1% | Details {= | Properties M:
Sy @ ] @I E ‘_/ () Time: 1:07:34 PM By acmini )
Conkacted 13 1
Statusz H Open [[E]Last 10 Access Attempts [TE] Last 10 Minute Acc aroena?;gin:lsi:f;utr;-uii Eszznoa:tn:dm
il i
Sensor: TCTOTOL Acc.. Acc.. Bad.. Acc.. Org.. Ref.. Refe.. kketo]
Location: Building 1 3
Enter your note into
this field.
Step3  Click OK or Apply at the top of the window to save the note.

Notifying Dispatch about an Alert

If your PSOM Integration Module enables the functionality, you can send alarm and alarm-related
information to third-party dispatch systems. Click the Dispatch button D'\Yl ] in the toolbar.

Acknowledging or Closing an Alert

By default, when you acknowledge or close an alert a confirmation dialog box appears where you must
click Yes to proceed. You can now disable the confirmation from the Console Preferences window by
clicking Console (Per User) > Alert and selecting No from the Requires confirmation for
closing/acknowledging alert field.

[ oL-28433-01
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M Acknowledging or Closing an Alert

@ Console Preferences EI

55 Consale (Per User)

General
B Alert

EZ-Track —ieneral

Ernail . - >
[ Cansals (Per Camputer) Alert Beep {Sound, Yoice) in Operation or Alert Console: es d

General -- Continue ko beep {Sound) for new open alerts: Mo d

Yideo =
[ Server Show Acknowledged alerts in Operation Console: Mo [~]

L -- Flash Acknowledged alerts in Operation Console: ad

All Consoles

aMTR Show Administrative alert icon ko Operator: es a

EZ-Track =i

Identity Management Show Alert notification window in Operation or Alert Console: es “

Requires confirmation for closingfacknowledging alert: a

You can also enforce that an alert can only be acknowledged by the alert owner. Click Server > All
Consoles and selecting Yes from the Lock Alert. Only allow alert to be acknowledged and closed by
alert owner option.

@ Consale Preferences EI

55 Consale (Per User)

Server Preferences

General
Alert
EZ-Track —Operation Console
Ernail =
[5 Consale (Per Computer) Minimum console update interval: 5 a seconds
General ™ Maximum number of alerts displayed in the list: |
Yideo
(5 Server Customize alert sound by alert bype: Sound. .. |
General
)| Consoles —Alert Management Console
SMTP Minimum console update interval: S a seconds
EZ-Track -
Identity Management —alert Details Window

Minimum window update interval: 5 4| seconds
Lock Alert, Only allow alert to be acknowledged and closed by alert owner, Mo a
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CHAPTER I

Viewing Video and Taking Snapshots

This chapter puts all the video details in one place so you can easily find out how to:

Access recorded video footage for alerts

View live video

Take snapshot images from recorded or live video

Add snapshots or other images to your alert dossier

Manipulate PTZ cameras to change your view of live camera feeds
Export video to a file

Manage video using the Video Management Console

See Chapter 5, “Following Suspects with EZ-Track,” for details on how to use EZ-Track to follow
suspects across multiple camera views.

This chapter includes these topics:

Locating Video Sensors on the Map, page 4-1

Viewing Video from a Video Camera Sensor, page 4-2

Launching Recorded and Live Video from an Alert, page 4-4

Taking a Snapshot of Video, page 4-6

Controlling Cameras, page 4-8

Controlling PTZ Cameras, page 4-9

Exporting Video to a File, page 4-11

Manually Creating an Alert from Recorded or Live Video, page 4-12
Using the Video Management Console, page 4-14

Locating Video Sensors on the Map

A quick way to locate a video sensor is to drill down to the appropriate map view using the Navigation
pane. For example, to view the first floor of Commuter Terminal, you would select “CT First Floor”
under “Commuter Terminal” in the Navigation pane. The map in the Map View pane would appear as
shown next.

[ oL-28433-01
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M Viewing Video from a Video Camera Sensor

File Moanitoring  Extensions  Commands  Yiew Tools  Help

Bl RN B O E EE

Navigation BI®l Physical Security Information Management
Monitoring Hierarchy %] Monitoring: S0 Airpart Terminals >> Commuter Terminal >> CT-First Floor (Ale
o Worldwide Security Sites {12)
2 2@ corporate (5)
uj ) Q GOVErImENE N
a _‘_:‘)0 Transpartation (o)

3 [ Airport - B- 5an Diega Intl
3 @ sirport - Dulles
=P ° Airport - Dulles - B
a Aﬁo Airport - San Diego Intl
\_g 5 (D) Perimeter North
u & o Petimeter West
a @'jo S0 Airport Terminals
=2 _‘_;‘JGCUmmutEr Terminal
3 ISP CT-First Floor
: 3 ) CT-Second Fl
| ) T-Third Floor
i &) ) Concaurse B1

1.0 26N Termingl 7 Fact

In the Map View pane, you can see the locations of the video camera sensors active—the video camera
icons on the map mark the locations.

There are several different icons representing video cameras that appear on maps in the Map View pane.
These are explained in Table 4-1.

Table 4-1 Video Camera Icons Displayed in the Map View Pane

Icon What the Icon Means...

This is a video camera that is connected to a DVR.

This is a video camera icon that is offline; it is not connected to a DVR.

This is a PTZ camera that is connected to a DVR.

e

This is a PTZ camera that is offline; it is not connected to a DVR.

Viewing Video from a Video Camera Sensor

After finding the appropriate video camera sensor in the Map View pane, you can view the recorded
video for an alert incident. You can also view live video feed from the same video camera icon.

Viewing Recorded Video

To view recorded video, follow these steps:

Procedure

Step1  Right-click the video camera icon.

HoDveE ac \
View Live Video
1 View Recorded Video I Select View Recorded Video to view footage
I—EW o of the alert condition that was captured by
this video camera sensor.
—_— @ EZ-Track (Backward)

Step2  Select View Recorded Video from the menu.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Video and Taking Snapshots

Viewing Live Video in a Standalone Window

Step 3

Step 1

Step 2

~

Viewing Video from a Video Camera Sensor

Note  You can also select the video camera in the Map View Pane and click the Recorded Video icon
E1 in the Operation Console toolbar.

The Select Date Time window appears.

Date/Time: 09/29/2010 0%:51:02

Date:

Time: | 9:51:02 A
Time period From:  09/29/2010 09;51:02

=]
— |
‘.Gmnn'm

CUPTERE * C

e

cout |

Choose the starting time and date for the recorded video...

...or slide this bar to select the time period.

Select the date and time at which you want to begin viewing recorded video from this video camera

sensor. Click OK.

The recorded video is displayed in the Recorded Video Viewer window which can be sized and placed

anywhere on the desktop.

ES

Play Mode

2)  Play
@ Pause
@ stop

% Tools

Live Video

“

A bn
Start:05/05/2009 14:00:33; [09/08/2006
14:20:43](1X)

D% setStartTime...

@ Fast Forward
(€) FastBackward

The recorded video will play from the most recent time, but the video can be rewound, fast-forwarded,

paused, or set to start at a certain time.

To view live video in a standalone window, follow these steps:

Procedure

Right-click the video camera icon.

E%ﬁack
—_— @ EZ-Track (Backward)
Select View Live Video from the menu.

Select View Live Video to see current
footage from this video camera sensor.

| oL-28433-01
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M Launching Recorded and Live Video from an Alert

The Live Video Viewer window appears and displays the live video feed from the selected camera sensor
icon.

mEx]
% Tools b

@ Fov Snapshok

28] Hide Task Pane

'E_ Creake Alert

Bl dose

[@TLive Video Viewer

Note  You can also select the video camera in the Map View Pane and click the Live Video icon ‘
in the Operation Console toolbar.

If you want to hide the Tools menu and expand the video view, you can click the Hide Task Pane icon
'g. To display the Tools menu again after hiding it, you click the Show Task Pane icon g

If you are viewing video from a PTZ (pan-tilt-zoom) camera, additional controls are displayed as
described in the “Controlling PTZ Cameras” section on page 4-9.

To view recorded video from the Live Video Viewer, click Recorded Video.

:E:Live Yideo Yiewer M= E3
[Live: PXF 262

Snapshaot

o

Hide Task Pane
EZ-Track
EZ-Track (Back. ..

Create Alert

BEEFER M

Close

Launching Recorded and Live Video from an Alert

You can launch recorded and live video associated with an alert in two places:
e The Alert List pane in the Operation Console.
e The Alert Details window.

Using Cisco Physical Security Operations Manager, Release 6.1
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Launching Recorded and Live Video from an Alert [l

Launching Video from the Alert List Pane

At the bottom of the Operation Console is the Alert List pane where all current alerts for the selected
monitoring area are shown.

Description Loca.. O.. D Q
Ame.. 1] .. & Recor., RecordedVideo.. CTFir.. 1 P¥F-.. 1j1/20... Administrtor B — Click the blue film
A Me.. [1] .. %\ User.. PingTestAler.. CTFir.. 1 PXP-.. 4/5/2.. ML) i strip icon to launch
Aome. 1] . ) WMI  Proxy[p_sl_.. CTFir.. 1 SNMP 3/17/.. o9 s recorded video.
A Me,., El oo M) User... Service Test Ale... CTFr.. 1 P¥P-... 3{17[2... Administrator _] LY ’?“A
AmMe.. [2] ... & Force.. ForcedErtryat.. CTFir.. 1 PXTL.. 3i16/2... Administrator B 2 gD
Ame.. 1] ... & Force.. ForcedErtryat.. CTFir.. 1 PXTL.. 12/11f... Administrstor B =29 D

To launch recorded video associated with an alert, click the blue film strip icon in the row for the alert.

Launching Video from the Alert Details Window

If the Alert Details window is not configured to show video on the Detail tab, you can click the Video tab.

{at Home EVideo || Mate E|Reparting

¥

/iy Alert Overview — (M riote Q

severit o p— Properties | u Ma i’ Yiden @ sudt e T
Exeitys i [ Time: Z:43:18PM ]|
Q -

Status: H Open [Recorded]: PXF-262 &
Sensor: PXTIGLIC off-11 ®
==
Location: CT First Floor CD ]
Type: Forced Entry at Input [m]
Description: Forced Entry at Input PRCTGL1C o
Dccured: 9{7/2011 5:00:04 PM o
Assigned To: Administrator
{Escalated-Alert Acknowledgeable) °
Assigned By: Administrator 0
(9§7[2011 5:00:22 PM)
Instruckion: Audible by CP3, Call Harbar Palice.

E Response Workflow

Status: Started
Progress: 0% Time: (1%}
] T s

To view live video from the same camera sensor, you can click Live Video in the toolbar at the top of
the window. The Live Video Viewer window opens to show the live video feed from that camera.

Using Cisco Physical Security Operations Manager, Release 6.1
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B Taking a Snapshot of Video

{a} Home - |Mate

B\u’\deo

;IReport\ng

The live camera feed for the same
camera sensor opens in the Live Video
Viewer window. i

Taking a Snapshot of Video

Ik wie 5
u@l[lj:_aﬂx@-'é)o SN I
| Apply (a4 Close Acknowledge Close | False Escalate 1 Track. Track W Live Yideoll - Stop Video Mext Videa | Video E Video
| .C\Iart Alarm To Forward Backward | Snapshot | Blert
Fils: =) Recorded Wide o Action
Sensor: FRT. E Live Video Viewer Lﬁ]w [ ] Live Yideo
Location: CTR|E % Tools 2 CD Popup Live Yideo Window [~
Typer Fare F3 m% q (= :
Description: Forc: 1 4 @& Fov Snapshot - 0
Add Live
Occured: 97l Hide Task Pane (4] Video
Assigned To: Adrn L | +. Link,, .. W=k
el i oy, Create Alert e (PHP-118) '
Assigned By: Admi Close P
(917, L
- i -
4 I‘. r
S Resporse warkin [ Times 95538
Status: Started
Progress: | 0%

You can take a snapshot, or still photo image, from either recorded or live video. You can then print the
image, attach it to the alert, or save it as a bmp image file locally.

To take a snapshot from video:

Select Snapshot in the Live Video Viewer window. You can either click the Snapshot icon, or select

Snapshot under Tools in the Live Video Viewer, depending on whether the tools are displayed.

Click the Video Snapshet button in the toolbar for the Alert Details window. If you want to attach

the snapshot to the alert, you need to use this method.

TR ive Video Viewer

5 v [

Close Acknawledge Close | False
| Alert | Alarm

Blert Status

M4 e

QK

File:

; ﬁmeo . o |Mote =
‘o

% Tools

@ Fov Snapshot
Hide Task Pane

1.

Close

Esialate)
Ta

1y Create Alert

2

Click Snapshot in the Live
Video Viewer to capture a still

image from the video feed.

Or click Video Snapshot in the Alert Details
window. You must use this method if you
want to attach the snapshot to the alert.

x| 8
ke Audic Track  Track

Forward Backward
Audio Output

E video Snapshd
Ostop Video pork i

Recorded Yiden Action

Live Vidzo

The snapshot appears in the Captured Video Image window.
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_ﬁ_taptured ¥Yideo Image

Sensor: PxF-262 (ID: 999; Time: 9f7/2011 $:59:59 PM)

B [Recorded]: PXF-2

=

Attach |

PFirt... | Save s, I Close L
%

Taking a Snapshot of Video

From the Captured Video Image window you can:

e Attach the image to the alert dossier. See the “Attaching a Snapshot to the Alert Dossier” section on

page 4-7.

e Print the image. Click the Print button and select the printer.

¢ Save the image as a JPG file locally. Click the Save As... button. Choose the location for the snapshot
image and enter a name. The image will be saved as a JPG.

Attaching a Snapshot to the Alert Dossier

You can attach a snapshot of video to the alert dossier to provide more information for others reviewing

the alert.

To attach the snapshot to the alert, follow these steps:

Procedure

Step 1 Click Video Snapshot in the toolbar of the Alert Details window.

Step2  Click the Attach button in the Captured Video Image window.

E:Eaptured ¥ideo Image

Sensor: PXF-262 (1D: 999; Time: 9)7/2011 4:59:59 PM)

B [Recorded]: PXF-262

o |

Attach

Prink. .. | Save hs.. I

[H[=] E3

Click the Attach button to save the snapshot
image along with the alert details.

/

Close L
Y

The Alert Details window shows a record of the snapshot being attached to the alert in the Audit tab.
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M  Controlling Cameras

2
3 ﬁ Home E\u‘\deo Note E|Reparting

A4 Alert Crverview =
Properties M Wideo
e n an

Status: ﬂ Open Audit Information:

[ Time: S:zzi02 PM (]

attach

A B | = idenImage_
Sensor: PRT1G11C 999_1-1-1-

Location: T First Flaor i |

ach [mage

ot to t'ﬁe alert dossier.

Eewcad Erbe 2k Tred

Step3  You must click the Applykor OK buttons to save the snap”sh

Once the snapshot has been added, you can view it larger at any time by clicking the thumbnail image
of the snapshot in the Note entry.

[ hvideo

fa} Home o | Hoke S|Reporting
/0y Blert Ovwerview m |
Properties Map | @ Video — =
o 3 | 5
Severity: A\ Medium E | | | Tme: sizzozem |
Status: ﬂ Open Audit Information: | dtach -
s ETe
Sensor: PXTIGLIC
Location: CT Firsk Floar .
Ty Forced Entry at Input e Vs | o AR INSTG,
Description: Forced Entry at Input PXCTG11C (o hotess, Lz | e | Attach Image. -
Occured: 12/11/2009 11:28:03 AM +o|Upd... 1 . Update Tasksml (Attach
Image...sik
Assigned To: Adrinistrator . Note... 1 . Akkach Image. .. | sdihFkasd]
(Escalated-lert Acknowledgeable)
Mssigned By: Adrministratar Upd.. 2 +|UpdateTaskmd |
(12/11f2003 11:28:19 AM) . Upd... 1 . Updats TaskPragress fra... |
Instruction: Audible by CP3, Call Harbor Police. Lo Upd... . Update Tasksml |
. Note... . | atkach Inage...siksdihfk... [l e | —
ES Responss Worldlon oo Blert.. Stark Alert Response Task | || Cancel |

Controlling Cameras

For some video cameras, you can control the camera operation by executing a command to start or stop
recording, activate/deactivate the auxiliary camera, or send live video. Access these commands from the
right-click menu.

N View Live Video
[ View Recorded Video
@ EZ-Track

B\ Create User Alent
Commands - Genetec Omnicast

@& Recording (Start/Stop Video Recording)
. Auxiliary Control (Activate/Deactivate Auxiliary Port)
‘ Send Live Video (Send Live Video to Genetec Omnicast Live Viewer)

When you choose to start/stop video recording, the following screen appears. Select Start Recording or
Stop Recording and click OK.

4@ Recording M u
Recordiakontrol

(® Start Recording
(" Stop Recording ()

ﬁ.
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Controlling PTZ Cameras M

When you choose to activate/deactivate an auxiliary port for the camera, the following screen appears.
Select Activate Auxiliary Input or Deactivate Auxiliary Input and click OK.

«# Auxiliary Control - ﬂ

Auxiliary Input Control

(" Deactivate Auxiliary Input |

I @@ Activate Auxiliary Input [ I

]

Controlling PTZ Cameras

You can control PTZ (pan-tilt-zoom) cameras with PSOM for monitoring live video feeds; using the PTZ
controls, you can pan the camera in any direction, as well as zoom in on a particular location or suspect.
In the Map View pane of the Operation Console, the PTZ cameras are identified by a camera icon with
a plus sign inside it: [EH

Once you have opened a live video feed (see the “Viewing Live Video in a Standalone Window” section
on page 4-3) you can use the PTZ controls shown in the next window.

e w [EE - . Pan camera up-left.

[Live]: Bosch-03PTZ

Pan camera up.

Pan camera right.

Controls speed of movement.
Pan camera down-right.

Pan camera down.

Stop the current movement.

Zoom out for a distant view.

T

Pan camera left and down-left. Zoom in for a closer look.

If predefined PTZ camera positions have been retrieved from the DVR/NVR system, you can select one
from the Camera Preset menu under the directional controls.

_ﬂjlmz Lon;al = (=]
cloiel

Using Cisco Physical Security Operations Manager, Release 6.1
[ oL-28433-01 .m



Chapter4  Viewing Video and Taking Snapshots |

Controlling PTZ Cameras

If sensor views have been configured for this PTZ camera (by an administrator in the Administration
Console), they will appear in the Sensor View menu.

m@ﬁz Enn‘l:ro!
©/©)
(€] ][5

PTZ controls also appear when you click the PTZ Control icon in the toolbar of the Alert Details

window.

ﬁ Horne: D\nden i_ﬂNnte E|Reparting

BE [ A4

[a]'4 Close  Acknowledge Close | False Escalate  Wideo ideol PTZ Control
Alert | Alarm To Snapshot  Alert|
Filz Alert Status Live Viden
Sensor: PXP-107 PTZ Control
Location: T2E Second Floor Main
Type: Pedestrian Accident

Description: Pedestrian emergency call

Occured: 1/20/2010 10:52:45 AM
Assigned To: Adrniristrator

{Escalated-alert Acknowledgeable)
Assigned By: Adrinistr ator

b =
- |x }% (;; 0 [@ “ideo Snapshot *’
N A = L
Track  Track | Live Yideo Stop Wideo | | | Yideo
Forward Backward o '_} Alert
budio Cukput Recorded ideo Action

Live Yideo PTZ Control

[Live]: F¥P-107

{1/20/2010 10:53:00 Al

E Response Warkflow

Status: Skartell o |

& <Mo Preset =

Progress:

z
Review Incident A
Administrator 3

[Recorded]: PXP-107 [E:]

Review Incident

Locate alarm on map and details of alze
Administrator 2012 4:06:43 PM

| arats alarms an man and Astsils of sls

Time: 982006 2:17:46 PM (1x)

Table 4-2 explains the actions you can take with the controls. When you a button, the camera moves by
the amount set in the PTZ camera configuration. Press and hold a button to keep moving in a direction.

Table 4-2 Using PTZ Controls

To do this...

Click this Control Button...

Pan the camera left, up-left, down-left.

Pan the camera right.

olelol
BIE

e

Pan the camera up.

Pan the camera down.

Control the speed at which the camera will move
when you click left/right/up/down.

il e
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Exporting Videoto a File

Table 4-2 Using PTZ Controls (continued)

To do this... Click this Control Button...
Zoom in for a closer look. |1J

Zoom out for a more distant view. |j

Stops the current movement of the PTZ camera. *

Exporting Video to a File

Step 1

Step 2

Step 3

You can export recorded video to an AVI file, and then send this valuable footage to first responders,
third-party tenants, the management team or other agencies.

When video is exported, the length of exported video can be anywhere from 0 minutes to 60 minutes
long, depending on the capabilities of the underlying video adaptor.

To export recorded video, follow these steps:

Procedure

Open the Alert Details window and click the Export Video button in the toolbar.

AL = H
{af Home: Fhviden = | Note E=|Reporting
- Ew | = |
BE Y A& . X | 28 Fa o LLEEE
Ok Close | Acknowledge  Close | False Escalate Viden  Wideo PTZ Control Track Track  Live Yideo Osmp vides Ml [ ] Widet
Alert Alarm Ta Snapshot  Alert Forviard Backward Alert
File Alert Status Live Yideo Audio Oukput Recorded i/ Ackrm

Click Export Video to save a portion
of the recorded video to an AVI file.

The Export Video window appears.

@ Ezport Yiden=Select- Time Period a
Start Time: /62010 12:46:02 PM @‘ Click this button to change the starting

) time for exporting the recorded video.
EndTime: __sl6/2010 12:46:32 PV

e :3 P EIE e s Enter the number of seconds to record
. s . . . . . . . . video, or slide the ticker along this bar
to specify the length of the video to be

exported.

[~ Enable Compression

Cancel |

Select this option to allow the exported video to be
compressed to reduce file size. If this option is greyed out, the
video format is not supported for compression.

To change the length of time for the exported video, either enter the number of seconds to record video
in the field provided, or slide the ticker along the bar under Length. Each tick on the bar refers to 30
seconds; you can export up to 5 minutes of video in AVI format.

To change the starting time for the exported video, click the icon at the top right corner of the dialog box.
A new dialog box appears where you can specify the starting time for the video export. Enter the date
and time you want to start the video in the fields provided.

[ oL-28433-01
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Bl Manually Creating an Alert from Recorded or Live Video

Step 4

Step 5

Step 6

i Iatesiime) ﬁ
Date/Time: 862010 12:46:02 PM
Date: = Select the date and time for the video...
Time: L2:46:02 PM & ...or slide this bar to select the timeframe.

Time period from: 862010 12:46:02 PM
.................................. B mog7 ago

cout |

To compress the video footage and create a smaller AV file size, check the Enable Compression option.

~

Note  This option is greyed out for unsupported video formats.

When you are ready to export the selected video stream, click OK. A new dialog box prompts you for a
location to save the AVI file.

Export to AYI File H
Save in: I =7 Videa Files j - i
FrdParty (2)] P-109_1 157750226 .avi
=) Alert-Forced-Open.avi @] P-110_1 157750226 .avi
)| Alert-Tailgate-Tenant-Door . avi Gﬂ P-111_1 157750226, avi
=) Curbside, avi GﬂP-lle.aw
il entrancez.avi GﬂP-AirFieId.avi
)| entrance. avi Gﬂ Perimeter - alert.avi
=) Entrancelnkercom, avi @] Perimeter - live.avi

o) F-G4_1157750230, avi
)| F-Dioor-In. awi

23| F-Door-Out.avi

=) Hallwnay 1. avi

=) P-107_1157750225, avi
=) P-108_1157730225.avi

File name: I Save
Save as lype: | Exported 21 fles [*.841] | Cancel

Note If you have enabled compression, you will be presented with another dialogue box to select the
appropriate codec to export the video file.

Click Save to store the exported video to your AVI file.
A dialog box may appear to report the progress of saving the video to AVI.

Manually Creating an Alert from Recorded or Live Video

When you are watching live or recorded video, and see a suspicious activity, you can create an alert
manually. An alert type of Live Video Alert or Recorded Video Alert will be generated and displayed
in the alert pane with additional information such as an image snapshot of the video, time and location
of the camera and the description that you provided.

To create an alert from live or recorded video, follow these steps:

Using Cisco Physical Security Operations Manager, Release 6.1
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Manually Creating an Alert from Recorded or Live Video

Procedure

Step1  Click Create Alert or its button ™ in the Video Viewer window, or press CTRL-A.

(T —— =JIoJEd
%’ Tools *

@& Fov Snapshat
3¢ Hide Task Pane

+:
M, Create Alert

& closs

Play Mode

% Tools

Live Yideo

[@ Snapshot

D Export Widea

B Hide Task Pane
& EZ-Track

EEi00i20/2010 09:41:39; [09/06(2006 14:18:20](1%)

Click Create Alert or its icon to manually
create an alert from live or recorded video.

The Create Video Alert window opens.

F)| Create Video Alert: "\ &
Type: Recorded Video Alert
Severity: ——— Choose a risk level from the Severity field.

Description:

Enter facts about the incident in the
Description field.

o |

Step 2 From the Severity field, choose the risk level for this alert: Low, Medium, High, or Critical.

Step 3 In the Description field, enter facts about the incident.
Stepd  Click OK.
The newly created alert immediately appears up in the Alert List Pane, and an alert message opens.

Step 5 To see details for this alert, double-click its entry in the Alert List Pane.

Sev., Sin ‘J Type Descript... Lo.. .. Sensor -  Own... D ﬁ @ D a
A Y. & Detection Alert Detection... CT... 1 PXTIGI1C woe A, 3
A . CT.. 1 PRTIGIIC 2o

oo | Bdmi...

B e
Loadmi., B8] G
N 4

¥

CT... 1 PRTLIGLIC

. /|7 Forced Entry ... Forced En...

Double-click the alert to see details.

Notice that the Occur Time is the moment that you manually created the alert, and the Snapshot Time is
the timestamp when the incident was recorded by the DVR. The Assigned By time is when the alert was
assigned to the current owner.

Using Cisco Physical Security Operations Manager, Release 6.1
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Using the Video Management Console

L

ﬁ Home

ﬁ\n‘ideo |- | Mot

/1y Alert Overview

Severity:

Status:

Sensor:
Location:
Type:
Description:

Occured:

Assigned To:

Assigned By:

Step 6

)

A Medium
H Open

PrF-262

T First: Floor
Recorded Yideo Alert
Recorded Yideo Alert

I 1,‘!1,‘!2001 12:00:50 AM I

Administrator
(Escalated-alert Acknowledgeable)

I (471972012 5:43:36 PM) I

E‘ Mote

{a} Home ﬁ\n‘ideo
/1y Blert Overview
Severity: A Medium
Status: _IJ Open
Sensor: PrF-262
Location: CT First Floor
Type: Recorded Video Alert
Description: Recorded Video Alert
Occured: 1/1/2001 12:00:30 AM
Assigned To: Administrator

(Escalated-alert Acknowledgeable)

Assigned By: Administrator

(4192012 5:43:36 PM)

E|Reparting

i]f Details Properties Map

Snapshot

Property

Click the Map tab to see the location of the camera.

E|Reparting

Maoke L_J
[ Time: 5:43:36 PM (o
|
—

Using the Video Management Console

Using the Video Management Console, you can:

e View video streams side-by-side in a matrix format.

e Configure video guard tours that rotate camera views at pre-defined intervals.

Starting the Video Management Console

To start the Video Management Console, follow these steps:

Procedure

Step 1

Manager 6.1 > Video Management Console.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Using the Video Management Console

. Proximex Surveiling 6.0
E Administration Console
\‘g Alert Management Console
@ Business Logic Console
3}! Instant Messenger Console

o Proximex Surveill

. Skartup
. WMware

1 Eack

I Search programs and files

|f_.'start a,%ql .@r :."l 2

The Logon window appears. Enter your username and password and click OK.

[

)

The Video Management Console appears.

On the left side of the window is the Monitoring Hierarchy, similar to the Operation Console, which
shows a tree-view of the monitoring hierarchy configured in PSOM. For nodes that have a default public
video matrix view, a special icon appears as shown next.

Navigation el
Monitoring Hierarchy < |
3 < |5 drport

v ¢a) 2| Terminal 1

..J 8 [E| Terminal 2 East
go erminal 2 West
.J < ‘ommuter Terminal
I.J Cl Perimeter West

The right side of the window shows the video matrix view which could have one of three different display
styles: 1x1, 2x2 or 3x3.

The toolbar along the top of the window enables quick access to functionality. Table 4-3 explains the
buttons in the toolbar.

133l 8EEBX e anioec|e bl doo|annb|s

[ oL-28433-01

Using Cisco Physical Security Operations Manager, Release 6.1 g



Chapter4 Viewing Video and Taking Snapshots

I Using the Video Management Console

Table 4-3

Buttons in the Video Management Console Toolbar

What the Button Does...

Logon or logoff the Video Management Console.

Opens a new Video View window. You can open up to 8 Video View windows at a
time.

B |

Select a matrix view to display in the Video Management Console.

Add a new matrix view to the Video Management Console.

Save changes to a matrix view.

B £ B2

Removes a matrix view from the Video Management Console.

Choose a video to display in the selected space in a matrix view.

Remove the video from the selected space in a matrix view.

Locks the video in the selected space in the matrix view.

= 2 (X |

Displays the selected space in the matrix view as a single video that takes up the
entire window.

]

Takes a snapshot of video from the selected space in the matrix view.

2

Launches EZ-Track for selected live video. See the “Launching EZ-Track from Live
Video” section on page 4-28.

15

Launches EZ-Track Backward for selected live video. See the “Launching EZ-Track
from Live Video” section on page 4-28.

Opens the Manage Video Guard Tours dialog for adding or modifying tours.

@ @

Selects the video guard tour to display.

D

Closes the video guard tour that is running in the Video Management Console.

Pauses the video guard tour that is running in the Video Management Console.

O ©

Starts the video guard tour that is displayed in the Video Management Console.

®

Changes to video guard tour mode.

]

Changes to video matrix mode.
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Using the Video Management Console

Table 4-3 Buttons in the Video Management Console Toolbar (continued)

Icon What the Button Does...

|| Displays recorded video in the videos within the matrix view.
X

Turns off sounds generated by the Video Management Console.

Shows the matrix view for the root node within the monitoring hierarchy.

Displays the matrix view for the last selected node in the monitoring hierarchy.

Displays the matrix view for the node in the hierarchy just above the current node.

Launches the PSOM Administration Console.

i @ © k2

Launches the PSOM Alert Console.

&n Launches the PSOM Instant Messenger Console.

&

Finds a sensor for which to display video in the matrix view.

Viewing a Video Matrix for a Zone or Area

Step 1

Step 2

The Video Management Console shows views for all sub-nodes under the selected node in Video Matrix
View. For example, when the “Terminal 2 East” zone is selected, views for that zone are displayed as
well as views from the five monitoring areas under that zone (TSE-SecondFloorMain, etc.).

To view a video matrix for a zone or area, follow these steps:

Procedure

Expand the Monitoring Hierarchy to find and select the zone or area for which you want to monitor
video.

The right side of the window refreshes to show the public video matrix view for the zone or area you
selected.

If you want to view a video matrix that you configured, you can right-click the node in the Monitoring
Hierarchy and select Select Matrix View from the popup menu or click the B icon in the toolbar.

[ oL-28433-01
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B Using the Video Management Console

File  Matrix Wiew Wiew Tools  Help

Monitoring Hierarchy

| Airpart

23 [ Arizana

d 43 | Commuter Terminal

(33 ]| Perimeter North

(3 3 []| Perimeter west
@[] Terminal 1
, 23 ]| Terminsl 2 1 %  Eind sensar...
43 )| Undesionll | G| Select Matrix iew...

El e Makriz Yiew
| Save Makrix View

The Select Video Matrix View window appears.

Selected Video Matrix View:

(3 Commuter Terminal. Vi

Commuter Terminal, Vi
Commuter Terminal. View-Tour 18
el i () Record 10f 3 aaa_; |

cons_||
|

Select Private View from the drop-down menu, select the view you want to display, and click OK.

Step3  If you want to change how many videos are displayed in the matrix (e.g., 1x1, 2x2 or 3x3), you can
right-click the node in the Navigation Pane and select Matrix View Style from the popup menu. A new
popup menu appears where you can choose the matrix view style.

Monitoring Hierarchy a
EI Airport
2] Terminal 1
3 5| Terminal 2 East
23 [E Terminal 2 West
» DBE
ui ) g Perimeter Wesi lﬁ EriE=E =
u‘ 3 2| Perimeter Mortf kB
ui _@) g Arizona
a3 | Zane Unassignd

Matrix View 1X1
E[ Matrix View Properties. ., Matrix View 2X2
t_ﬂ[ Mew Matrix View

Matrix View 3X3
il Matrix View (4

e 1| Remove Matrix View

] N e
Step4  If you want to view a certain video camera feed separately, right-click it and select Single Video View
from the popup menu.

Using Cisco Physical Security Operations Manager, Release 6.1
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Select wideo...

Remove Yideo
& Lock Video
Single Video yiew
PTZ Contral
Snapshaot
2 EZ-Track

EZ-Track (Backward)

Using the Video Management Console

The selected video takes over the full space of the video matrix as a single 1x1 view. To return to the
video matrix view, right-click the video and select Back to Previous View from the popup menu.

Step5  If you want to take a snapshot of a certain video camera feed, right-click it and select Snapshot.

= E Select Wideo...
= ¥ Remove Video
Y & Lock Video -
El Single: Vidao{%aw
[EM PTZ Contral
E  EZ-Track
@ EZ-Track (Backward)

Click Save As to save the image.

Step 6 If you want to view PTZ controls for a video camera feed, right-click it and select PTZ Control.

= E Select Wideo...
= ¥ Remove Video
& Lock Video

[E]|  Single Yidzo Yiew

En prz Cantrol

Snapshat
EZ-Track
@ EZ-Track (Backward)

PTZ Controls appear next to the video camera feed so you can control the angle at which you are viewing
the PTZ camera feed. See the “Controlling PTZ Cameras” section on page 4-9 for information about the

various controls.

[ oL-28433-01
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Using the Video Management Console

||EW ety PP 3 celet il

Step7  If you want to launch EZ-Track for a video camera feed, right-click it and select EZ-Track or EZ-Track
(Backward). See Chapter 5, “Following Suspects with EZ-Track,” for information about EZ-Track.

Select Wideo,..

Remove Yideo

Lock Video
Single Vidan\f%aw
BTZ Contral

Snapshaot

EZ-Track
EZ-Track (Backward)

Configuring a Matrix Video View

You can configure a matrix video view for a monitoring zone or area within the Video Management
Console. If you have permissions, this matrix video view can be made public so that others can use it;
otherwise, you can make it private for your use only.

To configure a matrix video view, follow these steps:

Procedure

Step1  Select the monitoring zone or area in the Navigation Pane for which you want to configure a matrix video
view.

Step 2 Select MatrixView > New Matrix or click the EI icon in the toolbar.
The window refreshes with blank video matrix squares. The top left square is active and colored pink.

Step3  Right-click the active square and choose Select Video from the popup menu or click the M icon in the
toolbar.

The Select A Sensor Under window appears and lists all available camera sensors for the selected
monitoring zone or area.

Using Cisco Physical Security Operations Manager, Release 6.1
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:E:Select A Sensor Under - Commuter Terminal H[=]
Find Sensor: i }E
Number of resulks Found: 12

Sensor Name Type Description ID

Select

PrF-277 . CT Concourse First Floor Mort EERAR

PrP-247 EW Ca,.. T Concourse First Floor Morth 996
PrF-263 Dﬂ Ca,.. T Concourse First Floor Morth 297
P¥P-300 EW Ca,.. T Concourse First Floor Morth 998
PrF-262 Dﬂ Ca,.. T Concodrse First Floor Mort 993
PrF-261 Dﬂ Ca,.. T Concodrse First Floor Mort 1000
PrP-244 EW Ca,,, T Concourse First Floor East 1001
PxF-278 Dﬂ Ca,.. T Concourse First Floor Center 100z

=
]

T Cancrikea Fivek Flanye Canbar It}

il s ad
Record 10f 19 il Cancel |

Step4  Select the camera sensor you want to add to this square in the video matrix and click the Select button.

DYFE-RNN

The video for the selected camera sensor appears in the active square of the video matrix.

Another way to add a camera sensor is to right-click the monitoring zone or area and select Find Sensor
from the popup menu, or click the @ icon in the toolbar.

Fila  Matrix View Wigw Tools  Help

g Proximex Sury
Monitoring Hierarchy o i

B | Airpart
3 3 )| Arizona
» |_J PoYEL Commuter Term
._J & ||| Perimeter Morth i
|_J & ]| Perimeter west = &
+! gab [0 Terminal 1 :
3,3 [ Terminal 2 East B Matrix Wiews Style. . 3 ‘

Slect [atrix Wisw, ..

bl gab [0 Terminal 2 West [

& [1l| Undesignated 21

H E Mewe Makrix View
1 ¢8) [0 Undesingated 21

G Save Matrix Yiew

X

Then you can select a sensor from the Find Sensor window and drag and drop it onto the intended slot
of the video matrix view.

Step5  Select each square in the matrix view and repeat steps 3-4 to select video cameras for them.

~

Note If you want to remove a video camera from the matrix view, right-click the existing video and
select Remove Video from the popup menu or click the x icon in the toolbar.

E|  Single Yiden Yiew
[E0 PTZ Conkral

ﬁ EZ-Track

B Fr-Teack (Rackwardy

Step6  When you’re finished, select Matrix View > Save Matrix View or click the &3 button in the toolbar.

[ oL-28433-01
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M Using the Video Management Console

=

File | Matrix View

5 Select Matrix View. ..
-: E

—| B Matrix View Style... 3
Mavig|

HMon
E Mew Matrix View

lﬂ S3ve Matrix View
Pld M e

The Add Video Matrix View window appears.

idemiHatnEiiew

coen |

—‘_l Enter a name for the video view.

Wiew Name: ||
View Type: |5 Pk vew ? Select whether the matrix view is public or private.
Wiew Shyle: I | 2 % 2 Matrix View
Monitaring Scope: Terminal 2 Eask ? Se] ect the matrlx Style'

I Defak view for curent menitoring stope. —— 1 Check this option if this matrix view is the default
Description:

view for the monitoring zone or area.

\H Enter a description for the video view.

Step7  Enter a name to identify the camera views in the matrix video view in the View Name field.

Step8  Select whether the matrix video view is for public or private use from the View Type field.

Step 9 Select the matrix style (e.g., 1x1, 2x2 or 3x3) from the View Style field.

Step10 If you want this matrix video view to be the default for the monitoring zone or area, select the Default

view for current monitoring scope option.
Step11  Enter information about the matrix video view in the Description field.

Step12 Click OK.

Now your video matrix view appears in the Select Video Matrix View window when you want to change
the video matrix displayed for this zone or area. If it is private, it only appears as a selection for you.

VidemFathiies:

Selected Yideo Matrix Yiew:

I @ iPrivate Yiew d

Name Description 1D

Terminal 2 Ez

Record 1 of 1

N E——

Editing or Removing a Video Matrix View

You can edit a video matrix view by viewing it, and then selecting Matrix View > Matrix View

Properties.
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1=

g [l Select Mairic View... View Name: erminal 2 East.View-New

Eile | Matrix View

B3 Matrix View Stvle " @ oo o
Navid View Type: I @ Private View v
Mo - View Style: I ﬂ 2 X 2 Matrix View o
E J Monitoring Scope: Terminal 2 East
[
[~ Default viewfor current monitaring scope
LN E Remaove Matrix View - 2 ®
Description:

Cancel d|

You can remove a video matrix view by viewing it, and then selecting
Matrix View > Remove Matrix View. Confirm the deletion when prompted.

1=

Eile | Matrix View
Select Matrix View... 3/ Do you want to delete video matrix view Terminal 2 East. View-Mew'?

=
Matrix View Style... [3
(5]

J Matrix View Properties...

E Mew Matrix View

Viewing Recorded Video in a Video Matrix View

You can view recorded video from a video matrix view to review multiple camera views at once for a
specific point in time.

To view recorded video in a video matrix view, follow these steps

Procedure:

Step 1 Open the relevant video matrix view as shown in the “Viewing a Video Matrix for a Zone or Area”
section on page 4-17.

Step2  Select View > Enter Recorded Video Mode or click the L1 icon in the toolbar.

File  Matrix Wiew Wiew | Tools  Help

g ?I H @ ﬂ Eg Toalbar Options

Home (Rook Zone)

w
: @ Back to Previous
Monitoring Hierarchy
G Up One Level

| Airpart

l_" Q Jnrizona @ Mavigation Pane
(AP YE Coromuter Terminal | § Enter Recorded video Mode

i s

: Perimeter North .
9 <0 ) ¢ Widet Guard Tour
(J| & [ Perimeter West o O

The Select Date Time window appears where you can select the time at which you want to start viewing

recorded video.
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B Using the Video Management Console

DatefTime:  5/6/2009 1:54:32 PM

Date: ——=————— Select the date and time for recorded video...
Sit= LsH32EM ] ...or slide this bar to the desired timeframe.

Time period from:  5/6/2009 1:54:32 PM
0000000 00000000 0000000000000 0 0L et ]

CUMFRmE’ " " 't

et |

Step3  Slide the bar to the position at which you want to view recorded video, or enter a specific date and time
in the fields provided, then click OK.
The window refreshes to show recorded video in all panes of the video matrix view. Note that a special
icon appears in the upper right corner of the window indicating that you are viewing video in recorded
mode.

HEEEEEEREEE R CGREE =

Navigation

Icon for
recorded
video
mode.

Monitoring Hierarchy d

| Airpart
3 3 )| Arizona

+ g [0 Terminal 1
13 3 [EE| Terminal 2 East
> & [0 Terminal 2 West
& [1l| Undesignated Zone Tirne: (143
(3 A [Tl Undesingated Zone

The time the recorded video occurred.

Using Video Guard Tours

A video guard tour is a collection of video matrix views that are displayed in a certain order at a specified
interval. The video guard tour can be viewed by users of any permission level, but they can only be
managed by users with sufficient permissions.

Viewing Video Guard Tours

Any user can view a video guard tour in the Video Management Console.

To view a video guard tour, follow these steps

Procedure:

Step1  Switch the Video Management Console to Video Guard Tour mode by selecting View > Video Guard
Tour from the menu bar or clicking the button in the toolbar.

Using Cisco Physical Security Operations Manager, Release 6.1
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File  Matrix view Wiew | Tools  Help

ad 3 H # ﬁ E g Toalbar Options v

Home (Rook Zone)

G EBiack to Previous
Monitoring Hierarchy
G Up One Level
E | airpart
I-:J é} J Arizana l@l Mavigation Pane
b QM D Enter Recorded Yideo Mods
Perimeter North
o r J e Wdeo Guard Tour

13 3 1| Perimeter West
H —1a

S R

Step2  Right-click the monitoring zone or area for which you want to view the video guard tour, and choose
Select Video Guard Tour from the popup menu or clicking the & button in the toolbar.

Monitoring Hierarchy

E | Airport

3 &[] Arizona
» e :

(& & ]| Perimeter M a& Find Sensoar. ..

I-J o) J Perimeter W @ Select Yideo Guard Tour, ..
b gah [0 Terminal 1

The Select Video Guard Tour window appears.

m‘:ﬂ Video Guard Tour: - m

Selected Video Guard Tour:

Commuter Terminal. Tour-New

Commuter Terminal Tour 1 18

Record 1of 2 |l (LI

Step3  Select the video guard tour you want to play and click OK.

The main area of the Video Management Console refreshes with the first video matrix view in the video
guard tour. The left side of the window now shows the list of video matrix views that will be displayed
as part of the video guard tour. A green arrow next to a video matrix view indicates it is currently being
viewed.

While a video guard tour is running, you can double-click any video view to switch to an individual view
of that camera. The video guard tour will pause.

You can also pause a video guard tour by selecting Video Guard Tour > Pause Video Guard Tour from
the menu bar or clicking the @  button in the toolbar.

Ele video Guard Tour | View Tools Hel
ad||

e Select Video Guard Tour...

Navigation
@ Close Video Guard Tour

Video Guard Tou

Pausg Video Guard Tour

You can resume a video guard tour by selecting Video Guard Tour > Start Video Guard Tour from
the menu bar or clicking the & button in the toolbar.

Using Cisco Physical Security Operations Manager, Release 6.1
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Video Guard Tour | View Tools Hel

0 Select Video Guard Tour...

fx| Close Video Guard Tour

You can close a video guard tour by selecting Video Guard Tour > Close Video Guard Tour from the
menu bar or clicking the button in the toolbar.

Creating a New Video Guard Tour

To Create a New Video Guard Tour, follow these steps

Procedure:

Step1  Switch the Video Management Console to Video Guard Tour mode by selecting View > Video Guard
Tour from the menu bar.

File  Matrix View View  Tools  Help

Toolhar Options 3

Home {Root Zone)

Monitoring Hierarchy

)
0 Bark to Previous
.E G Up One Level
el | Airport
h:j-_éJAriZDﬂd Mavigation Pane
3 g@ Commuter Terminal D Enter Recorded Video Maode
. Perimeter Morth 7
(3 ) Porineter hor (O Gt

hE‘._‘5},JF‘erirmetz?l:West —n —

R

Step2  Select a monitoring zone or area for which you want to create a video guard tour in the Navigation Pane.

Step3  Select Video Guard Tour > Manage Video Guard Tour from the menu bar or click the ] button in
the toolbar.

File Video Guard Tour | Wiew Tools Hel

- " Manage Yideo Guard Tour...
J=E ]

e l&QEEt Video Guard Tour...
Navigation gFZ\
el

The Manage Video Guard Tours window appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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ﬁ Manage Video Guard Tours (Commuter Terminal)

Video Guard Tour Management

Add, Edit, Delete Video Guard Tours

Commuter Terminal Tour 1

i B Record 10f 2 aﬂag &d Close lj
Step4  Click Add to create a new video guard tour.

The Add Video Guard Tour window appears.

¥ Add Video Guard Tour L=l
Tour Name: |CommuterTerminaI.Tour-Naw _:\ Enter a name for the video guard tour.
Monitoring Scope: |Commuter Terminal \
Description: 1 L. .
————————— Enter a description for the video guard
‘ tour.
|

add.— =———— Click Add to add existing video matrix
Up views to the guard tour.
Down
Remove

[} Commuter Terminal.Vie. ..

oK | Cancel 1

Step5  Enter a name for the video guard tour in the Tour Name field.

Step6  Enter information about the video guard tour in the Description field.
Step7  Click Add to select existing video matrix views to add to the video guard tour.

The Select Video Matrix View window appears.

Select Video Matrix View =l

Selected Video Matrix View: I% Public View ad

Commuter Terminal. Vie:

Commuter Terminal, View
Commuter Terminal. View-Tour 16
CT-First Floor, View-1 5

(il i Record 1of 4 aﬂad

Step8  Select the public video matrix views that should be part of this video guard tour and click OK.

The Add Video Guard Tour window reappears with your selected video matrix views.

Using Cisco Physical Security Operations Manager, Release 6.1
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~

Note  You can move a video matrix view up or down in the video guard tour using the Up and Down
buttons. You can remove a video matrix view from the tour by selecting it and clicking Remove.

Step9  Enter the number of seconds that should elapse before the video guard tour displays a new video matrix
view in the Interval field.

Step10 Click OK to save the video guard tour.

Editing or Removing a Video Guard Tour

You can edit or remove a video guard tour from the Manage Video Guard Tours window which is
displayed when you select Video Guard Tour > Manage Video Guard Tour from the menu bar or click
the ¥ button in the toolbar.

To edit a video guard tour, select it and click Edit.

@ Edit Video Guard Tour aa

Tour Name: Commuter Terminal. Tour-New|

Monitoring Scope: Commuter Terminal

Description:

You can modify the interval at which

o O / | the video changes during the tour.

5 Up

Down |
Remove |

Name Description

To remove a video guard tour, select it and click Delete.

Launching EZ-Track from Live Video

When viewing live video in the Video Management Console, you can click the EZ-Track icon in the
toolbar to launch EZ-Track.

Using Cisco Physical Security Operations Manager, Release 6.1
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File  Matrix Yiew Wiew Tools Help

Bl ElliELEIESEio) 2@ aoelnlajlay
;Navigatiuﬁ - L | i | =

Proximex Surveillint™ o Management [Video Matrix Yiew] (Pu )

| Monitoring Hierarchy hanitaring al 2 East »! dFl i

| ij & 1| Undesingated Zone

You can also right-click the pane for a video camera feed and select EZ-Track or
EZ-Track (Backward).

Select videa, .,

Remove Yideo
Lock video
Single Video Yiew
PTZ Cankrol

Snapshot

Viewing Video in Multiple Video View Windows

You can open up to eight different Video View Windows to show video matrix views or video guard
tours. Select File > New View Window or click the ¥ icon in the toolbar.

le | Matriz Wiew

Logaoff

o |

Preferences

e Wideo View Window, ..

A new Video View Window appears that you can use to view any video matrix view or video guard tour.

You can access all Video View windows from the main Video Management Console’s File menu.

Enabling Playback Looping of Alert Video in the Alert Details Window

You can now enable looping playback for alert-related recorded video in the Alert Details window. When
configured, alert-related recorded videos in the Alert Details window will have looped playback for both
the Operation Console and Alert Console.

| oL-28433-01
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Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Using the Video Management Console

Y

{a} Home: Fhvideo o | Mot =l|Reparting ¥

A1y Alert Overview r—— = | Maoke el
) e iff Cretails Properties u Map m Audit E ]
sty o iz = _— [ Time: 7:33:37 PM By admini G
Status: A] Open The Last # of Events Evenits within time specified |
Sensor: PRT1G11C Referen... Refere.. Access.. Badgel.. Access.. Access.. Organiz.. uJ
Location: T First Flaor |
Type: Forced Entry at Input 674821 Access G... 9(7/2011... 1005033 y... Proximes ...
Description: Forced Enkry at Input PRCTG11C 57383 Forced E... 9f7/2011... 0 Alarm Ac...
Occured: 9f7{2011 5:00:04 PM 674820 Access G, 97(2011... 1004417 Washingt... Prosimes: ...
Assigned To: Administratar 57382 Forced E... 9f7/2011... 0 Alarm Ac...
{Escalated-lert Acknowledgeable)
Assigned By: Administrator

(9{7/2011 5:00:22 PM)
Instruction: Audible by CP3, Call Harbor Paolice.

5] Rresponse Workflow

Statusz Started

Progress: [ 0% ‘

Response Tasks (12 Parallel Tasks) I
2/24/2012 4:06:43 PM
Time: 1f1/0001 12:00:03 AM {1}

e 1 Review Incident

To enable playback looping of alert video in the Alert Details window, follow these steps

Procedure:

Select File > Preferences from the PSOM Console.

Click Video under Console (Per Computer) in the left navigation pane.

) Console Preferences

5 Consale (Per User) video
General 1 :
Alert Set video preferences for current console computer
EZ-Tlrack Alert Video - Loop Playback
Email

[5 Consale (Per Computer) ™ Enable loop playback of recorded viden in alert detai
General Adjustable start time in seconds (approximate):

>

[ Server Preferred duration in seconds {approximate):

General

Check the Enable loop playback of recorded video in alert detail option.

Determine the amount of time before the original alert occurrence to start video playback in the
Adjustable start time in seconds field. The default is O seconds if this option is enabled.

Determine the duration of the video playback in the Preferred duration in seconds field by entering the
number of seconds after the recorded video has started to continue playback. The default is 30 seconds
if this option is enabled.

Click OK.

Viewing Alert Video in the Video Management Console

The Video Management Console can now be used to view video for alerts in video matrix view for the
current computer, as long as the Operation Console is running as well. The Alert Video View hides the
Monitoring Hierarchy pane in the Video Management, instead displaying video windows with alert
video.

Using Cisco Physical Security Operations Manager, Release 6.1
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Note

Note

Step 1
Step 2

Step 3

Using the Video Management Console Il

Virtual guard tour is not supported when in Alert Video View.

To enable alert video to be displayed in the Video Management Console, you must select the Use video
view window for alert videos option in the Console Preferences window under Console (Per
Computer) > Video.

Upon opening the Video Management Console, you will still see the matrix view or guard tour view, but
can open a new window displaying the Alert Video View by selecting Alert Video View Window from
the File menu.

IMatrisx Yiew Wiew Tools Help

|
Logaoff EI @ x E{l‘l Q ‘

Preferences

e i Wi Wit L_J Proximex Surveillint™ ¥ideo Management

Alert Yideo Yiew Window [1] o
Exit

ST

The new window displays (Alert Video) and appears. The default video mode is Recorded Video. Alert
videos can only be added to the Alert Video View from the Operation Console or Alert Console using
the Alert Video button in the Alert Details window.

Video Guard Tour, Live Video Mode, and EZ-Track are not supported for Alert Video View. Cameras
cannot be dragged and dropped onto video frames in Alert Video View, and multiple videos cannot be
exported at once.

To display alert video in the Video Management Console, follow these steps

Procedure:

Select File > Preferences from the PSOM Console.

Click Video under Console (Per Computer) in the left navigation pane.

:ﬂ:tonsole Preferences [H[=]
Console (Per User)
General
Alert

EZ-T:’ack —#lert Yidea - Loop Playback
Email
5 Consale (Per Computer) ™ Enable lnop playback of recorded viden in alert detail
General Adjustable start time in seconds {approximate):
B video
5 Server Preferred duration in seconds {approximate):
General
all Consales —Video Management Console - Alert Video
SMTP [V Use video view window for alert videos
EZ-Track
Identity Management Select video view window as alert video view: | Windaw - Main d

{Restart Yideo Console to kake effect)

[T show alert details window by:

r Automatically add alert video into the first available tle of alert wiew window when users open
alert details windaw

[~ automatically remove video From alert view window when

Alert detals window changes alert status to: ﬂ

r Automatically add alert video inta the First available tle of alert view window when new open
alert raised from Operation or Alert Console

Check the Use video view window for alert videos option.

[ oL-28433-01
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Select the video view in which alert video should appear from the Select video view window as alert
video view field. Choices include Windows Main or Window — 1 through Window — 8. This creates a
new video view window that can be selected from the Video Management Console.

File = Matrix Wiew Wigw  Tools  Help

Logaff '_IE MX & = e 8

Preferences

% B

Bl Proximex Surve o Management
< | tanitari

| [Live]: PEF-81 _ ||Q~{”
P Cua===rT" . <\ . B

From the Show alert details window by ficld, choose whether to launch the Alert Details window from
the Video Management Console using the Alert Console or Operation Console. There is a right-click
menu choice for viewing Alert Details from a video window.

Mew Video View Window. ..

Alert Video View Window [1]

Exit

oo o Tmeenio o

If you want alert video to automatically appear in the first available tile of the Video Management

Console matrix when the Alert Details window is opened, check the Automatically add alert video into
the first available tile option. If all 16 tiles are taken (4x4 style matrix), then any new alarm with video
will take over the first tile. If this option is not selected, the user will have to click the Post Alert Video

button in the Alert Details window to add the video to a frame in the Video Management Console matrix.

~

Note  For this functionality to work, the Video Management Console and Operation Console need to
be on the same machine.

If an alert has more than one video camera associated to it, when an alarm is generated, all the
associated recorded video (not just one) will be displayed in the Alert Video matrix.

To automatically remove alert video from the Video Management Console matrix when an alert’s status
changes to Acknowledged or Closed from the Alert Details window, check the Automatically remove
video from alert view window option and select the alert status that triggers removal. If the alert’s status
changes in any other way, this functionality will not be performed.

To automatically add alert video for new alerts to the first available tile in the video view, select the
Automatically add alert video into the first available tile of the alert view window when new open
alert raised from the Operation or Alert Console option.

Click OK.

Setting the Sound Level for Video

Step 1
Step 2

You can specify the volume output for all videos played in PSOM Consoles.

To specify the volume output for videos, follow these steps

Procedure:

Select File > Preferences from the PSOM Console.

Click Video under Console (Per Computer) in the left navigation pane.
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FConsole Preferences [_O]
Console (Per User)
General
Alert
EZ'TI’EE" —#lert Videa - Loop Playback.
Ermail
(5 Cansols (Per Camputer) [ Enable loop playback of recorded video in slert detail
General Adjustable start time in seconds (approximate): 3
B Video
5 server Preferred duration in seconds (approximate): 3
General
All Consoles [ Video Management Console - Alert Video
e ¥ Use videa view windaw Far alert videos
EZ-Track
Identity Management Select video view window as alert video view: | Window - Main ad

(Restart Yideo Consale to taks sffect)
[~ show alert details windaw by: B

r Automatically add alert video into the First available tle of alert view window when users open
alert details window

™ Automatically remove video From alert wiew window when

Alert details window changes alert status to: %]

r Automatically add alert video inko the first available tile of alert view window when new open
alert raised from Operation or Alert Console

Al video - Audio
’7 Default sudio output volume level: =]

Step3  Set the volume for audio output in the Default audio output volume level field.

Step4  Click OK.

Using Cisco Physical Security Operations Manager, Release 6.1
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CHAPTER

Following Suspects with EZ-Track

This chapter describes how to use EZ-Track to:

e Follow suspects between adjacent camera views

e View multiple live and recorded camera views simultaneously

e Stitch together video from different cameras to create a record of a suspect’s movements

e Generate and print reports including comprehensive details for an EZ-Track pursuit
This chapter includes these topics:

e Overview, page 5-1

e Launching EZ-Track, page 5-4

e What You can do from the EZ-Track Window, page 5-5

e Tracking Suspects Backward with EZ-Track (Backward), page 5-10

e Creating Composite Video Tracking Records with Track Link, page 5-10

¢ Managing Composite Video Tracking Records with the Track Report Manager, page 5-14

e Setting the Location of Track Link Video Packages, page 5-23

Overview

Each camera in your physical security environment has a field of view based on the camera angle, how
far it can capture images clearly, and its peripheral view. For example, the yellow highlights in the map
view shown below indicate the field of view of the various cameras in the environment.

Yellow highlights on the map show
each camera’s field of vision.

Using Cisco Physical Security Operations Manager, Release 6.1
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Overview

When PSOM is configured with this information, EZ-Track can locate adjacent camera views for any
video camera, display them in a directional grid, and enable you to traverse between these views with
simple point-and-click. You do not need to know any sensor names, or where camera sensors are

geographically located—EZ-Track takes all the guesswork out of it.

Moves UP-LEFT to the
next camera view.

Moves LEFT to the next ——

camera view.

Moves DOWN-LEFT to
the next camera view.

Moves UP to the next camera view.

|==—— Moves UP-RIGHT to

lLe

o
|

Moves DOWN to the next camera view.

the next camera view.

5) Moves RIGHT to the
next camera view.

Moves DOWN-RIGHT
O ||‘ to the next camera view.

If there is not an available adjacent camera for a direction on the grid, that arrow icon is grey colored
. Available camera views are indicated using green arrow icons £J.

When you click on a green arrow in the direction grid, the Track Video pane appears showing potential
camera views for that adjacent direction. The camera with the shortest walking distance from the base
camera is displayed at the top, and the camera the furthest from the base camera is displayed at the

bottom. The screen below shows what happened when the Right arrow button was clicked: three different
camera views show the view to the right of the “base” camera view.

Track Video Pane

The “base”
camera view.

This camera is
the shortest
walking distance
to the RIGHT of
the base camera.

This camera is
the furthest
walking distance
to the RIGHT of
the base camera.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Overview H

Now if the bottom arrow button is clicked, a new set of camera views appears in the Track Video Pane,
and the pane moves to the bottom of the EZ-Track window.

B Ez-Track Navigator - PXP-107 [_TE[=]

PREEEE: oo

These cameras have the best view
DOWN from the “base” camera.

{7l [Recorded]: PiF-81
: = ‘:!"L.‘ . i

S "

You can watch all videos in the Track Video Pane concurrently to see which one will catch the suspect’s
movements. When the suspect moves into an adjacent camera view, click the title bar for the adjacent
camera in the Track Video Pane to make this camera the new “base” camera.

Click the title bar of a camera in the
Track Video Pane to make it the new
“base” camera.

The selected camera view becomes the “base” camera, and EZ-Track re-configures the directional grid
to show adjacent cameras for the new “base” camera. A new tracking record will be taken automatically
and added to the Track Link pane. The Track Link Pane is used to create a track link or composite video
tracking record of a suspect’s movements. A tracking record contains a snapshot of video with a
timestamp and information about the camera sensor that recorded the video.

[ oL-28433-01
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M Launching EZ-Track

The Track Link Pane contains tracking
records that capture the movements of a

[1]P¥P-107 suspect across different camera views.
d .
@ Name: PP-107 | A tracking record has a snapshot of
@ Start:  9/8/2006 2:20:02 PM video, a timestamp, and information
D Image: [HENEEE=—== about the camera sensor that recorded
(m] the video.
Time: 9/8(2006 2:29:51 PM (1) & e 2 ]
. Mame: PrF-532
— Start:  9/8/2006 2:28:43 PM
| = 1O ) | e sy

Time: 91812006 2:29:43 0 Time: 91812006 2:29:40 0 Time: 91812006 2:29:34
P (1) P (1) P (1)

Launching EZ-Track

There are several ways to launch EZ-Track when you want to start tracking a suspect across multiple
camera views:

e Right-click a camera icon on any PSOM map, and select EZ-Track from the pop-up menu.

: v

] Wiew Live Video

§ view Recorded viden

T, Create User Alert

e Select a camera icon in the Map Pane and click the EZ Track icon & in the Operation Console
toolbar.

e From the Live Video Viewer or Recorded Video Viewer windows, click the EZ-Track button .
See the “Viewing Video from a Video Camera Sensor” section on page 4-2 to find out how to view
live or recorded video.

Play Mode

% Tools

Live Video

(7T Tve vides Viewar Mi=<

[@ snapshat

- Expart Video
[& Fov snapshot e .' : : ; Fids Task Pane
%] Hide Task Pane B g
M Create alert

- B

&l dose

EZ-Track (Backward)
Create Alsrt

Close

arti09/23/2010 09:41:39; [09/08/2006 14:18:20](1%)
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From the Video portion of an Alert Details window, click Track Forward in the toolbar.

ey B
ﬁ Home DVideo JNote E|Reparting

B8 4 [ A4 IEHR

Close  Acknowledge Close | False  Escalate  Wideo Wideo PTZ Control
Alert | Alarm Tao Snapshot  Alert
File Alert Skatus Live Yideo Audio Output

2 | O

Track | Live Yideo | (7 stop vider
Forward BBackward

Recorded Yideo Acl

What You can do from the EZ-Track Window

From the EZ-Track window, you can:

Point-and-click to traverse adjacent camera views.

Open the Track Link pane to store tracking records for this pursuit.

View the camera sensor’s location on a PSOM map.

Locate a camera sensor manually (for example, if it has been moved since PSOM was configured).
Take a snapshot image from current live video and save it as an image file.

Update a snapshot tracking record in the Track Link pane with a better image.

Control a PTZ camera to change its field of view.

Table 5-1 shows the icons in the EZ-Track window and explains their use.

Table 5-1 Icons Displayed in the EZ-Track Window.

Icon Click this Icon to...

L

|i=a

View the location of the camera sensor on the EZ-Track Map. The EZ-Track Map also
shows the movements of the suspect with a blue line that mirrors the tracking records
in the Track Link Pane. See the “Viewing the Location of a Camera Sensor on the
Map” section on page 5-6.

L

Manually select a camera sensor by browsing; for example, if a camera sensor has
been moved and is not depicted correctly using EZ-Track’s automated grid. See the
“Browsing to Select a Camera Sensor” section on page 5-6.

E

Open the Track Link window to begin storing tracking records for this EZ-Track
pursuit. See the “Creating Composite Video Tracking Records with Track Link”
section on page 5-10.

B

Take a snapshot of the current video and save it as an image file or print it. See the
“Taking Snapshots of Video and Updating Tracking Records with New Snapshots”
section on page 5-8.

e

Replace a tracking record in the Track Link pane with a new snapshot, or create a new
tracking record with the snapshot. See the “Taking Snapshots of Video and Updating
Tracking Records with New Snapshots” section on page 5-8.

E

Control a PTZ camera to change its field of view. This option only appears when
EZ-Track is displaying live video. It opens a PTZ control you can use to change the
camera’s focus. See the “Controlling PTZ Cameras from the EZ-Track Window”
section on page 5-9.

[ oL-28433-01
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Table 5-1 Icons Displayed in the EZ-Track Window. (continued)

Icon Click this Icon to...

| ETJ Switches the EZ-Track window to display a live video feed from the selected camera

| sensor without interruption. This option only appears when you are viewing recorded
video with EZ-Track. This does not affect the Track Link Pane.

i Opens a Live Video window to display a live video feed from the selected camera

| sensor, while maintaining the recorded video mode in the EZ-Track window. This
option only appears when you are viewing recorded video with EZ-Track.

Viewing the Location of a Camera Sensor on the Map

When monitoring a camera view from the EZ-Track window, you can click the Map icon @I to view the
camera sensor’s location on the EZ-Track Map.

The camera sensor pulses blue in the Map View Pane of the Operation Console window.

File  Monitoring  Extensions  Commands  Wew  Tools  Help

NEsINTTAT T

1l = B

M=l E3 Track

J O formation Management
@ [1] P¥F-107 1ot Terminals »> Tern
— g A
Mame: PrP-107
Start:  9jg/z2006 2:20:02 PM
Imange: R
[ Video 2 o
Time: 9/8/2006 2:33:49 PM (1) Q_ Marme: PRF-52
] Stark: 9fg/2006 2:28:43 PM
= = O] | oo

Browsing to Select a Camera Sensor

Step 1

If you know the camera sensor whose video you want to view, but it does not appear automatically in
EZ-Track, you can select it manually. This could happen if the current camera view has been moved by
PTZ control which breaks the topology configured in PSOM.

To browse and select a camera sensor, follow these steps:

Procedure

Click the Camera Browser icon &| in the EZ-Track window.

The Select a camera window appears.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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53 camers rower ekt a camers

From Area:

Sensor:

To Area: T2E-SecondFloorMain

Sensor:  |(ENPNP-108 Click the Map icon to select the
% :::”151; camera from PSOM’s map...
SN PRF-67 ~all__ ...Or select the sensor name from the
Sensor pull-down menu.
PYF-81

[ZH PaF-a2 %]

s |
ail|

Step2  Select the camera you want to view in one of these ways:

a. Select the sensor name from the Sensor pull-down menu. In this case, you can access a snapshot
rather than full video.

b. Click the Map icon & . A window opens displaying the PSOM map.

ﬁﬁmi et (-2)_ P>
Duuuu

From Area:

Sensor:

To Area: T2E-SecondFloorMain

Sensaor: EW PXP-108

oK | Cancel I |
|}

/
Click the camera sensor’s icon on the
map to select it, and then click OK.

¢. Select the camera sensor’s icon you want to use. It will appear with concentric red circles. Click OK.
The Sensor field in the Camera Browser has the new camera sensor selected.

:!j:l:amera Browser - Select a camera !E[ E

Fram Area:
Sensor:
To Area: T2E-SecondFloorMain
. 1 PRF-67 (e
f A A e ] I Sensor: e a /
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Taking Snapshots of Video and Updating Tracking Records with New
Snapshots
You can take a snapshot of video from the EZ-Track window and store it as an image file or print it. You

can also update the snapshot in an existing tracking record, or use a snapshot to create a new tracking
record in the Track Link Pane.

To take a snapshot of video from the EZ-Track window, follow these steps:

Procedure

Step 1 Click the Snapshot icon @] in the EZ-Track window.

The Captured Video Image window appears.

mllh _ m

Sensor: PXP-108 (ID: 4; Time: 05/07/2009 16:31:45)

v
Step2  Click Print to print the image, or Save As to save it as an image file.

To update a tracking record in the Track Link pane with another snapshot, follow these steps:

Procedure

Step 1 Click the Update Snapshot icon @| in the EZ-Track window.
A prompt appears.

\ ? ) Do you want to add a new tracking record? Click [Mo] to update image only)

[ Yes J | Mo | [ Cancel J

Step2  Click No to replace the existing snapshot image in the selected tracking record. Click Yes to create a new
tracking record in the Track Link Pane.

Using Cisco Physical Security Operations Manager, Release 6.1
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Controlling PTZ Cameras from the EZ-Track Window

When you’re viewing a PTZ camera feed in the EZ-Track window and you want to adjust its field of
vision, you can click the PTZ Control icon . A PTZ Control window appears.

,@%Hm:k Wavial :

See the “Controlling PTZ Cameras” section on page 4-9 for information about using the PTZ Control
window.

If you change the angle/direction of the PTZ camera, EZ-Track will not be able to accurately display
adjacent camera views. You will need to return it to its normal “home” position, or wait N seconds for
EZ-Track to restore its camera angle to the default.

Controlling Playback for Recorded Video in EZ-Track

If you are viewing recorded video in EZ-Track, you have several options for controlling the video
playback. Navigational controls for the video appear within the video frame to allow you to fast forward,
rewind, pause, and stop the video.

Susisisa

Q| )

Select the date/time to begin viewing the recorded video.

Pause the recorded video.

Stop the video playback.

Fast forward the recorded video.
Rewind the recorded video.

Time: 09/08/2006 14:18:40 (1X)

) o o

When you click Play, the next record is automatically played when the time reaches the next record’s
start time; each forward record is played starting from its start time minus N seconds (3 seconds by
default). The last record is played until its stop time which is configured as its start time plus M seconds
(30 seconds by default).

Using Fast Forward or Fast Backward in 2X or 3X mode retains display speed when EZ-Track
automatically shifts to the next record.

[ oL-28433-01
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[ | Tracking Suspects Backward with EZ-Track (Backward)

Clicking Fast Backward only works if the video vendor supports EZ-Track Backwards. When supported,
Fast Backward shifts automatically to the previous record when the current record reaches its start time;
the previous record’s video is played from its start time plus M seconds (30 seconds by default). The final
record will be played at its start time minus N seconds (3 seconds by default).

Clicking an individual record interrupts the automated Fast Forward and Fast Backward video playback,
and jumps to the selected record for playback.

Tracking Suspects Backward with EZ-Track (Backward)

Using EZ-Track (Backward), you can play recorded videos backward, even after navigating into other
cameras.

You access EZ-Track (Backward) the same way as accessing EZ-Track except you click the EZ-Track
(Backward) button 2 ; see the “Launching EZ-Track™ section on page 5-4.

EZ-Track (Backward) is distinguished by the << arrows that appear in the title bar of the EZ-Track
Navigator and Track Link - Add windows.

B3| EZ-Track Nawvigator (>>]
= JJ—J JJ\E The << arrows in the title bar indicate that EZ-Track is in
Q| Backward mode.
€]
Time: 09/08/2006 14:21:45 (1X) ®
] @] L]

Creating Composite Video Tracking Records with Track Link

You can stitch together video clips and snapshots from various cameras to create a composite video
tracking record, or track link, that shows the movements of a suspect. You can play back recorded video
that is actually taken from several different cameras. You can also generate a hardcopy report of a track
link later for reporting purposes. Each time you change camera views in EZ-Track, a new tracking record
is added to the Track Link pane. A tracking record contains a snapshot of video with a timestamp and
information about the camera sensor that recorded the video.

To use Track Link, open the Track Link pane by clicking the Track Link icon |=| in the EZ-Track
window. The Track Link pane appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Composite Video Tracking Records with Track Link [l

Click the Track Link button.

Track Link - Add (==

The Track Link pane opens.

dlalzizla

[1]PxP-107

2 ]
] Name: PRP-107
= . Start:  9jjz006 2:20:02 PM
i 0 Image: T
o
0
Q
Time: 978(2006 2:29:51 PM (1) e i >
-~ Name: PRF-G2
b [ Start: 9ipjz006 2:26:43 PM
| 0 | e | AT

Track Yideo Pane x|

A ITime: 9/8/2006 2:29:40
PMLRY ML) ML)

The Track Link Pane will open automatically if you change the base camera view to an adjacent camera;
in this case, the original base camera view is added as a tracking record to the Track Link Pane.
Additionally, if you launch EZ-Track from live video, the first video frame is automatically added as a
tracking record to the Track Link Pane.

The bottom of the Track Link Pane shows how many tracking records are currently part of this EZ-Track
pursuit, and lets you navigate between records using the forward and back buttons.

There are several icons in the Track Link Pane, and Table 5-2 explains their purpose.

Table 5-2 Icons in the Track Link Pane

Click this Icon to...

Restart tracking from the selected video in the Track Link Pane. This is useful in
cases where the suspect is lost; you can return to a previous video in the Track Link
Pane where you last saw the suspect, and retrace his movements from there.

[ Save the video and snapshots in the Track Link Pane as a track link that can be
b= accessed later for review in the Track Report Manager. Once the report has been
saved, this icon enables the tracking record to be Saved As a different file.

| Identify the map location of the camera sensor associated with the selected record in
l the Track Link Pane.
| f_’]_ Refresh the records in the Track Link Pane to display current information.
_— Close the Track Link Pane.
L

Using Cisco Physical Security Operations Manager, Release 6.1
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M Creating Composite Video Tracking Records with Track Link

Restarting Tracking in the Track Link Pane

If you lose the suspect somehow during an EZ-Track pursuit, you can retrace your steps from the last
known video record in the Track Link Pane. To do so, select the tracking record in the Track Link pane
where you last saw the suspect, and click the Restart Tracking icon

The EZ-Track window now displays video from the selected tracking record as its “base” camera view,
and all records after the selected tracking record are removed from the Track Link Pane. As you retrace
the suspect’s steps, new tracking records are stored to the Track Link Pane to capture the revised
EZ-Track pursuit.

Ed: Link - Add (>>) | m

S EIRIEIE) S EJEVETC]
PXP-108 PXP-108
The Track Link Pane —1 8 Now the Track Link —= a

Pane only shows Name: PXP-108

tracking records up Starts] 02800
. Image:

until the selected

tracking record.

initially shows two N
Start: 09/08/2008

tracking records. Image:

The first tracking
record is selected,
and the Restart
Tracking icon is

Mame: PXP-109

clicked... Start: 09/08/2008 14:26:52
Image:

Video 2 % |

o Record 10f 2 dd__ il Record 1of 1 (R i)

You can resize the Track Link pane to view larger images for each video record.

ate Time Update.. ID + Ll [1] P82 i. CreateUser UpdateT.. Updat.. ID =~ [1]PxF-g82
39 . Admiristrakor  Nj& 39
38 . PHF-82 . Administrator /A 38 Name: PXF-82

|
|
v, Administrator  8(10/2010 ... Administ, ., 37
|
|

2010 3., Administrator 37 9/8/2006 2:... Start:  9/8{2006 2
36 v Administrator | NfA 36 Image: >
35 Administrator  1/A
” m
33 = . Admiristrator | Nf& =
10 iz - .o Administraktor A

Mame: PXP-108
Start: 982006 2:...

N D — o

. Administrator

/A
ufa
/A

Video 2

Mame: PXP-108
Stark:  9f8[2006 2:25:43 PM

- Image:
K e R ded]: PXF-82
% ] | p———r {1 [Recorded]: En
=) [@ | |start 9f8f2006 2:... ) @
B Image: d D
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Creating Composite Video Tracking Records with Track Link 1l

Saving the Composite Video Tracking Record

Step 1

Step 2

You can save the records in the Track Link pane as a track link in the PSOM database that can be
reviewed later from the Track Report Manager.

To save a track link, follow these steps:

Procedure

Click the Save icon in the Track Link pane.

Mame: PXP-108
Start:  09/08/2006 1417119

. Click the Save icon in

the Track Link Pane.

In the Save Track Link window that appears, enter a name and description of the track link and click OK.

Link Name:

Description:

2
o |

Enter a name for the track link.

Enter a description of the track link.

Viewing the Map Location for the Current Camera Sensor

When a tracking record is selected in the Track Link pane, you can click the Map icon (gl to view the
camera sensor’s location in the Map View Pane of the Operation Console. The camera sensor pulses blue.

Click the Go To Map icon
in the Track Link Pane.

Time: 09/08/2006 14:38:37 (1X)

Name: PXP-108

3

O

Start:  09/08/2006 14:17:19

The location of the
camera sensor pulses
blue on the map.

| Table view

| oL-28433-01
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B Managing Composite Video Tracking Records with the Track Report Manager

Refreshing the Track Link Pane

You can refresh the records in the Track Link pane to display current information. To do so, click the
Refresh icon 4.

Managing Composite Video Tracking Records with the Track
Report Manager

The Track Report Manager lets you review and edit EZ-Track track links.
To open Track Report Manager, click the EZ Track Report icon in the Operation Console toolbar.

File  Monitoring  Extensions Commands  Wiew Tools  Help

B ENE EIEEESOEEE CEERIENCE B R

[z 1 1 1 1l :
Physmt.al Secu_my Infurmallo.n Mﬂnagem.enl _ L E2-Track Report
Monitoring Hierarchy <) Monitoring: S0 Airpont Terminals »> Termingl 2 East > T2E-Secont Manage EZ-Track Reports
PR i G it Sk £

When Track Report Manager opens, it displays a list of track links. When a track link is selected from
the list, a Track Link Pane appears along the right side of the window showing the saved tracking records.

You can select a tracking record from the Track Link Pane, and then click one of the displayed icons to
perform further action, as described in the Table 5-3.

Table 5-3 Icons in the Track Link Pane of the Track Report Manager
Icon Click this Icon to...
[e] Playback recorded video for the selected tracking record using the video control

located at the bottom of the Track Report Manager.

.ﬁJ Print or export the selected track link as a standard report. The printable report
includes header information about the track link, as well as each tracking record’s
snapshot image, timestamp, sensor name, and mini-map.

& Identify the map location of the camera sensor associated with the selected tracking
record in the Track Report Manager.

You can display the toolbar in the Track Report Manager by selecting View > Toolbar Options >
Show Toolbar.

U

Hide Toalbar
Show Toolbar Ieon Only

Show Toolbar Tcon With Text

The toolbar has several options, which are described in Table 5-4.

Table 5-4 Icons in the Track Link Pane of the Track Report Manager
Icon Click this Icon to...
(7] Edit an existing track link that is selected in the Track Report Manager.

Using Cisco Physical Security Operations Manager, Release 6.1
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Managing Composite Video Tracking Records with the Track Report Manager ||

Table 5-4 Icons in the Track Link Pane of the Track Report Manager (continued)

Icon Click this Icon to...

Delete the track link that is selected in the Track Report Manager.

Begin an EZ-Track session from the track link that is selected in the Track Report
Manager.

Generate a PDF report of the track link that is selected in the Track Report Manager.

)| B X

Export all video AVI clips for the track link that is selected in the Track Report
Manager.

You can also right-click a track link in the list and select one of these options from the right-click menu.

3 EETran: |EETran:I::.-IrutEeIIEe:: |}'—\|:Irr|ir|i-h'atn:|
Q EZTrack-Lab-Bosc... EZTrack-Lab-Bos... &/25/201... Administrato
|5 EZTrack-Lab-Bosc... EZTrack-Lab-Bos... 6(25(201... Administrator| »<
Q EZTrack-Lab-Bosch  EZTrack-Lab-Bosch &/25/201...  Administrator Q EZ-Track From Link
Q EZTrack-Office-Int... EZTrack-Office-1... &/25/201... Administrator

A FrTeack-1nnR171 SAkl Airmork at1zient Adrninickeabar

ol bl o) Record 4 of 24|l aﬂ Export Wideo Package. ..

k-Inkelles:
=4 Edit Track Link

Lelele Track Lini

% Repart... >

Playing Back Recorded Video for a Tracking Record

For any tracking record in the Track Link pane, you can play recorded video from the time frame that
the snapshot was captured.

To display the recorded video, click the Recorded Video icon |- in the Track Link Pane. The Recorded
Video pane displays the associated video for the selected tracking record.

Using the icons in the Recorded Video Pane, you can perform actions as described in the Table 5-5.

Table 5-5 Icons in the Recorded Video Pane of the Track Report Manager
Icon Click this Icon to...
& Select the start time at which to begin playing recorded video from this camera
Sensor.
® Play the recorded video.
@ Pause the recorded video.
@ Stop the recorded video.

Fast forward the recorded video.

Rewind the recorded video.

ey

Go to the next sensor.

Go to the previous sensor.

o|g o

View a live video feed from this camera sensor in a separate window.

Take a snapshot image from the recorded video to save as an image file or print.

Export video.

Launch EZ-Track to resume following a suspect across camera views.

Launch EZ-Track (Backward).

B e

Using Cisco Physical Security Operations Manager, Release 6.1
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Bl Managing Composite Video Tracking Records with the Track Report Manager

Printing or Exporting a Composite Video Tracking Record

You can print or export the selected track link as a standard report. The printable report includes header
information about the track link, as well as each tracking record’s snapshot image, timestamp, sensor
name, and mini-map.

The following sample shows a print preview window for a PSOM Track Link Report.

reven . FE

Ble View Background

NS =SS Ly B e P e (& R e e

Teumdny, 07 May 2008 omnimen Sumesini Fagetefd

Deceription:

)
& PrOxMER

[

Page 10f 9 Zoom Factor: 56%

To print or export a report, use one of these methods:

¢ Click the Print/Export icon |£_J in the Track Link pane.

Track Link [EZ-Tradd] (>>) ™ ™%

PYP-108
i Print Preview...

Mame:

Start: | Le] ExportTo... »

e Select the track link in the list, right-click and select Report... from the pop-up menu. This presents
three more choices:

— Print—Prints the report out
— Print Preview—Shows a preview of the printed report in a separate window

- Export To...—Exports the report information to a variety of formats, including PDF, Image,
Text, HTML, MHT, or RTF

Using Cisco Physical Security Operations Manager, Release 6.1
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Managing Composite Video Tracking Records with the Track Report Manager W

L —
Update Ti.. Update.. ID +

e S N T

Description Create Time Create User
e oo 03/28/2008 1...
3% Delete Track Link
=& Edit Track Link
& E2-Track From Link
I.L'ﬂ Report... i S

91 PrintPreview. ..

I.L'ﬂ Export To...

Record 10f 1

3

To print or export a
report, select the track
link, right-click and
select Report... from the
pop-up menu.

You can also click 8%, in the Track Report Manager toolbar to export all AVI clips in the selected track
link record. Exporting a track link generates an XML video package (.XTR extension) that describes the
contents of the track link, and includes all associated AVI clips. You can open the exported video
package in the Track Link Video Player to playback exported video files.

If the video vendor supports multiple formats, then a prompt asks you to select the video format to use
for export; AVI format is selected by default.

@]:ler Ezport Extension E

Yideo Type
il A0 Intelles:

Select Extension bype ko export video -

4+  Extension Type

Otherwise, the Export Track Link Video Package window appears.

Export Track Link Yideo Package - Pedestrian Accident {ID: 39)

CQutput Folder Path:

Package Document:

¥ Export Report

c:idemoipackage_folder

Pedestrian Accident, TR

PuTracklink-39-Pedestrian Accident, PDF

I~ Include Player Installer:

Export Videos To:

[ waiting

c:idemolpackage_folder\Pedestrian Accident

Start Time

2 P¥F-54 9/5(2006 2:17:11 PM

[ waiting 3 PRP-108 9/3/2006 2:17:18 FM

[ wwaiting 4 PXP-109 9(3/2006 2:17:16 FM

[ waiting 5 PrP-110 9/3/2006 2:17:33 FM

[ wwaiting & PHF-70 9/3/2006 2:17:31 FM
Record 1 of 6 | lud J

End Time

9(5/2006 2:17:24,..
9(8/2006 2:17:22,..
9(5/2006 2:17:39,..
9(8/2006 2:17:37...
9(5/2006 2:16:04,..

Type  Progress

AN
AN
AN
AN
AN

0%
0%
0%
0%
0%
0%

=

Cancel

To specify a different output folder, click the |..] button and select a location in the dialog that appears.

[ oL-28433-01
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B Managing Composite Video Tracking Records with the Track Report Manager

Click Export Report to also generate a PDF version of the track link contents. You can change the name
of the PDF report that is generated.

If you want to include the installer for the Track Link Video Player with the exported package, check the
Include Player Installer option and provide the path to the PxTrackLinkVideoPlayerSetup.msi file.

Click Start to begin exporting the track link report and then the video files. Progress bars show the status
of the export process.

= Export Track Link ¥ideo Package - Pedestrian Accident (ID: 39)

Gutput Folder Path:

Package Document: Pedestrian Accident, X TR,

[ Export Report: PxTracklink-33-Pedestrian Accident.POF
[~ Include Player Installer:

Export Videnos To: ciidemolpackage_folder|Pedestrian Accident:

[)status | | Sensor Start Time End Time Type
& ok 1 Intellex-0z 8{26/2010 4:53:53PM  §/26/2010 4:54:11... AVI
O waiting 3 Intellex-03 8{26/2010 4:54:24 PM  8/26/2010 4:54:37... AVI
[ waiting 4 Intellex-04 8/26/2010 4:54:3¢ PM  8/26/2010 4:55:07... | AVI
D W aiking 5 PXP-110 QIEf2006 2:117:33 PM 982006 2:117:37... AV
[ waiting & PRF-70 Of8/2006 2:17:31 M 9J8{2006 2:18:04... AVI

el recordzor s ldlad

Stop I Cancel L

Files are copied to the designated location and appear similar to the following.

& EZTrack-Intellex E‘@El
'lf:

File Edit View Favortes Tools Help

@Eack A > | ? /.V‘J'Search Falders E-

Address |[3) C:iTemplEZ Track-Intellex M-

#|EZTrack-Intellex, XTR 3KB TR File 9f23(z010 6:14 PM
|| PxSensor-1514-100326165406- 100826 165430, AYT 4,953 KB Wideo Clip 9J23/2010 6:11 PM 0:00:24 B40 x 431
|| PxSensor-1515-100826165353-10082616541 1. AVT 3,623KB  Wideo Clip 9/23(2010 6:10 PM 0:00:18 640 3 481
i
i
i

P Play al

&) Copy allitems to CD

|| PxSensor-1516-100826165424-100826 165437 AVT 3,140KB  WVideo Clip 9/23{2010 6:12 PM 0:00:14 40 x 48
|[E| PxSensor-1517-100826165434-100826165507,AY1 7,771KB  Yideo Clip 9/23(2010 6:14 PM 0:00:34 40 x 451
- PxTrackLink-53-EZTrack-Intellex, FOF 4Z3KE Adobe Acrobat Document  9/23/2010 6:08 PM

i i _ i

&

M i androider Tasks (Z) Ml

Playing Exported EZ-Track Video in the Distributable Track Link Video Player

You can export EZ-Track video packages, distribute them to 3rd party investigators, and enable playback
of these exported video packages with the distributable Track Link Video Player.

You can distribute the installer for the Track Link Video Player along with the exported video package
by clicking the Include Player Installer option during the export process. To view exported EZ-Track
video packages, the investigator must install the Track Link Video Player by double-clicking the
PxTrackLinkVideoPlayer.exe file which installs the player in the Cisco PSOM\Physical Security
Operations Manager\Bin directory. To run the player, .NET Framework 2.0 run-time is required. To view
video, the system must support AVI files.

When you launch the Track Link Video Player, click Open in the toolbar to select the exported EZ-Track
video package; the package will have an .XTR extension.

Using Cisco Physical Security Operations Manager, Release 6.1
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Track Li

|

Bo00Q000C @

Exit Open Hide Pane | About
File:

Open

E [Recorded]:

Look in: | 129 EZTrack-Office- ntelles-3

E] EZTrack-Office-Intellex-3.XTR

My Recent
Documents

4

Desktop

\
(|

=

&

My Documents

My Camputer

‘g File: name: | b
My Network ITrack Link Video Package Files [*.xtr] vl

Files of type:

Open
_—

Once the exported EZ-Track video package is loaded, you can click Play to playback the video,
Forward to fast-forward through the video, Backward to reverse the video, or Stop to pause playback.

If a PDF report has been exported, click View Report.

ﬁ Home
Ho|lO0 QOO O)E @
Exit Qpen Pause | Backward Stop  Forward | View ReportHide Pane | About
”@ [Recorded]: Intellex-02 [1] Inkellex-02 (-3;0)
11£9:281[ 681 1AL S/ 077110
Mame: Intellex-02
Stark: 9/7/2010 6:23:44 PM
video 2
Name: Intellex-01
Stark: 9/7/2010 6:24:01 PM
Wideo 3
Name: Bosch-01
Stark: 9/7/2010 6:24:21 PM
Wideo 4
Name: Intelex-01
Stark: 972010 6:24:36 PM
Cameras
2lE25:5085
Time: 9/7/2010 6:23:50 PM {13} Record 1of 4 aag d
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B Managing Composite Video Tracking Records with the Track Report Manager

Identifying the Map Location of a Camera Sensor

You can identify the map location of the camera sensor associated with the selected tracking record in

the Track Report Manager. When you click the Map icon @ in the Track Report Manager, you see the
Map pane at the bottom of the window, which displays the map location of the associated camera sensor.

The Map Pane displays the location of the currently selected camera sensor, as well as other sensors that
provide tracking records for the track link. A blue line connects all sensors together to show the suspect’s
path.

The Map icon || at the top right corner of the Map Pane launches a resizable map viewer that more
clearly shows the information presented by the Map Pane.

Displaying Camera Names on the EZ-Track Map
You can choose whether to display camera sensor names on the EZ-Track in the EZ-Track Camera View
Topology Configuration window.

To display sensor names on the map, click the Show map sensor name icon until it appears as follows:
|| To hide sensor names on the map, click the Show map sensor name icon until it appears as follows:
§| Sensor names are always displayed for the camera that is currently selected.

No sensor names displayed. Sensor names are displayed.

!3 Map ¥iewer - TZE-SecondFloorMain M=

Editing Tracking Records in the Track Report Manager

If you want to modify the tracking records in the track link, you can select it from the list, right-click
and choose Edit Track Link from the pop-up menu.

3 !9] EZTracl |EETran:I::.-IrutEeIIEe::
Q EZTrack-Lab-Bosc... EZTrack-Lab-Bos... &/25/201...
Q EZTrack-Lab-Bosc... EZTrack-Lab-Bos... &/25/201... Administrator =
Q EZTrack-Lab-Bosch  EZTrack-Lab-Bosch &/25/201...  Administrator Q EZ-Track From Link
Q EZTrack-Office-Int... EZTrack-Office-1... &/25/201... Administrator

k-Inkelles:

To edit a track link, select it in
the list, right-click and select
Edit Track Link.

Edit Track Link

Delete Track Link

Report... 3
A FRTeark-1ANR171 AN firnert ERENT Aclminichrabr

(9
ol el ] Record 4 of 24 | aﬂ Export Yideo Package. ..

This launches the Track Link Pane in “edit” mode.
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Track Link - TD:9 (22§

CEEED

[1] PxF-82 (-3;0)

Image: [ [aaml ™

Video 2 2 |
Mame: PxP-108
Start:  09/03/2006 14:28:37
Image: - - |

videol &
Mame: P=F-52
Start:  09/08/2006 14:28:29
-

Record 1 of 9 |l

%

Managing Composite Video Tracking Records with the Track Report Manager

From the “edit” mode, you have some of the same functionality as the regular mode, but you can also
delete tracking records and change the name of the track link. The upper right corner shows the track
link record’s offset configuration as (start-time-offset; end-time-offset); for example, (-3; 0).

Table 5-6 Icons in the “Edit” Track Link Pane of the Track Report Manager
Icon Click this Icon to...

i@‘ Modify offset settings for the track link record.

-| Save the changes you’ve made to the track link.

%] Delete a tracking record from the track link.

|z Rename the track link in the Track Report Manager.
It“a Close the “Edit” Track Link Pane.

Modifying Video Offsets for Track Link Records in the Track Report Manager

Step 1

You can modify how much video time to play before and after a track link record by editing video offsets.
Video offsets can be modified globally for all track link records, and customized for specific track link

records as well.

To modify global video offsets, follow these steps:

Procedure

Select File > Preferences.

File | Monitoring Extensions View To
&3 Logoff

o=l

' =

The Console Preferences window appears.

[ oL-28433-01
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Select EZ-Track under Console in the left pane.

:ﬂ:tonsole Preferences M= E3
5 Consale (Per User)

General

Email
[ Consale (Per Computer)
General
Yideo
55 Server
General
All Consoles
SMTP

Server Preferences

All Con references

Track Link Video Package
™ Track Link Yideo Package location:

Identity Management

Enter the number of seconds before video start time that you want video playback to begin for EZ-Track
records in the Offset to start video before start time field.

Enter the number of seconds after video end time that you want to continue video playback for EZ-Track
records in the Offset to stop video after end time field.

Enter the number of seconds you want the last video tracking record to be by default in the Length of
last video tracking record field.

Click OK.

To customize video offsets for specific track link records, follow these steps:

Procedure

In the Track Report Manager, right-click the track link record in the list and choose Edit Track Link
from the pop-up menu.

From “edit” mode, click the @ icon. The Modify Tracking Record window appears.

ooy Videosracking R

v {ise defauit EZ-Track preference:

09/08/2006 14:28:29

Current video record start time:

- Start playback or export video | seconds before start time

Current video record end time: 09/08/2006 14:28:37

- Stop playback or export video

| seconds after end time

o]

Deselect the Use default EZ-Track preferences option.

Cancel |

Enter the number of seconds before video start time that you want video playback to begin for this track
link record in the Start playback or export video field.

Enter the number of seconds after video end time that you want to continue video playback from this
track link record in the Stop playback or export video field.

Click OK.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 7

Setting the Location of Track Link Video Packages

Notice that the video offset indication has changed in the upper right corner of the edit Track Link pane.

Tracklhnk - ID:8 (S0 % |

E@_ .. | ><... 2 u
.[1]le£ lJljﬁ

[~ ]

Mame: PRF-G2

Stark:  09/08/2006 14:28:29
Inage: [

Click the Save button to save your changes.

Deleting Tracking Records in the Track Report Manager

If you want to remove a track link from Track Report Manager, select it from the list, right-click and
choose Delete Track Link from the pop-up menu. This will remove the entire EZ-Track pursuit.

hanage track links created by EZ2-Tra

Name Descript.. Crea.. Crea.. Upd.. Up.. . -

3 Yellow S
& EZTrack-0

I

| d  Edit Track Link

a EzTvack0n. | 3 Delete Trck ik j———— To delete an entire EZ-Track pursuit, select it in the list,
|2 EzTrack-s... [ Ez-TrackFromLink A 3 right-click and select Delete Track Link.
I8 Ez-Track-.. | [§ Report.. L 1

a:" Export Wideo Package. ..

Continue Tracking a Track Link with EZ-Track

You can resume tracking a track link from the Track Link Manager. To do so, select the track link in the
list, right-click and choose EZ-Track From Link from the pop-up menu.

Descript... Crea.. Crea.. Upd.. Up.. . -

| =& Edit Track Link
& EzTrack-09...

by 7
[ Extrackos,., _e_Delote TrackLink \ To resume tracking a suspect with an existing track link, select
(& eztvack-s.. [ (8] EZ-Track From Link '/3’ it from the list, right-click and select EZ-Track From Link.

& Ez-Track- ... 4 Report... L L

D';", Export Yideo Package...

This launches EZ-Track with the track link’s tracking records available for continued EZ-Track pursuit.

Setting the Location of Track Link Video Packages

If you want to set the location where track link video packages will be stored, you can set an option in
the Preferences window.

To set the location of track link video packages, follow these steps:

[ oL-28433-01

Using Cisco Physical Security Operations Manager, Release 6.1 g



Chapter 5

Following Suspects with EZ-Track |

W Setting the Location of Track Link Video Packages

Procedure

Step 1 From the Administration Console, select File > Preferences.

Wiew
&; Logaff m—

Step2  The Console Preferences window appears.

Step3  Click Server > EZ-Track.

:ﬂ:tonsole L T
Console (Per User)
General
Alert
EZ-Track

Server Preferences

All Consoles Preferences

I[=] E3

Track Link Video Package
[V Track Link Yideo Package location:

Ernail

[ Consale (Per Computer)
General
Yideo

c:idemoipackage_folder

55 Server
General
All Consoles

z k.
Stepd  Check the Track Link Video Packages location option and enter a path to the location in the field
provided.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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CHAPTER

Remote and Mobile Security with Web Access

This chapter describes how to use Web Access to:
e View lists of alerts and drill down into alert details
e Update an alert with a new status or notes; or assign a different owner to the alert
e View recorded and live video for an alert
e Locate the alert on a map of the environment
This chapter includes these topics:

e Using Web Access, page 6-1

Using Web Access

You can remotely access PSOM via a web browser using Web Access. Web Access offers a subset of the
features found in the Operation Console including video playback of both live and recorded video,
interactive maps, alert management, and sensor inspection.

Rather than launching an application installed on your computer, open a web browser and enter the web
address (URL) where Web Access is running. It is recommended that you use Internet Explorer 9 (or
newer) for the best experience. Internet Explorer 8 is also supported for Windows XP users. Other web
browsers have not been fully tested with PSOM.

Enter your login credentials and click Log On. The server must be accessible from the network on which
you are operating.

~

Note e If Single Sign-On (Active Directory authentication on Windows) is configured, the user name will
be pre-populated based on your Windows user name, and you will not need to provide a password;
your Windows credentials will be automatically used.

e If SSL is configured, the only way to connect to PSOM components is via HTTPS. Therefore, all
links need to be updated. For example: Web Access URL—https://hostname/pxwebaccess

Understanding the Dashboard

After successful login, the browser displays the Dashboard for Web Access.

Using Cisco Physical Security Operations Manager, Release 6.1
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Your login name and security group. Current Homeland Security or MARSEC Threat Level.

Administrator

Administrator

GLOBAL COMMANDS PREFERENCES | CHANGE PASSWORD LOG OFF

WORLDWIDE SECURITY SITES

» & [l corporate SHOW / HIDE MAP CONTENT
» 5 [H sovernment 6]
» 5 5 Transportation

P 5 Undesignated Zone

|‘ B A B mEEEL 8 rowenes 5r 8 PRONIM

Monitoring Hierarchy

Interactive Map

ALERTS

SEVERITY STATUS ESCALATION STATUS LOCATION NAME PRIMARY SENSOR NAME OCCUR TIME]

Alert List Open Escalated [Allowed Ackna [ Recorded ' | [Gotham Bridge - Hortt | 1 GDOT - Avigilon - Bridge Lane | [ Mon Jan 01:
a Open Escalated (Allowed Ackna [ Unattendec [ [T2E - Second Floor Cc | 1 [T2E - Second Floor Concourse | Thu Mar 152

Open Escalated (Allowed Closei [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd floor - Front Exit Wed Mar 14

Open Escalated (Allowed Closei [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd floor - Front Exit Wed Mar 14

Open Escalated Allowed Close: [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd fioor - Front Exit Wied Mar 14

Open Escalated Allowed Close: [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd fioor - Front Exit Wied Mar 14

Open Escalated [Allowed Closei [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd floor - Front Exit Wed Mar 14

Open Escalated (Allowed Closei [ DOTL atInj [ [Px-SanJose - 2nd Floi | 1 Px5J - 2nd floor - Front Exit Wed Mar 14

© 20042012 Proximex Corporation, Inc. All rights reserved. Las o 3 Z. Last check at: Fri Apr 20 20

Central Daylight Time) poweRED 8Y ) PROXIMEX

The Dashboard provides an overview of your physical security environment, allowing you to quickly
drill down to see which alerts are occurring in different zones and areas.

e Monitoring Hierarchy—Displays a tree view of your environment divided into zones and areas.
Flashing severity status icons indicate whether a monitoring zone or area has alerts. Severity is
indicated by a number from 1-5, with 1 indicating the highest severity level and 5 indicating no
severity. Unlike the Operation Console, alert counts are not provided, and there is no right-click
menu in the hierarchy.

¢ Interactive Map—Shows the deployment of security cameras and assets across the environment, as
well as where alerts are occurring represented by pulsing circles. You can right-click camera icons
on the map to view live and recorded video from security cameras.

Choose a command ...
Create Alerts
Create User Alert
Video
View Live Video
View Recorded Video
General Sensor Commands
Sensor Extended Url -

m

To expose commands, right-click map icons or click the Command button; for example, you can
raise a user alert on a camera sensor, or execute a sensor or business logic command. Click anywhere
on a monitoring area’s map to raise a user alert tied to that location on the map rather than a sensor.

Choose a command ...
Create Alerts
Create User Alert -

Using Cisco Physical Security Operations Manager, Release 6.1
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e Alert List—Lists the alerts that are occurring, and allows you to drill into the details of individual
alerts. Alerts are filtered for the monitoring zone or area that is selected in the monitoring hierarchy,
map, or table view. All alerts are displayed when the global (or root) zone is selected. Alerts can be
filtered, grouped, and sorted by columns. Hide a column by right-clicking its header; restore hidden
columns using the Preferences menu. Change an alert’s status by right-clicking its line in the Alert
List and selecting Acknowledge Alert or Close Alert. Display alert details by selecting View Alert
Details from the right-click menu.

Close Alert
View Alert Details.

3
3 Acknowledge Alert
3

4 [.m

The Dashboard automatically refreshes the display as new alerts occur without having to refresh the
browser. The refresh interval is controlled by an update interval setting on the web server; consult your
system administrator.

~

Note e EZ Track, Video Matrix, Track Resources, and Find Sensor are not supported in the Web Access
Console.

e Web Access supports a limited set of video adapters for this release including Cisco Video
Surveillance Integrated Services Platform (Cisco VSMS), Genetec Omnicast, and Milestone
XProtect Corporate. See the “Video Adapter-Specific Information™ section on page 6-15 for
requirements for each video adapter.

You can issue commands that have been configured for Web Access by clicking Commands at the top of
the window and choosing the command to execute.

Administrato
Administrator i GLOBAL COMMANDS PREFERENCES CHANGE PASSWORD LOG OFF

Global Commands
Demo on-demand create admin alert
SHOW / HIDE MAP CONTENT 3nd Busine ogic-Lj

Viewing Alert Details

The Alert Details screen displays the details for an individual alert. The type of information that is
available varies based on the type of alert. The following information is presented in the next figure:

1. Alert severity.

2. Alert details.

3. Command buttons for acknowledging and closing the alert, managing false alarms, assigning
ownership of the alert to another user (escalate to another user or group), and producing the incident
report (PDF) for the alert.

[ oL-28433-01
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Acknowledge alert.
Close alert.
Mark as false alarm.

Escalate alert.

Produce incident report.

4. Detailed alert data presented on different tabs: tabular data, map showing where the alert occurred,
sensor details, images generated by video analytics, and a list of web sites.

Response workflow tasks to be completed for this alert.
Notes about this alert.

Live video with camera controls (if applicable).

® N o

Recorded video with playback controls.

Forced Entry at Input PXCTG11C at PXT1G11C

ALERT DETAILS 2 SENSOR DATA TABLES

030l Forced Entry at Input

-]
*

sTATUS [P
[Tl 21702010 12:27:07 AM
(e eV [+l CT First Floor
SENSOR [IZSgltil-S
CIEELTES Escalated {Allowed Acknowledged) 1 Notes.
("= 8 Administrator trator Ial 7/29/2011 6:14 PM

U TS VUl Audible by CP2, Call Harbor Police.

REPORT

RESPON SE WORKFLOW 5
-

Response Tasks (12 Parallel |||
2 6:39:37 PM

Review Incident
5:39:37 PM . 3
Review Incident ———————————————————
T p——] UNSUPFORTED VIDEQ
5:39:37 PM 7 Y — 7
Locate alarm on map a
Review recorded video @
5:39:37 PM
Review recorded video

Review live video
5:39:37 PM
Review live video

Analyze Situation

© 2004-2012 Proximex Corporation, Inc. All rights reserved. PoWERED BY ¥ | PROXIMEX|

Click the Sensor Data tab to view information about the sensor that issued the alert.

Using Cisco Physical Security Operations Manager, Release 6.1
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Forced Entry at Input PXCTG11C at PXT1G11C

,7 . SENSOR DATA N e

HIRSCHVELOCITY EVENT

ALERT DETAILS

|

ID#
TYPE [2%="14
Forced Entry at Input PXCTG11C
DESCRIPTION

Forced Entry at Input
Open
3712010 12:27:07 AM

STATUS

‘OCCURRED

LIV Y Forced Entry at Input PXCTG11C

LU LY 57284

EVENTID [ELLT] Browse...
DOORNAME [[ZIRTETRT 1HNotes
FLLLTEEY 101.01.20.001.01.DR04 administrator at 7/29/2011 6:14 PM

u Attach |
= i

(LIEYGTN CT First Floor

SENSOR I2aslciElH

(TS Escalated (Allowed Acknowledged)

(0S8 Administrator

L Bllsgle B Audible by CP3, Call Harbor Police.

REPORT

=Y badge! ype=i i 19:5D%
3APROV#%S5EHirschVelocity 50" fitle="View Badge Image'>0</z>

H

RESPONSE WORKFLOW LASTDOORACCESS [RICIPI NP LE Y )

Click the Tables tab to view the last access attempts at the related access control.

Forced Entry at Input PXCTG11C at PXT1G11C

ALERT DETAILS MAP SENSOR DATA

|

THE LAST # OF ACCESS ATTEMPTS

B
*

031 Forced Entry at Input BADGE

STATUS REFERENCEID REFERENCENAME ACCESSTIME ID ACCESSNAME ACCESSSTATUS ORC

(oo 115050 ] 3/17/2010 12:27:07 AM (IMAGE)
Forced Entry at 31612010

57384 o 5001 Alarm Active
Input PXCTGI1C  5:27:07 PM

(TCV G CT First Floor

E= Ul PXTIGIIC Browse...

Access Granted 1 Notes

LS00 Escalated (Allowed Acknowledged)

(T2l Administrator R nistrator at 7/20/2011 6:14 PM
age...

1005033 i

PXCTGI1C- 5:26:56 PM

{8 G0 8Tl Audible by CP3, Call Harbor Police.

REPORT PXETGHE

ACCESS ATTEMPTS WITHIN TIME SPECIFIED
BADGE
REFERENCEID REFERENCENAME ACCESSTIME 1D
{IMAGE)

RESPON SE WORKFLOW ACCESSNAME ACCESSSTATUS

H

| o

26:39:37 PM

Response Tasks (12 Parallel ||| —‘

To add a note, simply start typing in the Notes area. To attach an image or document to the alert, click
Browse in the Notes area and select the file from the Open dialog. Supported file formats for attachments
include JPEG, JPG, GIF, PNG, and BMP.

PROXIMEX

STATUS Organize v New folder

occurren ERTTIRCORTY | S—— Pictures library

LOCATION B Deskiop Includes: 2 locations
SENSOR

Arrange by:  Folder ~

& Downloads

RESPONSE Dropbox 1Notes

OWNER m“" % Recent Places trator at 12972011 6:14 P
werort [N |IESUENE :

> %) Documents iPod Photo Sample Pictures

> @ Music Cache

[REsponsewomriow > [ Pictures
> B Videos

Response Tasks (12 A
26:39:

Review Incident File name: ~ | AllFiles (1) =
5:39:
Review Incident

O

v O
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Escalating the Alert

To escalate the alert to a different user, click 6‘ at the top right of the window and select a user or
group.

Administrator
Operator
SCO-Supervisorl
SOC-Cperatort
Sgt. John Wayne
Paramedic1
Officer-001
Officer-002
Patrol Car 1
Patrol Car 2
Coast Guard 1
Security Groups
SCO Group
Field Response Team
Field Response Vehicles
Admin and Supervisors 7|

n

Viewing Live Video
To view live video, click Commands for the sensor and select View Live Video.

Administrator
Administrator | PREFERENCES

DASHEOARD

[1 [ cLosaL zone ZONES,
SV-ED
Genetec 47

COMMANDS 7 'Y NAME o T | TYPE T | DESCRIPTION
Hirsch31 for test

Commands [B] [Genetec 47) Monitor-Area [Genetec 47)
Commands [[B] Haltway-7.41 PTZ Camera

P B e
1 Navigate
Con

|1 undesignated zone

PTZ Camera
W ive Video
Con Stationary Camera
| View recoroes vieeo

Create User Alert

If this is the first time you are launching live video, you will be prompted to install the required software,
as shown next.

Using Cisco Physical Security Operations Manager, Release 6.1
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st | [ oocitinstat |

% While fles from the Internet can be usefd, ths fle type can potentially harm
/' your computer. Only instal software fin bishers you trust. What's the rigk?

After the installation is complete, click Refresh or close the Live Video window and reopen it. Live
video should now appear.

Nov 29-2011 09:48:44AH

If the sensor supports PTZ video, then PTZ Controls will be available. Click + to zoom in and - to zoom
out. The small right-facing arrow displays a list of present PTZ camera positions when clicked.

Using Cisco Physical Security Operations Manager, Release 6.1
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Note

Change Time
| Vendor

—

Click Vendor. New fields appear at the bottom of the window.

Change Time Path c;' '
Vendor ‘ ] =
l SN ET N snapshot jpg

TChaw

Enter the directory where you want to store snapshots in the Path field, and enter the snapshot file name
in the File Name field. To return to the main video controls click Show Video Controls.

This functionality varies based on video adapter. See the “Video Adapter-Specific Information” section
on page 6-15.

Using Cisco Physical Security Operations Manager, Release 6.1
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Now when you click the Snapshot icon, your video snapshot is stored in the specified directory.

Note  Saving snapshots varies by video adapter. See the “Video Adapter-Specific Information” section on

page 6-15.

To issue an alert based on this live video, click the icon.

>~  pEE—T

Type

Live Video Alert

Sewverity

Description
Live Video Alert

Automatic snapshot is not available due to a limitation of the video service

Recommendation:

ick Submit to raise the video alert and then manually attach snapshots from the alert details
interface.

suBMIT

Select a severity for the alert and provide a description of the security concern. Click Submit.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Recorded Video

To view recorded video, click Commands for the sensor and select View Recorded Video.

|| Administrator
Adminisirator | PREFERENCES | C

DASHEOARD

1 | GLoBAL zONE
SV-ED
Genetec 47

COMMAND: I'T HAME T | TYPE T | DESCRIPTION

Hirseh31 for test
Commands [B] [Genetec 47) Monitor-Area [Genetec 47)

Commands | B Hallway.7.41 PTZ Camera
Stationary Camera

1 Undesignated Zone

PTZ Camera

Stationary Camera
w Recorded Video

Create User Alert

Recorded video is opened by default to display video for the last five minutes. For example, if it is
12.59.16 am, video will start at 12.54.16 am and play until 12.59.16 am. To change the time frame for
the recorded video, click Manage Settings > Change Time, specify desired time and click GO.

Note  If you entered an invalid time range, video will not display.

Change Time LIET T 11/29/2011 9:55:14 AM
Vendor - ; | GO
FUTE N 11/29/2011 10:00:14 AM

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating a User Alert

You can create a user alert for any sensor that is displayed in the Map area of the Web Access Console.
To do so, follow these steps:

Procedure

Step1  Right-click the sensor icon and select Create User Alert.

Create Ale
Video

View Live Video

View Recorded Video
General Sensor Commands |

Sensor Extended Url -

m

The Create User Alert window appears.

CREATE USER ALERT
Type: DefaultQperationAlert [~]
Severity: H igh lz‘

Description: Operation Alert

Parameters:

DESCRIPTION VALUE

Enter Alert Description [Description]

[SEEGT [ cance

Step2  Select the type of user alert you want to create from the Type field. There may be many different types
of user alerts displayed, depending upon your company’s configuration.

[createvseracert
Type: DefaultOperationAlert | ~|

DefaultOperationAlert
Pedestrian Accident

Water Main Rupture
Passenger Screening Breach
Unattended Bag

Fire Alarm

Hazardous Material

Parking Security Violation
Vehicle Accident
Firewall Alert

Parameters:

DESCRIPTION

Enter Alert Descri

Step3  Select the severity level you want to assign to the alert from the Severity field.

Fence Alert

Video Loss

Plane Crash - Runway 36
Aircraft Incident - Level 1

Aircraft Incident - Level 2
Aircraft Incident - Level 3
APM Security Breach

[ oL-28433-01
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CREATE USER ALERT
Type: Stolen Object Report [~]

Figh ||

to when a theft is reported

Step4  Enter information about the alert in the Description field.
Step5  Provide information for the alert in the Parameters area. Depending on your selection from the Type

field, different parameters will appear that you need to configure for the specific type of alert.

CREATE USER ALERT CREATE USER ALERT

Type: Plane Crash - Runway 36 = Stolen Object Report

= =

Description: Plane Crash -- Plane Crash - Plane Crash Description: Use this alert to when a theft is reported

Parameters: Parameters:

DESCRIPTION DESCRIPTION VALUE

Mentify Crach Location — Alert Location 1st Floor | = |

Implent Crash Workflow M ves Check Recorded Video and Generate Repart

— e Deserbestlenttom I
Step6  Click Submit.

Setting preferences

You can set preferences for the Web Console. To do so, follow these steps:

Procedure

Step1  Click Preferences at the top of the window.

Administrator,

Administrator GLOBAL COMMANDS PREFERENCES CHANGE PASSWORD LOG OFF

The Preferences window appears.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Using Web Access W

PREFERENCES

User Preferences
Global

Show Homeland Security Threat Level Indicator on Header

Show MARSEC Threat Level Indicator on Header

] Show Acknowledged alerts in Web Access Console
. Flash Acknowledged alerts in Web Access Console

B Automatically close false alarm

Server Preferences
Global

Homeland Security Threat Level Low lz‘
MARSEC Threat Level JUETEET |Z|

] Use strong password: - At least 8 characters long and a mix of letters and numbers.

No reuse the same password withi m days.

MR SRR R C\demo\package_folder

Response Workflow
Disregard Response Workflow when changing an alert's status

. Disregard Response Workflow for false alarm(s) only

m CANCEL
To display Homeland Security or MARSEC threat level indicators at the top of the Web Access Console,
select the Show Homeland Security Threat Level Indicator on Header or Show MARSEC Threat
Level Indicator on Header option. The Homeland Security indicator is shown in the following screen.

To show alerts that have been acknowledged (but not closed), check the Show Acknowledged alerts in
Web Access Console option.

To flash alerts in the Web Access Console that have been acknowledged, check the Flash Acknowledged
alerts in Web Access Console option.

To close alerts once they have been designed as false alarms, check the Automatically close false alarm
option.

To set the threat level you want to display in the Web Access Console for Homeland Security, make a
selection from the Homeland Security Threat Level field: Low, Guarded, Elevated, High, or Severe.

To set the threat level you want to display in the Web Access Console for MARSEC, make a selection
from the MARSEC Threat Level field: MARSEC 1, MARSEC 2, or MARSEC 3.

You can require users to define strong passwords (at least 8 characters with a mix of letters and numbers)
for accessing PSOM from the Web Access Console. You can also require users to update passwords at
whatever frequency is desired for adequate security. To enforce strong passwords for the Web Access
Console, check the Use strong password option.

~

Note  If a user has a weak password before you perform the steps to enforce a strong password, they
will be able to keep using that password unless you also specify a password expiration policy
that requires users to change their passwords at certain intervals.

[ oL-28433-01
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

To prevent users from using the same password within a certain amount of time, check No reuse the
same password within and enter a number of days in the field provided.

To enforce that an alert can only be acknowledged by the alert owner, select Yes from the Lock Alert.
Only allow alert to be acknowledged and closed by alert owner option.

To set the order in which node names appear in the Monitoring Hierarchy for the Web Access Console,
make a selection from the Sort order of hierarchy node name field.

To set a default directory where Incident Packages are stored when you click from the Alert Details
window, provide a path to a shared directory where incident packages will be stored in the Incident
Package location field. The directory should be shared by Everyone, otherwise you may not be notified
when the report is ready.

Check the Disregard Response Workflow when changing an alert’s status option if you do not want

to require users to complete Alert Acknowledgeable and Alert Closeable response tasks for open alerts.

Check the Disregard Response Workflow for false alarm(s) only option if you do not want to require
users to complete response tasks for false alarms.

Click Submit.

Changing Your Password

Step 1

Step 2
Step 3
Step 4

To change your password, follow these steps:

Procedure

Click Change Password at the top of the console.

The Change Password window appears.

e

Current Password

New Password

Confirm Password

Enter your current password in the Current Password field.
Enter the new password in the New Password and Confirm Password fields.

Click Change Password.

Using Cisco Physical Security Operations Manager, Release 6.1
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Video Adapter-Specific Information

Web Access supports a limited set of video adapters for this release including Cisco Video Surveillance
Integrated Services Platform (Cisco VSMS), Genetec Omnicast, and Milestone XProtect Corporate. This
section describes requirements for each video adapter.

All video adapters share these requirements:
e The video adapter must be already configured for the PSOM environment.

¢ PSOM must be connected to the respective video servers and sensors. If you have already configured
the sensors you should see the video sensors listed in the Web Access Console.

Table 6-1 describes requirements specific to different video adapters. The column for Required Files for
Live Video shows all the necessary .cab files that must be installed when you try to view Live Video the
first time.

Table 6-1 Video adapter requirements for Web Access

Video Adapter Prerequisites/Caveats Required Files for Live Video

Genetec Omnicast 4.7 To play the exported Genetec Video, you | ¢ GxUIProxyVB.cab
need this software: . .
GxVideoLive.cab

e GxVideoPlayBack.cab

¢ Genetec Archive Player
e Omnicast Client

Note  The Stop button in the PTZ
controls does not work for this
adapter.

Milestone XProtect If you are using Internet Explorer 9, make | ¢ msxml4.cab
Corporate 4.0 sure the system has all the latest patches.
Perform a Windows Update and then

restart the Internet Explorer browser. * enginemanager.cab

e imageviewer.cab

You do not need to configure local * configManager.cab
storage when saving snapshots. Simply
type in the path and snapshot name.

Note  The Stop button in the PTZ
controls does not work for this
adapter.

Note  Milestone SDK does not support
taking a snapshot from live video.

Cisco VSMS 6.3 When saving snapshots, you must click
Configure Local Storage and choose the
folder where you want to save the
snapshot.

Viewing Alerts

Once you’ve logged in, you will see a list of alerts for the system. For each alert, you can see all of the
basic details for each alert, listed in order of most recently modified. For easier viewing, turn the iPhone
sideways to view pages in landscape mode.

Using Cisco Physical Security Operations Manager, Release 6.1
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M Using Web Access

i Verizon & 3:50 PM ° &=

.. Verizon & 3:24 PM ©

Options | Log out Administrator

Alerts 4 9-160f 407 )

8/18/2011 6:30:58 PM Open

Live Video Alert

ID: 24465 | Sensor: Genetec 4.7 - 168 | Occurrences: 1 |
EscalatedViewed | Owner: Administrator

Alerts

9/1/2011 12:50:34 AM

8/18/2011 6:27:56 PM Open

Live Video Alert

ID: 24464 | Sensor: Milestone 4.0 - 168 | Occurrences: 1 |
EscalatedViewed | Owner: Administrator

Operation Alert
ID: 24473 | Sensor: }

8/18/2011 5:50:25 PM Open
Live Video Alert
ID: 24463 | Sensor: AXIS_214 PTZ | Occurrences: 1 |
EscalatedViewed | Owner: Administrator

8/5/2011 8:09:50 PM Open
Operation Alert
ID: 24462 | Sensor: PXF-263 | Occurrences: 1 | EscalatedCloseable
| Owner: Administrator

8/5/2011 7:54:33 PM Closed
Operation Alert
ID: 24461 | Sensor: PXF-263 | Occurrences: 1 | EscalatedViewed |
Owner: Administrator

7/28/2011 8:39:38 PM Open Entc_r the alert ID for a Navigate through alerts
O a0 | 56 specific alert you want to using these arrows.

I1D: 24460 | Sensor: [CT-First Floor] | Occurrences: 1 |
EscalatedCloseable | Owner: Administrator view

1 7/13/2011 9:50:45 PM
Forced Entry at Input PXCTG11C
IN- 24459 | Sensor PXT1G11C

Note  You will only receive alert notifications when your mobile device is connected to the network with an
active connection to the PSOM server.

Display a specific alert’s details by entering its alert id in the search field. Navigate alerts using the arrow
buttons below the header.

Viewing Alert Details

Touching an alert will navigate to a detailed view for an alert. Alert details provide detailed information
about the alert including the alert ID and type, severity, occurrence date/time, location, sensor ID, and
last update. From the Details tab you can change the alert status (Open, Acknowledged, Closed), mark
the alert as a false alarm, or assign an owner to the alert.

webtest1/PxWebAcce... &

Options | Log out Administrator

Alerts >#24459 Details Map  Notes = Tables

Details Forced Entry at Input PXCTG11C

ID: 24459

Type: Forced Entry at Input
Severity: Critical

Occurred: 7/13/2011 9:50:45 PM
Location: Undesignated location
Sensor: PXT1G11C__13

Last Updated: 9/23/2011 10:23:25 PM
Occurrences: 24

Description:

Status: Open [ -Select Status- b4

False Alarm: False FALSE ALARM

Owner: Administrator [ -Select User- | N/

POWERED BY f PROXIMEX Eull Site
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Using Web Access W

At the bottom of the screen, an icon indicates system status. If the icon is green, the connection to the
server is live. If the icon is red, the connection to the server is down. Updates to the system status are
indicated by a yellow icon with an exclamation mark; touch the icon to refresh the screen and update
system status.

Viewing Alert Location

Click the Map tab to view a map of the alert location.

Adding Notes to the Alert

Select Notes to view or add notes to the alert. Click Done.

Overview

v Notes

Map

The Notes screen appears.

N H Notes:
Abc I ‘
Add Note ) Add Note

|
ofw|e[r|T|v|ul1]o]p

Als|o]Fla]n]fK]L]

By Administrator at 7/30/2012 10:51 AM

% E0E000D =

To add a note, touch the text box in the upper left area. A keyboard appears so you can type a message,
and click Add Note. The note appears in the list below.

Viewing Detailed Alert Information

Click the Tables tab to view alert-specific information. Expand the table to view its contents by clicking
the gray table header. Collapse the table clicking the header again.

Using Cisco Physical Security Operations Manager, Release 6.1
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M Using Web Access

webtest1/PxWebAcce... G

Alerts >#24459 Details Map = Notes | Tables

HirschVelocity Event
Event Description Forced Entry at Input PXCTG11C
AlarmName Forced Entry at Input PXCTG11C
AlarmID 57388
EventlD 5001
DoorName PXT1G11C
Address \
Name
Badge_Image 0
LastDoorAccess  7/13/2011 2:50:35 PM
Collapsed Alerts (Limit 200)
The Last # of Events

Events within time specified

. POWERED BY _." PROXIMEX Eull Site

Using Cisco Physical Security Operations Manager, Release 6.1
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CHAPTER 7

Acknowledging, Closing and Auditing Alerts

This chapter describes how to manage and audit alerts, including how to:

Understand the different alert statuses

Acknowledge and close alerts individually and in batches

Mark an alert as a false alert

Understand the impact to PSOM of changing or closing alerts in the external access control system

Audit alerts to assess response quality and timeliness

This chapter includes these topics:

Understanding Alert Statuses, page 7-1

Acknowledging Open Alerts, page 7-2

Closing Alerts, page 7-4

Deleting Alerts, page 7-6

Marking an Alert as a False Alert, page 7-6

How Alert Status is Affected by External Security Systems, page 7-7
Viewing all Alerts in the PSOM Alert Manager Window, page 7-8
Viewing Acknowledged Alerts, page 7-11

Viewing Popup Alert Notifications, page 7-11

Viewing Popup Alert Notifications, page 7-11

Viewing Deleted Alerts, page 7-12

Previewing Alert Details in the PSOM Alert Manager Window, page 7-13
Filtering Your View of Alerts, page 7-14

Auditing Alerts, page 7-15

Understanding Alert Statuses

There are four different statuses that can be applied to alerts:

Open—Applied by default when an alert is created, this status means the alert has not yet been
reviewed or resolved.

[ oL-28433-01
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W Acknowledging Open Alerts

e Acked—This status means that an operator or manager has reviewed the alert, and perhaps taken
some action to resolve the alert.

¢ Closed—This status means that an alert has been resolved, and it no longer needs to be acted upon.

e Deleted—This status means the alert has been removed from PSOM.

Acknowledging Open Alerts

Step 1
Step 2

Step 1

Step 2

Once you have reviewed and investigated an open alert, you can change the alert’s status to Acked
(acknowledged). When the alert’s status changes, it is no longer displayed in the list of active alerts
within the Alert List pane. This is because the Alert List pane only displays open alerts for the
monitoring area under review.

You can change an alert’s status in these places:
e Alert List pane
e Alert Details window
e PSOM Alert Manager window

To change an alert’s status to acknowledged from the Alert List pane, follow these steps:

Procedure

Locate the alert in the Alert List pane of the Operation Console.

Right-click the alert row and select Acknowledge Alert.

Se.. « St.. . Type Description

A M. |1 ﬂ Acknowledge Alert

Am 1] | Close dlert
A1 K

O High [2] . 1] Wiew flert Details. .,

If pronlfp't'é'd for confirmation, click Yes to update the status to acknowledged.

Right-click the alert row and select Acknowledge Alert.

You can update multiple alerts at once by holding down the CTRL key to select additional alerts. You
can also use the SHIFT key to select a range of alerts, and then right-click and select Acknowledge Alert
from the right-click menu.

You can also select the alert(s) you want to acknowledge in the Alert List pane, and then click the
Acknowledge button | v| in the Operation Console toolbar.

To change an alert’s status to acknowledged from the Alert Details window, follow these steps:

Procedure

Locate the alert either in the Map View pane or Alert List pane and click to open the Alert Details
window.

v
Click the Home tab and click the Acknowledge button Admmldga in the toolbar.

Using Cisco Physical Security Operations Manager, Release 6.1
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Acknowledging, Closing and Auditing Alerts

Step 3

Step 1

Step 2

Acknowledging Open Alerts ||

F lau o
{a}t Home E|Rreporting

————————— Click the Acknowledge
@ ﬂ e button to change the alert’s

Close Wacknowledge Wclose |
B o i EEEE status to Ackd.
I

| |Mote
PE—

File lert Status

Sensor: Acknowledge

Location: Acknowledge current alert

Click OK or Apply to save your changes to the alert’s status.

To change an alert’s status to acknowledged from the Alert Manager window, follow these steps:

Procedure

Click the Alert Manager button  £-] in the Operation Console toolbar. You can also click Start >
All Programs > Cisco Physical Security Operations Manager 6.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Click the Open value in the Status column for the alert row and the status will automatically change to
Acknowledged.

You can update multiple alerts at once by holding down the CTRL key to select additional alerts. You
can also use the SHIFT key to select a range of alerts, and then click the Acknowledge button | ¥| in the
toolbar, or right-click and select Acknowledge Alert from the right-click menu.

Severity % Type Status Descripti
A Medium % Record... H Open Recorded
A\ Medium LXI Recorde... (1] Open Recorded ¥
A\ Medium LXI Recorde... (1] Open Recorded ¥

A [severe evere

3 . Medium ” Acknowledge Alert

A Medium | 4 S Your Nati
= J Close Alert

A Medium h S Current \

A Medium h S :ﬂ Severe W

A\ Medium | Se 0| Video: Yo

Acknowledging Alerts that You do not Own

If alerts are locked so that they can only be acknowledged and closed by the alert’s owner, you will not
be able to acknowledge an alert because the right-click menu will disable these options.

=|

28

¢ High ... /@ Defau... Operation Alert  [Cisco] 1 [Cisco] 4/23/... Group2 BRERRR" 2 i
» H.. i ..| Operation Alert = =
H _IZ| Defau... Operation Alert  Defau... 1 p_Axi... 4/21/... Administra 25
H _IZI Defau... Operation Alert  Defau... 1 p_Axi... 4/19/... Administra 24
.. _IZI Defau... Operation Alert  [Cisco] 1 [Cisco] 4/19/... Administra 23
) High [ ... g Defau... Operation Alert [Cisco] 1 [Cisco] 4/19/... Administra 22
& High [Y] ... f Defau... Operation Alert [Cisco]l 1 [Ciscol 4/19/.. Administrat ] View Alert Details... 21

If alerts are not locked, and there are no outstanding tasks for a response workflow for the alert, the
following message appears.

[ oL-28433-01
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W Closing Alerts

':g] Do you want to acknowledge alert (ID: 33)?

If alerts are not locked, but response workflows are enforced, and there are tasks that must first be
completed for a response workflow, the following message appears.

l ,  Alert (ID: 34) cannot be acknowledged before its response workflow is completed!

If alerts are not locked, and response workflows are not enforced, and there are remaining tasks
associated with a response workflow, the following message appears.

- ———

9 Alert (ID: 27) should not be acknowledged before its response workflow is completed! Do you still want to do it?

Yesul [olo q

Acknowledging Alerts that have not been Viewed

If you attempt to acknowledge an alert that has not yet been viewed you will see the following prompt.

‘-?/I Alert (ID: 30) should not be acknowledged before it is viewed once or its tasks are completed! Do you still want to do it?

Click Yes if you still want to acknowledge this alert.

Closing Alerts

After you have taken appropriate actions to resolve an alert, you can change the alert’s status to Closed.

S

Note  If you attempt to close alerts that have not been viewed or acknowledged, or still have outstanding tasks
to be complete, you will receive warning prompts. See the “Acknowledging Alerts that You do not Own”
section on page 7-3, the “Acknowledging Alerts that have not been Viewed” section on page 7-4, and the
“Closing Alerts” section on page 7-4 for details.

You can change an alert’s status in these places:
e Alert List pane

e Alert Details window

Using Cisco Physical Security Operations Manager, Release 6.1
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| Chapter7 Acknowledging, Closing and Auditing Alerts

Closing Alerts

e Alert Manager window

To change an alert’s status to closed from the Alert List Pane, perform the following steps.

Note  Normally you will change the status of open alerts to acknowledged before they are closed.

Procedure

Step 1 Locate the alert in the Alert List pane of the Operation Console.
Step2  Right-click the row for the alert and select Close Alert.

Right-click the alert row in the Alert List Pane and Click Yes to change the status
select Close Alert from the menu. to Closed

Severity | Tvepe Status Description Location .. Sensor/ Occur Ti..

A Medium | Record.. El Open Recorded Video Al.. CTFirst.. 1 PXF-27/ 09/08/2..

A\ Medium All Recarde... El Cpen Recorded Video Alert  CT First ... 1 P¥F-2¢f. 010120,

A Medum | A[1 Recorde... [2] Open Recorded Video Alert dmex LMJW‘

Operation Alert
Severe Weather Al
I Video: Your 3-Day

Your National Fore.

\:.’/. Do you wy 1t to close alert (ID: 817)7

Mo

Current Weather ..

[1]  view Alert Details...
Madinm Savara Waathar Al Hnlenmam 1 Fannar naiaIzia

A
Step3  Click Yes to update the status to closed.

Note  You can update multiple alerts at once by holding down the CTRL key to select additional alerts. You
can also use the SHIFT key to select a range of alerts, and then click the Close button _||in the toolbar
or right-click and select Close Alert from the right-click menu.

To change an alert’s status to closed from the Alert Details window, follow these steps:

Procedure

Step 1 Locate the alert either in the Map View pane or Alert List pane and click to open the Alert Details

window. ]
Step2  Click the Home tab and click the Close Alert button 22 in the toolbar.

@ / £} Home i jviden N

\;\ m Acknowledge _& False alarm
) Close e Click the Close Alert button to change the alert’s status to closed.

File Alert Skatus
Sensor: Close Alert

Location: Close current alert

Step3  Click OK or Apply to save your changes to the alert’s status.

To change an alert’s status to closed from the Alert Manager window, follow these steps:

Using Cisco Physical Security Operations Manager, Release 6.1
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Il Deleting Alerts

Step 1

Step 2

Step 3

Note

Procedure

Click the Alert Manager button £2] in the Operation Console toolbar. You can also click Start > All
Programs > Cisco Physical Security Operations Manager 6.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Right-click the row for the alert and select Close Alert. A dialog box prompts you to confirm the change
in status for the alert.

Click Yes to update the alert’s status to closed.

You can update multiple alerts at once by holding down the CTRL key to select additional alerts. You
can also use the SHIFT key to select a range of alerts, and then click the Close button _| in the toolbar
or right-click and select Close Alert from the right-click menu.

Deleting Alerts

Step 1

Step 2

Step 3

Note

You can “delete” an alert so that it no longer appears in the Alert List pane or Alert Manager windows.
However, the alert is never truly deleted. See the “Viewing Deleted Alerts” section on page 7-12 for
information.

To delete an alert in the PSOM Alert Manager window, follow these steps:

Procedure

Click the Alert Manager button | -] in the Operation Console toolbar. You can also click Start > All
Programs > Cisco Physical Security Operations Manager 6.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Right-click the row for the alert and select Delete Alert. A dialog box prompts you to confirm the change
in status for the alert.

Click Yes to delete the alert.

You can delete multiple alerts at once by holding down the CTRL key to select additional alerts. You can
also use the SHIFT key to select a range of alerts, and then click the Delete button X| in the toolbar or
right-click and select Delete Alert from the right-click menu.

Marking an Alert as a False Alert

If you view an alert and determine that it was a false alert, you can mark it as such in the Alert Details
window.

To mark an alert as a false alert in the Alert Details window, follow these steps:

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 1

Step 2

Step 3

How Alert Status is Affected by External Security Systems 1l

Procedure

Locate the alert either in the Map View pane or Alert List pane and click to open the Alert Details
window.

Click the False Alarm button | #F==4=m jp the toolbar.

—@' — Click the False Alarm button to mark the alert as a false alert.
£} Home DVideo || Moke i

’
SeppT—— L

n i
55} Clase || Close dlert | % Escalate To B 5|
e »

Click Yes to save your changes.

Proximy Kk Surveilint™

File Alert Status AR o \‘_?/ Do you want to apply the changes now?
Sensor: Fire Sensor| Falee Alarm h
kotatian: CTFirst Floy  set current alert as False alarm I Yes

In the dialog box that appears, click Yes to apply your changes to the alert’s status.

Once you’ve marked an alert as a false alert, you can reverse that designation by clicking Revert Alarm
in the toolbar of the Alert Details window.

ﬁ Home DVideo J Mote E|Reporting

] \;\ ¥ Acknowledge E e |

L Alert Commands TEN

E‘ feee J Cossblrt o P B Instant Messenger & Elﬂ

File: Alert Status Action (i
Sensor: Fire Sensor| payvert alarm

Location: CT First: Flos

Revert current alert back to true alarm

How Alert Status is Affected by External Security Systems

Note

PSOM not only receives all initial alerts from external security systems (such as Hirsch Velocity,
Software House, Lenel)—it also receives any subsequent updates to the alerts that are sent.

When PSOM receives an update on an alert’s status from an external access control system, it
automatically updates the status of the corresponding alert in PSOM. And when PSOM changes the
status of an alert, it also updates the status for the alert in the external access control system. Statuses
are synchronized between systems as described in the example that Table 7-1 shows.

Table 7-1 Synchronization Between PSOM and External Access Control Systems
This PSOM Status... Maps to this Status in Hirsch Velocity...
Acknowledged (Acked) Closed

Closed Closed

Deleted Cleared

Talk to your security administrator for specific alert mapping related to your security systems.

[ oL-28433-01
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M Viewing all Alerts in the PSOM Alert Manager Window

Viewing all Alerts in the PSOM Alert Manager Window

Since the Alert List pane only shows “open” alerts, you need to use the PSOM Alert Manager window
to view all alerts (open, acknowledged, closed and deleted).

To view all alerts in the PSOM Alert Manager window, click the Alert Manager button 7 in the
toolbar of the Operation Console.

You can also click Start > All Programs > Cisco Physical Security Operations Manager 6.1 >
Alert Management Console.

The PSOM Alert Manager window appears.

The PSOM Alert Manager window shows all alerts in the PSOM system. It displays a limited set of alerts
per page; click the links at the bottom of the window to view different pages of alerts. You can change
the number of alerts displayed per page; see the “Changing the Number of Alerts per Page” section on
page 7-9 for details. You can also turn off paging for alert display; see the “Turning Paging On and Off
for Alert Display” section on page 7-10.

If there is more than one occurrence of an alert, the Occurrence column will display a number greater
than 1. To view all alerts that have been collapsed under the displayed instance, right-click the alert
listing and select View Collapsed Alerts from the right-click menu.

Severity  Status Type  Description Locati. Doowrence  Se.. Occur Time [ B |

O Hoh 1] Open S Uve W, Live Woeo Alers Cffice 1 Gen | I[BUE0OT B, R D 1ERER
D critical |[1] Open Live V... Live Mdeodlers  Office [ T T - P = I I -1 |
» 1 ‘ﬂ Agknowiedpe Alert m;
N Ciose dlert
= .
| Ve dert Detals. .,
=) Ve Colagsed Blerts. —o——— (Click here to

(w8 Pecord30i3 ¢ m m 1
(wl(«](<] view them all.

There are 4 alerts collapsed
under this alert listing.

The collapsed alerts appear in a new window.

View all Collapeed Alerds

Dtz
Seve... Type Description Leca- Sen.. Ooooe. |0 B | 4]

- [ N
Oy & .. [ Taig... |Access Doer . [cTF.[1aw., Jaiie [ [ [ 9| ——————— All of the IDs for the
: 15

| @ iom Talg... AccessDoor .. CTRL.. TaW., 314). collapsed alerts are negative.
I A% M. Talg.. AocessDoor ... CTFi.. T2W... 3f14).. [ J
| | High Tailg... AccessOoor... CTFL.. TAW... 3f14]

s

i

W W 4 PRepedlof4 II'EE Clasz= l_

The information presented in the PSOM Alert Manager window is the same as displayed in the Alert List
pane. See Table 2-3 on page 2-18 for details.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing all Alerts in the PSOM Alert Manager Window

Changing the Number of Alerts per Page

You can change the number of alerts displayed per page in the PSOM Alert Manager and Alert List Pane.

To change the number of alerts per page, follow these steps:

Procedure

Step 1 Select File > Preferences from the Console menu bar.

File | Monitoring Extensions \iew To

x|

] ]

Logoff

Preferences

The Console Preferences window appears.

Step2  Click Alert under Console (Per User).

ﬂ Console Preferences =] E3
Consols (Per User)
General
>
EZ-Track —Ene]
Email Alert Beep (Sound, Yoice) in Operation or Alert Console: o ]
(5= Console (Per Computer)
Genetal -- Continue ta beep (Sound) For new open alerts: ad
Yideno . .
Show Acknowledged alerts in Operation Console: Mo
55 Server g ® o
aenetal -- Flash Acknowledged alerts in Operation Console: od
All Consoles
SMTR Show Administrative alert icon ko Operator: Vs ud
EZ-Track Shaw Alert notification window in Operation or Alert Consols: Yes %]
Identity Management
Requires confirmation for closing/acknowledging alert: o d
—Alert Details Window
Automatically show recent Alert Detail windows: o d
Automatically close false alarm: o d
Window Layout
Show Live Yideo within video pane: Yes d
Show all videos if multiple ones associated with alert: Yes d
Shaow description details and videos in one view: Yes [¥]
—alert Management Console
Show Paging: Yes ]
Maximum Alerts or Events per page: 153 Enter the number
View Delated Alerts of alerts you want
[ Use Custom Range to dlsplay per page
Time Period {in hours): ol in the PSOM Alert
Manager window.
Apply | [o]4 I Cancel |

Step3  In the Maximum Alerts or Events per page field, enter the number of alerts you want to display per
page.
Step4  Click OK.

Using Cisco Physical Security Operations Manager, Release 6.1
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Turning Paging On and Off for Alert Display

You can determine whether to divide alerts into pages when they are displayed in the PSOM Alert
Manager window or Alert List pane. If you do not want to display alerts in pages, turn off paging; if you
do want to display alerts in pages, turn on paging.

To turn off paging for alert display, follow these steps:

Procedure

Step 1 Select File > Preferences from the Console menu bar.

Monitoring  Extensions  View To

Logoff

Preferences

The Console Preferences window appears.

Step2  Click Alert under Console (Per User).

ﬂ onsole Preferences =] E3
Consols (Per User)
General
>
EZ-Track —Ene]
Email Alert Beep (Sound, Yoice) in Operation or Alert Console: o ]
(5= Console (Per Computer)
Genetal -- Continue ta beep (Sound) For new open alerts: od
Yideno . .
Show Acknowledged alerts in Operation Console: Mo
55 Server g ® o
General - Flash Acknowledged alerts in Operation Console: v
Al Consoles o .
SMTP Show Administrative alert icon ko Operator: Vs d
EZ-Track Show Alert notification window in Operation or Alert Console: Yes ud
Identity Management

Requires confirmation for closing/acknowledging alert: o d

—alert Details Window

Automatically show recent Alert Detail windaws; o d

Automatically close False alarm: o d

Wwindow Layout

Show Live Video within video pane: Yes d

Show all videos if multiple ones associated with alert: Yes d

Show description details and videos in one view: Yes [¥]

—alert Management Console |

Show Paging: Yes = Select No if you do

Maximum Alerts or Events per page: 155 not want to d]splay

Yiew Deleted Alerts alerts in pages.
[~ Use Custom Range .

’V Time Period (in hours): vi SCICCt Yes lfyOU dO
want to display
alerts in pages.

Apply | QK I Cancel

Step3  From the Show Paging field:
e Select No if you do not want to display alerts in pages.
e Select Yes if you do want to display alerts in pages.
Step4  Click OK.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Acknowledged Alerts

Viewing Acknowledged Alerts

You can view alerts that have been acknowledged in the Alert List Pane by setting an option in the
Preferences window.

To view acknowledged alerts in the Alert List Pane, follow these steps:

Procedure

Step 1 Select File > Preferences from the Console menu bar.

File | Monitoring Extensions View To

&3 Logoff | ]
=110

=

The Console Preferences window appears.

Step2  Click Alert under Console (Per User).

ﬂ Console Preferences M=l
Console (Per User)
General
>
EZ-Track General
Email Alert Beep (Sound, Woice) in Operation or Alert Console: o hd
[ Console (Per Computer)
Genetal -- Continue to beep (Sound) For new open alerts:
Yideo Show Acknowledged alerts in Operation Console: o = Select Yes to dlsplay
5 Server / k ledeed alert
General -- Flash acknowledged alerts in Operation Console: acknowledgea alerts
Al Consoles 1 1
SMTP Show Administrative alert icon ko Operator: Vs ad n the Alert List
EZ-Track, Pane of the
-Trad Show Alert notification window in Operation or Alert Consols: Vs d .
Identity Management Operation Console.
Requires confirmation for closing/acknowledging alert: o hd

Step3  Select Yes from the Show Kél{'n'owledged alerts in Operation Console field.

Step4  If you want acknowledged alerts to flash in the Operation Console, select Yes from the Flash
Acknowledged Alerts field.

Step5 Click OK.

Viewing Popup Alert Notifications

By default, PSOM Operation Console opens a popup window for each alert notification when it occurs.
You can turn off this behavior in the Preferences window.

To turn off popup alert notifications, follow these steps:

Procedure

Step 1 Select File > Preferences from the Console menu bar.

Using Cisco Physical Security Operations Manager, Release 6.1
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Bl Viewing Deleted Alerts

Extensions  View To

x|l

]

Monitoring
&3 Logoff

[

X #ji

The Console Preferences window appears.

Step 2 Click Alert under Console (Per User).

ﬂ Console Preferences [_ Ol =]
Console (Per User)
General
>
EZ-Track —General
Email Alert Beep (Sound, Yoice) in Operation or Alert Consale: Mo d
55 Console (Per Computer)
General -- Continue to beep (Sound) For new open alerts: o
Wideo . .
Show Acknowledged alerts in Operation Consols: Mo .
[ server . " o Select No if you do
i‘tlanceor:sldes -- Flash Acknowledged alerts in Operation Console: o / not want to see
SMTR Shaws Administrative alert icon ko Operator: Ves / popup WindOWS
EZ-Track. Shaw Alert notification window in Operation or Alert Console: Yes ] for each alert
Identity Management . .
Requires confirmation for closingfacknowledging slert: Mo ] notification.

Step3  Select No from the Show Alert notification window in Operation or Alert Console field if you do not
want to see a popup window for each alert notification that occurs in the Operation Console.

Stepd  Click OK.

Viewing Deleted Alerts

You can view alerts that have been “deleted” using the PSOM Alert Manager window at any time. If you
want to view deleted alerts in the Alert List Pane, you can change your preferences to provide a
timeframe for which you want to view alerts that have been deleted.

To view deleted alerts in the Alert Manager window, select View > Show Deleted Alerts from the Alert
Manager menu bar.

Alert | View | Tools Help

To view deleted alerts in the Alert List Pane window, follow these steps:

Procedure

Step 1 Select File > Preferences from the Console menu bar.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3
Step 4

Step 5

Previewing Alert Details in the PSOM Alert Manager Window

File | Monitoring Extensions View To

&3 Logoff X ]
i} E{\eferences J J k
B Ext LJL_

The Console Preferences window appears.

Click Alert under Console (Per User).

ﬂ Console Preferences H=l
Console (Per Lser)
General
>
EZ-Track —General
Email Alert Beep (Sound, Yoice) in Operation or Alert Console: Mo d
[i5 Console (Per Computer)
General - Continue ko beep {Sound) for new open alerts:
Video Shows Acknowledged alerts in Gperation Console: Mo d
5 Server
General - Flash Acknowledged alerts in Operation Console:
All Consoles
SMTP Show Administrative alert icon to Operator: Yes ad
EZ-Track Show Alert notification window in Operation or Alsrt Console: Yes ad
Identity Management
Requires confirmation Far closing/acknowledaing alert: Mo d

—Alert Details Window

Automatically shaw recent Alert Detail windows: Mo d
Automatically close False alarm: Mo d
Window Layout
Show Live Yideo within video pane: Ves ad
Show all videos if multiple ones associated with alert: Va5 od
Show description details and videos in one view: Ves [*]

—alert Management Console
Show Paging: Yes d

Mazdimumn Alerts or Events per page: 155

— Check the Use

Wiew Deleted Alerts 1
’V I~ Use Custom Range “ Custom Range

Tirne Period (in haurs): Option and select a
number of hours to
display deleted
alerts from the Time
Period field.

Apply | [o]:4 I Cancel |

In the View Deleted Alerts area, check the Use Custom Range option.

In the Time Period (in hours) field, select the number of hours for which you want to display an alert
in the Alert List pane once it has been deleted.

Click Apply or OK to save your changes.

Previewing Alert Details in the PSOM Alert Manager Window

You can preview alert details from the PSOM Alert Manager window (without clicking an alert in the
list).

To preview alert details from the PSOM Alert Manager window, select View > Show Details Panes from
the menu bar.

The alert details appear in the PSOM Alert Manager window.

[ oL-28433-01
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W Filtering Your View of Alerts

As you select different rows in the PSOM Alert Manager window, the details portion of the window
updates with the alert’s dossier. You can switch between the various areas of the alert details by clicking
options in the Alert Details pane to the left of the window.

Filtering Your View of Alerts

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

You can filter your view of alerts in the PSOM Alert Manager window so that only alerts of a certain
severity, status, alert type are displayed, or so you only view alerts generated by a certain sensor.

To filter your view of alerts in the PSOM Alert Manager window, follow these steps:

Procedure

Click the Alert Manager button | -] in the Operation Console toolbar. You can also click Start > All
Programs > Cisco Physical Security Operations Manager 6.1 > Alert Management Console.

The PSOM Alert Manager window appears.
Click Filter Alerts in the left navigation bar.

Alert  Wiew | Tools  Help

EmEE G

Mavigation il il

Alert Yiew

Al Alerts
o A
Filter AIBrts{D =
Filter Alerts By Criteria

The Select Filter for Alert View window appears.

Click Filter Alerts.

Select Hiter for Alert View %

[gter slerts by the folowing selections:i Select the Filter alerts by the following
selections option.

] Alert Severity: :\

[ Alert Status: H

|| 5ensor Mame: 348

] Alert Type:

Apply Cancel

Select the Filter alerts by the following selections option.

To filter alerts by severity, select the Alert Severity option and select a severity from the pull-down
menu.

To filter alerts by status, select the Alert Status option and select a status from the pull-down menu.

To filter alerts by a particular sensor, select the Sensor Name option and enter the name of the sensor in
the field provided. You can click the s icon to locate the sensor.

To filter alerts by type, select the Alert Type option and select a type of alert from the pull-down menu.
You can further constrain results by selecting a specific alert from the pull-down menu; these alerts are
specific to the type of alert you chose.

Using Cisco Physical Security Operations Manager, Release 6.1
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Auditing Alerts W

For example, the window shown next filters alerts so that only Critical and Open alerts are displayed.

mtﬂ'l'—_r for Alert ‘J?':- n
[l Eilter alerts by the fallowing selections:

|vf] Alert Severity: 0 Critical d

ﬂ Cpen d

— j

|_|Sensor Name: | 34

,J Alert Type: Proximex d

Unk V]

Apply Cancel |

Step8  Click Apply.

~

Note  The Select Filter for Alert View window does not close when you click Apply.

The PSOM Alert Manager window displays only the alerts that meet the filter criteria you specified.

Auditing Alerts

PSOM stores relevant information about alert response including when an alert was created, when notes
were entered, and when an alert was acknowledged and closed. These details help the security manager
or administrator to monitor response times and actions to ensure quality security operations.

An audit trail is generated for each alert and accessed using the Alert Details window.

To access the audit trail for an alert, open the Alert Details window and click the Audit tab.

2

ﬁ Home D\u’iden |:_|Nnta E|Reparting £

/1y Alert Overview — = Mate el
I i Details Propetties Map E Syskem
avanty: 0 Giiee] = |—° = [ Time: 2:16:49 PM By admi (oj
Statan ﬂ Open Audit Information: ‘
Crre PRTIGC Ale... Ty.. OL. Ne.. Time Use... Note
Location: T First Fioor i o I :
Type: Forced Ertry at Input 24407 Aler. ., 7I20,., SysU.., Business Logic Rule completed: default create ..,
Description: Forced Entry at Input PXCTG:| | 24407 Aler... 720, Admi,.. AlertTaskiD[1039] Created with Owner[Admin, ..
Occured: 972011 5:00:04 PM 24407 Aler. .. 27/20... Admi... Alertis Escalated to User [Administratar]
Assigned To: Administrator 24407 Upd... 2f7/20... Admi... Update EscalationStatus from [Escalated] to[...
CeRTTEE ﬁ;ﬂ?:gg;ﬁert Acknowdedoell oo dler. . 2{23{2... Adml... Start Blert Response Task
(39/7/2011 5:00:22 PM) 24407 Aler... 2123}2,.. SysU... Business Logic Activity: Response Tasks start, .
Instruction: fﬂ?_@e by CP3, CallHarbor |1 24407 Aler.., 2/2312.., Sysll... Business Logic Activity: Review Incident start, .

The information provided by the Audit Trail window is explained in Table 7-2.

Table 7-2 Information Provided by an Alert’s Audit Trail
This Column... Tells You this...
Alert The number assigned to the alert condition within PSOM.

Using Cisco Physical Security Operations Manager, Release 6.1
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W Auditing Alerts

Table 7-2

Information Provided by an Alert’s Audit Trail (continued)

This Column...

Tells You this...

Type

The type of audit information presented in this entry to the audit trail.
Possible values include:

¢ Created—The alert was created.

¢ NoteAdded—A note was added to the Note window of the Alert Details
window.

e AlertTaskCreated and AlertEscalated—The alert was escalated to
another individual.

¢ StatusChanged—The alert’s status was changed to Acked or Closed.

Old Status

If the status of the alert has changed since the last entry in the audit trail, the
previous status is displayed in this column.

New Status

The current status of the alert for this entry in the audit trail.

Time

The time that an action was taken for the alert, and also added to the audit
trail.

User Name

The login name of the individual who took the action on the alert that caused
an entry in the audit trail.

Note

The description of the action that was taken for this entry to the audit trail.

Using Cisco Physical Security Operations Manager, Release 6.1



CHAPTER

Creating Alert and Administrative Reports

At any point during the alert resolution process, you can quickly generate an alert report with all the
information that has been collected. You can also use the Report Wizard to generate a variety of
administrative reports out-of-the-box. This chapter covers:

e How to generate an alert report for incidence response

e How to generate an administrative report for a variety of purposes
This chapter includes these topics:

e C(Creating Alert Reports, page 8-1

e Setting a Default Directory for Incident Packages, page 8-6

¢ Creating Administrative Reports, page 8-7

Creating Alert Reports

There are reasons at every point in the alert resolution process that you might decide to generate an alert
report. For example:

e You’ve just detected an alert and you want to send the information to first responders.

e You’ve acknowledged and closed an alert and want to create a report for the management team or
other officiating agency.

This section describes the types of information you can include in an alert report, how to generate an
alert report, and ways to export it.

Information You can Include in an Alert Report

Any information stored with the alert dossier, and shown in the Alert Details window, can be included
in an alert report. This includes:

e Alert description (type, severity, timestamp, location).

¢ Badge information for the most recent access attempts, including any badge ID photos attached to
the Note window.

e A mini-map of the location showing the position of the sensor that detected the alert.

e Any entries to the Note window including snapshots and written information about actions that were
taken.

[ oL-28433-01
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M Creating Alert Reports

e System information. See the “Troubleshooting System Information” section on page 9-15.

e Audit trail statistics such as when the alert was open, acknowledged and closed, and any actions that
were taken to resolve the alert.

e Instructions for resolving the alert.

Ways You can Export an Alert Report

You can preview a print version of the alert report, print the report, or export the alert report to a variety
of formats, including:

e PDF—Exports to Adobe Acrobat Reader format: portable document format (PDF).

e Image—Exports to a PNG file (.png).

e Text—Exports to a .txt file for easy integration with other word processing software.
e HTML—Exports to a .html file for web-based viewing.

e MHT—Exports to .mht file which is an archived web page (Multipurpose Mail Internet Mail
Extension HTML). In this type of file, all relative links in the web page are remapped and the content
is embedded in the .mht file. Absolute references and hyperlinks remain unchanged. These files can
be viewed in web browsers such as Microsoft Internet Explorer.

¢ RTF—Exports to .rtf file which is a file in Rich Text Format.

Producing an Alert Report (or Incident Package)

Step 1
Step 2

Step 3

To produce an alert report, follow these steps:

Procedure

Open the Alert Details window for the alert.
Click the Reporting tab in the toolbar.

]

! , i
{o} Home |2 | Mot I =|Reparting I ¥

i i
: 1 =4 1 ﬂ [ ET%_ »
E‘u x| ﬂ J b/l & _1 e _\l =g j
[o]9 Close  Acknowledge Close | False  Escalate  Print Prink Report Export  Incident | Audit | Syskem
Alert | Alarm To Preview  Options « Tow  Package
File Alert Status Report InfFormation
=
=

Click the Report Options button ssre~ to choose the content that should be part of this alert report. To
do so, select the boxes directly under the Report Options button that appear when you click it. Content
is included in the report if it appears with a blue box around it in the list. See the “Information You can
Include in an Alert Report” section on page 8-1 for details.
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Creating Alert Reports W

E|Reparting

Close | False Escalate  Print Print

Alert | Alarm To
lert Skatus

ﬂ B ﬂ Map
QCI’\... ﬂ Fc'g_] hotes

Ll @ i 'ﬂ L IFd g System
2able) 9 cri.. W] .. Fq |ﬁ:| Audic
MY Qi v .. Fe .EI Instructions

Step4  Click the Export To button =7 to export this alert report. Export options appear below the button as
shown in the next screen. ’

S|Reparting
=
n: i
otk o9 & Eo
Close | False Escalate  Frint Print Feeport Export MIncident = A
Alert Alarm Ta Preview  Options Package
Jlert Status Report A PDF File...
we Stk Type Descri@j Image File...
r I = Y
! [ % ERy TestFie...
@ Criv.. H ... Force... Forced
- By HTmML File...
QCI’I.‘. ﬂ ... Force... Forced
A .
@CI’I.‘. ﬂ ... Force... Forced) L7 S
sable) QCri.‘. W] ... Force... Forced D:‘l RTF File...

b
Step5  Click the Mail To button i to email the alert report. You’ll see email addresses down below when
you click this button.

~

Note The Mail To button does not appear at all if Microsoft Outlook is not installed on the Operation
Console machine. See the “Adding Email Addresses to PSOM” section on page 9-6.

An email message appears with the alert details in the message body. The first badge ID photo found for
the alert, and any map images are added as attachments to the email.

a. In the To field, enter the email address to which you want to send the report.
b. Click the Send button.
e

Step6  Click the Incident Package button |
appears. e

to produce an incident package. The Incident Package window

[ oL-28433-01
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Creating Alert Reports

mr_":.uz Package -

ad

Create Incident Package -
—Repaort
Format: ng‘ PDF d

Location: C:\Documents and Settings\AdministratorMy Documents'Proximex £ .. |

—Recorded Vid

Time before the alert occurrence time:

Time after the alert occurrence time:

Start Time:  |03/20/2009 10:42:45 End Time: 03/20/2009 10:43:20
5 & seconds
30 g seconds

Cancel |

a. Choose the output you would like to produce from the Format field; choices appear as shown next.

:ﬂ:lncident Package

Create Incident Package -

—Repart
Format:
Location:
—Recorded Yideo [ Text
] 1 HTML
Skart Time: i MHT

Tirne before the ald B& RTF

M=l E3

Time after the alert occurrence time:

30 seconds

oK Cancel

b. Choose where to save the report from the Location field.

c. Enter the amount of time before and after the alert that you want to attach recorded video.

d. Click OK.

A message appears confirming that the incident package was created. Incident packages are stored

in their own directories for better organization.

1 ) Exported alert details to C:\Documents and Settings\Administrator My Documents'Proximex Surveilint\IncidentPackage \PxAlert-793-IncddentPackage \PxAlertDetails-793.Pdf successfully!

The alert report (incident package) appears as follows in PDF format.

~

Note = When generating an alert report that includes Microsoft Bing Maps, you’ll be prompted to
choose whether to save images for the report per video snapshot. Bing maps need to be loaded

visibly before saving the image.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Alert Reports

| o Do you want to generate map image for [Video 1] sensor: "Camera-01' in the report? Click [Ho] to skip all map images for report.

| [ ves ] | W |

Alert Details - ID: 788

Deacription: I

perimeter
Aloet Typa: PertmeterEreach
Beverty: Criicai
natue: Cpen
Coour Time: 1320/2008 102803
et Losation: Perimeter West (0V-1)
Esoalated Ta:
Escalated By:
Esoalaton Status: Escamtec-Alert Closeabie
Esoalation Time: 13202008 102807
Recponce Workfiow: o
Othert: Tvidec]
Report Craate Time: SAE008 112832
Report Craate User: Agministator
Ruls only for peracn Responss
Vendor Hame Otiectideq, Inc.
Version Version: Major: 2 Minor: 1
Vendor Event Ia 1

Edam Name. R only for person Response:

]

Sending Video with Your Report

You can export video footage to an AVI file, and then email that along with the alert report to your
recipients. See the “Exporting Video to a File” section on page 4-11 for instructions.

Viewing a Sample Alert Report

This section shows you a sample alert report in Adobe Acrobat PDF (.pdf) that includes all possible
information that can be stored with an alert.

~

Note  If the alert report includes a mini-map image that uses Bing Map as the source of the map image, you
will not be able to generate the report (including the mini-map image) from the Reporting Service. You
will need to generate an incident report manually from the Alert Details window to include the mini-map
image in the report. See the “Producing an Alert Report (or Incident Package)” section on page 8-2.

Using Cisco Physical Security Operations Manager, Release 6.1
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W Setting a Default Directory for Incident Packages

Page 1
Page 2
Friday, 0 May 2000 Proximar Survoillin™e Pagalof4 | Page 3 page 4
Friday, 05 May 2008 Prozimen Surveillin™ Paglofd | |

Friday, 05 May 2008 Proximen Surveills
Aot Typa: PerimeterBreach
— iy [ Alert Details |

: Cren EscalafionSeshsCh 03202003 Acmniziae Ezcaan
Coour Time: 03202009 102503 anged 172807
Alert Location: Perimeter West (Ov-1)
Ecoalated Ta:
Ecoalated By:
Esoalation Statug: Escaintec-Alert Closeny
Ecoalation Time: 03202009 102507
Recponce Workflow: o
Othert: IVides]
Report Create Thme: 05082009 112532
Report Create User: Adminisirator
Ruls only for Person REBpONES
‘Vendor Name Ohjectiden, Inc.
‘Verzion Version: Major: 2 Minod
Vendor Event Id. 1
Alam Name Ruile only for person R
Image [1] Markup image 0

Setting a Default Directory for Incident Packages

You can set a default directory where Incident Packages are stored for all users when they export alert
incident packages. Users won’t be able to browse to their own folder under export incident package

dialog box if this option is enabled.

To set a default directory for Incident Packages, follow these steps:

Procedure

Step1  Select File > Preferences.

Help

View Toaols :
é Logoff

Step2  Click All Consoles under Server.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Administrative Reports [l

Step3  Check the Incident Package location option and provide a path to a shared directory where incident
packages will be stored for all users.

ﬂ Console Preferences M=l E3
5 Console (Per User) Server Preferences
General i)
Alerk gl
EZ-Track —Operation Console
Ermnail
[ Consols (Per Computer) Minimum consale update interval: & | secands
General ™ Maximum number of alerts displayed in the list:
Yideno
5 Server Customize alert sound by alert bype: Sound. .. |
oo Alert M ¢ Consol
D Al Con erl lanagemen| onsole
SMTP Minimumn console update interval: S seconds
EZ-Track
Identity Management —#lert Details ‘Window
Minimum window update interval: 5 | seconds
Lock Alert. Only allowe alert to be acknowledged and closed by alert owner. Mo d
Monitaring Hierarchy
’;ort order of hisrarchy node name: Ascending ad
Incident Package
¥ Incident Package location:
C:\demalpackage_folder

Step4  Click OK.

Creating Administrative Reports

You can generate a variety of administrative reports with the Report Wizard. Table 8-1 lists the types of
reports you can generate out-of-the box with PSOM. Your company may also have defined custom

reports.
Table 8-1 Reports You can Generate with the Report Wizard
Report What it Tells You...

Alert Count Daily Report

How many alerts occurred each day of the week for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

See Figure 8-1 on page 8-13.

Alert Count Hourly Report

How many alerts occurred each hour of the day for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

See Figure 8-2 on page 8-14.

Alert Detail Report

What alerts occurred during the specified time period. It includes
details about the alerts including: severity, status, alert type, sensor,
location, and occur time.

See Figure 8-3 on page 8-15.

Alert Response Time By Alert
Type Report

How long it took, on average, to respond to alerts. It shows the
average response time for different alert types, alert severities, and
zones/areas/sensors.

See Figure 8-6 on page 8-18.

[ oL-28433-01
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M Creating Administrative Reports

Table 8-1

Reports You can Generate with the Report Wizard (continued)

Report

What it Tells You...

Operator Alert Count Report

How many alerts each operator closed.

See Figure 8-6 on page 8-18.

Operator Alert Response Time
Report

How long it took for different operators to respond to alerts.

See Figure 8-7 on page 8-19.

Operator End of Shift Report

How many alerts the operator handled during the specified time
range for the shift.

See Figure 8-8 on page 8-20.

Top X Alert Response Time
Report

How long, on average, it took to respond to different alert types.

Data is sorted by alert counts, in ascending order.

See Figure 8-9 on page 8-21.

Top X Alerts By Alert Type
Report

How many alerts occurred, by alert type, including a list of all
sensors that raised each alert type.

See Figure 8-10 on page 8-22.

Top X Alerts By Area Report

How many alerts occurred in each monitoring area.

See Figure 8-11 on page 8-23.

Top X Alerts By Sensor Report

How many alerts were raised by each sensor.

See Figure 8-12 on page 8-24.

Top X False Alerts By Sensor
Report

How many false alerts were raised by each sensor.

See Figure 8-13 on page 8-25.

Top X Simulated Alerts By
Sensor Report

How many simulated alerts were raised by each sensor.

See Figure 8-14 on page 8-26.

Dispatch Incident Report

Shows the time alerts occurred, were dispatched and closed.

See Figure 8-5 on page 8-17

See the “Samples of Administrative Reports” section on page 8-12 for examples of each of these
out-of-the-box administrative reports.

Producing an Administrative Report

8-8

Step 1

To produce an administrative report, follow these steps:

Procedure

Click the Report Wizard button | = in the toolbar of the Operation Console.

The Report Wizard window appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3

Creating Administrative Reports [l

Reports

during 5

Alert Count: Hourly Report: Shows total count of alerts during hourly increments throuw. ..

lert Detail Report Shaws a list of alerts with details

lert Response Time By Alert Type Report Shows a list of all alerts and response time taken to close k..,
Cperator Alert Count Repart Shows a list of operators and count of alerts closed by them

perator Alerk Response Time Report Shows a list of all alerts and response time taken to close b,

perator End of Shift Report Shows a list of alerts handled by an operator for a specifie...
Top ¥ Alert Response Time Report Shows a list of all alert bypes and response time taken to cf,..

op ¥ Alerts By Alerk Type Report Shows a list of all sensors and associsted count of alerks p...
Top ¥ Alerts By Area Report Shows a list of all manitoring areas and associated count ...
Top % Alerts By Sensor Repork Shows a list of all sensors and associsted count of alerks p..,

op ¥ False Alerts By Sensor Report Shows a list of all sensors and associsted count of false &l...
Top ¥ Simulated Alerts By Sensor Report Shows a list of all sensors and associaked count of simulate, ..
Dispatch Incident Report Shows time taken for alert to arrive to the time the alert is ..,

Run Close Back | Mext I

Select the type of report you want to produce.

e If you want to just execute the out-of-the-box report for all alerts and areas without customizing it,
click Run.

e If you want to customize any part of the report, continue with the next step.

See the “Samples of Administrative Reports” section on page 8-12 to see examples of each type of
report.

~

Note If your company has customized a report, it will appear as a sub-entry under the default
out-of-the-box report in the listing.

Click Next.
The Alert Type and Severity window appears.

[ oL-28433-01
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Creating Administrative Reports

Select the alert
source you

want to query
for this report.

Uncheck any
specific alert
types that you
do not want in
the report.

Step 4

—Select Alert Types

Selected Alert Typeis):

Select Alert Severity

Unk, UserCreated, UnAuthPerson, UnAuthEntry, Detection Alert, Live Video
Alert, Recorded Video Alert, DenCdlocalGrant, Forced, Opentaclong, RdrTamper, d

nLow
[ A\ Medium
HAQrigh

Alert Source:

check all |

Rl R RRR R RS

UserCreated
UnAuthPersor
UnfuthEntry
Dietection Alert
Live Video Alert
Recorded Video Alert

g—
B A
H Proximes:

ﬂ Hirschiomentum
H Hirsch¥elocity
SoftwareHouseCCure

B rss

H LenelopenI T

EO critical

Uncheck the severity levels
that you do not want include

Search Detection Alert Proximex
Live Video Alert Proximex
Recorded Yideo Alert Proximex

v DenCdLocalGrant Card Swipe Denied Access Alert HirschMomentumn
[ Forced Dioor Frveed Mnen Alow . Hiverhbamnanb e
2 Crentoolong earc 1 you want to include

¥ RdrTemper cadr simulated alerts in the report
¥l Remainder remsit ata, choose Include

Simulated Alerts.

™ Dispatched only

Simulated Alerts:
lod| Exclude Simulated Alerts |

| Mext I

Close | Back

Select the types of alerts, and alert severity, you want included in this report. You can either report on

all alerts, or focus the selection of alerts for reporting. To focus your selection:

* You can select a source of alerts to include in the report from the Alert Source field.

¢ You can uncheck alert types that you do not want to include in the list.

*  You can uncheck alert severity levels you do not want to include in the list from the Select Alert
Severity area.

¢ You can include simulated alerts in report data by choosing the Include Simulated Alerts option.

Step5  Click Next.

The Zone, Area and Sensors window appears.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Step 6

Step 7

Step 8

Airport

Selected Site(s):

Monitaring Tree:

Arizona

CT
CT-5econd

a3
3 [¥] Perimeter wiest
+ ¢ 2] Terminal 1

Terminal 2 East

®[¥] Undesignated 2
1 ¢3[¥] Undesingated 2

Cormmuter Terrinal

CT-Third Floor

Creating Administrative Reports

Selected area's sensor(s):

or
Floor

| Terminal 2 West

one
ane

Select the zones, areas, and sensors that you want to include in this report. Initially, everything is
included in the report. To select specific items, deselect the check mark at the top-level of the Monitoring

Tree. Then select spe
Click Next.
The Chart Properties,

Select Chart Properites, Dat

cific zones and areas you want to include.

Date and Time window appears.

e and Time

—5et Date and Time

Range:

Default
Start Date and Time:
1/1/2011 1:00:00 Al

End Date and Time:
11/17§2011 2:31:05 PM

o

—Set Chart Properties

Shaw Chatt:
es

s Tikle:
Alert 1D

Color Scheme:

Semi-Transparent

Chart Type:
ud |Column
W-fixis Tite!

Elapsed Time (in minukes)

—Save As New Report

I Save As Mew Report

Repart Mame:

Description:

Close

| Back I

Finish |

— Select the date/time range
for reporting.

Select the period for which you want to do reporting in the Set Date and Time area. You can specify a
starting and ending point for reporting using the Start Date and Time and End Date and Time fields.
Or you can make a different selection from the Range field, as shown next.

[ oL-28433-01
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M Creating Administrative Reports

Set Dats dTi

R:I'IQ:: = ana time E‘;r_'u Report Custom 'Ji.u,‘: Range ﬂ
Default —— Make a selection here.... Time Range- Last 5 Seconds

|LastN Seconds... Type Value  Interval

Last N Minutes. ..
Last N Hours...
|— Last M Days...

...then choose the quantity in—— =t bdud 5] Seconds hdid

this window and click OK.
0K Cancel |

As shown, you can generate a report for the last N days, hours, minutes or seconds. When you make a
selection from the Range field, a new window appears where you can specify the number of days, hours,
minutes or seconds for reporting.

Step9  Nextspecify the types of charts you want displayed in the report using fields in the Set Chart Properties

field.
Set Chart Prop
Show Chart: Chart Type:
i g g Select the
Yehxis Title: JArea [~] Style of
sensor r chart you
— CE—— 7
Semi-Transparent W Doughnut

C.

d.

Line

Fe v

Choose whether to display a chart in the Show Chart field.
If you choose to display a chart, select what kind of chart you want from the Chart Type field.
Enter titles for the x-axis and y-axis in the X-Axis Title and Y-Axis Title fields.

Choose a color scheme for the chart from the Color Scheme field.

Step10 Name the new report and provide a description in the Save as New Report area.

—Save As New Report
¥ Save As New Report

Report Name: |Alert Count Daily Report-New

Description:  |Shows total count of alerts during daily increments

Step11  Click Finish.

The report appears in a new window.

Samples of Administrative Reports

This section shows sample administrative reports for each type of out-of-the-box report you can generate
with the Report Wizard.

Using Cisco Physical Security Operations Manager, Release 6.1
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Figure 8-1

Alert Count Dal

Feport Header

Creating Administrative Reports i

Alert Count Daily Report

Report Mame:
Report Description:

Report Create User:
Report Create Time:

Report Criteria

Tuesday
Wednesday
Thursdary

Friday

Saturday

Alert Count

. Recordlcf7 aa@@ &l

Alert Count Daily Report

Shows tatal count of alerts during daily increments

administratar

11/17/2011 2:37:31 PM

Report Create Time: 17172011 1:00:00 AM - 11717/2011 2:37:25 PM

Alert Count Daily Report

B Alert Count

Day of Week

Close I Report... |

[ oL-28433-01
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Figure 8-2 Alert Count Hourly Report

Alert Count Hourly Report:

Fepart Header E
Repork Mame: Alert Count Hourly Report

Report Description: Showss tokal count of alerts during hourly increments throughout the day

Report Create User: adrinistrator

Repart Create Time: 11/1712011 2:39:11 PM

Report Criteria : Report Create Time: 1712011 1:00:00 AM - 11/17/2011 2:39:06 PM

Alert Count Hourly Report

B Alert Count

Alert Count

Drag a column header here to group by that column

. Time of Day Alert Count

0 AR

‘_J._._;;_-J"Record 1of 24 aaa._;

Close I Report. .. |

Using Cisco Physical Security Operations Manager, Release 6.1
m. 0L-28433-01 |
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Figure

8-3

Alert Detail Report

Creating Administrative Reports

Fieport Header

Report Mame:
Report Description:
Report Create User:
Report Create Time:
Report Criteria

—r)

Drag a column hea

A
Record 1 of

. DefaultOperationalert
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C
. Forced Entry at Input PXT1G11C

. Frrred Frkew aF Tnnok PRT1IGTC
o W

Alert Type

Alert Detail Report

Shows a list of alerts with details

administrator
4/19/2012 7:43:08 PM

Report Create Time: 17172011 1:00:00 AM - 4/19/2012 7:43:07 PM

—

Sensor Name

Dulles - APM - Concource C - T...

Location

T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T First: Floor
T Firat Flanr

Occur Time

Aug 30 2011 02,
Aug 30 2011 02,
Aug 30 2011 02,
Aug 30 2011 02,
Aug 30 2011 02,
Aug 30 2011 02,
Aug 30 2011 05,
Aug 30 2011 05,
Aug 30 2011 05,
Aug 31 2011 03,

Sep 07 2011 02:...
Sep 07 2011 02:...
Sep 07 2011 02:...
Sep 07 2011 02:...
Sep 07 2011 03,
Sen N7 2011 03 ..

Close I

24391
24392
24393
24394
24395
24396
24397
24395
24399
24400
24401
24402
24403
24404
24405
24407 a
)
Report... |

| oL-28433-01
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Creating Administrative Reports

Figure 8-4 Alert Response Time By Alert Type Report
E
Report Mame: Alert Response Time By Alert Type Report
Report Description: Shows a list of all alerts and response time taken to dose them
Report Create User: Administratar
Feeport Create Time: 05/08/2009 12:22:36
Report Criteria @ Repart Create Time: 10/02/2006 14:22:24 - 05/08/2009 12:22:35
:
‘E  Alert Response Time By Alert Type Report
=
g iEEEEﬁ i - Average Response Time (in
= g B minutes}
@ g . [=]
3 §33538¢ I
= mOagso2esazss
Susz385°0E3 5
3 e F 1 H
3 sf fEzegisel
1 B grgiite
28 SELEES
23 2FeEE
# ) o - ;g
ZoF
g
38
B
E
Alen Type

Drag a column header here to group by that column

 Mettype  AverageRespomselme(nmmstes)
u = 2

d Entry at Input %
. VEW (Objectvideo, Inc.)

. DOTL at Input % -13253590

| Taigate 28596

. Live Video Alert 4
Dadzr Alart 0 a

e e Record 1of 13 aaad kd

Report... |

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Figure 8-5

Dispatch Incident Report

Creating Administrative Reports i

Fepart Header

Report Mame:
Report Description:

Repork Crikeria

Repork Create User:
Repork Create Time:

Dispatch Incident Report-few

Shows time kaken For alert ko arrive to the time the dlert is dispatched

Administratar
2f12{2010 2:34:23 FM
Report Create Time:2/11/2010 2:00:00 AM - 2/11j2010 6:00:00 PIM

Elapsed Time (in minutes)

- )

120322

T
1011 12 93 15 15 16 17

e ——

Dispatch Incident Report-New

N Elg

635557587 7 7.13

High
11 € High
12 € High
13 € High
16 € High
17 € High
18 € High
19 € High
20 € High
21 € High
22 € High
23 € High
24 P High
25 & High
26 P High
27 & High
28 P High
29 € High
30 € High

Drag a column header here to group by tl

L recordiofss (Wl

m

1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
1] open
(1] open

column

hlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert
DefaultOperationAlert

ale 6 0 G 0o 7

Feb 1

613-2-00 ME REG Feb 11 2010 02:59:30 PM Feb 11 2010 02:53:46 PM
[Areal] Feb 11 2010 03:17:32 PM Feb 11 2010 03:17:46 PM
613-2-00 ME REG Feb 11 2010 03:28:57 PM Feb 11 2010 03:29:19 PM
613-2-00 ME REG Feb 11 2010 03:51:14 PM Feb 11 2010 04:03:17 PM
613-2-00 ME REG Feb 11 2010 03:51:19 PM Feb 11 2010 04:03:31 PM
613-2-00 ME REG Feb 11 2010 03:59:43 PM Feb 11 2010 04:03:41 PM
613-2-00 ME REG Feb 11 2010 03:59:45 PM Feb 11 2010 04:03:51 PM
613-2-00 ME REG Feb 11 2010 03:59:48 PM Feb 11 2010 04:04:07 PM
613-2-00 ME REG Feb 11 2010 03:5%:51 PM Feb 11 2010 04:04:17 PM
613-2-00 ME REG Feb 11 2010 03:5%:53 PM Feb 11 2010 04:04:27 PM
613-2-00 ME REG Feb 11 2010 03:5%:58 PM Feb 11 2010 04:04:36 PM
613-2-00 ME REG Feb 11 2010 04:00:01 PM Feb 11 2010 04:04:46 PM
613-2-00 ME REG Feb 11 2010 04:00:03 PM Feb 11 2010 04:04:56 PM
613-2-00 ME REG Feb 11 2010 04:00:05 PM Feb 11 2010 04:05:06 PM
613-2-00 ME REG Feb 11 2010 04:00:07 PM Feb 11 2010 04:06:02 PM
613-2-00 ME REG Feb 11 2010 04:00:0% PM Feb 11 2010 04:06:12 PM
613-2-00 ME REG Feb 11 2010 04:00:11 PM Feb 11 2010 04:06:22 PM
613-2-00 ME REG Feb 11 2010 04:00:12 PM Feb 11 2010 04:06:31 PM

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Administrative Reports

Figure 8-6

Operator Alert Count Report

Report Mame:
Report Description:

Report Criteria :

Report Create User:
Report Create Time:

Alert Count

Jad sl (] Record 1of 4 BEE‘_J &d

Operator Alert Count Report

Shows a list of operators and count of alerts dosed by them
Administrator

05/08/2009 12:23:11

Report Create Time: 10/02/2008 14:22:24 - 05/08/2009 12:23:10

Operator Alert Count Report

400 = B Alert Count

Using Cisco Physical Security Operations Manager, Release 6.1
- 8
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Creating Administrative Reports i

Figure 8-7 Operator Alert Response Time Report
&
Report MName: Cperator Alert Response Time Report
Report Description: Shows a list of &l alerts and response time taken to close them
Report Create User: Administrator
Report Create Time: 05/08/2009 12:23:35
Report Criteria : Feeport Create Time: 10/02/2006 14:22:24 - 05/08/200% 12:23:35

Operator Alert Response Time Report

Average Response Time (in
L inutes)

Response Time (in minutes)

Drag a column header here to group by that column

Administrator
Syslser
-1 -57441586

|l il 8l Record 10f 4 ﬂaﬂq ™|

Using Cisco Physical Security Operations Manager, Release 6.1
[ oL-28433-01 .m



Chapter8  Creating Alert and Administrative Reports |

W Creating Administrative Reports

Figure 8-8 Operator End of Shift Report
Operator End
Report MName: Operator End of Shift Report

Shows a list of alerts handled by an aperator for a specified time

Administrator

05/08/2009 12:24:07

Reeport Create Time:11/01/2008 14:22:24 - 05/08/200% 12:24:07
Forced Entry at Input % PXT1G11C CT First Floor Feb 29 2008 04:4.,, Administ... 278
Forced Entry at Input % PXT1G11C CT First Floor Feb 29 2008 08:0... Administ... 279
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 07:5.,, Administ,., 282
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 02:2,,, Administ... 2385
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 02:5.,, Administ,.. 283
VEW {Cbjectvideo, Inc.} ay-1 Perimeter West Mar 01 2008 04:5,,, Administ,., 239
DOTL at Input % PXT2504 CT First Floor Mar 01 2008 04:5,,, Administ,., 222
Tailgate PXP-118 T2E Second Floor Main Mar 01 2008 04:5,,, Administ,., 293
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 05:3,,, Administ,.. 29
VEW {Cbjectvideo, Inc.} ay-1 Perimeter West Mar 01 2008 08:4,,, Administ,., 303
DOTL at Input % PXT2504 CT First Floor Mar 01 2008 08:4,,, Administ,., 304
Tailgate PXP-118 T2E Second Floor Main Mar 01 2008 08:4,,, Administ,., 305
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 07:0.,, Administ,., 306
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 07:0.,, Administ,., 307
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 07:0.,, Administ,., 308
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 08:2.,, Administ... 309
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 08:2.,, Administ... 310
DOTL at Input % PXT2504 CT First Floor Mar 01 2008 08:4.,, Administ... 311
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 02:0.,, Administ,,, 312
DOTL at Input % PXT2504 CT First Floor Mar 01 2008 02:0.,, Administ,,, 313
Forced Entry at Input % PXT1G11C CT First Floor Mar 01 2008 02:2,,, Administ,., 314

.+ | VEW (Objectvidea, Inc.) ay-1 Perimeter West Mar 01 2008 02:2,,, Administ,., 315 a
bl el Record 1of 387 aﬂag kd
Report... |

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Administrative Reports i

Figure 8-9 Top X Alert Response Time Report
#
Report Mame: Top ¥ Alert Response Time Report
Report Description: Shows a list of &l alert types and response time taken to close them
Report Create User: Administrator
Report Create Time: 05/08/2009 12:24:32
Report Criteria @ Reeport Create Time: 10/02/2006 14:22:24 - 05,/08/200% 12:24:32
H
€ Top X Alert Response Time Report
&
£ 12988880,
17060
g igggg i - Average Response Time (in
E minutes)
@ Py E Fso
£ ZE3888Isce 8
S OwasSci BA553
g 3 5g§§,§§mzz§g
i a 892=my
§ it Fipigfat
= SR
£ 73 g1t Eegt
S T
= z = -;;:
O
g 3
» *®
3

Drag a column header here to group by that column

Tailgate

PerimeterBreach 256

DefaultCorrelationAlert 71

Radar Alert 70

Vidam Amslutice Alart - Tarmac Alart an a
il Gl iRl Record 1of 13 BEE._J kd

Using Cisco Physical Security Operations Manager, Release 6.1
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W Creating Administrative Reports

Figure 8-10 Top X Alerts By Alert Type Report

&
Report Mame: Top ¥ Alerts By Alert Type Report
Report Description: Shows a list of all sensors and assodiated count of alerts per alert type
Report Create User: Administrator
Report Create Time: 05/08/2009 12:25:12
Report Criteria @ Report Create Time:08,/01/2008 14:59:59 - 05,/08/2009 12:25:12

Top X Alerts By Alert Type Report

[ Recorded Video Alert
Forced Entry &t Input %

B VEW (ObjectVideo, Inc.)
DOTL at Input %
Tailgate

[0 Live Video Alert

[ Radar Alert

" PerimeterBreach
DefauliCorrelationAlert

- :::Io Analytics Aler - Tarmac

Drag a column header here to group by that column

Forced Entry at Input %
VEW {Cbjectvideo, Inc.} 13
DOTL at Input % 23
Tailgate 21

Lt Vidan Alart

|l bl el Record 1of 16 BEE,_J kd

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Administrative Reports i

Figure 8-11 Top X Alerts By Area Report

Alerts By Area Report

Report Mame: Top ¥ Alerts By Area Report

Report Description: Shows a list of &ll monitoring areas and associated count of alerts per area
Report Create User: Administrator

Report Create Time: 05,/08/2009 12:25:00

Reeport Criteria Report Create Time:08/01/2006 14:59;59 - 05/08/2009 12:26:00

Top X Alerts By Area Repart

[0 CT-First Floor
T2E-SecondFlooiMain

I Perimeter West 1

Area Unassigned Connector

Alert

Drag a column header here to group by that column

T2E-5econdFloorMain
Perimeter West 1

Area Unassigned Connector Alert

Wil record 10+ (L) ol

Using Cisco Physical Security Operations Manager, Release 6.1
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W Creating Administrative Reports

Figure 8-12 Top X Alerts By Sensor Report

L]
Report Mame: Top ¥ Alerts By Sensor Repart
Report Description: Shows a list of &ll sensors and associated count of alerts per sensor
Report Create User: Administrator
Report Create Time: 05/08/2009 12:26:39
Report Criteria Report Create Time:08/01/2008 14:59:5% - 05/05/200% 12:26:3%

Top X Alerts By Sensor Report

I PXT1G11C
AED Alarm CP5
. Ov-1
PXT2504
PXP-118
- Conneclor Alert:.[Apr 13
2009 11:53AM]
" Radar Object 1
0 PXTCO1
TCTOTON
00 PXP-247

Drag a column header here to group by that column

186 DefaultOperationAlert[1] Alarm at Exp. Input %:[178] Remainder[3]
41 VEW {ObjectViden, Inc.)[13] Radar Alert[S] PerimeterBreach[15] DefaultCorrelationAlert...
23 DOTL at Input %[23]

21 Talgate[21]

Fammartae Alact TAme 13 7000 1163 17 Qauvara WWasthar Matiral171 a

il el 8l Record 10f 15 aaﬂd kd

Using Cisco Physical Security Operations Manager, Release 6.1
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Creating Administrative Reports i

Figure 8-13 Top False Alerts By Sensor Report

Fieport Header -3
Report Mame: Top ¥ False alerts By Sensor Report

Report Description: Shows a list of all sensors and associated count of False alerts per sensor

Report Create User: administrator

Report Create Time: 4/19/2012 7:47:56 PM

Report Criteria : Report Create Time: 17172011 1:00:00 AM - 4/19/2012 7:47:56 PM

Top X False Alerts By Sensor Report

N PXP-301
[T2E - Second Floor Concourse

Drag a column header here to group by that column

301 1]

1| Aircraft Incident - L

. [TZE - Second Floor Concourse -B] 1 Unattended Bag[1]

.. PRecordlof2 aaa‘_‘ d

Close Report...

Using Cisco Physical Security Operations Manager, Release 6.1
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W Creating Administrative Reports

Figure 8-14

Top Simulated Alerts By Sensor Report

Feport Header

Report Mamne:
Report Description:
Report Create User:
Report Create Time:
Report Criteria

Top ¥ Simulated Alerts By Sensor Repaort

Shows a list of all sensors and associated count of simulated alerts per sensor
admiristrabor

4/19/2012 7:49:35 PM

Report Create Time: 17172011 1:00:00 AM - 4/19/2012 7:49:37 PM

Top X Simulated Alerts By Sensor Report

Px5J - 2nd floor - Front
L

GHS - Bosch - Gym Fence
Il PxSJ- FT Exit
Motion detector - Back Fence

d

Drag a column header here to group by that column

2nd Floor - Front

12 [DOTL at Input[12]

. Simulated Alert Count Alert Types

. GHS - Bosch - Gym Fence

PxSI-FTE

. Mation detectar - Back Fence

11 Motion detected[10] Axis Encoder SysLog Remainder[1]
7 Forced Entry at Input[S] DOTL at Input[2]
5 Remainder[3] Bosch video Input Motion[1] Forced Entry at Input[1]

. PRecordlof+4 aaaq ™|

Close I Report...

[l Using Cisco Physical Security Operations Manager, Release 6.1
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CHAPTER

Advanced Tasks

This section describes how to use some advanced features such as:
e Turning alert beeps on or off
e Changing map display preferences
e Logging on or off PSOM Operation Console
e Viewing administrative alerts
e Viewing deleted alerts
¢ Checking connectivity to the PSOM Web Service
e Launching the Administration Console
¢ Quickly accessing external applications from the Operation Console
e Troubleshooting system information
e Viewing your security profile
e Changing your password
e Updating your license key
e Refreshing alert details

This chapter includes these topics:
e Turning Alert Beeps Off or On, page 9-2
e Turning off Video Integration Messages, page 9-2
e Changing Map Display Preferences, page 9-3
¢ Changing the Default Display in the Map View Pane, page 9-4
e Setting the Order of the Monitoring Hierarchy, page 9-5
e Centering the Map View Pane on an Alert During Locate It, page 9-6
¢ Adding Email Addresses to PSOM, page 9-6
e Logging On or Off, page 9-8
e Viewing Administrative Alerts, page 9-9
e Viewing Deleted Alerts, page 9-9
e Checking Connectivity to the PSOM Services, page 9-10
¢ Opening the Administration Console, page 9-11
e Accessing External Applications, page 9-11

Using Cisco Physical Security Operations Manager, Release 6.1
[ oL-28433-01 .m
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B Turning Alert Beeps Off or On

e Troubleshooting System Information, page 9-15

e Viewing Your Security Profile, page 9-16

e Changing Your Password, page 9-16

e Updating Your License Key, page 9-17

e Refreshing Alert Details, page 9-18

e Turning off Video Integration Warnings, page 9-19

e Using Native PTZ Motion, page 9-20

e Enforcing Task Completion in the Operation Console, page 9-21

Turning Alert Beeps Off or On

By default, a beep will sound when an alert is triggered.

To turn off beeps for alerts, follow these steps:

Procedure

Step 1 Select File > Preferences.

File | Monitoring Extensions View To

&) Logoff E ﬂ k

The Console Preferences window appears.

Step2  Click Alert under Console in the left pane.

:ﬂ:tunsule Preferences M= E
Console (Per User)
General
>
EZ-Track |
i C E"TE"I(P Computer) #lert Beep (Sound, ¥oice) in Operation or Alert Consale: Mo —— Select No from the
onsole (Per Computer
General -- Continue ko beep {Sound) For new open alerts: Alert Beep ﬁeld and
Vidso Show acknowledged alerts in Operation Console: Mo d Clle OK
[i5 Server

Step3  Select No from the Alert Beep field.
Stepd  Click OK.

Turning off Video Integration Messages

When you login to the Operation Console, you may receive video integration warning messages if the
appropriate video adaptors are not installed on the current machine. If the Operation Console does not
need to use video-related features, you can set an option to turn off video alert messages at startup.

To turn off video integration warning messages, follow these steps:

Using Cisco Physical Security Operations Manager, Release 6.1
m. 0L-28433-01 |
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Procedure

Step1  Select File > Preferences.

Step2  Click General under Console (Per Computer).

General

General : 7

Alert Enter general preferences For current console computer

Ez-Track —Console Appearance

Ernail i - =
5 Consale (Per Computer) Cansole Skin: L Blue 1 (Money Twins) d

>

Video —Intercom Sensor
= Server Console Device I0: “

General

All Consoles —

Ik ‘ideo Integration | |

EZ-Track

Identity Management [V show viden inbegration warning message at console startup

Step3  Deselect the Show video integration warning message at console startup option.

Step4  Click OK.

Changing Map Display Preferences

You can change the way maps are displayed in the Operation Console. For example, you can decide
whether sensor icons are displayed with their names or ranges, or whether sensors are not displayed at
all.

If you are viewing a monitoring zone, you can determine whether to display the boundaries for
monitoring areas on that zone’s map.

If you are viewing the global node, or a monitoring zone that has other zones nested within it, you can
determine whether to display the boundaries for monitoring zones on that zone’s map.

To change your display preferences, follow these steps:

Procedure

Step 1 Click View > Display Options.

Using Cisco Physical Security Operations Manager, Release 6.1
[ oL-28433-01 .m
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Il Changing the Default Display in the Map View Pane

& @) Terminal 2 East .

[ g () T2E-SecondFlol
- @ T2E-FirstFloory G|

File Monitoring  Extensions | Yiew | Tools Help

3 3=| Toolbar COptions (-
Bl MR -
ﬁ Home (Root Zone)
MNavigation
2 0 Back to Previous
Monitoring Hierarchy
0 Up One Level
E ) Airport

i ﬁo Terminal 1 .@ Mavigation Pane

Escalation Pane

- A
3 Sr=18] T2=-Secondri
=2 SRR .ﬂ Response Workflow Pane

Detach Alert List Pane

= —
3 QgTE'SE[””dP Display Options '@ B Show Tracking Objects
= )
& ) T2E-ParkingP
Zoom In
- i) Terminal 2 West = .g-l Show Sensor
&) Commuter Terming #~ .Q' Show Sensor Range
w Sensor Name

=y
- [ (_) CT-First Floor (3) I B sho
3

- @@ CT-Second Floor  {0)
=2
i [l | &

-] o CT-Third Floor )]

o () Perimeter West )
a3 o Perimeter Narth @ 'J {24 show Perimeter Range
& & @ anizona )] Summary View

3 3() Zone Unassigned C... (11) s Show Coordinates

Step2  Make a selection from the menu:

¢ To show or hide objects being tracked by radar, sonar or intelligent video, select Show Tracking
Objects.

¢ To show or hide sensors on the map, select Show Sensor.

e To show or hide the boundaries for sensor ranges on the map, select Show Sensor Range.

e To show or hide sensor names on the map, select Show Sensor Name.

¢ To show or hide the boundaries for monitoring areas on the map, select Show Monitoring Area.
¢ To show or hide the boundaries for monitoring zones on the map, select Show Monitoring Zone.

¢ To show or hide the perimeter boundaries related to GPS coordinates, select Show Perimeter
Range.

¢ To show or hide GPS coordinates defined for maps, select Show Coordinates. When you select this
option, a grid overlays all maps with horizontal and vertical coordinates.

Changing the Default Display in the Map View Pane

You can decide what information is displayed by default in the Map View Pane when you view the global
zone, monitoring zones or monitoring areas: the Summary View, Map View, or Table View.

To change the default display in the Map View pane, follow these steps:

Procedure

Step 1 Select File > Preferences.

The Console Preferences window appears.

0L-28433-01 |
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Setting the Order of the Monitoring Hierarchy [l

Console (Per User) Goriarl
>
Alert it
EZ-Track
Email Operation Console Default View Type
(55 Consale (Per Computer) - )
General Root Monitaring Zone: m Mone a
Yideo e L
[ Server Monitaring Zone with zones: m Mone a
General 4 ; I =
Monitoring Zone with areas: | Mone v ||
All Consoles . g m - u
SMTP Monitoring Area: |1 Mone a
EZ-Track — —

Step2  On the Console > General tab, make a selection from each field under Operation Console Default
View Type to determine what information is displayed by default in the Map View Pane. Choices include
None, Table View, Map View, or Summary View. See the “Visually Assessing Security Events with the
Map View Pane” section on page 2-5 for details.

Step3  Click OK.

Setting the Order of the Monitoring Hierarchy

You can set the order in which node names appear in the Monitoring Hierarchy across all Consoles.

To set the order of the Monitoring Hierarchy, follow these steps:

Procedure

Step 1 Select File > Preferences from the Administration Console.

Step2  Click All Consoles under Server in the left navigation pane.

B console o
Cansole (Per User) Server Preferences
General )
alert All Consoles Preferences
EZ-Track —Operation Console
Ernail : =
[55 Console (Per Computer) Minimurn console update interval: 5 o seconds
General ™ Maximum number of alerts displayed in the list: [ = |
Yideo
(5 Server Customize alert sound by alert bype: Sound. .. |
General L |
P Consoles Alertk Management Console
SMTP Minimum consale update interval: 5 a seconds
EZ-Track
Identity Management —Alert Details Window
Minimum window update interval: S a seconds
Lock Alert, Only allow alert to be acknowledged and closed by alert own Mo h‘
Monitaring Hierarchy
Sort order of hierarchy node name: Mo Order Q

Step3  Select the order in which you want node names to appear in the Monitoring Hierarchy from the Sort
order of hierarchy node name field.

Stepd  Click OK.

Using Cisco Physical Security Operations Manager, Release 6.1
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W Centering the Map View Pane on an Alert During Locate It

Centering the Map View Pane on an Alert During Locate It

When you click to Locate It for an alert from the Alert Details window, you can have the Map View Pane
in the Operation Console automatically center on the location of the alert. (See the “Finding the Location
of an Alert” section on page 3-16 for details on Locate It.)

To center the Map View Pane on the location of an alert for Locate It, follow these steps:

Procedure

Step 1 Select File > Preferences.

File | Monitoring Extensions View To

X1 lf

]

The Console Preferences window appears.

Step2  Click General under Console (Per Computer) in the left pane.

@ Consale Preferences EI@
Console (Per User) fr—
General i
alert Enter general preferences for current console computer
EZ-Track —Console Appearance
Ernail ) =
[i5 Consale (Per Computer) Gamsalo Sy l | Blue 1 (Maney Twins) d
B General
video —Intercom Sensor
55 Server Console Device 10 ﬁ Intercom - Commend ol
General =
All Consoles I_J
SMTP —Video Integration
EZ-Track
Identity Management ¥ Shaw viden integration warning message at console startup
—Map
Iv¥ Center map by alert location when click [Locate It] button

Step3  Check the Center map by alert location when click Locate It button option.
Stepd  Click OK.

Adding Email Addresses to PSOM

To add an email address to the Operation Console, follow these steps:

Procedure

Step1  Select File > Preferences from the menu bar at the top of the window.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3

Step 4

Adding Email Addresses to PSOM 1l

Moritoring  Extensions

View To

Logoff

EXTETm

) Console Breferent
Console (Per User)
General
Alert

o 1

General

Select Email.

General

All Consoles

SMTP

EZ-Track

Identity Management

Click the Add button.

The Console Preferences window appears.

Select Email from the menu at the left of the window.

If you want to use contacts
defined in Microsoft Outlook,
select Support E-Mail by MS
Outlook.

Email

Enter Email Preferences

[~ support E-Mail by MS Outlook

Address List

Esupport@proximex.com
Ejoe.smith@mycompany.com

Remove

Click the Add button to include
an email address manually in
the Address List.

The Add New E-mail Address dialog box opens.

B addiNew E-maillAdiress

Enter a new e-mail address:

E-mail Address:

Test@proximes.com| -

Enter the new email address in
this field, and click OK.

Cancel |

o]

Enter the email address in the field provided and click OK.

The new email address appears in the Console Preferences dialog box.

] ConsolelPreferente
Console (Per User)
General
Alert
EZ-Track
B Email
5 Consale (Per Computer)
General
Yideo
55 Server
General
All Consoles
SMTP
EZ-Track
Identity Management

mail

Enter Email Pref

™ support E-Mail by MS Outlook

Address List

0 i oo An arn

&-| Test@proxime:x, com

The new email address now
appears in the Address List.

Esupport@proximex.com

Remove |

If you experience performance issues from Microsoft Outlook and PSOM emails, you can disable email
notifications by unchecking the Support E-Mail by MS Outlook option in the Console Preferences

dialog box.

[ oL-28433-01
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Bl Logging On or Off

) Gonsole Preferences.

Console (Per User) 2 Erniait

General _
Alert Enter Email Preferences
EZ-Track
= Email [~ support E-Mail by M3 Outlaok
5 Consale (Per Computer) R
General
Yideo Esupport@proximex.com
55 Server Ejoe.smith@mycompany.com
General Remaove

Logging On or Off

You can log off PSOM Operation Console, and then log back on as a different user, without exiting the
Operation Console.

To log off the Operation Console, select File > Logoff.

| Logaff ty Information Man agement

1.7 Preferences Control Panel - Categary viey
. Exit

To log back on to the Operation Console, follow these steps:

Procedure

Step 1 Select File > Logon.

The Logon window appears.

ﬁ Logorn - Adﬁ]ihist‘ratiun console

Proximex Surveil User Logon

Server Mame: |I0ca|h05t g|
User Name: |administrator ]
Password: || |

™ windows Authentication Lagan I Cancel |

Step2  Select your login account from the User Name field.

Step3  Enter the corresponding password from the Password field.
Step 4 If a secure connection is enabled for PSOM, check the Use HTTPS connection option.
Step5  Click Logon.

Using Cisco Physical Security Operations Manager, Release 6.1
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Viewing Administrative Alerts 1l

Viewing Administrative Alerts

Step 1

Step 2
Step 3

By default, operators can click to view administrative alerts from the Operation Console. At the lower
right corner of the window is an icon that launches administrative alerts:

@ﬂn

The PSOM Administrative Alert Management window appears.
If this is distracting for operators, this icon can be hidden from view.

To hide access to administrative alerts, follow these steps:

Procedure

Select File > Preferences.

File | Monitoring Extensions View To

&3 Logoff E ﬂ t

: | Console Preferences H=] E3
Cansole (Per User)
General
>
EZ-Track —@amerel
Email Alert Beep (Sound, Yoice) in Operation or Alert Console: Mo ad
5 Console (Per Computer)
General -- Continue to beep (Sound) For new open alerts:
Yideo
[ server | Show Ad«‘no:ledf:d TI:rts;n (‘)peratlon Console: | Mo ad / Select NO from
aenetal -- Flash Acknowledged alerts in Operation Consale:
All Consoles o N N the Show
SMTP I Show Administrative alert icon to Operator: Yes Administrati ve
EZ-Track Shaws Alert notification window in Operation or Alert Consale: Yes 1
Identity Management o alert icon to
Requires confirmation for closing/acknowledging alert: o ad Opcrators ﬁcld
|—Alert Details Window 1 and click OK.
Select No from the Show Administrative alert icon to Operators field.

Click OK.

Viewing Deleted Alerts

Step 1

You can view alerts that have been deleted within a certain number of hours from the Operation Console.
To do so, you set the View Deleted Alerts option in the Console Preferences.

To view deleted alerts, follow these steps:

Procedure

Select File > Preferences.

[ oL-28433-01
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B Checking Connectivity to the PSOM Services

File | Monitoring Extensions View To

&3 Logoff X ]
S ij|
% ]

FIE

The Console Preferences window appears.

Bconsole Preferences M= E3
Console (Per User)
General
>
E2-Track —General
Email Alert Beep {Sound, Yoice) in Operation or Alert Console: Mo ad
[5r Console (Per Computer)
General -- Continue ko beep {Sound) for new open alerts:
wideo - .
Show Acknowledged alerts in Operation Console! Mo
[ server g e ]
General -- Flash Acknowledged alerts in Operation Console: ¥
All Cansales o .
SMTE Shaowe Administrative alert icon to Operatar: Yes d
EZ-Track Show Alert notification window in Operation or Alert Console: es d
Identity Management
Requires confirmation For closingfacknowledging alert: Mo ad
—#Alert Details Window
Automatically show recent Alert Detail windows: Mo ad
Automatically close False alarm: Mo ad
‘windowe Layout
Show Live Yideo within video pane: ‘fes 4
Show all videos iF multiple ones associated with alert: ‘es d
Show description details and videos in one view: Yes [¥]
—Alert Management Consale
Show Paging: fes d Check the Use
Maimurn Alerts of Events per page: 15 Custom Range
—Wiew Deleted Alsrts ¢ Option and enter
I~ Use Custom Range the number of
Time Period {in hours); hours in the field
provided.

Step2  Select Use Custom Range in the View Deleted Alerts area and enter the number of hours passed for
which you want to view alerts that have been deleted.

Step3  Click OK.

Checking Connectivity to the PSOM Services

From the Operation Console, it is readily apparent if there are connection problems with the PSOM
Services. At the bottom of the window is a connectivity icon that appears with a red “x” when there is a
connectivity issue.

POWERED BY & PROXIMEX é ol D POWERED BY & PROXIMEX ﬂIEI![ D %
There are no There is a problem connecting to
connectivity issues. the PSOM Services.

If the icon with the red “x” appears, more information will appear when the cursor passes over the icon,.

You might also see a message that “PSOM SQL DB connection is down.”

Using Cisco Physical Security Operations Manager, Release 6.1
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Opening the Administration Console

Opening the Administration Console

You can launch the Administration Console from the Operation Console window if you have appropriate

Accessing

permissions. Otherwise, the options described below do not appear in the Operation Console.

To open the Administration Console, click the Administration Console button “l in the Operation

Console toolbar.

External Applications

To streamline your operations activities, PSOM allows you to add links to external applications directly

from the Operation Console. These links appear in the Extensions menu or button at the top of the
window.

File  Monitoring  Extensions  Commands  Wew  Tools  Help

a| v

Mavigakion

File  Monitorim

aJ| v

Mavigakion

Add ko Extensions. ..
Qrganize Extensions. ..

Google

Others Others Monitaring: Glol

Y¥ahoo

D Proxime:x

Proxime:x

00O 0O G eEe

You can also right-click a sensor on the Map to access sensor-specific extensions.

. AC-01]

1, Create User Alert I
Google
MSN

Proximex

Yahoo

8
O
O
O
8

Panel Administration

You can also right-click a sensor in the Table view, or from the Monitoring Hierarchy.

g ~ - 2 —
“E'Ie Monitoring  Extensions  Commands  View
1

afjvlxllujehsalhe

[Administrator)

Tools  Help
Tools Help

2ahe3 sElanm s

| Physical Security Information Management Navigation B[S}l Physical Security
| Monitoring: Global Zone >> Zone-01 >> Area-01 LD ST <] Monitoring: Glob
Alert Sensor Hame Type Description [E @ Glabal zone o e
O romal  camo1 Camera - Stationary - éq Zone-01 @
© tomal {rentl) ol i [Area-01] : ’ ?8:33: ﬂ Track Rescurces »
O romal  PTZ41 Camera -PTZ e aea - [E[rTz 114
@ rormal PTZ-116 Camera -PTZ & & @ zene02 3§ Find Sensor
(2 & rormal S - et E Video Matrix View
", Create User Ale
3 cooge B
0 v O Google
O Proximex O msN
O vahoo 1 Proximex
1 Panel Administration || 1 vahoo

To add an external application to the Extensions menu, follow these steps:

[ oL-28433-01
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M Accessing External Applications

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Procedure

Select Extensions > Add to Extensions... from the Operation Console.

File  Monitoring | Extensions | Commands — Wiew Select Add to Extensions... from

H—-[ H /1 the Extensions menu.
[ =

=] Crganize Extensio ..
Mavigation
J ] 1 call Evertridge

The Add Extension dialog box appears.

Enter the name of the external application 5 Add ExEension al=led
that ShOU1d appear in the menu. This extension will be added to your Extensions menu
Enter the path to the executable file for the | e [

application.

Path: |

[~ Launch Web application by 'aut of process' toal

Enter startup values that are needed to
p : : \ Parameters:
launch the application. |

Choose whether the extension should — |

ud
. [T sensor Context |
appear per user, computer, or in all
consoles. |

When applied per computer or for all e |

consoles, you can apply the extension ‘
based on sensor context and select the
Sensor.

In the Name field, enter a name by which you’ll recognize this external application when you see it in

the Extensions menu.

Type: @ Per User

In the Path field, enter the path to the application’s executable file on your computer, or a URL
beginning with http:// or https:// if you want a web application to be launched in the PSOM window.
Otherwise, the default browser will be used to open the link.

Check the Launch web application by out of process control option to launch a separate out of process
Web Browser application.

Enter any startup values needed to launch the application in the Parameters field.
From the Type field, make a selection:

e Per User—Extension is created for a particular user only.

¢ Per Computer—Extension is created for all users on this computer.

¢ All Consoles—Extension is created for all users on all PSOM Consoles.

~

Note  Only Administrator or Power User roles can select Per Computer or All Consoles.

If an extension is being added for the computer or for all consoles, you can specify a sensor context by
checking the Sensor Context option and click the ellipses to specify sensor types. If sensor context is
specified for an extension, then this extension will not be shown in global extension menu list. This
extension will only be shown in right click menu when sensor of that type is selected on the Map view
or Table view in the Operation Console.

Using Cisco Physical Security Operations Manager, Release 6.1
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Step 8

Step 9

Step 1

'@.._;‘;LI EXLEnsiomn EEE

This extension wil be added ko your Extensions menu

Mame: |

Path; _I

™ Launch Web application by 'out of process' tool
Parameters:
Tyvpe: o Per User ad

[™ Sensor Context m

Y select Sensor Types

Selected Sensor Type(s):

= ﬁ Bg Source' D

» 2]
END Camera - PTZ
[ZH[] camera - Infrared
[e#] Camera - Other
QD Access Contral

i ED Access Control - Hirsch Momentum
ﬂl:l Access Control - Hirsch Yelocity

ED Access Control - SoftwareHouse Coure
GD Access Conkral - Lenel OpenlT

GD Access Conkrol - AMAG Symmetry

; ED Access Control - JCT CardKeyP2000
B Access Cantral - GE Picture Perfect

Select the sensor types to which this extension appliés and click OK.

=1

V¥ Sensor Context Access Control - Hirsch Momenturm, D
Access Control - Hirsch Yelocity, Access

Contral - SoftwareHouse Ceure

Click OK. The extension has now been created.

A menu item with the extension name will be added to the Extensions menu.

To launch the external application, return to the Extensions menu and select its entry.

File  Monitoring | Extensions | View Tools Help

” 3 2=] Add to Extensions...
ad|| v

QOrganize Extensions...

Google Earth

Monitoring HierS 8

—— The application appears in the Extensions
menu. Click its name to launch it.

To edit an existing extension’s executable path, follow these steps:

Procedure

Select Extensions > Organize Extensions... from the Operations Console.

The Organize Extensions dialog box appears.

Using Cisco Physical Security Operations Manager, Release 6.1
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M Accessing External Applications

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 1

:E:Drganize Extensions |H[=] E3

Extensions:

! T
ame - | e |ll Modify... I
Call EverBridge Per User

Delete |

Selected Sensor Type(s):

<Mone

Close

Click the Modify button.
The Modify Extension dialog box appears.

@ Muodify EXtensinn = E om0 e

This extension will be added ko your Extensions menu

Mame:

Path:
™ Launch Web application by ‘out of process’ tool
Barameters:

Type: o Per User

[T Sensor Context

=]

=B

]

Cancel |

In the Path field, enter the new path to the application’s exegutable file on your computer.

Check the Launch web application by out of process control option to launch a separate out of process

Web Browser application.

In the Parameters field, enter any startup values needed to launch your application.

From the Type field, choose whether the extension should apply for the user, this computer, or all

consoles.

When the extension appears for this computer or all consoles, check the Sensor Context option to apply

this extension to the context of a selected sensor, and click the ellipses button to select the specific

sensor(s) to which this extension applies.

Click OK.

To delete an existing extension, follow these steps:

Procedure

Select Extensions > Organize Extensions...

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Eile

Monitoring

Manitnsinm Hiae

Extensions

=

View

.

Add to Extensions...

Tools

QOrganize Extensions. ..

Gdﬁ&le Earth

The Organize Extensions window appears.

:ﬂ:l:lrganize Extensions !E[ E

Extensions:

Mame

|Tpe

Call EverBridge

Per User

Selected Sensor Type(s):

<Mone

| Modify... |

Close

Step 2

Troubleshooting System Information

Select Organize Extensions... from
the Extensions menu.

Select the extension you want to delete from the Extensions list and click Delete.

The extension is removed from the list of extensions in the Organize Extensions window.

Step 3

Click the Close button.

Troubleshooting System Information

You can troubleshoot any errors with an alert using the System tab in the Alert Details window. For
example, if the alert has been assigned to the wrong sensor group, you can change the group association
by entering the correct group name in the Sensor Group field of the System Information window.

/1 Alert Overview

Severity:
Status:

Sensor:
Location:
Type:
Description:
Occured:

Assigned To:

Assigned By:

Instruction:

{at Home

D\fideo

0 Critical
ﬂ Open

PATLGILC

CT First Floor

Forced Entry at Input |
Forced Entry at Input PXCTG'E
9(7/2011 5:00:04 PM

Administrator |
{Escalated-alert Acknowledge.
Administrator |
(f7(2011 5:00:22 PR

swdible by CP3, Call Harbar |
neliee. |

=

|| Mate

Status:

Pragress:

E Response Workflow

Started

[ 0%

(]

2012 4:06:43 PM

v O

Review Incident
Adminictratar 19 4:0R:47 DM

Si|Reparting

Property
| 1D
| Sysalert ID

Policy Mame

|| Moritor Area

Primary Sensor ID

Qccurrence

ceur Time

Create Time
Event ID

Ack User

Ack Time

Close User

| Clase Time
Response Tasks (12 Parallel Tasks || | 4|

Reespanse WorkFlow [0
Map Locakion

Source Type

|| Tracking Device ID

—_— — @)
i’|} Dietails Froperties u Map l& Audit]

System Information:

Yalue

101

default create alert template (195)
CT-First Floor {2)

14580

1

9/7/2011 5:00:04 PM

9/7/2011 5:00:11 PM

-1

-1

95

W Mot

() Time: 2:16:4% PM By admi |J
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W Viewing Your Security Profile

See Administering PSOM for information about these properties and their valid values.

If you want to check the current installed versions of PSOM software, select Help > About Cisco
Physical Security Operations Manager from the menu bar in the Operation Console. The About dialog
box appears and shows all currently installed versions of PSOM software.

Viewing Your Security Profile

Your security profile in PSOM determines your privileges to perform various actions, such as access the

Administration Console. You can view your security profile by selecting Help > Security Profile from
the menu bar in the Operation Console.

File Monitoring  Extensions  Commands  Wiew  Tools | Help |

H aj H ﬂ J E ﬂ H B qu Security Prafile |

Llcenge@\"lanager

Mavigation el Physica
Monitoring Hierarchy < |
About Procimes: Suryveillink™
B3 ierert 2} @

The User Security Profile window appears.

ﬂ User Security Profile - [ administrator ] M=

Lagon User Name: adrinistrator

User Group Namels): Admin and Supervisors, Administrators

User Security Role Name: administratar

Permissions:

._J [ = |v] Console
23, [¥] Access Administration Console
Access Operation Consalz

Access Alert Management Console
Access Video Management Consale
Q& Access Pocket Consale
‘. #Access Business Logic Designer
=3 . General
._J _,r. Operations
H . Access Alert Manager
Q& Access Video Manager
Access EZ-Track
Access Report Wizard
Access Resource Tracking
Access Video Matrix Yiew ad

Update Password Close

Changing Your Password

You can change your password from the User Security Profile window.

To change your password, follow these steps:

Procedure

Step 1 Select Help > Security Profile from the menu bar in the Operation Console.

Using Cisco Physical Security Operations Manager, Release 6.1
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Updating Your License Key ||

File Monitoring  Extensions  Commands  Wiew  Tools | Help |

a N ﬂ J E ﬂ N B | &2 security Proie |

!

Mavigakion

Licenk@\’lanager

Monitoring Hierarchy

B3 sirnert

@ About Procimes: Suryveillink™

Step2  Click the Update Password link at the bottom left of the User Security Profile window.

_ﬂ_User security Profile - [ administrator ]

Logon User Name: adrinistrator

User Group Name(s): Admin and Supervisors, Administrators

User Security Role Name: administratar

Permissions:

cress Operstion Console

ceess Alerk Management Console
Access Video Management Console
Access Pocket Console

#Access Business Logic Designer
|5 [v] General
7 [#] operations
- Access Alert Manager
% Access Video Manager
Access EZ-Track
ccess Repart Wizard

Access Resource Tracking
[w] Access video Matrix View ad

I Update Password I Close

The Update User Password window appears.

_ﬂ_Update User [administrator] Password
Current Password: |
New Passward:

Confirm Password;

ot

Step3  Enter your current password in the Current Password field.

Step4  Enter your new password in the New Password and Confirm Password fields.

Step5 Click OK to save your changes.

Updating Your License Key

If your license key expires, you will need to update it to use the Operation Console.

To update your license key, follow these steps:

Procedure

Step 1 Select Help > License Manager from the menu bar in the Operation Console.

Using Cisco Physical Security Operations Manager, Release 6.1
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B Refreshing Alert Details

—

File  Monitoring  Extensions  Commands  Wiew  Tools

H aj H v X H B & security Profile

— License Manager I

Mavigation BBl Physical 5 o

Monitoring Hierarchy < |
B3 pirrert 11

@ About Procimes: Suryveillink™

License Key Informaion

License Key: 10000BYWS5201 CUMEZCENELDS

Update Key
Expiration: s
License Type: Evaluation

Licensed components and status

i Name Count [] | status Used
R S

Yideo Management 1 E Do 1
E2-Track 1 & Dok 1
Reporting 1 & Dok 1
Incident Management 1 & Dok 1
Business Logic 1 & Dok 1
Win32 Console 5 & Dok 1
Pocket Console 10 & Dok o
Sensor Unlimited (&4 ) oK 543
General Integration Module 5 Q o OF 1}
¥ideo Integration Module 5 Q o OF 3

Record 1 of 11 “uu < id | Close

Step2  Click the Update Key button.

The PSOM License Key window appears.
Step3  Enter your license key in the fields provided, and click OK.

Refreshing Alert Details

You can determine how often information in the Alert Details window and Alert Management Console

is refreshed for synchronization of alert data with external security systems.

To modify the refresh interval for alerts, follow these steps:

Procedure

Step 1 Select File > Preferences.

File | Monitoring Extensions View To

&3 Logoff E ﬂ |
5

The Console Preferences window appears.

[l Using Cisco Physical Security Operations Manager, Release 6.1
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Turning off Video Integration Warnings

FEfEreries)
(Per User)
General

Alert

EZ-Track

Server Preferences

Al Consoles Preferences

Turning off Video Integration Warnings W

[ Cperation Consale
Email

[ Console (Per Computer) Miniraurn console update interval:
General
Wideo

[ Server Custornize alert sound by alert bype:

General

EZ-Track

Identity Management —Alert Details Window

Enter the number of

/ seconds for the
refresh interval for
Alert Management
Console.

Enter the number of

S [ seconds
™ Maximurm number of slerts displayed in the list: &
sound. .. I/

Alert Management Consale
’7M|n|mum consale update interval: 5 |5 seconds ‘
Minimum window update interval: 5 g seconds

Lock Alert, Only allow alert ko be acknowledged and dosed by alert own Mo d ‘
Monitaring Hierarchy
’;ort ordet of hierarchy node name: Mo Order d ‘

seconds for the
refresh interval for
Alert Details.

Step2  Enter the number of seconds for the refresh interval in the Alert Management Console in the Minimum
console update interval field. The default is 5 seconds, and the minimum is 3 seconds. If auto-refresh
is not vital, increase the number of seconds to reduce performance impact.

Step3  Enter the number of seconds for the refresh interval in the Alert Details window in the Minimum
window update interval field. The default is 5 seconds, and the minimum is 3 seconds. If auto-refresh
is not vital, increase the number of seconds to reduce performance impact.

Step4  Click OK.

When launching the Operation Console, you may receive warning messages reminding you to install
video adaptors. If you have installed the video adaptors that you need to use, and you do not want to see

this message anymore, you can turn it off.

To turn off video integration warnings, follow these steps:

Procedure

Step 1 Select File > Preferences.

File | Monitoring Extensions View To

&3 Logoff E ﬂ |
0 ]

The Console Preferences window appears.
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] ETETEMLES
Console (Per User) General
General o 5
Blert Enter general preferences for current consale computer
EZ-Track —Console Appearance
Email —
[ Console (Per Computer) Cop=o=pbliy b Blue 1 (Money Twins) u
—Intercom Sensor
[ Server Console Device ID: V] .
General Uncheck this
All Consoles .
iy option to turn off
—Video Integration .
EZ-Track video messages at
Identity Management [¥ show video integration warning message at console startup
startup.

Step 2
Step 3

Uncheck the Show video integration warning message at console startup option.
Click OK.

Using Native PTZ Motion

[l Using Cisco Physical Security Operations Manager, Release 6.1

Step 1

Step 2

By default, PSOM uses a common PTZ motion control for all PTZ sensors so that PTZ controls are the
same across all video vendors integrated with PSOM. This common PTZ camera handling shows a
direction cursor when the mouse moves to a different region in a video window, it allows a left mouse
click to initiate PTZ camera pans, and it enables using the mouse wheel for zooming in or out.

If you would like to disable this common PTZ motion control in favor of native PTZ motion control
provided by external video software, then you must uncheck a preference option. When this option is
unchecked, the video vendor’s native PTZ movement solution will be used for camera move/zoom in
video windows.

For example, with Cisco's native PTZ mouse move/zoom, you move the mouse on the camera window
in the direction you want the camera to move and then right-click and hold while the camera pans. You
release the mouse button to stop camera motion.

To disable the common PTZ motion control, follow these steps:

Procedure

Select File > Preferences.

Extensions  View To

x|l

]

Monitoring

Vs,

The Console Preferences window appears.

Select General under Console.
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Enforcing Task Completion in the Operation Console

General
>
Alert E
EZ-Track
Ernail —operation Console Default Yiew Type
[ Console (Per Computer)
General Raot Monitoring Zone: ] Hane ™|
video
[ server Monitaring Zone with zones: B Mone “
gﬁ?:zfs‘oles Monitoring Zone with areas: D Mone “
SMTR Moritoring Area: [ More ™|
E2-Track
Ideniity Management —operation Console Threat Lewvel Indicator
I show Homeland Security Threat Level Indicator on Header . .
Uncheck this option
I show MARSEC Threat Level Indicator on Header / . .
/ to use native video
—Live Yideo PTZ software
¥ Use common layer PTZ mouse movefzaom mechanisms for
PTZ motion.

Uncheck the Use common layer PTZ mouse move/zoom option.

Click OK.

Enforcing Task Completion in the Operation Console

By default, operators must complete tasks designated as Alert Acknowledgeable or Alert Closeable
before being able to acknowledge or close an alert. For example, if an operator tries to close an alert for
which there are open tasks, an error message will appear.

If you want to disable this behavior, and allow operators to close alerts even though critical tasks have
not been completed, you can set a preference in the Administration Console.

You can also choose not to enforce task completion for false alarms by setting a server preference.

To change behavior for response task completion, follow these steps:

Procedure

Step 1 Select File > Preferences.

P

Wiew Tools  Hel

Step2  Click All Consoles under Server.

Using Cisco Physical Security Operations Manager, Release 6.1
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B Enforcing Task Completion in the Operation Console

Server Preferences
General it g
alert Al Consoles Preferences
EzZ-Track. —Operation Console
Ernail -

[ Console (Per Computer) Minimurn console update inkerval: 5 a secands
General ™ Masimum number of alerts displayed in the list: =
video

[ Server Customize alert sound by alert type: Sound. .. |
General

Alert Management Console
SMTR ’7Min\mum console update interval; 5 | seconds ‘
E2-Track
Identity Management i Alert Details Window
Minimurn window update interval: 3 d seconds
Lock Alert, Only allow alert to be acknowledged and closed by alert own Mo d
—Monitaring Hierarchy
Sart order of hierarchy node name: Mo Order d
r—Incident Package
I Incident Package location:
Respanse WorkFlow
I Disregard Response Workflaw when changing an alert’s status
I Disregard Response Workflow For False alarm(s) only

Step3  Check the Disregard Response Workflow when changing an alert’s status option if you do not want
to require users to complete Alert Acknowledgeable and Alert Closeable response tasks for open alerts.

Step4  Check the Disregard Response Workflow for false alarm(s) only option if you do not want to require
users to complete response tasks for false alarms.

Step5 Click OK.

When the Disregard Response Workflow when changing an alert’s status option is checked, the
operator will receive a message when attempting to close an alert with outstanding response tasks. The
operator will not, however, be prevented from closing the alert anyway.

Using Cisco Physical Security Operations Manager, Release 6.1
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A

Access control
device

Access control
system

Alarm

Alert

Attach

AVl file

C

Client

Compression

D

Database

Database server

Docked window

GLOSSARY

A door that is secured with a card reader as part of an access control system.

An intrusion detection system such as Hirsch Velocity that monitors sensors at access control devices
(such as doors or elevators)

The event raised by an intrusion detection system such as Hirsch Velocity which indicates
an inappropriate behavior has occurred at a sensor device.

The event raised within PSOM when a coordinating intrusion detection system raises an alarm at a
Sensor.

To include an image as part of an alert description such that people viewing the alert will be able to see
the image.

Audio Video Interleave. An audio-video standard designed by Microsoft

The PSOM client application is the part of PSOM that runs locally, on the computer that you have on
your desk. It interacts with several PSOM servers, which run on other computers linked to yours over
a network.

When a file is stored differently such that it has a smaller file size, and potentially transmits across the
Internet more quickly.

The database holds all the information on which PSOM operates, including alert details, recorded
video, snapshots and notes.

The server-side application responsible for interactions between the PSOM client and the set of data
from which it draws.

A window that is integrated within the overall PSOM software windows.

| oL-28433-01
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M Glossary

Dossier The set of information stored about an alert including its description, notes, recorded video, and
snapshots.

DVR Digital Video Recorder. Electronic equipment that captures video from video cameras and stores it to
a database.

E

Export To take information and transform it so it can be viewed in other ways. For example, to change a Word

document so it can be viewed within Adobe Acrobat Reader by exporting the document to PDF format.

F

Footage A stream of video captured by a video camera.

Intrusion detection Computer software such as Hirsch Velocity that monitors sensors at access control devices (such as
system doors or elevators).

L

live video Video footage that is happening in real time; it has not been recorded at an earlier time.

M

Monitoring area A physical location in which a collection of sensors are used in tandem to observe activity.

P

Pan To move the angle of a video camera so that it displays a different view of a physical location.

Pane A part of a window.

PTZ Pan-tilt-zoom. A video camera for which users can remotely control the view using pan, tilt, and zoom

operations.

Using Cisco Physical Security Operations Manager, Release 6.1
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R

Recorded video Video footage that has been saved to a DVR database.

S

Security zone A logical group of monitoring areas within your total security boundary.

Sensor An electronic device that responds to certain stimulus (as heat, light, sound, pressure, magnetism, or a
particular motion) and transmits a resulting impulse. PSOM works with video camera sensors and
access control sensors.

Snapshot A still frame captured from a video. A photograph.

Standalone window A window that is not integrated within the overall PSOM window.

T

Thumbnail A very small visual representation of a larger image.

U

Undocked window A window that has been removed from the overall PSOM window to become a standalone window.

\"/

Video feed The stream of visual images transmitted by a video camera.

y 4

Zoom To make part of an image larger (zoom in) or smaller (zoom out).

Using Cisco Physical Security Operations Manager, Release 6.1
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A

access attempts, last 10 1-4,3-18
alarm description 3-18
badge ID for person 3-18
ID assigned to access 3-18
name of person 3-18
organization person belongs to 3-18
status code for access 3-18
time of access 3-18
access control  3-46
locking down the door 3-46
lock open door 3-46
manually controlling access 3-45
release a lock down door 3-46
unlocking  3-46
acked status  2-18, 7-1
acknowledged status 2-18
acknowledging alerts 7-2to 7-3
have not been viewed 7-4
multiple at a time 7-4
with outstanding tasks 7-4
you do not own 7-3
actions for an alert
adding 3-47
viewing 2-19, 3-4
adding items to Extensions menu 9-11,9-13
administering PSOM  9-11
Administration Console, launching 9-11
administrative report
alert count daily report 8-7,8-13
alert count hourly report 8-7,8-14
alert detail report 8-7, 8-15, 8-17

INDEX

alert response time by alert type report
alert severity, customizing 8-10

alert type, customizing 8-10

chart, customizing 8-12

creating 8-8 to 8-12

date/time range, customizing 8-11
monitoring areas, customizing 8-11
monitoring zones, customizing  8-11
name, customizing 8-12

operator alert count report  8-8, 8-18

8-7,8-18

operator alert response time report 8-8,8-19

operator end of shift report 8-20
sensors, customizing 8-11
top false alerts by sensor report 8-25
top x alert response time report  8-8, 8-21
top x alerts by alert type report 8-8, 8-22
top x alerts by area report 8-8, 8-23
top x alerts by sensor report 8-8, 8-24
why generate 8-7

alarm raised by sensor 2-18, 3-15

alarms from external systems 3-22
Card Reader Tampered 3-23
Card Swipe Denied Access 3-23
Door Forced Entry  3-23
Door Open Too Long 3-23
Expansion Input 3-23
Remainder 3-23

alert count daily report 8-7,8-13

alert count hourly report 8-7,8-14

alert detail report 8-7, 8-15, 8-17

alert icon 2-5
appears near sensor  3-3

critical 2-7,3-3
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W Index

high 2-7,3-3
low 2-7,3-3
medium  2-7,3-3
Alert List Pane
alerts, viewing  3-3
alert report
email, adding 9-6
emailing 8-3
how to generate 8-2to 8-3
information to include 8-1, 8-2
sample 8-5
ways to export 8-2, 8-3
why generate 8-1
alert response time by alert type report 8-7, 8-18
alerts
access attempts, last 10 3-18
acknowledging 7-2to7-3
have not been viewed 7-4
multiple at a time 7-4
with outstanding tasks 7-4
you do not own 7-3
actions taken, viewing 3-4
administrative, viewing 9-9
alarm description 3-15
auditing 7-15to 7-16
badge information and photo 3-18
beeps, turning off 9-2, 9-6, 9-18
closing 7-4to7-6
collapsed
number of 2-18
viewing 2-17,3-4
creating an alert from recorded video 2-34, 4-12
deleted, viewing 7-12
deleting 7-6
details
accessing 3-6
viewing 3-4
viewing in Alert Management window 7-13

Details window 1-4

external, viewing 2-36
EZ-Track

following suspects with  5-1to 5-23

launching 3-10
identifying with unique ID  2-19
image from computer, attaching 3-27, 3-28, 3-30, 3-31
instructions to resolve 2-19, 3-4
locating in Map View Pane 1-2
location of sensor 2-18, 3-4, 3-10, 3-15, 3-17
manually creating from video 4-12to 4-14
mini-map of location 3-9
multiple, viewing 3-5
notes

adding 3-47

viewing 2-19, 3-4, 3-11
number displayed, changing 7-9
one-click access to details  3-12
paging in display, changing 7-10
recorded video, viewing 2-19, 3-4, 3-12, 3-23
refreshing 2-36
reporting on

emailing report 8-3
8-2t0 8-3
8-1,8-2

how to generate report
information to include
reasons to  8-1
sample report 8-5
ways to export 8-2,8-3
resolving 2-19, 3-4
responding  3-32
response status of 2-18
response tasks 3-15

completing  3-33 to 3-34
RSS feeds, viewing 2-36
severity of 2-18,3-15
snapshot, attaching 4-7
status, affected by external systems 7-7
status of  2-18, 3-15, 7-1
time occurred 3-15

tracking in Alert List Pane 2-17

[l Using Cisco Physical Security Operations Manager, Release 6.1
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type of alarm  3-15

types of 2-18

viewing
Alert List Pane 3-3
Map View Pane 3-3
Navigation Pane 3-3

pop up message 1-1,3-2

viewing all in Alert Management window 7-8

when happened 3-14
attachment, defined 1-1
auditing alerts 7-15to 7-16

actions taken 7-16

alert number 7-15

name of user to take action 7-16

new status 7-16

old status 7-16

time of action 7-16

type of audit information 7-16

badge ID and photo, viewing 3-18
badge ID photo, viewing 1-5, 3-18
beeps, turning off 9-2, 9-6, 9-18
building layout, viewing 2-5

C

cameras, PTZ, controlling 4-9
Card Reader Tampered alarm  3-23
Card Swipe Denied Access alarm  3-23
changing items in Extensions menu 9-14
client, defined 1-1
closed status  2-18,7-1
closing alerts 7-4to7-6
collapsed alerts 2-18
viewing 2-17, 3-4

connectivity to PSOM Services, checking

9-10

critical alert icon 2-7,3-3

Index W

D

database, defined 1-1
database server, defined 1-1
deleted alerts, viewing 7-12
deleted status  7-1
deleting alerts 7-6
details for an alert 1-4
accessing 3-6
badge ID photo 1-5
external alarm 1-4
instructions for response 1-8
last 10 access attempts  1-4
location of sensor 1-4
recorded video, viewing 1-6
snapshot, adding 1-6
video, viewing recorded 1-6
viewing 3-4
viewing in Alert Management window
dock window  2-5
Door Forced Entry alarm  3-23
Door Open Too Long alarm  3-23

113

email address, adding  9-6

errors, troubleshooting  9-15

escalation of alerts, viewing in Escalation Pane

Escalation Pane, using 2-19
Expansion Input alarm  3-23
exporting video to a file 4-11
extensions

adding 9-11,9-13

changing 9-14

removing 9-14

external alarm details 1-4
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W Index

external alerts, viewing  2-36
external applications, accessing 9-11
EZ-Track
base camera view, changing 5-3
browse to select camera sensor 5-5, 5-6
closest camera views 5-2
launching 3-10, 5-4
Live Video icon 5-6
map, viewing  5-6
Map icon 5-5
navigation, using 5-2
playback for recorded video, controlling
PTZ cameras, controlling from 5-9
PTZ Control icon 5-5
Replace Tracking Record icon 5-5
replacing a tracking record 5-5
Sensor Browser icon 5-5
snapshot
taking 5-8
updating tracking record with  5-8
Snapshot icon  5-5
storing tracking records 5-5
suspect movements, viewing 5-5, 5-6
switching to live video feed 5-6
tracking record
creating 5-10
what is 5-3
track link, what is  5-3
Track Link icon 5-5
Track Link Pane
closing 5-21
deleting track records 5-21, 5-23
editing track records 5-20
Exiticon 5-11
exporting track records 5-16
exporting video 5-15
EZ-Search, launching from 5-15
EZ-Track, launching from 5-15
EZ-Track, returning to  5-23

fast forwarding recorded video 5-15
live video 5-15
Map icon 5-11
map location, viewing 5-13, 5-14, 5-15, 5-20
opening 5-10, 5-14
pausing recorded video 5-15
playing recorded video 5-14, 5-15, 5-21
printing track records 5-14, 5-15, 5-16
Refresh icon 5-11
refreshing 5-14
renaming track links 5-21
restarting tracking 5-12
Restart Track icon 5-11
rewinding recorded video 5-15
Save Track Link icon 5-11
saving records 5-13,5-21
snapshot image 5-15
start time for video, setting 5-15
stopping recorded video 5-15
video from last sensor 5-15
video from next sensor 5-15

Track Video Pane 5-2

using 5-1to 5-23

F

fast forwarding recorded video 3-25
finding a sensor 2-13,3-20
Find Sensor 2-13

G

global view, returning to  2-35

high alert icon 2-7,3-3

home button, purpose 2-35
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Homeland Security levels, viewing  2-36

identifying alerts with unique ID 2-19
image, attaching to alert 3-27, 3-28, 3-30, 3-31
information you can find with PSOM  1-10

instructions for resolving alerts  1-8, 2-19, 3-4, 3-32

L

latest information, getting 2-36
launching the Administration Console 9-11
live video
snapshot, taking 3-26
viewing 4-3
viewing from Alert Details window 4-5
viewing from Alert List Pane 4-5
locating alert
Map View Pane 1-2, 3-4,3-10
mini-map, viewing 3-9
location of sensor for alert 1-4, 2-18, 3-15, 3-17
in Map View Pane 2-7
locking down a door  3-46
lock open door 3-46

low alert icon 2-7,3-3

manually controlling an access 3-45
manually creating alerts 4-12 to 4-14
map
alerts, viewing location of  3-3, 3-10
moving around in  2-6
sensors, locating  4-1
viewing 2-5
map icons

alert

Index W

critical 2-7
high 2-7
low 2-7
medium  2-7
monitoring area  2-7
monitoring zone 2-7
navigate icons 2-7,2-16
Map View Pane
alert, locating 1-2
alert, viewing  3-3
sensors, locating  4-1, 5-1
MARSEC levels, viewing 2-36
medium alert icon  2-7, 3-3
mini-map
alert location  3-9, 3-17
mobile security, alerts, receiving 6-15
monitoring area
defined 2-5
icon 2-7
monitoring zone
defined 2-5
icon 2-7

multiple alerts, viewing 3-5

navigate icons 2-7,2-16
navigating Surveillance environment
Map View Pane, using 2-5
Navigation Pane, using 2-4
traversing zones and areas 2-35
Navigation Pane
alerts, viewing 3-3
overview 2-4
notes
adding to alert 3-47
viewing 2-19, 3-4, 3-11

| oL-28433-01

Using Cisco Physical Security Operations Manager, Release 6.1



W Index

o playback, controlling 3-24

playing 3-24
occur time 4-13 playing for specific time window 3-24
one-click access to alert details 3-12 rewinding 3-25
open alerts, viewing 2-17, 3-3 snapshot, taking 3-26
opening external applications 9-11 stopping 3-24
open status  2-18, 7-1 viewing 1-6, 2-19, 3-12, 3-23, 4-2
Operation Console, overview  2-1 viewing for an alert 3-4
operator alert count report 8-8, 8-18 viewing from Alert Details window 4-5
operator alert response time report 8-8, 8-19 viewing from Alert List Pane 4-5
operator end of shift report 8-8,8-20 refreshing alerts 2-36
overview of PSOM  1-1 release lock open door 3-46

releasing a lock down door  3-46

Remainder alarm 3-23

P removing items from Extensions menu 9-14
pausing recorded video 3-24 reporting for administration
photo from badge, viewing 1-5, 3-18 alert count daily report 8-7,8-13
photo from video alert count hourly report 8-7,8-14
attaching to alert 4-7 alert detail report 8-7, 8-15, 8-17
taking 1-6, 3-26, 4-6 alert response time by alert type report 8-7,8-18
playback, controlling for recorded video 3-24 creating reports  8-8 to 8-12
playing recorded video 3-24 operator alert count report  8-8, 8-18
Pocket PSOM, alerts, receiving 6-15 operator alert response time report 8-8,8-19
pop up alert message 1-1,3-2 operator end of shift report 8-8, 8-20
problems reasons to  8-7
troubleshooting  9-15 top false alert by sensor report 8-8
PSOM top false alerts by sensor report 8-25
overview of Operation Console 2-1 top x alert response time report  8-8, 8-21
what you can find out 1-10 top x alerts by alert type report 8-8, 8-22
PTZ video camera top x alerts by area report 8-8, 8-23
controlling  4-9 top x alerts by sensor report  8-8, 8-24
reporting on alerts
emailing reports 8-3
R how to 8-2to08-3
recorded video information to include 8-1,8-2
creating an alert from recorded video 2-34, 4-12 reasons to  8-1
exporting to file 4-11 sample report  8-5
fast forwarding 3-25 ways to export 8-2,8-3
pausing 3-24 resolving alerts  2-19, 3-4, 3-32
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response instructions 1-8
response status of alerts 2-18
response tasks 3-15

completing 3-33 to 3-34

viewing in Task Pane 2-20
rewinding recorded video 3-25
risk level of alerts 2-18, 3-15
RSS alerts, viewing 2-36

S

sensor
alarm raised by 2-18
finding 2-13,3-20
locating in Map View Pane 2-7, 4-1, 5-1
location of 1-4,2-18, 3-15, 3-17
name, viewing 2-10, 2-18
severity of alert 2-18, 3-15
snapshot
attaching to alert 4-7
EZ-Track, taking from 5-5,5-8
taking 1-6, 3-26, 4-6
time 4-13
status icons  2-5
status of alerts 2-18, 3-15
affected by external systems 7-7
stopping recorded video 3-24

system information, viewing 9-15

T

Task Pane, using 2-20

Tasks bar  3-15

time of alert
follows Regional setting 3-15
occur time 4-13
snapshot time 4-13

top false alert by sensor report 8-8

Index W

top false alerts by sensor report 8-25
top of navigation hierarchy, returning to  2-35
top x alert response time report 8-8, 8-21
top x alerts by alert type report 8-8, 8-22
top x alerts by area report 8-8, 8-23
top x alerts by sensor report 8-8, 8-24
tracking record
creating 5-10
what is  5-3
track link, what is 5-3
Track Video Pane 5-2
troubleshooting  9-15
turning off beeps 9-2, 9-6, 9-18
type of alert 2-18
types of alarms  3-22
Card Reader Tampered 3-23
Card Swipe Denied Access 3-23
Door Forced Entry  3-23
Door Open Too Long 3-23
Expansion Input 3-23
Remainder 3-23

U

undock window 2-5
unique ID for alerts 2-19
unlocking a secure door 3-46

up-to-date alerts, getting 2-36

\'"/

video
exporting to file 4-11
EZ-Track, launching 5-4
following suspects with EZ-Track 5-1te 5-23
live
viewing 4-3

manually creating alerts from 4-12 to 4-14
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W Index

photo, taking 1-6, 3-26, 4-6
PTZ cameras, controlling  4-9
recorded
playback, controlling 3-24
viewing 4-2
viewing for an alert 2-19, 3-4, 3-12, 3-23
sensor
locating in Map View Pane 4-1
snapshot, taking 1-6, 3-26, 4-6
viewing
both live and recorded simultaneously 3-25
from Alert Details window 4-5
from Alert List Pane 4-5
recorded 1-6
video camera
DVRicon 4-2,4-16,4-17
DVR offline icon 4-2, 4-16, 4-17
PTZ camera 4-2, 4-16, 4-11
PTZ offline icon 4-2, 4-16, 4-17

W

walkthrough of PSOM  1-1
when an alert happened 3-14
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