iy
CISCO.

Installing Cisco Physical Security
Operations Manager Release 6.1
Revised February 11, 2013

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: OL-28434-01


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful interference, in which case users will be required
to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: The equipment described in this manual generates and may radiate radio-frequency energy. If it is not
installed in accordance with Cisco’s installation instructions, it may cause interference with radio and television reception. This equipment has been tested and found to
comply with the limits for a Class B digital device in accordance with the specifications in part 15 of the FCC rules. These specifications are designed to provide reasonable
protection against such interference in a residential installation. However, there is no guarantee that interference will not occur in a particular installation.

Modifying the equipment without Cisco’s written authorization may result in the equipment no longer complying with FCC requirements for Class A or Class B digital
devices. In that event, your right to use the equipment may be limited by FCC regulations, and you may be required to correct any interference to radio or television
communications at your own expense.

You can determine whether your equipment is causing interference by turning it off. If the interference stops, it was probably caused by the Cisco equipment or one of its
peripheral devices. If the equipment causes interference to radio or television reception, try to correct the interference by using one or more of the following measures:

* Turn the television or radio antenna until the interference stops.
* Move the equipment to one side or the other of the television or radio.
* Move the equipment farther away from the television or radio.

« Plug the equipment into an outlet that is on a different circuit from the television or radio. (That is, make certain the equipment and the television or radio are on circuits
controlled by different circuit breakers or fuses.)

Modifications to this product not authorized by Cisco Systems, Inc. could void the FCC approval and negate your authority to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

Installing Cisco Physical Security Operations Manager Release 6.1

© 2013 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/trademarks

CONTENTS

cuarter 1 PSOM Architecture Overview 1-1
Understanding the Deployment Architecture  1-1
PSOM Services  1-1

Failover and Redundancy  1-3

CHAPTER 2 Preparing to Install PSOM 241
UCS Requirements  2-1

Summary of Deployment Steps ~ 2-2
Preparing a Windows 2008 R2 X64 machine for PSOM  2-3
Verifying/Installing IS 6 Management Compatibility ~ 2-7
Verifying that NET Framework is Installed  2-8
Installing SQL Server 2008 R2  2-8
Prerequisite Installation for PSOM Web Service and Connector Web Service  2-12
Changing Application and System Log File Settings ~ 2-13

CHAPTER 3 Installing PSOM  3-1

Installing PSOM  3-1
Installing PSOM Repository ~ 3-2
Installing PSOM Web Service  3-4
Installing PSOM Services 3-8
Installing the Connector Web Service  3-17
Installing PSOM Consoles ~ 3-23
Installing PSOM User Services  3-24

Changing the Database Password ~ 3-24
Configuring Video Display ~ 3-25

Logging On or Off  3-26

Viewing and Updating Your License Key — 3-27
Integrating Microsoft Bing Maps ~ 3-27

cHarTER 4 Installing PSOM User Services  4-1
Overview  4-1
Reporting Services — 4-2
Camera Control Services  4-3

Installing Cisco Physical Security Operations Manager Release 6.1
[ oL-28s30-01 .“



M Contents

CHAPTER D

CHAPTER 6

APPENDIX A

APPENDIX B

APPENDIX C

APPENDIX D

Video Alert Services  4-3
Prerequisites  4-4
Upgrading PSOM User Services  4-4
Installing PSOM User Services — 4-5

Deploying Web Access  5-1
Overview  5-1
How Operators Connect to PSOM from a Web Browser ~ 5-1
Installing Web Access  5-2

Configuring Web Access for Single Sign On (SSO)  5-3
Troubleshooting SSO  5-4

Enabling SSL Communication for PSOM Web Service 6-1
Prerequisites  6-1
Installation instructions for Windows 2008 R2  6-1

Troubleshooting Problems Uninstalling PSOM Services A-1

Redundancy and Failover without Clusters B-1
Configuring Redundancy for PSOM Managed Services ~ B-1
Configuring Redundancy for PSOM Connector Web Service  B-2
Configuring Redundancy for PSOM Web Services  B-8

Redundancy Scenarios  B-12
Configuring Multiple Sets of Single Instances (Full Stack) B-12
Configuring Redundant Sets of Web Services and Managed Services Nodes  B-13

Configuring Redundant Connector Web Services, Web Services, and Managed Services
Nodes B-15

Configuring Full Asymmetrical Redundancy — B-16
Recommendations and Best Practices  B-17

Load Balancing with Microsoft Network Load Balance (NLB) c-1

Installing PSOM on an NEC ExpressCluster  D-1
Prerequisites  D-1
Configuring SQL Server on ExpressCluster Nodes  D-1
Installing/Configuring PSOM Repository on an ExpressCluster — D-4
Installing/Configuring PSOM Web Service and Connector Web Service on an ExpressCluster — D-4

l_ Installing Cisco Physical Security Operations Manager Release 6.1

oL-28434-01 |



Installing IIS on a virtual drive  D-4
Configuring IIS on the ExpressCluster  D-5
Installing PSOM Web Service on an ExpressCluster  D-8

Installing and Configuring PSOM Managed Services on an ExpressCluster
Installing PSOM 5.1 Consoles on an ExpressCluster  D-14
Uninstalling PSOM  D-15

appenpix E Setting Up Database Mirroring for PSOM Repository E-1
Overview  E-1
Database Mirroring with PSOM  E-2
Prerequisites for Mirroring PSOM Repository — E-2
Mirroring PSOM Repository  E-3
Initiating Manual Failover  E-21
Setting up PSOM Web Service for Database Mirroring  E-21
Setting up PSOM Services for Database Mirroring  E-23

INDEX

D-9

Contents W

Installing Cisco Physical Security Operations Manager Release 6.1
[ oL-28s30-01 .n



M Contents

Installing Cisco Physical Security Operations Manager Release 6.1
“. 0L-28434-01 |



CHAPTER 1

PSOM Architecture Overview

This chapter provides an overview of the Cisco Physical Security Operations Manager (PSOM)
architecture.

This chapter includes these topics:

Understanding the Deployment Architecture, page 1-1
PSOM Services, page 1-1
Failover and Redundancy, page 1-3

Understanding the Deployment Architecture

PSOM includes these major components:

PSOM Services—Collect information from various sensors within a security environment, and
process this data for analysis of alert conditions. Specifically, the PSOM Services integrate with
video, access control, and intrusion detection systems to collect sensor alerts and live and recorded
video. Multiple network interface cards (NICs) enable PSOM Services to access the IP networks for
the subsystems which may be on different networks.

PSOM consoles—Includes the Administration Console, Operation Console, Alert Management
Console, Video Management Console, and Business Logic Designer. The Operation Console
enables operators to detect and respond to alerts, view live and recorded video, and report on alert
conditions. The Administration Console enables administrators to configure and manage the
elements of PSOM used by the Operation Console. See Administering Cisco Physical Security
Operations Manager for details about all of the Consoles.

PSOM Repository—Stores all environment configurations and data collected by PSOM in a
standard Microsoft SQL Server 2008 database.

PSOM Services

Each of the PSOM services must be running for PSOM to function correctly.

Bus Services (BUS)—Dispatches and routes rules, alerts, schedules, and commands to various
services. Dynamically discovers Integration Modules and monitors services for abnormalities (for
example, a service becomes unreachable).

Caching Services (CS)—Speeds up business logic execution by caching monitoring hierarchy and
sensor map information.

| oL-28434-01

Installing Cisco Physical Security Operations Manager g



Chapter1  PSOM Architecture Overview |

Il PSOM Services

e Business Logic Core Services (BL CORE)—Runs business logic policies such as Alert Business
Logic, Scheduled Business Logic, and so on. The BL CORE does not handle event monitoring logic.

e Monitoring Logic Services (MS)—Detects new and updated events from sensors via Integration
Modules and creates alerts in PSOM.

e Sensor Management Services (SM)—Automatically discovers sensors via Integration Modules and
synchronizes them with PSOM. Supports customized parsing of device semantics, and can
automatically create the monitoring hierarchy with correct areas, zones and sensor locations.

e Web Services (WS)—Handles communication between PSOM Services and PSOM consoles, and
enables integration with external alarm systems.

e User Services (US)—Runs reports on data collected by PSOM and controls video management
systems and cameras. This service is optional.

e Connector Web Services (CWS)—Handles communication with third-party vendor systems via
Integration Modules. This service is optional if only video is being used.

e Collaboration Services—Serves as the central service hub for end users to collaborate and
communicate via instant messaging, as well as enables push notifications/subscriptions, and
response workflow notifications.

e Health Monitoring Services—Monitors the PSOM system runtime behavior and health using agents
that are polled to collect data and raise any alarms if necessary.

e Video Alert Services—Allows video adaptors to expose video alerts to Monitoring Services and
Business Logic processing.

Note The PSOM Services can be self-contained on a single server or distributed across multiple servers.
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PSOM Architecture Overview

Failover and Redundancy W

PSOM uses a scalable Service Oriented Architecture (SOA) based on the Microsoft NET Framework,
and is composed of a series of web services, which means that PSOM enables easy integration with
existing technology infrastructures.

Instead of being a monolithic application requiring significant development to add or modify
functionality, PSOM uses a modern modular design that separates application components into discrete
modules. The modular approach enables easy modifications with minimal impact and allows new
functional modules to be added at any time. The PSOM integration modules with physical security
subsystems leverage this approach for quick development and deployment.

All data collected by PSOM is stored in a standard Microsoft SQL Server 2008 database. The use of a
commonly deployed database platform simplifies regular database administration tasks and allows easy
access to data in case there are unique reporting requirements not met by the PSOM reporting
capabilities. In addition to simplified management and reporting, PSOM can leverage some of the SQL
Server more advanced features such as clustering and replication.

All communication between PSOM components is based on the global standard TCP/IP protocol. This
communication uses standard port definitions such as HTTP or HTTPS, which means firewalls and other
networking equipment require minimal configuration modifications. The message format used for
communication is based on another industry standard, Extensible Markup Language, commonly known
as XML. A significant benefit of using XML as a data interchange is that third party products based on
SOA and XML can be quickly and easily integrated with PSOM.

Failover and Redundancy

The PSOM architecture supports a redundant multi-site and multi-hierarchy deployment whereby
redundancy is achieved in several ways:

e PSOM Services redundancy—PSOM Services can be installed on multiple computers for
redundancy and scalability.

¢ Server components redundancy—Microsoft Cluster Server or NEC ExpressCluster can be used for
any and all PSOM components.

¢ Console redundancy—Multiple instances of PSOM Consoles can run simultaneously on machines
spread out across the network.

Because PSOM architecture supports underlying communications systems (including failover
capabilities of these systems), PSOM is redundant across control centers. If a failure occurs at one site,
PSOM continues to operate using the redundant communications systems at the backup site.

When deploying PSOM to multiple security operations centers, each center should have its own PSOM
Repository and PSOM Web Service configured to run on fault-tolerant Microsoft Windows Server 2008
R2 machines. Peer-to-peer replication in Microsoft SQL Server 2008 should be used to automatically
replicate the databases between the security operations centers. Therefore, each center should have a
local aggregate database and the replicated database for all sites. Failover is achieved via automated
switching by the PSOM Web Service to the replicated database when the local database cannot be
reached. In case of a catastrophic event, field operators can use VPN to connect to the backend
components in any site.

| oL-28434-01
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CHAPTER

Preparing to Install PSOM

This chapter describes now to prepare your environment for a first-time installation of PSOM.

UCS Requirements

Cisco PSOM is installed on a a Cisco Unified Computing System (UCS) B-Series or C-Series server.

Table 1 describes the requirements for these servers.

Table 1 UCS Requirements for PSOM
Requirement
Subject Requirements Complete?
(v)
Platform UCS B-Series Blades or UCS C-Series rack-mount server. D
Requirements

See the data sheets for the latest guidelines:

http://www.cisco.com/en/US/products/ps10818/products_data_sheets_list.html.

The platform must be configured with the required IP addresses for the management
network.

Fiber Channel-based Storage Area Network (SAN) storage is installed for use by the UCS
B-Series servers.

vSphere Client

VMware Hypervisor version: ESXi 5.0

OoOooo

Requirements

Cisco Unified Computing System Manager (UCSM) version: 1.4 and later
VM e Guest OS: Microsoft Windows 2008 R2 64-bit (Standard, Enterprise, or Datacenter)
Requirements e CPU and memory recommendations for UCS B- and C-Series platforms: 4 vCPUs, 8

GB RAM, 500 GB hard disc
e Microsoft SQL Server 2008 R2 64-bit (Standard or Enterprise Edition)
PSOM Client  |Same requirements as Cisco VSM client. D
}Rlardware See Cisco Video Surveillance Monitoring Workstation Performance Baseline
equirements Specification, Release 7.0 for these requirements:
http://www.cisco.com/en/US/products/ps10818/prod_technical_reference_list.html
Installing Cisco Physical Security Operations Manager Release 6.1
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Summary of Deployment Steps

This section describes the general steps that you perform to deploy PSOM.

Task

More Information

Task
Complete?

(v)

Step 1

Install and configure the Cisco UCS platform.

e Cisco Unified Computing and
Servers:
http://www.cisco.com/en/US/product
s/ps10265/index.html

¢ (Cisco UCS Platform and VM
documentation

O

Step 2

Install and configure VMware.

¢ Installing and Configuring VMware
Tools:
http://www.vmware.com/pdf/vmware
-tools-installation-configuration.pdf

e VMware ESXi Configuration Guides:
http://www.vmware.com/support/pub
s/vsphere-esxi-vcenter-server-pubs.h
tml

e C(Cisco UCS Platform and VM
documentation

O

Step 3

Download the PSOM 6.1 software from Cisco.com to the
UCS server.

Go to the following URL and choose
Products > Physical Security >
Connected Physical Security.

http://software.cisco.com/download/navi
gator.html?mode=home

O

Step 4

Create a virtual machine for PSOM 6.1 on the UCS server.

See the “UCS Requirements” section on
page 2-1

Step 5

Install Windows 2008 R2 64-bit.

e See the “UCS Requirements” section
on page 2-1

e See Your Windows documentation

Step 6

Verify that Microsoft .NET 4.0 SP1 is installed.

See the “Verifying that NET Framework
is Installed” section on page 2-8

Step 7

Install SQL Server 2008 R2 32- or 64- bit.

See the “Installing SQL Server 2008 R2”
section on page 2-8

Step 8

Install necessary PSOM server software.

See the “Prerequisite Installation for
PSOM Web Service and Connector Web
Service” section on page 2-12

OO0 OO0
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Task
Complete?
Task More Information (\/)
Step9 |Install Cisco Integration modules. See these documents: D
e Cisco Physical Access Manager
Integration Module for Cisco
Physical Security Operations
Manager
e Cisco IPICS Integration Module for
Cisco Physical Security Operations
Manager
e Cisco VSM 6.3 Integration Module
for Cisco Physical Security
Operations Manager
e Cisco VSM 7.0 Integration Module
for Cisco Physical Security
Operations Manager
[add landing page link]
Step10 |Install the PSOM client. See Chapter 3, “Installing PSOM”

Preparing a Windows 2008 R2 X64 machine for PSOM

~

Note  These instructions assume a blank Windows 2008 R2 X64 installation has taken place. The Windows

2008 R2 X64 setup disk is required.

Step 1 Install Server Roles:

a. Select Start > Administrative Tools > Server Manager.

b. Click Roles and then click Add Roles.

B, Server Manager

Ele  fction  Yiew  Help
| 2m B

g e [

5 gl Fesuiss
= Disgnostics
= i} configueation

4]

’t wiaw tha haalth of tha roles instaled on your sarver and add o
v features,

[ roses surmary Hep

<l Al ke

s Remove ficks

| Ll

4 Last Refrech: 10]15/2008 3:26:59 Ff Configure rafresh

c. On the Before you Begin screen, click Next.

d. On the Select Server Roles screen, select Application Server.

| oL-28434-01

Installing Cisco Physical Security Operations Manager Release 6.1 g



Chapter2  Preparing to Install PSOM |

M Summary of Deployment Steps

Add Roles Wizard

Select Server Roles

Befura You Bagin Select one or more roles ko install on this server.
EXTTE - o

Confirmation ————— - #pplication Server provides central
[ Active Directory Cefﬂ‘rcate Sermes Tsnagament & hactng o Figh-

Frogress L Achive Direckory Domain Services performance dstributed business

it L Active Directory Federation Servces applications such as those built with
|| Active Direckary Lighbweight Direckory Services Erkerprise Services and .NET
[ Active Directory Rights Management Services Framework 3.0,

e. At the popup window, click Add Required Features.

Add features required for Application Server?

‘fou cannot instal Application Server unless the required features are alzo installed.

Features: Description:
= NET Framework 3.0 Featues Microsoft NET Framewsork 3.0 combines the
power of the MET Framework 2.0 4Plz with
- NET Framemwork 30 . . new technologies for building applications
= Windows Process Activation Service that offer appealing user interf aces, protect
Process Model your customers” personal identity
MET Erwironment information, enable seamless and secue
Configuration AF1s communication, and provide the abiity tom..
| AddRequired Features |“ Cancel |
(1) Why are these features required?
3. qun %
f. On the Select Server Roles screen, select Web Server(I1S).
S I 1 1 IS L8 8 1 35 Y
Ruolas: Desoription:
ication Server I Erer— — - Web Server (TI5) provides a rekable,
Apgl L] Active Cirectory Certificate Services manageable, and scalable Web
Role Services U Active Directory Domain Servicas application infrastructure.
Con . | Acthee Directory Federation Services
hmetion [] active Directory Lightweight Directory Services
Progress [_| Active Directary Rights Management Services
Resuits [¥f] Application Server
] DHCP Server
[] ows server
L] Fax Server
[] Fie Services
] Metwark Polcy 2nd Access Services
] erink Services
A Terminal Services
LJ..DDJ—SH-\&E‘_
—
_| Windows Deployment Ssrvices

Step2  Click Next.

Step3  On the Application Server screen, click Next.

Installing Cisco Physical Security Operations Manager Release 6.1
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Add Roles Wizard

ﬁ; Application Server

oommm:w:wmwmmnammnhmmmmmm

vsvmum Mmmw

a5

i We recommend that you install Web Server (115) Suppart: if you plan to host destributed applcations bult
(WCF).

[Before You Bagin Introduction to Application Server
Server Roles
o s, derkRy m
e sudusthe rEIFrmmkau cou+,wabwtlu)mal,ﬂmmmm
Web Server (115) fRsuslolists
s i Instaling Application Server installs the .NET Framework 3.0 by default.
Confirmation using ASP.NET or Windows Communication Foundation
Progress
Additional Information
Results . —
Qverview of Apolication Server
Apphcation Server Rols Services
kcotion 5 Corfiqural

Summary of Deployment Steps

(&o\dwsl et > I [rsta | Cancel I
Step4  Select the required role services when prompted to Add Required Services: Application Server
Foundation, Web Server (IIS) Support, Distributed Transactions.
Step5  Click Next.
Add Roles Wizard
. Select Role Services
Before You Begin Selact the role services to install for Application Server:
Server Roles Role services: Description:
[/ Application Server Foundation Wstrbuted Tranzactions provides
[#] web Server (115) Support ;fmmwm ?xn;;w
ehmmmcete || iorman e e
- = B W N N esults in high-performance business
We:j:r: [H:) & Em;ﬁb:cmatm&rmc Support ;‘d P
TVICES redable.
[ Message Queving Activation
Confirmation [ TP activation
Frogress | depoes.\\ctwamn
Realts [v] Immamurmm
[ Cutgoing Remoke Transactions
[¥] wes-atomic Transactions
More sbouk role services
(&o\dwsl et > I [rsta | Cancel I
Step6  On the Server Authentication Certificate for SSL Encryption screen choose, the Create a self-signed
certificate for SSL encryption option and click Next.
' Create a seff-signed certificate for S5L encryption
This option is recommended for small-scale deployments or test scenarios only. After instaling WS5-AT, you
must manually install the certificate on clients that communicate with this server,
" Choose a certificate for S5L encryption later
This ankinm i vnmnmeneded § e mlan ba vnminck o cackifie ke Fraen o 8 and inneet B l2bee
Step 7 On the Web Server (IIS) screen, click Next.

0L-28434-01
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Add Roles Wizard E

Introduction to Web Server {115)

wubsevassemtwmmmelhsm:hmwwrmﬁw:m
computers and 'eh servers let you the Internet, or
through intranets and extranets. Tmmmmm;mmmmmmﬁ)?n a unified
weh:iufamummuemsm wﬁi NW dation, 115 7.0 akso Feak
enhanced security, C

Things to Note

| Using Windows System R ‘ ) can help ikabl servidng of Web
trmespeclalrvd'mtruanmmmlesmdtm

i The default instalation for the Web Server (115) role indudes the installation of role services that enable
you bo serve static conbent, make minor ¢ a5 default doc: and HTTP errors),
monktor and log server activity, and configure static content: compression.

Additional Information

(&o\dwsl et > I [rsta | Cancel I

Step8  Onthe Select Role Services screen, scroll down and select IIS 6 Management Compatibility, then click

Next.
Add Roles Wizard E

ﬁ’ Select Role Services

Before You Begin Select the role services to instal For Web Server (115):

Server Roles Role sarvices: Description:
lication Server Is6 ibi

Aonl [ Digest Authenkication -:J provides Forvward oulrpetlbtltv For
Role Services ll% ]C]:_‘H;_ Cﬁiﬁc;;s Naﬂ;':; Rut:en::zont_ wour appicatians and scripts that uss

. J iznt Certificate Mapping Authentication the bwo TIS APTs, Admin Base Object

Server Authentication Certficate [ URL Authorization {ABC) and Active Directory Sarvice

web Server (I15) [+ Regquest Fikring e sce WD el cequisa ez

[ Roeseves 1 P ond Dot Restons S 121N ETHD
— = [¥] Performance ’

Confirmation [V Static Conkent Compression

Progress [ Dymaric Cartent Compression

e B || Managerent Tools

[¥] 115 Manzgement Console
[¥] 115 Management Seripts and Tocks

[ 115 & WMl Compatibilicy
[ 115 & Scripting Tosls
[ 115 & Management Console
= || FTP Publshing Service
[ F1e Server
["] FTP Manzgement Canscle

IMore: about role services

< Previous | et = I Inistal Cancel

Step9  On the Confirm Installation Selections screen, click Install.
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x
.% Confirm Installation Selections
T
Before You Begin
To nstall the folowng roles, role services, or features, dick Install.
Server Roles
(i) 2
il i} 2informabonal messages below
Reoke Services I} Thes server might need to be restarted after the nstallation completes. =
Server Authentcaton Certficate =) Application Server
Web Server (115) MET Framework 1.5.1
Role Services Web Server (I15) Support
‘Windows Process Activation Service Support
IECTT HITP Acovaten
Progress Distributed Transactions
Incomng flemote Transactions
Rendts Outgoing Remote Transactons
We-Atome: Transactons
S50 cartcate : Crante & seif-sigrad certificate
= Web Server (IIS)
i) Find out more sbout Windows System Resource Manager (WSRM] and how it can help optimize
U usage
Web Server
Common HTTP Features
Stasc Content
Defaut Document =
Brin, ¢-mad, or sive s nformation
= [

The Application Server Role and IIS Server Role is now being initialized.

[admoieswaard x|
.S‘ Installation Results
T
Before Tou Begn i ’ - S
Server Roles

b v 1. 1warning, 1 informational messages below

Role Services Ji, Windows automatic updating is not enabled. To ensure that your newly-nstalled role o feature s 2
v A A sutomaticaly updated, turn on Windows Lipdate in Control Panel,

Wb Server (TI5) ~ Application Server @ tnstallation succeeded
T The folowing role services were instaled:

MLT Framework 3.5.1
Condrmaton Web Server (115) Support
s Windows Process Activation Service Support
HTTP Activation
EECEE | oobuced Trancactons
Incoming Remote Transacsons
Outgoing Remote Transactions
WS-Atomic Transactions
) To configure WS-Atomic Transactions, run the weatconfig.exe utlity in
c: { 3.0 Windoy

B et W3 g the
following cerificate thumborint for fhe SSL certificate:
424 15755454F 209080 ADABEFE 1 P85 2ACA IF 446
= Web Server (115) & installation succeeded
[ R ——— =|
Brint, ¢-mad, or save the rtallation repert

Step10  Windows 2008 R2 Server is now prepped to host PSOM Services. Click Close.

Verifying/Installing IIS 6 Management Compatibility

Step 1 To determine whether IIS 6 Management Compatibility is installed, take these actions:
a. Select Start > Administrative Tools > Server Manager.
b. In the Navigation pane, expand Roles and look at Roles Summary.

c. Scroll to the bottom of the window and, under Installed Role Services for Web Server, verify
whether IIS 6.0 Management Capability Components are installed.

If IIS 6.0 Management Capability Components are not installed, continue with this procedure.
Step2  Select Start > Administrative Tools > Server Manager.

Step3  In the navigation pane, expand Roles, right-click Web Server (IIS), and then click Add Role Services.

Installing Cisco Physical Security Operations Manager Release 6.1
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Step4  In the Select Role Services area, scroll to IIS 6 Management Capability.
Step5  Check these check boxes:
e IIS 6 Metabase Compatibility
e IIS 6 WMI Compatibility
e IIS 6 Management Console
Step6  Click Next.
Step 7 Click Install.
Step8  Click Close.

Verifying that .NET Framework is Installed

All PSOM 6.1 software requires .NET 4.0 SP1. You can check to see if you already have the correct
version of .NET Framework installed by clicking Start on your Windows desktop, choosing

Control Panel, and then selecting Programs and Features. When that window appears, scroll through
the list of applications. If you see Microsoft NET Framework 4 (Extended) listed, the correct version
is already installed and you do not need to install it again.

8 Add or Remove Programs =]
I
Currently installed programs: [T show updates Sork by IName vI
Ch ar -
iS5 Microsoft JWET Framewark 3.5 SP1 Size  28.17MB
Pr T
] -..?‘. Microsoft JMET Framewark 4 Client Profile Size  117.00MB
&' E Microsoft .NET Framework 4 Extended
Add Mew Click: suppork akion.
Programs
To change this programm ar r e it From wour computer, click Change/Remove. Change/Remave
ﬁ! 5 Microsoft CCR and DSS Runtime 2008 R2 Size  Z.42MB
Ad :
E‘:’, Microsoft Office 2003 Web Components Size  22.69MB

If you do not have Microsoft .NET Framework 4, you can download it here:
http://www.microsoft.com/download/en/details.aspx?id=17851

To obtain Microsoft .NET Framework 4 SP1, you can download it here:
http://www.microsoft.com/download/en/details.aspx?id=27757

Installing SQL Server 2008 R2
~

Note = When installing Microsoft SQL Server 2008 (or Microsoft SQL Server 2008 R2) for use with PSOM
there are three main settings that must be configured:

e The security mode must be set to Windows authentication mode

e The collation must be case insensitive (default)

Installing Cisco Physical Security Operations Manager Release 6.1
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Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

Step 15

Summary of Deployment Steps W

e SQL Server and SQL Server Agent must be automatically started when the Windows server machine
is started

To install SQL Server 2008 R2:

Procedure

Launch the installation of SQL Server 2008 R2.

Examine the Requirements and Release Note Documentation section, then click Installation.

%% SQL Server Installation Center

Planning F ']i,l Hardware and Software Requirements

Tnstalation View the hardware and software requirements.
Maintenance = Security Documentation

Toals View the security documentation,

Resources =2 Online Release Notes

Advanced View the latest information about the release.

At the Installation window, click Installation or add features to an existing installation to start the
SQL Server installation.

Install any necessary software in the Setup Support Rules window and click OK.
Enter the product key and click Next.

Accept the license terms and click Next.

At the Setup Support Files window, click Install.

When the installation completes, click Next.

At the Setup Role window, select SQL Server Feature Installation.

On the Feature Selection window, select Database Engine Services, Client Tools Connectivity, Client
Tools Backwards Compatibility and Management Tools — Complete, and then click Next.

On the Instance Configuration window select Default instance and accept the default directory unless
a default SQL Server has already been installed. If a default SQL Server has already been installed then
create a named instance and provide the default directory path.

Review information on the Disk Space Requirements window and click Next.
On the Server Configuration window, click the Service Accounts tab.

a. Enter NT AUTHORITY\SYSTEM in the Account Name field for both SQL Server Agent and
SQL Server Database Engine.

b. Select Automatic from the Startup Type field for both SQL Server Agent and SQL Server
Database Engine.

Click the Collation tab in the Server Configuration window, then click Customize and select
SQL_Latinl_General_CP1_CI_AS and click Next.

In the Database Engine Configuration screen, click the Account Provisioning tab.
a. Select the Windows authentication mode option.
b. Click Add Current User to add the current user to SQL Server sysadmin.

c. Click Add... to include additional Windows NT users (or groups) in the sysadmin group.

| oL-28434-01
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~

Note It is recommended that you add the local Administrators group to the sysadmin group.

g
Database Engine Configuration
Specify Database Engine authentication security mode, ini s and data directories,
Setup Support Rules ] Data Drectories | FILESTREAM
Installation Type
Product Key Specify the authentication mode and administrators for the Database Engine.
License Terms. Authenti Mode
Feature Selection (_G' Windows authentication mode ]
n oraten " Mixed Mode (SQL Server ication and ication)
Disk Space Requirements
Server Configuration Built-in SQL Server system ad; account
Database Engine C: Enter password: |
Eociond Ussge Repotiog Confirm password: I
Installation Rules
Ready to Instal Specify SQL Server administrators-
Installation Progress 3
Complete

Add Current User

< Back I Next > | Cancel | Help |
4

Step16 If you have multiple disks, click the Data Directories tab on the Database Engine Configuration
window. From this tab you can select appropriate directories.

Installing Cisco Physical Security Operations Manager Release 6.1
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Step 17
Step 18
Step 19
Step 20
Step 21
Step 22
Step 23

~

4 SQL Server 2008 Setup )

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Summary of Deployment Steps

Setup Support Rules
Installation Type
Product Key

License Terms

Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration

base Engine C
Error and Usage Reporting
Installation Rules
Ready to Install
Installation Progress
Complete

Account Provisioning | Data

Data root directory:

System database directory: C:\Program Files\Microsoft SQL Server\MSSQL10.INST1\MSSQL\Data
Userdatabase directory:

Userdatabase|og directory: |c:\°rogran Files\Microsoft SQU Server\MSSQL 10, INST1\MSSQL \Data

Temp DB directory:
Temp DB log directory:

Backup directory:

| Fresmrean |

[+ \Program Files\Microsoft SQU server\

|C: \Program Files\Microsoft SQL Server\MSSOL 10, INST1WMSSQL\Data

IC: \Program Files\Microsoft SQL Server\MSSQL 10, INST 1\WM55QL \Data

IC: \Program Files\Microsoft SQL Server\MSSQL 10.INST1WMSSQL\Data

bbbl L

|C:\°rogran Files\Microsoft SQL Server\MSSOL 10, INST 1YMSSQL\Badkup

< Back I! Next > !I Cancel Help
4

Note  You may have higher database performance if the Temp DB directory and Temp DB log
directory are on different a drive than the User database directory.
Click Next.

Select the appropriate level of reporting from the Error and Usage Reporting window and click Next.

Click Next at the Installation Rules window.

Click Install at the Ready to Install window.

Click Next at the Installation Progress window.

Click Close at the Complete window.

Install Server Pack 1 for SQL Server 2008.

a.

Launch the installation, click Next at the Welcome screen, and accept licensing terms and click

Next.

On the Select Features window, click Select All and click Next.

On the Check Files In Use window, wait for the check to complete and click Next. You can click
Stop Check if you want to halt the verification process.

On the Ready to Update window, click Update.

Click Next when the update is complete.

Click Close to finish the update.

| oL-28434-01
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Prerequisite Installation for PSOM Web Service and Connector Web Service

For Integration Module wizards to function properly, additional Microsoft-based programs need to be

installed.

These Microsoft updates are included in the SQL Prerequisite folder on the PSOM setup disk and should
be installed before the PSOM Web Service or Connector Web Service are installed. The subdirectory
(x64) contains the necessary installation for the 64bit(x64) Windows operating systems.

B SQLPrerequisite

(ol x|
‘@(_\)v | + 5.0.1028.3 + SQLPrerequisite + * [ [s== 2]
Organize v = Views v [nExplore 23, Share @Bum '@'
Name = |v| Date modified |v| Type |v| Size |v| Tags
Folders ~ . 64 10/2%/200% 7:54... File Folder
L xB6 10,/29/2009 7:54... File Folder
Bl 5.0.1028.3 ;I | readme. txt 10/25/2005 7:32... Text Document I 0KB
. 3rdPartyPluginHost J
. X886
. VideoAdaptorInstallers ;I 4 | _;I
%86 File Folder Date modified: 10,/29/2009 7:54 AM

To verify your operating system, select Start > Computer, right-click and select Properties. Examine

the Properties window to ensure that you are operating a 64-bit Windows 2008 operating system. The
next example shows the Properties window for a 64-bit Windows operating system.

Execute the files in the x64 directory.

CY ) B -

L\ ) [® - ConwelPand - System
Tasks

# Device Manager

¥ Remate settngs

¥ Advanced system settngs

View basic information about your computer
Windows edition

=101.x|

- | EER

Windows Server @ Enterprise
Copyright £ 2007 Mcrosoft Corporation. Al rights reserved.

Service Pack 1 J'{'U
— =
System
Processce: Intel(R) Core(TMI2 Quad CPU - Q6600 @ 2.40GHZ 239Gz
Memory (RAM): 50068
‘ System type: G4+t Operating System ]
Comgaiter name, domain, and workgroup settngs
Computer rame; PA-2008%64-1 W Change settings
Full computer name: P-2008X64- 1.us. proxamex, corp
Computer descriphon: Windows server 2008 w64
Damain:

Windaws activation

Windows is activated ;& or e i]
Product 1Dz S5041-222-1563436-T6151  (fChange product key gmw .
See abo ot
‘Windows Lipdate

L. RO CO D

|eam more online....

L

The following example shows the contents of the x64 directory.
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[ i
P

- = - cearch o)

‘G\_F | .~ 5.0.1028,3 ~ SQLPrerequisite = X564 -~ [ [searc 2]
Organize v 55 views v () Bum @
MName = |v| Date modified |v| Type

Folders v (B msumis x64ms 10/28/2000 3:52... Windo
ﬁlSharEdManagEmEntOhJEdE.rnsi 10/28/2005 3:53... Windo

5.0.1028.3 -]

ﬂSQLSysCIrTypes.msl 10/28/2009 3:55... Windo

3rdPartyPluginHost
others
SQLPrerequisite
x64

x86
VideoAdaptorinstallers = 4| |

3 items

The following table lists the files and the order in which they should be executed.

Table 2-2

File Description

msxml6_x64.msi Search for Microsoft Core XML Services (MSXML) 6.0.
SQLSysClrTypes.msi Search for Microsoft SQL Server System CLR Types.
SharedManagementObjects.msi |Search for Microsoft SQL Server 2008 Management Objects.

Changing Application and System Log File Settings

Note

Step 1

Step 2
Step 3

Logging information for the PSOM Services nd the Microsoft SOAP Toolkit is sent to the Windows
Event Viewer. In the Application Log you will find information about the status of the service (during
startup and shutdown), and warnings or errors if something goes wrong. The default Application Log
size may be too small for your application. The default size of the System Log might also be too small.
To avoid errors, you should increase the size of both logs to 5012 KB. In addition, the Overwrite as
Needed option is recommended to insure that no recent events are lost.

These steps should be performed on the Windows 2008R2 (x64 only) machine that is running PSOM
Services.

To change Application and System log file settings:

Use the Run command in the Start menu to launch the Event Viewer by running eventvwr.msc or by
running the command eventvwr.exe from a cmd window.

Select Application from the treeview.

Select Properties from the Action menu.

| oL-28434-01
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Step 4
Step 5
Step 6
Step 7

Application Properties

General | Fitter

Display name: Application

Mazimum log size: | 50561 E:% KB
When maximum log size is reached:

(=) Overwrite events as needed
(C) Overwrite events older than days

(7 Do not averwrite events
{clear log manually)

[ Using a low-speed connection

Log name: CAWINDOW S system 32 config'App Event. Evt
Size: 512.0 KB (524,288 bytes)
Created: Wednesday, December 20, 2006 4:48:12 FM
Madffied: Friday, January 05, 2007 8:13:43 AM
Accessed: Friday, January 05, 2007 8:13:43 AM

Log size

[ ok ][ cance |

Aoply |

Change the Maximum log size to fit your environment. A log of 5012 KB is recommended.

Select Overwrite events as needed option.

Click OK.

Repeat for the System log except select System from the treeview in the Event Viewer.

l_ Installing Cisco Physical Security Operations Manager Release 6.1
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CHAPTER

Installing PSOM

If you are installing PSOM for the first time, follow the instructions in this chapter to install the PSOM
Services and PSOM Consoles.

If you are upgrading from a previous release of PSOM, see Chapter 2, “Upgrading PSOM.”.
This document includes these topics:

¢ Installing PSOM, page 3-1

¢ (Changing the Database Password, page 3-24

e Configuring Video Display, page 3-25

e Logging On or Off, page 3-26

e Viewing and Updating Your License Key, page 3-27

¢ Integrating Microsoft Bing Maps, page 3-27

Installing PSOM

Step 1
Step 2

Step 3
Step 4
Step 5

This section covers the steps, in the appropriate order, for installing PSOM.

To install PSOM, follow these steps:

Procedure

Copy over the file to locally accessible drive.

Verify that SQL Server and SQL Server Agent are started by selecting Start > Administrative Tools >
Services and locating the SQL Server (MSSQLSERVER) and SQL Server Agent (MSSQLSERVER) in
the list.

£ S0L Full hext Fllher Daemon Launcher (MSSQLSERVER) Service to la...  Started
SQL Sery 3l

S0 HEVE! el T ..
). SQL Server (SQLEXPRESS) Provides stor... Started

£ SQL Server Active Directory Helper Enables inte...

£ 50L Server Agent (MSSQLSERVER) Executes job... €Started)
4. SQL Server Browser Provides SQL...

4. 5QL Server Integration Services 10.0 Provides ma.. Started

Install PSOM Repository. See the “Installing PSOM Repository” section on page 3-2.
Install PSOM Web Service. Se the “Installing PSOM Web Service” section on page 3-4.

Install Connector Web Service. See the “Installing the Connector Web Service” section on page 3-17

| oL-28434-01
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Step 6

Step 7
Step 8
Step 9
Step 10

Install PSOM Integration Modules. See documentation for the specific Integration Modules you are
using.

Install PSOM Services. See the “Installing PSOM Services” section on page 3-8.
Install PSOM Consoles. See the “Installing PSOM Consoles” section on page 3-23.
Install PSOM User Services. See the “Installing PSOM User Services” section on page 3-24.

Install the help systems for the Operation Console and Administration Console by double-clicking the
PxDocSetup.msi files. The help systems must be installed on the machine where
PxWebServiceSetup.msi was installed. Accept all default settings and proceed through installation.
Click Close at the end.

Installing PSOM Repository

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

To install PSOM Repository, follow these steps:

Procedure

Double-click the PxDatabaseSetup.msi file.

~

Note If you’re running in a clustered environment, make sure that you’re running the setup in the
active machine node.

Click Next.

Click I agree for the license agreement and click Next.

i'é“ Proximes Surveillint Database !E E

SQAL Server Information A

Flease specify the following SOL Server related information

SOL Server Mame:
==

Datsbase Name:
IPrnximEth

Database File Location:
IE YProgram FileghMicrosoft SOL ServersMSSELAData

Cancel | < Back | i Nest> I

On the SQL Server Information screen, enter the SQL Server Name\Instance Name in the SQL Server
Name field. For a cluster environment, enter the Virtual SQL Server\Instance Name.

Do not change the database name in the Database Name field.

Enter the directory where you want database files stored in the Database File Location field. Make sure
that this directory already exists in the Windows server directory structure before you click Next.

Click Next.

Installing Cisco Physical Security Operations Manager Release 6.1
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i'é“ Proximex Surveillint Database ==

Install Demo Velocity A

“would you like to install a demo Velocity database?

¥ “esl Please install the sample db

ool | <ok | [T

Step8  If you want to install the sample database, check the Yes! option. If you choose to install the demo
database it will be created in the same directory as was specified for ProximexDB.

Step9  Determine whether you want a new database installation, or if you want to upgrade an existing (5.1
version) database installation. Selecting New overwrites the existing database installation. Selecting
Upgrade preserves your PSOM configurations (sensors, areas, zones, rules, etc.) while upgrading it to
the latest database schema.

~

Note Upgrading will upgrade database schema, business logic and alert tasks to 6.1.

Step10 Click Next.

i'é‘- Proximex surveillint Database [_ 100 =]

Select Installation Folder A

The installer will install Proximes Surveilint Database to the following folder.

Ta installin this folder, click "Mewt”. To install to a different Folder, enter it below or click "Browse"

Folder

C:“Program Files\Proximes', Browse... |
Disk Cost... |

Inztall Prowimex Surveilint Databage for yourzelf, or for anpone who uges this computer.

* Everyone

€ Just me

Cancel | < Back | i Mest> I

Step11  Click Next to accept the default installation directory.

Step12 Click Next on the Confirm Installation screen to continue with installation.

>
Note  You can verify installation by opening SQL Server Management Studio, connecting to SQL

Server using the sa username (sa password), and validating that the user PROXIMEX_SYS has
been created. Also, execute this command:

use ProximexDb
go

Installing Cisco Physical Security Operations Manager Release 6.1
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Select DATEADD (hour, DATEDIFF (hour, GETUTCDATE(), GETDATE()), LUTime)
InstallTime, * From PxVersion

g0

Validate that the InstallTime column as outlined above matches the time that the installation took
place.

Installing PSOM Web Service

To install PSOM Web Service, follow these steps:

Procedure

Step1  Install the Wizard Prerequisite Check by double-clicking the PxWizardPrereq.msi file.

The following window appears after the installation completes.

@ Preregquisite SIIEIRstalls: Qﬂ

Please follow the link to review and install the prerequisites as needed.

iClick here ko open the Prerequisite Instal pags i

Is [Microsoft SGL Server 2008 Management Objects] installed?® ¥ Please instal if unchecked

7
Is [3QL Server Syskem CLR Types] installad? | | e e

Method  Step Status Message Task
2 InitializationCheck
resetPar,.,  PrograminstalCheck @ Success 0L Server Syskem CLR Types is found to be... Task_Prereq
resetPar,., PrograminstalCheck @ Success Microsoft SQL Server 2008 Management Obj... Task_Prereq

Initialization successFul, Task_Prereq

Record 10f 3 (L)

Details. .. | Einish | Cancel |

If the Please install if unchecked options are greyed, then the required components have already been
installed on the machine. In this case, click Finish to finalize the installation.

If these options are not greyed, then click the link to open the Prerequisite Install page and view detailed
information about Microsoft components that need to be installed on this machine.

Step2  Right-click the PxWebServiceSetup.bat file and select Run as administrator.

Installing Cisco Physical Security Operations Manager Release 6.1
m. 0L-28434-01 |



| Chapter3 Installing PSOM

Installing PSOM

Step3  Click Next.

Step4  Accept the license agreement and click Next.

Step5 In the Select Installation Address window, leave the default values and click Next.
Step6  Click Next in the Confirm Installation window.

Step7  If the PSOM Repository (ProximexDB) is not installed on this machine, the following window appears.

] Proximex Database Connection

Method Step Status HMessage Task
M Timr 6 S imonion e syt
Record 1of 1
— cos

Click Finish if this window appears, and click Finish again. Then double-click the
PxWebServiceWizard.exe file located in the C:\Inetpub\wwwroot\ProximexWS\Bin\PxWebService.exe
directory. Then rerun the PSOM Web Service installation (PxWebServiceSetup.misi file).

See the “Changing the Configuration of the PSOM Web Service” section in Administering Cisco
Physical Security Operations Manager for details.

Step8  If the PSOM Repository (ProximexDB) is installed on this machine, the following window appears.

Installing Cisco Physical Security Operations Manager Release 6.1
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" Database/Gonnectin Qa

Specify Parameters for Web Service Database Connection

Enter name of the SQL Server for Web Service Klocal]

Mirrar SQL Server name, if any, else leave blank I

Enter database name for web Service

Checkialli=clczate Ponatll=zy ™ Uncheck to usejcreate Local user

Name of windows user (omit domain prefix) for database IPXWBbServiceUser
connection

Enter the password for the user specified for update Iwwwww

Enter the connection timeout for the database connection |15

Method  Step Status Message Task

[ Initialize: InitializationCheck

Record 1of 1

Details... | Help Skip Step Cancel

Step9  Enter the name of the SQL Server that is hosting the PSOM Repository in the Enter name of the SQL
Server for Web Service field. Normally this is the local machine name unless the PSOM Repository is
located on a different server.

Step10 If you are using a mirrored database, enter the name of the mirrored SQL Server in the Mirror SQL
Server name field. Otherwise, leave this field blank.

Step11  Leave the value of the Enter database name for Web Service field set to ProximexDb unless you have
customized the name of the PSOM Repository.

Step12 If you are using a domain Windows user for the connection to PSOM Repository, select the Check to
use/create Domain User option. Otherwise, leave this option unchecked to use a local Windows user
for access to the Repository.

~

Note  If you do not have permission to create a local or domain Windows user, this step will fail. You
must then create the user account manually and re-run this wizard.

Step13  Enter the name of the local or domain Windows user to be used for accessing PSOM Repository in the
Name of windows user for database connection field. Do not include the domain name or machine
name. The default value is PxWebServiceUser.

Step14 In the Enter the password for the user specified for update field, enter the corresponding password.

Step15 In the Enter the connection timeout for the database connection field, enter the number of seconds
to wait for a response from the database. The default is 30 seconds.

Step16  Click Next. The following window appears.

Installing Cisco Physical Security Operations Manager Release 6.1
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I Web Service Lontiguration aa
Specify Miscellaneous Settings for Web Service
hoose a logging level for the Web Service j
C_hack to enable Active Directory Client WS authentication a k.a. ]
Single-Sign-on
Method  Step Status Message
3 InitializationCheck 5 55 Initi i
Run DisableLogging @ Success Logging DISABLED For application[Proximesx... IISHelper
Run WalidatePassword @ Success Supplied passwaord For User [PxiebService... IISHelper
Run PasswordChedk @ Success Password matches existing for user [Pxiwe. .. ADHelper
Run ‘alidateDbhersion @ Success wersion comparison is successful, wizardyve..,  Task_Surveilinbw's |
Run WalidatenTUser @ Success Successfully added windows user [Pxwebs...  Task_Createsgl...
Run Addwindowslser. .. @ Success Login [PX-C100-DEMOLPawebServicelser ... SglServerHelper
Run Addwindowslser, .. @ Success Solserver [] connection successful, SqlServerHelper
Run WalidateMTUser @ Success Successfully added windows user [Pxwebs...  Task_Createsgl...
Run Addwindowslser, .. @ Success User [P¥-C100-DEMO1 PriwebServicellzer]... SglServerHelper
Run Addwindowslser. .. @ Success Login [PX-C100-DEMOLPawebServicelser ... SglServerHelper
Run Removeiindows. .. @ Success Database User [PX-C100-DEMO1IPxWWeb3e. .. SglServerHelper
Run Removeiindows. .. @ Success Database User [PX-C100-DEMO1IPxWWeb3e... SglServerHelper
Run Removeiindows. .. @ Success Database [ProximexDb] check successful 0., SglServerHelper !

Record 1 of 22 | | e
Details. .. | Help | << Back | Finish I Cancel |

Step17 Select the desired level of logging for the PSOM Web Service from the Choose a logging level for the
Web Service field. Choices include: Debug, Info, Warn, Error, or Fatal.

Step18  If you want to use Active Directory for user authentication, select the Check to enable Active Directory
Client WS authentication option. By default, Active Directory is not used for user authentication by
PSOM or the Web Service.

Step19 Click Finish, click OK when prompted, and click Close at the final screen.

Step20 If you want to verify installation, open the Service Manager by clicking Start > Administrative Tools
> Services, and verify that the World Wide Web Publishing Service is running.

File  Action Yiew Help

> |EERB|E@E> » = 1 =
5 Services (Local) Services (Local)

Select an item to view its description, Hame _/ | Deseription | Skabus | Startup Type [ LogOn as
%indnws Management Instrumentation Driver Ext... Monitors all... Manual Local System
%Wlndows Presentation Foundation Font Cache 3.,..  Optimizes ... Manual Local Service
%Windows Remote Management (WS-Management)  Allows acc...  Starked Autornatic Metwark 5.,
%Windows Tirne Maintains d...  Started Automatic Local Service
%Windows User Made Criver Framewark Enables 'Wi... Manual Local Service
%WinHTTP wieb Proxy Auto-Discovery Service Implement... Manual Local Service
%eraless Configuration Enables au,,, Started Aukomatic Local System
%WMI Performance Adapter Provides p... Manual Local System
%World Wide Web Publishing Service Provides W.., Started Automatic Local System
| | o

Extended A Standard /'

| [
Step21  Open Internet Explorer or other web browser and navigate to this url:
http://localhost/proximexws/proximexws.asmx.

Installing Cisco Physical Security Operations Manager Release 6.1
[ oL-28434-01 .m



Chapter3  Installing PSOM |

Ml Installing PSOM

ﬁ'ProximexWS YWeb Service - Windows Internet Explorer =] E3

@.‘ y - Ié. http: filacalhost/proximesaas proximesiws, asmx j || X ILivaSaarch J=Rbs

e o (& Proximestws Web Sarvice - ) - d=h - |:-hPage » {C} Tools - >

ProximexWs

The following operations are supported. For a formal definition, please review the Service Description.

+ AddlicenseKe

+ AddResourceToSecurityResourceGrou

+ AddSensor¥iew

» AddUserToSecurityGroup

® Assi WFToAlert

» CameraControl
» ChecklicCounts
» CheckSensorHasRule

» ClearTrackinglocationsByDeviceID

» ClearTrackingTrailsByDeviceID

If you do not see this page, the ASP.NET has not been correctly set up on the server. Make sure to allow
Anonymous Updates and confirm that the .NET framework has been Allowed to function in IIS.

Installing PSOM Services
%4

Note  You must be a member of the local Administrators group to launch Services Configuration. In fact, it is
recommended that you create a dedicated Windows or Active Directory Domain account to run the
installation of PSOM Services instead of using the "Local System" account.

To install PSOM Services:, follow these steps:

Procedure

Step1  Double-click the PxManagedServicesSetup.msi file.

a~

Note  Microsoft PowerShell 2.0 is required to install PSOM Services.

The Welcome window appears.
Step2  Click Next and click Next again to accept the license agreement.
The Custom Setup window appears.

Step3  In the Custom Setup window, choose individual service components to install. By default, all service
components are selected.

Step4d  Accept the default installation folder and click Next.
Step5  In the Ready to Install window, click Install to begin installation.

The Services Configuration window appears

Installing Cisco Physical Security Operations Manager Release 6.1
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In the Services account information area, select Local System Account to use the default account to run
PSOM Services.

If you want to specify a different user account, make sure the account meets the following criteria:
e Belongs to the local Administrators group
e Has permission to SQL Server database through Integrated Windows Security
e Has permission to Run as service

To ensure the account has the Run as service permission, you need to launch the Local Security Settings
window, select Local Policies > User Rights Assignment, and double-click Log on as a service.

=101 x|
Bl Adion Wew Help

o B@E XS B

-@ Security Settings Policy / [m i ..

e (8 Account Policies

@18 Security Options
- Public Key Policies
-] Software Restriction Policies
e, 1P Security Policies on Local Computer

#g]Force shutdown from a remote sy...

#g]Increase scheduling priority
#%]Load and unload desice drivers
EiﬂLock pages in memory

ﬁ_ﬂLog on as a bakch job
] Log on AS & Service
“ﬁﬂ Manage suditing and security log

Administrabors

= Local Policies ] Generate security audits LOCAL SERVICE,NE...
(9 Audt Ff°|"Y ) &%) Impersonate a client after authen... 115_WPG,ASPHET,A...
{8 User Rights Assignment Administrators

Administrators

LOCAL SERVICE,PR...
NETV WICE...
Administrabors |

When specifying a user account, select Specific User Account and enter:

¢ The name of the user account on the Windows Server that PSOM Services will use to perform
administrative functions in the Service Account field.

e The password for that service account in the Password field.

Step6  In the Services Configuration window, click Next or 2 — Connections to configure connections to the
PSOM Repository and PSOM Web Service. In the Database tab of the Configure Connections area:
e The Database Server field contains localhost unless you installed PSOM Repository on a different
machine in the network. In this case, enter the IP address or server name of the machine where
PSOM Repository is installed.
e The Database field contains ProximexDb, unless there is a reason to change the name of the PSOM
Repository.
e The Port field contains the port number under which the Repository runs.
¢ The Default Timeout field contains the number of seconds the Managed Services will wait for a
response from the PSOM Repository.
e If you are using a mirrored database, click Mirror DB server and enter the IP address or server
name of the machine where the mirrored database resides.
e If you want to use Microsoft SQL Server authentication for the PSOM Repository, check the Use
SQL Authentication option. Then enter the SQL user login and password in the fields provided.
PSOM Services can use both the Integrated Security mode and SQL Server security mode for
connections. Ensure that SQL Server allows the connection mode you specified.
>
Note  When you click Test Connection on the Database tab, your current Windows account is used
to authenticate the SQL Server and SQL database.
Step7  Click the Web Service tab in the Configure Connections area. In this tab:
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Note

Clic

The WS Server field contains localhost unless you installed PSOM Web Service on a different
machine in the network. In this case, enter the IP address or server name of the machine where you
installed PSOM Web Service.

The Service Port field contains the port number at which the PSOM Web Service should listen for
communications. The default is 80.

If you are configuring redundant PSOM Web Services, check the Secondary WS Server(s) option
and enter the IP addresses or server names of backup PSOM Web Services, separated by commas.

If SSL (Secure Sockets Layer) is enabled for Web Services, check the Secured Connection option
to make sure the Managed Services use SSL (HTTP over SSL) to connect to the PSOM Web Service.
This setting applies to all configured PSOM Web Services.

The SysUser Password field contains the administrative password for the machine where the PSOM
Web Service is installed. To change the SysUser password, enter a new password and click Set
Password. If you change the SysUser password, you must update all Managed Services and User
Services to use the new password.

If SSL is configured, the only way to connect to PSOM components is via HTTPS. Therefore,
all links need to be updated. For example:

Web Access URL—https://hostname/pxwebaccess
Connector Plugin Pages URL—https://localhost/PxConnectorWS/PluginPages/default.aspx

Further, when logging into PSOM Consoles, users must check the Use HTTPS connection
option.

k Test Connection to verify settings.

Step8  Click the Connector Web Service tab in the Configure Connections area. In this tab:

Step9 Clic

The ConnectorWS Primary Server(s) field contains localhost unless you installed PSOM
Connector Web Service on a different machine in the network. In this case, click Add Primary and
enter the IP address or server name of the machine where you installed PSOM Connector Web
Service.

If you have installed failover Connector Web Services, click Add Secondary and enter the IP
address or server name of the machine where you installed the PSOM Connector Web Service in the
New Server Location dialog.

Specify the maximum number of times PSOM will attempt to connect to the primary Connector Web
Service in the Maximum Retry field. After this, PSOM will either manually or automatically
failover to secondary Connector Web Services.

By default, PSOM is configured so that failover to a secondary Connector Web Service is performed
manually. If you want failover to be performed automatically, uncheck the Is Manual Fail Over
option.

If you want to manually failover the Connector Web Service, click Update Connector. In the Select
Fail Over ConnectorWS nodes dialog, select the primary node from which to failover, and the
secondary node to which to failover. Click OK.

k Next or select 3 - Business Logic SDK in the Services Configuration window.

If you have preconfigured business logic to deploy for PSOM, click Browse in the Business Logic SDK
Deployment Configuration window and select the business logic SDK activity package (.zip extension)

and

click Deploy. If you want to reverse deployment for the SDK activity package, click Undeploy.

Installing Cisco Physical Security Operations Manager Release 6.1
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Click Next or select 4 - Health Diagnostics in the Services Configuration window. On the General tab
of the Health Diagnostics Services Configuration window:

e The Service Port field contains the port number at which the Health Diagnostics Services should
listen for communications. The default is 8011.

e Enter how often (in seconds) the Health Diagnostics Services should check the status of PSOM
Services in the Polling every x seconds field.

Click the Agents tab in the Health Diagnostics Services area and select an agent from the list to
configure settings for it. You must click Save to store configuration changes for an agent before you can
make the changes to the actual health monitoring agent.

Table 3-1

Health Diagnostics Agent Configuration

Agent

Configuration

Database Connectivity Agent

Threshold for Database Connectivity Test

Enter the threshold (in milliseconds) that determines whether
PSOM Services can connect with the PSOM Repository. The
default is 60000 milliseconds.

IIS Worker Process Monitor
Agent

Upper Threshold for Total RAM Usage Test

Enter the threshold (in megabytes) that determines whether the
maximum amount of RAM is being consumed by PSOM. The
default is 4000 megabytes.

Managed Services: Services
Availability Monitor Agents

Interval for Services Offline Re-Notification

Enter the number of hours that should pass before another
notification should be sent that services are offline. The default is 2
hours.

Include Availability Tests for User Services?
Select True if you want to provide service availability data
collected by Managed Services to PSOM User Services.

Managed Services: Total RAM
Usage Monitor Agents

Threshold for Managed Services (Non Users Services) Total
RAM Usage

Enter the maximum amount of RAM (in megabytes) that Managed
Services can consume. The default is 6000 megabytes.

Threshold for User Services Total RAM Usage
Enter the maximum amount of RAM (in megabytes) that User
Services can consume. The default is 2000 megabytes.

Monitoring Services: Alert
Creation WS Response Time
Monitor Agent

Upper Threshold for WS: Alert Creation response time
Enter the maximum amount of time (in milliseconds) that should be
allowed for alert creation. The default is 800 milliseconds.

Monitoring Services: Connector
WS Monitor Agent

Upper Threshold for Connector WS Plugin: Response Time
Enter the maximum amount of time (in milliseconds) that should be
allowed for an Integration Module to respond. The default is 10000
milliseconds.

Upper Threshold for Connector WS Host: Response Time
Enter the maximum amount of time (in millisecond) that should be
allowed for the Connector Web Service to respond. The default is
5000 milliseconds.
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Managed Services: Services Interval for Services Offline Re-Notification

Availability Monitor Agents Enter the number of hours that should pass before another
notification should be sent that services are offline. The default is 2
hours.

Include Availability Tests for User Services?
Select True if you want to provide service availability data
collected by Managed Services to PSOM User Services.

Managed Services: Total RAM  Threshold for Managed Services (Non Users Services) Total
Usage Monitor Agents RAM Usage

Enter the maximum amount of RAM (in megabytes) that Managed

Services can consume. The defaultis 6000 megabytes.

Threshold for User Services Total RAM Usage
Enter the maximum amount of RAM (in megabytes) that User
Services can consume. The default is 2000 megabytes.

Monitoring Services: Alert Upper Threshold for WS: Alert Creation response time
Creation WS Response Time Enter the maximum amount of time (in milliseconds) that should be
Monitor Agent allowed for alert creation. The default is 800 milliseconds.

Monitoring Services: Connector |Upper Threshold for Connector WS Plugin: Response Time
WS Monitor Agent Enter the maximum amount of time (in milliseconds) that should be
allowed for an Integration Module to respond. The default is 10000
milliseconds.

Upper Threshold for Connector WS Host: Response Time
Enter the maximum amount of time (in millisecond) that should be
allowed for the Connector Web Service to respond. The default is
5000 milliseconds.

Installing Cisco Physical Security Operations Manager Release 6.1
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Table 3-1
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Health Diagnostics Agent Configuration (continued)

Agent

Configuration

System: Physical Disk Usage
Monitor Agents

Threshold for Average Disk Queue Length
Enter the average number of requests to read data from the physical
disk that will trigger an alarm. The default is 30000 requests.

Threshold for Average Disk Read Time
Enter the average disk read time (in milliseconds) that will trigger
an alarm. The default is 5000ms.

Threshold for Average Disk Write Queue Length
Enter the average number of requests to write data to the physical
disk that will trigger an alarm. The default is 30000 requests.

Threshold for Average Disk Write Time
Enter the average disk write time (in milliseconds) that will trigger
an alarm. The default is 5000ms.

System: Remaining RAM
Monitor Agent

Lower Limit for Available System RAM Test

Enter the amount of RAM that must remain available (in
megabytes); if the amount of RAM drops below this number, an
alert is triggered.

Web Access: Connectivity Agent

Enable Web Access Connectivity Test
Whether or not to enable a test of connectivity to Web Access.

Web Services: Connectivity
Agent

Threshold for Web Services Connectivity Test

Enter the maximum amount of time (in milliseconds) that is allowed
for connections to the Web Service before an alert is issued. The
default is 15000ms.

Click the Notifications tab in the Health Diagnostics Services area and select a notification from the list
to configure settings for it. Click Save to store configuration changes.

Table 3-2

Health Monitoring Notification Configuration

Agent

Configuration

Admin Alerts: Administrative
Alert Dispatcher

Create Admin Alert when severity is or more than: Enter the
severity level at which an administrative alert should be created in
PSOM; for example, Warning.

Click Next or select S - Bus Services in the Services Configuration window and in the Bus Services

Configuration area:

e The Service Port field contains the port number under which PSOM Services run.

e The Response Workflow tab provides an option for automatically starting Response Workflows
upon alert dispatch; check the Auto start Response Workflow after dispatch option.

e The Advanced tab shows various polling interval settings at which PSOM Services are polled for
general health (the Services Health Check Polling Interval field) as well as the interval at which
PSOM polls for business logic after an alert has occurred (the Post-Alert Business Logic Polling

Interval).
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Step 15

Step 16

A shorter polling interval for the Post-Alert Business Logic Polling Interval can improve the
response time for Alert Business Logic, but it will negatively impact CPU performance and database
response on the host machine.

It is not recommended that you change settings on the Advanced tab unless directed by Customer
Support.

The Connector Registration Poll Interval shows the interval at which the Bus Services updates
commands and sensor type registration for connectors. A shorter polling interval will generally
improve the response time for the system to discover and import new or updated sensor types and
commands, but it will negatively impact the CPU performance and connector performance on the
host machine.

e The On-Demand tab can be used to instantly refresh the Integration Module registrations cached by
this instance of Bus Services. Integration Modules access third-party systems integrated with
PSOM. Simply click the Update Connector Registrations button.

Click Next or select 6 - Business Logic in the Services Configuration window.

On the General tab of the Business Logic Services window, the Service Port field contains the port
number under which PSOM Business Logic Core Services run.

On the Advanced tab of the Business Logic Services window, check the Enable support for response
business logic if you want to allow PSOM to execute Response Business Logic.

a~

Note It is not recommended that you change settings on the Advanced tab unless directed by
Customer Support.

Click Next or select 7 - Caching in the Services Configuration window.

The PSOM Caching Service speeds up business logic execution by caching monitoring hierarchy and
sensor map information.

In the Configure Caching Services area:

¢ The General tab allows you to specify the port number under which the PSOM Caching Service runs
in the Service Port field, as well as the number of minutes that should pass before the Caching
Service refreshes the cache in the Cache refreshing interval field. You can also limit the number
of sensors that may be transferred at a time to protect system resources in the Sensor transfer size
field (default is 500).

e The On-Demand tab allows you to instantly refresh the cache by clicking the Refresh cache now
button. You can refresh the cache once installation is complete by relaunching the Services
Configuration window.

e The Advanced tab enables you to resolve poor SQL Server query performance by increasing the
timeout that the Caching Service uses for SQL commands in the SQL Command Timeout field.

Click Next or select 8 - Collaboration Services in the Services Configuration window and in the
Collaboration Services Configuration area, configure a pair of ports that the Collaboration Services use
for two-way (duplex) communication. The Duplex Port number is always the Service Port number plus
one (+ 1):

e The Service Port field contains the port number under which PSOM Collaboration Services run.

e The Duplex Port field contains the duplex port number for the PSOM Collaboration Services. The
service and duplex port numbers will both be used by the Collaboration Service.

Installing Cisco Physical Security Operations Manager Release 6.1
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Note  If the Collaboration Services are not running, users will not be able to communicate via the
Instant Messenger Console.

Step17  Click Next or select 9 - Monitoring in the Services Configuration window.

¢ On the General tab of the Configure Monitoring Services area:

e The Service Port field contains the port number under which PSOM Monitoring Services run.

e The Event Source field shows all the machines where an Event Source is installed. In this release,
the only Event Source is the Video Alert Service. Click Add to define a new location, enter the IP
address or server name in the dialog box and click OK.

¢ The Polling Interval field shows the interval (in milliseconds) at which the PSOM Monitoring
Service will seek new events.
>
Note The minimum polling interval for monitoring services is 250 milliseconds. However, the

recommended polling interval is 250-300 milliseconds or higher to avoid CPU contention
within the host environment. If you have a dual core or quad core host environment, setting
the polling interval to 250 milliseconds may be sufficient.

On the Advanced tab of the Configure Monitoring Services area:

e Check the Discard events from sensors that are not imported option if you do not want the
Monitoring Service to report on events generated by entities that do not have corresponding sensors
in PSOM. If you check this option, events from these sensors will not become alerts in PSOM. This
option is disabled by default so PSOM can create sensors if necessary when sensors are not
recognized from an incoming event.

¢ Check the Enable querying incoming events on disk option if you want incoming events polled
from Connector Web Services and the Event Source services to be queued on disk before being
processed by business logic. By default this option is enabled. If disabled, incoming events are
queued in memory.

>
Note It is not recommended that you change settings on the Advanced tab unless directed by
Customer Support.

On the Ignore Status tab of the Configure Monitoring Services area, you can specify the types of
messages for different Sensors that can be ignored.
To add a message that can be ignored, click Add.
Enter the instance of an Integration Module for which to ignore status in the Connector Instance field,
and then select the statuses that can be ignored. Click OK and the specification appears on the Ignore
Status tab.

Step18  Click Next or select 10 - Sensor Management in the Services Configuration window and in the Sensor

Management Services area:

e The Service Port field contains the port number under which PSOM Sensor Management Service
runs.

¢ On the Schedule tab, select the date and time that the PSOM Sensor Management Service will begin
running, and then choose how frequently it will run (hourly, daily, weekly, monthly) in the Type
area. Specify the interval at which the service will execute as well.

Installing Cisco Physical Security Operations Manager Release 6.1
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On the Sync Source tab:

For exporting Sensors defined in PSOM, control the performance of the export process by
limiting the number of sensors exported at a time to the value specified in the Export Sensors
in chunks field.

To control the performance of sensor synchronization, enter how much time to throttle (in
milliseconds) in the Throttle Time field.

Check the Automatically delete unmatched sensors option if you want to remove any Sensors
from PSOM that could not be identified in the external system by the Sensor Management
Service.

Check the Create sensor default hierarchy option if you want the Sensor Management Service
to create a Sensor hierarchy by default as Sensors are added to PSOM. Sensors will be grouped
as specified in the custom parsing (defined on the Custom Parser tab) or in “Default Location.”

Check the Automatically append suffix to duplicate sensor names option to append a number
to the Sensor name if it already exists in the database.

Check the Automatically generate sensor groups option to create Sensor Groups with a prefix
of “SG” in the name.

On the XML Source tab on the Sync Source tab:

Check the Automatically append suffix to duplicate sensor names option to append a number
to the Sensor name if it already exists in the database.

Check the Automatically generate video sensor groups option to create video Sensor Groups
with a prefix of “VSG” in the name.

In the Full path to folder with video sensor xml file(s) field, enter the directory path to where
you want XML sensor configuration files stored.

On the On-Demand tab, you can run the sensor synchronization process on demand by clicking the
Sync Sensors Now button.

S

Note

If sensor synchronization is already in progress, then the on-demand sync request will be
ignored.

When Sync Sensors Now is clicked, Sensors are created in "Default Location".

On the Custom Parser tab, the default parser groups all newly discovered Sensors into one
category: undesignated Monitoring Zone, undesignated Monitoring Area and undesignated
Location. You can specify how each Sensor should be grouped by passing the enhanced parser an
Excel spreadsheet that maps Sensor names to Monitoring Areas and Locations.

If you select Default Parser from the Select Parser field, the values in the other fields either are greyed
out or ignored. The default parser groups all newly discovered Sensors into one category: undesignated
Monitoring Zone, undesignated Monitoring Area, and undesignated Location.

If you want to perform custom parsing, see the “Specifying Custom Parsing” appendix of Administering
Cisco Physical Security Operations Manager for details.

Click Next or select 11 - Logs in the Services Configuration window and in the Configure Log Files area:

Select the level of events that should be maintained in the PSOM log files from the Services Log
Level field.

Enter the maximum size per log file (in bytes) in the Log file size per log file field.

Installing Cisco Physical Security Operations Manager Release 6.1
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¢ Enter the maximum number of log files to be maintained per PSOM Service in the Maximum
number of log files per service field.

S

Note By default all services log file are located in the
\Program Files\Cisco PSOM\Managed Services\Log directory.

Click Finish. The Apply change? prompt appears.

Click Apply changes and restart services. The PSOM Monitoring Services restart and a confirmation
window appears.

Click Finish.

If you want to verify installation, open the Service Manager by clicking Start > Administrative Tools
> Services, and verify that the following services are running: Cisco PSOM Bus Services, Cisco PSOM
Business Logic Core Services, Cisco PSOM Caching Services, Cisco PSOM Collaboration Services,
Cisco PSOM Health Monitoring Services, Cisco PSOM Monitoring Logic Services, and Cisco PSOM
Sensor Management Services.

After initial installation and configuration, you can modify Managed Services configuration by selecting
Start > All Programs > Cisco Physical Security Operations Manager Services > Services
Configuration.

S

Note  Only one instance of the configuration wizard can run at a time. Therefore, close the wizard
when finished making changes.

Installing the Connector Web Service

Step 1

Procedure

Right-click the PxConnectorWSSetup.bat file and select Run as administrator to install the
Connector Web Service.

a. Accept all default values.

b. In the Select Installation Address window, keep the defaults. Click Next.

| oL-28434-01
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Select Installation Address =l

The inztaller will install Proximes Connector ‘WebService to the following web location.

Ta inztall to this web location, click “Mext”. To install to a different web location, enter it below.

Site:

| Defaul web Site =l Disk Cast... |

Wirtual directory:

IPxEonnectorW'S

Application Pool:

I DefaultippPool j
Cancel | < Back

The Connector Web Service Configuration window appears.

onnector Web Service Configuration

Specify Parameters for Connector Web Service Configuration

Connector''S Application Pool identity type j
Application Pool User windows Domain IKERRI-PXGUV

Application Poal User I

Application Poal Password I

Select an appropriate Logging Level IWarning j

Enter the number of lines per log file before creating a new log file IIDDDD

Enker the number of archive log files to keep Im

Method  Step Status Message Task

Record 1.of 1

Detais... | Cancel

¢. From the ConnectorWS Application Pool identity type field, choose the type of authentication to
use for the Connector Web Service: LocalSystem or WindowsUser.

d. If you choose WindowsUser, complete these fields:

— In the Application Pool Windows User Domain field, enter the domain for the Windows user
account that is being used by the Connector Web Service.

— In the Application Pool User field, enter the user account to be used by the Connector Web
Service.

Installing Cisco Physical Security Operations Manager Release 6.1
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— In the Application Pool Password field, enter the password for the user.

Select the level of event messages to store in the Connector Web Service’s log from the Select an
appropriate Logging Level field: Diagnostic, Informational, Warning, Severe, or Critical.

In the Enter the number of lines per log file before creating a new log file field, enter the
maximum number of lines to store in a log file before a new one must be created. The default number
of lines is 10000.

In the Enter the number of archive log files to keep field, enter the maximum number of log files
that can be stored by Connector Web Service. The default number of log files is 10.

Click Next. The Failover ConnectorWS Configuration screen appears. From this screen you can
enable a backup Connector Web Service instance to quickly come online with all current Integration
Module configurations in the event that the primary Connector Web Service is unavailable.

For example, consider a scenario with these Connector Web Service instances:
— MasterA—INST1 and INST2
— SlaveA_1—INST1
— SlaveA_2—INST?2

Under normal circumstances, only MasterA should be running. If MasterA goes down, SlaveA_1
and SlaveA_2 are brought up by external sources to run INST1 and INST?2, respectively.

When a Connector Web Service starts (for example, when the Plugin Pages are accessed or a
Managed Service is using the Connector Web Service) it initializes itself using the configuration
specified on the following screen.

If you do not want to configure a backup Connector Web Service for failover, then simply click
Next.

£ Failover ConnectorWs Configuration

Specify Configuration for failover Connectorw'S support

Shared ID used For manual failover Connectorw's configuration I

Save shared configuration ka DB on IM configuration updates
{master) [T Checkto save

Comma separated file extensions for exclusion (only For masker) I

Retrieve shared IM configuration From DB on ConnectorW's Startup ™ heck to retricve

(slave)
“omma separated Instance names for partitioned failovers {onky ||
for slave)

Method  Step Status Message Task

&5

Run DisableLogaging @ Success Logging DISABLED For application[PxConnect.., IISHelper

Run SetConneckorWsL.. . @ Success Setting Web Service application logging level... IISHelper

Run Run @ Success AppPoal [PxConnectordppPool] has been sk, Task_Connectorws
Run Run @ Success Successfully finished valiation of AppPoalide... Task_Connectorws
Initialize: InitializationCheck @ Success Initialization successful, Task_Connectorw's

Record 1 of & |l el

Details. ., | << Back | Next == I Cancel
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Provide a name for the primary Connector Web Service configuration that can be stored in the
PSOM Repository and accessed by a failover Connector Web Service in the Shared ID used for
manual failover ConnectorWS configuration field. The primary Connector Web Service and any
backup Connector Web Service instances must all use this same shared ID. If this field is left blank,
the configuration will not be stored in the PSOM Repository.

If this Configuration Web Service should serve as the primary one, check the Save shared
configuration to DB on IM configuration updates option. The configuration for this primary
Connector Web Service will be saved to the PSOM Repository.

When this option is checked, any changes to files under PxConnectorWS\App_Data (such as
configuration of new Integration Modules, removal or updates of Integration Module instances, or
any other changes to subdirectories under App_Data) will be saved to the PSOM Repository by
PSOM Web Service.

If you do not want to backup certain configuration files, enter the file extensions for the files you do
not want to backup to the PSOM Repository, separated by commas, in the Comma separated file
extensions for exclusion (only for master) field.

If this Configuration Web Service should serve as a backup one, check the Retrieve shared IM
configuration from DB on ConnectorWS startup option. The configuration for this Connector
Web Service will be retrieved from the PSOM Repository using the Shared ID provided.

If you only want to retrieve certain configuration files (for example for certain Integration Modules),
enter the instance names of the Integration Modules you want to retrieve from PSOM Repository,
separated by commas, in the Comma separated Instance names for partitioned failovers field.
Only related files from PxConnectorWS\App_Data will be retrieved from PSOM Repository when
the Connector Web Service is restarted.

Leave this field blank to retrieve all configuration information stored for the primary Connector Web
Service.

~

Note  This field is ignored if the Save shared configuration to DB on IM configuration updates
option is checked (in other words, it is ignored for the primary Connector Web Service).

Click Next. The following screen appears.
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" Connector Web Service Configuration

Specify Connectivity Information for main Web Service and other
configuration

Machine name (or IP address) of the main Web Service Ilucalhust
User name used ko connect ko the main Web Service IS}"SUSET
Password For the user I********
IF initialization Fails, attempt ta retry again in x seconds Ilzg
Timeout for initialization in seconds IgU
Tracking object polling inkerval in seconds IE

Method  Step Status Message Task

Initial N SL

Run SetConnectorWsP, ., @ Success

Setting Connector Web Service Plugin Config.  [ISHelper
Initialize: InitializationCheck @ Success Initialization successful, Task_CWSShared
Run DizableLogging @ Success Logging DISABLED for application[PxConnect,,, [ISHslper
Run SetConnectorisl. .. @ Success Setting Web Service application logging level... [ISHelper
Fun Fun @ Success AppPoal [PxConnectorAppPool] has been st...  Task_Connectorws
Fun Fun @ Success Successfully Finished valiation of AppPool ide... Task_Connectorws
Initialize InitializationCheck @ Success Initialization successful, Task_Connectors's

Record 1 of 8 |l lad

Details. ., | << Back | Finish I Cancel |

Enter the server name or IP address of the machine where PSOM Web Service is installed in the
Machine name (or IP address) of the main Web Service field.

~

Note PSOM Web Service must be installed before the Connector Web Service installation is
performed.

Enter the username for connecting to PSOM Web Service in the User name used to connect to the
main Web Service field. Administrator is the default.

Enter the password for connecting to PSOM Web Service in the Password for the user field. The
default password is provided.

Enter the number of seconds the Connector Web Service should wait before reattempting to
initialize an Integration Module in the If initialization fails, attempt to retry again in x seconds
field. If initialization fails, PSOM creates an alert against the application sensor for the failed
instance.

Enter the number of seconds the Connector Web Service should wait for an Integration Module to
complete initialization in the Timeout for initialization in seconds field.

Enter the number of seconds that Integration Modules should wait between requests for tracking trail
information in the Tracking object polling interval in seconds field. This field only pertains to
Integration Modules that convey tracking trail information to external 3rd party systems.

Click Finish. Click OK when prompted, then Close to complete installation.

Step2  Test whether the Connector Web Service is installed correctly, open a web browser and navigate to
http://localhost/PxConnectorWS/PluginPages/default.aspx. The following window should appear.
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Installing PSOM

Step 3
Step 4
Step 5
Step 6
Step 7

~

Note If you do not see this window, ASP.NET may not be installed or allowed.

You can also access the Connector Plugln Pages from the Start menu: Start > All Programs >
Cisco Physical Security Operations Manager 6.1 Services > Connector Plugin Page.

¥%) Connector Plugin Configuration - Mozilla Firefox H=] 3
File Edit View History Bookmarks Tools  Help
| " Connector Plugin Configuration x |@ani|\a Firefox Start Page | + | e
L ‘ |"' - Google ';. ‘ i
Connector Plugin Configuration uiasoioz0120323
Deployed Plugins
No deployed plugin at this time.
Available to be Deployed
Plugin Name Version Description .
Ademco63SReceiver 1.0 Proximex Integration Module for Honeywell Ademco 635 Receiver| Add Instance
ATPhoneANS000 1.0 ATPhoneANS000 connector plugin for Surveillint Add Instance
APCUPS 1.0 ProviderDescription Add Instance
BoschReceiver6600 1.0 Bosch 6600 Receiver Plugin for Surveillint Add Instance
CommendIP 1.0 CommendIP Integration Module Add Instance
DMP 1.0 Digital Monitoring Products plugin for Surveillint Add Instance
ESTEdwards 1.0 ESTEdwards Integration Module Add Instance
Europlex 1.0 Europlex connector plugin for Surveillint Add Instance

If you receive an "Access is denied" message, then IIS may not be setup correctly to integrate with
Windows Authentication mode.

~

Note  The Connector Plugin Configuration page is restricted to access by administrators only. If you
attempt to connect this page from a user id that is not in the local Administrators group, your
access will be denied. If you are already an Administrator, but you still see the “Access is
denied” message, your IIS server may not be properly configured to integrate with Windows
Authentication.

Open Control Panel > Administrative Tools > Internet Information Services.
Expand the hierarchy in the left pane to find PxConnectorWS.

Right-click the PxConnectorWS icon and select Properties.

Click the Directory Security tab.

Edit the Anonymous access and authentication control to turn on Integrated Windows
authentication for the Authentication Access group.

Installing Cisco Physical Security Operations Manager Release 6.1
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Installing PSOM W

shcation Pools Name = | Status | Respons:
£ Anonymous Authentcaton Enabled
Default Web Site ASP.NET Impersonation Disabled
] aspret_chent Basic Authentication Disabled HTTP 40
P Proxmexws Digest Authentication Disabled HTTP 40
¥ PxConnectorWs
-] App_Data
bin
L]
MisC
PlugnPages

You can install Integration Modules that enable the Connector Web Service to integrate with access
control systems and other external systems. The documentation for all supported Integration Modules is
located in the C:\Inetpub\wwwroot\AdministrationConsoleHelp directory.

You must restart the PSOM Services whenever you add or remove an Integration Module instance from
a Connector Web Service installation. See Administering Cisco Physical Security Operations Manager
for instructions.

Installing PSOM Consoles

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

To install PSOM Consoles, follow these steps:

Procedure

Launch the PxConsoleSetup.msi file.
Accept all default settings and proceed through installation. Click Done at the end.

This installs the Administration Console, Operation Console, Alert Management Console, Video
Management Console, Business Logic Console, and Instant Messenger Console.

Verify installation was successful:

a. Select Start > All Programs > Cisco Physical Security Operations Manager 6.1 >
Administration Console.

The Logon window appears.
b. In the Server Name field, enter localhost.
¢. In the User Name field, enter Administrator.
d. In the Password field, enter cisco.
e. Click Logon.

If you receive an error message indicating that login failed due to the lack of a Web Service, then follow
these steps:

Select Start > Control Panel, then double-click the Administrative Tools icon from the Classic view.
Double-click Services.

Ensure that the following services are started: HTTP SSL, IIS Admin, and Remote Procedure Call
(RPC). If one of these services has not been started, select it in the list and click the Start the service
link.

Exit the Services window.

In the Administrative Tools window, double click the Internet Information Services icon.
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Il Changing the Database Password

Step 8

Step 9

Step 10
Step 11
Step 12
Step 13
Step 14
Step 15

Locate and right-click ProximexWS and select Properties from the menu.

¥g Ele Action  Yiew wWindow Help

B Internet Information Services (115} Manager [_[O]

=181x]

e | A@EXEFRR[(Em 2] =

= ) Defaul web Site
# ?CrvstheoonWebFomMewer?.
# .‘, 115Admin
-t 155amples

P_\ Internet Information Services Marne Path Stakus
= "8 BUILDER-O1 (local computer) _Jbin

[ _J FTP Sites _J config

B Appication Pools | Glabal, asax

B WebSites

| ProvimexInt, asmx
| ProvamexPocket, asmsx
| ProvimexSDK asmmx

| ProvmexWF, asmx

| Provdmexiis, asmix

| web.config

? Prinkers
_‘,, PrConnectarw's
_‘,, Reparts
‘st RepartServer
@ Rpc

@ RpoiMithCert
4§ Scripts
1 _J) aspnet_cliert
1) images

&l-_J bin

4 _J config

B1-_J wpresources

The ProximexWS Properties window appears.

Click the Directory Security tab.

Click the Edit button in the Authentication and access control area.

In the Authentication Methods dialog, select the Enable Anonymous Access option.
Click OK and OK again.

Exit the Internet Information Services window.

Re-open the Services window, and restart the World Wide Web Publishing service.
Exit the Services window.

You can now try logging in to the Administration Console again.

Installing PSOM User Services

See Chapter 4, “Installing PSOM User Services.”

Changing the Database Password

Note

During installation, the SQL user PROXIMEX_SYS is created and assigned a password. If you would
like to use a different SQL user or password, you can use SQL Server Management Studio to change the
PROXIMEX_SYS user password to the desired password.

The new SQL user must be db_owner of the ProximexDB database.

To change the SQL user or password for PSOM, follow these steps:

l_ Installing Cisco Physical Security Operations Manager Release 6.1
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Step 1

Step 2
Step 3
Step 4
Step 5

Configuring Video Display ||

Procedure

Select All Programs > Cisco Physical Security Operations Manager 6.1 Services >
Web Service Configuration from the Start menu.

Enter the username for accessing the PSOM Repository in the Name of Windows User field.
Enter the password for accessing the PSOM Repository in the Enter the Password field.
Click Next.

Click Finish and Close.

Configuring Video Display

Step 1
Step 2
Step 3

Step 4
Step 5

If you experience problems when using the Operation Console to take a snapshot of live or recorded
video (for example, you get a pink rectangle instead of a snapshot), your video graphics adapter driver
may need to be modified. You may need to try disabling DirectDraw and Direct3D hardware
Accelerations and see if that makes a difference in taking snapshots with PSOM.

To reduce the hardware acceleration, follow these steps:

Procedure

Click Start and select Control Panel.
Click Appearance and Themes.
Click Display.

N

Note If you use Windows Classic themes, use the following step, click Start, click Control Panel,
and then click Display.

On the Settings tab, click Advanced.

On the Troubleshoot tab, move the Hardware acceleration slider control to the second position from the
left, and then click OK.
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(Multiple Monitors) and ATI Mobility Radeon X1400 Properties

| CATALYST|R) Contral Center £ On Screen Display |

General | Adapter |  Monitor | Troubleshoot Color Management

. Are you having problems with your graphics hardware? These
settings can help you troubleshoct displayrelated problems.

Hardware acceleration

Manually control the level of acceleration and peformance supplied by
your graphics hardware. Use the Display Troubleshooter to assist you in

making the change.
None —J— Full

Hardware acceleration:

Disable all DirectDraw and Direct30 accelertions, as well as all
cursor and advanced drawing accelerations. Use this setting to
comect severe problems with DirectX accelerated applications

Enable write combining

Logging On or Off

You can log off PSOM Administration Console, and then log back on as a different user, without exiting

Step 1

Step 2

Step 1

Step 2
Step 3

the Administration Console.

To log off the Administration Console, follow these steps:

Procedure

Select File > Logoff.
A confirmation dialog appears.

Click Yes.

To log back on to the Administration Console, follow these steps:

Procedure

Select File > Logon.
The Logon window appears.
Select your login account from the User Name field.

Enter the corresponding password from the Password field.

Installing Cisco Physical Security Operations Manager Release 6.1
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Step 4

Viewing and Updating Your License Key ||

Click Logon.

Viewing and Updating Your License Key

Step 1
Step 2

Step 1
Step 2

Step 3

Your PSOM license key controls access to the Administration Console, Operation Console, EZ-Track
functionality, and other key features. Your license key may have an expiration date depending upon the
product purchased.

The license key is a 25-character string.

To view your license key, follow these steps:

Procedure

Click Others in the Navigation pane.
Click License Manager in the Navigation pane.
The PSOM License Manager appears.

If you have exceeded your license requirement for an item, it appears highlighted in the list.

To update your license key, follow these steps:

Procedure

Click Others and then License Manager in the Navigation pane.
Click the Update Key button.

The PSOM License Key window appears.

Type your license key in the fields provided and click OK.

Integrating Microsoft Bing Maps

Step 1

Step 2
Step 3

If you plan to use Microsoft Bing Maps in your PSOM deployment, you must install the MS Bing Map
GIS Plugin on any system where an Operation Console needs to display Bing maps.

You must first install PSOM Consoles, and ensure an active Internet connection to Microsoft Bing Map
Web Service, before continuing with these instructions.

Procedure

Install the MS Bing Map GIS Plugin by double-clicking the PxGISPluginSetup-MSBing.msi file in the
GISPluginlnstallers folder.

Launch the PSOM Administration Console.
Click Environment and then GIS / Map Integration.
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Integrating Microsoft Bing Maps

The GIS/map Service Integration Module Configuration window appears.
Step4  Select MS Bing Map and click Configure.
The Bing Map Server Configuration window appears.

Step5  If you want to use your own Microsoft Bing Map account, check the Use Bing Map Key option and enter
the key into the space provided.

~

Note  If the key is invalid, and “Invalid Credentials” appears overlaid on the map when you click
Configure:

Step6  Click Configure to set the default view presented to users when configuring individual zone/area maps.
The default parameters include: Zoom Level, Center Location, and Map mode (Aerial or Aerial/Road).

There are several ways to pinpoint the desired scope and location for the desired map view using the
Bing Map Viewer that appears when you click Configure:

¢ On-Screen Navigation Controls—These controls appear when the mouse hovers in the right-upper
corner of the map. Use the controls to move left, up, right, and down. Center button resets to the
default view location and zoom level according to previous configuration.

& Bing Map Viewer { = EI_‘—J&

1 South Lake Taht® FFRAIE TR " _—
Citrus o b ¢ o - Locate...
_Heights FE
Sacramenio,_ .
Santa Rosa Rancho
T Cordova

[Fairfield Bridgepo\;l.

Vallejo,
Concord Stockton

San Francisco_, kOakland" Tracy
[ . Modesto

Turlock '«

Hayward' Fremont

e Zoom Controls—These controls appear when the mouse hovers at the top of the map: Zoom in, out.
The mouse wheel can also be used to zoom in and out.

Claartake S g T @
= % 0 . R Locate...
Cloverdale, |
Heigl - \
Sacramento,_ .
Santa Rosa Rusio
T Cordova

[Fairfield Bridgeport,

«#® Bing Map Viewer

Vallejo,
Concord Stockton

e Map Style Controls—Use this control to switch to a different mode for map style: Aerial (with
label), Aerial, Road.

«# Bing Map Viewer

Ceatake - South Laki fahos
Citrus " ( ) )
Heights Aerial {Label)

Sacramento_ . Aerial

Santa Rosa gl
r A ‘Cordova ’ Road

JFairfield Bridgep .

Vallejo,

Concord Stockton
San Francisco_ \Oakland Tracy

e Map Style Controls—Use this control to switch to a different mode for map style: Aerial (with
label), Aerial, Road.
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.‘ Bing Map Viewer

- Southlake hos  [FRRRETENE
Coverdal, Citrus

Heights Aerial (Label)
Sacramenio

. 3 Aerial
Santa Rosa Rancho
T _ Cordova Road
[Fairfield Bridgepe t,
Vallejo,
Concord | Stockton

San Francisco_, kOakland " Tracy

For example, switch to Road style.

-
¥ Bing Map Viewer

Citrus
Heights

Mguntains

Sacramento, -,
Santa Rosa Rancho
1 _ Cord
[Fairfield P
Vallejo,_
_Concord | Stockton ational
San Francisco .oaxland Tacy i e

Nationat

[y

¢ Geocode Tools—Click Locate to use Bing to find the desired location:

— Select Find location by address, enter the street address, and click OK. Bing displays the
location at the center of the map with a temporary push pin button.

2 Find Lo On
E

@ Find location by address:
300 Santana Row, San Jose, CA |

¢ Find location by coordinates (Latitul *® Bing Map Viewer

Locate... I

Memorial

Park -
Cemetery -
3 ki

Winchester-Blvd

— Select Find location by coordinates, enter the latitude and longitude, and click OK. Bing
displays the location at the center of the map with a temporary push pin button.
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| «# Bing Map Viewer

Citrus
_Heights

(" Find location by address:

San Frg

South Lake Tahgs

& Find location by coordinates (Latitude, Longitude)

ﬂ Enter GPS Coordinates

World Geodetic System Coordinates:
|| M@ Decimal Degrees (Example: 032.73428 , -117.20825):

Latitude: 037.227887
Longitude: -121.788736|

Latitude:

Longitude:

Step7  Click OK to complete configuration.
The Bing Map Server Configuration window reappears.

Select MS Bing Map in the list and click Enable.

(" Degrees, Minutes, Seconds (Example: N32 44 03 , W117 12 30):

Restart the Administration Console before proceeding with the steps outlined in the “Configuring

Microsoft Bing Maps” in Administering Cisco Physical Security Operations Manager.

After restarting the Administration Console, verify that Bing Map GIS has been successfully enabled by
hovering the mouse over the lower right corner of the window.

rowereo 8Y 43 PROXIMEX

mlsfmap: (Simple Map,MS Bing Map)
n B
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CHAPTER I

Installing PSOM User Services

If you are leveraging PSOM Business Logic, you will want to install the PSOM User Services for
enabling PSOM reporting capabilities, controlling camera behavior, or taking action based on video
alarms.

This chapter includes these topics:
e Overview, page 4-1
e Prerequisites, page 4-4
e Upgrading PSOM User Services, page 4-4
¢ Installing PSOM User Services, page 4-5

Overview

PSOM User Services are an optional set of services for running reports on data collected by PSOM, and
controlling video management systems and cameras. PSOM User Services are built as Windows User
Sessions applications that expose service endpoints to PSOM Services for a variety of purposes.

PSOM User Services include:

e Reporting Services—Enable PSOM reporting capabilities to be exposed as service endpoints, which
can then be consumed and driven by PSOM Business Logic to perform report creation according to
predetermined business policies.

e (Camera Control Services—Expose camera control commands as service endpoints, which can then
be consumed and driven by PSOM Business Logic to control camera behavior (for example, start or
stop recording).

e Video Alert Services—Expose video alarms from video vendor subsystems as service endpoints,
which can then be consumed and driven by PSOM Event Business Logic to take certain actions when
video alarms are raised.

PSOM User Services require that an interactive user is logged onto the server machine at all times. As
a Windows User Session application, PSOM User Services must maintain service endpoints to PSOM
Services for service automation.

Installing Cisco Physical Security Operations Manager Release 6.1
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W Overview

Figure 4-1 Typical Topology of User Services
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PSOM Reporting Services expose reporting capabilities as service endpoints, including:
e Generation of Alert Details reports
e Generation of DataSet reports (for tabular or relational data)

e Creation of Alert Mini Maps

Figure 4-2 Reporting Services

> -

Ul Consoles

=N User
S—— Session
Logon User B Reports

Reporting Services

Web Services

Commands &
Business Logic

e Binaries

Managed Services

Reporting Services also enable reports to be emailed automatically as attachments once report
generation is complete.

You can configure Reporting Services from the Reporting Services tab of the User Services
Configuration. See the “Installing PSOM User Services” section on page 4-5 for configuration
instructions or see the “Reconfiguring settings for PSOM User Services” section in Administering Cisco
Physical Security Operations Manager.

Installing Cisco Physical Security Operations Manager Release 6.1
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Camera Control Services

Camera Control Services expose commands for controlling camera behavior as service endpoints,
including:

e Start or Stop camera recording
e Auxiliary camera control
e PTZ camera movement to preset positions via sensor views

These commands are typically implemented by existing PSOM Video Service Modules for individual
video vendors.

Figure 4-3 Camera Control Services

> .

Ul Consoles

N User
= Session
LaganiUser J ====— e 1
g Subsystems

Camera Control Services

Web Services

Commands &
Business Logic

Vendor SDKs

Managed Services

Video Alert Services

Video Alert Services expose video alarms from video vendor subsystems as service endpoints. Video
Alert Service endpoints are leveraged from Event Business Logic running inside Monitoring Logic
Services. Only certain PSOM Video Service Modules for individual video vendors support Video Alert
Services; see the documentation for the individual Video Service Module.
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M Prerequisites

Figure 4-4 Video Alert Services
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Prerequisites

Verify that the following software is installed and running on your machine before you install PSOM
User Services:

e PSOM Consoles (on this machine)—PSOM User Services leverage functionality in the PSOM
Consoles to implement features, and therefore the PSOM Consoles must be installed before
installing PSOM User Services. See the “Installing PSOM Consoles” section on page 3-23.

e PSOM Repository (on this machine or a different machine in the network)—See the “Installing
PSOM Repository” section on page 3-2.

PSOM Web Service (on this machine or a different machine in the network)— See the “Installing PSOM
Web Service” section on page 3-4.

Note It is recommended that you create a dedicated Windows or Active Directory Domain account to run the
installation of PSOM User Services instead of using the Local System account.

Upgrading PSOM User Services

Procedure

Step 1 Stop the Camera Control Service. Double-click the User Services Controller icon in the Windows tray,
and click Exit All Services in the User Services Controller window.

Installing Cisco Physical Security Operations Manager Release 6.1
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User Services Controller

Service | Description | Status
Bosch Alarm Digpatch Servi... | Dispatch alarm received from monitore... | Running Restart |

Dispa ma

Came 0 a con s to... | Running Refresh |
Reporting Service Feporting Services to auto generate re... | Mot Running

Configuration

User Services Controller starked

Customize. ..

Done

Exit all services

T

Step2  Uninstall the existing PSOM User Services.
Step3  Install the PSOM User Services by double-clicking PxUserServiceHostSetup.msi.
Step4  Restart PSOM Managed Services.

Installing PSOM User Services

Procedure

Step 1 Install PSOM 6.1.
Step2  Double-click the PxUserServiceHostSetup.msi file.

i'_% Proximex surveillint User Services Setup !E

Welcome to the Proximesx Surveillint User
Sarvices Setup Wizard

The Setup Wizard will install Proxime:: Surveilint User
Services on your computer, Click Mexk ko continue or Cancel
to exit the Setup Wizard,

Cancel |

Step3  Click Next. Accept the license agreement and click Next again.

Back

Installing Cisco Physical Security Operations Manager Release 6.1
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i’é“ Proximes Surveillint User Services Setup [0
Custom Setup

Select the way you want features to be installed,

Click the icans in the tree belaw to change the way Features will be installed.

Proximex Surveilint User Services
Core Features
Reporting Services
Camera Control Services

Viden Alert Services This Feature requires OKE on your

hard drive. It has 4 of 4
subfeatures selected. The
subfeatures require 2565KE on your
hard drive.

2| | »
Location: Ct\Program Files\Proximesxi surveillint 6,07 Browse. .. |
Reset | Disk Usage | Back I Mexk I Cancel |

Stepd  On the Custom Setup window, leave the component selection and location set to the default values and
click Next.

i'é“ Proximex Surveillint User Services Setup [ [T

Ready to install Proximex Surveillint User Services

Click Install ko begin the installation, Click Back ko review or change any of your
installation settings. Click Cancel ko exit the wizard.

Back

Cancel

Step5  Click Install.

When installation completes, the Services Configuration window appears with Configure Service
Account selected.

Step6  If you decide to use a dedicated Windows account to automatically launch PSOM User Services when
the system starts, check the Use the following local service account for user services and auto logon
upon system reboots option. Enter a valid user name and password in the fields provided. When the
system reboots, PSOM User Services will automatically login to the specified service account and lock
the system to prevent unauthorized access.

~

Note By default the user account is PXUSERSERVICEUSER and the password is Pa$$wO0rd123.

If the user account you provide does not exist, a new local account will automatically be
created.

Step7  Click Next or 2 — Connections.
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Installing PSOM User Services Il

£ Proximex Surveillint Services Configuration

Configure Connections

1 - Service Account 5 B
hm Configure Connections

3 - Camera Service

4 - Reporting Services —Wweb Service
5+ Logaing WS Server
|Ioca\hosl

Spsllzer

r Secondary WS Server(s) [Comma separated)

™ Secured Connection [HTTP aver 551

Test |

6.0,20064, 20723

<F’revinus| Mext > I

Caniel |

The WS Server field contains localhost unless you installed PSOM Web Service on a different machine
in the network. In this case, enter the IP address or server name of the machine where you installed

PSOM Web Service.

The SysUser field contains the system user password for the machine where the PSOM Web Service is

installed.

If you have configured secondary PSOM Web Service instances, list them separated by commas in the

Secondary WS Server field.

If SSL (Secure Sockets Layer) is enabled for Web Services, check the Secured Connection option to
make sure the User Services use SSL (HTTP over SSL) to connect to the PSOM Web Service. This

setting applies to all configured PSOM Web Services.

Click Test Connection to verify settings.

Click Next or select 3 - Camera Service on the left side of the window.

£ Proximen Surveillint Services Configuration

Camera Control Service

1 - Service Account

Configure Camera Control Service
e
lces Service Port

5 - Logging IS‘193

V' Show Service Window

6.0.20064, 20723

<Prewous| Mext > I

Cancel |

The Service Port shows the port number under which the Camera Control Service will run by default.
Only change this value if you need this service to run under a different port number.
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Step14  Uncheck the Show Service Window option if you do not want the Camera Control Service to display
the following window while it is running.

£ Camera Control Service =10} x|
Camera control services are
running in the background.

Do not close this window.

~

Note

Do not close the Camera Control Services window while the service is running.

Step15 Click Next or select 4 - Reporting Services on the left side of the window.

£ Proximex Surveillint Services Configuration

Reporting Services
- Service Account

- Carnections Configure Reporting Services
- Camera Service
- B eportir 3

- Logaing

Service Port

T
2
3
4
5

[1234

Cache Refresh Interval [Minutes)
15

6,0,20064,20723

< Previous | Mext » I Caniel |

The Service Port shows the port number under which the Reporting Services will run by default. Only
change this value if you need this service to run under a different port number.

Step 16

Step17 In the Cache Refresh Interval (Minutes) field, enter how often the Reporting Services will refresh its
cache of sensor and monitoring hierarchy information. Caching is done to improve performance with
regards to reporting.

Step 18

Click Next or select 5 - Logging on the left side of the window.
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£ Proximex Surveillint Services Configuration

Installing PSOM User Services

Configure logging
1 - Service Account . )
g-EonnectiSons_ Configure Logging
m Services Log Level
I\N’amings and Errore j
Log file size [KB]
Ja0n
Marimum number of log files per service
|
6.0.20064,20723 ¢ Previous | Finish I Cancel |
Step19 From the Services Log Level field select the level of messages that should be retained in the log. Choices
include: Everything, Informational, Warnings and Errors, and Errors Only.
Step20 In the Log file size field, enter the maximum size (in kilobytes) that you want to allow for each log file
generated by PSOM Services.
Step21 In the Max number of log files per service field, enter the maximum number of log files that can be
generated by each PSOM Service. The default is 5.
Step22 Click Finish.
._f:j-‘ProximEx Surveillint Services Configuration
Configure logging
ééi?’éﬁi@iﬁm Configure Logging
4 Hzmg:[?n eg[:,c:,?ces Semvices Log Level
IWamlnDS rn1ation B d
Lag file size I
Apply changes?
300
MmN Apply changes and restart services
|5
Apply.changes without restarting services
Cancel |
6.0.20064.20723 < Previous | Finish I Cancel
Step23 At the prompt that appears, click Apply changes and restart services.
Step24 Click Finish.
Step25 To verify successful installation of PSOM User Services, look in the Windows system tray for these

icons:
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2o KW o, W

Since user services are running under your current logon user session the services will be automatically
stopped once you log off your current session. Only one instance of each user service can run at a time
per computer. If multiple users are logged onto the computer, the user services only launch with the first
login.

The system tray contains an icon for each PSOM User Service plus an icon for the Service Controller.
Double-click the Service Controller icon to open the User Services Controller window.

.f_j-'User Services Controller M= E3

Service | Description | Status
Camera C ) Dis | commands to... | Funning Restart |
Reporting Service Feporting Services to auto generate re... | Mot Running Refresh |

Configuration |

Done |

From this window you can reconfigure or restart PSOM User Services.

User Services are designed to launch automatically when a user logs on. Therefore, ensure that only
users with Administrative privileges logon to the computer where User Services are running.

To avoid issues, you can enable automatic logon to Windows by opening a Command Prompt and
executing this command:

control userpasswords2

In the dialog box the appears, uncheck the Users must enter a user name and password to use this
computer option.
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CHAPTER

Deploying Web Access

This chapter describes how to install Web Access for enabling users to access PSOM from web browsers
on mobile devices.

This chapter includes these topics:
e Overview, page 5-1
e How Operators Connect to PSOM from a Web Browser, page 5-1
¢ Installing Web Access, page 5-2
¢ Configuring Web Access for Single Sign On (SSO), page 5-3

Web Access is an alternative to the Operation Console that allows operators remote access to PSOM via
a web browser. Web Access offers a subset of the features found in the Operation Console including
video playback of both live and recorded video, interactive maps, management of alerts, and inspection
of sensors.

Many users can connect to one Web Access server simultaneously, but PSOM isolates each user and
shows data tailored to each individual user as configured by security settings in the Administrator
Console. This is unlike the Operation Console where software must be installed on each workstation that
is to use it.

Like the Operation Console, administration for Web Access is handled via the Administration
Console—there is not a web version of the Administration Console.

Web Access video support includes these vendors for the 6.0 release: Cisco VMS, Genetec Omnicast,
Milestone Corporate.

How Operators Connect to PSOM from a Web Browser

Rather than launching an application installed on a computer, the operator will instead open a web
browser and type in a web address (URL) to go to Web Access, similar to accessing any other web site.
Internet Explorer 9 (or newer) is recommended for the best experience (with compatibilty mode turned
off). Other web browsers might also work, but are not fully supported by PSOM.
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Installing Web Access

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

Web Access must be installed on Internet Information Services 7 (II7) or newer running on Windows
Server 2008 R2.

To install Web Access, follow these steps:

Procedure

Right-click the PxWebA ccessSetup.bat file and select Run as administrator.
In the Welcome window, click Next.
Accept the license agreement and click Next.

In the Web Access Setup window, enter the host name for the machine where PSOM Web Service is
installed in the Web Service host name field. This must be set to localhost for Single Sign On; see the
“Configuring Web Access for Single Sign On (SSO)” section on page 5-3.

Select the web site where PSOM Web Service is running from the Install PSOM Web Access to the
web site field; typically Default Web Site.

~

Note  In Internet Information Services (IIS), the web server component of Windows Server, there is
one or more web sites; by default, there is one named Default Web Site. Each web site can be
configured to use a custom host header or binding to produce a URL; see Windows Server
documentation.

Enter a subdirectory for accessing the Web Access application at the chosen web site in the Install
PSOM PxWebAccess to the application named field. The default is PxWebAccess.

See the next table to understand how values entered in this screen translate to a complete URL for users
to enter in a Web browser.

Host Header Web Application URL
WWW.mycompany.com PxWebAccess http://www.mycompany.com/PxWebAccess/
psom.mycompany.com WebAccess http://psom.mycompany.com/WebAccess/

If you want to use a custom application instead of PxWebAccess, check the Use a custom app pool
instead of PxWebA ccess option and select the application pool to use from the menu.

~

Note  You must leave this option unchecked to enable Single Sign On because Web Access must run
under the PxWebAccess local Windows account. See the “Configuring Web Access for Single
Sign On (SSO)” section on page 5-3.

Click Next.

In the Destination Folder window, select the location where you want to install the Web Access
application on your server and click Next.

In the Ready to Install window, click Install. The software is installed in the chosen directory.
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Step 11

Configuring Web Access for Single Sign On (SS0) H

When a window appears that informs you that the installation is completed, click Finish.

Configuring Web Access for Single Sign On (SSO0)

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Web Access supports two authentication modes: authentication via PSOM and Single Sign On (SSO) via
Windows authentication. With Windows authentication, the user's credentials are collected when they
logon to Windows; Internet Explorer passes credentials seamlessly to the web application without
re-prompting the user to login.

For more information about ASP.NET security see How ASP.NET Security Works at this URL:
http://msdn.microsoft.com/en-us/library/ks310b8y.aspx.

To use SSO for Web Access, follow these steps:

Procedure

PSOM Web Service must be configured to use Active Directory/Single Sign On (SSO). During
configuration of PSOM Web Service, select the Check to enable Active Directory Client WS
authentication option. See the “Configuring Active Directory for PSOM” Administering Cisco Physical
Security Operations Manager for complete steps to configuring PSOM for SSO.

Verify that you can login to the Operation Console using SSO.
Web Access and the PSOM Web Service must be running on the same server machine.

When installing and configuring Web Access, set the Web Service host name field to localhost. If you
have already installed Web Access, you can change the configuration by editing the WebServiceHost
parameter in the AppSettings.config file (usually stored in
C:\inetpub\wwwroot\PxWebAccess\Configuration):

<add key="WebServiceHost" value="LOCALHOST" />

The Web Access application pool must be running under the PxWebAccessUser local Windows account
which is created during Web Access installation. If you choose to use a different user account for the
Web Access application pool, you need to manually change the web.config file for the PSOM Web
Service to specify this account. The account must be in the local Users group.

Modify the web.config file for Web Access in a text editor (for example, Microsoft Visual Studio). It is
usually located in C:\inetpub\wwwroot\PxWebAccess.

Navigate to this code block:

<!-- Forms Authentication BEGIN -->
<authentication mode="Forms">

<forms loginUrl="~/Security/LogOn" timeout="2880" />
</authentication>
<!-- Forms Authentication END -->
<!-- Windows Authentication BEGIN -->
<l--

<authentication mode="Windows" />

<identity impersonate="true" />

-—>

<!-- Windows Authentication END -->

Comment out the Forms Authentication code block and uncomment the Windows Authentication code
block. The end result should look like this:

| oL-28434-01
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<!-- Forms Authentication BEGIN -->
<l--
<authentication mode="Forms">

<forms loginUrl="~/Security/LogOn" timeout="2880" />

</authentication>

—-—>

<!-- Forms Authentication END -->

<!-- Windows Authentication BEGIN -->
<authentication mode="Windows" />
<identity impersonate="true" />

<!-- Windows Authentication END -->

Step9  Save the web.config file for Web Access.

S

Note  To revert to forms authentication, reverse the steps.

Troubleshooting SSO

If you receive an HTTP 401.x error with SSO enabled for Web Access, be sure authentication settings

for Internet Information Services (IIS) are configured as follows:
e Anonymous Authentication = Disabled
e ASP.NET Impersonation = Enabled

¢ Windows Authentication = Enabled

If you receive an event log access message, comment out the following code from the

System.Diagnostics.config file.

<l--
<listeners>
<add name="WebAccessEventLogListener"
type="System.Diagnostics.EventLogTraceListener"
initializeData="Surveillint Web Access" />
</listeners>

If you still receive an HTTP error, open Internet Information Services (IIS) Manager, navigate to

PxWebAccess and click Authentication.
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'!Elnternet Information Services {IIS) Manager |_ (O] x|
@ @ [ @ v ARTHUR-YMI b Sites b DefaukWebSte » PxWebAccess b | & Bl 5 1@ -
File ‘Wiew Help
Q- i |7 |8 &) /PxWebAccess Home =
AL ) 2 L=
E‘fﬂ Start Page
= : - - GH ) Explare
595 ARTHLR-YML (PROKIMER-US\Dema) || TIterd & -GEshendl | g || Exore
L=? Application Pools ASP.NET -l Edit Permissions...
a] Sites D Basic Settings. ..
140 Default web site = §;. q
+.[2¥ AdministrationConsoleHeln é N LIL 5 Vigws Yirtual Directories
aspnet_client MET MET JMET Error : TN .
% OperationConsoleHel Authorizati...  Compilation Pages Glohalization Manage Application
Proximexs . Browse Application
| ==
PConnectorw's [O= 3 ab)| Erowse *:80 (http)
Prwebaccess - L= ARG
T MET Profile MET Trust Application Connection Advanced Settings.
| _Temp 3
Levels Settings Strings =
| App_Browsers ® Help
| App_Data 3 = z s
| App_clobalResources il]? = :E: = Cnline Help
- bin Machine Key  Pages and  Session State  SMTP E-mail —
| ClientBin Caontrals
| Configuration
~ Logs
5 115
-] Views = —
: €GI
el Authorization Gl
Rules
9 [
Campression Defaul: Directary Error Pages ;I
| | » E Features Yiew |/ = Content Yiew
Reeady ei:i

Set the authentication parameters as shown in the following screen.

"EE Internet Information Services (I1S) Manager [_[a =]

@ e [ 3 ¥ ARTHUR-YM1 » Sikes » Defaul web Site » Puwebfccess » J CoNE I!:?i |'@' &
File  Wiew Help
i & Authentication -
e id |7 18 B @ i
.9 Start Page rline Help

Bl &-ﬂ ARTHUR-WML (PROXIMER-US\Demo)
; ¥ Application Pools
@] Sikes

Procime:xii's
FrConnectorv's
PxWebfccess

| _Temp

Group by: Mo

Stk

| Respanse Type

nymous Authentication Dizabled

E\Q?) Default Web Site ASP.MET Impersonation Enabled
P AdministrationConsoleHelp Basic Authentication Disabled HTTP 401 Challenge
asprist_clisnt Digest Authentication Disabled HTTF 401 Challenge
OperationtonsnleHelp arms Authentication Disabled HTTP 302 Login/Radirect

Enabled

ows Authentication

HTTP 401 Challenge

You might also edit Windows Authentication to change the order in which providers are used so that
NTLM is attempted before Negotiate.

Advanced settings can also be configured to disable Kernel-Mode authentication by unchecking the
Enable Kernel-mode authentication option in the Advanced Settings dialog.
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Advanced Settings @Iéj

Extended Protection:

Click here for mere informaticn cnline

[] Enable Kernel-mede authentication

By default, IIS enables kernel-mode authentication, which may improve
authentication performance and prevent authentication problems with application
pools configured to use a custom identity. As a best practice, do not disable this
setting if Kerberos authentication is used in your environment and the application
pool is configured to use a custom identity.

Click here for mere informaticn cnline

OK l I Cancel
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Enabling SSL Communication for PSOM Web
Service

You can enable HTTPS or SSL (Secure Sockets Layer) communication between the PSOM
Administration Console, Operation Console and PSOM Web Service. The purpose of such secure,
encrypted communication link is to limit exposure for communication eavesdropping in those cases
where the Consoles and PSOM Web Service are not in a network secure environment.

This chapter includes these topics:
e Prerequisites, page 6-1

¢ Installation instructions for Windows 2008 R2, page 6-1

Prerequisites

e Windows 2008 R2
e PSOM 6.1 installation (not necessarily on the same server):
- PxDatabaseSetup.msi
— PxManagedServicesSetup.msi
— PxConsoleSetup.msi
— PxWizardPrereq.msi

- PxWebServiceSetup.msi

Installation instructions for Windows 2008 R2

Step 1

Step 2
Step 3
Step 4
Step 5

Procedure

Select Start > Programs > Administrative Tools and click Internet Information Services (IIS)
Manager.

On the left tree, select Default Web Site. And on the right hand pane, click Bindings... under Edit Site.
In the Site Bindings dialog box that appears, click Add....

In the Add Site Binding dialog box, select https from the Type drop-down list.

In the Add Site Binding dialog box, select the SSL certificate the SSL certificate drop-down list.
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Step6 In the Add Site Binding dialog box, click OK.
Step7  In the middle area of the Internet Information Services (IIS) Manager window, click SSL Settings.

Step8  Select Require SSL, then click Apply in the Actions pane at the right of the window.
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Step 2

Step 3

Step 4
Step 5
Step 6

APPENDIX A

Troubleshooting Problems Uninstalling PSOM
Services

If you receive an error message and cannot uninstall PSOM Services, follow these steps:

Procedure

Open C:\Program Files\Cisco PSOM\tempsetup\CreateDb.log. Scroll to the bottom and verify that this
error is shown: “ExecuteSqlScriptTask: Error, database does not exist.”

You may also see this error: “ExecuteSqlScriptTask: Failed in Executing the SQLScript task: Could not
find file "C:\WINDOWS\system32\[TARGETDIR]VelocitySampleSQLJobRemove.sql.”

Launch SQL Server Management Studio.

M@ Microsoft SQL Server 2005 Analysis Services 3
Symantec Client Security 3 Configuration Tools 3
ThinkVantage 3 Documentation and Tutorials 3
'_fé Internet Explorer Performance Tools 3
&] Qutlook Express @ 50U Server Business Inteligence Development Studio

__ Remote Assistance ‘___,:. SQL Server Management Studio

E_‘.'Eonnect to Server ﬂ

Microsoft*

2 SQLServer2008R2

Server type: IDatabase Engine j

Server name: j

Luthentication; IW’indows Authentication j
User name: |PHDXIMEX-US\S hree Krizhnamurthi j
Pazzword: |

[~ Femember passwond

LConnect I Cancel | Help | Options > |

In Object Explorer, click the server name to expand the server tree.

Expand Databases, and select the ProximexDB database.

If you need to run the PSOM demonstration, verify that the VelocityDemo database exists in the same
SQL Server instance as the ProximexDB database, as shown next.
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Object Explorer

= [ Databases
[ System Databases
[+ [ Database Snapshats

& | ] ProximexDb

[ [ Tables

a. If the VelocityDemo database does not exist as shown, then create a database called VelocityDemo.

b. Launch Notepad and open the VelocitySampleDbJobsRemove.xml file in the
C:\Program Files\Cisco PSOM\tempsetup\ directory.

c. Replace all instances of [TARGETDIR] (including the square brackets) with
“C:\Program Files\Cisco PSOM\tempsetup\” (without the quotes).

Step7  Retry uninstalling PSOM Services.
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Redundancy and Failover without Clusters

This appendix explains how to configure redundancy and failover for PSOM Managed Services,
PSOM Web Service, and PSOM Connector Web Service—without using Microsoft Cluster or NEC
Cluster hardware and software configurations. Achieving high availability and failover support
without clustering hardware and software requires a high-bandwidth and highly reliable local
network LAN that can support a symmetrical network topology between redundant server nodes.

This appendix includes these sections:
e Configuring Redundancy for PSOM Managed Services, page B-1
e Configuring Redundancy for PSOM Connector Web Service, page B-2
¢ Configuring Redundancy for PSOM Web Services, page B-8
¢ Redundancy Scenarios, page B-12

¢ Recommendations and Best Practices, page B-17

Configuring Redundancy for PSOM Managed Services

PSOM Managed Services can be installed on multiple server nodes to achieve redundancy, load
balancing, and failover in case of hardware failure on a server node. Components of PSOM Managed
Services can be installed multiple server nodes to achieve redundancy and load balancing.
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[ oL-28s30-01 .m



Appendix B Redundancy and Failover without Clusters |

Configuring Redundancy for PSOM Connector Web Service

Figure B-1 Redundancy with Managed Services
L
Managed Services Managed Services Managed Services
(Node 1) (Node 2) (Node n)

[ PSOM Web Services J

|

Database Server

PSOM Managed Services use passive redundancy to achieve redundancy and failover. With passive
redundancy, excess capacity is leveraged to reduce the impact of component failures; when a single node
fails, other nodes are still operating independently, which means the overall system continues to
function. If a number of nodes fail, a decline in overall system performance can be expected with passive
redundancy.

Redundant instances of Managed Services are configured as if in standalone mode; no special
configuration is required to enable passive redundancy. When Managed Services instances are running,
the relevant nodes are active and processing data.

Except for a few temporary queues and read-only performance data that has been cached locally, no state
data is stored for individual server nodes running Managed Services; therefore, loss of a node does not
result in loss of server state.

Configuring Redundancy for PSOM Connector Web Service

Multiple instances of PSOM Connector Web Service can be installed on multiple server nodes to achieve
redundancy and failover in the case of hardware failure. PSOM Connector Web Service uses
active-passive redundancy to achieve redundancy. Failover to a passive node can be an automated or
manual process.

If failover is manual, an administrator must manually trigger failover from the active node to a secondary
node via the Managed Services Configuration utility.
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Figure B-2 Redundancy with Manual Failover for the Connector Web Service

7"

3" Party Vendor System

[ Manual Failover

ConnectorWs ConnectorWs
(Active) (Passive)

[ PSOM Managed Senvices ]

If failover is automated, PSOM Managed Services will attempt connection to the primary Connector
Web Service up to the maximum number of retries, and then failover to a backup Connector Web Service.
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Figure B-3 Redundancy with Automated Failover for the Connector Web Service
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To enable automated failover for the Connector Web Service, all of the Integration Modules serviced by
the Connector Web Service must be stateless and support active standby.

Note  Whether manual or automated failover is employed, the primary and backup Connector Web Services
must have exactly the same set of Integration Modules installed and configured.

To configure an active/passive pair of Connector Web Services, follow these steps:

Procedure

Step 1 From the PSOM Administration Console, select Tools in the Navigation pane, click Configure DB and
Services, and click Yes to log off PSOM temporarily while you configure the services.

Step2  Click Connector Web Service.
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Step 3

Configuring Redundancy for PSOM Connector Web Service

I configure Database and Services

E] Database Backup Schedule and Restore

m | w DB Backup Schedule [Enabled] Backup Eve

Schedule DB Backup Restare Backup DB

@ " Database Data Grooming Schedule

DB Grooming Schedule [Enabled] Alert Archive Es
i S0L Server Service Running
S0L Agent Service Stopped

Schedule DE Grooming

@ Service Configuration h“
ﬁ Bus Services Running
Monitoring Logic Services Running
Configure Services Sensor Management Services RUNMing
b Web Service Configration d

Main wieh Service Connector Weh Service

The Connector Web Service Configuration window appears.
Click Next.
The Failover ConnectorWS Configuration screen appears.

From this screen you can enable a backup Connector Web Service instance to quickly come online with
all current Integration Module configurations in the event that the primary Connector Web Service is
unavailable.

For example, consider a scenario with these Connector Web Service instances:
e MasterA—INST1 and INST2
e SlaveA 1—INSTI1
e SlaveA_2—INST2

Under normal circumstances, only MasterA should be running. If MasterA goes down, SlaveA_1 and
SlaveA_2 are brought up by external sources to run INST1 and INST2, respectively.

When a Connector Web Service starts (for example, when the Plugin Pages are accessed or a Managed
Service is using the Connector Web Service) it initializes itself using the configuration specified on the
following screen.
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¥ Failover ConnectorWs Configuration _ = EI|£J

Specify Configuration for failover ConnectorWS support

Shared ID used for manual falover ConnectorWs configuration Immmdg 1
Save shared configuration to DB on IM configuration updates

) " Chedtosave
Comma separated file extensions for exdusion (only for master) Idb3= template

Retrieve shared IM configuration from DB on ConnectorWs Startup
(slave) ™ Chedk to retrieve
Comma separated Instance names for partitioned failovers (only I

for slave)
Status Task
» _
DisableLogging @ Success Logging DISABLED for apphcahun[F‘xConne:t... I]‘SHeIpe(
Run SetConnectorWsL... \9 Success Setting Web Service application logging level... [ISHelper
Run Run @ Success AppPool [PxConnectorAppPool] has been st... Task_ConnectorWs
Run Run @ success Successfully finished valiation of AppPool ide... Task_ConnectorWs
Initislize  InitislizationChedk @ Success Initislization successful. Task_Connector/s

Record 10f6 (i lud kel
Details... | << Back || Next >> I Cancel |

Step4  Provide a name for the primary Connector Web Service configuration that can be stored in the PSOM
Repository and accessed by a failover Connector Web Service in the Shared ID used for manual
failover ConnectorWS configuration field. The primary Connector Web Service and any backup
Connector Web Service instances must all use this same shared ID. If this field is left blank, the
configuration will not be stored in the PSOM Repository.

Step5  If this Configuration Web Service should serve as the primary one, check the Save shared configuration
to DB on IM configuration updates option. The configuration for this primary Connector Web Service
will be saved to the PSOM Repository.

When this option is checked, any changes to files under PxConnectorWS\App_Data (such as
configuration of new Integration Modules, removal or updates of Integration Module instances, or any
other changes to subdirectories under App_Data) will be saved to the PSOM Repository by PSOM Web
Service.

Step6  If you do not want to backup certain configuration files, enter the file extensions for the files you do not
want to backup to the PSOM Repository, separated by commas, in the Comma separated file extensions
for exclusion (only for master) field.

Step7  If this Configuration Web Service should serve as a backup one, check the Retrieve shared IM
configuration from DB on ConnectorWS startup option. The configuration for this Connector Web
Service will be retrieved from the PSOM Repository using the Shared ID provided.

Step8  If you only want to retrieve certain configuration files (for example for certain Integration Modules),
enter the instance names of the Integration Modules you want to retrieve from PSOM Repository,
separated by commas, in the Comma separated Instance names for partitioned failovers field. Only
related files from PxConnectorWS\App_Data will be retrieved from PSOM Repository when the
Connector Web Service is restarted.

Leave this field blank to retrieve all configuration information stored for the primary Connector Web
Service.
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~

Note  This field is ignored if the Save shared configuration to DB on IM configuration updates
option is checked (in other words, it is ignored for the primary Connector Web Service).

Step9  Click Next and click Finish.

Step10 Back in the Configure Database and Services window, click Configure Services.

B Configure Database and Services M=l
E] Database Backup Schedule and Restore d
m w DB Backup Schedule [Enabled] Backup

Schedule DB Backup Restare Backup DB

% " Database Data Grooming Schedule

DB Grooming Schedule [Enabled] Alert Archive
i S0L Server Service Running
S0L Agent Service Stopped

Schedule DE Grooming

@ Service Configuration d

Bus Services Running

Monitoring Logic Services Running

Configure Services

Sensor Management Services Running

b Web Service Configration d
P, | p |TO=O
Main wieh Service Connector Weh Service

The PSOM Services Configuration window appears.

£ Proximex Surveillint Services Configuration ; ;lgl...’ﬁl

Configure Connections

1 - Service Account

Configure Connections
3 - Business Logic SDK
4 - Heath Diagnostics Database | Web Service Connector Web Service ]
5 - Bus Services
€ - Business Logic ConnectorW'S Primary Server(s)
7 -Caching
8 - Collaboration Services Add Primary I
9 - Monitoring
10 - Sensor Management Delete Primary I
11 -Logs
Comesponding Secondary Server(s)
Add Secondary I
Delete Secondary I
Maxdimum Retry
f4 Test Connection
¥ Is Manual Fail Over
On Demand
Update Connector

6.0.10163.20309 < Previous | Next > I Cancel

Step11  Click 2 - Connections and click the Connector Web Service tab.
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Step12 Choose whether to implement automated or manual failover:

¢ Automated failover—By default, PSOM is configured so that failover to a secondary Connector Web

Service is performed manually. For automated failover, the Is Manual Fail Over option should not
be checked.

e Manual failover—If you want to perform failover manually, check the Is Manual Fail Over option.

Then to manually failover the Connector Web Service, click Update Connector. In the Select Fail
Over ConnectorWS nodes dialog, select the primary node from which to failover, and the secondary
node to which to failover. Click OK.

# Select Fail Over ConnectorWs nodes =10f x|
Primary Node:

localhost

Select Active Secondary Nodes:

localhost
10.10.2.180

Configuring Redundancy for PSOM Web Services

PSOM Web Services are stateless services that serve as an intermediary between PSOM Managed
Services and the PSOM Repository (running on the database server). For redundancy and failover,
PSOM Web Services can be installed on multiple server nodes.
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Figure B-4 Redundancy with PSOM Web Services
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PSOM Web Services use passive redundancy to achieve redundancy and failover. With passive
redundancy, excess capacity is leveraged to reduce the impact of component failures; when a single node
fails, other nodes are still operating independently, which means the overall system continues to
function. If a number of nodes fail, a decline in overall system performance can be expected with passive
redundancy.

Redundant instances of Web Services are configured as if in standalone mode; no special configuration
is required to enable passive redundancy. When Web Services instances are running, the relevant nodes
are active and processing data.

Except for a few temporary queues and read-only performance data that has been cached locally, no state
data is stored for individual server nodes running Web Services; therefore, loss of a node does not result
in loss of server state.

To support high availability, both PSOM Consoles and PSOM Managed Services (and User Services)
can be configured with secondary Web Services server nodes.

Note Backup Web Services can be configured for the operational consoles including the Operation Console,
Alert Console, Video Console, and Instant Messenger Console. The Administration Console does not
support backup Web Services.

To configure backup Web Services for PSOM Consoles, follow these steps:

Procedure

Step 1 Click Preferences and Server > General.
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Configuring Redundancy for PSOM Web Services

I Console Preferences

Server Preferences

seneral Preferences

Email Audit Manager
(&5 Console (Per Computer) e - =
i Keep Auditing information for last 7k days
Video " !
L -Security Threat Level Indicator-
\r Server b :
[ General Security threat level type: None <]
All Consoles
SMTR (% Set security threat level at [j ad
EZ-Track
" Updatethreat level by system automaticall
Identity Management P b i ? el
—Security Manag
I” Usestrong password:
At least 8 characters long and a mix of letters and numbers.
I No reuse the same password within Wi days

™ Enforce password expiration policy:

—Console / Web Service failover configuration

Expiration... |

W Use backup Web Services:

o
o

Apply | 0K I Cancel

Step2  Check the Use backup Web Services option.
Step3  Click Add.

The Add New Web Service dialog appears.

:E:Add New Web Service M= E3

Enter a new web service:

Web Service: |

[~ HTTRS

Ok I Cancel

%

Step4  Enter the IP address or server name where the backup Web Service is running in the Web Service field.

Step5  Check the HTTPS option to use a secure connection for the Web Service.

Step6  Click OK.
The backup Web Service appears in the list.

Installing Cisco Physical Security Operations Manager Release 6.1
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Redundancy and Failover without Clusters

Configuring Redundancy for PSOM Web Services W

—Console [ Web Service Failover configuration
[V Use backup Web Services:

Server HTTFS add...

Remave

D

< |

o |

Step7  When there are multiple backup Web Services defined, you can rearrange the order of them using the
Up and Down buttons.

~Console / Web Service failover configuration -
¥ Use backup Web Services:

? -semr IH“PS
! fpm-taosOB a
| Steven-VM6 a Fana |
| 110.10.2.176
Qw2 | & |

< up

(4]

To configure backup Web Services for PSOM Managed Services, follow these steps:

Procedure

Step1  From the PSOM Administration Console, select Tools in the Navigation pane, click Configure DB and
Services, and click Yes to log off PSOM temporarily while you configure the services.

Step2  Click Configure Services.

Configure Database and Services

[ =)

Schedule DB Backup Restore Backup DB
m ” Database Data Grooming Schedule a
ﬁ, S0L Server Service Running
S0L Agent Service Stopped

Schedule DB Grooming

i;i Service Configuration a
[ousnessLogccoreservces —————Jornms ]

@ Bus Services Running

Monitoring Logic Services Running

Configure Services Sensor Management Services Running
{[ﬂ Web Service Configration a
e, e,

Main wieh Service Connector Web Service

The PSOM Services Configuration window appears.
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M Redundancy Scenarios

Step3  Click 2 - Connections and click the Web Service tab.

f- Proximex Surveillint Services Configuration - | Ellll

‘ Configure Connections
1 - Service Accourt

Configure Connections
3 - Business Logic SDK.
4 - Health Diagnostics Database Web Service | Connector Web Service
5 - Bus Services
6

- Business Logic WS Server
- Caching Jlocalhost
8 - Collaboration Services ;
5 - Monitoring Service Port
10 - Sensor Management IED
11- Logs

v Secondary WS Server |
J10.10.2.180 |

™ Secured Connection (HTTP aver S5L)
SysUser Password

Set Password Test Connection

6.0.10160.20308

« Previous | Next > Cancel |

Step4d  Check the Secondary WS Server option and enter the IP address or server name where the backup
PSOM Web Service is running.

Step5  Click 11 - Logs and click Finish. Restart PSOM Managed Services.

Redundancy Scenarios

According to different needs and constraints, you may decide to setup redundancy and failover using one
of the following scenarios:

e Multiple sets of single instances (full stack)—While only a small number of server nodes is required
to achieve full redundancy on the service tier, the load may not be distributed evenly across nodes.

e Redundant sets of Web Service and Managed Services nodes—Failover is fully automated and load
is distributed between redundant nodes, but Connector Web Service becomes a
single-point-of-failure (SPOF).

e Redundant Connector Web Services, Web Services, and Managed Services nodes—Failover is fully
automated and load is distributed between redundant nodes, but at least 4 nodes are needed to

achieve redundancy and the load between redundant Web Services and Connector Web Services is
not evenly distributed.

e Full asymmetrical redundancy—This solution offers the greatest flexibility and most comprehensive
failover with manual control of Connector Web Service failover. However, it is the most complex
configuration and requires at least 6 nodes to implement.

Configuring Multiple Sets of Single Instances (Full Stack)

In this scenario, multiple server nodes within the network are configured with a complete set of PSOM
Services: Managed Services, Web Services, and Connector Web Services.

Installing Cisco Physical Security Operations Manager Release 6.1
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Redundancy Scenarios

Table B-1 Advantages/Disadvantages of Multiple Sets of Single Instances

Advantages Disadvantages

Only 2 server nodes are needed to achieve full

Load may not be evenly distributed between
redundancy.

nodes.

No special configuration is required for the —

Services. Each service is configured to talk to its
local instance.

Figure B-5 Full Stack Redundancy Mode

- : -
Vendor Subsystem 1 Vendor Subsystem 2

ConnectorWs

ConnectorWs ConnectorWs ConnectorWs
WS

Managed Services

AH
Managed Services

W5 ws

Managed Services Managed Services

r
Full Stack Full Stack Full Stack Full Stack

-

Database Server

Configuring Redundant Sets of Web Services and Managed Services Nodes

In this scenario, redundant nodes within the network are configured with both the Web Services and
Managed Services. The Connector Web Service is not redundant.
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Redundancy Scenarios

Table B-2 Advantages/Disadvantages of Redundant sets of Web Services and Managed

Services

Advantages

Disadvantages

Fully automated failover between redundant nodes
for Web Services and Managed Services.

Connector Web Service is a single point of failure
(SPOF). If this node fails, PSOM cannot receive

events from vendor systems, nor send commands
to vendor systems.

Load is distributed across redundant nodes for
Web Services and Managed Services.

Connector Web Service needs to be configured to
use secondary Web Services nodes.

No special configuration is required for the Web
Services or Managed Services . Each service is
configured to talk to its local instance.

Figure B-6 Redundant Web Services and Managed Services

A

Vendor Subsystem 1

¥

ConnectorWs Node

Ws
Managed Services

Services Node 1

Vendor Subsystem 2

ws *
Managed Services

Services Node 2

Database Server
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Redundancy Scenarios W

Configuring Redundant Connector Web Services, Web Services, and Managed
Services Nodes

In this scenario, multiple redundant nodes within the network are configured with both the Web Services
and Managed Services for load balancing and failover. Two redundant nodes are configured with the

Connector Web Services.

Table B-3
Services, and Managed Services

Advantages/Disadvantages of Redundant sets of Connector Web Services, Web

Advantages

Disadvantages

Fully automated failover between redundant nodes
for Connector Web Services, Web Services and
Managed Services.

Load between redundant Web Services and
Connector Web Services is not balanced across
nodes.

Load is distributed across redundant nodes for
Managed Services.

Redundant Connector Web Service must have
exactly the same installation and configuration as
the primary (mirrored) Connector Web Service.

No special configuration is required for the Web
Services

Integration Modules instances on the primary and
redundant Connector Web Services cannot be in
active competition.

More nodes are required to achieve redundancy:
minimum of 2 nodes for Managed Services

minimum of 2 nodes for Connector Web Services
and Web Services

Connector Web Service must be configured to talk
to redundant Web Services nodes.

Connector Web Services must be configured with
exactly the same sets of Integration Modules
(same instance names and descriptions).

Managed Services must be configured to talk to
redundant Connector Web Services and Web
Services.

Managed Services must be configured to use
automatic failover to Connector Web Services.

| oL-28434-01

Installing Cisco Physical Security Operations Manager Release 6.1



Appendix B Redundancy and Failover without Clusters |
M Redundancy Scenarios

Figure B-7 Redundant Connector Web Services, Web Services, and Managed Services nodes

Vendor Subsystem 1

. Vendor Subsystem 2
-

ConnectorWs
Ws

ConnectorWs
ws
Auto Failover

(4

Node 1 Node 2

Fy
’ Auto Failover
M5 Node 1 MS Node 2

Database Server

Configuring Full Asymmetrical Redundancy

This scenario is the most flexible, but also most complex. Two redundant Connector Web Services can
be deployed with an arbitrary number of Web Services and Managed Services replicated independently
on different nodes. For each Connector Web Service instance there must be pairs of nodes
(active-passive) to achieve redundancy.

Table B-4 Advantages/Disadvantages of Full Asymmetrical Redundancy

Advantages Disadvantages

In case of hardware failure, Connector Web |Connector Web Service failover is still a manual
Service can failover to a passive node in a  |process, but it can be managed by the Managed
managed way. Services and database.

Fully automated failover between redundant |More nodes are required to achieve redundancy:
nodes for Web Services and Managed
Services.

e Minimum of 2 nodes for Managed Services

e  Minimum of 2 nodes for Connector Web
Services

e  Minimum of 2 nodes for Web Services

Installing Cisco Physical Security Operations Manager Release 6.1
m. 0L-28434-01 |



| Appendix B Redundancy and Failover without Clusters

Recommendations and Best Practices 1l

Table B-4 Advantages/Disadvantages of Full Asymmetrical Redundancy

Advantages Disadvantages

Load is distributed across redundant nodes for |Connector Web Service needs to be configured to use

Web Services and Managed Services. secondary Web Services nodes.

No special configuration is required for the Managed Services must be configured to talk to

Web Services. redundant Connector Web Services and Web
Services.

Figure B-8 Full Asymmetrical Redundancy

Vendor Subsystem 1 @ Vendor Subsystem 2

Manual Failover

ConnectorW5 Node ConnectorWs Node
{Active) (Passive)
-4

. O ‘
WS Node 1 WS Node 2 l WS Node 3
>~
’ Auta Failover
¥ |

MS Node 1 MS Node 2

/i

|

Database Server

Recommendations and Best Practices

Best practices for implementing failover and redundancy without using Microsoft or NEC cluster are
provided in the following table.

Installing Cisco Physical Security Operations Manager Release 6.1
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Recommendations and Best Practices

B-18

Table B-5

Best Practices for Failover and Redundancy

Small Environments

Medium Environments

Use multiple sets of single instances on two
active nodes to achieve redundancy as
described in the “Configuring Multiple Sets of
Single Instances (Full Stack)” section on
page B-12.

Configure Managed Services to talk to the
active/primary Connector Web Services node
and include the secondary Connector Web
Services node as a backup.

Use manual failover for Connector Web
Service if the Integration Modules are
stateful. Otherwise, use automatic failover for
Connector Web Service if the Integration
Modules are stateless.

Use redundant Connector Web Services, Web
Services, and Managed Services nodes to
achieve redundancy as described in the
“Configuring Redundant Connector Web
Services, Web Services, and Managed
Services Nodes” section on page B-15.

Separate redundancy in Connector Web
Services/Web Services nodes and Managed
Services nodes.

Set up redundant sets of Web Services and

Connector Web Services on two server nodes.

Set up redundant Managed Services on two
server nodes.

Use a full mirror between Connector Web
Services nodes.

Use manual failover for Connector Web
Service if the Integration Modules are
stateful. Otherwise, use automatic failover for
Connector Web Service if the Integration
Modules are stateless.

Installing Cisco Physical Security Operations Manager Release 6.1
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APPENDIX

Load Balancing with Microsoft Network Load
Balance (NLB)

This appendix explains how to achieve load balancing when deploying PSOM with Microsoft
Network Load Balance (NLB) and HyperV virtual machines. To configure redundancy and failover
support without using NLB, see Appendix B, “Redundancy and Failover without Clusters.” See the
Microsoft website for more information about NLB on Windows 2008 R2.

Microsoft Network Load Balance (NLB) can be useful for load balancing across PSOM Web Services
as well as PSOM Web Access instances. The scenario presented in this chapter uses 3 HyperV virtual
machines on Windows 2008 R2 servers: 2008r2-hv03, 2008r2-hv04, and 2008r2-hv12.

PSOM Repository is installed on 2008r2-hv12. PSOM Web Service, PSOM Connector Web Service,
PSOM Managed Services, and PSOM Web Access are installed on 200812-hv03 and 2008r2-hv04; both
of these virtual machines point to the PSOM Repository on 2008r2-hv12.

Microsoft Network Load Balance must be enabled on the 2008r2-hv03 and 2008r2-hv04 virtual
machines. To use NLB in a HyperV virtual machine, you must check the Enable spoofing of MAC
addresses option in the virtual machine’s network adaptor configuration. After creating an NLB
Cluster—2008R2-hv-nlb—add the 2008r2-hv03 and 2008r2-hv04 virtual machines to the Cluster. Then
point the PSOM Operation Console or Web Access to the Cluster.

" 2008r2-hv03 N

| | PSOM Web Service | |
| PSOM Connector Web Service
PSOM Managed Services

-

e 2V VAHASER OUIVIEES N -
E . !_PSOM Web Access _! | 2008r2-hv12 K
f8 ST~ - ===  IpsOMReposiory |
£2 | 2008r2-hv04 A== = = — = -
=g | PSOM Web Service |
| 8O | PSOM Connector Web Service |
\ PSOM Managed Services |
- | | PSOM Web Access | |
Lo 4
Lo J

You can also place only the PSOM Web Service on nodes in an NLB Cluster, and then point PSOM
Consoles, PSOM Managed Services, and PSOM Web Access to the NLB Cluster.

To set up the NLB Cluster, follow these steps:

| oL-28434-01
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Load Balancing with Microsoft Network Load Balance (NLB)

Procedure

Step 1

Launch the Virtual Machine Manager.

'H virtual Machine Manager - HyperV-01.us.proximex.corp

File View Go Actons Help

§l‘a’ Actions =8 Columns B Jobs G‘FF‘.O Tips (0) ... Networking /&7 PowerShell @an[p

Virtual Machines HyperV-01.us.proximex.corp Virtual Machines (13)
Host Groups o « |l Virtual Machine Manage
p: p None g
= ;PxCorp = Nome = Status Job Status | Host =8 =% New virtual machine
3 PxCompac3ddbf1-dd7c-47ed @\ 2008r2-hw02  Stopped
& éPxDev ﬁ Convert physical servé
L Running > " T
| mach
lm HyperV-01 @ 20082404 Running 4 Convert virtual machin
B2 hyperv-02 T8 G5 Addlibrary server
Jq | f H» 2008r2-hv03 v | 5" Addhost
Filters Clear Status Running Virtual Machine Manager lost the | »:gg:erare VirtualCe
R Sme: 01:23:48 connection to the virtual machine
Status == unning time: 123 because another connection was ® Help
= Memory: 2.00GB established to this machine. =
mer Processor: (1) 1.00 GHz Pentum I Xeon Host
Operating system Storage: 40.00GB o
- d U ge
?.:;!ed date - Latest job: ﬂ 100 % complete Reconnect 3" Move to host group
Start-vM < Refresh
CPU usage:
Ee K Remove host
]ff. Start maintenance moc
; Library .. View networking
- Properties
Jobs " .
Virtual Machine
i3] Administration Start
iSurnmary ‘Netwudmgmdsmrage |thest.bb ‘ (W) stop
Step2  Select the virtual machine and select Properties in the right pane.
Step3  Click the Hardware Configuration tab.
| Genera [ Fardware Corfguration |Checkpaints | Custom Propertes | Settngs | Actions | @
@@ Network Adapter 1
' Not connected
& Connected to:
[ecms716C =l
Connection requirements
Network location:
|uspm>dm.cu'p :]
Network tag
|Not speciied |
4 Bus Configuration I™ Enable vityal LAN idenfication
I & IDE Devices LAN ID m
(=] 2?0‘&;'2_*‘;“4 ™ Enable vitual network optimizations
€% Vitual DVD ... Ethemet (MAC) address
< SCSI Adapter 0
0 De tac 15:5D:02.C8
| © Stgtic
[00:15:50:02.C8:11
['r; Integration Servi... J F~7 Enable spoofing of MAC addresses I
1] -
Conce
%
Step4  Check the Enable spoofing of MAC addresses option.
Installing Cisco Physical Security Operations Manager Release 6.1
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Step5  Launch Windows 2008R2 Server Manager.

[
| Configuration Tasks =1 E3

=
ﬁ Perform the following tasks to configure this server £ ‘ﬂ?gﬁwwm
2 : =
'G_" Provide Computer Information u Specifying computer information I~
TN Activate Windows Product ID: 55041.507-0598 37 (Activated
D St time zone Time Zone: (UTC-D8:00) Pacic Time (US & Canada)
&i¥ Configure networking Local Area Connection: [Py address sssigned by DHCP. IPv6 enabled

Provide computer name and

Full Computer Name:
= domain

Workgroup:
&) Update This Server u Updating your Windows server
\‘Q Enable automatic updating and Updates: ing Windows Update
9 feedback Feedback:

Download and install updates Checked for Updates:

Installed Updates:

=
-

Today at 11:3

ustomize This Server

u Customizing your server

q G) (
ﬁ} Add roles
73 Add features

(o
“lAy Enable Remote Desktop

Roles:

Application Server, Web Server (IIS)

Features:

Remote Desktop:

I”" Do not show this window at logon

Click Add features.

Step 6

Add Features Wiza)

-
I_'*E Select Features
(S

Select one or more features to install on this server.

Confirmation Features: Description:

Progress @ | Network Load Balancing (NLB)
og @ I&| .NET Framework .3.5.1Feamres (Installed) et e HaFile aoss e

Results @ [ Background Inteligent Transfer Service (BITS)

servers, using the TCP/IP networking

[] BitLocker Drive Encryption protocol. NLB is particularly useful for

] BranchCache
[] Connection Manager Administration Kit
[] Desktop Experience
[] DirectAccess Management Console
[] Failover Clustering
[] Group Policy Management
® [ Ink and Handwriting Services
[[] Internet Printing Client
[] Internet Storage Name Server
[] LPR Port Monitor
@ [] Message Queuing

a ocol

[] Quality Windows Audio Video Experience
[] Remote Assistance

["1 Remote Differential Comoression

4

More about features

ensuring that stateless applications,
such as Web servers running Internet
Information Services (IIS), are
scalableby addingadditional servers
as theload increases.

Step 7

Installing Cisco Physical Security Operations Manager Release 6.1

Select Network Load Balancing from the list of features and click Next.
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Add Features Wizard E3
e

-~ Confirm Installation Selections
e

Features
To install the following roles, role services, or features, dick Install,
() 1i ;
o i) 1informational message below
Results

(i) This server might need to be restarted after the installation completes.
Network Load Balancing

Print, e-mail, or save this information

<Previous Cancel

Step8  Click Install.

Add Features Wizard E3
e

_*‘E:‘b Installation Results
O

Features

The following roles, role services, or features were installed successfully:
Confirmation
Progress Network Load Balancing @ 1nstallation succeeded

Print, e-mail, or save the installation report

Step9  When installation completes, click Close.

Step10 Launch the Network Load Balancing Manager.

Installing Cisco Physical Security Operations Manager Release 6.1
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Load Balancing with Microsoft Network Load Balance (NLB)

%2 Network Load Balancing Manager
File Cluster Host Options Help

tichRorkl o= Cluster configuration for all known NLB clusters
Cluster name |OusleriPadd'en |Muleetmask
| LogEntry | Date Time Cluster | Host Desaription
0001  3/8/2012 4:02:00 PM NLE Manager session started
0002  3/8f2012 4:02:00 PM Loading locally bound instances
4

Step 11
Step 12

Select Network Load Balancing Clusters.

Right-click and select New Cluster.

MNew Cluster : Connect m

Connect to one host that is to be part of the new cluster and select the cluster interfface

a =

————
Host:  [2008R2-HV0Y
i

Intefaces available for configuring a new cluster

Interface name

[ intedace IP |

| e |t | e |

Step 13

Enter a host name to add to the cluster in the Host field and click Connect.

| oL-28434-01
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New Cluster : Connect E3

Connect to one host that is to be part of the new cluster and select the duster interface

Host: J2008R2-HVO3 Connect |

i~ Connection status
Connected

Interfaces available for configuring a new cluster

Local Area Connection 10.10.6.103

CBack m Cacel | Heb |

Step14 The new host appears in the Interfaces area. Click Next.

Ifmmmumm: -"
e
P address | Subnet mask |
10.106.103 255.255.240.0
 Intial host state
Default state: Started vI
[ Retain suspended state after computer restarts
< Back Ir_—ﬁﬁ_ >==E Cancsl | Help |

Step15 Select a priority to assign to the host from the Priority field and click Next.

HNew Cluster : Cluster IP Addresses E

The cluster IP addresses are shared by every member of the cluster for load balancing.
The first |P address listed is considered the primary cluster |P address and used for cluster
3.

Cluster IP addresses:

P address [ Subnet masc |

Step16 Click Add to add an IP address to the Cluster.

Installing Cisco Physical Security Operations Manager Release 6.1
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Add IP Address K

|- Add 1Pv4 address: -
IPv4 address: 10.10. 6 .105

Subnet mask: | 255.255.240 .

—(" Add IPv6 address:

1Py address |

" Generate IPv6 addresses:

¥ Linkdocal [T Stedocal T Glokal
[
Step 17  Enter the IP address of the server to add to the Cluster in the IPv4 address field.
Step 18

Enter the subnet mask of the server to add to the Cluster in the Subnet mask field.
Step19 Click OK.

MNew Cluster : Cluster Parameters E

i~ Cluster IP configuration
IP address:

[10.106.105 =l

Cluster operation mode
@ Uni
" Muticast

" IGMP multicast

<ok [EroY comes | o |
- )

Enter the full internet name of the server to add to the Cluster in the Full Internet name field.
Step21 Click Next.

Step 20

New Cluster: Port Rules E3

L1

I i |

24d.. Et. | Bemove |

i~ Port rule description ——

TCP and UDP traffic directed to any cluster IP address that amives on ports 0 through
65535 is balanced across multiple members of the cluster according to the load weight

of each member Client IP addresses are used to assign client connections to a specific
cluster host.

Step22  Accept the default port rule and click Finish.

The host is added into the newly created Cluster.
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#- Network Load Balancing Manager | O] x]
Fle Cluster Host Options Help
\ d B Cluster configuration for all known NLB clusters
B 200 w3t e o  AREES | Quser Paddess | Custr P mbretmosk_| Otk
= E 20082 hv b 10.106.105 255.255 240 0 Unicast
«| | 2l R
Log Entry | Date | Time | Chuster | Host |_Besaiption
0001  3/s/2012 4:02:00 PM NLB Manager session started
0002  3/8/2012 4:02:00 PM Loading locally bound instances
0003 3/8/2012  407:42PM  10.10.6.105 2008R2HV03  Begin configuration change
0004 3/8f2012 4:07:49PM 10.10.6.105 2008R2-HVO3 Waiting for pending operation &
0005 3/8/2012  4:08:14PM  10.10.6.105 2008R2-HVO3  Update 6 succeeded [double dick for detaik...]
0005 3/3/2012  408:14PM  10.10.6.105 2008R2HV03  End configuration change
| | |
A
Step23 Add another host into Cluster and the window appears similar to the following.
#. Network Load Balancing Manager | O] x|
Fle Custer Host Options Help
Er: ggmm Load Balancing Clusters Host corfiguration information for hosts in cluster 20082w-rib (10.10.6.105)
B -nib (10. 10.6. 105)
: Host (Interface) | Status | Dedicated IP address | Dedicated IF subnet ma
gg::::gﬁ:: x:: Eg:: 'EEl2008R2-HV03(Local Area Co... Converged 10.10.6.103 255.255.240.0
= 2] 2008R2-HVO4(Local Area Co.. Converged  10.10.6.104 255.255.240.0
| | o= | i
LogEntry | Date | Time [Custer | Host | Deseription =]
0005 3/8/2012  4:08:14PM  10,10.6.105 2008R2-HVO3  Update 6 succeeded [double cick for detai...]
0006 3/8/2012  4:08:14PM  10,10.6.105 2008R2-HV03  End configuration change
0007  3f8f2012 4:09:34PM  10.10.6.105  2008R2-HV04 Begin configuration change
0008 3/8/2012  409:34PM  10.10.6.105 2008R2-HVO4  Waiting for pending operation 8
0009  3/8/2012 409:51PM  10,10.6.105  2008R2-HV04  Update 8 succeeded [double dick for details...]
0010 3/8/2012  409:51PM  10.10.6.105 2008R2-HV04  End configuration change -
4| | »
yA

Step24 Launch PSOM Operation Console. In the Logon window, enter the IP address of the Cluster in the
Server Name field.
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Logon - Operation Console =

Proximex Surveillint™ User Logon

Please select server and enter your user name. password...

Server Name: 10.10.6.105 d
User Name: ratator a
Password: t*stsr:“

™ Use HTTPS connedtion

™ Windows Authentication Logon | Cancel I

When launching the Web Console, the URL should point to the IP address of the Cluster. For example:
http://10.10.6.105/PxWebAccess/Logon
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APPENDIX D

Installing PSOM on an NEC ExpressCluster

This appendix explains how to install PSOM on an NEC ExpressCluster.
This appendix includes these sections:

e Prerequisites, page D-1

e Configuring SQL Server on ExpressCluster Nodes, page D-1

¢ Installing/Configuring PSOM Repository on an ExpressCluster, page D-4

¢ Installing/Configuring PSOM Web Service and Connector Web Service on an ExpressCluster,
page D-4

¢ Installing and Configuring PSOM Managed Services on an ExpressCluster, page D-9
e Installing PSOM 5.1 Consoles on an ExpressCluster, page D-14
e Uninstalling PSOM, page D-15

Prerequisites

Install the NEC ExpressCluster on two different nodes that each have a share drive. For example, install
node A with share drive M for cluster, and node B with share drive N for data.

S,
Note  PSOM requires MSSQLSERVER and SQLSERVERAGENT services to be clustered. Others can be left
as is.

Configuring SQL Server on ExpressCluster Nodes

Procedure

Step1  Install MS SQL Server on both ExpressCluster nodes separately.

Step 2 Create a Data folder on one of the nodes in a shared drive; for example, M:\Data. This can be used to
store the database files.

Step3  Change SQL Server services to use manual startup:
a. Select Start > Run > services.msc to launch the ExpressCluster Service Manager.

b. Select SQL Server (MSSQLSERVER) and click Stop.

Installing Cisco Physical Security Operations Manager Release 6.1
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M Configuring SOL Server on ExpressCluster Nodes

¢. Double-click the SQL Server (MSSQLSERVER) service.

d. In the SQL Server MSSQLSERVER) Properties window, select Manual from the Startup type
field.

SQL Server (MSSQLSERVER) Properties (Local Co ll

General | Log On I Heco\reryl Dependencies I

Service name:  MSSQLSERVER
Display name: SQL Server (MSSQLSERVER)

Description: Provides storage, processing and controlled access ;I
= data and rapid transaction processing. LI

Path to executable:
"C:\Program Files {<86)\Microsoft SQL Server\MS5QL.1%"MS5QL"Binn‘sgls

Startup type: Manual j

Automatic (Delayed Start)
Help me corfiqure § Automatic

Service status:

Sitart | Stop | Pause Eesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

QK I Cancel Apply

e. Click Apply and OK.
f. Repeat instructions for the SQL Server Agent service.
Step4  Update ExpressCluster start and stop scripts to include SQL Server services.
Select Start > Run > services.msc to launch the Cluster Service Manager.

a.
b. Click Start Builder to open the Cluster Builder.

o

In the left pane of the Cluster Builder window, select PSOM > Groups > Failover.

d. In the right pane, click the Resources tab, right-click script, and select Properties from the popup
menu.

{2 Chaster Buikder - Windows Internet Explorer

———
=[] v fpocahoa-zoomjstarttvsbingtict 5

Ee [t ew Fporbes Took Heb
WO ot s | |
Fle Edt Help

Resources | Entire Dependency

Mammne mason Coenment

I :
freom | BemoveRESOUICE uterna . pavirua
| Feniane Resouce
[ . Emu.‘ A

The [script] Resource Properties window appears.
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Step5  Start the Cluster Service ﬁsing the ExpressCluster Manager.

a.

b.

Configuring SQL Server on ExpressCluster Nodes

| Resources | Entire Dependency

Name Type | Resource Infarmation | Commant
fip [foating ip resource [192.168.1.88
md [mirror disk resource N
[ script |scriptresource  |staribat, stop.bat I
viom srtual computer na... |pevrtual
Wl 7 [ script | Resource Properties x|
Info | Dependency | Settings | Details |
Scripts
Tos—I MName | Agd || Replace
fant script_|start bat > L I .
Slop STAPT__[Stop.bat Romove View
[Cem) |

Select start script and click Edit to open the script in Notepad.
Add the following code to the :Failover and :Normal sections:

armload SQL /s /a /r 3 /fov MSSQLSERVER
armload SQLA /s /a /r 3 /fov SQLSERVERAGENT

Save the script file and click Apply in the [script] Resource Properties window.
Select stop script and click Edit to open the script in Notepad.
Add the following code to the :Failover and :Normal sections:

armload SQL /s /a /r 3 /fov MSSQLSERVER
armload SQLA /s /a /r 3 /fov SQLSERVERAGENT

Save the script file and click Apply and OK in the [script] Resource Properties window.

In the Cluster Builder window, select File > Upload the Configuration File to upload these
changes.

/2 Cluster Builder - Windows Internet Explorer

——

g = | bepipocaost:20003/ et TrebingTool 1

Ele Edt Yew Fyvortes Jook Heb

S R Ouster Buider | |

Eie | Edit Help
New File
Cluster Generation YWizard — 7 -
Resources | Entire Deperiency | Cluster Builder x|
Name | Type 1 Resource Information
e fip [finating ip resource |192.168.1.88
Fi Imd mirmor disk resource N The upload is completed successfully.
| Upload the Configuration File | seript [striptresource  [startbal, stop.bat
yeom wirtual computer na povirtual
o | |
Colleet logs
Exit

Navigate a web browser to http://localhost:29003 where localhost is the name of one of the cluster

nodes; for example, http://px-c100-cx1:29003/.

Select Start Cluster from the Service drop-down menu.

{7 Chaster Manager - Windows Internet Explorer

H6 [ Rl 2son =l X e e
Be fR Yew Fyectes Jook Hep
W O Manager | | n-g-®
(’m’lmﬂlﬂsmx [ riersiens ][ cotectiogs [ Retssa ][ suanpuicer | Genke o[ o
18 stopped { : [
| St Chster
Resbar Manager
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W Installing/Configuring PSOM Repository on an ExpressCluster

Installing/Configuring PSOM Repository on an ExpressCluster

Install the PSOM Repository on the active ExpressCluster node, specifying the path for the ProximexDB
file to be the Data folder created on the shared drive. This ensures that the database functions on the
clustered node. Then failover to the other ExpressCluster node and re-run the PSOM Repository
installation on the second node.

Note  The PSOM Repository is installed on both nodes so that SQL Server can locate the database correctly
during failover. When performing an upgrade for ProximexDB, simply install PSOM Repository on the
active node. Since PSOM Repository is already installed on the shared node it will be recognized by the
second node when during failover. Do not reinstall PSOM Repository on the second node. Reinstalling
or upgrading on the second node could cause overwriting of the upgraded PSOM Repository database.

Installing/Configuring PSOM Web Service and Connector Web
Service on an ExpressCluster

Installing IS on a virtual drive

For IIS 6.0, you can perform an unattended installation of IIS after creating an answer file. Update the
PathWWWRoot to be equal to N:, where N: is the virtual drive.

See the following URL for instructions on generating an answer file:

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/IIS/efefcb53-b86e-4cac-9
b4b-fcf5f1145aa9.mspx ?mfr=true

For IIS 7.0 on Windows Server 2008, you must install the Web Service to the C: drive. To locate IIS on
a different drive you must move it after installation.

See the following URL for instructions on moving IIS 7.0 to a different drive after installation:

http://blogs.iis.net/thomad/archive/2008/02/10/moving-the-iis7-inetpub-directory-to-a-different-drive.a
spx

You can also move the IIS 7.0 WWWroot to a virtual drive after installation.

Procedure

Step1  Select Computer Management > Internet Information Services (IIS) Manager > Websites >
Default Web Site.

Step2  Right-click Default Web Site and select Properties.

Step3  Click the Home Directory tab and update the Local Path field to the location of the shared folder; for
example, N:\wwwRoot.

Installing Cisco Physical Security Operations Manager Release 6.1
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S Computervanagement
=) Fle Action View Window Help ST
€5 O XERR 2EZ] > 0

- { ] Event Viewer al | hiama | path | Stahie
g Shared Folders Default Web Site Properties
B Local Users and Groups
£ 8] Performance Logs and Alerts Directory Secusity | HTTP Headers | Custom Enors | ASPNET | Server Extensions 2002 |
Device Manager WebSite | Pefomance | ISAPI Fiters | Documents |
- £ Storage The content for this resource should come from:
* R;“W;*SW'aW 4 diectory located on this computer
Disk Defragmenter
ZY Dk Management L As«uelcfcuadonmmm
= [@a services and Applications € Arediection lo a URL
-3 Telephony
Services Logal path: @Iﬂd ) Browse... |
& WMl Control I™ Script source access I¥ Log visits
B4 QL Server Configuration Manager ¥ Read ¥ Index this resource
- Indexing Service I~ Wite
=) Internet Information Services (IS) | ™ Directory browsing
#_J Application Pools = 3
=) Web Sites pERsin seiings
= S Default Web Application name: Default &pplication Remove |
# ?_vu_bin o |
ol 1, Download Starting point: <Default \Web Stex e
E "f.’ ManaggmerlConsoleHE Execute permissions: ISclip!s only j =
[#-+,5) OperationConsoleHelp
] T’;P«oximest Application pook | DefaultbppPocl | Urload |
14,5 PxConnectorws
[#-_ aspnet_client
< [ ] 2
| CI_V_J:DW I

Step 4

Click OK and repeat steps on the second Cluster node.

Configuring IS on the ExpressCluster

On each of the ExpressCluster nodes, stop the World Wide Web Service and change its startup mode to

manual.

Procedure

Step1  Select Start > Run > services.msc.

Step2  Select World Wide Web Service (w3svc) and click Stop the service.
Step3  Double-click the World Wide Web Service.

Step4  Select Manual from the Startup type field in the Properties window.
Step5  Click OK to save changes.
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W Installing/Configuring PSOM Web Service and Connector Web Service on an ExpressCluster

S [=1 B3
Help | =181
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g [N EPPREL o v Wb PublsingServiceProprties (LocolComputer) KIEG]

e visual Studio 2008 ...  Allows me... — ]
%Ualume Shadow Copy Manages a... Sk I Log U“I Hm':‘"] Dependencies I
84 webClient Enables Wi. . .

%Mndows Audio Manages a... Started Service name:  W3SVC

t: 8y windows Cardspace  Securely ...
S windows Firewall1... Providesn... Started
%Windows Image Ac... Provides im...
%Windows Installer Adds, modi...
8 Windows Managem... Providesa... Started
%Windows Managem... Monitors all...
&8 Windows Presentat.,, Optimizes ..
& windows Time Maintains d... Started

Display pame:  Wold Wide Web Pubishing Service

G Provides Web connectivity and administration -~
Dechtar: thiough the Internet Information S ervices Manager j

Path to executable:
[C\MNDUWS\SyslmSZ\svdnsLe»e kiissves

T S e S Y

88y Windows User Mod...  Enables Wi... Startup type: IMGW-J@' ﬂ
M. | S WinHTTP Web Prox... Implement... Automalic
%Wireless Configurat... Enables au... Started — Disabled
ce | S WM Performance ... Provides p... Service status:
8 Workstation Creates an... Started %
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| m! Standard /e ;fr:; ch:rn;peciw the start parameters that apply when you stait the service

Start parameters I

0k | concel | iopy |

Step6  Update the start and stop scripts for the ExpressCluster to include the necessary services.

a. Open the Cluster Builder window by navigating to the following URL in a web browser:
http://localhost:29003/StartTrekkingTool.js

b. In the left pane, select PSOM(Cluster name) > Groups > Failover.

c. In the right pane, right-click script and select Properties.

=[] retpeocabos 29003 et Trekbg oo i |

B R yew Fyomes ook teb
WG Custer Budder | |
e Edn Heip
=8|

+ &F Prezmex
# (53 Groups
fanover

Resourca Informrason Comenent
92 160.1.68

[startbat, stop bl I

hveom nputer na.._|peirtual

d. Click the Details tab and click Start script.
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Installing/Configuring PSOM Web Service and Connector Web Service on an ExpressCluster Il

4

Info Dependency ‘ Settings Details [
Scripts

- - -
..... Type Marme | Add | Replace
Start script  [start.bat ’ == =
Stop script _|stop bat Remove | View

Eat |

e. Click Edit.
f. Add the following code to the end of the :NORMAL and :FAILOVER scripts:

armload IIS /s /a /r 3 /fov W3SVC

" Ei U R R e T e T T R R T T
rem normal Startup process

I amn T et T T T R
¢ HORMAL

armload SGL /= fa JSr 3 fow MSS(LSERVER
armload SQLA /2 /8 /r 3 fov SOLSERVERAGENT

WA S

g. Save and close the file.

h. Edit Stop script to append the following code to the end of the :Normal and :Failover scripts:
armkill IIS

i. Save and close the file.

j-  Apply these changes in the Resource Properties window.

k. Inthe Cluster Builder, select File > Upload the Configuration File to save and upload the changes.

File Edit ‘iew Favorites Tools Help

vk € Cluster Builder I |
Eile | Edit Help

New File

Cluster Generation Wizard 1

Name
Open Groups
Save Monitors
N Servers
Server Groups

Download the Configuration File
Upload the Configuration File
Option

Collect logs

Exit

I. Stop the ExpressCluster service by selecting Service and Stop Cluster in the Cluster Manager.
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{2 Cluster Manager - Windows Internet Explorer
G0+ it Bl flfoesac
Fie Ek Yew Favortes Todk Hep

WA Custereriger j |

’.}\-E] v [ v s

Y
(QEII’IIISSGIISTHIX | riraets || coletlogs || Relosd || spuider || Sevkte vl opin |

§ Proximex |{ :
Name: pec100-cx
! l. Sarvers ¥ Server Name: prec100-cx
o &g peet00-od Properies 1l L
o= & pect 00-02 Name pec100-td |
o 8 Grouns Comment | Slop Cluster— ———

Step7  Wait for the Cluster Manager to refresh and then select Service and Start Cluster.

Installing PSOM Web Service on an ExpressCluster

Procedure

Step 1 Install the following PSOM components on each of the ExpressCluster nodes:
e PSOM Prerequisite (PxWizardPrereq.msi)

PSOM Web Service (PxWebServiceSetup.msi | PxWebServiceSetup.bat)

PSOM Connector Web Service (PxConnectorWSSetup.msi | PxConnectorWSSetup.bat)

Step2  During the PSOM Web Service installation, enter localhost in the Enter the name of the Sql Server

for Surveillint Web Server field instead of the name of the ExpressCluster node. This will ensure that
PSOM Web Service remains operational during failover between ExpressCluster nodes.
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Installing and Configuring PSOM Managed Services on an ExpressCluster ||

EPruximex Database Connection (Mot Responding) E
Specify Parameters for ProximexWS Database Connection
Enter name of the 5gl Server for SurvelintebServer ﬁm:,mw? )
e
Enter database name for SurveilintWebServer |F‘r0><imexDb ﬂ
Check to create Domain user. Uncheck for Local Machine user I Locakiunchecksd)
Enter the name of the windows user For databace connection | iebSarvicallsar
Enter the password For the user specified for update |au rerr—
Method  Step Status Message Task
Q intisice _|intiszationched | Tack Createsali...

Record 1 of 1

Details. .. Help | N Cancel |

Step3  Verify that the PSOM Web Service folder ProximexWS and PxConnectorWS are installed in a virtual
drive under the N:\wwwroot folder.

a

Note  The PSOM Web Service database configuration will require restarting the IIS Service which will

cause the ExpressCluster to failover. To avoid multiple failovers you can shut down the second
node while installing the first node, and vice versa.

Installing and Configuring PSOM Managed Services on an
ExpressCluster

To set up PSOM 5.1 Managed Services on an NEC ExpressCluster’s Virtual Server, follow these steps:

Procedure

Step 1 Install all PSOM components on each of the ExpressCluster nodes; use the default path.

Step2  From the Service Manager, stop all PSOM Services and change the Startup type to Manual. Perform
these steps for these services:

e PSOM Business Logic Core Services—PxBusinessLogicService
e PSOM Bus Services—PxBusServices

e PSOM Caching Services—PxCacheServices

¢ PSOM Monitoring Logic Services—PxPreAlertService
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Step 3

Step 4

Step 5

Step 6
Step 7

Step 8
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Create a folder to store PSOM Services data files in the ExpressCluster's virtual drive. For example,

create N:\Program Files\Cisco PSOM\ Managed Services\Bin where N: is the Cluster’s virtual drive.

Update the Config path for PSOM Services in the Windows Registry to see the ExpressCluster’s virtual
path.

e Update the string ManagedServicesConfigDataPath in the
HKEY_LOCAL_MACHINE\SOFTWARE\Proximex Corp key to
N:\Program Files\Cisco PSOM \Managed Services\Bin

e In a Windows 64-bit system, the Registry key to be updated is
HKLM\SOFTWARE\Wow6432Node\Proximex Corp\ManagedServicesConfigDataPath

Repeat this procedure on both ExpressCluster nodes.

Move PSOM XML files from C:\Program Files\Proximex\Managed Services\Bin to
N:\Program Files\Proximex\Managed Services\Bin folder, specifically the following XML files:

e PxBusinessLogicService.logger.xml

e PxBusinessLogicService.xml

e PxBusServices.logger.xml

e PxBusServices.xml

¢ PxCommonDbWsConfig.xml

¢ PxCommonLoggerConfig.logger.xml

e PxPreAlertService.logger.xml

e PxPreAlertService.xml

¢ PxSensorDispatchServicePlugin.logger.xml

e PxSensorDispatchServicePlugin.xml
Launch the Computer Management window, select Services and Applications > Services.

For each PSOM Service, stop the service and change its startup type to manual, including:
PxBusinessLogicService, PxBusServices, PxCachingServices, PxPreAlertService,
PxSensorDispatchServicePlugin.

Stop the IIS service (World Wide Publishing service) and change its startup type to manual.
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Step9  Update the ExpressCluster's start and stop scripts to include the PSOM Managed Services and the IIS
Service.

a. Open the Cluster Builder by navigating a web browser to
http://localhost:29003/StartTrekkingTool.js.

b. Select PSOM (Cluster name) > Groups > Failover.

c. Right-click script and select Properties.

/2 Chuster Builder - Windows Internet Deplorer

3 [ retpuioc shost oSt artTrakbngTocl. 5

Be £ Yow Fpokes Tock heb

i O @8 Custer Bulder I |
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HName Type | Resource information Comenent
Hoating ip resource |193 168188
md mirmor sk rasource [N
serpt Remove R co PUBE |startbat, stop bat

bcom nuter na_ |praraal
Regame Resource

| properties

d. In the [script] Resource Properties window, select the Details tab, select Start script, and click
Edit.
I
(Info | D v | us | D |
Scripts

Type Name I
|Start script _ [start bat
|Stop script stop bat

Add J [ Replace |

Remove View l

Edit

e. Add the following code after the :NORMAL and :FAILOVER scripts:

armload PxBLS /s /a /r 3 /fov PxBusinessLogicService
armload PxBS /s /a /r 3 /fov PxBusServices

armload PxPAS /s /a /r 3 /fov PxPreAlertService

armload PxSDS /s /a /r 3 /fov PxSensorDispatchServicePlugin
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= Check Disk

f. Save and close the script file.

g. Inthe [script] Resource Properties window, select the Details tab, select Stop script, and click Edit.

h. Add the following code after the :NORMAL and :FAILOVER scripts:

armkill PxBLS
armkill PxBS
armkill PxPAS
armkill PxSDS
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Installing and Configuring PSOM Managed Services on an ExpressCluster

Fls Edt Fomat Wam Help
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rem chedk Disk
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i. Save and close the script file.

j-  Apply these changes in the Resource Properties window.

File Edit Yiew Favorites Tools Help
o & Cluster Builder l |
File| Edit Help

New File

Cluster Generation Wizard T

Open Groups

Save honitors

N Servers
Server Groups

Name

Download the Configuration File
Upload the Configuration File
Option

Collect logs

Exit

I.  Stop the ExpressCluster service by selecting Service and Stop Cluster in the Cluster Manager.
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In the Cluster Builder, select File > Upload the Configuration File to save and upload the changes.
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{2 Cluster Manager - Windows Internet Explorer |
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m. Wait for the Cluster Manager to refresh and then select Service and Start Cluster.

Installing PSOM 5.1 Consoles on an ExpressCluster

Install the PSOM 5.1 Consoles on both ExpressCluster nodes. PSOM Consoles are not cluster-aware and
can be installed on an ExpressCluster node just the same as it is installed on any non-ExpressCluster
machine.

When connecting to the PSOM Web Service for the ExpressCluster, the name of the PSOM Web Service
should be the name of the virtual server and not the name of the ExpressCluster node. While providing
the active ExpressCluster node’s name will enable connection to the PSOM Repository, once the
ExpressCluster fails over to the other node, PSOM Consoles will no longer be able to access the PSOM
Repository.

Conversely, if the PSOM Consoles are logged in to the virtual server they will automatically be
redirected to the alternate ExpressCluster node during failover.

Note  When configuring PSOM Integration Modules, the PSOM Consoles must be connected to the active
ExpressCluster node rather than the virtual server. Otherwise, the Integration Module functionality is
disabled in the Administration Console.

The Integration Module functionality is enabled in the Administration Console because the PSOM
Consoles are connected to localhost which is the active ExpressCluster node.

Note  Every Integration Module configuration requires the IIS Service to be restarted which will cause the
ExpressCluster to failover. To avoid multiple failovers during configuration, shutdown the second
ExpressCluster node while performing configuration. Another approach is to use the Plugin Pages to
configure all Integration Modules and then restart the IIS Service after configuration is complete.
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Uninstalling PSOM

Uninstalling PSOM

To uninstall PSOM from an ExpressCluster, follow these steps:

Procedure

Step1  Stop the ExpressCluster service using the Cluster Manager.
a. Navigate to the following URL from a web browser: http://localhost:29003

b. Stop the ExpressCluster service by selecting Service and Stop Cluster in the Cluster Manager.

[ Cluster Manager - Windows Internet Explorer

@j v | hpocahot 2500 Sl fve e

Fie Ek Yew Favortes Todk Hep

R || DR
)
(’EIFIISSGIISTHIX | riraets || coletlogs || Relosd || spuider || Sevkte vl opin |
fzﬂg::;rs :SemrName:prcﬂlﬂm ok
o kg peet00-0d Properies o Star Cluste
&4 o Nan c100-cx T
] ;:ﬁlﬂﬁ:m‘ﬂﬂ C;E;em & | Slop Cluster |

Step2  Remove references to PSOM Services from the stop and start scripts defined in the ExpressCluster.

a. Open the Cluster Builder by navigating a web browser to
http://localhost:29003/StartTrekkingTool.js.

b. Select PSOM (Cluster name) > Groups > Failover.

c. Right-click script and select Properties.

/2 Chuster Builder - Windows Internet Deplorer

—
on = i8] etpiiocshost -2 Start TrekbingTook
Be £ Yow Fpokes Tock heb
WG Chuster Bulder I |

Eile Edit Help
=89
¥ dF Prosmex Resources | Entine Dependency
# O droups Name I Type | Resourcelnformation | Comeent
g i 73 Aoating ip resource | 1921661 88 |
ManagementGroup md miror desk rasource [N
senpt | Purce  [staribat, stop bat
hrom | BemevaRasowce o na il
Renarme Resource
0 pectooce Deperties |
=] Server Groups [

d. In the [script] Resource Properties window, select the Details tab, select Start script, and click

Edit.
/21 script 1 Resource properties x|
[(Info | D lency | Settings | Details |
Scripts
Type MName ‘ | Add || Replace |
Start script |start. bat -
Stop script |stop.bat Remove [ View ]
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Step 3
Step 4

Remove code references from the end of the :NORMAL and :FAILOVER scripts.

armload PxBLS /s /a /r 3 /fov PxBusinessLogicService
armload PxBS /s /a /r 3 /fov PxBusServices

armload PxPAS /s /a /r 3 /fov PxPreAlertService

armload PxSDS /s /a /r 3 /fov PxSensorDispatchServicePlugin

Save and close the script file.
In the [script] Resource Properties window, select the Details tab, select Stop script, and click Edit.

Remove code references from the end of the :NORMAL and :FAILOVER scripts.

armkill PxBLS
armkill PxBS

armkill PxPAS
armkill PxSDS

Save and close the script file.
Apply these changes in the Resource Properties window.

In the Cluster Builder, select File > Upload the Configuration File to save and upload the changes.

File Edit ‘iew Favorites Tools Help

vk € Cluster Builder I |
Eile | Edit Help

New File

Cluster Generation Wizard 1

Open Groups

Save Monitors

N Servers
Server Groups

Name

Download the Configuration File
Upload the Configuration File
Option

Collect logs

Exit

Stop the ExpressCluster service by selecting Service and Stop Cluster in the Cluster Manager.

{2 Cluster Manager - Windows Internet Explorer
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Y
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m. Wait for the Cluster Manager to refresh and then select Service and Start Cluster.
Uninstall the PSOM Services from both ExpressCluster nodes.

Failover to the ExpressCluster node that was used to install PSOM Repository.
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Uninstalling PSOM

Step5  Uninstall PSOM Repository.
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APPENDIX E

Setting Up Database Mirroring for PSOM
Repository

This appendix explains why you would want to set up database mirroring for PSOM Repository,
and walks through the steps for doing so.

This appendix includes these sections:
e Overview, page E-1
e Database Mirroring with PSOM, page E-2
e Prerequisites for Mirroring PSOM Repository, page E-2
e Mirroring PSOM Repository, page E-3
e Initiating Manual Failover, page E-21
e Setting up PSOM Web Service for Database Mirroring, page E-21
e Setting up PSOM Services for Database Mirroring, page E-23

Overview

When PSOM depends upon a single SQL Server to host the PSOM Repository, there is risk that SQL
Server or the machine hosting it will fail, causing all operations dependent upon the PSOM Repository
to fail. One way to avoid this issue and provide high availability of the PSOM Repository is database
mirroring.

Although there are other approaches for ensuring high availability of the PSOM Repository, database
mirroring with SQL Server is the recommended approach due to lower SQL Server administration costs
and greater equipment flexibility.

e Any hardware that meets requirements for the PSOM Repository can be used for database mirroring,
unlike database clustering which requires a shared disk resource (high performance RAID drive) and
special licenses for Windows and SQL Server.

e Automated client redirect is supported natively by .NET Data providers for database mirroring.

e Full disaster recovery (Geo-Failover) is supported by database mirroring because active mirrored
databases can be instantiated in multiple physical sites (SQLServerl in San Jose and SQLServer2
in San Francisco).

Furthermore, the PSOM Web Service and PSOM Services offer built-in support for database mirroring
should you choose to implement it.

Installing Cisco Physical Security Operations Manager Release 6.1
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Bl Database Mirroring with PSOM

Database Mirroring with PSOM

With PSOM database mirroring, two copies of the PSOM Repository (ProximexDb) are maintained by
unique instances of SQL Server (Standard Edition), typically on different machines. One server instance
serves the ProximexDb database to PSOM Services and Consoles (the Principal SQL Server). The other
instance acts as a hot or warm standby server (the Mirror SQL Server).

PSOM uses a high-safety database mirroring mode which enables automated client redirection by using
a “Witness” SQL Server instance in addition to the Primary and Mirror SQL Server instances. The
Witness SQL Server can be SQL Server Express, and can reside on the same machine with either the
Principal or Mirror SQL Servers.

Unlike the Primary and Mirror SQL Servers, the Witness SQL Server does not serve the database. The
Witness SQL Server supports automatic failover by verifying whether the Principal SQL Server is
functioning. The Mirror SQL Server initiates automatic failover only if it remains connected to the
Witness SQL Server after both have been lost contact with the Principal SQL Server.

This high-safety mode minimizes administrative overhead and minimizes software costs associated with
SQL Server Enterprise licensing; the synchronous transactions required by the high-safety mode slightly
decrease performance.

Witness
SErver
|nstance

= Data flow ——b@

Note  To enable database mirroring, the ProximexDb uses the full recovery model. Therefore, all bulk
operations are fully logged.

Prerequisites for Mirroring PSOM Repository

Before proceeding with the steps in the “Mirroring PSOM Repository” section on page E-3:
e Stop all PSOM Services.
¢ Close all PSOM Consoles.

e Issue an IISRESET command on all machines with PSOM software to release any existing database
connections.

e Use an administrative account with rights to all machines that host SQL Server and sysadmin
permissions for all SQL Server instances.

Installing Cisco Physical Security Operations Manager Release 6.1
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Mirroring PSOM Repository

The overall steps to setting up mirroring for PSOM Repository are:

Step 1
Step 2

Step 3

Add three instances of Microsoft SQL Server on the network: Principal SQL Server, Witness SQL
Server and Mirror SQL Server. This is to implement a high-safety mirroring solution. It is
recommended that all three instances of Microsoft SQL Server use SQL Server 2008 R2.

Set Microsoft SQL Server to use a domain account for the service account (all instances). Doing so
allows all three instances of SQL Server to communicate with each other to enable verification, data
transfer and ultimately failover. Ensure that the domain user has Run-As-Service authority on the
Windows machines where SQL Server instances are running.

Install ProximexDb in the Principal (.) SQL Server (if not already installed).

Set ProximexDb to use Full recovery mode.

Execute a full database backup of the ProximexDb database on the Principal SQL Server.
Copy the database backup file to the Mirror SQL Server.

Create a new ProximexDb database on the Mirror SQL Server.

Restore the backup ProximexDb database to the Mirror SQL Server with No Recovery mode.

Activate mirroring of the ProximexDb database from the Principal SQL Server.

To mirror the PSOM Repository, follow these steps:

Procedure

Launch Microsoft SQL Server Management Studio.

Click Connect > Database Engine....

ﬁ_‘:f Microsoft SQL Server Management Studio

Edit View Project Debug Tools W

£

S New Query | [y | 8y 0y B | [ [ IS &

(Connect9] 37 23 23

[(T TeEbese e ) |IRoxMEx Us\sa

| b‘ SQL Server Compact...

Select the server that houses PSOM Repository and click Connect.
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Step 4

Step 5

5F connecttoserver
E;ummr
SQLServer2008R2
Sarvertype: IDaEhaie Engne j
Server name: m =l
Suthentication: [Windowe A thertication |
Llaer nama: IFPGKlHE‘{US"—Ean‘IJEHLIm j
Eaaswond: I
I” Remember password
(=) c== | s | oo |

Install three instances of Microsoft SQL Server on the network. Shown next, one machine hosts the

Witness SQL Server (\SQLEXPRESS) and Principal SQL Server (.), and another hosts the Mirror SQL
Server (192.168.1.188).

%2 microsobt BUL =erver Management studio

Ele  Edt wew ]:oub fondow  Community  Belp

Elmewcuery | [y | 26 ol B [ |15 EH S | &

H Ié 197,168, 1. 188 (500 Server 10,50, 1600 - PROKIMEX-US Isamuel Km)
Set Microsoft SQL Server to use a domain account for the service account.

On each Windows machine:

a. Select Start > Control Panel > Administrative Tools > Services.

L Servioes

(=] 1]
Eie Action Yew Hdp
doed [ E bk HE 0w
7, Senices [Local) Name > | Decorpron. [stme [struptype [ egonas | a]
:':.i 0L FulHtedt Flber Deemon Launc., . Servieto L., Started Merual Locd Service
Pravides st... Dissbled Loca System

Pravides st... Disshled Local System =l
Pravides st...  Startad Automatic prodmex-usigamue Mm
LG Gerwer Actve Lirectory Helper Enablesint.. . Dissbled Metwork Service
%1 501 Server Agent AINSTLI Exerutes .. Digshled Loca Svetem ;I

Ewtanded A Stardard

b. Locate and double-click each SQL Server instance in the Services list. In the example shown, the

Principal SQL Server and Witness SQL Server are on the same machine. The SQL Server Properties
window appears.

c. Click the Log On tab, select This account and enter the domain user and password in the fields
provided. Click OK.
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Step 6

Step 7

Mirroring PSOM Repository ||

S Srrerr (MSSIH STAVTR ) Propeckics [Lacal Com parter) ﬂ

.Gcmﬂﬂnmm:ul Dcm'ldn'nil:sl
Legon e

™ Locd System accouwrt
7 Alloa servie ta rteract with dezklop

Ei‘ Thie account (- |u'mirrmus'\aan'uelkim J Broues...

Help ma conlipurs wear aceourt log on optiore.
Tou can enable or deable this aarvicos for the hamdweare profiles liebsd below:

Herdvware Prafie | Senice [
Undacked Prdfile Enabled

Trubieehooing ieing hardwareprflee,.  Ercbe | Deabe |

[| T |

d. Click OK when prompted.

e. Select SQL Server instance in the Services list and click the Restart button.

i Hml r el n]

e
Hame = | Decorp
'¢ Spedal Administretion Conaoke Helper  Alows @
‘., SCL Active Drectory Helper Servce Enables
',! S Fulltexd FAlber Deemon Launc...  Servios
£L 500 Server (IMNGTL) Pravide

201 Foren [MATY TFATES

f. Click Yes if a message similar to the following appears.

rstart ther “rrnices | _ﬁl

o1 When SOL Server {INST1] restads, ihese olber s=ruices
SH vl de menr.

SOL Server Agerd {INSTT}

[ you wart 1o eatar thess sarvicap?

[f= ] w |

g. Verify that the SQL Server instance and SQL Agent are running under the correct domain user

account.
:ju::lL S=ver (MS5S0L5D 4] wiocs ot L | O Adoriadc proxmex uslsamaz dr
e S0L Server (SOL2005Y Prowides st... Dissblad Local Swetem

Install ProximexDb in the Principal (.) SQL Server (if not already installed). You can restore an existing
ProximexDb database as well.

Set ProximexDb to use Full recovery mode.
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Note  You must first close all connections to the ProximexDb database.

a. Close all PSOM Consoles.

b. Stop all PSOM Services.

c. Restart the IIS Service. Select Start > Run and enter the following commands in the Run dialog.

net stop w3svce

net start w3svce

d. From Microsoft SQL Server Management Studio, expand Databases under the Principal SQL
Server(.). Right click the ProximexDb database and select Properties.

Skiiecl Caplr e

Connect- | @7 3
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B [ Databages

M 3 System Datobeses
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® | ] Didsopb
B
® |l velad Hew Datshas=...
M 3 Security New Quary
B 3 Server OY
3 Replicatio Soipt Database as
i Tass
2] L&) SCL Serv
® [gh \SOLEWFRES Ralicies
192,168, 1. 1
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Stert PorverShell
Aeparts
Rename
Delete
= ounut =e
Ready Refresh
I Proper ties

e. Click Options in the left pane of the Database Properties dialog.

f. From the Recovery Model field on the Options tab, choose Full.

g. Click OK.
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Any existing database backup SQL Server job will fail at this point.

h. To disable database backup jobs for ProximexDb, expand SQL Server Agent > Jobs for the
Principal SQL Server(.). Right-click ProximexDB Database Backups and click Properties.
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i. In the Job Properties dialog, deselect the Enabled option and click OK.
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Step8  Execute a full database backup on the ProximexDb database.

a. Expand the databases under the Principal SQL Server(.). Right-click ProximexDb and select
Tasks > Back Up....

=
B[] vebohDg Hew Ditobaze .
B [ Seaurtty Mew Query
M [ Server Dbjact) ;
= [ Replatan SrrptDatsham o »
H [ Managament e
M & 50 sarver x lDeiach...
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Facets Bring Oning
Start PaverShel shrink
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b. On the General tab in the Back Up Database dialog, verify that Full is selected from the Backup
type field.
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c¢. Make note of the location specified under Destination.

Destingtion
Backupto: ' Disk " Tepe

LU HE ST SEEY

A

d. Click the Options tab.
e. Select Overwrite all existing backup sets and click OK to start the backup.
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f. A dialog appears to confirm a successful backup. Click OK.

HMivresell &)L Server Manayemenl Shedic il

@ The badup af database ‘ProdmexDb’ completed successfully,

5 [ 1]

Step9  Copy the database backup file to the Mirror SQL Server.
Step10 Create a ProximexDb database on the Mirror SQL Server.

a. Expand the SQL Server database tree for the Mirror SQL Server, right-click Database and select

New Database.

L.ﬂ L {B0L Server 10.0,2531 - PROMIMEX-US\samuel kim)
|4 \SQLEXPRESS (SCL Server 9,0,4053 - PROMIMEX-US\samue! kim)
=

[BRE|

= 192, 158, 1, 158 {SGL Server 10, 50,1500 - PROXIMEX-US gamuel kim]
= |
Ga E Mew Catabase, .. !

b. Inthe New Database dialog, enter ProximexDb in the Database name field. Click OK to create the

database.
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Step 11
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Restore the backup ProximexDb database to the Mirror SQL Server with No Recovery mode.

a. Remote login to the machine with the Mirror SQL Server and launch Microsoft SQL Server

Management Studio.

b. Expand the Databases under the Mirror SQL Server, right-click ProximexDb and select Tasks >

Restore > Database.
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c. In the Restore Database dialog, select From device under Source for restore, then click [...].
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d. In the Specify Backup dialog, click Add and navigate to the directory where the backup database
file is located. Click OK, and OK again.
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e. Select the Restore option in the Restore Database dialog.

Restore | Name | Compenent | Troe | Server
W | PoanmDbFul Dactass Backup  Deizhess  Ful | PRI0OEEE]

Datebm

f. Click the Options tab.

g. Select Overwrite the existing database, and Leave the database non-operational...(RESTORE
WITH NO RECOVERY).

h. Click OK to start the restore process.
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Fegrloms tha det=hnes fiac =
Originel Fln Hame: | Ao Typa | Reetom s |
Prosmeslb_dot } Fowa Oaln CA\Prugram A= #crectl SOL... ....|
[ Lg CiPragram Fles\Wiereadh 50U .. .|
R bt

¢ Leawe the debabeme neady o uae by reling back: Lncommitted ireraeciona. Addiional
irarandion legs cannet be resbored {RES TORE WWITH REOOVERT]

& L= the databess nerraperational. and do net rol back uncommitiad trEneactiona. Addikenal
trargactian lege can be eaered. |RESTORE WITH MORECOVERY)

¢~ Learejhededtabee in eedonly mode. Lndo ucommitied bamadiors, b seve bhe udo
adiianain a slandhy file anihal moeven efiechs can be reversed JRESTORE WITH 5 TANDOET)

Sancylis: | _I

i E The FullTen Upgrade Opton aerver property cormml whether FuH et indeses ore Imponed.
rebulk. ar real.

[ox ] oo |

i. A dialog appears confirming successful recovery. Click OK.

The ProximexDb database should appear in (Restoring...) mode.

| B [ 132 168. 1. 186 (BQL Server 10,50, 1600 - FAOXTK

[H [ Syst=mDat=haex

l: M . Proximexnh {Restaring...)

T ) Feporterer

® | J| ReportServerTempDB

Activate mirroring of ProximexDb database from the Principal SQL Server.

Mirroring PSOM Repository Il

a. Return to Microsoft SQL Server Management Studio on the Principal SQL Server machine.

b. Expand Databases under the Principal SQL Server(.), right-click ProximexDb and select Tasks >

Mirror...

B [ Dambases
& [ System Detsbases
B [ Databese snapshats

Bl [ - (590 Seruer 1053, 1600 - PROMIFEN A Khenmie ki)

B ()
H 3 Searty Mevi Database. ..
H 3 Server Objecks Hew GQuery
B [ Repication
=] LJ Manmement Script Omiebese a5 [} ';‘
_ ) 50 server agen Take " Detach...
= [ 192,158, 1. 188 (500
B [ ramhases Falicias » Take Offine
B [ System Datah 3 ¥
§ OO Datebese g o o O
Bl ProsimexCh if Start PowerShell shrink
B ]| ReportServer|
B[] ReporiGerver] Reperts r Back L. .
# [ Seaurity
# 3 Server Objects ] it
© [ Replcton Dizb=be Wmer...
o = Womanomont P

¢. On the Mirroring tab of the Database Properties dialog, click Configure Security....

| oL-28434-01
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B Mirroring PSOM Repository

The Configure Database Mirroring Security Wizard appears.

H W Cuonliwwre Dalabaze Hircerieg Scoeriby Wicaend i | .Jﬂ_lﬂ

+» Configura Databasa Mirroring
Security Wizard

This wirand vl belp you configuns the securty settings far
minoring caisbes e Prooames Dl

Yew can uae this wizend ta configure securty settings an the
folloming seruers:

- the prncipal server insance
- thi mimor aerver ralancs
- the wiineas eerver Inelanca (optional}

™ D ract b fhis sterting psge gain.

o | £ Bck [ Nat> i en | cancd |

d. Click Next.

¥ W Conlivure Calalaze Hirrerieg Scuorily Wicand ]J

Include Witneas Server
Specfy whether to Includs 3 winae: esmer In tha eecurtty configuration.

To cpamte daiabess mimoing in emchmnoue meda wih autometic fallever, vou mugt
«configur 3 wirees server nglance to menkortha giatue of the nincpal and mimor
wanser inctances: ard conird the falkor.

Do you wend 1o coarigure secumty ta Indude & wines serueringance?

- Ho

Halr | < Back " Het > Il Bneh 24 I Cancel |
| — A

e. Click Yes to include the Witness Server and then click Next.
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Chonze Servers 1o Configure
Chomps whers in save the mecurdy corfigurstion.

Seve the s=cusity configuradion ondhe folowing:
F Pl esunringanca
¥ Minor eanver ing=noe

¥youchaoes not te configure Jl of the sanser Ineances now, you can canfigurethem
lstar by urming thic wizerd agein.

e | <Bach v | Bty | cancal |
——

4

f. Select the Witness server instance option to store the configuration on the Witness Server then
click Next.

'. Cuerliwurc Crula lrase Hirrwring Souwrily Wicand | ]

Principal Server Instence

Speciy rfommation sbaut the server mstancs whame the detabess wss onginaly
Iocated.

Brniopal BErver Netance:
JP-2snE -1 =

Specfy the properfes of the edponttrough which the prindpel seruer insterce il accept
conrechiare Fram fhe mirer and witreos sarver irstances:

Listereer porks: I Encynt data sent through ths end pont

Erepoint name:
rlrmriru

MOTE: If the prmcipal, mimar or witness are mstances on the same semver,
thelr endpoints must use different ports.

e | <Bach [I Mat > I]Enleh:-:—il Canodl |
N—

A

As long as SQL Server Management Studio has been launched from the Principal SQL Server and
started from ProximexDb, you will not need to configure any information on this screen.

g. Click Next.

Installing Cisco Physical Security Operations Manager Release 6.1
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¥ § Conlivure Dulabus Hirrurins Scesrily Wicand

Mirmor Server Inatance
Somcify mformation abaut the pervar instanca whamn the mimor ooy of the
ciatnbewe wil be locabed.

MFror server Instance:

fiimar Berver Netance:
|Px-a00m154- 1 SQLENPRESS x|
g H

Spefy the properies of the endpoint:
canrecbiors frem the prindpel and witress

Liskere=r porks =

Cornect..,

irror server irstances vil ec=pt

MOTE: IFthe prmapal, mirar or witness are mstances on the same server,
thelrendpoints must use different ports.

b, Youmuet connact to this server Felancs Ueng a logn o accourt wih the necesany
peEsos 1o sve the ey corfi guration belons conlinuing this wizard.

Bsb | Back |[ Hmt: | Bency | cancd |

&

h. Select the Mirror SQL Server from the Mirror server instance field. For this example, it is
192.168.1.188.

i. Inthe Connectto Server dialog that appears, click Connect to establish a connection to the mirrored

SQL Server.
' B Cuninel Lo Server L il
P
ol §6f Server2u0s Rz
Sanverbypm: II]anw Ergirm j
Servername: W ;I
Suthentication: |Windawe Artherication =l
Lermame: [FROAIME: UShaermud kam 5]
Paseword: |
[T Remember posswerd
l Carreci !! Carrcel | Help I Ciotiorm =5 |

j. After successful connection is established, click Next in the Configure Database Mirroring Security
Wizard dialog.
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¢ ~nhgurs Batahase Mirmnng Seorhy Weand .J_D_lﬂ
Witness Server Inatance |?"li;
Epacfriha sarver ingtance that monkom the satua of the pincipa and mimor ,_-'_‘I
aerveringtances. e
=

W itness server instance:

Epedfy the praper tieg of the endpoint through which the
conracters from the prindpal and mirror server Nstances:

E‘{-ZECBHI\BQ.E?PREES j Connect... |

LR T R s

Uetenar part: I Ercryptdets sent #

Erdpoint mame:

HATE: H the principal, mirmor or wilness are inskances on the same s=rver,
thek endpeints must use different ports.

i, You must comned tn this server irstance using  login or acocour with the necesery
parmiselons ta eave Tha secuity conliguration befane cantinuing 1hie wizard.

Heb <ok [t | Eine | Coned |

4

k. Select the Witness SQL Server from the Witness server instance field. For this example, it is
PX-2008X64-1\SQLEXPRESS.

I. Inthe Connect to Server dialog that appears, click Connect to establish a connection to the Witness
SQL Server.

[ WUl Ly Server

firthertiation: | Windaws Autherication =
Lermame: [PROAIMEN: L \aormue! kim |
Pasemord: |

[T Remember posswerd

Gurmdi[:umal|Halp|Bpﬁn=:|

m. After successful connection is established, click Next in the Configure Database Mirroring Security
Wizard dialog.
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hourc Database MIFHIANG SeCURty Wizard

Semnice Accounts
Specfyihe sendoe accaunte of the esrear Instances.

For SOL Senver ancourte In the £ams domain orineted domare, epechiy the services accounis
below. If the sccounta ane nen-domein sccaunts orthe accourds & inurtnetad domaina,

Ieave the tedboees empty.

Frncipal: Viknes: |
Serrice accounts for the Fdbwing irstances: m brmdm'ﬂarrunlldm
Principal: Wine=: Mo
I I l:rm:inm'uurru:lldm
Wmr: Mteryou mechy the acice aceourts. logina wl be created For each nocount . F neceasary.

Afteryou apecify the: service accourts. legira wil be crembed For eac
ard wil be grarted COMNELT permision on ihe erdpoints.

w and wil be grarted DONNECT pemisainn on the endpaia,

e |

ot [ ]| gt |_coea |
—
#

Carced |

cBock || Hets | Frshsl |

Provide service accounts for all three SQL Server instances. It is recommended that you use the

same Active Directory user to allow all SQL Server instances to be managed from the same domain

account.

0. Click Next. The summary window appears.

liwwre Cralla bz Hirrwriog Scoerily Wi

Complete the Wizard
Werihythe choices madn in the wicand ad cick Finish.

ick Fintsh 1o pexiom the following actlona: -

'On the: principal acrver Instance. PA-2008X64-1

»  Wdiythe folowing pocsries of the miming endpoint:

Mama: Kirorng

Uetenar Port: 5022

Ercryption: Yes

Anle=: Padrer

P the senice socsum farthe prncipal serveriratance, proamesus

“amuel kim' 22 alogn and grant £ CONMECT pammiasion en the mimering

endpoir.

s Addtha ssmice accoum forthe prncipal sarverinetEncs. TrodMEK-UE
“gamual kim' 28 alopn and gant & COHMECT pamisson on the mimanng
endpoir.

10 The minrer sorver inslamcs, 152, 168.1.188

v Ity the follewing properties. of the mimonng sndpoint:

*  Home: Wimoig
. Ustener Port; B023
+  Encryption: Yes ﬂ
b | <Bach s> [[[ B || com |
e A

p. Click Finish.

l_ Installing Cisco Physical Security Operations Manager Release 6.1

0L-28434-01



| Appendix E

Setting Up Database Mirroring for PSOM Repository

| oL-28434-01

T A Cenlivwre Calulraze Hirmenime Sourily Wicend

Mirroring PSOM Repository ||

=o]x]
Configuring Endpainiz
Click Sop 1o imemupet the ooemtien. |
@ 3 Tod 0 Bmr
Success 1 Gusress 1 Yéaming
Datde:
] Petion [ Stetus | Meamnge |
@ Conligurng andpaint on pinclpd server]...  Sucooas
& Conliguring andoeint on mimr saverlS.. | Sucoms
§  Configuring endpeint on winess ssruer]..  Sucoes
se | Baen «|
il

q. Click Close. The Database Properties dialog appears.

a

Princpal retrark sddress: TOP:)PR-2008 K6 L. Drosime s, corp: 5322
Firror network address: TOR:(NVIN-LIIAFSATSN, us.prodmen. corp: 5122
Winess network address: TCP: fPS-XI0EXSS-1.u8 prosimex.cam: 5023
Operatinpmode: High safety with automatic falover {synchrenous)

Tqmgme:neﬂﬁsdneuwt

mirrering, dick Do Mot Star t Mimering; you can #en start mirmoring by dicking Start Mimering on the
iering page of the Datnbese Propertes dakg box,

dinlog b without startg mirering rew, but yeu sl need e configure the operating modes ond server
network eridre=ee= again before you can start mirroing.

Spectfied dotabese mirranng configuration sztings @

far mmarng the

dick SErtMirorng. To welt o ctart

ehy, you man =xikthe Dotabase Propertes

Start Mimoring

r.

Review the result

and click Start Mirroring.

The Database Properties window reappears. When mirroring is activated the Status area notifies you
that the database is fully synchronized.
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B Culabusc Properlics ProgisceDls Il =10l
14 Rlea Ersure e sesuily s snfigred farmiming thia | I
2 Flegmups daabes. Gorfigure Sscutty
=2 Optiang
Z Trange Tracking
§ A g:w Server natwork addreesss
7 Baandsd Proportise Principal: I'I'CF:rf'F}(—md-lmmmnm Gl Kimexing
47 Mimering
2 Trangaction Lug g Himr: |TEP AWM S2FSAT 3N 1oy presemes: Pauss
Wirpx: |TCP-/PH-20085E4-1 1 preacimeer. v Ramove Mimrrg
Hma: Uss fulp-quatiad TCP addreapca. For axampla: e
TEP:#farvr5.com ab com: 5022 =
Cperating mode

" h}@nmwummal—&rmldﬁamm & the pancipal and then tranefar them o
mimer.

= Hih ety urthaw Autamaticfalkever fnnchmneus] - Awawk commit changee 2 bath the

prireipe and minmer.
# High exfety wih automeic inlover {gmchronous} — Reguine 2 winess sarvering ancs.

l Commil changes ol beth 1he principa erd mimer 7 balh @ availble. The wines cortmls
» — =t nmeiic Faiouer o the mimor Fite principsl becomes urausisbe.

Sarvar

Cornaction; St Smorenioad: the detebapes are fby FeFmn-

PREXRIMER-US aamusl kim mnchronized =

Y Wew connection popertae
|

Feacky
0K I Caresd
A

s. Click OK.

You can validate that mirroring has been activated by refreshing the Databases node and viewing the
results.

I'_'umzd:"_!_?g ] 'f:ﬂg

= b . [SCL Server 10,50, 1600 - PROKIMEL-LS Eamuel kimb
= 3 Dotabeses

B [ System Datsbasas

{ & | FrosimexDb Frincipel, Smchronized] |
M [ security
A [F Server Objects
[H [ Repication
M [§ Management
[T 5L Server Agent {Apent XPs dischled)
= |ffh 192.158. 1,185 (3L Sarver 10,50, 1600 - PROKIVEX-LS'samuel kit

M L Syatem Dotmbases
B Matabace Searchate

[_ & 1yl FrovimexDb ﬂwrrur,:ivnd-mriz:drkcswrhu...]]
B[ Reportener
B | ReportserverTempDE

[ & Sequrity

H [J Server Objecis

M 3 Repicaton

[ (A Management

& [f 5qL server Agent

[E3) Lﬁ MBI EXPAESS (SOL Server 10,51, 1600 - PROKIMEY S mamusd kim}

Note that the Principal database now appears with (Principal, Synchronized) and the Mirror database
now appears with (Mirror, Synchronized / Restoring...).

t. Examine the mirroring monitor by right-clicking ProximexDb and selecting
Tasks > Launch Database Monitoring Monitor...

Installing Cisco Physical Security Operations Manager Release 6.1
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Bl [ . Bl Server 10.50.1600 - PAOKIMEX-LS samued kim]
= [3 Datzbazes
[H [ System Databeses
M [ Datzhass Srecehots
L [Frieis= 5o
In) ok e Database,.
& [ Server Ohjects Tz Query
3 [ Replication s —
@ [ Maraegement
[ 50 Server Apent (Agent 3P desbled) Tade | e
=] [ﬂ 192, 168,1,163 {(SQL S=rver 10,50, 1600 - P
=] [ Databaze= Faldes Take Offine
[H 3 System Ontmhoses Farets Ering Drlire
¥ 3 Datshase Snapshots -
@ &y PrawmesDb (Mrror, Syndironized | Start PowerShd| sk
M | ) Reportserves
# |l AeportSersmTempDB Repaoris Backlip...
] [ Searity Restors
1 [ server Dhjerts e
@ [ Peplication Delete Mirrar....
[ [ Maregement
= [ S0 Server Agrrt Refresh [ Launch Catahase Mimoring Mariter. . |

The Database Mirroring Monitor window shows performance information about the mirroring
process.

Click History [...] to view historic information about the mirroring process.

Initiating Manual Failover

Step 1
Step 2

Step 3
Step 4

You can manually failover to the Mirror SQL Server in several ways. This section describes how to
failover from the Mirroring tab in the Database Properties dialog.

To manually failover, follow these steps:

Procedure

Launch SQL Server Management Studio on the Principal SQL Server machine.

Expand the Databases for the Principal SQL Server, right-click ProximexDb and select
Tasks > Mirror....

Click Failover to initiate a manual failover.
Click Yes in the Database Properties dialog that appears.

After refreshing the Databases node, you will see that the Mirror SQL Server and Principal SQL Server
have now switched roles.

Setting up PSOM Web Service for Database Mirroring

Step 1
Step 2

To configure PSOM Web Service for database mirroring, follow these steps:

Procedure

Complete the steps in the “Mirroring PSOM Repository” section on page E-3.
Start the PSOM Web Service (if not already started).

| oL-28434-01
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W Setting up PSOM Web Service for Database Mirroring

Step3  Open the Service Manager by clicking Start > Administrative Tools > Services, and verify that the
following services are running: PSOM Bus Services, PSOM Business Logic Core Services, PSOM
Caching Services, PSOM Monitoring Logic Services, PSOM Collaboration Services, PSOM Health
Monitoring Services, and PSOM Sensor Management Services.

Step4  Failover to the Mirror SQL Server following the steps in the “Initiating Manual Failover” section on
page E-21.

Step5  With the Mirror SQL Server acting as the Principal SQL Server:

a. Select Start > All Programs > Cisco Physical Security Operations Manager 6.1 Services >
Web Service Configuration.

Prowime Supvedlink Services
i® Health Monitoring

4B Restart Web Services

_,j Services Configuration

J User Services Configuration

_‘- User Services
[

Startup

Yhware Main Web Service

4 Back

I Search programs and Files @J
EECIE N
- = n=n

The Database Connection window appears.

£ Database Connection

Specify Parameters for Web Service Database Connection

Enter name of the SQL Server for Web Service Im

Mirror SQL Server name, if any, else leave blank I

Enter databass name For Web Service IProxlmexDb j

G urefigedicCrnIm ey ™ Uncheckta usefcreate Local user

Mame of windows user (omit domain prefix) for database IPxWebServicaUser
connection
Enter the password for the user specified For update IM*MM*M

Method  Step Status Message Task

3 InitializationCheck

Record 1.0f 1

Details. .. | Help Skip Step | Cancel

b. Enter the Mirror SQL Server in the Enter the name of SQL Server for Web Service ficld.

¢. Leave the Mirror SQL Server name field blank.
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d. Select ProximexDb from the Enter database name for Web Service.
e. Select the Check to use/create Domain user option since the account for the SQL connection must
be a domain account. The necessary local account for database connectivity will be created.
The PSOM Web Service is now configured to communicate with the Mirror SQL Server.
f. Validate that the PSOM Web Service can connect with the Mirror SQL Server by launching the
Administration Console and logging in. Close the Administration Console after logging in.
Step6  Failover to the Principal SQL Server following the steps in the “Initiating Manual Failover” section on
page E-21.
Step7  With the Principal SQL Server in control, repeat Step 5 except:

e Enter the Principal SQL Server in the Enter the name of SQL Server for Web Service field.

e Enter the Mirror SQL Server in the Mirror SQL Server name field.

Setting up PSOM Services for Database Mirroring

To configure PSOM Services for database mirroring, follow these steps:

Procedure

Step1  Complete the steps in the “Mirroring PSOM Repository” section on page E-3.
Step2  Complete the steps in the “Setting up PSOM Web Service for Database Mirroring” section on page E-21.
Step3  Start the PSOM Web Service (if not already started).
Step4  Select Start > All Programs > Cisco Physical Security Operations Manager 6.1 Services >
Services Configuration.
Proximesx Surveilint Services
| J Health Manitoring
4B Restart web Services
& User Services 4
J ‘Web Service Configuration
Startup
| WMware
1 Back
I Search programs and files @J
[ B &5 ]|
The Services Configuration window appears.
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Proximex Surveillint Services Configuration

Configure service account

- Cornections Seryice account information
- Business Logic SOK
- Health Monitaring

- Buz Services

- Business Logic

= Local System Account

0 00~ 0 O B L

-Caching . ¥ Specific User Account
- Collaboration Services
- Monitaring Specify Service Account
10 - Sensor b anagement )
11 - Logs Service Account

Iprnximex-us\adminislratol

Pagsword

Ix)cxxxx)u1

services

* Make sure the account your specified has enough privileges to run

6.0, 14410916

Check Existing Services |

< Previous | Mext > I

Cancel |

Step5  Select Specific User Account and provide the domain account and password that has been designated
to access SQL Server and each of the databases.
Step6  Click 2 — Connections.
Proximex Surveillint Services Configuration
Connection Configuration
Configure Connections
- Buziness Logic SDK
4 - Health Manitoring Databasze |Wgh sgwicgl
5 - Bus Services
g E:zﬂi? Logic Database Server IIocthost
g anour:::;::gnn Services Database IProxlmeHDb
::10 E;SSSD' Management Drefault Timeout |45
IV Minor DB server [192.166.1.166
™ Use SOL duthentication
SOL Authentication
SOL User: I
Pagsword: I
Test Connection
6.0.144.10916 < Previous | Mext > I Cancel |
Step7  Enter the Primary SQL Server in the Database Server field.
Step8  Select the Mirror DB Server option and enter the Mirror SQL Server in the field.
Step9  Click 11 - Logs.
Step10 Click Finish.
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