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Overview

This manual provides information about using Cisco Physical Security Operations Manager (PSOM).

Organization

This manual is organized as follows:

Chapter 1, “Getting Started”

Provides an introduction to various PSOM features and
capabilities

Chapter 2, “Monitoring Activity”

Introduces the PSOM Operation Console and explains how
to use it to monitor your environment

Chapter 3, “Responding to Alerts”

Explains how to use PSOM to investigate and respond to
alerts

Chapter 4, “Viewing Video and Taking
Snapshots”

Provide detailed information about viewing video and
taking snapshots of video

Chapter 5, “Following Suspects with
EZ-Track”

Describes how to use EZ-Track to follow suspects and
perform related activities

Chapter 6, “Acknowledging, Closing and
Auditing Alerts”

Describes how to manage and audit alerts

Chapter 7, “Creating Alert and
Administrative Reports”

Describes how to generate an alert report for incidence
response and how to generate an administrative report

Chapter 8, “Advanced Tasks”

Describes how to use various advanced features of PSOM

Glossary

Defines various terms

Obtaining Documentation and Submitting a Service Request

For information about obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation. That document also lists
new and revised Cisco technical documentation. It is available at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

| oL-24235-01

Using Cisco Physical Security Operations Manager g


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Preface |

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service. Cisco currently supports RSS Version 2.0.
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CHAPTER 1

Getting Started

Welcome to Cisco Physical Security Operations Manager (PSOM). This chapter provides an
introduction to various PSOM features and capabilities. It includes these topics:

e Walk-Through using PSOM, page 1-1
e What You can Find Out with PSOM, page 1-10

Walk-Through using PSOM

To help you get up and running quickly, follow the story in this section to see how PSOM notifies you
of suspicious activity, and allows you to act fast to address any security breaches.

Our security guard—Iet’s call him Mike—sits down at the security console at Skyway Airport. Not a
minute later, an alert message appears on his screen.

B X

Forced Entry at Input

[24057] Forced Entry at Input
PRCTE11C &t CT-First Floor {12/1/2009
Si22:128 PM)

The information in the alert tells Mike that the alert is a warning risk (the alert icon is yellow, and the
alert rating is “Medium”); someone has forced open a door, bypassing authentication by the access
control system.

To get more details, Mike looks on the map of the airport, which is in the center window of the Operation
Console.

| oL-24235-01

Using Cisco Physical Security Operations Manager g



Chapter1  Getting Started |

Bl Walk-Through using PSOM
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Mike sees the alert icon in the Commuter Terminal area of the airport, to the lower part of the overall
airport map. He double-clicks the orange alert icon on the map to zoom in for a more detailed map of
the Commuter Terminal security zone.
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The zoom-in map shows the location of
the alert in the Commuter Terminal.
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Now Mike can actually see where the alert occurred within the Commuter Terminal building. When he
double-clicks on the alert icon this time, a new window shows detailed information about the situation
that triggered the alert.
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m Home

Assigned By:  administrator (11/6/2009 5:03:04 PM)

DVIdED || Mote

l@ Show Response WorkFow ]

Property

Hirsch¥elocity Event

The Last # of Access Attempts | [5] Access Attempts Within Time specified | 4| Map

Walue Referen.. Referen.. Access..

I

Badge ... Access.. Access.. Organiz.
F— . |Forced Enkry at Inp... o it -
é AlarmMarne Forced Entry at Inp... 674815 Access G... 11/6/200,,, 1002441 2000 Washingt... Proximex ...
AlarmID 5738
Note EwventID 5001
— DoorName PRTIGLIC
Address 1101.01,30,001.01....,
Mame

User_Image i}

LastDoorAccess 1106/2009 5:02;44 PM

|
The alarm triggered by the

Syskem
rformation

2l

access control system.

The Alert Details window tells Mike:

@ Response Workflow E|reporting
| | | o
BB YM HAadkm & »w & = ¢
QF Close  Acknowledge Close | False  Escalate Sensor Locate It
Alert | Alarm To Commands
Filz Alerk Status Action
Type:  Forced Entry at Input % Severity. /A Medm | 1] open
i [Locati T i ) here th
Dccur Time: Location: _CT First Floor (PXT1G11C) [ Where the
Forced Entry at Input PRCTG11C | | Audible by CP3, Call Harbor alert
3 oie occurred.
AssignedTo:  administrator (Escalated-Viewed) Response: | (e ‘

__The last access
attempts at this
door.

e The exact location of the incident

e The last access attempts for that door (people passing through the door, or alerts generated by the
access control) including the timestamp of the access, and the associated badge ID, name, and
company for the access

L]

What exact alarm was triggered by the access control system of the door; in this case, the alarm is

a Tailgate

Looking at the information, Mike is concerned that the last authorized person through the door passed
just seconds before the alarm was triggered. He clicks the badge ID number listed for that last access.

| oL-24235-01
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ﬁ‘ Home

4 2
QK

File

Close

Type:

Dccur Time:

Q\fideo

B 4 A & » B =

Acknowledge  Close

E| Mote

False
Alert | Alarm
Alert Status

Forced Entry at Input %

Forced Entry at Input PRCTG1LC

@ Response WorkFlow Blreparting

Escalate
To

Sensor
Caommands

Lorate It

Action

Severity A Medium il COpen

Location:  CT First Floor (PXT1G11C)

-l

Clicking the

displays the

it Palice.
- sl
AssignedTo:  Administrator (Escalated-Viewed) Response: J
Assigned By:  administrator (11/6/2009 5:03:04 PM) 'w Response WorkFlow
Hirsch¥elocity Event The Last # of Access Attempts F\ccess Attempt/fithin Time specified ﬂMaD
Property Yalue Referen... Referen.. Access.. Badgel.. CCESS, Access... Organiz..
[— i... |Forced Entry at Inp... m 0 ‘
}é AlarmMame Forced Entry at Inp... 674515 Access G, 1106200, 1002441 2000 Washingt... Prowime ...
‘ AlarmiD 57378
Mote EventID 5001
P Doorflame PRT1G11C
| address 1101.01,30.001.01....
| ame
E— User_Image a
Syskem
T il LastDoorAccess 111612009 5:02 44 PM

number in the
Badge ID column

picture from the
users’s badge ID.

E

)

Now that Mike knows what the last authorized person looks like, he can view the video of the incident
to see if this person inadvertently caused the alarm to the door, or if there is a different perpetrator. To
see the live and recorded video for this alert, Mike clicks the Video icon along the left side of the window

to show the video panes.

[l Using Cisco Physical Security Operations Manager
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@ Response Waorkflaw EIReporting

ﬁ} Harne i Eﬁz‘ao . | ENote

N [T
E I:l \_ﬁ' False Alarm - ([ ‘@ O “ratviden | M@ video Snapsho
Close  Acknowledge Close | 2y Eccalate To o Track. Track | Live Video Stop Yideo Ex .
| Alert & L‘Eh Forward Backward O 2 D TO get a Stlll phOtO
I E——  Alerk Status |k Recorded Video Action from the VldeO,
View Type: DefaultOperationdlert Severity @ High H Open Cth Vlde()
— DecurTime: 11/9(2009 :35:54PM  Location:  CT First Flnor (PXT1G11C] Snapshot.

’ Operation Alert |

i ] J
Description =
Assigned To:  Administrator (Escalated-Yiewed) Response: | 0% ]

L E

Assigned By:  Administrator (11/9/2009 3:35:59 PM) {@ Shaw Response Workflow J

[Recarded]: PEF-262

Live and
Recorded video
for the alert are
displayed.

System
Information

=l

Comparing the faces of the men in the video to the badge ID photo of the last authorized access, Mike
can see the men are different. He decides to take a photo of the perpetrators and include it with other
details about the alert. When the video shows a good look at the suspects, Mike clicks Video Snapshot
in the toolbar at the top of the window.

Using Cisco Physical Security Operations Manager
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@ Response WorkFlow

JRaporting

ﬁHnme " E‘Nnta
| 4 ]

TRy

. j |

0 Skart I[@ Vidzo Snapshot
O Stop Video D Export Video

Description
Assigned Ti

Assigned B

Syskem
Infarmation

il Apply (a4 Close  Acknowledge Close | False  Escalate 3& Track Track | Live Yideo Wideo | TO get a Stlll
| - ” alert | aAlarm To Forward Backward _____Alirt__ | phOtO from
ile | .

| S— | the video,

| Wiew . .
I—I click Video
SnapShot.

CP3, Call Harbor Paolice.

i
o

0% |

Show Respanse Workfl

Attach Print...

Audit Tral

Now that he has a snapshot of the perpetrators, he can attach it to the collection of information about the
alert—the alert dossier.

F] Captured Video Tmage

Sensor: PXF-262 (ID: 28; Time: 01/01/0001 00:00:08)

To save a snapshot in the alert
dossier, click the Attach button.

To attach the alert to the dossier, Mike clicks the Attach button. The snapshot image is added to the alert
dossier, and Mike must click Apply or OK to actually save the snapshot.
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ﬁ Home

BVIdED tﬂ oke @ Response Workflow E|reporting
[ o5 [ W e
4 & Y 447 8 )QX
Apply [o]4 Close  Acknowledge Close | False  Escalate Add Image
Alert | Alarm To
T Alert Skabus Edit Display
Yiew Type: DefaultOperationalert Severity @High AJ Open
Occur Time: 119/2009 3:35:54 PM Location:  CT First Floor (PXT1G11C)

Operation Alert

Assigned To:  Administrator (Escalated-Viewed)

Assigned By:  administrator (11,/9/2009 3:35:59 PM)

Response: |

)

0% |

[@ Show Response Workflow J

[ Time: 8/4/2010 2:00:17 PM By administrator
bttach Image...

%]

i

System
Information

2lla

‘é e

The snapshot now appears in a note on the Note tab of the Alert Details window.

Now that Mike has all the information he needs for the alert dossier, he needs to respond to the alert. On
the Description pane of the Alert Details window is the Show Response Workflow bar. The Response
bar only appears if there are response tasks associated with the alert.

Mike clicks the Show Response Workflow bar to show response tasks for the alert.

‘m Home

BVidao L:_| Mote @ Response WorkFaw E|Reporting
BE M Ueas @ QU
QK Close  Acknowledge Close | False  Escalate
Alert | Alarm To
File Alert Status Response Display
Type: Forced Entry 2t Inpt % Severity /) Medium .!j Cpen
Occur Time:  11)6/2009 5:02:54 PM Location: T First Floor (PXT1G11C)

Forced Entry at Tnput PRCTE11C

Assigned To:  Administrator (Escalated-Viewed)

Assigned By:  administrator (11,/6/2009 5:03:04 PM)

Response:

.| Audible by CP3, Call Harbor
' Palice,

Show Response Workflow

The response tasks are displayed on the Description tab of the Alert Details window.
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ENote | gRasponse Workﬁow ; | EIReporting

= & &le QWA

£at Home E\fideo
| ¢ QK Close  Acknowledge Close | False
| Alert | Alarm
File Alert Skatus

Escalate
To All

Response

Expand Collapse

Al
Display

Yiew

Type: Forced Entry at Input %

Dccur Time:  11)6§2009 5:02:54 PM

Severity &Medium LI Open
Locationr T First Floor (PXT1G11C)

Forced Entry at Input PRCTGE11C

|
|

Audible by CP3, Call Harbor
Police,

¥

Assigned To:

cident

- Rewview recorded video

- Review live video
| % Analvze Situation

i Locate alarm on map and details of alarm

Administrator (Escalated-viewed)

Assigned By:  Administrator (11/6/2009 S:03:04 PM)

Task Tkem ‘ Complete
Al=3Re i

@ Yes
|g] Yes
I:’] Yes
@ Yes

Il ¥es

Response:

'
11/a = 1PM
11/6/2009 5:03:52 PM
11{6{2009 5:03:52 PM
11f6f2009 5:03:52 PM
111612009 5:03:52 PM

id

Haoke
Hirsch¥elocity Event | The Last # of Access Atkempts | Access Attempts \Within Time specified " @Map
‘ Organiz...
System AlarmMame  Forced Entry at In... E74315 Access G, 11/6[200... 1002441 z000 Washingt... Proximes ...
Information AlarmID 57376
EventID so01
= ‘ Doorhlame FRT1G11C
& Address 01.01.30.001.0...
=l o || i

— Tasks
to be
done.

To update the response tasks, Mike clicks the Response bar that appears above the Hide Response
Workflow button. Instructions for handling this type of alert condition appear in the Response
Workflow window.
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L

{at Home BVidao | |Mate @Resnonse ‘workflow E|reporting
B8 M [l o QU
OF Close  Acknowledge Close | False  Escalate Expand Collapse
Elt | B T a4 Click the Response bar to view the
Filz: Alert Status Responss Displa .
2 = response you need to take for this alert.
Twpe: Forced Entry at Input % Severity A Medium }j Open
Occur Time: 1152009 5:02:54 PM Locationr T First Floor (PET1G11C)
Forced Entry at Input PRCTE11C gl o~ | ible b CP3, Call Harbor
= 'U" Phlice,
»| il

Assigned To:  Administrator (Escalated-viewed)
Assigned By:  administrator (11,/6/2009 5:03:04 PM)

I Respa

Alenrt ID: 24045 AlertType: Forced Entry at Input %

eVDrkflow = korced|Entry at Inpu 7

Task Ttern

AssignedTo:  Administrator (Escalated-Viewed)

- Assigned By: Administrator (11/6/2009 5:03.04 Phd) Response: ‘m
__ﬂalvi Task Item Complete El Update Time E“
HirschVeloc| '5‘@&“35 B A e | @2iman

Locate alatm on map and detailsf. [« ves 11/6{2009 5:03:52 PM

- As you complete the tasks,

DF

Property - Review recorded video v ves 11/6/2009 5:03:52 PM N
b Descr., § L Review live vidso v tes 11)6}2009 5:03:52 PM click the Yes check boxes.
System AlarmMame ..J Analyze Situation [vlves 11/6/2009 5:03:52 PM
Information AlarmID H Check if suspect is still present [¥]ves 11/6/2009 5:03:52 PM
— EventID - Compare Suspect with Video witll, v ves 11/6{2009 5:03:52 PM
| = CoorMame Take snapshot video and save ves {11
g u Address (& Dispatch officer _|ves E Nfa

- Call dispatch officer in region ves WIE
Callect infarmation For dispatch ves M/A
wiorld Coordinate: (-117.190 - Dispatch officer responded and . | ] ves e [ marsEC 3

- .

The Response Workflow window instructs Mike to perform several actions including identify the
object, view recorded video, compare the suspect in the video with badge photos, enter speed and
direction, and export an incident report. As he completes each item, he checks the Yes box to indicate
that the task is complete.

1. Mike collects information for dispatch, then calls the dispatch officer with a description of the
incident and the perpetrators of the alarm.

2. Then Mike locks the door:
a. He clicks the Sensor Commands icon {@ at the top of the Alert Details window.

b. He selects ExecuteDoorLockDown from the menu that appears.

| oL-24235-01
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I What You can Find Out with PSOM

;m‘ Home DVidao | |Mate @Resmnse ‘o kflow E|reporting
- Click the Sensor Commands icon
@ @ xﬂ lj .._h ! {@ » &1 | in the Toolbar and select Door

o Close  Acknowledge Close | False  Escalate | Semsor Locate It LOCkDOWH to 10Ck lt

alert | alarm To Commarls|
File Alert Status GetSensorDetal (Retrieve a lishe i weave P ;
Type: Forced Entry at Input % Severity: “ ExecuteDoorMomentarynlgtk (Open Door Momentar )
Occur Time: 11/6/20095:02:54PM  Location: ¢ ¥ ExerutebnorLockDown (Lock Down Doar) I
Forced Entry at Input PECTGL1C Q Exé(@teDnann(anwnReset {Lock Down Door Reset)
Q ExecuteDooropen {Unlock Door)
Assigned To:  admiristrator (Escalated-viewed) Q ExecuteDoorOpenfesst (Unlock Door Reset)
Assigned By:  administrator (11/6/2003 5:03:04 PM) i@ Show Response WWorkFlaw ]
Hirsch¥elocity Event [E] The Last # of Arress Attempts | 5] Access Attempts Within Time specfied | | Map
Property ¥alue Referen... Referen... Access.. Badge L. Access.. Access.. Organiz..

Jrorced Erury ating. 57378 | Y R N Y =

AlarmMame Forced Entry at Inp... 674815 Access G, 11j6j200,., 1002441 2000 Washingt,., Proximex ..,

AlarmID 57378

EventID so01

Doorfame PuTlEllc

Address 1101.01.30,001.01....
Hame

User_Image o

Syskem
InFormation LastDoorAccess 116/2009 5:02:44 PM

e

|® i

3. Then Mike prints a copy of the incident report for the office records: he clicks the Reporting tab at
the top of the Alert Details window...

ﬁ‘ Home D\fideo L:l Moke @ Response wWorkflow Elreportin_

Click the Reporting tab.

(o4 Close  Acknowledge Close | False  Escalate
alert | alarm To

File Blert Status Edit Lisplay

...and then selects Print from the Reporting tab.

£} Home DVidao | | Nots @Response WorkFlaw Blreporting Clle PTiTlt from the Report menu

B8 4 Uk &lE@lz=1 kbowv

O Close  Acknowledge Close | False  Escalate @ Print Print Report | Export To Incident | Audit | Swstem
Alert Alarm Ta Preview Options » w Package
File Alert Status Feeport Information

Another hard day of work done, Mike sits back and waits for the next alert to be triggered.

What You can Find Out with PSOM

PSOM lets you discover in seconds what it used to take tens of minutes to find out. If you read the
“Walk-Through using PSOM” section on page 1-1, you have a basic idea of what you can do to detect
and respond to alerts using PSOM.
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At a high level, PSOM tells you:

e Where an incident took place

e What happened

e Who might be involved

What You can Find Out with PSOM

e  When the incident occurred and actions were taken

Table 1-1 lists some of the details you can obtain for each of these information points.

Table 1-1 Details that You can Discover with PSOM
Where What Who When
e The high-level and | ¢ The color of the e The names and e The exact
building maps show alert icon tells you badge ID timestamp for when

where the alert
occurred down to
the video camera or
access control that
detected the alert.

e (Camera and Access
Control devices on
the map list their
sensor ID numbers
clearly for easy
retrieval.

e A written
description of the
location is shown in
the Alert Details
window.

e A mini-map of the
location is available
from the Alert
Details window.

the severity of the
incident: red is a
critical alert,
yellow is a medium
alert, and so forth.

e The timestamp of
the alert is shown in
the Alert Details
window.

e The alarm within
the access control
or video device that
triggered the alert s
shown in the Alert
Details window.
For example, a
“forced entry”
alarm from an
access control
device.

information for the
last 10 access
attempts is
automatically
displayed in the
Alert Details
window.

e Badge ID photos
can be displayed
quickly from the
Alert Details
window.

e Video captured by
related sensors is
automatically
stored in the Alert
Details window.

e Live video can be
viewed as well to
determine if
suspects are still in
the area.

e Snapshots of video
can be quickly
taken and stored
within the alert
dossier.

the alert was
triggered.

e The time and date
when actions were
taken to resolve the
alert.

e The time and date
when the alert was
acknowledged and
closed.

Using PSOM Operation Console, you can:

e Instantly detect and investigate alerts to find out the who, what, where and when details.

e Immediately access recorded video of incidents and compare with badge ID photos to identify

suspects.

e Quickly determine the right course of action, and notify first-responders with complete information

about the alert.
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I What You can Find Out with PSOM

e Maintain awareness over the environment by viewing live video feeds. You can view a matrix of
video feeds using the Video Management Console.

e Easily review recorded video and export video, take video snapshots, and export video files.

e Control the movement of Pan Tilt Zoom (PTZ) cameras. (Note: This feature may not be available
for some vendors or implementations.)

¢ Send commands to access control devices to lock down, open, or temporarily “pop” open doors.
(Note: Available commands vary by vendors.)

¢ FEasily manage alert status in PSOM to acknowledge, close, and delete alerts.
e Track the movements of resources (people, vehicles, assets) in your environment.

e Produce comprehensive alert reports for management in a number of formats—with the click of a
button.

Using Cisco Physical Security Operations Manager



CHAPTER

Monitoring Activity

This chapter introduces the PSOM Operation Console and explains how to use it to monitor your
environment, including how to:

e Navigate a hierarchical list of monitoring zones
e Drill down from aerial maps to building floor plans
e Detect alerts and where they occurred
¢ Find sensor types and ID numbers
¢ Find security resources in your environment
e View tracking objects in your environment
e View the current MARSEC or Homeland Security levels
This chapter includes these topics:
e Getting Familiar with the Operation Console, page 2-1
¢ Quickly Traversing Across Monitoring Zones with the Navigation Pane, page 2-4
e Visually Assessing Security Events with the Map View Pane, page 2-5
e Tracking Alert Conditions with the Alert List Pane, page 2-17
¢ Ensuring Timely Response with the Escalation Pane, page 2-19
e Taking Action with the Response Workflow Pane, page 2-20
e Locating Security Resources, page 2-22
e Tracking Users by Badge Activity, page 2-25
e Viewing Tracking Objects, page 2-30
e Creating User Alerts, page 2-33
e Additional Navigation, page 2-34
e Refreshing Your View of Alerts, page 2-35
e Viewing External Alerts (Such as RSS Feeds), page 2-35
e Viewing Current MARSEC or Homeland Security levels, page 2-35

Getting Familiar with the Operation Console

When you launch PSOM, you see the Operation Console as shown next.

Using Cisco Physical Security Operations Manager
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W Getting Familiar with the Operation Console

File  Monitoring  Extensions  Commands  Wew Tools  Help
: a2 3 - — =
EEIEIN EIEESC = EEEES T E=E RiE
Havigation LJd FPhysical Security Information Management MARSEC 3 Side Pane L
Monitoring Hierarchy < | konitoring: Airport > Comrmuter Terminal > C t .. Type Progress H
B sirport (264) v . o 0% .
@ 3 prizons (o D e DOT.. 0% i)
=] _gj o Commuter Terminal {0} /f ;
e DOT. 0% el
» (=R CT-First Floor [ > =
(@ @ cT-second Floor () e ur.c--- 5 p
t-[ @) CT-Third Flaar [0)] o Perin, 0% |
3 3 () Perimeter North [{}} o Peric., 0% il
(3 @) Perimeter West (m o Live i3 w
w2 () Terminal 1 (o) b .. Defa... 0% il
& @ A\ Terminal 2 East () 1 ) . Forco, 0% ]
v () Terminal 2 West () c 1 @ o . DOT... 0% e
& D) Undesignsted Zone (D) . Defa,.. 0%
@ @@ Undesingated Zore  (264) [T LT i . Defa.., 0% w
I {Digital Sign - Commter TErmlnaI H @xrce e FOPCL. 0% ]
oo Defa.., 0% e
e Fore,., 0% i
Navigation Pane Escalation/Respo
nse Pane
Se... '_ % T.. Descript.. Lo.. .. Sensor “ e Dw. | Dete... 0% B
A [ & L Livevideo., CT.. 1 PiF-262 T | Forc... SR
- ESCAEAERET : 8] i -
o Live 0% 10
2=| Cthers 2 4 De.. Operati Alert List Pane dri... | & : = - ad
A [ & Fo.. Forcedt e (B H B2 u — =
LEJ udd ;cordﬁz - uuu T o e 5 __3 Escalation j Response
Moritating: Airport >3 Commuter Terminal 3 CT-First Flaor & 23y | 1y 0 | @ MarsEC3 | rowsnen sy G PRONIMEX | 2 oy (ml B

There are four panes in the Operation Console: Navigation, Map View, Alert List and
Escalation/Response. The following sections describe how you can use these panes. You can resize the
entire Operation Console window, as well as any pane within it to suit your needs.

The Operation Console toolbar also gives you quick access to important tasks, as described in Table 2-1.

Table 2-1 Alert Toolbar
Icon What it does...
‘ a Logs off or logs on to Operation Console. See the “Logging On or Off” section
= on page 8-6.
ﬂ Acknowledges the alert(s) selected in the Alert List Pane. See the

“Acknowledging Open Alerts” section on page 6-2.

Closes the alert(s) selected in the Alert List Pane. See the “Closing Alerts”
section on page 6-5.

Deletes the alert(s) selected in the Alert List Pane. See the “Deleting Alerts”
section on page 6-7.

B | L

Displays the Alert Details window for the alert selected in the Alert List Pane.
See the “Accessing Alert Details” section on page 3-6.

=

Displays the Live Video Viewer for the camera sensor selected in the Map View
Pane. See the “Viewing Live Video in a Standalone Window” section on
page 4-4.

Displays the Recorded Video Viewer for the camera sensor selected in the Map
View Pane. See the “Viewing Recorded Video” section on page 4-2.

iy

Displays the EZ Track window for the camera sensor selected in the Map View
Pane. See the “Launching EZ-Track” section on page 5-4.

23

Using Cisco Physical Security Operations Manager
m. 0L-24235-01 |



| Chapter2  Monitoring Activity

Table 2-1

Getting Familiar with the Operation Console

Alert Toolbar (continued)

Icon

What it does...

mn

Displays the Create User Alert window. See the “Creating User Alerts” section
on page 2-33.

@

Displays external commands that have been configured specifically for your
environment to execute functionality in third-party systems across the entire
PSOM environment.

T PR R T e e T A e RS B
File  Monitoring  Extensions Wigw  Tools  Help

x.!u.!”ﬂﬁl:ﬂililéﬁ!‘ﬁrh Al @) = e
” u_-[ H ﬂ J _j _i . Bj ¥ Global PS Command {Global PS Command kest)

&

Displays the Find Sensors window. See the “Searching for a Sensor in the
Current Monitoring Area” section on page 2-11.

]

Displays a video matrix view in the Video Management Console for the
monitoring area that is currently displayed in the Map View Pane. See the
“Using the Video Management Console” section on page 4-18.

Launches the Administration Console. See the Administering Cisco Physical
Security Operations Manager guide.

i

Launches the Alert Manager. See the “Viewing all Alerts in the PSOM Alert
Manager Window” section on page 6-9.

Launches the Video Management Console. See the “Using the Video
Management Console” section on page 4-18.

=

Displays the Search Wizard window. See the “Searching for a Sensor,
Monitoring Area, Monitoring Zone, or Alert ID Across PSOM” section on
page 2-12.

(4

Displays the Find and Track Resources window. See the “Locating Security
Resources” section on page 2-22.

(i

Displays the Report Wizard window. See Chapter 7, “Creating Alert and
Administrative Reports.”

Displays the EZ Track Report Manager window. See the “Managing Composite
Video Tracking Records with the Track Report Manager” section on page 5-14.

Displays the Badge User Trace Manager window. See the “Tracking Users by
Badge Activity” section on page 2-25.

Returns you to the very top level of the security hierarchy; in other words, to
the global view. See the “Additional Navigation” section on page 2-34.

Returns you to the map you were previously viewing. See the “Additional
Navigation” section on page 2-34.

@ © k) &

Displays the parent level of the current view. See the “Additional Navigation”
section on page 2-34.

You can customize your view of the toolbar using the View Options. Click Other in the Navigation
Pane, then click View Options > Toolbar Options, and make a selection.

| oL-24235-01
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M Quickly Traversing Across Monitoring Zones with the Navigation Pane

File Monitoring  Extensions

EINEIN EEEEENEE

View Tools Help

Navigation W%

Intelligent Physical Security Managem:

Others <] Monitoring: Airport >> Commuter Temmi
=
a=
=
View OpHena
=] Toolbar Options 3 Hide Toolbar
A
1_ Mavigation Pane Show Toolbar Icon Only
Prefere __X Escalation Pane & | Show Toolbar Icon With Text
a g Response Workflow Pane
& @ Detach Alert List Pane
Security
Display Options 3
Q }"3 Zoom In
LicenseM (=
&

Quickly Traversing
Navigation Pane

The Navigation

Across Monitoring Zones with the

Pane shows a hierarchical view of the monitoring zones and monitoring areas within

your surveillance environment. You can quickly traverse this hierarchy to get from the highest level
aerial view down to a specific room within a building by simply clicking the names to expand the tree

and drill down.

File Momtormq Extensions Commands  Wiew Tools  Help

|41x

Mavigation

Monitoring Hierarchy
o Airport
3O Arizona
[=1p] 0 Commuter Terminal

[ [ CT-3econd Floor
| g @ <7-Third Flaor
3 & ) Perimeter North
=3 ‘éo Perimeter West
& Terminal 1
(3 £\ Terminal 2 East
w5 () Terminal 2 west
w5 @ Undesignated Zane
= ‘jo Undesingated Zone

=| Others

Monikoring: Airpart = Commuter

Y ENSENCUEYE] EESEETIEN=IE Y B
(BN Physical Secl{rily InlurTaliun Mﬂnagemenlh MARSEC 3 Side Pane i LJ
< Monitaring: Airport >> Commuter Terminal > C | .. Type Progress el
(264) O 1Y | 0%
EE; 2 Lo DOT 0% M
BEr] Es . DOT.., 0% e
o NN A lirtercom - Call Box Commend 1 F——— — "~ —————— = e Forc.., 0% e
M_ﬂ ,:E: = 1 pe 0%
(o) _— - =
P | This is a monitoring zone. L. %
(U) j v live 0% o
o ;]&px% These are monitoring areas within that monitoring zone. 0%
o AT sy AIL US| CpPRE- 253 Far-cou e 0%
(o) ‘ = .. QP = PxF-279 . DT, 0%
() i ‘E Lo Defa.. 0%
(264) o Defa.., 0%
2o Forca, 0%
o Defa.. 0%
e Forc... 0%
s Farc, 0%
.. Forc... 0%
[ Summary Wiew  EM|Map view | ]| Table Yiew e FAIE.. 0%
oo Forc.., 0%
Te Descriptu LOm . Sensor = w Owe | o , 5. ID w-d DZ:E o
.1 PEF-262 Ladn. B G B - me —-— —]
, I RTRE A -
O 1] % De.. Operaton.. CT... 1 PETIGIC . oAdmi. ] B 24, & d
D ﬁ Fo... ForcedEn.. CT... 1 PRTIGLIC .. Admi.. Q _’| E{, ) 2 (g [0
d hl‘hdﬂ Recard 7 of 7 h‘uhl e 5] 1\ Escalation 1 Response
Terminal > CT-First Flaor ez | 1 00 | @ImersEC s | rowien sy G PROXIMEX | 0] | mm |l

Monitoring zones can be actual buildings within your surveillance environment, or they can be campuses
with many buildings. Monitoring areas are groups of sensors used to monitor specific locations within
a monitoring zone. For example, at the Skyport Airport the monitoring zones are the different terminals,

and the monitor

ing areas are specific gates, ticket counters, or security points within those terminals.
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Visually Assessing Security Events with the Map View Pane i

When a green icon €9 is displayed for a monitoring zone or monitoring area in the hierarchy, it means
there is currently no suspicious activity. When the icon changes to blue , yellow & , orange @ ,
or red 0 , it means there is an alert condition in that area.

To allow more room for viewing the maps in the Map View Pane, you can undock the Navigation Pane
so itis only visible when your cursor moves to the left edge of the Operation Console window. To undock
the pane, select the pin-shaped icon at the top right corner of the pane. If you want to view the Navigation
Pane at all times, you can dock it by re-selecting the pin-shaped icon at the top right corner of the pane.

Visually Assessing Security Events with the Map View Pane

When you start PSOM, the Map View Pane shows the highest aerial view of your total surveillance
boundary. In the case of Skyport Airport, this would be an aerial view of the entire airport. On top of this
view are areas outlined in red that show the boundaries of monitoring zones.

L

File  Monitoring  Extensions  Commands  Wiew  Took  Help

|4l yfeuel s ]|aa)

Mavigation u LJ u L_J
_Mu_niturir_lg Hierarchy d .Type T Progress
ik 0%
o &) Arizona (0} %
=3 3_23":} Commuter Terminal — (0) o e
o i) Perimeter North 0y 5 =
& @) Perimeter West () 2 b
b g o Terminal 1 (D) = = 0% i
& ) Terminal 2 East (0 1 : &% 0 Double-click the blue

b g o Terminal 2 West ()
b g o Undesignated Zone (0}
=3 @’J Undesingated Zone  (259)

icon with the
monitoring zone name.

L FOFCEL. U4 o

o Farce... 0% s
| o Foree.., 0% i
| . Force,.. 0% ooy
| e Dete, 0% i
.; Force... “‘ s
| L Live 0% i
| v Force... 0% s

1 m Summary iew ﬂ Map Wiew  EB| Table View [

[Sew [ i s Descript....LD..._

. Un.. 1 85. 7/L.

e 'y S5.. Applicati.. Un.. 1 5. 7/1. 4316 |

[A . 1]\ ss.. applicati... Un.. 1 §6.. /1. SAPE Y (= _ —
I | Recordiofzrt (W SH 1\ Escolation | |7 Resporse
Monltoring: Arport M| 1o | [@mersecs | rowsees v G PROXIMEX | &l | am /ml

When you double-click the blue monitoring zone icon in the Map View Pane, or click the name of a
monitoring zone in the Navigation Pane, a lower-level map image appears. When you click a monitoring
area within a monitoring zone, a building layout appears. In the window shown next, the building layout
of the CT First Floor monitoring area within the Commuter Terminal monitoring zone is displayed.
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W Visually Assessing Security Events with the Map View Pane

File ﬁm’fur\ng '.Ei&'enfsians "C"omman'cié iew fbai's Help

x| yfelise sE |0 omlnluca|s/0/o

Physu:al Secumy Information Managemenl
I

_ MARSEC 3

E i 3 1
(zs9y, The hlghhghted momtormg area is what is
(D/ displayed in the Map View Pane.
=

Sl Sacond Floor
E D) CT-Third Floor
& ) Perimeter North

4 ﬂ ‘;}O Perimeter West 3
+/ b ) Terminal 1 PHF-266 i B
ii ;jO Terminal 2 East r 3 P

= = . FHF-263

b/ D) Terminal 2 West = g‘
_ K {0 Undesignated Zone
] a {,‘,O Undesingated Zone

52| Lkt Cortrol - Zone 1 @ P ToT2 PRTCT2S I
=
PRP-243 %

g Fo... ForcedEn.. CT... ... Administrator E i L@ 24057
& De... Operation... CT... o 1], Administeater] B ] G 52 2e082

. 5 Aad
'@ A . & Fo.. FUrced En.. CT... o 11, Administrator 1 1 B —
W wad Record 10f 7 + _J a _ﬂResponse |
Monitoring: Airport =3 Cammuter Terminal = CT-First Floor ” & o7 | o) | (W) marsEC 3 | roweeso v G PRONIMEX | o ! (= ‘ E

You can zoom in or out in the Map View Pane using the icons at the top right corner. You can also click
the Pan icon and move the map to display a different area of the map in the Map View Pane.
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Visually Assessing Security Events with the Map View Pane
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Sensors Displayed in the Map View Pane

From a building plan view, you can see the locations and types of sensors in your environment. In the

diagram above, you can see several icons. These are explained in the Table 2-2.

Table 2-2 Icons Displayed in the Map View Pane

Icon What the icon means...

This is a monitoring zone.

This is a monitoring area.

This is a video camera that is connected to a DVR.

This is a video camera icon that is offline; it is not connected to a DVR.

This is a PTZ camera that is connected to a DVR.

This is a PTZ camera that is offline; it is not connected to a DVR.

This is an access control device icon; for example, a fire door.

This is a hazard detector.

e - BB B0 QR s

This is a radar device that is used to detect, range (determine the distance
of), and map various types of targets.

& This is a sonar device that is used for acoustic location.

» This is an intercom system, such as a Public Announcement (PA) system.

| oL-24235-01
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W Visually Assessing Security Events with the Map View Pane

Table 2-2

Icons Displayed in the Map View Pane (continued)

Icon

What the icon means...

This is a digital signage system, such as an electronic display installed in a
public space.

This is a fire detector that detects smoke and issue alarms.

This is a reconfigurable microwave network; for example, reconfigurable
wireless communication, wireless network, and reconfigurable phase array
antenna.

This is an electronic fence security system.

This is an intrusion detector designed to detect unwanted attempts at
accessing, manipulating, and/or disabling computer systems, mainly
through a network, such as the Internet.

This is an emergency duress system such as a panic alarm.

This is an automated external heart defibrillator (AED).

This is a computer on the network.

This is an intelligent video system such as Agent VI or Verint Nextiva.

This is an IP device such as those that provide information and notification
via Windows Management Instrumentation (WMI).

This is an HVAC device such as heating, ventilating and air conditioning
systems.

This is a Basic Access Control (BAC) systems used to read passports.

This is a glass break detector which detects a break in a pane of glass,
alerting a burglar alarm.

This is a seismic detector which detects seismic activity.

This is a UPS device which integrates with Universal Power Supply (UPS)
systems.

This is a gas detector, which detects the presence of various gases within an
area, usually as part of a system to warn about gases which might be harmful
to humans or animals.

This is computer aided dispatch such as systems that dispatch taxicabs,
couriers, field service technicians, or emergency services assisted by
computer.

&

This is a carbon monoxide detector which detects the presence of carbon
monoxide within an area.

®

This is a motion detector system which quantifies motion that can be either
integrated with or connected to other devices that alert the user of the
presence of a moving object within the field of view.

This is a critical risk alert icon.

This is a high risk alert icon.

>o©

This is a medium risk alert icon.

[l Using Cisco Physical Security Operations Manager
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Visually Assessing Security Events with the Map View Pane

Table 2-2 Icons Displayed in the Map View Pane (continued)
Icon What the icon means...

m This is a low risk alert icon.

@ o Up These are directional link icons that you can click to move to a different area
@ Go Up-Right from the Map View Pane.

g Go Right

@ Go Down-Right

@ Go Down

(3 Go Down-Left

@ Go Left

@ Go Up-Left

Viewing Sensor ID and Sensor Name on a Map

You can click any sensor icon to view its sensor ID and sensor name—this saves you the difficult task
of memorizing all camera and access control door IDs.

Click a
sensor icon
to view its
name or

sensor ID.

When you see an alert icon on a map, you can double-click it to view details about the alert. How to
interpret the information in an alert window is covered in Chapter 3, “Responding to Alerts.”.

Displaying a Summary View or Tabular View of Alerts

For each monitoring zone and monitoring area, you can view a summary of activity by clicking the
Summary View tab at the bottom of the Map View pane.

Using Cisco Physical Security Operations Manager
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File  Monitoring Extensions Commands  View Tools  Help
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Several charts summarize the alerts for the selected monitoring zone or area including: severity level,
new versus open alerts, open alert count by severity, and open alert count by monitoring area or zone.

You can also view a tabular representation of the alerts in the selected monitoring zone or area by
clicking the Table View tab.
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.J doperimeter West o) o Critical  Perimeter YWest Perimeter West =] o Live . 0% e
’ é}oTermmaI 1 (0 ° Mormal  Perimeter Morth Perimeter North I - Defa.. 0% e
o /5 Terminal 2 East )] o High  Arizona Arizona 3 e Farc,, 0% e
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You can set preferences that determine which of these views is presented when you view the global zone,
monitoring zones or monitoring areas. See the “Changing the Default Display in the Map View Pane”
section on page 8-4 for details.

Searching for a Sensor in the Current Monitoring Area

You can find a sensor within the monitoring area that is currently displayed in the Map View Pane by
clicking the Find Sensor icon @ in the Operation Console toolbar.

The Find Sensor window appears.

s o

Enter your search criteria and click
Find.

Find Sensor:  |g

1l E

Mumber of results found: 46 ‘ All Sensor Types a
SensorBame  [Type | Description o Filter results by typing characters
o & here. Results will automatically be
' Laie1 filtered by whatever you enter.
PYF-277 Cam... CT Concourse First Floor Nort 23
PuP-247 Cam... CT Concourse First Floor North 25 @
P¥F-263 Cam... CT Concourse First Floor North %
PP-300 Cam... CT Concourse First Floor North 27 Repo:
PYF-262 Cam... CT Concourse First Floor Nort 28
P¥F-261 Cam... CT Concourse First Floor Nort 2 a
.0l Record 10f 46 aaa_/ id Close

The Find Results area of the window lists the sensors whose names match your entry in the Find Sensor
field. Select a sensor from the list and click the Locate It button. The Map View Pane brings up the
appropriate map with the sensor highlighted by concentric red circles.
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Find Sensor:
Mumber of resulks found: 46 ’ All Sensar Types
Sensor Name Type | Des(ripfiun i) L_J
e —:
i . Type Progress -
PXTCTOS G Acce.., CT Concourse First Floor South 1039 .
0%
PRTCRIE G Acce.., CT Concourse First Floor Center 1040 =
0% p
Digital Sign - Com... ! Digt... Commuter Terminal Digital Sign 1057 2
0% p
Intercom - Call Bo... ﬁ Inter,,. Commend Intercom Call Box 1058 =
0% p
Intercom - Call Bo... ﬁ Inter. .. 1 =
¥ 0% p
Light Control - Zo... BAC ... Light Sensor Zone 1 1 = |
o 0% p
Light Contral - Zou.., BAC ... Light Sensors Zone 2 1 i |
¥ 0% p
Light Contral - Zou.., BAC ... Light Control - Zone 3 1 i |
= 0% p
Cisco 2500 Camer... @‘1 Zam.., 1
B 0% pn
0% p
| L) Record 46 of 45 % s
i A 0% v

Click the Locate It button to =

J T Descripti . . Sensor —— [
v || & |u G [ locate the selected sensor
A .. [ & For.. ForcedEn.. CT.. 1 PETIGIIC .. E which is shown with red o]
Q m ‘$ De... Operation... CT.. 1 PXT1G11C E Circles. |
A2 A% Fer. FarcedEn.. CT.. 1 PETIGIC [ o
A .. [ & pe.. Detection... CT.. 1 PETIGIIC B OY% Pz |N o o -
A [ & For.. ForcedEn.. CT.. 1 PETIGIIC L = IR RN e —— o]
A .. [ & For. ForcedEn.. |CT.. 1 PETIGIIC LS = N DI W e
Y e (Live .. 0%
e -
al w
» iy =
M L Record L of7 d_uﬂ_,- 5 _ﬁEs:alatlon ﬁResponse
Monitoring: Airport % Commuter Terminal 3 CT-First Floor Nl [ @ marsecs | roweneo sy G PROXIMEX | @ | & | (nll

Searching for a Sensor, Monitoring Area, Monitoring Zone, or Alert ID Across
PSOM

If you know at least the first few characters of the name of a sensor, monitoring area, monitoring zone,
or alert ID and want to quickly find it, you can use Search Wizard.

To use Search Wizard:

Step1  Click Search Wizard at the top of the Operation Console window.

Fle Monitoring Extensions  Commands  Yiew Took  Help

Bl EImEND EEEEESOIEE] S

_

Click Search Wizard to locate a
sensor, monitoring area or zone.

The Search Wizard window opens.
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fied sensorname and type

J |v] Current Scope - T2E-SecondFloorMain

Sensor Name:  |=

s, Sensor Type:
,—@ Monitoring Area

| :&II Senscr Types a_

‘l'dd Monitoring Zone
". i Alert
=

lﬁ Badge Liser

&

ail|

Step2  To find a sensor, click Sensor and type in the name of the sensor you want to find in the Sensor Name
field. You can limit your search to a type of sensor by making a choice from the Sensor Type field. You
can search only the monitoring area or zone that is currently displayed by clicking the Current Scope
option.

~

Note  You can enter a wildcard character if you do not know the entire sensor name for which you’re
searching. For example, “TC*” returns all camera sensors that start with “TC”.

Step3  To find a monitoring area, click Monitoring Area and enter the name of the area you want to find in the
Area Name field. You can limit your search to the monitoring area or zone that is currently displayed
by clicking the Current Scope option.

Search Monitoring Areas

Search monitoring areas by specified area name

I | |w] Current Scope - Commuter Terminal
Sensor
Area Name: [+

1
7 | —— »
o |

=

Monitoring Zone

&

Alert

=
[ |
I\ﬁ Badge Uiser

cren |

x|

Step4  To find a monitoring zone, click Monitoring Zone and enter the name of the zone you want to find in
the Zone Name field. You can limit your search to the monitoring area or zone that is currently displayed
by clicking the Current Scope option.

| oL-24235-01
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Search Monitoring Zones

Search monitoring zones by specified zone name

|w| Current Scope - Commuter Terminal
Sensor

Zone Mame: \*

Monitoring Area

Badge User

=

k|

Step5  To find a specific alert, click Alert and enter the ID for the alert you want to find in the Search for alert
by Alert ID field.

Y Search Wizard)
Search Alerts
Search alert by specified alert ID

| CurrentScope
J Sensor =
Search for an alert by Alert ID: 1ai

|'._-m.| Monitoring Area

Monitoring Zone

=g
Ilm Badge User

o |

xil|

Step6  To find a specific user by badge, click Badge User and enter the first few characters of the badge user’s
last name that you want to find in the Badge users whose last name starts with field. Alternatively, you
can enter the ID number for the badge user in the A user by badge ID field.
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Search Badge Users
Search badge users by last name or badge ID

lc 7
¥ Badge users whose last name starts with: |

" A user by badge ID: |

cocs |
adl|

Step7  Click Search.
Results appear in a new window. For example, if you search on all monitoring areas that begin with

“CT-", results appear as shown next.

Iy C7-First Floor First Floor of the Commuter Terminal

|} :CT-Seoond Floor Second Floor of the Commuter Terminal
I iCT—Third Floor Third Floor of the Commuter Terminal

|l i ) Record 10of 3 aaa‘_, > Close |

The Find Results area of the window lists the monitoring areas whose names match your entry in the
Find Area ficld. Select an area from the list and click the Locate It button. The Map View Pane brings

up the appropriate map.

Traversing Across Maps with Directional Icons

When you see a green circle with an arrow on a map, it means you can travel in the indicated direction
to an adjacent area in the building. For example, the Map View Pane in the next example shows the

“T2E-SecondFloor” of Terminal 2 East.
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File  Monitoring  Extensions  Commands  ¥iew  Tools  Help

EImENOIEYE] = =] )

Mavigation d D Physical Security Information Manage Side Pane

MARSEC 3 |ESSHigh

Monitoring Hierarchy

ﬂ A Arizona .
ﬂ QQCDmmuter Terminal I °|GU To T2E-SecondFloorConcourss | I
(3 <3y Perimeter Narth
2@ Perimster west o .
SO Terminal 1 E Click to jump to a different
43 A Terminal 2 East map of an adjacent area.
[ i) T2E-FirstFloariain
oI . T2E-ParkingPod
[ ) 12€-Second Ped walkway
A4\ T2E-SecondFloorConcourse

EEEE
PP M E

2

& . Undesignated Zone
a2 ‘éo Undesingated Zone

[
On mme o

[
moom

Others

»
@ ol il Gl Record 1 of 1 0] (i WS
Monitoring: Airpart > Terminal 2 East » > T2E-SecondFloorMain ” @ (23} | 4L | @ MARSEC 3 | FOWERED BY 6 PROXIMEX | _| | é ‘. E ||

Double-click this green icon and the map for the indicated area is displayed; in this case, the map for the
T2E-SecondFloorConcourse is shown.

Eil:  Monitoring  Extensions  Commands  Wiew  Tools  Help

U] |n|1~x YYD

Mavigation Physical Security Information Manage
Monitoring Hierarchy a

MARSEC 3 |

Monitaring: Airport >> Terminal 2 East »

ﬂ () Arizona Q)
3.2 Commuter Terminal (o)
ﬂ i) Perimeter North (0}
ﬂ _‘_;‘)O Perimeter West Q)
; i g ) Terminal 1 (0}
ﬂ () Terminal 2 East Q)
| () T2E-FirstFloariain (o)
=} . T2E-ParkingPod (0} 0%
o )
_@‘) D Terminal 2 west (o)
i 3} i) Undesignated Zone (0}
[~ 8 _‘_;‘)O Undesingated Zone (264)

E

mo a7 7o B oD o

Others

»
@ i bl ] Record 1 of 1 0] (o W i
World Coordinate: (-117.201537,032. 733814} (3294401 73'N 11771205, 91"} ” Az | o | [T | POWERED BY 5 PROXIMEX | k]| | = |. B "
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Manually Controlling Access Doors

You can manually control access doors from the Map View Pane as well. See the “Manually Controlling
Access” section on page 3-33 for more information.

Tracking Alert Conditions with the Alert List Pane

Every alert that is triggered within PSOM appears in the Alert List Pane. At a glance, you can see all
open (and potentially acknowledged) alerts for the security zone you are currently viewing. For example,
if the “Commuter Terminal” is highlighted in the Navigation Pane, the Alert List Pane shows all open
alerts within the Commuter Terminal security zone.

B Ry _ Type Description Loc.. .. Sensor 4 .. Dwner __]
T CERE AL

. Forced Entr... CT... 1 PXTIGIIC ... Admini.. D

.. Operation al.. CT... 1 PXT1G11C ... Admini.. D

Forced Entr... CT... 1 PXT1GI1C ... Admini.. D

Sometimes there are multiple alerts collapsed under one listing. The Occurrence column will show a
number greater than 1 (one) in this case. To expand these listings, right-click the top-level listing and
select View Collapsed Alerts from the menu.

Severity  Status % Type  Description Locati... Occurtence  Se.. Occur Time chl Bl # YT
O Hoh (1 open B Livewi.. Live Video alert Office 1C-.., 1)31)2007 1:46:,.. B Y| 2
QCntucal 2| Open .y LiveWi.. LiveVideolert  Office 1C-.. 1syjeoo7 4e.. E0OER ] 4, 20
i... B Open 2 Docr Forced Ope. .. | Office Wl Acknowledge Alert m
|| Close Alert
If the number in the Pl oelete alert
Occurrence column is 1] | view dlert Details, .,
more than 1 (One)"' =g|| View Collapsed Alerts... I
@E]E] Record3of 3 W Wl

...Right-click the listing and select View
Collapsed Alerts from the pop-up menu.

Table 2-3 explains the information you can get from the Alert List Pane.
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Table 2-3

W Tracking Alert Conditions with the Alert List Pane

Information shown in the Alert List Pane

Column

What this tells you...

Severity

The risk level of the alert. A yellow icon means it is a medium risk alert; a red icon
means it is a critical risk alert. Double-click the icon to view the Alert Details window;
see Chapter 3, “Responding to Alerts,” for more information.

Status

The current condition of the alert.
Open—The alert still needs to be investigated and appropriate actions taken.

Acked—The alert has been acknowledged, and an operator is probably taking actions
to resolve it.

Closed—Appropriate actions have been taken to close the alert.

Note In the Alert List Pane, only those alerts that are “Open” are shown. You can see
all alerts using the Alert Management. See Chapter 6, “Acknowledging, Closing

and Auditing Alerts,” for information.

Escalation

The response status for the alert; such as whether it has been viewed, escalated,
acknowledged or closed.

,—The alert is new and has not been viewed.

4 —The alert has been escalated but not yet viewed.

53’ —The alert has been escalated and viewed, but not acknowledged.
A —The alert has been escalated and can be acknowledged.

59 —The alert has been escalated and can be closed.

To prevent an alert from being escalated, you must view, acknowledge, or close the alert
within the time frame specified by the escalation rule.

Type

The type of alarm that was raised by the sensor. The types of alarms that can be triggered
are dependent upon the system that controls the sensors; the system with which PSOM
integrates.

Description

A brief description of the alarm type.

Location

The location property of the sensor that triggered the alarm.

Occurrence

The number of alerts that have been collapsed into this alert listing.

Sensor

The name assigned to the sensor where the alert occurred.

Occur Time

The date and time when the alarm was triggered.

Owner

The owner of the alert.

B

If the icon in this column is not greyed-out, there is recorded video camera footage
available of the events that triggered the alert. Clicking the icon in this column displays
the recorded video for the alert.

If the icon in this column is not greyed-out, there are notes that provide more
information about the alert and any actions that have been taken to resolve it.
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Table 2-3 Information shown in the Alert List Pane (continued)

Column What this tells you...

7 If the icon in this column is not greyed-out, there is information about what actions you
3 need to take to resolve this type of alert.

% |If this icon appears with a blue rectangle, it is a simulated alert; perhaps an
administrator is testing new business logic with PSOM. There are four types of
simulated alerts: simulated alert that is a false alarm but has instructions, simulated alert
that is a false alarm and does not have instructions, simulated alert with instructions and
simulated alert without instructions.

If this icon appears with a green down arrow, it is a false alert.

ID The unique PSOM-generated alert ID for identification and reporting.

By default, the Alert List Pane only shows open alerts; you can configure it to show acknowledged and
open alerts. See the “Viewing Acknowledged Alerts” section on page 6-11.

Ensuring Timely Response with the Escalation Pane

You can track all alerts that have been escalated to you in the Escalation Pane. To open the Escalation
Pane, select View > Escalation Pane.

File  Monitoring Extensions | View | Tools  Help

U“—:l ” R g Toolbar Options 3

Home (Root Zone)

Back to Previous
Monitoring Hierarchy

0 Up One Level
E@ Airpart & . .
S Termingl 1 [E nzvigation pane / Select View > Escalation Pane.
_@@ Terminal 2 East Q Escalation Pane
2@ T2E-52condr| -

, & =
& i) T2E-SecondFlo| '=
_;jQTZE-Fu ctrloorl ]  Detach AlertList Pane
& @) T2E-Second Pe Display Dotians ~
@ i T2E-ParkingPoq @
o Terminal 2 West
a8a Q Commuter Termina &

onse Waorkflow Pane

Zoom In

The Escalation Pane appears as shown next.
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M Taking Action with the Response Workflow Pane

NFIE Monitoring  Extensions  Commands  Wiew  Tooks  Help

a4l 1]y

EEOEE EEEECIEEE EEE

Navigation

B B Physical Security Information Management MARSEC 3
Monitoring Hierarchy
» ﬂ-.’:) Airport
() Arizona (o
3 () Commuter Terminal (0}
3 & @ Perimeter North (m
3 () Perimeter west (m
b 3 o Terminal 1 o
() Terminal 2 East (o
I @ T2E-FirstFloor... (0)
b3 ) TZE-ParkingPod (D)
-G TzESecand P... ()
@ () T2E-SecondFl.., (0}
@) TeE-Secandrl... (o)
) ° Terminal 2 West o
+| & @ Undesignated Zone (0
@ &) Undesingated zone (2.

[l Summary View &4 Map view | | Table View

lij [ ] ] Record 10 of 262 [5 |5 [ [
E fe

Moritoring:  Airport

Description Loc.. * Sensor = owner "=, |
 ERAE NI T K Y
4 i... Alerk: [Pers... Peri.. 1 OV-1 B Admini. B4 1 ) 5 2.
... Application... Und... 1 SSRComricins... 7. B IR, 4.
A .. [1. 7 sSR.. application.. Und.. 1 SSRComticns... 7. EIIRIE 24, -

(@) MarseCs | roweren sy u'i_PmIMEl IR E

B, Escalation " |8

The Escalation Pane only shows alerts that the system has escalated to you for attention, or that other
users have escalated to you. For each alert, the Escalation Pane shows the severity (Critical, High,
Medium, Low), escalation status (Not Viewed, Viewed but Not Acknowledged, Viewed but Not Closed),

alert description, timestamp when the alert occurred, and alert ID.

To prevent an alert from being escalated, you must view, acknowledge, or close the alert within the time

frame specified by the escalation rule.

Taking Action with the Response Workflow Pane

The Response Workflow Pane helps ensure that you take appropriate action when an alert occurs, as
defined by the security experts at your company. It shows the progress towards fulfilling your

responsibilities for the various alerts under your responsibility.

To open the Response Pane, select View > Response Workflow Pane.

File Monitoring  Extensions | View | Tools  Help

i:[ N ﬂ _J I E E;j Toolbar Options 3
—| = {2t Home (Root Zone)
Mavigation

Back to Previous
Monitoring Hierarchy
= E e Up One Level
() Airport
- @ Termingl 1 Mavigation Pane

& &) Terminal 2 East | Escalation Pane

[ @) T2E-SecondFio|'

€ T2 FrstFioor Detach J%rt List Pane

) T2E-5=cond Pe Display Optians [
E ) T2E-ParkingPog o

b gy i Terminal 2 West

Q @) Commuter Termingl #~

Zoom In

| / Select View—>Response Workflow Pane.
5 T2ESeechidrlo lLﬂj Response Workflow Pane
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The Response Workflow Pane appears in place of the Escalation Pane as shown next.

File Monitoring Extensions Commands VYiew Tools  Help

N EIEIOE Y EE I EEI=E S

Mavigation L_j LJ Physical Security Information Management

MARSEC 3

Monitoring Hierarchy <]
ort
3 & Arizona [0}
.:j & 0 Commiaker Terminal (0}
uj £ ° Perimeter North 1)) 4
..:ﬂ dOPerimeter West ()] 4 d 1 :
b/ o () Terminal 1 (0} . A - 7 " i L
(/3 A\ Terminal 2 East (] A m i :l:' :E
i1 @ T2E-FirstFloor... (0) 3 o T o
(S T2E-ParkingPod (0} =eEL U ;
(B T2E-Zecond P (00 | : 3 e
(@ A\ T2E-SecondFl... (O} 4 . § ;

Bl E

g A\ T2E-SecondFl .. (0
i/ g ) Terminal 2 west (o
v £ ° Undesignated Zone {0}

3 2@ Undesingated Zone (2.,

Description  Loc. - Sensor
TN
fv.. dlert: [Pers... Peri.. 1 O¥-1 8. Admini.. L
. Application... Und... 1 SSRComricIns.. 7. _1
| A [Y. % SSR.. Application.. Und.. 1 SSRComricIns.. T.. B |
¥ D@ rewdtoorze: 3@ 5] a
Manitoring: Airport [ (23 | 1 00 | @@ MersECS | roweneo or G PRONIMEX | 9 | é | (aal [

For each alert, the Response Workflow Pane shows the alert ID, the type of alert, a progress indicator

for completion of alert response tasks, and a response ID. To find out what response tasks are remaining
for an alert, double-click the alert’s progress indicator in the Response Workflow Pane. The Alert Details
window opens. Then double-click the Response bar in the Alert Details window to see outstanding tasks.
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ﬂ Harme Q\u‘ideo ENote | @Response wharkFlow | El|reparting
PR 1k o Q@A
[s7'4 Close  Acknowledge Close | False  Escalate  Foof Expand Collapse
| Alert | Alarm To - Al All
File It Alert Stakus Response Cisplay

= — ol S I w5
Double-click the Response
bar to see open tasks.

Type: Forced Entry at Input %

Occur Time: 11/6/2009 5:02:54 |

Forced Entry at Input PRCTGI1C

Double-click the progress ‘
bar to see open tasks.

Audible by CP3, Call Harbor -
Police,
|

Assigned To:  Administrator (Escalated-Viewed) — e L, 0%
Assigned By Administrator (11/6/2009 5:03:04 PM) [ Hide Respanse Workflow J H _ o o
= . F... 0%
Task Item ‘ [ . R
Incident vl ves Do %
+~ Lacate alarm on map and details of alarm v es o o8,
= Revich tecorded vicco & ves AlertID: 24045 AlertType: Forced Entry at Input % F... 1%
— ‘- Review live video v ves ™
e 1% Analvze Situation sl ves Assigned To:  Administrator (Escalated-Wiewed) E.. o
Hirs chVelocity Event The Last # of Acce| Assigned By Adrministratar (11/6/2009 5:03:04 Phd) F... 1%
Property Yalue ! y Referen... Referen Ll Task Ttem E j.,;:
Event Descr.., [Forced Entry at In... il cident E.. o
System AlarmMame Forced Entry at In... 674515 Access G| || - Locake alarm on map and details... v] Yes 1162009 5:03:52 PM oo o
Information AlarmID 57378 Review recorded video v ves 11/6/2009 5:03:52 PM 4
EventlD St ™= - Review live video (] ves 11j62009 5:03:52 PM F.
— DoorName | PXTIGILC || & fnalyze Situation [ ves Ljerzn00 s:ozsz | (M
ﬁ a | Address 1401.01.30.001.0... | : § Lo Check if suspect is still present [ ves 11J6/2009 5:03:52 PM "
= Compare Suspect with Video wit,., [v]ves 11/6/2009 5:03:52 PM
™ i = Take snapshot video and save [ ves MfA
Manitaring: Alrport = a Dispatch officer ves E Mla
= Call dispatch officer in region _lves LIEY
Open tasks are / : - Collect information for dispatch [ ves /A
listed here. s - Dispatch officer responded and ... || Yes MfA

Cancel |

Locating Security Resources

Security resources are the people (for example, mobile officers, paramedics), vehicles (for example,
patrol cars), boats, airplanes, and valuable assets within your environment whose location you need to
track from the Operation Console.

To search your entire environment for a resource:

Step1  Click Track Resource under Operations in the Navigation Pane.

File Monitoring  Extensions  Commands  Yiew Tools  Help

B

Mavigation L:J D Physical Security Information Management
Monitoring Hierarchy g ‘

ST — S
Track Resource = Pane b

Track Security Resource .. T.. Progr.. "

Click Track Resource.

taonitaring: Airpor (Al

The Find and Track Resources window appears.
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o e
= E Enter a resource name and click Find.

Find Resource: —/Flnd/
Find Results:
Name Description w4 _oee L Bpter characters to further refine results
® H on-the-fly.
[} Sat. John Wayne Sgt. John Wayne
Patrol Car 1 & Patrol Car 1 2
Patrol Car 2 & Patrol Car 2 3
Paramedic 1 a: Paramedic 1 4
Coast Guard 1 & CoastGuard 1 S

L el (b Record Lof9 aaa_’ id Close

Step 2 You can either select a resource from the list, or enter the resource’s name in the Find Resource field
and click Find.

Step3  You can further refine results by entering characters in the first row of the Find Results area. Results are
filtered based on what you enter in this row.
Stepd  Select a resource from the list and click the Locate It button.

The Map View Pane displays the map where the resource is located, using a blue dotted line to show the
resource’s historical tracking trail. A red dotted trail shows the resource’s current movements for
real-time tracking.

Double-click a resource on the map to show its Resource Properties window.

Using Cisco Physical Security Operations Manager
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W Locating Security Resources

Step 1
Step 2

Bperties - Lar-01

Description

Fear

Car-01 [ |
],

i. I.Prm:niarty Va];JE ]

L

| !Name Car-01

i

| iTyDe Vehicle {land)

To find a resource in a specific monitoring zone or area:

Right-click the monitoring zone or area in the Navigation Pane.

Select the resources to display:

¢ To find resources by name, select Track Resources > By Name. Enter the name in the Find and
Track Resources window and click Find.

¢ To find all types, select Track Resources > All Types.

¢ To find the resources by type, select Track Resources > By Type, and then select a type.

Physical Security Information Management

Track Resources ¥ || [Ad] By hlame

|
|E1 ByIvee
{} All Types

Find Sensor...

Wideo Matrix Wiew

Summa:y Wiew | ﬂ Map Yigw |

General Object

Person

Wehidle (land)

Yehicle {waterborne)
‘ehicle (airborne)

Generic Asset

Security Officer

Law Enforcement Officer
‘ehicle (Law Enforcement)

Emergency Yehicle {Fire, Ambulance)

The map updates to show the resources in that zone or area.

[l Using Cisco Physical Security Operations Manager
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Tracking Users by Badge Activity W

He Qperations Plonkoring Wiew Extensions  Help

savigation [BEY inenigent Physical Security Management
E‘_Hm-‘m_m w_“w Monitoring: SAN »> Perimeter West > Perimeter

2 @) Perimater West 3

To clear resource tracking from the Map View Pane, right-click the monitoring zone or node in the
Navigation Pane and select Track Resources > Clear Resources.

Tracking Users by Badge Activity

Step 1

Step 2

If your access control system supports this functionality, PSOM can display activity for a badge from
the Badge User Trace Manager. You can set up a badge user on a watch list and manually refresh the
results on demand to see at what sensors the badge is using. The user watch list you create in Badge User
Trace Manager is not stored to the PSOM database, but you can export the list to an XML file before
logging out of PSOM Operation Console, and then re-import the watch list when you want to use it the
next time.

To track a user by badge activity:

Click Badge User Trace i in the toolbar for the Operation Console.

The Badge User Trace Manager window appears.

4 S——
W _J — gl

= click Import User Watch
ﬁ‘ Home @ Reporting .
List.
- ® ol )
= ﬂ (B '--J:. QX . . .
~ Otherwise, click Find
: ; Badge Users to search
13 Action Watch Lis .
= ——— the list of badges.
Users - Watch List User Activity List
Image Name Time
77Remrd00f0777_ i 777Remrd00f0777_ il

Click Find Badge Users.
The Search Wizard appears.

| oL-24235-01
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W Tracking Users hy Badge Activity

3 Search Wizard

Search Badge Users

Search badge users by lastname or badge ID

|

{* Badge users whoselast name starts wwth:l:l
Monitoring Area

Sensor

Monitoring Zone

Alert

(=
Lﬁ Badge User

=

|

Step3  Enter the first few characters of the badge user’s last name that you want to find in the Badge users
whose last name starts with field. Alternatively, you can enter the ID number for the badge user in the
A user by badge ID field.

Step4  Click the Search button.

The Find Badge Users window appears with results.

Badge users whose last name starts with: |§

MNumber of results found: 100 Eﬁ
Eind

= Noima... a %

m ——
Baltimore A_West 1004 ' m
Baltimore ABC 10037 l User Tr
Baltimore ABC 10038 'F @
Baltimore ABC 10034 s Report
Baltimore ABC 10035 ﬁ I':
Baltimore ABC 10038 @
Baltimore Adrian 1003637 ﬁ

. . o

L Reandtore @EE g _ e |

You can filter the list by entering characters in the top row fields.

Using Cisco Physical Security Operations Manager
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ﬁ Find Badge Users whose last name starts with - 'b’

Tracking Users by Badge Activity

Badge users whose last name starts with: |b

Mumber of results found: 100
Baltimore Chad
Baltimore Charles

= Baltimore Charles

= Baltimore Cheryl

L Baltimore Cheryl

b Baltimore Cheryl

b Baltimore Cheryl

L Baltimore Christian

% M [First Name] Like ‘ch%"

IRl recordoofzo WA

1004370

1004472

1001504

1003061

1006033

1005118

1005697

1007430

Close

You can view the badge photo for the user by clicking the link in the Badge ID column.

Find Badge Users whose last na

Badge users whose last name starts with

Number of results found: 100

» Colorado Cheryl

B Colorado Chester
» Colorade Christopher
B Colorade Christopher
B Colorado Christopher
B Colorado Christopher
» Colorado Christopher

w® [First Name] Like "ch%'
| Record 10f 9 BEW._J

1001834

1003375

1004128

1006505

1007142

1007135

1006557

n}
=]
a
m

o | ((caneel ]

Step5  Once you find the user you want to track, click the User Trace w® button.

The Select Filter for User Activity List window appears.

| oL-24235-01
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I Tracking Users by Badge Activity

Step 6

Step 7

Step 8
Step 9

w
=
I
&
I
=

i @ Specify a time range:

iiter: for User Activity List

£ From

 From now

Sl

Maximum number of most recent records to return {1 - 299):

0 &

Apply Cancel |

Decide whether you want to view activity during a specific time period (select Specify a time range) or
just for the past day (select Within the last 24 hours). If you view activity for the past 24 hours, you
can limit the number of records to return in the Maximum number of most recent records to return

field.
Click Apply.

The Badge User Trace Manager reappears with results displayed for that user.

il

‘ﬁr Home
E
B X 8}
Close
Watch List  Watch List
File:

Users - Wakch Lisk

Image MName

@ Reporting

7 2 B € & M

Import User Export User  User Activity Refresh | Locake [E - User Details | Remove Find Badge:
Users

Filter
Actian ]

User Activities: Last 20 hours from now
Time

» 125 PM  |PRTESTOL [2]
5/22/2009 25341 PM PRTESTOL [2]
5/22/2009 ZI5:3APM PRTESTOL [2]
5/22/2009 ZI5HIFPM PRTESTOL [2]
5/22/2009 ZiI52:22 PM PRTESTOL [2]
5/22/2009 ZiI52:20 PM PRTESTOL [2]
5/22/2009 ZiI52: 17 PM PRTESTOL [2]
5/22/2009 ZiI52: 1S PM PRTESTOL [2]
5/22/2009 248148 PM PRTESTOL [2]
5/22/2009 11:10:41 AM  PXTESTOL [2]
5/22}2009 11:09:01 AM  PXTESTOL [2]
5/22}2009 11:07:21 AM  PRTESTOL [2]
5/22/2009 11:05:40 AM  PXTESTOL [2]
5/22/2009 11:04:00 AM  PXTESTOL [2]

i

Record 1 of 50

User
Wifatch List

Sensor Name  Panel

[pTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL
PRTESTOL

5

SerialMum

. 1243029133
. 1243029129
. 1243029125
. 1243029121
. 1243029117
. 1243029113
. 1243029109
. 1243001666
. 1243001662
. 1243001658
. 1243001654
. 1243001650
. 1243001646

AlarmDescr

Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:
Access Denied:

Access Denied:

Aci Jenied: Ar

Even... Ass.. 4

0O 0o ao oo ooaoaoao

To get the latest activity results, click the Refresh button & in the toolbar.

To change the time period for which you’re viewing activity, or alter the number of records you return
for each badge user, click the User Activity Filter button % in the toolbar.

The Select Filter for User Activity List window appears.

Using Cisco Physical Security Operations Manager
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Step 10

Step 11
Step 12

Step 13

Step 14

Tracking Users by Badge Activity W

i @ Specify a time range:
i ~|
£ From ol =)

 From now

Sl

Maximum number of most recent records to return {1 - 299): 50 ﬁ

Apply Cancel |

If the selected activity has valid sensor information, you can click the Locate It £ button to view the
sensor location on the map in the Operation Console.

To remove a user from the watch list, select the user and click the Remove User button S in the toolbar.

To print a report of the watch list, click the Reporting tab and then click the Print button or Print
Preview button.

er Trace Manager -

: ﬁ Home @ Reparting

= &
S B & Qqlll
Close | Import User Export User @ Print... Print Export

Watch List  Watch List Preview... M To... ~
File Repor;

To export a report of the watch list, click the Reporting tab, click the Export To button, and select the
type of report you want to produce.

k ﬁ Home @ Reporting
= = o
X s O =Y [N
Close  ImportlUser ExportUser | Print... Print Export
Watch List  Watch List Preview.. fl To... v
File Report N [@h  pOF Fie..,
Users - Watch List Within @E Lma&ﬁ\e...
Ting
% TextFile...
BRy HTMLFie...
BR  MHTFile...

To export your user watch list, click the Export User Watch List button % in the toolbar. The Save

as badge user watch list file window appears so you can save your watch list to an XML file for the
operators in the next shift.

| oL-24235-01
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W Viewing Tracking Objects

Save as badge user watch list file x|
Savein: I&) Proximesx Surveilint j L] o E2-

|[Shincidentpadage;

=] 3N-XML-DataTemplate. XML
2 Call3M. xml

|2 TestEscalation, xml

Desktop

Y

My Document:

Fie name: |PxBadgeUserWatchList XML =l Save

Save as type: | Saved badge user watch list fles (* XML) =l Cancel |

The watch list file can be reimported to PSOM later by clicking the Import User Watch List button .

Viewing Tracking Objects

Tracking objects are unknown objects that are being tracked by sonar, radar, RFID, or intelligent video
systems integrated with PSOM. When you view these tracking objects in PSOM, you can see their
geolocation on the maps for monitoring zones or areas as well as a tracking trail for their recent
positions.

To view tracking objects on a map:

Step1  Select the monitoring zone or area for which you want to view tracking objects.

Step2  Click View > Display Options.

hﬁils Monitoring  Extensions  Commands  Yiew  Tools  Help

-’s_§l ﬂ ﬂ J E i % 22| Toolbar Options » EI

{2t Home (Root Zone)
Mavigation L_J L_..J G
Monitoring Hierarchy E
o Airport (2.
ﬂ @o Arizona (0)
ﬂ _‘_;‘)o Commuter Terminal (D)

Back ta Previous
Up One Level - Progr..
0%
Mavigation Pane
0%

Escalation Pane 0o

Response WorkFlow Pane

0%
0%

i 3 i) Terminal 1 (0}
ﬂ A\ Terminal 2 East (0}
= ! ° Terminal 2 West (0

i+ 3 ) Undesignated Zone  (0)
a _‘50 Undesingated Zore  {2...

| e 0%

T—
Sh% Sensor
I@ Show Sensar Range
Ié‘ Showr Sensor Name

Li... 0%

D 0%
o Fo 0%
D 0%

Any tracking objects present in the selected map area appear.

Using Cisco Physical Security Operations Manager
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Step 3

Step 4

Viewing Tracking Objects

To view properties for a tracking object, right-click the icon and select View Properties from the
right-click menu.

The Object Properties window appears.

%l T A 2NN0AA
# View Properties

éﬁ' @%Show Tracking Trail
3’ )( Deactivate Tracking Object

f:} Create User Alert

DIRGIIRD

L4

Object Properties

)

Property

Tarme

Tvpe
Object Tvpe
Obiject I

Yalue

Ob-04-2008112592153
Tracking Cbject

vehicle
DS67E

To show a tracking trail of where the tracking object has traversed in this map area, right-click the

tracking object and select Show Tracking Trail from the right-click menu.

The tracking trail appears as a red dotted line. You can only show the tracking trail for one tracking

object at a time.

| oL-24235-01
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W Viewing Tracking Objects

Step5  To create a user alert based on this tracking object:

a. Right-click the tracking object and select Create User Alert from the right-click menu.

The Create User Alert window appears.

¥ Create User Alert " %
Type: @ DefaultOperationalert @
Severity: |0 High @
Description: Operation Alert -
-

Enter Parameters:

u B Enter Alert Description | [Description]

b. Select a severity level for this alert from the Severity field.

¢. Enter a description of this alert by replacing the [Description] text next to Enter Alert Description.

d. Click OK. The Alert Details window for this kind of alert appear as follows.

Using Cisco Physical Security Operations Manager
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= .

@ Response WorkFlow

EIREpnrting

Creating User Alerts Il

E Moke

R > /& s @ o

Assigned By:  Administrator (1/11/2010 8:31:49 AM)

(o4 Close  Acknowledge Close | Fale  Escalate
| Alert | Alarm To
File: Alert Status
Type: DefaultOperationdlzrt Severity. @ Clle to view the tracking
Occur Time:  FERVED Location [Pe trai] for the Object,
Operation Alert — ad
g | 2
Assigned To:  administrator (Escalated-Viewed) Responze: | 0% J

lm Hide Response Workflow J

[ Task Ttem

- Locate alarm on map and details of alarm

- Review recorded video
i Review live video

System
Information

]

Audit Trail

Update Time

Creating User Alerts

If you see suspicious activity or want to record an important event within PSOM, you can create an alert

with a description of the incident or problem.

To create a user alert:

Step 1

Step2  The Create User Alert window opens.

Click the Create Alert button ™. in the Operation Console toolbar.

| oL-24235-01
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W Additional Navigation

Step 3

Step 4
Step 5
Step 6

Step 7

@ Create User Alert Elﬂ‘
T I Defautoperationdlert _—| Choose the type of alert to create.
Ssreee O High ———— Choose arisk level from the Severity field.

Description: Operation Alert

Enter Parameters:

Description Val
IS Enter Alert Description | [Description]

\ Enter facts about the incident in the
Description field.

From the Type field, select the kind of user alert you want to create. The types of user alerts are
configured by your administrator.

From the Severity field, choose the risk level: Low, Medium, High, or Critical.

In the Description field under Enter Parameters, enter facts about the incident.

Click OK.

The newly created alert immediately appears up in the Alert List Pane, and an alert message opens.

To see details for this alert, double-click its entry in the Alert List Pane.

Additional Navigation

When you want to traverse monitoring zones and monitoring areas in either the Map View Pane or
Navigation Pane, you can also use three little buttons that appear in the top right corner of the Operation
Console.

Use these buttons to quickly traverse your security hierarchy.

B

@ Prozimes Surgellint ™ Bperativntonsoles Iomalhost (admmstrator)

File  Monitoring  Extensions  Commands — Wiew  Tools  Help

EEREN EE RO L E EEEDOEEE

Clicking the Home button returns you to the very top level of the security hierarchy; in other words, to
the global view.

When you click the Up Arrow button, the parent level of the current view is displayed; for example, if
you’re currently displaying the “Restricted Area” monitoring area of the “Commuter Terminal” security
zone, you will see the “Commuter Terminal” security zone upon clicking the up button.

When you click the Left Arrow button, you return to the map you were previously viewing.

Using Cisco Physical Security Operations Manager
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Refreshing Your View of Alerts

Refreshing Your View of Alerts

Press F5 to instantly refresh the Operation Console with the most up-to-date alert information. The Map
View Pane and Alert List Pane will be refreshed with the latest sensor data from sensor control systems,
and the focus will be reset on the Navigation Pane.

Viewing External Alerts (Such as RSS Feeds)

Some alerts are generated by sources external to your security environment; for example, RSS feeds can
be configured in PSOM to trigger alerts that display in the Operation Console. You can access details for
an external alert the same way you do for typical alerts; for example, see the “Tracking Alert Conditions
with the Alert List Pane” section on page 2-17. An Alert Details window for an RSS feed from the The
Weather Channel appears as shown next.

- ’ :
) e Wi TE

£a4 Home | IMote El|Reparting

BE 4 |tk & &3 & 00

OK Close | Acknowledge Close | False Escalste | Sensor | LocateIt Mew Note

Alert | Alarm To Cammands

File Alert Status Action Mote Edit MNote Display

e Type: Severe Weather Notice Severity: &Hedium ﬂ Open

Occur Time:  04/13/2003 11:53:0% Location:  Unknown

Severe Weather Alerts Across The Nation

Assigned To:  Administrator (Escalated-Alert Closeable)
Assigned By: Administrator (04/28/2009 23:29:05)

Cymter RSS Alam @rss [ @map
Information
Property Value ~ +
= The Weather Channel:
£ _E url :f ather,com/rss/national rss_nwf... National Weather
Title - Veather Alerts Across The Nation Outlook
Audit Trail Rule Description Alert subscription to an RSS feed
Poll Every x Seconds 60 weather.com
Severe Weather Alerts Across The Nation =

Viewing Current MARSEC or Homeland Security levels

The Operation Console displays the current Homeland Security or MARSEC level at the bottom right
corner of the window.

Using Cisco Physical Security Operations Manager
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A\ Medium
A\ Medium
@ critical
A\ Medium
A\ Medium
A\ Medium
A\ Medium
A\ Medium

o Critical

_}_}_} Remrd 1ofl4 “u

El Open
El Open
El Open
El Open
El Open
El Open
El Open
El Open
El Open

% Type ipti O.. Sensor Occur Time =l BB R
u Suspect Tailgate into Secure A... - 3/25/2009 9:35:57 AM ED“ 806
ical Ta... Card Reader Tamper Alert  CT First Floor 1 PXTCOL 3/25/2009 9:35:48 AM B 1§ sos
., DOTLat Inp... Door Open Too Long Alert  CT First Floor 1 PXT2504 3/25/2009 9:35:41 AM B 1§ soa
., PerimeterB.. Alert: [Person] Crosses pe... Perimeter ... 1 0V-1 3/25/2009 9:35:24 AM B 1 s
E Forced Entry... Door Forced Open Alert CT First Floor 1 PXT1G11C 3/25/2009 9:35:19 AM Q _1 ':E' a02
E Physical Tam... Card Reader Tamper Alert CT First Floor 1 PXTCO1 3/20/2009 1:42:56 PM Q _1 ':E' 801
E DOTL at Inpu... Door Open Too Long Alert CT First Floor 1 PXT2504 3/20/2009 10:47:32 AM Q _1 ':E' 800
E DOTL at Inpu... Door Open Too Long Alert CT First Floor 1 PXT2504 3/20/2009 10:47:22 AM Bl gy .-, _
‘.AE DOTL at Inpu... Door Open Too Long Alert CT First Floor 1 PXT2504 3/20/2009 10:47:12 AM Q _1 ':E' 738

@ Tailgate Suspect Tailgate into Secure A... CT First Floor 1 TCTOTO1 3/20/2009 10:42:50 AM Q _1 733 a
- - - . P . . P P minn tnnnn an na an aes S R —an

F a9 | 2 JO)sevetes | (] powersany rosmes| | 3| 5 | E}

bl Gl B Record 1of 14 “u“_}

(18) J) E] MARSEC 2 I ‘3 Fowered By Proximex gl é Q

Either Homeland Security or MARSEC levels are displayed.

~

Note

Step 1

This level is set manually by your system administrator.

For MARSEQC, the levels roughly correlate to Homeland Security in this way:

¢ MARSEC 1—Routine maritime operations; this level aligns with Green, Blue and Yellow
Homeland Security levels.

¢ MARSEC 2—Heightened security awareness; this level aligns with the Orange Homeland Security
level.

¢ MARSEC 3—Imminent threats to security; this level aligns with the Red Homeland Security level.

You can choose to view the current MARSEC or Homeland Security settings at the top of the Operation
Console window.

File  Monitoring  Extensions  Wew Tools  Help

B 'EmeEin EEEE] EEEDOEEE EEE

Mavigation i & Intelli t Physical S Tty M Side Pane e
ntelligen ysical Security Managemi MARSEC 3 @ adidl

Monitoring Hierarchy Monitaring: Airgort (Alers:11) .. Type Progress

To display MARSEC or Homeland Security indicators at the top of the Operation Console window:

Select File > Preferences.

The Console Preferences window appears.
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Step 2

Step 3

[i5r Consale {Per User)

>
Alert
Ernail
(5 Console (Per Computer)
General
(55 server
General
All Cansales
Identity Management

General

Viewing Current MARSEC or Homeland Security levels

Operation Console Default Yiew Type:

Root Monitaring Zone: D More
Monitoring Zone with zones: D Mone
Monitaring Zone with areas: .E.Nnne

Monitaring Area: D More

LIy <)<

Select these options to display

Operation Console Threat Level Indicator:
¥ show Homeland Security Threat Level Indicator on Header

¥ Show MARSEC Threst Level Indicator on Header

MARSEC and Homeland Security
threat level indicators at the top of
the Operation Console window.

(

Live Video PTZ

¥ Use common layer PTZ mouse movefzoom

Apply | o4 I Cancel |

On the Console > General tab, make a selection from each field under Operation Console Threat
Level Indicator to determine whether to display MARSEC and Homeland Security threat levels in the
header of the Operation Console.

Click OK.
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I Viewing Current MARSEC or Homeland Security levels
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CHAPTER

Responding to Alerts

The most important part of your job is investigating and responding to alerts. This chapter explains how
to use PSOM to do that job quickly and efficiently.

In this chapter, you’ll learn:
e Ways to locate and open an alert to find out the details.
e How to find badge ID photos and recorded video of suspects.
e How to identify the location where the alert was triggered.
e The types of alerts that can be triggered.
¢ How to respond to an alert appropriately.
This chapter includes these topics:
e How You can View Alerts, page 3-2
e Accessing Alert Details, page 3-6
¢ Enabling One-Click Access to Alert Details, page 3-11
e Determining the Time, Date and Description of the Alert, page 3-13
¢ Finding the Location of an Alert, page 3-17
e Viewing Badge Information and Photos from Last Access Attempts, page 3-18
¢ Finding a User in PSOM, page 3-20
e Understanding the Alarm that was Triggered, page 3-22
e Viewing Video Related to an Incident, page 3-23
¢ Adding a Snapshot to the Alert, page 3-27
e Following Alert Response Procedures, page 3-30
e Escalating an Alert, page 3-33
e Manually Controlling Access, page 3-33
e Issuing External Commands During Alert Response, page 3-35
e Documenting Alert Response, page 3-36
e Notifying Dispatch about an Alert, page 3-37

Using Cisco Physical Security Operations Manager
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I How You can View Alerts

How You can View Alerts

When an alert occurs, PSOM notifies you of it in several different ways. First, the alert appears in a pop
up window just as it occurs. It stays open for a few seconds just above the Windows task bar along the
bottom of the screen.

B X

A Perimeter Campus DHO
[8164] Perimeter Campus DHO at areal

(5/28/2003 3:28:43 PM) New alerts appear in this pop up window
just as they occur. The pop up window
closes after a few seconds.

This alert window may, or may not, be accompanied by a beep; this depends on your preferences settings
with regards to alert beeps. See the “Turning Alert Beeps Off or On” section on page 8-2 for details.

After the initial warning, alerts appear in the Navigation Pane, the Map View Pane, and the Alert List
Pane of the Operation Console. The next sections explain navigation of alerts within these different
areas.

.E!ie !‘.j.unwtunng E;t;;si;ms q.gummrand.s :y!gaw Iugls ﬂ;EiD -

A EEEN ERODE EEERDEE R
Mavigation L-JLJ Physical Security Information Management icle Pane LJL_J

Monitoring Hierarchy

w Type Progress

o Il

R
u.:a () Arizona .
\a.i () Commuter Terminal 3 = The Securlty =
| 3 3 @) Perimeter Horth . - - severit
[z~ ! View alerts by drilling _ indicat}(;r or *
o 3 ) Terminal 1 o down on the Map. | —
uj () Terminal 2 East (m _ | the map. ThlS e

> U0 Terminal 2 West (i o
|+ S Undesignated Zone (D)

33 Undesingated Zone  (259)

|- severity is the =
- same as for =
. the root node.

L FUILE uve

o Force, . 0% e
| e Force, 0% s
| e Dete., 0% s
| wa Force,.. “ o
: e Live ., 0% s

we Farce. .. 0%
') ¥ IERR :

| @Map Wiew | || Table vies |

. Une 185 7/l EIERIE:
. Un.. 1 85. 7/l 1103

S e Ty.. Descriptu. Low .. 5. Oc.. Owner i_? ﬁ 3 ':'—‘_: (Bh:c
= . Un.. 185 7/l FIIRIE:
2= | Others

[ _ﬁ Escalation j Response
Marit | ing: irport Bazn| 0 | @ marsecs | roweseo sr G PROXNIMEX | | & |l 3

5% 24315 lud

Record 1 of 271

View alerts by drilling down in the Navigation Pane. View alerts from the Alert List Pane.

Viewing Alerts in the Navigation Pane

When a sensor detects an alarm event and causes an alert to be raised within PSOM, the alert icon
appears within the hierarchical view of the Navigation Pane. The location of the alert tells you where it
occurred. For example, in the window shown next, an alert icon appears in the “T2E-SecondFloorMain”
area of the “Terminal 2 East” monitoring zone.

Using Cisco Physical Security Operations Manager
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Notice that all the icons up the tree from the “T2E-SecondFloorMain” area have changed to red alert
icons—including the “Commuter Terminal” and “Airport” icons. This ensures you will see the alert no
matter what area of the surveillance boundary you’re currently viewing.

Monitoring Hierarchy

[~ B

+ o @ Terminal 1

\.:'J 5§@Terminal 2 East

[ @@ T2ESecondFloo...

[ @) T2E-SecondFloo...

[ g {) T2EFirstFioorMain
B TESecond Pe... (1

[ @) T2EParkingPod

| ) (@ Terminal 2 West

o) Q Commuter Terminal
-[g@ ) CT-First Floor

[ @ @ CT-Third Floor

& CT-Second Floor

All icons up the tree from an alert change to an
alert icon. You can traverse down the hierarchy to
the alarm by double-clicking the alert icons.

If there are multiple alerts in a security zone, the alert icon will take on the appearance of the highest
priority alert; for example, if there are both Medium and Critical risk alerts, the alert icon will turn red

to signify that a Critical risk alert is present. When you select an alert icon in the Navigation Pane, the
Map View Pane will change to show you the view for that alert icon.

Viewing Alerts in the Map View Pane

Flashing icons in the Map View Pane represent alerts. The color and shape of the alert icon changes

based on the severity level of the alert: blue square icons

are for Low risk alerts, yellow triangle

icons & are for Medium risk alerts, orange diamond icons are for High risk alerts, red circle
icons (@) are for Critical risk alerts.

In the window shown next, there is a High severity alert (orange diamond icon) occurring in the
Commuter Terminal zone.

| oL-24235-01
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Fil=  Monitoring Extensions Commands  Yiew  Tools  Help
5 1}
5]
Y i Side Pane CJ L_J
S = i i 5 4 e MARSEC 3 | —
Monitoring Hierarchy d honitaring: Airport »> Commuter Terminal >> CT-First Flooi O w T.. Progr.. ﬂ
B aiport (2... w o o |
3 3 Arizona () = w Do 0%
=3 _@;0 Commuter Terminal (0} p e D %
» 0 —
. 3 o Fo 0%
A High alert is P D%
. . r
happening in the P D%
Commuter (o el D%
. w_ B
Terminal. @ AT Do 0%
o 2T P, welfr | 0%
FHF-263 P -260 = -
| [ Terminal 2 West (o) = Q = = T @P}:F'zm - EJF D 0%
- _@,o Undesignated Zone (0} ;i e D 0%
=) _é,o Undesingated Zone  (2... [ D %
B1Dig F uter Terminsl H w F 0%
Do 0%
EE
Mlictercom - Col B Commerd2 | wflcieco 2500 Canf L P | 0%
____________________________________ e P 0%
e F 0%
= B E W F 0%
B 1 11c 1 i || el | 0%
A & 1 PRTIGILC 1. B Y 24, v P | (R
_— A (U A& For.. ForcedEntr.. CT... 1 PXTIGILC L., admini. (4 F G T 2t seel LR, |
A (U A& For.. ForcedEntr.. CT... 1 PXTIGILC ., adminio. (] % T Lh—‘ *] ¥
&J ry [ I P - Pl F—— PR E— =) W e e | ﬂResponsa h“
| Recordlof? duu_) l ot
Maritoring: Airport == Commuker Terminal =3 CT-First Floor @ (23) _:3 E] MARSEC 3 | POWERED EY eﬁ PROXIMEX 2' é ol Q

The alert icon is positioned on the map near the sensor that triggered the alarm. To view details about
the alert including recorded video from the time of the alarm, you can double-click the alert icon. To
quickly see live camera footage from the scene, you can double-click the camera icon that is closest to
the alert icon.

Viewing Alerts in the Alert List Pane

The Alert List Pane shows all alerts that are currently open for the monitoring area selected from the
Navigation Pane. For example, if “Commuter Terminal” is highlighted in the Navigation Pane, then the
alerts shown in the Alert List Pane are all those that are open and occurring within the Commuter
Terminal.

J
AEmE =
A ... 1] 1x Rec... Recorded Vi... CT 1 PXF.|. 1/1... Administrator | {4 &
A [f]. 48 Rec.. RecordedVi.. €T 1| 1/1f.. Adminstator  E§ ] ‘@ 818
... 1. 49 For.. DoorForced... CT 1pxT.|. 4/13.. Adminstator | £ ] % 808
@ ... 1. 4% For.. DoorForced... CT... 1 PXT.| 4/13.. Administrator [§ | % 807
... 1. 49 For.. DoorForced... CT 1pXT.|. 4/13.. Adminstator £ ] % 806
A [f]. 48 Phy.. CardReade.. CT 1pxT.|. 3/20... Adminstrator £ ] G 801
[1] . 49 po.. Dooropen... cT 1P| 3. adminstator | ] G 8003

A
Record 1 of 12 ﬂaa ) . . .
== To view alert details, you can click the value in the ID column.
Use these buttons to move between Clicking other places in the alert’s row brings up more information.
different “pages” of alerts.

Table 3-1 describes the alert information that you can get in the Alert List Pane.
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Table 3-1 Alert Information you can Get from the Alert List Pane

To view...

Do this...

To view the location of an alert on the
map in the Map View Pane...

Click the name in the Location column for the alert. The
relevant alert icon will pulsate in the Map View Pane.

To view the details for an alert...

Double-click its Description or click the value in the ID
column.

To view recorded camera footage for
the alert...

Click in the column with the blue film strip; if the icon is not
greyed-out, there is recorded video footage available.

To view notes and actions for the
alert...

Click in the column with the note icon; if the icon is not
greyed-out, there are notes about the alert.

To view the actions you should take to
resolve the alert...

Click in the column with the light bulb icon; if the icon is not
greyed-out, there are instructions for responding to the alert.

To view similar alerts that have been
collapsed under this alert...

Right-click the Occurrence column and select View
Collapsed Alerts from the pop-up menu.

The Alert List Pane only shows open alerts; you can configure it to show acknowledged and open alerts.
See the end of the “Tracking Alert Conditions with the Alert List Pane” section on page 2-17 section for
instructions.

You can control the number of alerts displayed per page in the Alert List Pane; see the “Changing the
Number of Alerts Per Page” section on page 6-9.

The information contained in the Alert List Pane table is described in the “Tracking Alert Conditions
with the Alert List Pane” section on page 2-17. If you want to customize the columns of information

shown in the Alert List Pane, right-click the header of the Alert List Pane and check the columns that
should appear, uncheck columns to hide.

@SEDHJ]ZE Alert List @.‘

Show checked Fields in the alert lisk:

,ﬂ Skatus
|»] Escalation Status

s Type

.i] Description

,i'l Location

,ﬂ DCcurrence

_ﬂ Sensar

_1] Sccur Time

|v] Recorded video Indicatar
|+#] Mote Indicator

,ﬂ Instruction Indicator A

sl 1D ontrol - Zone 2

|s#] Craner HTCTO? ﬁ
vl Dispatch 5 - Commend 2 Cizco 2500 ©
[0 Summary Wiew &4 Check all | OK I Cancel |
S E S S _ . “ Description Loc... .. Sensor .. DOwner _} _/1 J ’zF_'; D
A (2] . 4 Det.. Detectiondlert CT .. 1 PRTIGILC . Adwini. B8 ] B 5 4.
A (2], @ For.. ForcedEntr.. CT.. 1 PRTIGILC L. adwini.. B 2 G T o2t
A 2] & For.. ForcedEntr.. CT .. 1 PWTIGLIC L. adwini. B8] B 5 o2s..
[ . - [ = £l ™ = -

= T & = _ -
Record 1 of 7| lLd el

You can view alert details for multiple alerts at the same time. Each Alert Details window can be placed
anywhere on the screen and assessed separately. See the “Accessing Alert Details” section on page 3-6
to find out more about the information shown in the Alert Details window.
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Fle Monitoring  Extensions  Commands  Wiew Tools  Help
Mavigation Side Pane % |
_Ml.)_nltnrlng Hierarchy d .. Type Progress iz
3 - PHESE - B
3 &) arizana (o)
|1 Response Workflow SReporting B
Eivideo Lo ote |2 Response workAiow EReparting i J@ &‘ =l 5
= hl !d‘ 2 b (=3 [
@ | ﬂ h 1. {:ﬁ &1 = "j;' False Escalate Locate Tt
k2 v s » & [ el L
OK | Close Acknowledge Close | False Escalate  Semsor Locate It g Action
Alert | Alarm  To  Commands I
Fie Pl tatus acion sovoiy. (@) oritical 1] open L
Type: Forced Entry at Input % severity A\ Medium _!_] pen Location:  Perimeter West (O%-1) L
Location  CT First Floor (PXT1G11C) = — -
Forced Entry at Input PXCTGHC |~ | Audble by CP3, Call Harbor J 4
3 oo r (Escalated-Viewed) Response: | ™ "
Assigned To:  aciministrator (Escalated-Viewed) Response: |t sim 1 (8/5/2010 9:13:47 AM) B tide Response Wiorkilow |
Assigned By  Administrator (11/6/2003 S:03:04 PM) 2] Show Respanse orkflow = r
| ﬁ Complete (1] Update Time ad
— — . = e By
T irs chVelocity Event [ The Last # of Access Attempts | [T5] Access Attempts Within Time specfied | 23Map and datais of Sl ves A L
Property value Referen.. Referen.. Access.. Badge L. Organiz... ieo ves NiA i
— Forced Entry at Inp... Alarm Act [ves A 3
= Alarmilame Forced Entry atInp... | | 674515 Access .., 118200, 1002441 Washingt... Proimes ... | ves 1A bd -
AlarmiD s7a78 = = =
e v o0t onse &g Markup Image 0 | g Image0 | gy Imagel | &i|Map
Doorllame  PRTIGIIC
Address 1401,01,30,001.01....
Hene 2.
User_Image 0
System
Information ||| LestDoorAccess 11/6/2009 5:02:44 P erson...
2lla = You can view details for —
— . . —
] multiple alerts at one time. 7 =
port il - | é nd D

Accessing Alert Details

As a quick refresh, you can view details for an alert in these ways:

From the Alert List Pane:

Double-click an alert Description or click the value in the ID column to view the Alert Details
window.

Click the yellow camera for the alert to view live video if the icon is not greyed-out, there is live
video footage available.

Click the blue filmstrip for the alert to view recorded video if the icon is not greyed-out, there
is recorded video footage available.

Click the notes icon for the alert to view notes if the icon is not greyed-out, there are notes about
the alert.

Click the light bulb icon for the alert to view instructions for resolving the alert if the icon is
not greyed-out, there are instructions.

Select an alert in the Alert List Pane and select Monitoring > View Alert Details from the menu at the
top of the window.

Select an alert in the Alert List Pane and click the View Details icon | 4 .

Click the system tray popup in the lower right corner of your computer screen.

[l Using Cisco Physical Security Operations Manager
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Accessing Alert Details

Double-click the alert icon on the map in the Map View Pane. Note that if you are not at the lowest level

of maps, you will continue to drill down to more specific maps until you finally will view the Alert
Details window.

Click Alert Manager under Operations in the Navigation Pane. See Chapter 6, “Acknowledging,
Closing and Auditing Alerts,” to learn about using the Alert Manager window.

When you access details for an alert, the Alert Details window appears.

When the alert occurred. Where the alert occurred.

o

ﬁ Harne D\ﬂdeo |_:| Mote @Reportlng

BB Y Okd§ » & =4 Toarbar

@ Response Wo' filow
—

[o]4 Close  Acknowledge Close | False  Escalate Ser far Locate It
Alert | Alarm To Con fands
Alert Status Action
—

Type: Forced Entry at Input % severity [/ Medium || open

ILocaliDﬂ: T First Floor (PXT1G11C) I

OccurTime: Y EINEIRVAREER

Forced Entry at Input PRCTG11C Audible by CP3, Call Harbor

g Police.
Assigned To:  Administrator (Escalated-Viewed) Response: | W |
ﬂ] Assigned By, Administrator (11f6/2009 5:03:04 PM) l@ Show Response Workflow ]
7 HirschVelocity Event The Last # of Access Attemprs Access Attempts Within Time specified ﬂ Map
iden
Property Yalue Referen... Referen.. Acces) Badge I... Access.. Access.. Organiz..
— Event Descri... |Forced Entry at Inp... _m Alarm Act,., -
e AlarmMarne Forced Entry at Inp... 674815 Access G, 1106/200... Washingt... Proximex ..,
i} AlarmIl 57378
Moke EventID 5001
e DoorMame PRT1GLI1C
- The last access
Address 1101.01,30,001.01.... attcmpts madC at
Mame
the door.
User_Image a
System
InFarmation LastDoorAccess 11/6/2009 5:02:44 PM
The alarm triggered by the [® .

access control system.

e From the Alert Details window, you can find out:

e The date and time that the alert happened. See the “Determining the Time, Date and Description of
the Alert” section on page 3-13.

e The location of the alert. See the “Finding the Location of an Alert” section on page 3-17.

¢ Who has been accessing the sensor device. See the “Viewing Badge Information and Photos from
Last Access Attempts” section on page 3-18.

e The type of alarm that triggered the alert. See the “Understanding the Alarm that was Triggered”
section on page 3-22.

e What percentage of tasks has been completed towards closing this alert. See the “Viewing and
Updating a Response Workflow” section on page 3-31.

You can also:

e Access recorded video related to the alert. See the “Viewing Video Related to an Incident” section
on page 3-23.

¢ Take a snapshot photo from the video. See the “Adding a Snapshot to the Alert” section on
page 3-27.

Using Cisco Physical Security Operations Manager
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e Respond to the alert. See the “Following Alert Response Procedures” section on page 3-30.
¢ Add notes to the alert dossier. See the “Documenting Alert Response” section on page 3-36.

e Acknowledge or close the alert, or mark it as a false alert. See Chapter 6, “Acknowledging, Closing
and Auditing Alerts.”

Additionally, some alerts include URL or image attachments on the Description tab, as shown in the
following Alert Details window. Note that only one URL attachment will be displayed in the Alert
Details window, even if the alert has multiple URL attachments.

~» ke
2} Home [ INote EReporting
BE Y ka4 & B F
oK Close | Acknowdedge  Closa False  Escalate Sensor Locate It
Alert Alarm To Commands
Fis et Stafie Acton
Type: Extalert] Savarity. nLow ﬂ Open
Oceur Time: 5/5/20009:19:52 Al Location: 28]
Bert Descrl
J J
Assigned To: admiristrator (Escaatechlert Coseable)
Assigned By: Admiristrator (5/5/2000 9:15:55 AM)
PxExtend Alert [ First Table  [F]Second Table g 1 gy image 79 &lMap
Value 2
vt &P PrO>aMEX
Mama2 Value 2 HOME SUPPORT CONTACT
System Names Vae 3
Information
Company | Products ! ! Solulians
;)j Corporate Security

Audt Trail

& 175%
FOLLOWING PROXIMEX

» Proximex Joins Physical Security Experts To Spread PSIM Message
March 11, 2009

+ Security Products: Proximex Attains Gold Certified Partner Status in
Microsoft Program
January 15, 2009

What is PSIM and Why Should You Care?

ch.com: Proximex Attains Microscft Gold Certified
in Microsoft Partner Program

Levera ysical Security Information VS

Manag PSIM) for Transformation - An ;

Executive Guide. Leam More >> [y
- » Prc

wditions and

\?L;alvh Systems_ oo s d
You can also use the Alert Toolbar to perform tasks as described in Table 3-2.
Table 3-2 Alert Toolbar
Ieon. p— What it does...
O ; ne Clo
ndq: S = Acknowledge or close the alert. See Chapter 6, “Acknowledging, Closing and
At iy Auditing Alerts.”.
Click False Alarm to indicate that this alert can be ignored. See the “Marking
_h /13 an Alert as a False Alert” section on page 6-7.
False Escalate
Alarm  To Click Escalate To if you want to transfer handling of the alert to another person.
See the “Escalating an Alert” section on page 3-33.
{@ Displays a list of actions you can perform on the sensor. For example, see the
o “Manually Controlling Access” section on page 3-33 for actions you can
Commands perform on an access control device.
» ' Displays a list of external commands that can be executed for this alert.
.;In;rt
Commands |
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Accessing Alert Details W

Alert Toolbar (continued)

Icon

What it does...

B @7

Locate It

Brings you to the Map View Pane so you can see the alert’s location. See the
“Finding the Location of an Alert” section on page 3-17.

If there is a tracking object associated with the alert, you can click the Tracking
Trail button to display a tracking trail (red dotted line) for a tracking object in
the Map Pane. A tracking object is an unknown object that has been identified
by sonar, radar, RFID or intelligent video. Closing the Alert Details window
automatically hides the tracking trail, but does not deactivate it. See the
“Viewing Tracking Objects” section on page 2-30 for details.

s

Video  Wideo
Snapshot  Alert

Click Live Video Snapshot to take a still photo from the live video associated
with the alert. See the “Adding a Snapshot to the Alert” section on page 3-27.

Click Live Video Alert to create a new alert based on the live video shown in
this alert. See the “Manually Creating an Alert from Recorded or Live Video”
section on page 4-15.

Click PTZ Control to manipulate the PTZ camera associated with the alert to
change the view in the live video. This icon only appears if the alert is
associated with a PTZ camera. See the “Controlling PTZ Cameras” section on
page 4-11.

& 2

Track  Track
Forward Backward

Click Track Forward to launch EZ-Track or Track Backward to launch
EZ-Track Backwards for tracking suspects backwards through recorded video
of the incident. See Chapter 5, “Following Suspects with EZ-Track.”.

Live Video

Opens the Live Video Viewer window to display the current video from the
related sensor. See the “Viewing Video Related to an Incident” section on
page 3-23.

00

Stop Video

Starts or stops the recorded video associated with the alert. See the “Viewing
Video Related to an Incident” section on page 3-23.

If there are multiple cameras associated with this alert, you can click Previous
Video and Next Video to move between them.

N
i
Video

Snapshot

Click Video Snapshot to take a still photo from the recorded video associated
with the alert. See the “Adding a Snapshot to the Alert” section on page 3-27.

Click Export Video to save the recorded video to your computer. See the
“Exporting Video to a File” section on page 4-13.

+

L
Video
Alert

Click Video Alert to create a new alert based on the recorded video for this
alert. See the “Manually Creating an Alert from Recorded or Live Video”
section on page 4-15.

|

o

F

Add Image

Click the New Note button to add a note to the alert where you can enter any
actions you took, or attach photographs to the alert dossier.

Click the Add Image button to attach an image to the alert.

| oL-24235-01
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Table 3-2

Alert Toolbar (continued)

Icon

What it does...

Expand Collapse
all all

Click the Expand All button to expand all notes for this alert.
Click the Collapse All button to collapse all notes for this alert.

Inwvestigate
User

Click the Investigate User button to gather identity information for particular
badge holders. This may include information about the badge holder's
organization, personnel information and access permissions.

Note This button does not appear if this capability has not been enabled by
the PSOM Integration Module that you have purchased.

F S
&

Dispatch

Click the Dispatch button to send alarm and alarm related information to
third-party dispatch systems.

Note  This button does not appear if this capability has not been enabled by
the PSOM Integration Module that you have purchased.

D\ﬁdeo

Click the Video button to display only video-related buttons in the toolbar.

D\u'\deo |_—| Mote ‘3 Response Workflow E|Reparting
ig % = O O rall
A4 Ut Eh 88 =0 ra R
Acknowledge  Close | False  Escalate Video Video Track Track  Live Yideo Stop Video | Video Yideo
Alert | Alarm To Snapshot  Alert  Forward Backward Snapshat Alsrt
Alert Status Live Video Recorded Yideo Action

o | Mote

Click the Note button to display only notes-related buttons in the toolbar.

D\u'\deo |_—| Mate ._?ﬂ Response Warlflow S|Reparting
1}‘ ] = e
M UlAad4k T & QA
Acknowledge  Close | False  Escalate Add Image  Expand Collapse
Alert | Alarm To Al Al
Alert Status Edit Display

@Reporﬁng

Click the Reporting button to display only reporting-related buttons in the
toolbar.

DVidED | | Mote ﬁ Response Workflow Breporting
8@ &0 B3
| 1 =t] | & B! = 1
J J A _‘EM | Ly =3 7
Acknowledge  Close | False  Escalate | Print Print Report Export To Incident  Audit | System
Alert | Alarm Ta Preview Options v w - Package
Alert Status Report Information

j Response Workflow

Click the Response Workflow button to display only buttons related to
response workflows in the toolbar.

D\u’\deo | |Mate ﬂ Response Workflow E|repaorting

M Ui & @ | QA
Acknowledge Close | False  Escalate Expand Collapse

Alert | Alarm To all all
Alert Status Response Display

Using Cisco Physical Security Operations Manager



| Chapter3 Responding to Alerts

Enabling

Enabling One-Click Access to Alert Details

One-Click Access to Alert Details

You can configure PSOM to automatically open the live and recorded video, instructions, notes and

response tasks for an alert when you open the Alert Details window.

— ﬁﬁme ‘ Q\hdeo ENote gﬂesponse WarkFlaw E|reparting
4 @ Z Acknowledge & False alarm Q Sensor Commands | @ Locate It ‘ E;:E = Track Forward 1 O t video | [ *! Ly )
E Ok Close D Close Alert ‘ﬂg Estalate To 1y & T | 4 :EN @ Live Yidea O Stop Wideo D \:“'ﬁf IE‘ o
i Fils flert Status I Action L., Recorded Video Action No... No..,
Type: Forced Entry at Input % Severity A Medium Ll Open
Occur Time: B Locationc T First Floor (PET1GL1C)
| Farced Entry at Input PHCTGLLC %] @ fudible by CP3, Call Harbor Folice, m,‘
™ | [

Assigned To:  administrator (Escalated-viewed) Response: |

0% |

Assigned By Administrator (11/5f2009 6:53:33 PM)

E Hide Response Workflow

|Lask Item | Complete
Inl?griazgﬂn Eves
| Locate alarm on map and details of alarm [ ves
= Review recorded video Ives
| ‘ Review live video es
| 53 Ainalvze Situstion [ es

Audit Trall

m Update Time Ha—‘

Mi&
Mj&
Ni&
Mis

[~

HirschVelocity Event

‘ Access Atkempts Within Time specified || E‘Map |

Badge ID{in...

. |Forced En In.. 1 500
Alarmhanme Forced Entry at In. .. 674814 Access Granted... 11)5/2009 6:53.., 1002747 2000
AlarmID 57377
EventiD 5001 ~]

AccessName

AccessStatus

Drganization

“irginia, Bruce

Proximez Corp.

To enable one-click access for alert details:

Step 1 Select File > Preferences from the Console’s menu bar.
Step2  The Console Preferences window appears.
Step3  Click Alert under Console (Per User).

| oL-24235-01
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onsole Breferentes,
Console (Per User)
General
>
Ernail
[ Console (Per Computer)
General
5 Server
General
All Consoles

—iaenetal

Alert Beep (Sound, Woice) in Operation Console:
Show Acknowledged alerts in Operation Console:

-- Flash Acknowledged alerts in Operation Consale:
Show Administrative alert icon ko Operator:

Shaow Alert notification popup window in Operation Consale:

—Alert Details Window

Automatically show recent Alert Detail windows:

Window Layout

L

Show Live Yideo within video pane: Yes o

Show all videos if multiple ones associated with alert: Mo —

Show description details, notes and videos in one view: No HJ
—alert Management Console

Show Paging: Yes d

Maximum Alerts or Events per page: 1000 d

Time Period {in hours):

View Deleted Alerts
’V [ use Cuskom Range

T

Apply

Cancel |

Select Yes to automatically
show the most recent Alert
Details configuration.

Select Yes to automatically
show live video within the Alert
Details window.

Select Yes to automatically
show all videos related to this
alert within the Alert Details
window.

Select Yes to automatically
show notes, video, and alert
details in one view within the
Alert Details window.

If you want to automatically preserve the layout and sizing of the Alert Details window as you’ve

customized it during use of the Operation Console, select Yes from the Automatically show recent

Under the Window Layout section:

live video for the alert in the Alert Details window.

Select Yes from the Show Live Video within video pane field if you want to automatically display

If you want to show all related recorded video for this alert in the Alert Details window, select Yes

from the Show all videos if multiple ones associated with alert field.

Step 4
Alert Detail windows field.
Step 5
[ ]
Step6  Click Apply and OK.

a~

If you want to automatically display notes, videos and description details in the same tab of the Alert
Details window, select Yes from the Show description details, notes and videos in one view field.

Note

If you select No from the Show description details, notes and videos in one view field, the

Alert Details window separates the content into different tabs you can access by clicking icons
along the left side of the window.

[l Using Cisco Physical Security Operations Manager
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Determining the Time, Date and Description of the Alert

m‘ Home: BV\deo E Moke: @ Response WorkFlow EllReporting
M4 Uldd| @ » B ]
Close | Acknowledge Close | False Escalate Sensor Locate It
Alert | Alarm To Commands |
Alert Skabus Action
Type: Forced Entry at Input % Severity /A Medium ﬂ Open
Occur Time: Location: T First Floor (PRT1G11C)
Forced Entry at Input PXCTG11C = [ Audible by CP3, Call Harbor Police, =
| v
Assigned To:  administrator (Escalated-viewed) Response: | 0% |
Assigned By Administrator (11/5/2009 6:53:33 PM) [ Hide Respanse Warkflow
Task Item Complete m Update Time ﬂ
e B
2 Locate alarm on map and details of alarm [ ¥es Mia
‘7 Review recorded video [ ¥ves Mia
j— - Review live video [ ves A -
=4 fnalvze Situation [ Ives I “
Mioke:
HirschVelocity Event The Last # of Access Athempls Access attempts Within Time specified ﬂ Map
Property Value d ReferencelD ReferenceNa..  AccessTime Badge ID{ima... AccessName AccessStatus  Organization
r...|Farced Entry &t In... m Forced Entry at ... . _m _
System Alarmbame  Forced Entry at In... 674614 Access Granted ... 11/5(2009 6:53:.., 1002747 2000 wirginia, Bruce Praximex Carp.
Infarmation AlarmiD 57377
EventIDr s001
DoorName PAT1GLIC
Address Y01.00,30,001.0,.. jud
| =

Determining the Time, Date and Description of the Alert

When you first open the Alert Details window, the Description window is shown.

Using Cisco Physical Security Operations Manager
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M Determining the Time, Date and Description of the Alert

I

The date and time the alarm occurred (following the Regional setting of the Console machine).

The type of alarm that was generated.

L,:l Mote

@ Response Workflow

2t Home }Video
B EH 4|tk & »
OF Close  Ack|owledge Close | False Escalate  Sensor
Alert | Alarm To Commands
File Alert Status

IType: Forced Entry at Input % I
i

Whether the alert is Low, Medium, High or
Critical risk.

Severity A Medium

Locate It

The status of the alert: Open,
Acknowledged, or Closed.

Action

/

Open

Dccur Time:  (B8(pE]

Forced Entry at Input PXCTGL11C

Assic

A short description of
Asszig
the alarm.

d-viewed)
109 5:03:04 PM)

rLocaliun: T First Floor {PET1G11C) ‘

I—Thc location of the sensor where the alarm
was triggered, and the name of the sensor
Re in parenthesis.

l@ Show Response WaorkFlow ]

Hirsch¥elocity Event

Property Yalue Referen... Referen...
Ewvent Descri,.. |Forced Entry at Inp... m
AlarmMame Forced Entry at Inp... 674515 Access G...
AlarmID 57378
EventID S001
DoorMarne PRT1GL1C
address 1401.01,30,001.01....
Mame
User_Image o
Syskem
el LastDoorAccess 110612009 5:02:44 PM

e

Bl

The Last # of Access Attempts Access Atkempts Within Time specified ﬂ Map

Access.. Badgel.. Access.. Access.. Organiz..
11/6/200,,, 1002441 2000 ‘Washingt... Proximesx ...

e

The top area of the Description window shows you:

~

Type—The type of alarm that was triggered at the sensor device.

Severity—The level of risk attributed to the alert (e.g., Medium or Critical).

Status—The status of the alert: Open, Acknowledged, Closed or Deleted.

Occur Time—The date and time the alarm occurred; the format follows the Regional setting on the

Console machine.

Location—A description of the location of the sensor that triggered the alarm, and the name of the

sensor in parenthesis.

Alarm Description—A short description of the alarm that was triggered.

Note

If the alert was created manually from the Recorded Video window, this timestamp is the time the alert

was created by the operator, not the time the alert actually occurred. The time the alert actually occurred
is displayed at the bottom of the Recorded Video window.

Using Cisco Physical Security Operations Manager
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| Bpply QK

. ﬁ Homy

B E

Determining the Time, Date and Description of the Alert

The timestamp for when the alert was manually created.

Naote E Response workflow

EIReport\ng

Clos| Acknowledge Close | False  Escalate
| Alert | Alarm Tor

File

Alert Status

M A ds & W B =]

Locate It

Action

Typ|: Live Yideo Alert Severity. A Medium

System
Infarmation

Assigned By Administrator (171172010 10:53:44 AM) I

:il Open
[T T Toa /1172010 1005111 AM)| Locationc  CT First Floor (PXF-262)
W a a
[ E [
Assigned To:  Administrator (Escalated-Yiewed) Responser | 0% ]

{@ Hide Response Workﬂgvg__J

1
”ﬁ li Tacl Thae i “amplete E' Update Time
The timestamp for when the alert  jves E

actually occurred. ['tes

l:] L. Rewview live video e

NiA
MfA

]

Snapshot Time | 1711/2010 10:51:11...

If the alert has a response workflow pre-configured for it, a Response bar also appears on the Description
window. The Response bar shows the percentage of the response workflow that have been completed for

this alert.

| oL-24235-01
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M Determining the Time, Date and Description of the Alert

| : . I .
- ] L =
JAr 'y} (T video Snapshot | _I! \ [ New Note |

w"‘ |:| \_&FalsaAlﬁrm. ﬁ El|Locate 1t .@

o Close facknowiedge Close | JEscalateTo | Sensor | B)7oi 7o) | ) | Live Video | (hstop Videa | | §=
i | Alert | Commands |
I File I AlertStatus Action EZ...| Video Action
View L e . !
R — seventy: [@row /] samoviedn Double-click the Response progress bar to
Occur Time: 09/09/2008 18:19:35 Location:  [Perimeter West 1] view response tasks for this alert.
Object Detected by the Perimeter / I
Description L

Assigned To:  Administrator (Escalated-Viewed)

[@ Assigned By Administrator (02/20/2009 15:35:18)
L

5 ?g'sterr_v ‘ﬂ iew Live and Recorded Video Subtask (v res 02/20/2009 15:39:32
fometen {F | i tentiy Object Auto
‘ - Validate Threat fes /A
‘ﬂ Identify Speed and Velocity Hves By
u Enter Speed 1.25mfs A

Audit Trail

Alert Parameter Info

Object Size
Object Velacity 1.24
Object Coordinate (32 44'16.27'N 117 1224, 13°W)

En Perimeter Camera 1 i = Perimeter Camera 1 @&

Double-click the Response bar to view outstanding response workflow tasks that must be completed
before this alert can be acknowledged and closed. The Response Workflow window appears with a
checklist of tasks to be completed.

orced Entry at Input

Alert ID: 24045 Alert Type: Forced Entry at Input %

AszignedTo:  Administrator (Ezcalated-Viewed) @ |

Assigned By:  Administrator {11/6/2009 5:03:04 Phd) Response: @
Task Item Update Time

T nt

- Locate alarm on map and details. . [+ Yes 11/6/2009 5:03:52 PM

= - Review recorded video v ves 118/2009 5:03:52 PM

] - Review live video v ves L1f8f2009 5:03:52 PM

= &k Analyze Situation v ves 11812009 5:03:52 PM

[ - Check if suspect is still present | es 11)6/2009 5:03:52 PM

e Compare Suspeck with Yideo wit,., ] Yes 11/6/2009 5:03:52 PM

= - Take snapshot video and save | Ives i)

[ (& Dispatch officer [ Ives E [0

= - Call dispatch officer in region ]ves ()

= - Collect information Far dispatch [ves [T

i Dispatch officer responded and ... | ¥es Mia

Cancel d|

Using Cisco Physical Security Operations Manager
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Finding the Location of an Alert

Finding the Location of an Alert Il

You can quickly view the location of the alert from within the Alert Details window. To do so, click the
Map tab on the Description window and then click the Locate It button.

{2t Home Q\u’\deo | |Mate @ Response Wiorkflow Elreporting
BE M bask & »|&
Ok Close  Acknowledge Close | False  Escalate . Sensor

Alert | Alarm To Commands
File: Alert Status

Type: Forced Entry at Input %

Severity & Medium _!j COpen

Occur Time: 1142009 5:02:54 PM Locatiorc T First Floor (PXT1G11C)

Forced Entry at Input PRCTELILC

3 ,ﬂ Yes
- Locake alarm on map and details of alarm ] ves

- Rewview recorded video ] ves

; - Review live video [l ¥es

3 Analvze Sikustion [l Yes

location of the sensor that caused the
alert in the Map View Pane of the
main Operation Console.

Audible by CP3, Call Harbor Palice. |

— —d |
Assigned To:  administrator (Escalated-Viewed) Response: | G |
Assigned By Administrator (11/6/2009 5:03:04 PM e —— .
i ! B Efick the Map tab to view the
e T 1] | Lpdate T location of the sensor that caused the

# alert in the Alert Details window.

Hirsch¥elocity Event The Last # of Access Attempts

E ]

¥alue
.« |Forced Entry at In.,

Property

= g ! F
AlarmMame  Forced Entry at In.., j | [
AlarmIl 57378 ]; _'j B =
EvertID 5001 o =
DoorMams  PXTIGILC | e
3| = ' s
Address 1101.01,30.001.0... “ || i =

The Map tab displays a mini-map representation of the location of the sensor that raised the alarm. The
map only shows the sensor in question, enabling you to view its location with the distraction of seeing

all other sensors normally present in that area.

If you click Locate It, the Map View Pane in the main Operation Console shows the sensor that caused

the alert with concentric circles around it.

You can see the location of

the alert that raised the alarm.

| oL-24235-01
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I Viewing Badge Information and Photos from Last Access Attempts

Viewing Badge Information and Photos from Last Access
Attempts

Using the Alert Details window, you can quickly determine who has been accessing the sensor device
that caused the alert.

You can find out badge information for:

e The last access attempts for that door (people passing through the door, or alerts generated by the
access control). Click the Last Access Events by Attempts tab to view this information.

e The access attempts that occurred within the last X minutes. Click the Last Access Events by
Minutes tab to view this information.

The tab for the Last Access Events by Minutes is shown next.

Last Access Events by Attempts Last Access Events by Minutes ﬂ Map

Reference.. Reference.. AccessTime Badge ID(i.. AccessMa.. AccessSta..

Drganization

674837 Access Gran,.. 3/27/2009 2., 100895 2000 Jersey, Trozie  Proximex
57399 Forced Entr... 3/26/20094... 0 5001 Alarm Active
674836 Access Gran,.. 3/26/2009 4.., 100895 2000 Jersey, Trozie  Proximex
57396 Forced Entr... 3f26/20092... 0 5001 Alarm Active

Table 3-3 describes the information you can discover about the people who have attempted to access the
sensor control device.

Table 3-3 Information Presented for Access Attempt
Information Description
Reference ID The alarm or event ID generated by the external access control system.

Reference Name A description of the alarm generated by the external access control system.

Access Time The precise date and time the access attempt occurred; the date/time format is
determined by the Regional setting on the Console machine.

Badge ID The badge ID number for the card scanned at the access control device.

Access Name The name of the person to which the badge ID number is assigned.

Access Status The status code assigned to the access attempt by the security control system. For

example, code 2000 in Hirsch Velocity systems means that the person was
allowed access.

Organization The department or company with which the badge ID is associated.

You can also view the photo associated with the badge ID by clicking the value shown in the Badge ID
column.

Using Cisco Physical Security Operations Manager
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Viewing Badge Information and Photos from Last Access Attempts 1l

ent [24057]: F

EIReporting

| ﬁ Home | Yideo ENote Response WorkFlaw
1 L

e 4 @ & = @

| Close  Acknowledge Close | False Escalate  Sensor | Locate Tt |Invest\gate Progress
| Alert | Alarm To Cammands | | User P
File et Status Action 0%
= T Dot 0%
|V|ew___Ji Type: Forced Entry at Input Severity A Medium H Open Defa... 0%

Dccur Time:  12/1§2009 5:22:28 PM Locationr T Firsk Floor (PRT1G11C) Defa... 0% s
| Forced Entry at Input PXCTGI1C -JI @ inudwhle by CP3, Call Click the Valu;e in the éadge D
| |
=l = L column to show the photo
Assigned To:  administrator (Escalated-Viewed) Response: ¢ associated with the badge
‘ﬁ] Assigned By: administrator (1212009 5:22:37 PM) i ’
— Hirsch¥elocity Event : The Las; #;Qccess Abkernpks ; Access Attempts Y,
Wideo i

 ¥alue

i -
| Property .. AccessTi..

d Entry at Inp... 2000

‘: Alarmilame Forced Enkry at Inp... 57330 Forced Ent... 12/1/2009... O Alarm Active
AlarmIC 57382 B74517 Access ar,.,  12[1/2009,,, 100486 2000 Houskon, . Proximes C..
Moke EvertID 5001 S737E Forced Ent... 12/1/2009,., 0O 5001 Alarm Active

Doarfame PXT1G11C 674315 Access Gr...  12[1/2009,.. 1002441 2000 ‘Washingto... Proximex C...
‘ Address 1101.01,30.001,0L....

Mame

User_Image i}

SVStE“'_‘ LastDoorfcocess 12/1/2009 5:22:18 PM
Information
23
: Cancel :
Audit Trail

—

If enabled by the PSOM Integration Module that you have purchased, you can click the Investigate User

button I%t in the toolbar to display further badge details about a person. The Badge User Details
Window appears.

Badge ID: Badge User Details m Click User Trace to show all
g:‘dtge Ibiimage) — ” the access sensors that have
i Lok, Lise v il recorded activity for this
Type Emploves @ | user.
Activate 7I81996 12:00:00 AM
Deactivate FiEf2011 12:00:00 AM Report Cllck RepOI’t tO print or
LastPane! PHTESTOL N
- —— AAA_ Cofe 268 export badge user details.
LastEwent Access Denied: Area Empry
LastTime Si22/2009 2:54:25 PM

System: LenelOpenIT Close I

Click Report to print or export badge user details.

Click User Trace to show all the access sensors that have recorded activity for this user. This feature is
only available if your PSOM Integration Module supports it. See the “Tracking Users by Badge Activity”
section on page 2-25 for information.

| oL-24235-01
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Finding a User in PSOM

You can search to find a user by their badge ID/name in PSOM using the Search Wizard.

To use Search Wizard:

o s s leDlaelaEoaEhE e laes]

Click Search Wizard to locate a sensor,
monitoring area, zone, alert or badge user.

|

¢ Last name—Type in the last name of the user in the Badge user’s last name starts with field.

Step 1 Click Search Wizard at the top of the Operation Console window.
__..Eile “Monitaring Exte;:onsﬂéommands F!lew 10;\5 &;aln
rE
The Search Wizard window opens.
Step2  Click Badge User.
J Sensar -
(¥ Badge user's last name starts with: |
|L‘é Monitoring Area " Search for an user by Badge ID:
L(lj Monitaring Zone
I;% Alert
Cancel I
Step3  You can search by:
e Badge ID—Enter the user’s badge ID in the Search for an user by badge ID field.
Step4  Click Search. Results appear similar to the following.

[l Using Cisco Physical Security Operations Manager
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Finding a Userin PSOM

FY Find Badge Users/whose last name starts with - b}

Badge users whose last name starts with: |a |

Number of results found: 100 lﬁ
Last Name  First Name  Badge ID Image hﬂ—‘
2 Noima... a % —— Click Details to view detailed
TN = e
3
Baltimore A_West 1004 . aa —— Click User Trace to see the
" Baltmore ABC 10037 l ﬂ user’s recent activity.
™ Baltimore ABC 10038 'E B
™ Baltimore ABC 10034 & E‘\ Click Report to print or
L export badge user details.
Baltimore ABC 10035 ﬁ
L < . .
Baltimore ABC 10036 Q ™ Click Carousel to view badge
. . ) [ ID photos in a slide show
Baltimore Adrian 1003637 Q
= format.
- . e ™ |
i il 6l  Record 1of 100 aaﬂd d Close |

Step5  You can refine results by entering characters in the top row of the results.

Step6  Click a link in the Badge ID column or Image column to view a popup image of the badge ID photo.

Badge users whose last name starts with: | |
Number of results found: 100 lﬁ —

Colorado Cheryl 1001839

Colorado Chester 1003375

Colorado Christopher 1004128 .

Colorado Christopher 1006505
Colorado Christopher 1007142
Colorado Christopher 1007135
Colorado Christopher 1006597
¥ [First Name] Like ‘ch%'
i o ) Record 105 (idid ) L dese |

o | [eanel]

Step7  Click the User Trace button to view the user’s most recent activity. See the “Tracking Users by Badge
Activity” section on page 2-25 for information.

Step8  Click the Report button to print results from the Find Badge Users window or export it to your chosen
format.

Using Cisco Physical Security Operations Manager
| oL-24235-01 .m
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Il Understanding the Alarm that was

Triggered

Baltimore A_West 1004 ‘
B Baltimore ABC 10037 ‘
» Baltimore ABC 10038 'E‘
» Baltimore ABC 10034 s
B Baltimore ABC 10035 ﬁ
B Baltimore ABC 10036 Q
n Baltimore Adrian 1003637 | g
» Baltimore Adrian 1004634 E
» Baltimore Alan 1004559 —Q a
)l Record 1of 100 [ [ [w ) . 5 |

S ExportTo...

Print...

Print Preview...

@E,Lﬁgmage File...

Text File...

HTML File...

MHT File...

Step9  Click the Carousel button to browse the badge ID photos (or click CTRL-V). You can scroll through the
badges with your mouse wheel or the horizontal scroll bar.

Badge users

whose last name starts with: ‘b

Number of results found: 100

Record [100 of 100]

= Badge ID: 1001000
.. LastName: Baltimore

FirstMName:  Colin

LISl Record 1000f 100 |0

I~ Click Table to return to a tabular
view of the badges.

Understanding the Alarm that was Triggered

PSOM works with many different intrusion detection systems, and each of these systems has its own

alarms that can be raised under specific conditions. When an intrusion detection system raises an alarm

event (the alarm triggered by the sensor control), it causes an alert within PSOM.

The severity of these alarms within PSOM depends entirely upon your configuration and the significance

that you place on the alarms. Alarms can be assigned Low, Medium, High or Critical risk values.

[l Using Cisco Physical Security Operations Manager
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Viewing Video Related to an Incident

Viewing Video Related to an Incident

PSOM automatically captures video within a sensor’s monitoring area when an alarm condition occurs.
You can access recorded video for an alert from these places:

e From the Map View Pane, locate the video camera icon closest to the alert icon. Right-click the
camera icon and select View Recorded Video.

\

i pvE ee
View Live Video

Right-click the camera icon closest to the alert

icon in the Map View Pane, and select View
& Elrack Recorded Video.

—_— @ EZ-Track (Backward)

View Recorded Video

Create User Alert

The Select Date Time window appears.

Salect Date Time J
DatefTime:  05/05/2009 14:00:33

Date: bs/05/2009 [+]
Time: 14:00:33 &

Time period from:  05/05/2009 14:00:33

Select the date and time from which you want to view recorded video and click OK. The Recorded
Video Viewer window appears.

¢ From the Alert Details window, click the Video icon on the left side of the window.

Using Cisco Physical Security Operations Manager
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W Viewing Video Related to an Incident

= £} Home |

V|

Q\l‘\den Mote @ Response Workflow ‘E|Reporting
= | ds & W

Assigned B

Locate alarm on map and details of alarm

Mote

[o]4 Close  Acknowledge Close | False  Escalate . Sensor t Locate b “how Tra
] Alerk | Alarm To Commands o
File: Alert Status Action
View Type: Forced Entry at Input % Severity A Medium 1| open
OccurTime:  11/9/2009 1:25:01 PM Locatioc T First Floor (PXT1G11C)
Faorced Entry at Input PXCTGILC ad @ Audible by CP3, Call Harbor Palice, [ |
s ]
Description 5
Assigned To:  administrator (Escalated-Viewed) Responze: | 0% |

— S
E Review recorded video Hves A
— Review live video [ ves &

l@ Hide Response Workflow J

| m Update Time HE

d

[IF:

System

Information

%)

g

AccessS... Organiza...

Badge IL...
1}
1002441

2000 “Washingt.., Proximex ...

Note

The video may appear integrated with the Description tab of the Alert Details window if

preferences are set appropriately. See the “Enabling One-Click Access to Alert Details” section

on page 3-11.

The video either appears in a standalone window (if accessed from the Map View Pane) or in the
Video widow (if accessed from the Alert Details window). If the video is in a standalone window,
it may be sized and placed anywhere on the desktop.

Set Start Time...
Play

Pause

Stop

Fast Forward

Fast Backward

Start:05/05/2009 1
14:21:321(1X)

—— Use these buttons to
control video playback.

The recorded video will play from the most recent time, but the video can be rewound,

fast-forwarded, paused, or set to start at
video.

a certain time. The following table explains how to view the

[l Using Cisco Physical Security Operations Manager
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Table 3-4

How to Play Video

Viewing Video Related to an Incident

To do this... Click this...

Play the video.

Click the Play button under Play Mode at the top
right of the Video window.

Pause the video.

Click the Pause button under Play Mode.

Stop the video.

Click the Stop button under Play Mode.

Fast forward the video.

Click the Fast Forward button under Play Mode.

Rewind the video.

Click the Fast Backward button under Play Mode.

Play the video from a specific
time forward.

BOEPEE @

Click the Set Start Time button under Play Mode
and enter the time from which you want to start the
video playback.

~

Note

A limitation with Vicon currently prevents the video from being paused.

Viewing Multiple Cameras from the Video Window

If there are multiple cameras associated with an access control, the Alert Details window may look
similar to the following.

Yiew

@ g

Desaription

Audit Tral

Type: DefaultOperationdlert Severity. ® High ﬂ Open
Occur Time:  4/7/2009 5:34:57 FM Locatiore  TZE Second Floor Main
Operation Alert

AssignedTo:  Administrator (Escalated-Alert Closeable)
Aszigned By: Administrator (4/7/2009 5:35:11 PM)

Time: /82006 2:17:04 PM (1X)

You can shift control to different video windows by clicking Next Camera or Previous Camera in the

toolbar.

| oL-24235-01
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W Viewing Video Related to an Incident

Viewing Live and Recorded Video Simultaneously

You can view both recorded video and live video at the same time, from the same workstation. This
allows you to check current conditions at a sensor location against prior conditions recorded at the time

of the alert.
To view live video, click Live Video in the toolbar.

Another video window opens showing the current live video feed from the same sensor that captured the
recorded video shown in the Video window.

Event [783]: Door Forced Open Alert (Simulaton)

| 'ﬁ} Home | Dvdeo  Linos  Slreportng
= Tl = | 4
iy False Alarm Elocatet | [/ = [»] - | [@lvideo Snapshat | e
‘DK Close AdmcMedga Close &EsmlabeTo Sensor : 5 1& Track  Track [lLive Videol Osmp Yidea D v'ldac D"dl
|  Commands Forward Backward
I i matstams i i Action Liv.. Recorded Video Action ‘Mo... No...
|| Type: Forcad Entry at Input % ity
OccurTime: 03/19/2000 t6:50:40 (M@ LS el Visliss
Door Forced Open Alert Bl ILivel: PXF-262 _j
I~ |
Assigned To:  Administrator (Escalat;

Assigned By: Administrator (03/19)

HRD e D E

HirschVelocity Alert

B2

Pennsyl... Proximex

Alarmhame

;Q:L
AlarmID
Audit Trail Eventld

DoarName
Address

(L] Time: 05/11/2008 16:21:58 By Administra )|
=]

-

| Time: 05/06/2009 12&14&;-3&&5-1‘%@]

|3 Time: 05/05/2009 14:4121 Bykdmmmﬂ'

[ T e |
= v m

Showing a Mini-Map in Context with the Video

To help you see the exact location of the alert as you’re viewing the recorded video, you can display a
mini-map to show context.

To display a mini-map beside the recorded video, click Map on the Description window.

Using Cisco Physical Security Operations Manager
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ﬁ' Home El Mote

@ Response WorkFlow

E\l‘iden

Close | Acknowledge Close | False  Escalate . Sensor
Alert | Alarm To Commands

File: Alert Status
Type: DefaultOperationdlert Severity @ High
Occur Time:  11/9/2009 3;35:54 FM

Operation Alert

:JREpnrting

l[l[lj:ji@ (B = |9

Locationc T First Floor (PXT1G11C)

Adding a Snapshot to the Alert

Locate It

Action

‘gj Open

: |
| |
Assigned To:  pdministrator (Escalated-viewed) Resp | i |
Assigned By:  Administrator (11/9/2009 3:35:59 PM) a Show Response Work ™
Chck Map to show

Alert Parameter Info

Property Yalue

1\, Last 8 alert{s) for Sensor | 24 Map

the map location of
the camera that
recorded the alert

1 Ll

Systenm
Infnrmatinu

Adding a Snapshot to the Alert

From the recorded or live video panes, you can take a snapshot, a still frame from the video. You can
then add the photo to the alert dossier, print it, or save it to a file.

Step 1

To add a snapshot to the alert dossier:

Click Video Snapshot in the toolbar.

| oL-24235-01
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Il Adding a Snapshot to the Alert

Ghtome | [dvdeo | LlNote  ElReportng

vl 9| 79 : G | g
WA LY
Apply oK Close  Acknowledge Close | Falee Escalate | Video Track Track | Live Video rt
|| Alert | Alarm To Snapshot @ Alert | Forward Badeward 0
Il Alert Status Recorded Video Action
Type Forced Entry at Input % foverity: @ligh III Open
Occur Time: 03/13/2008 15:59:+ Click Live Video 6110 Click Video Snapshot
Door Forced Open Alert Snapshot to capture [~ @ audble by ¢ t0 capture a still video [~
a still video image 2 image from the 2
— | AssignedTo: administrator ( Trom the live video. recorded video.
Assigned By:  Administrator (usy Lyp2uuy Lriuiisy)

Mote

L L Jeyererey X

System
Information

Audit Trail

A new window appears with your captured video image.

F) Captured Video Image il

Sensor: PXF-262 (ID: 28; Time: 01/01/0001 00:00:08)

Click the Attach button to add the
image to the alert dossier.

Step2  Click the Attach button to add the image to the alert.

The Notes window of the Alert Details window appears. An entry on the Notes window shows the
snapshot that was just taken.

[l Using Cisco Physical Security Operations Manager
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g

m\u'ideo ] Mote

BEE 4 Llamn

Apply o4 Close  Acknowledge Close | False  Escalate
Alert | Alarm To

Harne

e

Alert Status

@ Response WorkFlow

%

Adding a Snapshot to the Alert

E]Reporting

Add Image

Edit

Display

Yiew

Type: DefaultOperationdlzrt

Severity, @ High

“!“] Open

Occur Time: 11/9/2009 3:35:54 PM

Location: T First Floor (PXT1GE11C)

®

Description

Operation Alert

Assigned To:  administrator (Escalated-Viewed)

seinna

ARy Adminickeator (117009000 29550 PR

Response: |

J

0% ]

You must click either OK or
Apply to actually attach the
snapshot to the alert dossier.

@ s

Yideo

System
Infarmation

2lla

aistrator

IE Shaw Response WorkFlow J

Step 3

|® 43

You must click the Apply or OK buttons to save the snapshot to the alert dossier.

Attaching an Image from Your Computer to the Alert

You might have a snapshot or other image stored on your computer that you want to attach to the alert

dossier.

To add an image from your computer to the alert:

Step1  Open the Alert Details window for the alert.
Step2  Click the Note icon above the toolbar. The toolbar refreshes.
Step3  Click the New Note button in the toolbar.
Step4  Click the Add Image button in the toolbar.
= {a} Home lvidea I [ hiote = — Click the Note button and then
| = ; = the Add Image button to attach
@ @ v ;l h _!5 d ﬂ an image from your computer
Apply QK Close | Acknowledge Close | False Escalate Expand Collapse to the alert dossier.
Alert | Alarm To Al Al
File Alert Status Edit Dizplay
Step5  Navigate to and select the image file from the Open dialog box that appears. Then click the Open button.
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M Following Alert Response Procedures

Look in ID My Documents j = cF B3~

2l x|

[By viceos

| iProximex Surveilint

@Snag[t

@SQL Server Management Studio
ICvisual Studio 2005

Files of type

File name: I\ j Qpen /
[aifies - =l Cancel

Locate and
select the
image file and
click Open.

Step6 A new entry appears in the Note window. It displays a thumbnail version of the image. To view the image

larger, click the thumbnail image in the Note entry.

Dvideo  Llnore  [ZJresponse workfow EilReporting

% ' A |
e A A
.
Apply oK Close  Acknowledge  Close | False Escalate AddImage  Expand Collapse
Alert | Alarm To Al all

Flle Alert Status Edit Display

0%

0%
0%

View Type: Forced Entry at Input

Severity /i Medium | 1] open

. P 0%

Click the thumbnail

I Occur Time:  12/1j2009 5:22:28 PM Locatiorr  CT First Floor (PXT1G11C)
‘@ | Forced Entry at Input PRCTG11C

_J} @ | Audible by CP3, Call Harbor Palice.
=]

image to show a

-
larger version.

|

AssignedTo:  administrator (Escalated-viewed) Response:

‘ﬁi Assigned By Administrator (12/1f2009 5:22:37 PM)

0%
[  Show Response Workflow

:|! [ Time: 8/6/2010 11:29:00 AM By administrator

iise || attach Image...

Ielis ||| L2 Time: 1/8/2010 2:05:56 PM By administrator

Attach Image. ..

System

Information]

Following Alert Response Procedures

Once you have determined the nature of the alert, and collected all relevant details, you must figure out
what actions to take. PSOM offers two types of alert response information:

¢ Instructions—These are simple text-based directions for handling the alert that appear in a pop-up

window.

¢ Response Tasks—These are checklist items that must be completed before an alert can be

acknowledged or closed.

Using Cisco Physical Security Operations Manager
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Following Alert Response Procedures

Viewing Instructions

If there are instructions for the type of alert you are handling, you can find them in two different ways:

e From the Alert List Pane, click the Instruction icon.

.SevL:SI‘_:_j‘.'vae .D&cripﬁon L e e w'ljl ‘_} ,j'
|Aw.. [4 .. #8 DOTL.. Door CpenToo... CTF.. 1 PxT2. 03202009 1. 20 B L Click the Instruction icon to
|&m.. (& .. B9 DOTL... Door CpenToo.. CTFi... 1 P¥T2.. 03/20/200s 1. 20 [ ] view the response you need to
Awm.. 2 .| & pom. DooropenToo.. CTFi.. 1 PXT2.. |03/20/2000 1. 0 3 ] take for this alert.
Awm.. [1 .| & Force.. DoorForced 0. CTF.. 1 PXTL. 03/19/20081. &0 B ]
8% 155 I | i .| Pt 0. [P | v it 1| | B | B
|[Am.. (8] .. B9 Reco... RecorcedVide.. CTFi.. 1PF-.. oyoyeooic. @0 B ]
A .. -l A - - D —_— A - a

e From the Operation Console:

1. Click the Alert Manager button in the Operation Console toolbar.

Fle Monitoring Extensions Commands  Yiew Tools  Help

B EREN ERE RO ERE R EEC R

Mavigation L_j d Physical Security Information Management Alert Manager Side Pang il
Monitoring Hierarchy = kdonitoring: Airport >> Commuter Terminal >> CT-Fir e = iELER S - T Progr... Tl
Al o T d

2. The Alert Manager window appears.
3. Click the yellow light bulb in the entry for the alert you are handling.

Whichever method you use, the Instructions dialog box appears and specifies how this type of alert
should be handled.

Location: CT First Floor

Occur Time: 04/13/2009 15.:56.32
Intruction for DOOR FORCED OPEN ALERT Hatt

Audible by CP3, Call Harbor Police,

Close

Viewing and Updating a Response Workflow

If there is a Response Workflow defined for this type of alert, you will see a Response progress bar in
the Description window of the Alert Details window. The list of outstanding tasks is also shown on the
Description window.

Using Cisco Physical Security Operations Manager
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M Following Alert Response Procedures

ENote | ERasponse Workflo.w E | EIReportlng

{a} Home ﬁVIdED

(o]4 Close  Acknowledge Close | False  Escalate | Expand Collapse
| Alert | Alarm To Al all
Alert Status Response Display
Type:  Forced Entry at Input % Severity. /D Medium L] Open
Occur Time: 11J8/2009 5:02:54 PM Location:  CT First Floor (PXT1G11C)

Forced Entry at Input PRCTGE11C

Aszigned To:

Administrator (Escalated-Viewed)

Assigned By:  administrator (11/6/2009 5:03:04 PM)

[ | Aun_jih\e by CP3, Call Harbor = |
Palice.
] [
Hesponse: -

Hide Response waorkflow

| Task Item
Incident

- Review recarded video

Review live video

Locate alarm on map and details of alarm

Complete
ig] Yes
|g] Yes
ig] Yes
|g] Yes

| m Update Time

11/6/2009 5:03:52 PM
11/6f2009 5:03:52 PM
11/6/2009 5:03:52 PM
11/6/2009 5:03:52 PM

Forced Entry at In...

twtashingt. ..

Syt Blarmiame 674815 Access G... 11/6/200.., 1007441 Proximes ...
Information AlarmID =7378
EventID 5001
‘__ DoorMame PHT1GI1C
Q %] [|Laddress 10101300010, ud)
B

ﬁ Response Workflow - Forced Entry at Input:

AlertID: 240587 Alert Type:

AssignedTo:  Administrator (Escalated-Viewed)

Assigned By:  Administrator (12052009 5:22:37 Ph)

Forced Entry at Input

|4

Response: 0%

Task Item
¥ a
™ - Locate alarm on map and details, .,
- Review recorded video
- Review live video
& Analyze Situation
Check if suspect is still present
- Compare Suspect with Video wit..,
- Take snapshot video and save
(& Dispatch officer
- Call dispatch officer in region
Callect infarmation For dispatch

- Dispatch officer responded and ..,

Complete

| m | Update Time ]

|:| Yes
|J Yes
|J Yes
ﬂ Yes
|:| Yes
|J Yes
|J Yes
|J Yes
|J Yes
|J Yes
|:| Yes
|J Yes

B

NjA
NjA
NjA
NjA
NjA
NjA
NjA
NjA
NjA
NjA
NjA

Cancel J|

Click the Complete checkbox for
every task that has been done.

Click the Yes check box next to each task as you complete it, and then click OK. When you see the 42
icon next to a task, that means you must complete this task before you can acknowledge the alert. When
you see the 8 icon next to a task, that means you must complete this task before closing the alert.

[l Using Cisco Physical Security Operations Manager
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Escalating an Alert

Escalating an Alert

Step 1

Step 2
Step 3
Step 4

If you want to transition an alert to a different user or group—for example, to the Supervisor group—you
can do so directly from the Alert Details window.

To escalate an alert:

Click Escalate To in the toolbar.

o TE%

ﬁ‘ Home

DVidao | | Mots ﬂ Respanse WorkFlow B|Reporting
B2 4 L &’ o
k) kS J w— Click Escalate To.
O Close  Acknowledge Close | False BEscalatell _——mee—=cmmis = 0

Alert | Alarm
File Alert Status

Corrnands

Action

A new window appears.

3 Select Users to Escalate Alert a

Select an user or user group .
Click to select the user to whom you want to escalate

i+ Usern Administrator ‘ this alert.

 User Group:

£ ]e ]

To escalate this alert to a group, select User Group and
then click this button to choose the group.

Cancel |

To escalate this alert to a specific user, select User and click the button to choose the user.
To escalate this alert to a group of users, select User Group and click the button to choose the group.

Click OK.

Manually Controlling Access

Step 1
Step 2

There are times you might need to manually control a secure doorway as part of your response to an alert.
From the Operation Console you can take door command such as unlock and re-lock the door, provide
momentary access, lock down a door, lock an open door, and so on.

You can issue door commands from the Map View Pane or from the Alert Details window.

To control an access door from the Map View Pane:

Locate the access control icon for the door in the Map View Pane.
Right-click the access control icon. A list of options appears in the menu.

a~

Note

These commands differ depending on the access control system.

| oL-24235-01
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Il Manually Controlling Access

Physical Security Information Management

| # Intercom - Call Box Commend 1 l‘ ___________________ ’

p—

Q GetSensorDetail (Retrieve a list of Sensor activity detail) Q Commands - Access Control e

o
, |

:ES Create User Alert

ExecuteDoorMomentaryUnlock (Open Door Momenkarily)
ExecuteDoorLockDown (Lock Down Door)
ExecuteDoorLockDownReset (Lock Down Door Reset)

ExecuteDoorOpen (Unlock Door)

S

eapsee

ExecuteDoorOpenfeset (Unlock Door Reset)

To control an access door from the Alert Details window, Click the Sensor Activity icon g in the Alert
Details window. A list of options appears in the menu. (These commands will differ depending on the
commands available from the access control system.)

4

12} Home BVidao | | Mots @ Respanse WorkFlow B|Reporting

%B@ﬂh_!a@ w B ¥ | &

: Forced En

Close  Acknowledge Close | False Escalate  Semsore Lacate Tk
alert | Alarm To Cormir Q GetSensorDetail (Retrieve a lisk of Sensor activity detail)
File Alert Status

Q ExecuteDoorMomentarylinlock {Open Door Momentarily)

B Type: Forced Entry at Input Severity 4 Q Exe(u%nann(kDDwn {Lock Down Door)
Occur Time: Location: ¢ Q ExecuteboorLockDownReset (Lock Down Door Reset)
Forced Entry at Input PRCTE11C Q et e Donronen e Da ar Palice, ||

ExecuteDoorOpenfeset (Unlock Door Reset)

Assigned To:  administrator (Escalated-viewed) Hesponser | % |
AssignedBy:  Admiristrator (12/1/200 5:22:37 PM) | B show Responss workflon._|
P HirschVelociy Event [E] The Last # of Access Atkempts | [[5] Access Abtempts Within Time specified | Map
Property Yalue Referen... Referen.. AccessT.. Badgel.. AccessM.. AccessS.. Organiza...
Event Descri... |Forced Entry at Inp... 9 i
AlarmMame Forced Entry at Inp... 57380 Forced E...  12f1j200... 0O 5001 Alarm Act. ..
AlarmiD 57362 B74517 Access Gr... LE1f200.., 100456 2000 Houston, ... Proximex ...
EventID 5001 57378 Forced E...  12f1j200... 0O s001 Blarm Act...
DoorMame PaT1GI1C 674515 Access Gr... 12017200, 1002441 Z000 Washingt... Proxmex ...
Address 1401.01.30.001.01....
Mame
User_Image a

Syskem
InFormatiol’d LastDoorAccess 1212009 5:22:16 PM

Table 3-5 explains the manual control provided by different commands.

Table 3-5 Ways You can Manually Control an Access Door (Access Control System Specific)

If you want to... You can select this...

View details about the sensor... GetSensorDetail

Unlock a secured door momentarily... ExecuteDoorMomentaryUnlock

Using Cisco Physical Security Operations Manager
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Table 3-5

Issuing External Commands During Alert Response ||

Ways You can Manually Control an Access Door (Access Control System Specific)

If you want to...

You can select this...

Disable all relays and outputs associated with a
door so that no one will be able to gain access to
it...

ExecuteDoorLockDown

Restore all relays and outputs associated with a
door that was previously locked down...

ExecuteDoorLockDownReset

Actuate all relays associated with a door...

ExecuteDoorOpen

Release a door from the Lock Open Door status...

ExecuteDoorOpenReset

Issuing External Commands During Alert Response

If configured, you can issue external commands as part of alert response procedure from the Alert
Details window. For example, you might be able to send a command to an intercom system related to the
sensor that triggered the alert. Any commands that appear in the Alert Commands menu have been
configured for your environment by an administrator.

y

G

ﬁ Horme d Mote @Reporting

%Bﬂ L s &

b B &

Close  Acknowledge Close | False Escalate  Sensor Alert | ncate Tk i
Alert | Alarm To Commands  Camm Q Alert PS Command (alert PS Command test)
File: Alert Status
View Tvpe: Forced Entry at Inout Severite A\ Madium 1! oren

You can issue external commands for a sensor by right-clicking the sensor in the Map View Pane or the
table view of alerts.

R | e
(& W normal

W, Create User Alert

=1l S

D Normal i W Inkercom - ... Substation &

0 High & Cammands - Intercam b & GetSensorDetail (Retrieve a lisk of Sensor activity detail)

0 Harmal SutrstatioT s d & Skart Point Conversation (Start Point Conversation For Inkercom-Commen:
- e E—

You can issue external commands for a monitoring area by right-clicking the monitoring area in the
Monitoring Hierarchy.

Monitoring Hierarchy
a' _a Global Zone (0}
: i Undesignated Zone ()]

3
)

Severity: High

ﬂ Track Resources »
a& Find Sensar. ..

| ideo Matrix Yiew

"i\ Create User Alert

Q Commands - Area  #

i & Start Group Conversation (Start Group Conversation For Intercom-Commend device)

& Area PS Command (Area PS Command Test)

| & Start Global Announcement {Start Global Announcement For Intercom-Commend device)
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M Documenting Alert Response

You can issue external commands across the entire PSOM environment using the Commands icon in the
Operation Console toolbar or the Commands menu.

Documenting Alert Response

File Monitor.ing Extensions Wiew  Tools  Hel
U ”‘_/jJ_J ﬂujzﬁﬁﬂiluvﬂv'ﬁrﬁ eyl gy

Global PS Command {Global PS Command test)

After you take appropriate actions to respond to an alert, you may want to document your actions in a
Note attached to the alert’s details. This information is stored with the alert in the PSOM database. A
timestamp is automatically applied to the note as well as the name of the operator that enters the note.

To add a note to the alert dossier:

Step1  Open the Alert Details window.
Step2  Click the New Note icon in the toolbar.
Q vy J i,False Alarm i@ Elllocate 1t
x| coee e | BT || &
File Alert Status Action

iy Type: Radar Alert

i LS i NecurTime  EHEETEEEEEES

severity: ([ Low

Laratinn:  [Darimatar Wact 11 Madar Akiart 11

[[F video Snapshot (@) Track Forward 0O -|.'
JyVideo Alert
Live Video Video
(P72 Contral i Track Backward Ostop video | | § =
Live Video Recorded Video Action o
ﬂ Acknowledge e
Add a new note

A new note field appears at the bottom right corner of the Alert Details window where you can type

additional notes regarding the alert.

[l Using Cisco Physical Security Operations Manager
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Notifying Dispatch about an Alert ||

Event [783]: Door Forced Open Alert (Simulation)

‘7ﬁ‘Horr.|erl Dhvidea || Note ElReporting
; a2y —
G| 3 L] braenm G |moer @ 53 B | T [0 e B 3
|DK Close ”Admowledge Close &EsmlateTo Sensor | &) 1& Track  Track | Live Video Ostopwdeo D Video ”@”22”
| Alert Commands Forward Backward Alert
File Alert Status Action Liv, Recorded Video Action No... Mo...

Type Forced Entry at Input %

Occur Time:

03/13/2009 16:59:49

Severity: (0 High 1] coen

Location:  CT First Floor (PXT1G11C)

Door Forced Open Alert

Desaription

Audible by CP3, Call Harbor Police.

39

Assigned By:

Assigned To:  Administrator (Escalated-Alert Closeable)
Administrator (03/19/2009 17:01:31)

HirschVelocity Alert

[ Last Access Attempts Map

Alarmhiame

Forced Entry at Input PXCTG11C
Forced Entry at Input PXCTG11C

Pennsyl... Proximex

Access G... 03/19/2... 1004814 2000

AlarmID 57893

Audit Trail EventlD 5001
Soaneme AT Enter your note into this field.
Address 1\01.01.30.001.01.DR0O4

~
B Time: 05/11/2009 16:38:16 Bmeillislraa
Enter your new note. .. [~]

I

E)

3} Time: 05/05/2009 14:41-21 By Administra |

|\ Time: 05/06/2009 12:48:14 By

LY Xerereer 1

[ = |
| = |

Step3  Click OK or Apply at the top of the window to save the note.

Notifying Dispatch about an Alert

If your PSOM Integration Module enables the functionality, you can send alarm and alarm-related
information to third-party dispatch systems. Click the Dispatch button & in the toolbar.

Dispatch

| oL-24235-01
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W Notifying Dispatch about an Alert
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CHAPTER I

Viewing Video and Taking Snapshots

This chapter puts all the video details in one place so you can easily find out how to:

Access recorded video footage for alerts

View live video

Take snapshot images from recorded or live video

Add snapshots or other images to your alert dossier

Manipulate PTZ cameras to change your view of live camera feeds
Export video to a file

Manage video using the Video Management Console

See Chapter 5, “Following Suspects with EZ-Track,” for details on how to use EZ-Track to follow
suspects across multiple camera views.

This chapter includes these topics:

Locating Video Sensors on the Map, page 4-1

Viewing Video from a Video Camera Sensor, page 4-2

Launching Recorded and Live Video from an Alert, page 4-5

Taking a Snapshot of Video, page 4-7

Controlling PTZ Cameras, page 4-11

Exporting Video to a File, page 4-13

Manually Creating an Alert from Recorded or Live Video, page 4-15
Using the Video Management Console, page 4-18

Locating Video Sensors on the Map

A quick way to locate a video sensor is to drill down to the appropriate map view using the Navigation
Pane. For example, to view the first floor of Commuter Terminal, you would select “CT First Floor”
under “Commuter Terminal” in the Navigation Pane. The map in the Map View Pane would appear as
shown next.

| oL-24235-01
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M Viewing Video from a Video Camera Sensor

File  Monitaring Extens\ons Commands Yiew Tools  Help
I
_"INﬂJE JNU OEE EEEECIER EEE
% | Physical Security Information Management Side Pane LJi
’ b 2 MARSEC 3 |INH —_— =
Monitaring: Airport >> Commuter Terminal > C 1 - | .. Type Progress e
Al (259) w |y |
%] _@,__)Arlzona (0} 0 -iT %
) e
=] @ JCommuter Terminal (U) |f o gl
P gl iaEaEI . 000 0 g Qg = —
1 2
D cr-second F\ﬂnr (0} 0 e
°
QOCT ~Third Floor (0} 0% =
& & O Perimeter North (0} 0% el
3 () Perimeter west (o) 0% e
& D Terminal 1 (0) E % o
ud &) Terminal 2 East (0} 0% s
= _éo‘rerminaIZ West () o % P
épundaslgnated Zorne (0} o -
@) Undesingated Zone  (259) =
i 3 o
ijL J{Cintal Sicin - Commuter Terminal B [PricEy 0% -
o 0% sy
[PHTCT2S 1 . Force... WGESE e
o Live o 0% i
w. Force... 0% e
Descripl
. Forced En... CT..o 1 Pe.. 12}, Administrator 1 | 24057
. Operation... CT... 1 Pe.. 11}... Administrator 24052
» o (8] @ lFo. Fﬂce_d En.. CTo. 1PH.. 11h.. Administrator B 24047 ad “Escalatmn e :
v i - Response
||l ] Record 1 of 7 (GG B
Monitoring: Airport >> Commuter Terminal > CT-First Floar M| o (W) mensecs | roweneo ov G PRONIMEX | ] | (ml £

In the Map View Pane, you can see the locations of the video camera sensors active —the video camera
icons on the map mark the locations.

There are several different icons representing video cameras that appear on maps in the Map View Pane.
These are explained in Table 4-1.

Table 4-1 Video Camera Icons Displayed in the Map View Pane

Icon What the icon means...

This is a video camera that is connected to a DVR.

This is a video camera icon that is offline; it is not connected to a DVR.

This is a PTZ camera that is connected to a DVR.

This is a PTZ camera that is offline; it is not connected to a DVR.

Be0 0

Viewing Video from a Video Camera Sensor

After finding the appropriate video camera sensor in the Map View Pane, you can view the recorded
video for an alert incident. You can also view live video feed from the same video camera icon.

Viewing Recorded Video

To view recorded video:

Step 1 Right-click the video camera icon.

Using Cisco Physical Security Operations Manager
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Step 2

Step 3

Viewing Video from a Video Camera Sensor

View Live Video

Select View Recorded Video to view footage
of the alert condition that was captured by
this video camera sensor.

View Recorded Video

EZ%rack
—_— @ EZ-Track (Backward)
j} Create User Alert

Select View Recorded Video from the menu.

a

Note  You can also select the video camera in the Map View Pane and click the Recorded Video icon
\QTin the Operation Console toolbar.

The Select Date Time window appears.

Select Date Time x
Date/Time:  05/05/2009 14:00:33

Date: @
Time: |14:00:33 g

Time period from:  05/05/2009 14:00:33

.I‘......‘......‘......‘.‘....‘.‘..Emunthsaga

I
CHMTERE* *

|

Select the date and time at which you want to begin viewing recorded video from this video camera
sensor. Click OK.

The recorded video is displayed in the Recorded Video Viewer window which can be sized and placed
anywhere on the desktop.

Y Recorded Video Viewer.

Set Start Time. ..
2) Play

@ Pause

@ stop

@ Fast Forward

(®) FastBackward

el - a

Start:05/05/2009 14:00:33; EH Live Video
14:20:43](1X) R

The recorded video will play from the most recent time, but the video can be rewound, fast-forwarded,
paused, or set to start at a certain time.

| oL-24235-01
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M Viewing Video from a Video Camera Sensor

Viewing Live Video in a Standalone Window

To view live video in a standalone window:

Step1  Right-click the video camera icon.

View Live Videa Select View Live Video to see current
el Recoraed Noe0 footage from this video camera sensor.
E%ﬁack

—_— @ EZ-Track (Backward)

j} Create User Alert

Step2  Select View Live Video from the menu.

The Live Video Viewer window appears and displays the live video feed from the selected camera
sensor icon.

¥ Live Video Viewer
Ejﬂ [Live]: PXP-108

EE

EHBEEDE

CEL ]

Note  You can also select the video camera in the Map View Pane and click the Live Video icon
in the Operation Console toolbar.

If you want to hide the Tools menu and expand the video view, you can click the Hide Task Pane icon
g‘ To display the Tools menu again after hiding it, you click the Show Task Pane icon ﬂl

If you are viewing video from a PTZ (pan-tilt-zoom) camera, additional controls are displayed as
described in the “Controlling PTZ Cameras” section on page 4-11.

To view recorded video from the Live Video Viewer, click Recorded Video

Using Cisco Physical Security Operations Manager
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Launching Recorded and Live Video from an Alert [l

Viden Viewer _ m
[Live]: Bosch-0l % Tools d
Snapshot
}J{ Hide: Task Pane
&  E2-Track
fﬁ Create Alert
B Cose

Launching Recorded and Live Video from an Alert

You can launch recorded and live video associated with an alert in two places:
e The Alert List Pane in the Operation Console.
e The Alert Details window.

Launching Video from the Alert List Pane

At the bottom of the Operation Console is the Alert List Pane where all current alerts for the selected
monitoring area are shown.

" Type Description loc— — Se_ Occ Owner Bl ™ v
MEI- |
- 8 |pec... RecordedW...|CT.. | 1P . “dmf"fmw H 1 's =9 Click the blue film strip icon to
zﬁs . H E Rec... Recorded Vi... CT... 1 PXF... 1f1... Administrator D R 818 .
@ ... [1]. 9 For... DoorForced... CT... 1 PXT. 4/13... Administrator £§ | % mu launch recorded video.
@ ... [1]. B9 For.. DoorForced... CT... 1 PXT.. 4/13... Adminetater 4§ | % 807
@ ... [Y]. B9 For.. DoorForced... CT... 1 PXT.. 4/13... Adminetater 4§ | % 806
A .. [f]. 59 phy.. CardReade.. CT.. 1PXT.. 3/20.. Admimstator 9§ | § 801
A .. [f]. 59 0O.. DoorOpen.. CT.. 1PBXT.. 3/20.. admnstator § ] & 8003

Record 1 of 12 Huu

To launch recorded video associated with an alert, click the blue film strip icon in the row for the alert.

Launching Video from the Alert Details Window

If the Alert Details window is not configured to show video on the Description tab, you can click the
Video icon on the left side of the window. The Video window appears.

Using Cisco Physical Security Operations Manager
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M Launching Recorded and Live Video from an Alert

Click the Video icon to view recorded video
associated with the alert.

Gl

‘m Home G B‘Eﬁz‘ao 2 | E‘Nnta @Resnonse “workflow E|Report/ig

Click Live Video to see current
video from the camera sensor
associated with the alert.

o b —
BE b Qs
ok Close  Acknowledge  Close | %% Escalate To Track, Track Wlive videa W) stop video Export Vides
Alert 3 :&h Forward Backward D
File™ Alert Status Liv... recorded Yideo Action
view Type: DefaukOperationdlert Severity. @ High ! Cpen
= Occur Time:  119/2009 3:35:54 PM Location: T First Floor (PXT1G11C)
( Q Operation Alert | |
: s J [
De | ription .
pissigned To:  Administrator (Escalated-viewed) Response: | 0% ]

hssigned By:  Administrator (11/9/2009 2:35:59 PM)

[Live]: PKF-262

Syskem
Information

[Recorded]: PXF-262

I@ Show Respanse Wo[_l_«fnlou

LY XererEer X

Zla

To view live video from the same camera sensor, you can click Live Video in the toolbar at the top of

the window. The Live Video Viewer window opens to show the live video feed from that camera.
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Taking a Snapshot of Video

The live camera feed for the same
camera sensor is shown side-by-side with
the recorded video footage for the alert.

Event [783]: Door Forced Open Alert (Simulation)

2% Home \_Qﬁm_} = INote |ElReporting

D.@.D_EJ@E@ = O C

R
OK | Close  Advnowledge Close | False Escdate| Video Video | Track Track Lw{j\*{d smpvdeu Videa Video
Alert | Alarm To Snapshot  Alert | Forward Backwari Snapshot Alert

Alert Status Live Video ded Video Action

Type: Forced Entry at Input % Severity: High
] Live Video Viewer

[T [Live]: PXF-262

Occur Time:  03/15/2009 16:55:45

Door Forced Open Alert

M

Assigned To: Administrator (Escalat]
Assigned By:  Administrator (03/19

Dl Sl R

Audit Trail

Taking a Snapshot of Video

Step 1

Step 2

You can take a snapshot, or still photo image, from either recorded or live video. You can then print the
image, attach it to the alert, or save it as a bmp image file locally.

To take a snapshot from video:

Select Snapshot in the Live Video Viewer window. You can either click the Snapshot icon, or select
Snapshot under Tools in the Live Video Viewer, depending on whether the tools are displayed.

Click the Video Snapshot button in the toolbar for the Alert Details window. If you want to attach the
snapshot to the alert, you need to use this method.

| oL-24235-01
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M Taking a Snapshot of Video

II[I

Close  Acknowledge Close
| Alert
I Alert Status

Click Snapshot in the Live
Video Viewer to capture a still
image from the video feed.

Or click Video Snapshot in the Alert Details
window. You must use this method if you
want to attach the snapshot to the alert.

R

Video Track  Track
Forward Backward

Live Video

Type: Forced Entry at Input %
Occur Time:  03/19/2009 16:59:43

Severity: (P High 1] open

Location:  CT First Floor (PXT1G11C)

Door Forced Open Alert

Audible by CP3, Call Harbor Police.

29

Audit Trail

Assigned To:  Administrator (Escalated-Alert Closeable)
Assigned By: Administrator (03/19/2009 17:01:31)

L EEREL 1

Time: 01/01/0001 00:00:04 (1)

The snapshot appears in the Captured Video Image window.

[l Using Cisco Physical Security Operations Manager
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Taking a Snapshot of Video

Attach | Print... | Save As... | B

From the Captured Video Image window you can:

e Attach the image to the alert dossier. See the “Attaching a Snapshot to the Alert Dossier” section on
page 4-9.

e Print the image. Click the Print button and select the printer.

¢ Save the image as a JPG file locally. Click the Save As... button. Choose the location for the snapshot
image and enter a name. The image will be saved as a JPG.

Attaching a Snapshot to the Alert Dossier

You can attach a snapshot of video to the alert dossier to provide more information for others reviewing
the alert.

To attach the snapshot to the alert:

Step1  Click Video Snapshot in the toolbar of the Alert Details window.
Step2  Click the Attach button in the Captured Video Image window.

PXF-262

> S
s
| —

Click the Attach button to save the snapshot
— image along with the alert details.

Using Cisco Physical Security Operations Manager
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M Taking a Snapshot of Video

The Alert Details window shows a record of the snapshot being attached to the alert in the Audit Trail
tab.

Event [783]: Door Forced Open Alert (Simulation)

} mNene

@DDJ:&_J_@‘A

Close  Acknowledge Close @ False Escalate = Add Image | Expand Collapse
1 Alert | Alam  To Al Al
a i Alert Status Edit | Display
Type: Forced Entry at Input % Severity: @ High !ﬂ Open

Location:  CT First Floor

Door Forced Open Alert

3¢

Description

Audible by CP3, Call Harbor Police.

Assigned To:  Administrator (Escalated-Alert Closeable)
Assigned By: Administrator (03/19/2009 17:01:31)

System
Information

Audit Trail

Step 3

Once the snapshot has been added, you can view it larger at an
of the snapshot in the Note entry.

You must click the Apply or OK buttons to save the snapshot to the alert dossier.

y time by clicking the thumbnail image

.l = ' Progress v

| _| | Type: Forced Entry at Input % Severity: @ High !I Open —. | 0%
Oceur Time:  03/19/2009 16:53:43 Location:  CT First Floor g o 0% 107
Door Forced Open Alert _J‘ @ Audible by CP3, Cal Harbor Police. _,‘ 0% 106
j L 0% 105
a2 2 15

i 0% 10

Assigned To:  Administrator (Escalated-Alert Closeable) ﬁ ﬁv 103
Assigned By: Administrator (03/18/2008 17:01:31) i o i
- 0% 100
HirschVelocily Alert ‘ Last Access Attempts _\@‘ﬁhﬂ 0% 27
i3 i 0% %
0% EES
= = e = 0% S
Alarmhiame _Fnrted Envv at Input FYCTGLIC 678330  Access... 004514 2000 Pemns... Proximex =) <
AlarmID 57833 = =
Audit Trail EventlD 5001 Mﬂ 2
Coorliame PXT1G11C 0'; 5

Address 1101.01.30.001,01.0R04 :

Hame a
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Controlling PTZ Cameras M

Controlling PTZ Cameras

You can control PTZ (pan-tilt-zoom) cameras with PSOM for monitoring live video feeds; using the PTZ
controls, you can pan the camera in any direction, as well as zoom in on a particular location or suspect.
In the Map View Pane of the Operation Console, the PTZ cameras are identified by a camera icon with
a plus sign inside it: [FH

Once you have opened a live video feed (see the “Viewing Live Video in a Standalone Window” section
on page 4-4) you can use the PTZ controls shown in the next window.

= 7 - Pan camera up-left.

Enl [Live]: Bosch-03PTZ

Pan camera up.

Pan camera right.

Controls speed of movement.
Pan camera down-right.

Pan camera down.

Stop the current movement.

Zoom out for a distant view.

Pan camera left and down-left. Zoom in for a closer look.

If predefined PTZ camera positions have been retrieved from the DVR/NVR system, you can select one
from the Camera Preset menu under the directional controls.

L2 e S C didd
5 [Livel BoschPTZ B erzconal O
_— (=11
elk=11>)

olojol
BB

28 Conflfa Praset:

If sensor views have been configured for this PTZ camera (by an administrator in the Administration
Console), they will appear in the Sensor View menu.

Using Cisco Physical Security Operations Manager
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M Controlling PTZ Cameras

PTZ controls also appear when you click the PTZ Control icon in the toolbar of the Alert Details

window.

Event [881]: Live Video Alert

False Escalate
Alart | Alarm To Snapshot  Wic
Alert Status Recorded Yideo Action
i 1
| View | Type: Live Video Alert Severity: @ﬁgh 8] open
Occur Time: 05/07/2009 11:59:07 Location:  [Parking ‘West] (Bosch)
@ [ Live Video Alert =]
3
Description L -
. AssignedTo: Administrator (Escalated-Viewed) Response: | 0%
Assigned By: Administrator (05/07/2009 11:59:24) [2]_showRespa

@00 P0C0N

Time: 0S/07f2009 11:59:39 (1X)

Table 4-2 explains the actions you can take with the controls. When you a button, the camera moves by

the amount set in the PTZ camera configuration. Press and hold a button to keep moving in a direction.

Table 4-2 Using PTZ Controls

To do this...

Click this control button...

Pan the camera left, up-left, down-left.

(AT

Pan the camera right.

ogo

Pan the camera up.

Pan the camera down.

(1]
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Exporting Video to a File

Table 4-2 Using PTZ Controls (continued)

To do this... Click this control button...

Control the speed at which the camera will move
when you click left/right/up/down.

Zoom in for a closer look. ()
Zoom out for a more distant view. 5
Stops the current movement of the PTZ camera. | ¥

Exporting Video to a File

Step 1

Step 2

You can export recorded video to an AVI file, and then send this valuable footage to first responders,
third-party tenants, the management team or other agencies.

To export recorded video:

Open the Alert Details window and click the Export Video button in the toolbar.

Event [783]: Door Forced Open Alert (Simulation)

o Home Bivideo et ElRepor Click Export

ting
= Video to save
M etk @h 838 =0 0 8
| 45 { { FOr] ) :
kg B8 /a A 2l a portion of
| oK Close  Acknowledge Close | False Escalate  Video Video Track Track | Live Video Stop Videa | Video
Aert | Alarm  To  Snapshot Alert  Forward Backward Snapsho the recorded
File Alert Status. Live Vid Recorded Video Action .
— video to an
"r;lm Type: Forced Entry at Input % Severity: @ High ﬂ Open AVI ﬁle
T Occur Time:  03/12/2009 16:59:49 Location:  CT First Floor (PXT1611C)
‘@ Door Forced Open Alert L_J‘ @ Audible by CP3, Call Harbor Police. ad
Description — e
Assigned To:  Administrator (Escalated-Alert Closeable)
Assigned By Administrator (03/19/2009 17:01:31)

Time: 03/01/0001 00:00:04 (1X)

Audit Trail

The Export Video window appears.

| oL-24235-01
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M Exporting Video to a File

Step 3

Step 4

Step 5

Step 6

oristdeni=selectnime B
Click this button to change the starting
time for exporting the recorded video.

Start Time:  @6(2010 12:46:02 PM

End Time: 8:6:2010 12:46:32 PM

Length (0 -5
I?ﬂinEtes(): 0 Minute(s) 30 Secondis)

30 & Seconds
Enter the number of seconds to record

: J : . . . , , . . video, or slide the ticker along this bar
to specify the length of the video to be

I exported.
[~ Enable Compression

Select this option to allow the exported video to be
compressed to reduce file size. If this option is greyed out, the
video format is not supported for compression.

Cancel

To change the length of time for the exported video, either enter the number of seconds to record video
in the field provided, or slide the ticker along the bar under Length. Each tick on the bar refers to 30
seconds; you can export up to 5 minutes of video in AVI format.

To change the starting time for the exported video, click the icon at the top right corner of the dialog box.
A new dialog box appears where you can specify the starting time for the video export. Enter the date
and time you want to start the video in the fields provided.

@s:[ Date e a
Dake Time: 8f6/2010 12:46:02 PM
Date: od
Time: 12:46:02 PM a8
Time period from:  8/6/2010 12:46:02 PM
1§ 000000000600000000000010 v B months ago
I
CUMPERE * e
|

To compress the video footage and create a smaller AVI file size, check the Enable Compression option.

~

Note  This option is greyed out for unsupported video formats.

When you are ready to export the selected video stream, click OK. A new dialog box prompts you for a
location to save the AVI file.

[l Using Cisco Physical Security Operations Manager
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Step 7

Manually Creating an Alert from Recorded or Live Video 1l

[ HE
Save in I@Viden Files j - £ B

) SrdParty @] P-109_1157750226, avi
(=4 Alert-Forced-Open. avi @] P-110_1157750226, avi
(=] Alert-Tailgate-Tenant-Doar, avi @)]P711171157T50226‘aw
(53] Curbside.avi (@] P-116.avi

(=h] entrancez, avi Eﬂp-mrfle\d.aw

(=) entrance.avi @] Perimeter - alert.avi

(= Entrancelntercom. &vi @] Perimeter - live.avi

(=3 F-81_1157750221.avi

(=)| F-B2_1 157750225 avi

(=3| F-84_1 157750230 avi

(=4 F-Door-In.avi

(=) F-Door-ouk, avi

(=] Hallway 1 .avi

(=3| P-107 _1 157750225 avi

(=3| P-108_1157750225 . avi

File name: filert- 240! 199-1 002 E02-10 Save I
Save a3 type IExported A4 files [%.4%]) j Cancal |

Note If you have enabled compression, you will be presented with another dialogue box to select the
appropriate codec to export the video file.

Click Save to store the exported video to your AVI file.
A dialog box may appear to report the progress of saving the video to AVI.

Manually Creating an Alert from Recorded or Live Video

Step 1

When you are watching live or recorded video, and see a suspicious activity, you can create an alert
manually. An alert type of Live Video Alert or Recorded Video Alert will be generated and displayed
in the alert pane with additional information such as an image snapshot of the video, time and location
of the camera and the description that you provided.

To create an alert from live or recorded video:

Click Create Alert or its button ™. in the Video Viewer window, or press CTRL-A.

| oL-24235-01
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B Manually Creating an Alert from Recorded or Live Video

Y Live Video Viewer:

[ [Live]: PXP-108 i ¥ Recorded Video Viewer
[l [Recorded): PXF-277

£'52' 2920 8
1 Live video

M@ SnapShaot
Bl Export video
Hide Task Pane

14:17:45](1%)

Click Create Alert or its icon to manually
create an alert from live or recorded video.

Step2  The Create Video Alert window opens.

3| Create Video Alert =
Type: |Recorded Video Alert |
Severity: —— Choose a risk level from the Severity field.

Description:

Enter facts about the incident in the
Description field.

Step 3 From the Severity field, choose the risk level for this alert: Low, Medium, High, or Critical.
Step4  In the Description field, enter facts about the incident.
Step5  Click OK.
The newly created alert immediately appears up in the Alert List Pane, and an alert message opens.

Step 6 To see details for this alert, double-click its entry in the Alert List Pane.

Sev... | Sin | ‘J | Type | Descript... | Lo... | | Sensor | | Own...
A Y. & Detection Alert Detection... CT... 1 PXTIGI1C wov Admi...
A (Y. & ForcedEntry... ForcedEn... CT... 1 PXTIGIIC ... Admi...

% ... |H .| & |Live video Alert |Suspicious...|TZ2...| 1|PXF-82 | | Admi... |
1 PET1GLIIC

Forced En...

. /|3 Forced Entry ...

Double-click the alert to see details.

Notice that the Occur Time is the moment that you manually created the alert, and the Snapshot Time
is the timestamp when the incident was recorded by the DVR.

Using Cisco Physical Security Operations Manager
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Manually Creating an Alert from Recorded or Live Video

{2t Home E\Iiden || Mote @ Response Workflow EI Reporting
— e
4 E 4 bbb G » B &
ly O Close A[knnwledge Close | False Escalate t Locate Tt ]
Alert | Alarm To
File: Alert Status Action
View Type: Live Yideo Alert Severity. A Medium H Open

| Occur Time: 8!

Location:  TZE Second Floor Main (PXF-52)

Suspicious guy! | = |
[~ o
AssignedTo:  administrator (Escalated-Viewed) Response: | 0% |

Assigned By:  administrator (11/6/2009 4:58:24 PM)

l@ Show Response Workflow ]

System

Infnrmat\nla

Snapshot

Property Yalue

| Snapshat Time | 1116

J ;aSnapshot from video @Map |

Step 7

Click the Map tab to see the location of the camera.

| Dmer|

EVidao

X!

Close Acknowledge Close

| | Mots @ Respanse WorkFlow ‘BlReporting
=
A @& » B =
False  Escalate : t Locate It Trackir
Alert | Alarm Tor
Action

Alert Status

Syskem

InFormatlora

Type: Live Yideo Alert Severiby A Medium LI Open
Dccur Time:  11/6/2009 4:57:56 PM Locationr  T2E Second Floor Main (PXF-52)
Suspiciaus guy! [ |
(™) o )

Assigned To:
Assigned By:

Administrator (Escalated-viewed)
Administrator (11/6f2009 4:58:24 PM)

Response: | 0% I

I@ Shiw Respanse WorkFlaw J

Snapshot

G nepshot rom video | @M |

GlGD To T2E-SecondFloorConcourse E
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M Using the Video Management Console

Using the Video Management Console

Using the Video Management Console, you can:
e View video streams side-by-side in a matrix format.

¢ Configure video guard tours that rotate camera views at pre-defined intervals.

Starting the Video Management Console

To start the Video Management Console:

Step1  From the Windows Start menu select Start > All Programs > Cisco Physical Security Operations
Manager 5.1 > Video Management Console.

e . Remote Assistance Jj Tools 3
d Web Service Cc ,lj Debugging Tools For Windaws (x86)  » o Administration Consols
,lj YMware ¥ @ Alert Managsment Consols
{% Services I Tortoisesvh » ¥ Business Logic Designer

I winMerge » 48 Operation Console

,lﬂ Proximes 5
& Proximex 5 ik 5.
,lﬂ Genetec Cmnicast 4.6

Log Off E Shut Dawen

Ilf_‘Start J e J & Camera Control Services | [L5p CH\Demolbin

LJ S0L Server Mar
}?b Studic

urveillink Services

ol

&l Programs

| @ Proxir

Step2  The Logon window appears. Enter your username and password and click OK.

The Video Management Console appears.

On the left side of the window is the Navigation Pane, similar to the Operation Console, which shows a
tree-view of the monitoring hierarchy configured in PSOM. For nodes that have a default public video
matrix view, a special icon appears as shown next.

Mavigation el
Monitoring Hierarchy
(3 < [=] sirport
s g2y | Terminal 1
£33 || Terminal 2 East

i g erminal 2 West
&d @ ommuter Terminal
&) Perimeter West
£33 [E| Perimeter North

&3 3] Arizona
£33 ]| Zone Unassigned Connecto. ..

The right side of the window shows the video matrix view which could have one of three different display
styles: 1x1, 2x2 or 3x3.

The toolbar along the top of the window enables quick access to functionality. Table 4-3 explains the
buttons in the toolbar.
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Table 4-3

Using the Video Management Console

Buttons in the Video Management Console Toolbar

What the button does...

Logon or logoff the Video Management Console.

Opens a new Video View window. You can open up to 8 Video View windows at a time.

Select a matrix view to display in the Video Management Console.

Add a new matrix view to the Video Management Console.

Save changes to a matrix view.

Removes a matrix view from the Video Management Console.

Choose a video to display in the selected space in a matrix view.

Remove the video from the selected space in a matrix view.

Locks the video in the selected space in the matrix view.

(50 | 51| 5 e ol 3| 2

Displays the selected space in the matrix view as a single video that takes up the entire
window.

Takes a snapshot of video from the selected space in the matrix view.

B B

Launches EZ-Track for selected live video. See the “Launching EZ-Track from Live
Video” section on page 4-31.

15

Launches EZ-Track Backward for selected live video. See the “Launching EZ-Track
from Live Video” section on page 4-31.

Opens the Manage Video Guard Tours dialog for adding or modifying tours.

Selects the video guard tour to display.

Closes the video guard tour that is running in the Video Management Console.

Pauses the video guard tour that is running in the Video Management Console.

Starts the video guard tour that is displayed in the Video Management Console.

Changes to video guard tour mode.

Changes to video matrix mode.

Displays recorded video in the videos within the matrix view.

Shows the matrix view for the root node within the monitoring hierarchy.

Displays the matrix view for the last selected node in the monitoring hierarchy.

Displays the matrix view for the node in the hierarchy just above the current node.

Launches the PSOM Administration Console.

Launches the PSOM Alert Console.

gilToloRDE® oD es

Finds a sensor for which to display video in the matrix view.

Viewing a Video Matrix for a Zone or Area

To view a video matrix for a zone or area:

| oL-24235-01
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M Using the Video Management Console

Step1  Expand the Navigation Pane to find and select the zone or area for which you want to monitor video.

The right side of the window refreshes to show the public video matrix view for the zone or area you
selected.

Step2  If you want to view a video matrix that you configured, you can right-click the node in the Navigation
Pane and select Select Matrix View from the popup menu or click the ¥ icon in the toolbar.

File  Matrix Yiew View Tools Help

Bl = E

Monitoring Hierarchy
|B| sirport
3@ [ Arizana
(3 [1] Commuter Terminal
133 [[]] Perimeter North
3 [ Perimeter West
4! g3 [ Terminal 1
o) .
) 1| Terminal 24 Find sensar...
i~ [7]] Undesignaty & Select Matrix Yiew...
3 Undh b
& [ undesingaty B Matriiew Styvle... 3
E e Makriz Yiew
38| Gave Matrix Yiew
X

The Select Video Matrix View window appears.

Selected Video Matrix View: Iq‘_-if, Public View

Name Description B
o Private View
(3 Commuter Terminal. View-New _ @ .

Commuter Terminal, View 14

Commuter Terminal, View-Tour 16

Ll Gl Bl Record 10f3 aaﬂ_’

||
|

Select Private View from the drop-down menu, select the view you want to display, and click OK.

Step3  If you want to change how many videos are displayed in the matrix (e.g., 1x1, 2x2 or 3x3), you can
right-click the node in the Navigation Pane and select Matrix View Style from the popup menu. A new
popup menu appears where you can choose the matrix view style.

Using Cisco Physical Security Operations Manager
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Step 4

Step 5

Using the Video Management Console

Monitoring Hierarchy a

|| airport
& [d| Terminal 1
2 [0 Terminal 2 East
& [E| Terminal 2 West
» DBE
u:i @ [0 Perimeter Wes
.l & [El| Perimeter Nortf [  Select Matrix View...

ﬁ% FEind Sensor...

' [l arizanz B Matrik View Style... v @ Matrix view 1x1
(&) [E] Zone Unassigne
[EB| Matrix View Properties... ﬂ Matri View 242
E Mew Matrix View ﬂ Matrix View 3x3
& BB Matrix View 44
E[ Remove Matrix View

[ ————— Al YEL_ T

If you want to view a certain video camera feed separately, right-click it and select Single Video View
from the popup menu.

= B Select Yidea...

I
m— 2 Remove Yideo

&y Lock Video
M PTZ Control—
@
EZ-Track
@ EZ-Track (Backward)

Snapshot

The selected video takes over the full space of the video matrix as a single 1x1 view. To return to the
video matrix view, right-click the video and select Back to Previous View from the popup menu.

5 X [Live]: PRP-116
@ [1]] Arizona - & B

3 &[] Commuter Terminal
J & [[]| Perimeter Narth
3 3 [[| Perimeter West

> & [0 Terminal 1

L4 J PCYE:] Termin st

-1 [1]] Terminal 2 west

+ ¢8 [| Undesignated Zane

12 3 0| Undesingated Zone

PTZ C

N
@ Snapshot
EZ-Track

EZ-Track {Backward)

If you want to take a snapshot of a certain video camera feed, right-click it and select Snapshot.

= E Select Yidzo...
| X Remaove Yideo
: &y Lock Video

| single Vlden{(_&:}aw

[E Tz Contral

Q@ snapshot

Y [ Ez-Track

g

@ EZ-Track (Backward)

The Captured Video Image window appears.
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Sensor: PP-247 (I0: 996; Time: 0171172010 11:24:28)

|@ﬂ Mivel: PXP-247

Click Save As to save the image.

Step6  If you want to view PTZ controls for a video camera feed, right-click it and select PTZ Control.

E Select Videa, .

= ¥ Remove Video
i (& Lock video

@ snapshot
EZ-Track
@ EZ-Track (Backward)

PTZ Controls appear next to the video camera feed so you can control the angle at which you are viewing
the PTZ camera feed. See the “Controlling PTZ Cameras” section on page 4-11 for information about
the various controls.

L=}
Sele -k yid

/ejojo]
EEIRY
20/0|o]

(%]

=

[Live]: PXP-247 e
i

Step7  If you want to launch EZ-Track for a video camera feed, right-click it and select EZ-Track or EZ-Track
(Backward). See Chapter 5, “Following Suspects with EZ-Track,” for information about EZ-Track.

Using Cisco Physical Security Operations Manager
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Using the Video Management Console Il

B Select Video, .
)( Remove Video
2 Lock video

E| single Yiden Yiew
En p1z CDntrDI{b
@ Snapshot

gﬂ EZ-Track

i°h|  EZ-Track (Backward)

I

Configuring a Matrix Video View

Step 1

Step 2

Step 3

Step 4

You can configure a matrix video view for a monitoring zone or area within the Video Management
Console. If you have permissions, this matrix video view can be made public so that others can use it;
otherwise, you can make it private for your use only.

To configure a matrix video view:

Select the monitoring zone or area in the Navigation Pane for which you want to configure a matrix video
view.

Select MatrixView > New Matrix or click the 'ﬂ icon in the toolbar.

The window refreshes with blank video matrix squares. The top left square is active and colored pink.

Right-click the active square and choose Select Video from the popup menu or click the [M icon in the
toolbar.

The Select A Sensor Under window appears and lists all available camera sensors for the selected
monitoring zone or area.

sSensonlinder=Eomm

Find Sensor: il
Mumber of results found: 16 i
Sensor Name Type Description I
7
- :
PrF-277 @ﬂ Cam... CTConcourse First Floor Mort
PRp-247 [EH Cam... T Concourse First Floor North
PYF-263 ZH Cam... T Concourse First Floor North
Pep-300 [EH Cam... T Concourse First Floor North
PXF-262 @ﬂ Cam... CTConcourse First Floor Mort
PXF-261 @ﬂ Cam... CTConcourse First Floor Mort plalils]
PrP-244 EW Cam... CTConcourse First Floor East plulil’y
PXF-273 @ﬂ Cam... CT Concourse First Floor Center 1o0z
PXF-300 @ﬂ Cam... CT Concourse First Floor Center plalikc]
PYP-245 [FM Cam... CT Concourse First Floor Ceriter 1004 H
Record 10f 16 |4l > Cancel jI

Select the camera sensor you want to add to this square in the video matrix and click the Select button.
The video for the selected camera sensor appears in the active square of the video matrix.

Another way to add a camera sensor is to right-click the monitoring zone or area and select Find Sensor
from the popup menu, or click the i icon in the toolbar.
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Step 5

Step 6

Step 7
Step 8
Step 9
Step 10

Step 11
Step 12

Then you can select a sensor from the Find Sensor window and drag and drop it onto the intended slot
of the video matrix view.

Select each square in the matrix view and repeat steps 3-4 to select video cameras for them.
>

Note If you want to remove a video camera from the matrix view, right-click the existing video and
select Remove Video from the popup menu or click the x icon in the toolbar.

Live: PRP-300
o B Select Video, .
)( Remove Video
(2 Lock vikho

| single Yiden tiew

[EM Pz Control
o Snapshat

[# Ez-Track I
@ EZ-Track (Backward) E

When you’re finished, select Matrix View > Save Matrix View or click the @ button in the toolbar.

Elle | Matrix View

1=

1 Select Matrix View...
Matrix View Style... 3
Mavig

E B

Mon

: E Mew Matrix View
, k EK Matrix View
Ve X

B

The Add Video Matrix View window appears.

@i’-‘;dd VideoiHatriziiew Ea
Yiew Mame: i
Wigw Type: Igﬁ Public view od
Vigw Style: I | 2 % 2 Matrix Yiew
Monitaring Scope: Terminal Z East
™ Default view For current monitoring scope
Description:
Cancel
md

Enter a name to identify the camera views in the matrix video view in the View Name field.
Select whether the matrix video view is for public or private use from the View Type field.
Select the matrix style (e.g., 1x1, 2x2 or 3x3) from the View Style field.

If you want this matrix video view to be the default for the monitoring zone or area, select the Default
view for current monitoring scope option.

Enter information about the matrix video view in the Description field.

Click OK.
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Now your video matrix view appears in the Select Video Matrix View window when you want to change
the video matrix displayed for this zone or area. If it is private, it only appears as a selection for you.

Selected Yideo Matrix Yiew:

Name Description D

CRecordlofl L

|

||
E|

Editing or Removing a Video Matrix View

You can edit a video matrix view by viewing it, and then selecting Matrix View > Matrix View
Properties.

Ele | Matrix View

1=

a; BB Select Matrix View...
— [ Matrix View Style... 3

erminal 2 East. View-New

Mavig — - View Type: | @ Private view &
El Matrix View Properties...
Mon View Style: B 2 % 2 Matrix View
El Nev™atrix View I L] —
E Monitoring Scope: Terminal 2 East

pii]|

oL El Remave Matrix View [~ Default viewfor current monitoring scope

Description:

—
a
|

You can remove a video matrix view by viewing it, and then selecting Matrix View > Remove Matrix
View. Confirm the deletion when prompted.

File | Matrix View

1=

¢+ [ Select Matrix View... \ ? J Do you want to delete video matrix view Terminal 2 East.View-New'?

— [B] Matrix View Style... 3
MNavig

El Matrix View Properties...

Mon
E[ Mew Matrix View
g

E

L U H| Btgove Matrix View
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Viewing Recorded Video in a Video Matrix View

You can view recorded video from a video matrix view to review multiple camera views at once for a
specific point in time.

To view recorded video in a video matrix view:

Step 1 Open the relevant video matrix view as shown in the “Viewing a Video Matrix for a Zone or Area”
section on page 4-19.

Step2  Select View > Enter Recorded Video Mode or click the {1 icon in the toolbar.

File  Matrix Yiew Wiew | Tools Help

N EI H@ 'ﬂ Eg Toalbar Options »

Home {Rook Zone)

En% Recorded Yideo Mode

Perimeter North
& [C| Perimeter Mor il

(3 3 D Perimeter west

i {2 Backto Frevious
Monitoring Hierarchy
0 Up One Level
E | Airport
._J 13) JAriznna Mavigakion Pane
3 ,_J ‘;} fl:-:-rnrnuter Terminal D

The Select Date Time window appears where you can select the time at which you want to start viewing
recorded video.

Select Date ime. x|
Date/Time: 5/6/2009 1:54:32 FM

Date: ]
Time: 1:54:32PM ~]

Time period from:  5/6/2009 1:54:32 PM

\I......‘......‘......‘......‘.....Emontnsago

I
Current® I

Step3  Slide the bar to the position at which you want to view recorded video, or enter a specific date and time
in the fields provided, then click OK.

The window refreshes to show recorded video in all panes of the video matrix view. Note that a special

icon Elf appears in the upper right corner of the window indicating that you are viewing video in
—

recorded mode.

Using video guard tours

A video guard tour is a collection of video matrix views that are displayed in a certain order at a specified
interval. The video guard tour can be viewed by users of any permission level, but they can only be
managed by users with sufficient permissions.
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Viewing Video Guard Tours
Any user can view a video guard tour in the Video Management Console.

To view a video guard tour:

Switch the Video Management Console to Video Guard Tour mode by selecting View > Video Guard

Step 1
Tour from the menu bar or clicking the @ button in the toolbar.
Eile  Matrix Yiew Wigw  Tools  Help
é ﬁ ” @ @ IE 25| Toobar Options »
= — {a} Home (Root Zone)
- _ - 0 Back ko Previous
Monitoring Hierarchy ® el
n@nirport
3 | Arizona @ Mavigation Pane
QEIPEYSI Coruter Termin! Bl Enter Recorded video Mode
13 & | Perimeter Marth
;J-_@JPerimeter West 0 II!IdBD Guard Taur
Step2  Right-click the monitoring zone or area for which you want to view the video guard tour, and choose

Select Video Guard Tour from the popup menu or clicking the @ button in the toolbar.

Monitoring Hierarchy d

a | dirport
36 1| Arizana
ALl
._J & | Perimeter Norl 9% Find Sensor...
(3 1| Perimeter et @ select video Guard Tour...

s 3 | Terminal 1

The Select Video Guard Tour window appears.

Selected Video Guard Tour:

Name Description ID

(3 Commuter Terminal. Tour-New | 17;

Commuter Terminal Tour 1

Record 1of 2 ddd

o | ]

Step3  Select the video guard tour you want to play and click OK.
The main area of the Video Management Console refreshes with the first video matrix view in the video
guard tour. The left side of the window now shows the list of video matrix views that will be displayed
as part of the video guard tour. A green arrow next to a video matrix view indicates it is currently being
viewed.
While a video guard tour is running, you can double-click any video view to switch to an individual view
of that camera. The video guard tour will pause.
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You can also pause a video guard tour by selecting Video Guard Tour > Pause Video Guard Tour from
the menu bar or clicking the () button in the toolbar.

Video Guard Tour | View Tools Hel
i
@ Select Video Guard Tour...

Close Video Guard Tour

o Paus, Video Guard Tour

Video Guard Toul

HName

You can resume a video guard tour by selecting Video Guard Tour > Start Video Guard Tour from
the menu bar or clicking the & button in the toolbar.

File Video Guard Tour | Wiew Tools Hel

=] [T
HE
e Select Video Guard Tour. ..
Navigation
@ Close Video Guard Tour

Video Guard Toul
Q Start Video Guard Tour

Hame
1§ Commuter Terminal. View n —

You can close a video guard tour by selecting Video Guard Tour > Close Video Guard Tour from the
menu bar or clicking the button in the toolbar.

Video Guard Tour | VMiew Tools  Help

e Select Video Guard Taur, .,

@ Close Vidgq Guard Tour

Video Guard Tou
o Start Video Guard Tour

Name

Creating a New Video Guard Tour

To create a new video guard tour:

Step1  Switch the Video Management Console to Video Guard Tour mode by selecting View > Video Guard
Tour from the menu bar.

File  Matrix View View | Tools  Help

a7 ﬁ ” # ﬂ IE g Toolbar Options v

Home {Root Zone)

@ Back to Previous
Monitoring Hierarchy o o
] Airpart
=3 é J Arizona @ MNavigation Pane
QL PO Comuter Terminal D Enter Recorded Yidea Made
@ J Perimeter Horth 0 Viden Guard Tour

(i @ []| Perimeter West

=T [Eh=

Step2  Select a monitoring zone or area for which you want to create a video guard tour in the Navigation Pane.

Step3  Select Video Guard Tour > Manage Video Guard Tour from the menu bar or click the 7 button in
the toolbar.
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Video Guard Tour | View Tools Hel

|E Manage Video Guard Tour...
e ‘lﬁilect Video Guard Taur,.,
L7

)

Mavigation

Monitoring Hiera

B o [=:Pe

The Manage Video Guard Tours window appears.

ﬁ Manage Video Guard Tours (Commuter Terminal)
Video Guard Tour Management

Add, Edit, DeleteVideo Guard Tours

Commuter Terminal Tour 1 13

Delete |

record 10f 2 |l le d
‘_J‘_J‘_J ECor o aaad ‘_J ose lj

Step4  Click Add to create a new video guard tour.

The Add Video Guard Tour window appears.

5 Add Video Guard Tour: B %
Tour Name: |Ccmmuber Terminal. Tour-Mew |
Monitoring Scope: |Commuber Terminal |
Description:

Lescrip -
e

(9 Commuter Terminal. Vie...

Down |
Remaove |

oK | Cancel 4

Step5  Enter a name for the video guard tour in the Tour Name field.
Step6  Enter information about the video guard tour in the Description field.
Step7  Click Add to select existing video matrix views to add to the video guard tour.

The Select Video Matrix View window appears.

Using Cisco Physical Security Operations Manager
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Step 8

Step 9

Step 10

m Video Matrix View _ m

Selected Video Matrix View: |% Public View |
Name Description pin)
Commuter Terminal, View 14
Commuter Terminal, Vieve-Tour 16
CT-First Floor, View-1 5
il lul] ] mecord 1o+ L |
Cancel |.i
E|

Select the public video matrix views that should be part of this video guard tour and click OK.

The Add Video Guard Tour window reappears with your selected video matrix views.

~

Note  You can move a video matrix view up or down in the video guard tour using the Up and Down

buttons. You can remove a video matrix view from the tour by selecting it and clicking Remove.

Enter the number of seconds that should elapse before the video guard tour displays a new video matrix
view in the Interval field.

Click OK to save the video guard tour.

Editing or Removing a Video Guard Tour

You can edit or remove a video guard tour from the Manage Video Guard Tours window which is
displayed when you select Video Guard Tour > Manage Video Guard Tour from the menu bar or click
the # button in the toolbar.

To edit a video guard tour, select it and click Edit.

Commuter Terminal. Tour-Mew|

Tour Name:

Monitoring Scope: | Commuter Terminal
Description:
d
= You can modify the interval at which
© 1.._/ the video changes during the tour.
[ Commuter Terminal.Vie... 6 5d Up

Down
Remove

Cancel 4

To remove a video guard tour, select it and click Delete.
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Launching EZ-Track from Live Video
When viewing live video in the Video Management Console, you can click the EZ-Track icon in the
toolbar to launch EZ-Track.

You can also right-click the pane for a video camera feed and select EZ-Track or
EZ-Track (Backward).

Bt X Remave Video
= ';q (31 Lock video
S = [H| Singe video view

~ [®M FTZ Control

= @ snapshat

& Ez-Tragk
= E =
o @ EZ-Track (Backward)

Viewing Video in Multiple Video View Windows

You can open up to eight different Video View Windows to show video matrix views or video guard
tours. Select File > New View Window or click the 7= icon in the toolbar.

-

fle | Makrix Wiew

I"'_'ﬂ I

Logaoff

i,

‘7 Preferences

Mew Yideo Yiew Window, ..

2B

Exit

A new Video View window appears that you can use to view any video matrix view or video guard tour.

You can access all Video View windows from the main Video Management Console’s File menu.

Using Cisco Physical Security Operations Manager
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CHAPTER

Following Suspects with EZ-Track

This chapter describes how to use EZ-Track to:

e Follow suspects between adjacent camera views

e View multiple live and recorded camera views simultaneously

e Stitch together video from different cameras to create a record of a suspect’s movements

e Generate and print reports including comprehensive details for an EZ-Track pursuit
This chapter includes these topics:

e Overview, page 5-1

e Launching EZ-Track, page 5-4

e What You Can Do from the EZ-Track Window, page 5-6

e Tracking Suspects Backwards with EZ-Track (Backward), page 5-10

e Creating Composite Video Tracking Records with Track Link, page 5-10

e Restarting Tracking in the Track Link Pane, page 5-12

e Managing Composite Video Tracking Records with the Track Report Manager, page 5-14

e Playing Back Recorded Video for a Tracking Record, page 5-15

Overview

Each camera in your physical security environment has a field of view based on the camera angle, how
far it can capture images clearly, and its peripheral view. For example, the yellow highlights in the map
view shown below indicate the field of view of the various cameras in the environment.

Yellow highlights on the map show
each camera’s field of vision.

Using Cisco Physical Security Operations Manager
| oL-24235-01 .m



Chapter5 Following Suspects with EZ-Track |

W Overview

When PSOM is configured with this information, EZ-Track can locate adjacent camera views for any
video camera, display them in a directional grid, and enable you to traverse between these views with
simple point-and-click. You do not need to know any sensor names, or where camera sensors are
geographically located—EZ-Track takes all the guesswork out of it.

Moves UP to the next camera view.

Moves UP-LEFT to the Moves UP-RIGHT to
next camera view. the next camera view.

Moves RIGHT to the
next camera view.

Moves LEFT to the next
camera view.

Moves DOWN-LEFT to o Moves DOWN-RIGHT
the next camera view. to the next camera view.

Moves DOWN to the next camera view.

If there is not an available adjacent camera for a direction on the grid, that arrow icon is grey colored
) . Available camera views are indicated using green arrow icons £J.

When you click on a green arrow in the direction grid, the Track Video Pane appears showing potential
camera views for that adjacent direction. The camera with the shortest walking distance from the base
camera is displayed at the top, and the camera the furthest from the base camera is displayed at the
bottom. The screen below shows what happened when the Right arrow button was clicked: three different
camera views show the view to the right of the “base” camera view.
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This camera is
the shortest
walking distance
to the RIGHT of
the base camera.

)

The “base”
camera view.

This camera is

the furthest

o walking distance
[ A\ T2E-secondFlaa, . to the RIGHT of

) Terminal 2 west (0 the base camera.

n . &) Undesingated Zone (0}
i

Now if the bottom arrow button is clicked, a new set of camera views appears in the Track Video Pane,
and the pane moves to the bottom of the EZ-Track window.

alnla

e R

Stark:  1/11/2
Irnage: |

Track Yideo/
B [Live]: PxP- — Cameras PXP-109, PXF-84 and
e | PXF-69 have the best view

i ] DOWN from the “base” camera.

You can watch all videos in the Track Video Pane concurrently to see which one will catch the suspect’s
movements. When the suspect moves into an adjacent camera view, click the title bar for the adjacent
camera in the Track Video Pane to make this camera the new “base” camera.

Using Cisco Physical Security Operations Manager
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Click the title bar of a camera in the
Track Video Pane to make it the new
“base” camera.

The selected camera view becomes the “base” camera, and EZ-Track re-configures the directional grid
to show adjacent cameras for the new “base” camera. A new tracking record will be taken automatically
and added to the Track Link Pane. The Track Link Pane is used to create a track link or composite video
tracking record of a suspect’s movements. A tracking record contains a snapshot of video with a
timestamp and information about the camera sensor that recorded the video.

Q | 3

[ i) TZE-FirstFloorMain (0}
(@) T2E-ParkingPad (0}
[ ) T2E-Second Ped... (0}

Launching EZ-Track

PEP-111

Mame: PxP-111
Skart:  1/11/2010 12:06:15...
Irnage:

Yideo 2 =
Mame: PXP-116
Skart:  1/11f2010 12:10:07..,
Image: e

_ Record1of2 aa_’ 2|

The Track Link Pane contains tracking
records that capture the movements of a
suspect across different camera views.

A tracking record has a snapshot of
video, a timestamp, and information
about the camera sensor that recorded
the video.

There are several ways to launch EZ-Track when you want to start tracking a suspect across multiple

camera views:

¢ Right-click a camera icon on any PSOM map, and select EZ-Track from the pop-up menu.

! b
ﬁ' Wiew Live Video
ﬁ Wiew Recorded Video

| EZ-Track

j} Create L&r Alert

¢ Select a camera icon in the Map Pane and click the EZ Track icon g in the Operation Console

toolbar.

Using Cisco Physical Security Operations Manager
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Launching EZ-Track W
¢ From the Live Video Viewer or Recorded Video Viewer windows, click the
EZ-Track button . See the “Viewing Video from a Video Camera Sensor” section on page 4-2 to
find out how to view live or recorded video.
3 Live Video Viewer 3 Recorded Video Viewer
[ [Live]: PXP-108 [} [Recorded]: PXF-277
EHl Live Video
SnapShot
B Exort video
28] Hide Task Pane
@ EZ-Track (Backward)
e Create Alert
Close
e From the Video portion of an Alert Details window, click Track Forward in the toolbar.
Dludo  Llno  Elreportng
N & @.n A
%) et @) 5|2 = O O i!
Close  Acknowledge Close | False Escalate | Video Videa Track Track | Live Video Stop Video | Video
1 Alert | Alarm To Snapshot  Alert i Forward ackward Snapshot
Alert Status Live Video Recorded Video Action
Type: Forced Entry atInput % Severity: @ High 1] open
Occur Time:  03/19/2009 16:59:49 Location:  CT First Floor (PXT1G11C)
Door Forced Open Alert %] @ Audible by CP3, Call Harbor Police. %]
| |
Assigned To:  Administrator (Escalated-Alert Closeable)
Assigned By: Administrator (03/19/2009 17:01:31)
&
@
@
@
®
®
[}
®
Information
Audit Trai
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What You Can Do from the EZ-Track Window

From the EZ-Track window, you can:
e Point-and-click to traverse adjacent camera views.
e Open the Track Link Pane to store tracking records for this pursuit.
e View the camera sensor’s location on a PSOM map.
e Locate a camera sensor manually (for example, if it has been moved since PSOM was configured).
e Take a snapshot image from current live video and save it as an image file.
e Update a snapshot tracking record in the Track Link Pane with a better image.
e Control a PTZ camera to change its field of view.

Table 5-1 shows the icons in the EZ-Track window and explains their use.

Table 5-1 Icons Displayed in the EZ-Track Window
Icon Click this icon to...
=3 View the location of the camera sensor on the EZ-Track Map. The EZ-Track Map also

shows the movements of the suspect with a blue line that mirrors the tracking records in the
Track Link Pane. See the “Viewing the Location of a Camera Sensor on the Map” section on
page 5-6.

= Manually select a camera sensor by browsing; for example, if a camera sensor has been
moved and is not depicted correctly using EZ-Track’s automated grid. See the “Browsing to
Select a Camera Sensor” section on page 5-7.

Open the Track Link window to begin storing tracking records for this EZ-Track pursuit. See
the “Creating Composite Video Tracking Records with Track Link” section on page 5-10.

=

EJ Take a snapshot of the current video and save it as an image file or print it. See the “Taking
5 Snapshots of Video and Updating Tracking Records with New Snapshots” section on
page 5-8.

: @ Replace a tracking record in the Track Link pane with a new snapshot, or create a new
5 tracking record with the snapshot. See the “Taking Snapshots of Video and Updating
Tracking Records with New Snapshots” section on page 5-8.

@ Control a PTZ camera to change its field of view. This option only appears when EZ-Track
is displaying live video. It opens a PTZ control you can use to change the camera’s focus.
See the “Controlling PTZ Cameras from the EZ-Track Window” section on page 5-9.

Switches the EZ-Track window to display a live video feed from the selected camera sensor
| . ) . X ) . ) .
! without interruption. This option only appears when you are viewing recorded video with
EZ-Track. This does not affect the Track Link Pane.

= Opens a Live Video window to display a live video feed from the selected camera sensor,
i while maintaining the recorded video mode in the EZ-Track window. This option only
appears when you are viewing recorded video with EZ-Track.

Viewing the Location of a Camera Sensor on the Map

When monitoring a camera view from the EZ-Track window, you can click the Map icon & to view the
camera sensor’s location on the EZ-Track Map.
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The map is displayed in a separate window, and the camera sensor pulses blue.

(£ ezt ()=

PO

Q

o

Browsing to Select a Camera Sensor

If you know the camera sensor whose video you want to view, but it does not appear automatically in
EZ-Track, you can select it manually. This could happen if the current camera view has been moved by
PTZ control which breaks the topology configured in PSOM.

To browse and select a camera sensor:

Step 1 Click the Camera Browser icon &/ in the EZ-Track window.

The Select a camera window appears.

From Area:
Sensor:
To Area: T2E-SecondFloorMain @J
Sensor:  |(EMPYP-105 Click the Map icon to select the
(S0 <one> camera from the PSOM map...
[EH Pyp-118
N PF-67 a I ...Or select the sensor name from the

|
Sensor pull-down menu.
PYF-81

PuF-32 ~]
\

oo |
ail|

Step2  Select the camera you want to view in one of these ways:

e Select the sensor name from the Sensor pull-down menu. In this case, you can access a snapshot
rather than full video.

¢ Click the Map icon || and select the sensor from the map. If you choose this option, a window
opens displaying the PSOM map. Select the camera sensor’s icon on the map and click OK.

Using Cisco Physical Security Operations Manager
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gg 'T:::::: FY EZ-Track Navigator (>>) - PXP-108 FJ Select Sensor - T2E-SecondFloorMain (From PXP-108)

b=l

|Go ToTZE-Sech(IFIUorConwusé

FJ Camera Browser - Select a camera
From Area:

Sensor:

To Area: T2E-SecondFloorMain

Sensor: EW PXP-108

1 ;
v\*‘l 3
SIOTHE et |
el '. i
A 4‘/} b
s =

—
oK | Cancel Iﬂ

!/
Click the camera sensor’s icon on the
map to select it, and then click OK.

Taking Snapshots of Video and Updating Tracking Records with New
Snapshots

You can take a snapshot of video from the EZ-Track window and store it as an image file or print it. You
can also update the snapshot in an existing tracking record, or use a snapshot to create a new tracking
record in the Track Link Pane.

To take a snapshot of video from the EZ-Track window:

Step1  Click the Snapshot icon @] in the EZ-Track window.

The Captured Video Image window appears.

¥ Captured Video Image L=l

Sensor: PXP-108 (ID: 4; Time: 05/07/2009 16:31:45)
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Step2  Click Print to print the image, or Save As to save it as an image file.

To update a tracking record in the Track Link pane with another snapshot:

Step1  Click the Update Snapshot icon @] in the EZ-Track window.
A prompt appears:

\?/ Do you want to add a new tracking record? Click [Mo] to update image only)

fes J i 1o | | cancel _]

Step2  Click No to replace the existing snapshot image in the selected tracking record. Click Yes to create a new
tracking record in the Track Link Pane.

Controlling PTZ Cameras from the EZ-Track Window

When you’re viewing a PTZ camera feed in the EZ-Track window and you want to adjust its field of
vision, you can click the PTZ Control icon & . A PTZ Control window appears.

of] o = Jo

] E2-Track Navigator (=) - PXE-10) dd
BRI ETET © ‘
o | © @
|| e Q
n - Q20
—_—— °
Q|| © (22X
2]
&
‘M

See the “Controlling PTZ Cameras” section on page 4-11 for information about using the PTZ Control
window.

If you change the angle/direction of the PTZ camera, EZ-Track will not be able to accurately display
adjacent camera views. You will need to return it to its normal “home” position, or wait N seconds for
EZ-Track to restore its camera angle to the default.

Controlling Playback for Recorded Video in EZ-Track

If you are viewing recorded video in EZ-Track, you have several options for controlling the video
playback. Navigational controls for the video appear within the video frame to allow you to fast forward,
rewind, pause, and stop the video.

Using Cisco Physical Security Operations Manager
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@hE‘ﬂ|@||@
o

o]

Select the date/time to begin viewing the recorded video.

Pause the recorded video.

Stop the video playback.

Fast forward the recorded video.
Rewind the recorded video.

Time: 09/08/2006 14:18:40 (1X) @

e ) )

Tracking Suspects Backwards with EZ-Track (Backward)

Using EZ-Track (Backward), you can play recorded videos backwards, even after navigating into other
cameras.

You access EZ-Track (Backward) the same way as accessing EZ-Track except you click the EZ-Track
(Backward) button |3 ; see the “Launching EZ-Track” section on page 5-4.

EZ-Track (Backward) is distinguished by the << arrows that appear in the title bar of the EZ-Track
Navigator and Track Link - Add windows.

The << arrows in the title bar indicate that EZ-Track is in
Backward mode.

Time: 09/08/2006 14:21:45 (1X) °

) o o

Creating Composite Video Tracking Records with Track Link

You can stitch together video clips and snapshots from various cameras to create a composite video
tracking record, or track link, that shows the movements of a suspect. You can play back recorded video
that is actually taken from several different cameras. You can also generate a hardcopy report of a track
link later for reporting purposes. Each time you change camera views in EZ-Track, a new tracking record
is added to the Track Link Pane. A tracking record contains a snapshot of video with a timestamp and
information about the camera sensor that recorded the video.

To use Track Link, open the Track Link Pane by clicking the Track Link icon |s2| in the EZ-Track
window. The Track Link Pane appears.

Using Cisco Physical Security Operations Manager
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Creating Composite Video Tracking Records with Track Link 1l

Click the Track Link button.

R AdH () ——The Track Link pane opens.
1EICTEIED

PeP-111

u

Mame: PRP-111
Skart:  1/11/2010 12:06:15...
Image: 4

Video 2 % |
Mame: PXP-116
Start:  1/11/2010 12:10:07. .,

- ) TZEFirstFloorkain (0}
- () T2E-ParkingPod
[ i) T2E-Second P

[ ) T2E-SecondFloo.
b g ) Terminal 2 West
= 2P o Undesingated Zone (0}

h Record 1 of 2 MM alld

The Track Link Pane will open automatically if you change the base camera view to an adjacent camera;
in this case, the original base camera view is added as a tracking record to the Track Link Pane.

Additionally, if you launch EZ-Track from live video, the first video frame is automatically added as a
tracking record to the Track Link Pane.

The bottom of the Track Link Pane shows how many tracking records are currently part of this EZ-Track
pursuit, and lets you navigate between records using the forward and back buttons.

There are several icons in the Track Link Pane, and Table 5-2 explains their purpose.

Table 5-2 Icons in the Track Link Pane

Click this icon to...

Restart tracking from the selected video in the Track Link Pane. This is useful in cases where
the suspect is lost; you can return to a previous video in the Track Link Pane where you last
saw the suspect, and retrace his movements from there.

Save the video and snapshots in the Track Link Pane as a track link that can be accessed later
| = for review in the Track Report Manager. Once the report has been saved, this icon enables
the tracking record to be Saved As a different file.

[ "'F.: Identify the map location of the camera sensor associated with the selected record in the
; Track Link Pane.

i E Refresh the records in the Track Link Pane to display current information.

| ﬁ_ Close the Track Link Pane.
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I Restarting Tracking in the Track Link Pane

Restarting Tracking in the Track Link Pane

If you lose the suspect somehow during an EZ-Track pursuit, you can retrace your steps from the last

known video record in the Track Link Pane. To do so, select the tracking record in the Track Link Pane

where you last saw the suspect, and click the Restart Tracking icon Q]

The EZ-Track window now displays video from the selected tracking record as its “base” camera view,
and all records after the selected tracking record are removed from the Track Link Pane. As you retrace

the suspect’s steps, new tracking records are stored to the Track Link Pane to capture the revised

EZ-Track pursuit.

The Track Link Pane -
initially shows two
tracking records.

The first tracking
record is selected,
and the Restart
Tracking icon is
clicked...

Track Link - Add (>>) %
FECED

PXP-108

Mame: PXP-108
Start:  09/08/2006 14:17:

Video 2 l
Mame: PXP-109
Start: 09/08/2006 14:26:52
Image:

H

Record 10f 2 (gL

Now the Track Link —
Pane only shows
tracking records up
until the selected
tracking record.

PXP-108

Mame: PXP-108
Start:  09/08/2005
Image:

Record 10f 1

Saving the Composite Video Tracking Record

Step 1

You can save the records in the Track Link Pane as a track link in the PSOM database that can be

reviewed later from the Track Report Manager.

To save a track link:

Click the Save icon in the Track Link Pane.

Using Cisco Physical Security Operations Manager
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Restarting Tracking in the Track Link Pane

[ 1rack Link - Add (>>) __ |

. Click the Save icon in
the Track Link Pane.

PXP-108

Name: PX¥P-108

Start: 09/08/2006 14:17:19
Image: -

bl Bl Record 1of 1 (L LU

Step 2

In the Save Track Link window that appears, enter a name and description of the track link and click OK
mu‘:'fr

o =
Link Name: =7 Track-090507 182359

Enter a name for the track link.
Description: ||

Enter a description of the track link.

Viewing the Map Location for the Current Camera Sensor

When a tracking record is selected in the Track Link Pane, you can click the Map icon g to view the
camera sensor’s location on the EZ-Track Map. The map is displayed in a separate window, and the
camera sensor pulses blue.

| oL-24235-01
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M Managing Composite Video Tracking Records with the Track Report Manager

Click the Go To Map icon

in the Track Link Pane. The location of the

camera sensor pulses

Adt blue on the map.
QdJJJJ |J|J FIE ! E]CY
H PXP-108
— -f"' ‘1N d

Mame: PXP-108
Start: 09/08/2006 14:17:19

p & | XA
WF-gq B
€] © ]
n e
g T &l ]
° | 1l
Time: 09/08/2006 14:38:37 (1) ® i
g o o | Table View

Refreshing the Track Link Pane

You can refresh the records in the Track Link Pane to display current information. To do so, click the
Refresh icon 4.

Managing Composite Video Tracking Records with the Track
Report Manager

The Track Report Manager lets you review and edit EZ-Track track links.

To open Track Report Manager, click the EZ Track Report icon in the Operation Console toolbar.

]EI|E Monitaring  Extensions  Wew Tools  Help

A EEE EEESNDE] EEEIEOE=E F S

Navigation (BB Intelligent Physical Security Managem:
] Monitoring Hierarchy o Monitoring: Airport >> Terminal 2 East »>

MARSEC 3 ! ( E2-Track Report il il

Manage EZ-Track Reports 3rogress

When Track Report Manager opens, it displays a list of track links. When a track link is selected from

the list, a Track Link Pane appears along the right side of the window showing the saved tracking records.

You can select a tracking record from the Track Link Pane, and then click one of the displayed icons to
perform further action, as described in the Table 5-3.

Table 5-3 Icons in the Track Link Pane of the Track Report Manager
Icon Click this icon to...
[e] Playback recorded video for the selected tracking record using the video control located
at the bottom of the Track Report Manager.
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Table 5-3 Icons in the Track Link Pane of the Track Report Manager (continued)
Icon Click this icon to...
= Print or export the selected track link as a standard report. The printable report includes

header information about the track link, as well as each tracking record’s snapshot
image, timestamp, sensor name, and mini-map.

[T Identify the map location of the camera sensor associated with the selected tracking
record in the Track Report Manager.

Playing Back Recorded Video for a Tracking Record

For any tracking record in the Track Link Pane, you can play recorded video from the time frame that
the snapshot was captured.

To display the recorded video, click the Recorded Video icon ] in the Track Link Pane. The Recorded
Video Pane displays the associated video for the selected tracking record.

Using the icons in the Recorded Video Pane, you can perform actions as described in Table 5-4.

Table 5-4 Icons in the Recorded Video Pane of the Track Report Manager

Icon Click this icon to...

& Select the start time at which to begin playing recorded video from this camera sensor.
& Play the recorded video.

Pause the recorded video.

) Stop the recorded video.

Fast forward the recorded video.

Rewind the recorded video.

Go to the next sensor.

Go to the previous sensor.

Q0

View a live video feed from this camera sensor in a separate window.

Take a snapshot image from the recorded video to save as an image file or print.

Export video.

Launch EZ-Track to resume following a suspect across camera views.
Launch EZ-Track (Backward).

B e

Printing or Exporting a Composite Video Tracking Record

You can print or export the selected track link as a standard report. The printable report includes header
information about the track link, as well as each tracking record’s snapshot image, timestamp, sensor
name, and mini-map.

The following sample shows a print preview window for a PSOM Track Link Report.
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M Playing Back Recorded Video for a Tracking Record

x
Ele View Background 3
[
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Track Link Report - 1D: 13 o

ekl B2
o st Tk e Tt

R Toaes i vatan T

e 1 oo nan

i s
P rroxvER

-
Zoom Factor: 56%

]
Page 1of 3

To print or export a report, use one of these methods:

¢ Click the Print/Export icon @_J in the Track Link Pane.

 TrackLink [FZ-Tradq (>3) @ % |

| |@) =l

Print...

PXP-108

Print Preview...
Mame; |

Start: Export To... b

¢ Select the track link in the list, right-click and select Report... from the pop-up menu. This presents

three more choices:
— Print—Prints the report out.
— Print Preview—Shows a preview of the printed report in a separate window.

- Export To...—Exports the report information to a variety of formats, including PDF, Image,
Text, HTML and MHT.

Using Cisco Physical Security Operations Manager
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Identifying the Map Location of a Camera Sensor

You can identify the map location of the camera sensor associated with the selected tracking record in
the Track Report Manager. When you click the Map icon ,@ in the Track Report Manager, you see
the Map Pane at the bottom of the window which displays the map location of the associated camera
Sensor.

The Map Pane displays the location of the currently selected camera sensor, as well as other sensors that
provide tracking records for the track link. A blue line connects all sensors together to show the suspect’s
path.

The Map icon | gj at the top right corner of the Map Pane launches a resizable map viewer which more
clearly shows the information presented by the Map Pane.

Editing Tracking Records in the Track Report Manager

If you want to modify the tracking records in the track link, you can select it from the list, right-click
and choose Edit Track Link from the pop-up menu.

Description Create Time Create User UpdateTi.. Update.. ID +
o
v @ " " 3 pelete rrack e atr A | | ]
=2 Edit Track Link To edit a track link, select it in
(2 EZ%rack From Link the list, right-click and select
fa Repart... 3 Edit Track Link.

This launches the Track Link Pane in “edit” mode.

Oelnde |

PXF-82

]
Mame: PXF-32
:  09,/08/2006 14:28:13

Video 2 ul
Mame: PXP-108
Start: 09/08/2006 14:29:07

Image:

Record 1of 10 (W |l

From the “edit” mode, you have some of the same functionality as the regular mode, but you can also
delete tracking records and change the name of the track link.

| oL-24235-01

Using Cisco Physical Security Operations Manager g



Chapter5 Following Suspects with EZ-Track |

M Playing Back Recorded Video for a Tracking Record

Table 5-5 Icons in the “Edit” Track Link Pane of the Track Report Manager
Icon Click this icon to...
[e] Playback recorded video for the selected tracking record using the video control located at

the bottom of the Track Report Manager.

-I Save the changes you’ve made to the track link.

: ﬂ Delete a tracking record from the track link.
| E,]J Rename the track link in the Track Report Manager.
5 | Close the “Edit” Track Link Pane.

Deleting Tracking Records in the Track Report Manager

If you want to remove a track link from Track Report Manager, select it from the list, right-click and
choose Delete Track Link from the pop-up menu. This will remove the entire EZ-Track pursuit.

Hame Description Create Time Create User Update Ti.. Update.. ID
3 R 1 v o370 - s WA ||
36 Delete Track Link To delete an entire EZ-Track
=8 Edit T8 Link | pursuit, select it in the list,
| EzTrack From Link right-click and select Delete
I.L'ﬂ Report... 3 Track Link.

Continue Tracking a Track Link with EZ-Track

You can resume tracking a track link from the Track Link Manager. To do so, select the track link in
the list, right-click and choose EZ-Track From Link from the pop-up menu.

Hame Description Create Time Create User Update Ti.. Update.. ID
ol et ) [ R I (/S IR e To resume tracking a suspect
e Delete Troxk ik with an existing track link,

=8 Edit Track Link select it from the list,

right-click and select
71 Reportlg v EZ-Track From Link.

This launches EZ-Track with the track link’s tracking records available for continued EZ-Track pursuit.
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CHAPTER

Acknowledging, Closing and Auditing Alerts

This chapter describes how to manage and audit alerts, including how to:

Understand the different alert statuses

Acknowledge and close alerts individually and in batches

Mark an alert as a false alert

Understand the impact to PSOM of changing or closing alerts in the external access control system

Audit alerts to assess response quality and timeliness

This chapter includes these topics:

Understanding Alert Statuses, page 6-1

Acknowledging Open Alerts, page 6-2

Closing Alerts, page 6-5

Deleting Alerts, page 6-7

Marking an Alert as a False Alert, page 6-7

How Alert Status is Affected by External Security Systems, page 6-8
Viewing all Alerts in the PSOM Alert Manager Window, page 6-9
Viewing Acknowledged Alerts, page 6-11

Viewing Popup Alert Notifications, page 6-12

Previewing Alert Details in the PSOM Alert Manager Window, page 6-15
Auditing Alerts, page 6-16

Understanding Alert Statuses

There are four different statuses that can be applied to alerts:

Open—Applied by default when an alert is created, this status means the alert has not yet been
reviewed or resolved.

Acked—This status means that an operator or manager has reviewed the alert, and perhaps taken
some action to resolve the alert.

Closed—This status means that an alert has been resolved, and it no longer needs to be acted upon.

Deleted—This status means the alert has been removed from PSOM.
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M Acknowledging Open Alerts

Acknowledging Open Alerts

Once you have reviewed and investigated an open alert, you can change the alert’s status to Acked
(acknowledged). When the alert’s status changes, it is no longer displayed in the list of active alerts
within the Alert List Pane. This is because the Alert List Pane only displays open alerts for the
monitoring area under review.

You can change an alert’s status in these places:
e Alert List pane
e Alert Details window
e PSOM Alert Manager window

To change an alert’s status to acknowledged from the Alert List Pane:

Step1  Locate the alert in the Alert List Pane of the Operation Console.

Step2  Click the “Open” value in the Status column for the alert row. A dialog box prompts you to confirm the
change in status for the alert.

Click the “Open” value in the Alert List Pane

for the alert you want to acknowledge. Click Yes to change the status to

acknowledged (Ackd).

AT imex: i;u.r;r'_—:LIJm 819
A Y. dministrator D R 818
@.. H . \_:.:/ Do you want to acknowleZ~Z alert (ID: 520)7 ||dministrator D _1 E{;‘ 808
@ 1. dministrator D B E{;‘ 807
@ 1. |N_.|o— dministrator D B E{;‘ 806
A Y. ministrator D B '{;\' 801
A .. (1l 54 Do... DoorOpen.. CT.. —1PXT..3/20.. Administrator §8 |1 @ 800

Step3  Click Yes to update the status to acknowledged.

~

Note  You can update multiple alerts at once by holding down the CTRL key to select additional alerts.
You can also use the SHIFT key to select a range of alerts, and then right-click and select
Acknowledge Alert from the right-click menu.

You can also select the alert(s) you want to acknowledge in the Alert List Pane, and then click the
Acknowledge button | ¥| in the Operation Console toolbar.

To change an alert’s status to acknowledged from the Alert Details window:

Step 1 Locate the alert either in the Map View Pane or Alert List Pane and click to open the Alert Details
window.

v
Step2  Click the Acknowledge button ,dmmldge in the toolbar.
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Acknowledging Open Alerts

@Raspnnse ‘wtorkflow B|Rreporting

A e
i Y 7
B & » =]
Close | False Escalate | Sevoer _ Locate It Show Tracking | Investigate

Alert | Alarm Ta Commands

Alert Skatus Actian

= Click the Acknowledge
Type: Forced Entry at Input % Severity A Medium H Open button to change the alert’s
Occur Time: 0z Location: T First Floor (PXT1G11C) status to Ackd.
Faorced Entry at Input PRCTGL1C ad @ Au‘t_jib\e by CP3, Call Harbor ad
a Paolice. d‘
AssignedTo:  administrator (Escalated-Viewed) Response:
Assigned By Adrninistrator (11/6/2009 5:03:04 PM) {ﬁ Show Response Workflow
HirschVelociy Event J The Last # of Access Atkempts | [E] Access Atternpts Within Time specified " @Map
Referen... Referen... Access. Badge I.. Access.. Access Organiz
ra— ... |Forced Entry at Inp... 0 500 Alari
; AlarmMame Forced Entry at Inp... 674815 Access G, 11/6/z00... 1002441 2000 twtashingt... Proximex ...
AlarmID 57376
Moke EventID 5001
DoorMame PRT1GL1C
‘ : address Y101.01.30.001.01....
Mame
User_Image a
System
e e o LastDoorAccess  1116/2009 5:02:44 PM
2lla
K

Step3  Click OK or Apply to save your changes to the alert’s status.

To change an alert’s status to acknowledged from the Alert Manager window:

Step 1 Click the Alert Manager button 17 in the Operation Console toolbar. You can also click Start >
All Programs > Cisco Physical Security Operations Manager 5.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Step2  Click the Open value in the Status column for the alert row. From the popup menu that appears, click

Yes.
i =
% Drag a column header here to group by that column Clle Yes to change the status
Al Alerts S Des.. Loca.. .. - 0. -/ to acknowledged (Ackd).
% _A . g Forced Entry a... Forc,..
: BaA .. . A% DOTLatInput  DOT... Unde... WA W R e
) Sirar plorte A . A% DOTLatInput  DOT... Unde... LA R e
Click the Open value and = ‘ OOEEE
click Yes in the popup menu. [ |A .. vl W
__oCu Q j 3 @ e
NO-. Bl I ILIL I
HA .. MBI
Ba- | B0 leg
i il () record zemorZs ] d
L\EJ Pagelofl, << < 1 = >>
|Status Ear ” PowsRes 87 % PROXIMEX |E5 N RE]

Step3  Click Yes to update the alert’s status to acknowledged.
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W Acknowledging Open Alerts

>
Note  You can update multiple alerts at once by holding down the CTRL key to select additional alerts.

You can also use the SHIFT key to select a range of alerts, and then click the Acknowledge
button | ¥| in the toolbar, or right-click and select Acknowledge Alert from the right-click

menu.
Severity % Type Status Descripti
A Medium % Record... H Open Recorded
A\ Medium LXI Recorde... (1] Open Recorded \
A\ Medium LXI Recorde... (1] Open Recorded \

”E ﬂ Acknowledge Alert
Y SE % Your Nati
= J Close Alert
A Medium h S Current}
A Medium h S :ﬂ Severe W
A Medium 5 se 1] Video: Yo

Acknowledging Alerts that You do not Own

If you do not own an alert you are trying to acknowledge, this prompt appears.

“_?/ ‘fou do not currently own this alert. ‘MixedGroup' does. Would you like to own it now?

Click Yes to assume ownership of this alert.

Acknowledging Alerts that Have not Been Viewed, or Have Outstanding Tasks

If you attempt to acknowledge an alert that has not yet been viewed, or that has tasks still to be
completed, you will see the following prompt.

“_?/ Alert (ID: 30) should not be acknowledged before it is viewed once or its tasks are completed! Do you still want to do it?

Click Yes if you still want to acknowledge this alert.

Acknowledging Multiple Alerts at a Time

If you attempt to acknowledge multiple alerts at a time, and one or more of those alerts has not been
viewed, or has tasks still to be completed, you will see the following prompt.
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Closing Alerts

\:.:,} Some alerts should not be dosed before they are viewed once or their tasks are completed! Do you still want to do it?

Click Yes if you still want to acknowledge these alerts.

Closing Alerts

After you have taken appropriate actions to resolve an alert, you can change the alert’s status to Closed.

~

Note  If you attempt to close alerts that have not been viewed or acknowledged, or still have outstanding tasks
to be complete, you will receive warning prompts. See the “Acknowledging Alerts that You do not Own”
section on page 6-4, “Acknowledging Alerts that Have not Been Viewed, or Have Outstanding Tasks”
section on page 6-4, and “Acknowledging Multiple Alerts at a Time” section on page 6-4.

You can change an alert’s status in these places:
e Alert List pane
e Alert Details window
e Alert Manager window

To change an alert’s status to closed from the Alert List Pane:

Note  Normally you will change the status of open alerts to acknowledged before they are closed.

Step 1 Locate the alert in the Alert List Pane of the Operation Console.
Step2  Right-click the row for the alert and select Close Alert.

Right-click the alert row in the Alert List Pane and Click Yes to change the status
select Close Alert from the menu. to Closed

Severity F Type Status Description Location .. Sensor/ Occur Ti..

A\ Medium | | Record.. [!] Open Recorded Video Al.. CTFirst.. 1 PXF-27/ 09/08/2..

A\ Medium All Recorde... ﬁ Cpen Recorded Video Alert | CT First ... 1 P¥F-2¢/. 010120,

A\ Medium Al Recorde... ﬁ Open Recorded Video Alert |[VPRSEAVEIRS i,l_r'_f:l"‘_"" I
| el e ey |

A Medium || ] Acknowledge Alert Severe Weather Al ‘-?/ Do you w/ 1t to dose alert (ID: 817)?

A Medium J se Alert Video: Your 3-Day |
A Medium g Your National Fore,
Medi C t Weather ..
A Medium (4] view Alert Detail... urrent Weather
A Medinm S — Severe Weather Al llnknown 1 Connec... N&/37/7..

Step3  Click Yes to update the status to closed.
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M Closing Alerts

Step 1

Step 2

Step 3

Step 1

Step 2

~

Note  Youcan update multiple alerts at once by holding down the CTRL key to select additional alerts.
You can also use the SHIFT key to select a range of alerts, and then click the Close button _]

in the toolbar or right-click and select Close Alert from the right-click menu.

To change an alert’s status to closed from the Alert Details window:

Locate the alert either in the Map View Pane or Alert List Pane and click to open the Alert Details
window. ]

Click the Close Alert button <=

Aert

in the toolbar.

Click the Close Alert button to change the alert’s status to closed.

R

ﬁ Harne

E\ﬁdeo S|Reparting
2 e v AW BP9
Qk Close | Acknowledgell Close W False  Escalate Sensor Locate It
Alarmn To Commands
Filz us Action
Type: Forced Entry at Input % Severity. /0 Medium _!j Cpen
Occur Time: Location: T First Floor (PXT1G11C)

Forced Entry at Input PRCTG11C 1 Audible by CP3, Call Harbor
e "U" Palice.

- )

Assigned To:  Administrator (Escalated-Viewed) Response:

[ Assigned By:  Administrator (11/6/2009 5:03:04 PM) l@ ghow Response WorkFlow J
Rt
e HirschVelocity Event The Last # of Access Attempts Access Attemnpts Within Time specified ﬂ Map
Property Yalue Referen... Referen.. Access.. Badgel.. Access.. Access.. Organiz...
Event Descri.., |Forced Entry at Inp... m f6fz00... _-
AlarmMame Forced Entry at Inp... 674515 Access G...  11)6200... 100Z441 2000 Washingt... Proximesx ...
Alarmil 57376
EventID 5001
Doorhame PRTIGL11C
Address 1401.01,30,001.01....
Mame
User_Image a
System
el LastDoorAccess 11/6/2009 5:02:44 P
| i

Click OK or Apply to save your changes to the alert’s status.

To change an alert’s status to closed from the Alert Manager window:

Click the Alert Manager button £ in the Operation Console toolbar. You can also click Start >
All Programs > Cisco Physical Security Operations Manager 5.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Right-click the row for the alert and select Close Alert. A dialog box prompts you to confirm the change
in status for the alert.
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Step 3

Deleting Alerts W

Click Yes to update the alert’s status to closed.

)
Note  You can update multiple alerts at once by holding down the CTRL key to select additional alerts.

You can also use the SHIFT key to select a range of alerts, and then click the Close button _]
in the toolbar or right-click and select Close Alert from the right-click menu.

Deleting Alerts

Step 1

Step 2

Step 3

You can “delete” an alert so that it no longer appears in the Alert List Pane or Alert Manager windows.
However, the alert is never truly deleted. See the “Viewing Deleted Alerts” section on page 6-13 for
information.

To delete an alert in the PSOM Alert Manager window:

Click the Alert Manager button -] in the Operation Console toolbar. You can also click Start >
All Programs > Cisco Physical Security Operations Manager 5.1 > Alert Management Console.

The PSOM Alert Manager window appears.

Right-click the row for the alert and select Delete Alert. A dialog box prompts you to confirm the change
in status for the alert.

Click Yes to delete the alert.

~

Note  You can delete multiple alerts at once by holding down the CTRL key to select additional alerts.
You can also use the SHIFT key to select a range of alerts, and then click the Delete button X
in the toolbar or right-click and select Delete Alert from the right-click menu.

Marking an Alert as a False Alert

Step 1

Step 2

If you view an alert and determine that it was a false alert, you can mark it as such in the Alert Details
window.

To mark an alert as a false alert in the Alert Details window:

Locate the alert either in the Map View Pane or Alert List Pane and click to open the Alert Details
window.

Click the False Alarm button | &&=4m in the toolbar.
In the dialog box that appears, click Yes to apply your changes to the alert’s status.

Once you’ve marked an alert as a false alert, you can reverse that designation by clicking Revert Alarm
in the toolbar of the Alert Details window.
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I How Alert Status is Affected by External Security Systems

y
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How Alert Status is Affected by External Security Systems

When PSOM receives an update on an alert’s status from a Cisco access control system, it automatically
updates the status of the corresponding alert in PSOM. And when PSOM changes the status of an alert,
it also updates the status for the alert in the external access control system. Statuses are synchronized
between systems as described in the following example.

Table 6-1 Synchronization between PSOM and External Access Control Systems
This PSOM status... Maps to this status in Hirsch Velocity...
Acknowledged (Acked) Closed

Closed Closed

Deleted Cleared

~

Note

Talk to your security administrator for specific alert mapping related to your security systems.

[l Using Cisco Physical Security Operations Manager
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Viewing all Alerts in the PSOM Alert Manager Window

Since the Alert List Pane only shows “open” alerts, you need to use the PSOM Alert Manager window
to view all alerts (open, acknowledged, closed and deleted).

To view all alerts in the PSOM Alert Manager window, click the Alert Manager button 7] in the
toolbar of the Operation Console.

You can also click Start > All Programs > Cisco Physical Security Operations Manager 5.1 > Alert
Management Console.

The PSOM Alert Manager window appears.

The PSOM Alert Manager window shows all alerts in the PSOM system. It displays a limited set of alerts
per page; click the links at the bottom of the window to view different pages of alerts. You can change
the number of alerts displayed per page; see the “Changing the Number of Alerts Per Page” section on
page 6-9 for details. You can also turn off paging for alert display; see the “Turning Paging On and Off
for Alert Display” section on page 6-10.

If there is more than one occurrence of an alert, the Occurrence column will display a number greater
than 1. To view all alerts that have been collapsed under the displayed instance, right-click the alert
listing and select View Collapsed Alerts from the right-click menu.

Severity Status _ Type Description Locati.. Occurrence  Se.. Dccur Time I:Iﬂ _} _/[ g
O High (1] open | 8@ LiveVi.. Live Video Mlert  Office 1 G- 1/31/2007 1:46:... Bl S| =a
@ critical [1] Open %y LiveWi... Live Video Mlert  Office 1 C-.. 1/31/2007 1:46:... ETIRIECRE
L3 . Medi.. Door Farced Ope... 'ﬂ Acknowledge Alert
|| Close dlert
[=l] elete Alert
ﬁ Wigw Alert Details. ..
=t View Collapsed Alerts... ——— i
[)(«][«] Record3aF3 b | | Wl 5l view Colapsed flerts C_th here to
view them all.
There are 4 alerts collapsed
under this alert listing.
The collapsed alerts appear in a new window.
Drag a column header here ko Details ...
Seve.. Type Description Loca... Sen.. Occu.. I:W __} _/[ , ID 3
» S P ST N NI MMM ————— Al of the IDs for the
@@ Low Tailg... AccessDoor... CTFi.. T2w.. 314l CH | ] ', 2 collapsed alerts are negative.
A M., Taila., AccessDoor ... CTFi.. T2W.. 314f.. 00 ] ] 3
& High Tailg... AccessDoor... CTFi.. T2w.. 314i.. 0 | ] -4
e« < Record 10f4 (2] ()(m1)

The information presented in the PSOM Alert Manager window is the same as displayed in the Alert List
Pane. See on page -29 for details.

Changing the Number of Alerts Per Page

You can change the number of alerts displayed per page in the PSOM Alert Manager and Alert List Pane.

Using Cisco Physical Security Operations Manager
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To change the number of alerts per page:

Step 1 Select File > Preferences from the Console menu bar.

File | Monitoring Extensions \iew To

&3 Logoff i ] |
{:} Preferences E %_
@ & L

The Console Preferences window appears.

Step 2 Click Alert under Console (Per User).

Console (Per User)
General
>
Email —iaenetal
[ Console (Per Computer) e .
General Alert Beep (Sound, Woice) in Operation Consols: Yes u
|5 Server Show Acknowledged alerts in Operation Console: Mo “
General
&l Consales - Flash Acknowledged alerts in Operation Console: ad
Show Administrative alert icon ko Operator: Yes u
Shaw Alert notification popup window in Operation Consale Yes “
—Alert Details Window
Automatically show recent Alert Detail windows: Mo u
Window Layout
Show Live Yideo within video pane: fes d
Show all videos if multiple ones associated with alert: Mo u
Show description details, notes and videos in one view: No “
—#alert Management Cansole
Show Paging: Yes “
Maxiraum Alerts ar Events per page: 1000 = Enter the number of alerts
View Delated Alerts you want to display per
[ Use Custom Range page in the PSOM Alert
Time Period {in hours): ud Managcr window
Apply | QK I Cancel |

Step3  In the Maximum Alerts or Events per page field, enter the number of alerts you want to display per
page.
Step4d  Click OK.

Turning Paging On and Off for Alert Display

You can determine whether to divide alerts into pages when they are displayed in the PSOM Alert
Manager window or Alert List Pane. If you do not want to display alerts in pages, turn off paging; if you
do want to display alerts in pages, turn on paging.

To turn off paging for alert display:

Step 1 Select File > Preferences from the Console menu bar.

Using Cisco Physical Security Operations Manager
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File | Monitoring Extensions View To

&3 Logoff i E H l

{:} Preferences

8 = =

The Console Preferences window appears.

Step2  Click Alert under Console (Per User).

Preferentes,

Consale (Per Lser)
General .
> Alett Prefer
Email —iGenetal
(i Console (Per Computer) L .
General Alert Beep (Sound, Voice) in Operation Cansole; Yes ud
[ server Show Acknowledged alerts in Operation Consaole: No %
General
Al Cansales -- Flash Acknowledged alerts in Operation Console: ol
Show Adrinistrative alert icon ko Operataor: Yes ud
Show Alert potification popup window in Operation Consale Yes d
r—alert Details Window
Automatically show recent Alert Detail windaws; Mo ud
Wwindow Layout
Show Live Yideo within video pane: Yes d
Show all videos iF multiple ones associated with alert: Mo ud
Show description details, notes and videas in one view: No [¥]
—alert Management Console
Shaw Paging: ves o Select No if you do not
Msximum Alerts or Events per page: 1000 (5 want to display alerts in
‘Wiew Deleted Alerts pages.
s ston ke Select Yes if you do want to
Time Period (in hours): ol dlsplay alerts in pages
Apply | Ok I Cancel

Step3  From the Show Paging field:
¢ Select No if you do not want to display alerts in pages.
e Select Yes if you do want to display alerts in pages.

Stepd  Click OK.

Viewing Acknowledged Alerts

You can view alerts that have been acknowledged in the Alert List Pane by setting an option in the
Preferences window.

To view acknowledged alerts in the Alert List Pane:

Step 1 Select File > Preferences from the Console menu bar.

Using Cisco Physical Security Operations Manager
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File | Monitoring Extensions View To

&3 Logoff i E H l

{:} Preferences

8 = =

The Console Preferences window appears.

Step 2 Click Alert under Console (Per User).

Preferences,

Cansole (Per User)
General .-
> ole Alert Preferences
Email —General
(5= Console (Per Computer) L 3
ceneral Alert Beep (Sound, Yoice) in Operation Console: Yes d
= server Show cknowledged alerts in Operation Console: Mo —=—— Select Yes to dlsplay acknow]edged
General . .
Al Consoles — Flash Acknowlzdged alerts in Operation Cansale: % alerts in the Alert List Pane of the
Show Administrative alert icon to Operator: Yes d Operatlon COHSOIC.
Show alert notification popup window in Operation Consale Yes d
—Alert Detalls window
Automatically show recent Alert Detail windows: Mo d
‘window Lavaut
Show Live Wideo within video pane: ‘fes d
Show all videos if multiple ones associated with alert: Mo d
Show description details, notes and videos in one view: Mo [¥]
—hlert Management Console
Show Paging: Yes d
Maximumn Alerts or Events per page: 1000 a
Wiew Deleted Alerts
I Use Custom Rangs
Time Petiod (in hours: ud
Apply | ok I Cancel |

Step3  Select Yes from the Show Acknowledged alerts in Operation Console field.
Step4d  Click OK.

Viewing Popup Alert Notifications

By default, PSOM Operation Console opens a popup window for each alert notification when it occurs.

You can turn off this behavior in the Preferences window.

To turn off popup alert notifications:

Step 1 Select File > Preferences from the Console menu bar.
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File | Monitoring Extensions \iew To

;_j II;‘D:fifrfences E ﬂ |

The Console Preferences window appears.

Step2  Click Alert under Console (Per User).

Preferences,

Console (Per Uset)

General
»
Emai —General
[i5r Console (Per Computer) L )
ceneral Alert Beep (Sound, Yoice) in Operation Consals: Ves ]
[ Server Show acknowledged alerts in Operation Consals: Mo d
General
all Cansales - Flash Acknowledged alerts in Operation Consale: ud Select No if you do not want
Show Administrative alert icon ko Operator: es ] / to see popup windows for
/ . .
Show Alert notification popup window in Operation Console Yes {| CaCh alcrt nOtlﬁCﬁthn.
—Alert Details Window
Automatically show recent Alert Detail windows: Mo ]
Window Layaut
Show Live Yideo within video pane: Yes d
Show all videos if multiple ones associated with alert: Mo ]
Show description details, notes and videos in one view: No [¥]
—alert Management Console
Show Paging: Ves ud
Maximum Alerts or Events per page: 1000 d
Wiew Deleted Alerts
[~ use Cuskomn Range
Tirme Period {in hours): d

Apply | (a3 I Cancel |

Step3  Select No from the Show Alert notification popup window in Operation Console field if you do not
want to see a popup window for each alert notification that occurs in the Operation Console.

Step4  Click OK.

Viewing Deleted Alerts

You can view alerts that have been “deleted” using the PSOM Alert Manager window at any time. If you
want to view deleted alerts in the Alert List Pane, you can change your preferences to provide a
timeframe for which you want to view alerts that have been deleted.

To view deleted alerts in the Alert Manager window, select View > Show Deleted Alerts from the Alert
Manager menu bar.

Using Cisco Physical Security Operations Manager
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Step 1

Step 2

Step 3
Step 4

Step 5

Alert | View | Tools Help
ﬂ 32] Toolbar Options
= Mavigation Pane

Navi
’ A2 Show Details Pane

@ Show DE'%%C' Alerts

@ Pause Refitsh

To view deleted alerts in the Alert List Pane window:

Select File > Preferences from the Console menu bar.

File | Monitoring Extensions View To
&3 Logoff i E ﬂ I
{:} Preferences = : -4
@ & i

The Console Preferences window appears.

Click Alert under Console (Per User).

Consale (Per User)
General
>
Email
—iaenetal
[i5 Consale {Per Computer) At R Sound, Woice) in Operation e v 5
enaral ert Beep (Sound, Yoice) in Operation Console: es “
(5 Server Show Acknowledged alerts in Operation Console: Mo a
General
Al Consoles -- Flash Acknowledged alerts in Operation Console: ud
Show Administrative alert icon to Operator: Yes a
Show Alert potification popup window in Operation Consale Yes a
—alert Details Window
Automatically show recent Alert Detail windows: Mo a
Window Layout
Show Live Yideo within video pane: fes a
Show all videos if multiple ones associated with alert: Mo a
Show description details, notes and videos in one view: No a
—alert Management Consols
Show Paging: Yes a
Maximum Alerts or Events per page: 1000 a
Wiew Deleted Alerts
™ Use Cuskom Range ‘
Time Period {in hours): _J/H
Apply | [o]9 I Cancel |

| Check the Use Custom

Range option and select a
number of hours to display
deleted alerts from the
Time Period field.

In the View Deleted Alerts area, check the Use Custom Range option.

In the Time Period (in hours) field, select the number of hours for which you want to display an alert

in the Alert List Pane once it has been deleted.

Click Apply or OK to save your changes.
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Previewing Alert Details in the PSOM Alert Manager Window

Previewing Alert Details in the PSOM Alert Manager Window

You can preview alert details from the PSOM Alert Manager window (without clicking an
alert in the list).

To preview alert details from the PSOM Alert Manager window, select View > Show Details Pane from
the menu bar.

Alert | View | Tools Hel .
e Select Show Details Pane from
U ﬂ 3=] Toolbar Options 3 @ the View menw.
— Mavigation Pane
I-la'_'n’ #¥  Show Details Pane E =
Alert| - %
i ShowDeleted Alerts
ﬁ Pause Refresh
El Severity
A\ Medi
A ediur
@ A\ Mediun
O High
a A\ Medin

The alert details appear in the PSOM Alert Manager window.

As you select different rows in the PSOM Alert Manager window, the details portion of the window
updates with the alert’s dossier. You can switch between the various areas of the alert details by clicking
options in the Alert Details pane to the left of the window.

Filtering Your View of Alerts

You can filter your view of alerts in the PSOM Alert Manager window so that only alerts of a certain
severity, status, alert type are displayed, or so you only view alerts generated by a certain sensor.

To filter your view of alerts in the PSOM Alert Manager window:

Step 1 Click the Alert Manager button | +-] in the Operation Console toolbar. You can also click Start >
All Programs > Cisco Physical Security Operations Manager 5.1 > Alert Management Console.

The PSOM Alert Manager window appears.
Step2  Click Filter Alerts in the left navigation bar.

flert Wiew | Tools  Help

| v 1| x] ule e
Mavigation sl el
Alert Yiew < |

B3

Al Alerts

&

Click Filter Alerts.

A.

Filker AIErts{D 5
Filter Alarts By Criteria

The Select Filter for Alert View window appears.

Using Cisco Physical Security Operations Manager
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Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Select hiter for Alert View %

[glier slerts by the folloing selechone:] Select the Filter alerts by the following
selections option.

] Alert Severity: (]
] alert status: O

__] Sensor Mame: E )

] Alert Type:

Apply Cancel

Select the Filter alerts by the following selections option.

To filter alerts by severity, select the Alert Severity option and select a severity from the pull-down
menu.

To filter alerts by status, select the Alert Status option and select a status from the pull-down menu.

To filter alerts by a particular sensor, select the Sensor Name option and enter the name of the sensor in
the field provided. You can click the s icon to locate the sensor.

To filter alerts by type, select the Alert Type option and select a type of alert from the pull-down menu.
You can further constrain results by selecting a specific alert from the pull-down menu; these alerts are
specific to the type of alert you chose.

For example, the window shown next filters alerts so that only Critical and Open alerts are displayed.

Select hiter for Alert View %

[l Eilter alerts by the following selections:

|+ Alert Severity: @ Critical ad
] Blert Status:] 1] open ad
__] Sensor Mame: .@J
[ Alert Type: Proximesx od
Unk ad
Click Apply.

~

Note  The Select Filter for Alert View window does not close when you click Apply.

The PSOM Alert Manager window only displays the alerts that meet the filter criteria you specified.

Auditing Alerts

PSOM stores relevant information about alert response including when an alert was created, when notes
were entered, and when an alert was acknowledged and closed. These details help the security manager
or administrator to monitor response times and actions to ensure quality security operations.

An audit trail is generated for each alert and accessed using the Alert Details window.

To access the audit trail for an alert, open the Alert Details window and click the Audit Trail icon on the
left side of the window. The Audit Trail window appears.
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Auditing Alerts W

t [793]: Suspect Tailgate into ﬁ

{a} Home Q\ﬂdeo = | Note E|rReporting
= ‘%
Y .| [ | I "
BB M |e&k Q& | BH>
oK. Close  Acknowledge Close | False Escalste | Print  Print Report | ExportTo Incident | Audit | System
Alert | Alarm To Preview Options » Package
Filz Alert Status Repart Information
e Type: Talgate Seventy: ocritical ﬂ Open
[ Occur Time:  03/20/2009 10:42:50 Location: T First Floor
@ Suspect Tailgate into Secure Area - |
N : J
Description = =
Assigned To:  Administrator (Escalated-Alert Closeabla)
] Assigned By: Administrator (03/20/2008 10:42:54)
Audit Information:
System AlertID  Type 0ld Status New Status User Name HNote
Information
p— There are
723 EscalationStatusChan, .. 03/20/2009 10:42:54 Administrator Escalat] .
several
=4 entries to
the audit
trail for
this alert.

The information

Table 6-2

provided by the Audit Trail window is explained in Table 6-2.

Information provided by an alert’s Audit Trail

This column...

Tells you this...

Alert

The number assigned to the alert condition within PSOM.

Type

The type of audit information presented in this entry to the audit trail.
Possible values include:

e (Created—The alert was created.

NoteAdded—A note was added to the Note window of the Alert
Details window.

AlertTaskCreated and AlertEscalated—The alert was escalated
to another individual.

StatusChanged—The alert’s status was changed to Acked or
Closed.

Old Status

If the status of the alert has changed since the last entry in the audit
trail, the previous status is displayed in this column.

New Status

The current status of the alert for this entry in the audit trail.

| oL-24235-01
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Table 6-2 Information provided by an alert’s Audit Trail (continued)
This column... Tells you this...
Time The time that an action was taken for the alert, and also added to the

audit trail.

User Name The login name of the individual who took the action on the alert that
caused an entry in the audit trail. When the value is “SysUser” it
means that PSOM took automatic action; such as when PSOM creates
a new alert.

Note The description of the action that was taken for this entry to the audit
trail.
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CHAPTER

Creating Alert and Administrative Reports

At any point during the alert resolution process, you can quickly generate an alert report with all the
information that has been collected. You can also use the Report Wizard to generate a variety of
administrative reports out-of-the-box. This chapter covers:

e How to generate an alert report for incidence response

e How to generate an administrative report for a variety of purposes
This chapter includes these topics:

e Creating Alert Reports, page 7-1

e C(Creating Administrative Reports, page 7-8

Creating Alert Reports

There are reasons at every point in the alert resolution process that you might decide to generate an alert
report. For example:

e You’ve just detected an alert and you want to send the information to first responders.

e You’ve acknowledged and closed an alert and want to create a report for the management team or
other officiating agency.

This section describes the types of information you can include in an alert report, how to generate an
alert report, and ways to export it.

Information You can Include in an Alert Report

Any information stored with the alert dossier, and shown in the Alert Details window, can be included
in an alert report. This includes:

e Alert description (type, severity, timestamp, location).

e Badge information for the most recent access attempts, including any badge ID photos attached to
the Note window.

¢ A mini-map of the location showing the position of the sensor that detected the alert.

e Any entries to the Note window including snapshots and written information about actions that were
taken.

e System information. See the “Troubleshooting System Information” section on page 8-11.

Using Cisco Physical Security Operations Manager
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e Audit trail statistics such as when the alert was open, acknowledged and closed, and any actions that
were taken to resolve the alert.

e Instructions for resolving the alert.

Ways You can Export an Alert Report

You can preview a print version of the alert report, print the report, or export the alert report to a variety
of formats, including:

e PDF—Exports to Adobe Acrobat Reader format: portable document format (PDF).

e Image—Exports to a PNG file (.png).

e Text—Exports to a .txt file for easy integration with other word processing software.
e HTML—Exports to a .html file for web-based viewing.

e MHT—Exports to .mht file which is an archived web page (Multipurpose Mail Internet Mail
Extension HTML). In this type of file, all relative links in the web page are remapped and the content
is embedded in the .mht file. Absolute references and hyperlinks remain unchanged. These files can
be viewed in web browsers such as Microsoft Internet Explorer.

Producing an Alert Report (or Incident Package)

To produce an alert report:

Step1  Open the Alert Details window for the alert.
Step2  Click the Reporting tab above the toolbar at the top of the window.
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Step 3

Creating Alert Reports

| Close Acknowledge Close | False Escalate Sensor 1l Locate It Show Trackin
| Alert | Alarm To Comrands  Comman:
File. It Alert Status Action
Type: Forced Entry 2t Inpt % Severity /0 Medium ﬁ Cpen
Occur Time: z Location:  CT First Floor (PXT1G11C)
Forced Entry at Tnput PRCTE11C [ | Audible by CP3, Call Harbor ad
@ Palice,
o] [

Assigned To:  Administrator (Escalated-Viewed) Response:

Assigned By:  administrator (11,/6/2009 5:03:04 PM) IE show Response Workflow

HirschVelocity Event The Lask # of Access Attempts | [TE] Access Atternpts Within Time specifiad ” @Map

Property ¥alue

— = 0 o 5001 o
acame BlarmMame Forced Entry at Inp... 674515 Access G, 11/60200.,. 1002441 2000 ‘Washingt... Proximesx ..

AlarmID 57373
Note EwventID s001
DoorName PRT1GILC

X Address WOL01,30,001,00....
Mame

User_Image a
Syskem
InFormation LastDoorAccess 11/6/2009 5:02:44 PM

Zlla

When you click the Reporting tab, the toolbar shows more choices.

Event [793]: Suspect Taigate into Secure Area

£} Home Eljvideo Llnots | Elreportng |
dB8 M |k Q& 03

| A oK Close Admcw\edge Close | False Escalate | Print  Print Report | ExportTo Incdent | Audit | System
Alert | Alarm To Preview Options » W Package
H‘IE > Alert Status Repart Information

Click the Report Options button s to choose the content that should be part of this alert report. To
do so, select the boxes directly unGei"uie Report Options button that appear when you click it. Content
is included in the report if it appears with a blue box around it in the list. See the “Information You can

Include in an Alert Report” section on page 7-1 for details.

| - EIReporting - I

s = ] B

Escalate | Print Print Report | ExportTo Incident
To Preview |Opti ~ v Package

_0 @ Description
Severity: ocﬁtica Details

Map

Location: T First Flog
Motes
System Information

lsted-Alert Closeable) Audit

'0/2009 10:42:54)

BEUED®

Instructions
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Step4  Click the Export To button =t to export this alert report. Export options appear below the button as

shown in the next screen.

@Repnrﬁng

e @ & |0
==t 1

5 by Y = L s E%I

Escalste | Print Print Report ||[ExportTo Incident | Audit

To Preview Options » » Package

Repart Eﬁ PDF File... inform

Severity: ®Critical 1] ¢ magerie..
Location: T First Floor Eﬂ TextFile...

BR HTMLFie...
ahy

MHT File...

 §
Step5  Click the Mail To button wmim to email the alert report. You’ll see email addresses down below when
you click this button.

~

Note  The Mail To button does not even appear out if Microsoft Outlook is not installed on the
Operation Console machine.

See the “Adding Email Addresses to PSOM” section on page 8-4.

An email message appears with the alert details in the message body. The first badge ID photo found for
the alert, and any map images are added as attachments to the email.
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i File Edit Wiew Insert Format Tools  Table  Window  Help x

Pidgend | ([ - |(@2 8 |3 ¢ B | ¥ | (S| k3 options., - | HTML -

[ Ta.., 5] Engineeting

G ce... .

Subject: Proxime:x Alert [2]: Door Open Too Long Alert

Atkach... ¥ Externalimage Hirschvelocity 1008170.ipeq (5 KE); {4 Attachment Options. ..
| slertMapImanez.peq (21 KB)

= R T Y 10 - A-|B I U |[E]=E=

1
i

Alarrm Details -

Type: DOTL at Input %

Sewerity: 2

Oceur Time: 2/6/2006 5:52:24 Phi
Location: Check Point (T1WW1311C)
Alarm Mame: DOTL at Input T2¥W2504
Alarmm |D: 57326

Event 10: 5003

Door Marne: T2W2 504

Address: W01.01.05.001.01.DRO3
Access Mame:

User IDiimage): 0

Last Access Time: 2/6/2006 5:52:00 Phd
Event Status: O

Last 10 Access Attempts - 2 records

1)

Access Time: 2/8/2006 5:52:24 PM

Access Status; 5003

Badge ID{image): 0

Access Mame: Alarm Active

Organization:

Reference |0: 57326

Reference Marme: DOTL at Input T2W2504

2)

Access Time: 2/8/2006 5:52:14 PM

Access Status: 2000

Badge ID(image); 1008170 (Externallmage_Hirschyelocity_1003170 jpeq)
Access MName: Ahehe, Fikny

Organization: Proxirmex

Reference I0: 674763

Reference Mame: Access Granted Fikm Abehe T2WZS04-TAAW2504

"o n|

Map: Alerthlaplmage2. jpeg

a. In the To field, enter the email address to which you want to send the report.

b. Click the Send button. g

Step6  Click the Incident Package button L‘%:”‘ to produce an incident package. The Incident Package window
ackage
appears.

Using Cisco Physical Security Operations Manager
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] Incdent Package =l
Create Incident Package -
—Report:
Format: |% PDF ﬂ

Location: |C: ‘Documents and Settings\Administrator vy Documents \Proximex £|

—Recorded Video

Start Time:  |03/20/2009 10:42:45 End Time: 03/20/2009 10:43:20
Time before the alert occurrence time: seconds

30 a seconds

Time after the alert occurrence time:

Cancel |

a. Choose the output you would like to produce from the Format field; choices appear as shown next.

Y Incident Package B %

Create Incident Package -

—Report

Format:

Location:

—Recorded vidi =1} Text
Start Time:

Time before the'

Time after the alert occurrence time: seconds

0K Cancel |

b. Choose where to save the report from the Location field.
Enter the amount of time before and after the alert that you want to attach recorded video.
d. Click OK.

A message appears confirming that the incident package was created. Incident packages are stored
in their own directories for better organization.

The alert report (incident package) appears as follows in PDF format.

Using Cisco Physical Security Operations Manager
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perimeter
Aot Typa: PerimeterBreach
Baverty: Cridcal
Hatue: Oper:
Coour Time: 03202009 102503
Alert Location: Perimeter West (OV-1]
Ecoalated Ta:
Ecoalated By:
Esoalation Statug: Escaintec-Alert Closesbie
Ecoalation Time: 03202009 102507
Recponce Workflow: o
Others: IVideg]
Report Create Thme: 05082009 112532
Report Create User: Adminisirator
‘Vendor Name Ohjectiden, Inc.
‘Verzion Version: Major: 2 Minor: 1
Vendor Event Id. 1
Alam Name Ruie onfy for person Response

Sending Video with Your Report

You can export video footage to an AVI file, and then email that along with the alert report to your
recipients. See the “Exporting Video to a File” section on page 4-13 for instructions.

Viewing a Sample Alert Report

This section shows you a sample alert report in Adobe Acrobat PDF (.pdf) that includes all possible
information that can be stored with an alert.

Using Cisco Physical Security Operations Manager
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Page 1
Page 2
Friday, 08 May 2008 Proximex Surveillint™ Page 1 cf4 I D
age 3
Friday, 08 May 2008 Proximex Surveillint™ Page2cof4 || Page 4
— S— — -
Description: Friday, 05 May 2008 Proximar Survoillin™e S
Sleet Type: FenmatEmac
Teverty cracal
" Alert Details - ID: 788

statuc: Cren EscalafionSsheCh 03202003 Acmnizie Ezcalaied Excaoffd-Aen  Excastont
Coour Tima: 13202008 102503 angea 17287 cozeade Changsd
Alest Losation: Femeter West (071 S
Exoalated Ta: Cioseabie]
Ecoalaied By:
Ecoalsiion Btatue: Escantectalert Cloze]
Ecoalsiton Time: 1202008 102507
Recpance Warkfiow: ™
Cther: Iidec]
Report Crasts Timn: DEmAn0Ns 112532
Report Crasi Ucar prn—
Rulé only for Paracn Responas
\endor Hame Ctiectiea, Inc
Verzian Version: hajor: 2 Mincd
Vendor Eventld 1
2o Name Fute iy tor person R

Manitor ama Ferimater ifest 1 13)
image 1] Marmu image 0 Primary asncor D s

Coourrence 1

Coour Time nu2nz00s s

Craats Time nu20z00s fnzsns

Evert D s

Aok User -

2ok Time

Clocs Ucer -

Clocs Tima

Fesponce WorkfowlD -1

Map Losaticn

‘Source Type 1

Trasking Device 1
image 121 imagen

Type Time Uger g
AetEsmnied  0NU0S
17287

Creating Administrative Reports

You can generate a variety of administrative reports with the Report Wizard. The following table lists
the types of reports you can generate out-of-the box with PSOM. Your company may also have defined
custom reports.

Using Cisco Physical Security Operations Manager
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Table 7-1

Creating Administrative Reports [l

Reports You can Generate with the Report Wizard

Report

What it tells you...

Alert Count Daily Report

How many alerts occurred each day of the week for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

See Figure 7-1 on page 7-13.

Alert Count Hourly Report

How many alerts occurred each hour of the day for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

See Figure 7-2 on page 7-14.

Alert Detail Report

What alerts occurred during the specified time period. It includes
details about the alerts including: severity, status, alert type, sensor,
location, and occur time.

See Figure 7-3 on page 7-15.

Alert Response Time By Alert
Type Report

How long it took, on average, to respond to alerts. It shows the
average response time for different alert types, alert severities, and
zones/areas/sensors.

See Figure 7-5 on page 7-17.

Operator Alert Count Report

How many alerts each operator closed.

See Figure 7-6 on page 7-18.

Operator Alert Response Time
Report

How long it took for different operators to respond to alerts.

See Figure 7-7 on page 7-19.

Operator End of Shift Report

How many alerts the operator handled during the specified time
range for the shift.

See Figure 7-8 on page 7-20.

Top X Alert Response Time
Report

How long, on average, it took to respond to different alert types.
Data is sorted by alert counts, in ascending order.

See Figure 7-9 on page 7-21.

Top X Alerts By Alert Type
Report

How many alerts occurred, by alert type, including a list of all
sensors that raised each alert type.

See Figure 7-10 on page 7-22.

Top X Alerts By Area Report

How many alerts occurred in each monitoring area.

See Figure 7-11 on page 7-23.

Top X Alerts By Sensor Report

How many alerts were raised by each sensor.

See Figure 7-12 on page 7-24.

Top X False Alerts By Sensor
Report

How many false alerts were raised by each sensor.

See Figure 7-13 on page 7-25.

Using Cisco Physical Security Operations Manager g
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Table 7-1 Reports You can Generate with the Report Wizard (continued)
Report What it tells you...
Top X Simulated Alerts By How many simulated alerts were raised by each sensor.

Sensor Report See Figure 7-14 on page 7-26.

Dispatch Incident Report Shows the time alerts occurred, were dispatched and closed.

See Figure 7-4 on page 7-16

See the “Samples of Administrative Reports” section on page 7-13 for examples of each of these
out-of-the-box administrative reports.

Producing an Administrative Report

Step 1

Step 2

Step 3

To produce an administrative report:

Click the Report Wizard button in the toolbar of the Operation Console.

The Report Wizard window appears.

Select defaultreport template

Reports
3 ‘ﬂ Alert Count Daily Report i Shows total count of alerts during daily increments:
Alert Count Hourly Report Shows total count of alerts during hourly increments throughout t...
Alert Detsil Report Shows a list of alerts with detals
- Alert Response Time By Alert Type Report Shows a list of &l alerts and response time taken to close them
Operator Alert Count Report Shows a list of operators and count of alerts dosed by them
Operator Alert Responze Time Repart Shows a list of &l alerts and response time taken to cloge them
Cperator End of Shift Report Shows a list of alerts handled by an aperator for & specified time
- Top X Alert Response Time Report Shows a list of &l alert types and response time taken to closs them
Top X Alerts By Alert Type Report Shows a list of &l sensors and assodiated count of slerts per alert...
Top X Alerts By Area Report Shows a list of all monitoring areas and associated count of alerts...
Top X Alerts By Sensor Report Shows a list of &l sensors and assodated count of slerts per senzor
Top X False Alerts By Sensor Report Shows a list of &ll sensors and assodated count of false alerts pe...

Top X Simulated Alerts By Sensor Report Shows a list of &ll sensors and assodated count of simulated alert..,
Top ¥ Simulated Alerts By Sensor Report-Mew Shows a list of &l sensors and assodated count of simulated alert...

Run Close Back | Next

Select the type of report you want to produce.

e If you want to just execute the out-of-the-box report for all alerts and areas without customizing it,
click Run.

e If you want to customize any part of the report, continue with the next step.

See the “Samples of Administrative Reports” section on page 7-13 to see examples of each type of
report.

a~

Note  If your company has customized a report, it will appear as a sub-entry under the default
out-of-the-box report in the listing.

Click Next.
The Alert Type and Severity window appears.

[l Using Cisco Physical Security Operations Manager
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Step 4

Step 5

Select Alert Type and Se

Creating Administrative Reports 1l

Select Alert Severity

—Select Alert Types
celected Alart T . | Unk, UserCreated, UnAuthPerson, UnAuthEntry, Detection Alert, Live Video
elected Alert Type(s): Alert, Recorded Yideo Alert, DenCdlocal@rant, Forced, Opentoolong, RdrTamper, d
g =
Select the alert s <[
source you
Check all
want to query = B Froximex
for this report. EHirschMomentum .
p I B tirschelity Uncheck the severlty'levels
(vl sercreated ||| B softwarstoussccure that you do not want included.
|wN Unauthrerso ERSS
LenelOpenI T
w|fl UnauthEntr:
Uncheck any = it
f l |wl etection alert Search Detection Alert Proximesx
Specilic a ert |wlN Live video alert Live Wideo Alert Proximesx
types that you |wN Recorded video alert Recorded video Alert Proximesx
do not want in lv| DencCdlocalGrant Card Swipe Denied Access Alert HirschMaomentum
the I'CpOI't. |v] Forced Door Forrad Mnan Alask . HivechMrnant m
B [opentodong oor ¢ If you want to include W ety
¥l RerTamper cardr Simulated alerts in the report It Alorte:
|v] Remainder Remair data, choose Include Excclude Simulated Alerts ]

Simulated Alerts.

| Mext I

Close | Back

Select the types of alerts, and alert severity, you want included in this report. You can either report on
all alerts, or focus the selection of alerts for reporting. To focus your selection:

* You can select a source of alerts to include in the report from the Alert Source field; for example,

select PSOM.

* You can uncheck alert types that you do not want to include in the list.

¢ You can uncheck alert severity levels you do not want to include in the list from the Select Alert

Severity area.

¢ You can include simulated alerts in report data by choosing the Include Simulated Alerts option.

Click Next.

The Zone, Area and Sensors window appears.

Airpart

Selected Site(s):

Monitoring Tree: Selected area's sensor(s):

Airpork
34 ] Arizona
a8 o [¥] Commuter Terminal
-] Firsl r

|z [+] CT-Second Floor
(@[] CT-Third Flaor
| 3 [¥] Perimeter Morth
ud ) [¥] Perimeter West
b @[] Terminal 1
u‘ﬂ' &[] Terminal 2 East

&[¥] Terminal 2 West
- 2 [¥] Undesignated Zone
3 [#] Undesingated Zone

| Mext I

Close Back

| oL-24235-01
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Step6  Select the zones, areas, and sensors that you want to include in this report. Initially, everything is
included in the report. To select specific items, deselect the check mark at the top-level of the Monitoring
Tree. Then select specific zones and areas you want to include.

Step7  Click Next.

The Chart Properties, Date and Time window appears.

Select Chart Properites, Date and Time

—Set Date and Time

Range:
Default <] —— Select the date/time
Start Date and Time: End Date and Time: - range fOI' reporting.
Qct 02 2006 01:30:03 PM “ May 08 2009 12:05:03 PM “ @JI
—Set Chart Propertie:
Show Chart: Chart Type:
‘fes bd |Column d
¥-fods Title: Y-Auis Title:
Day of Week Alert Count
Calor Scheme:
Semi-Transparent V]

—Save As New Report:

[~ save &s New Report
Report Name:

Description:

Close |

Finish |

Step8  Select the period for which you want to do reporting in the Set Date and Time area. You can specify a
starting and ending point for reporting using the Start Date and Time and End Date and Time fields.
Or you can make a different selection from the Range field, as shown next.

Set Date and Time

— | Add Report Custom rme Range |
Default \=—— Make a selection here.... Time Range- Last 5 Minutes

|Last N Seconds... Type value  Interval

Last N Minutes. . ...then choose the quantity im— =t ]| &) Mnutes (dld

Last M Hours...

this window and click OK.
|—Last M Days...

oK Cancel |

As shown, you can generate a report for the last N days, hours, minutes or seconds. When you make a

selection from the Range field, a new window appears where you can specify the number of days, hours,
minutes or seconds for reporting.

Step9  Next specify the types of charts you want displayed in the report using fields in the Set Chart Properties

field.
Chart Type:
Column — Select the
Area I W style of
Bar
Bubble chart you
want.
Doughnut
— Line
— Pie d

a. Choose whether to display a chart in the Show Chart field.

Using Cisco Physical Security Operations Manager
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b. If you choose to display a chart, select what kind of chart you want from the Chart Type field.
c. Enter titles for the x-axis and y-axis in the X-Axis Title and Y-Axis Title fields.
d. Choose a color scheme for the chart from the Color Scheme field.

Step10 Name the new report and provide a description in the Save as New Report area.

Save As New Report

Report Name: |»'-\Iert Count Dally Repart-New ‘

Description: |Shnws total count of alerts during daily increments ‘

Step11  Click Finish.

The report appears in a new window.

Samples of Administrative Reports

This section shows sample administrative reports for each type of out-of-the-box report you can generate
with the Report Wizard.

Figure 7-1 Alert Count Daily Report

Alert Count Daily Report-New

Report Mame: Alert Count Daily Report-Mew

Report Description: Shows total count of alerts during daily increments

Report Create User: Administrator

Report Create Time: 05,/08/2009 12:20:49

Reeport Criteria Report Create Time: 10/02/2006 13:30:03 - 05/08/2009 12:18:23

Alert Count Daily Report-New

Alert Count

wela
il il IR Record 10f 7 aﬂa_; kd

Using Cisco Physical Security Operations Manager
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Figure 7-2 Alert Count Hourly Report
]
Report Mame: Alert Count Hourly Report
Report Description: Shows total count of alerts during hourly increments throughout the day
Report Create User: Administrator
Report Create Time: 05/08/2009 12:21:38
Report Criteria Report Create Time: 12/13/2006 12:00:00 - 05/03/200% 12:21:38

Alert Count Hourly Report

0 Alert Count

Alert Count
[~
=1
S

Drag a column header here to group by that column

014M
02 AM
03 AM
04 AM

nE amM

Ll Bl Record 10f24 Bﬁﬁq kd

Using Cisco Physical Security Operations Manager
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Figure 7-3

Alert Detail Report

Creating Administrative Reports 1l

Report Mame:

i

Report Description:
Report Create User:
Report Create Time:
Report Criteria :

Alert Detsil Report

Shows a list of alerts with details

Administrator
05/08/2009 12:22:09

Report Create Time: 12/12/2006 14:22:24 - 05/08/2009 12:22:02

. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. | VEW (Objectvideo, Inc.)
. | DOTL at Input %

. | Tailgate

. |Forced Entry at Input %
. | VEW (Objectvideo, Inc.)
. | DOTL at Input %

. | Tailgate

. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. |Forced Entry at Input %
. | DOTL at Input %

. |Forced Entry at Input %
. | DOTL at Input %

. |Forced Entry at Input %
. | VEW (Objectvideo, Inc.)

Record 10f 513 aa %]

Drag a column header here to group by that column

PXT1G11C
PXT1G11C
PXT1G11C
PXT1G11C
ov-1
PXT2504
PXP-118
PXT1G11C
ov-1
PXT2504
PXP-118
PXT1G11C
PXT1G11C
PXT1G11C
PXT1G11C
PXT1G11C
PXT2504
PXT1G11C
PXT2504
PXT1G11C
ov-1

CT First Floor
CT First Floor
CT First Floor
CT First Floor
CT First Floor
CT First Floor
Perimeter West

CT First Floor

T2E Second Floor Main
CT First Floor
Perimeter West

CT First Floor

T2E Second Floor Main
CT First Floor

CT First Floor

CT First Floor

CT First Floor

CT First Floor

CT First Floor

CT First Floor

CT First Floor

CT First Floor

Perimeter West

Feb 23 2008 04:40:...
Feb 23 2008 05:
Mar 01 2008 07:
Mar 01 2008 02:2;
Mar 01 2008 02:52:...
Mar 01 2008 04:50:...
Mar 01 2008 04:50:...
Mar 01 2008 04:50:...
Mar 01 2008 05:34:...
Mar 01 2008 08:42:..,
Mar 01 2008 08:
Mar 01 2008 08:
Mar 01 2008 07:0
Mar 01 2008 07:04:...
Mar 01 2008 07:07:...
Mar 01 2008 08:25:...
Mar 01 2008 08:
Mar 01 2008 08:45:...
Mar 01 2008 09:01:...
Mar 01 2008 02:02:..,
Mar 01 2008 09:
Mar 01 2008 09:

292
293
296
303
304
305
306
307
308
309
310
311
312
313
314

3152

Report... |

Using Cisco Physical Security Operations Manager
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Figure 7-4 Dispatch Incident Report

Report Header A
Report Name: Dispatch Incidnt Report-ew
Report Description: Showws time taken For alert to arrive to the time the alert s dispatched
Report Create User: Administrator
Report Creats Time: 2f12]2010 2:34:23 FM
Report Criteria : Report Create Time:2/11/2010 2:00:00 AM - 2/11/2010 6:00:00 PH

Dispatch Incident Report-New

I Elapsed Time (in minutes)
120322

Elapsed Time (in minutes)

Drag a column header here to group by that column

a|@ Hon i Debted |Default hlert F REG Feb 112010 01:29:57 PH Feb 11 2010

11 Q Hah 1] open DefauitOperationalert 613-2-00 HE REG Feb 11 2010 02:50:30 PH Feb 11 2010 02:53:46 PH 027

1z § Hoh 2] open DefaultCperationalert [areal] Feb 112010 03; Feb 11 201003:17:46 P 0.23
o 13 O Hon [1] open Defaultperationlert £13-2.00 HE REG Feb 112010 03 Feb 11 2010 03:29:19 PH 0.7
L 16 @ Han (1] open DefauitOperationalert &13-2-00 HE REG Feb 112010 03:51:14 PH Feb 11 2010 04:03:17 PH 12.08
H 17  Hah [2] open DefaultOperatinalert 513-2-00 HE REG Feb 112010 03:51:L9 P Feb 11 2010 04:03:31 P 12.2
o 18 O High 2] open DefaultCperationalert 513-2-00 HE REG Feb 11 2010 03:59:43 PH Feb 11 2010 04:03:41 PH 3.97
m 19§ Hon 1] open DefaultOperationdlert £13-2-00 HE REG Feb 112010 03:59:45 PH Feb 11 2010 04:03:51 PH a1
H 20 ) High [2] open DefaultOperationalert £13-2-00 HE REG Feb 11 2010 03:55:45 P Feb 11 2010 04:04:07 P 432
i 21 ) tigh 2] open DefaultCperationalert 513-2-00 HE REG Feb 112010 03:59:51 P Feb 11 2010 04:04:17 PH 4.4
m 22 4P Hioh 1] open DefaultOperationdlert £13-2.00 HE REG Feb 11 2010 03:59:53 PH Feb 112010 04:04:27 PH 457
o 23 ) Hiah (1] open DefauitOperationalert 613-2-00 HE REG Feb 11 2010 03:50:58 PH Feb 11 2010 04:04:36 P 463
i 24 ) Hih 2] open DefaultCperationalert 513-2-00 HE REG Feb 112010 04:00:01 P Feb 11 2010 04:04:46 P 475
o 25 4P Hioh 1] open Defaultperationlert £13-2.00 HE REG Feb 11 2010 04/00:03 PH Feb 11 2010 04104156 PH 488
o 26 € Hih (1] open DefauitOperationalert 613-2-00 HE REG Feb 11 2010 04:00:05 PH Feb 11 2010 04:05:06 PH 5.02
H 27 ) High [2] open DefaultOperatinalert 513-2-00 HE REG Feb 112010 04:00:07 P Feb 11 2010 04106:02PM 5.92
o 28 ) Hioh [1] open DefaultCperationalert £13-2.00 HE REG Feb 112010 04/00:09 P Feb 11 2010 04:06:12PH 6.05
m 23 4P Hioh [1] open DefaultOperationdlert £13-2-00 HE REG Feb 112010 04:00:L1 PH Feb 11 2010 04:06:22 PH 5.18
i 30 € High [2] open DefaultOperationalert £13-2-00 HE REG Feb 112010 04:00:L2 PM Feb 11 2010 04:06:31 P 6.32
i recrdn s (@EE a

Report...
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Figure 7-5 Alert Response Time By Alert Type Report
L]
Report Mame: Alert Response Time By Alert Type Report
Report Description: Shows a list of &l alerts and response time taken to close them
Report Create User: Administrator
Report Create Time: 05/08/2009 12:22:36
Report Criteria Report Create Time: 10/02/2008 14:22:24 - 05/05/200% 12:22:36
H
‘E Alert Response Time By Alert Type Report
£
g jEEEEg - Average Response Time (in
- " £ L minutes)
@ i
2 FRETT e
S e >S83EBEsE S
2 mFLaTE g gbslgw
& g5 EiBisges
235 Fgigasle
s8= % Bagase
=L 58,865
=3 £g2rE
a z o
- = B
¢
%
ES

Drag a column header here to group by that column

d Entry at Input %

WEW (ObjectVideo, Inc.) 72328
DOTL at Input % -13253590
Taigate 28595
Live Video Alert 4

Dzdzr Alart k) a
il el 8l Record 10f 13 aaﬂd kd
Report...
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Figure 7-6 Operator Alert Count Report
#

Report Mame: Cperator Alert Count Report
Report Description: Shows a list of operators and count of alerts closed by them
Report Create User: Administrator
Report Create Time: 05/08/2009 12:23:11
Report Criteria @ Reeport Create Time: 10/02/2006 14:22:24 - 05/08/200% 12:23:10

Qperator Alert Count Report

400 0 Alert Count

Alert Count

Administrator
administrator

Syslser

|l bl el Record 10f 4 aaad > |

Using Cisco Physical Security Operations Manager
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Figure 7-7 Operator Alert Response Time Report

Response Time (in minutes)

Report Mame: Operator Alert Response Time Report

Report Description: Shows a list of all alerts and response time taken to dose them
Report Create User: Administrator

Repart Create Time: 05,/08/2008 12;23:35

Repart Criteris @ Report Create Time: 10/02/2006 14:22:24 - 05/08/2009 12:23:35

Qperator Alert Response Time Report

[ A\g::.aus) Response Time (in

Drag a column header here to group by that column

Administrator
SysUser
-1

(il il (il Record 10f 4 aaﬁd

-57441588

i
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Figure 7-8 Operator End of Shift Report
£

Report Mame: Cperator End of Shift Report

Reeport Description: Shows & list of alerts handled by an operator for & specified time

Report Create User: Administrator

Reeport Create Time: 05/08/200% 12:24:07

Reeport Criteria : Repart Create Time:01,/01/20058 14:22:24 - 05/08/2009 122407

Drag a column header here to group by that column
Forced Entry at Input % PXT1611C CT First Floor Feb 25 2003 04 275
Forced Entry at Input % PXT1611C CT First Floor Feb 25 2003 06:0... Administ. .. 278
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 07:5... Administ. .. 282
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 02:2... Administ. .. 285
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 02:5... Administ. .. 288
VEW (Objectvideo, Inc.) ov-1 Perimeter West Mar 01 2003 04:5... Administ. .. 283
DOTL at Input % PXT2504 CT First Floor Mar 01 2003 04:5... Administ. .. 282
Tailgate PP-118 T2E Second Floor Main Mar 01 2008 04:5...  Administ. .. 283
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 05:3... Administ. .. 265
VEW (ObjectVideo, Inc.) ov-1 Perimeter West Mar 01 2008 06:4... | Administ... 303
DOTL at Input % PXT2504 CT First Floor Mar 01 2003 06:4... Administ. .. 304
Tailgate PP-118 T2E Second Floor Main Mar 01 2008 06:4...  Administ. .. 305
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 07:0... Administ. .. 306
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 07:0... Administ. .. 307
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 07:0... Administ. .. 308
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 08:2... Administ. .. 309
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 08:2... Administ. .. 310
DOTL at Input % PXT2504 CT First Floor Mar 01 2003 08:4... Administ. .. 311
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 0%:0... Administ. .. 312
DOTL at Input % PXT2504 CT First Floor Mar 01 2003 0%:0... Administ. .. 313
Forced Entry at Input % PXT1611C CT First Floor Mar 01 2003 0%:2... Administ. .. 314
VEW (ObjectVideo, Inc.) ov-1 Perimeter West Mar 01 2008 09:2... | Administ... 315 a

i i e Record 10f 387 aaﬁd kd

Report... |
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Figure 7-9 Top X Alert Response Time Report
&
Report MName: Top X Alert Response Time Report
Report Description: Shows a list of &l alert types and response time taken to close them
Report Create User: Administrator
Report Create Time: 05/08/200% 12:24:32
Report Criteria : Feeport Create Time: 10/02/2008 14:22:24 - 05/08/2009 12:24:32
H
s Top X Alert Response Time Report
=
E éggggﬁ . == Average Response Time (in
= Jf o ——— minutes)
C: . B
2 fEigzsoe
c o ITE 3530598
= BFasic iz =363
= § 39335fnnagt
o 2 aﬁ=‘2¥°=—;9:§‘
£ 8% 2axE2Edt
% 2% HZEsET3
£ i 2 i = *EE
i §38 8 ke
g * 8
H 3
> #
3

Drag a column header here to group by that column

Tailgate

PerimeterBreach

DefaultCorrelationAlert 71

Radar Alert 70

\idan Anahdtice Alart - Tarmac Alart &n a
Ll IRl Record 1of 13 BEEJ kd
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Figure 7-10 Top X Alerts By Alert Type Report
£
Repart Name: Top ¥ Alerts By Alert Type Report
Repart Description: Shows a list of all sensors and associsted count of alerts per alert type
Report Create User: Administrator
Report Create Time: 05/08/2009 12:25:12
Report Criteria : Report Create Time:08/01,/2006 14:52:59 - 05/08/2009 12:25:12

Top X Alerts By Alert Type Repart

I Recorded Video Alert
Forced Entry &t Input %

B VEW (ObjectVideo, Inc.)
DOTL at Input %
Tailgate

I Live Video Alerl

[ Radar Alert

" PerimeterBreach
DefauliCorrelationAlert
Video Analytics Alerl - Tarmac

T ment

183

Drag a column header here to group by that column

Forced Entry at Input %o
VEW {ObjectVideo, Inc.)

13

DOTL at Input % 23

Tallgate 21
Vi Vidan Alart a a

il Bl Record 10f 16 Baﬂd kd

Report... |
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Figure 7-11 Top X Alerts By Area Report

Top X Alerts By Area Report

Report Mame: Top ¥ Alerts By Area Report

Feeport Description: Shows a list of all monitoring areas and associated count of alerts per area
Report Create User: Administrator

Report Create Time: 05/08/2009 12:26:00

Report Criteria : Report Create Time:08/01/2006 14:59:59 - 05/08/2009 12:26:00

Top X Alerts By Area Report

N CT-First Floor
TZE-SecondFloorMain

B Perimeter West 1

Area Unassigned Connector

Alert

Drag a column header here to group by that column

Ci o
T2E-SecondFloorMain
Perimeter West 1

Area Unassigned Connector Alert

Ll record 107+ (EIEED ol
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W Creating Administrative Reports

Figure 7-12 Top X Alerts By Sensor Report

&
Report MName: Top X Alerts By Sensor Report
Report Description: Shows a list of &ll sensors and assodated count of alerts per sensor
Report Create User: Administrator
Report Create Time: 05/08/2009 12:26:3%
Report Criteria : Feeport Create Time:058/01/2008 14:59:5% - 05/08/200% 12:25:32

Top X Alerts By Sensor Report

N PXT1G11C
AED Alarm CP5
I OV-1
PXT2504
PXP-118
 Gonnector Alert: [Apr 13
2009 11:53AM]
1 Radar Object 1
T PXTCOM
TCTOTO1
0 PXP-247

Drag a column header here to group by that column

186 DefaultOperationalert[1] Alarm at Exp. Input 3:[176] Remainder[3]
41 VEW {ObjectVideo, Inc.)[13] Radar Alert[5] PerimeterBreach[16] DefaultCorrelationdlert...
23 DOTL at Input %[23]

21 Taigate[21]

Fennactae Alarts Thne 12 2003 1463 17 Ravara tWasthar hatical17] a

Ll record 10f 15 (GGG d
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Creating Administrative Reports 1l

Figure 7-13 Top False Alerts By Sensor Report

{False Alerts By Sensor Report

Report Mame: Top ¥ False Alerts By Sensor Report

Report Description: Shows a list of all sensors and associated count of false alerts per sensor
Report Create User: Administrator

Report Create Time: 05/08/2009 12:36:59

Report Criteria : Report Create Time:08/01/2006 14:59:59 - 05/08,/2009 12:36:58

Top X False Alerts By Sensor Report

N PXF-277

Drag a column header here to group by that column

| Semsorfame  FkeAletCout  MemTyps
1

il il Record 10f 1 |0 L Ll I-JJ

Close I Report... |

Using Cisco Physical Security Operations Manager
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W Creating Administrative Reports

Figure 7-14 Top Simulated Alerts By Sensor Report
Repart
Report Name: Top X Simulated Alerts By Sensor Report
Repart Description: Showsz & list of all sensors and associsted count of simulated alerts per sensor
Report Create User: Administrator
Repart Create Time: 05/08/2009 12:28:22
Report Criteria : Report Create Time:01,/01/2008 06:00:00 - 05/08/200% 12:28:22

Top X Simulated Alerts By Sensor Report

I PXTIGHC

Drag a column header here to group by that column

il Gl Il Record 1071 (UL Ll bl
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CHAPTER

Advanced Tasks

This section describes how to use some advanced features such as:
e Turning alert beeps on or off
e Changing map display preferences
e Logging on or off PSOM Operation Console
e Viewing administrative alerts
e Viewing deleted alerts
¢ Checking connectivity to the PSOM Web Service
e Launching the Administration Console
¢ Quickly accessing external applications from the Operation Console
e Troubleshooting system information
e Viewing your security profile
e Changing your password
e Updating your license key
e Refreshing alert details

This chapter includes these topics:
e Turning Alert Beeps Off or On, page 8-2
e Changing Map Display Preferences, page 8-3
¢ Changing the Default Display in the Map View Pane, page 8-4
¢ Adding Email Addresses to PSOM, page 8-4
e Logging On or Off, page 8-6
e Viewing Administrative Alerts, page 8-6
e Viewing Deleted Alerts, page 8-7
e Checking Connectivity to the PSOM Services, page 8-8
e Opening the Administration Console, page 8-9
e Accessing External Applications, page 8-9
e Troubleshooting System Information, page 8-11
e Viewing Your Security Profile, page 8-12
e Changing Your Password, page 8-13

Using Cisco Physical Security Operations Manager
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I Turning Alert Beeps Off or On

e Updating Your License Key, page 8-14

e Refreshing Alert Details, page 8-15

e Turning Off Video Integration Warnings, page 8-16
e Using Native PTZ Motion, page 8-17

Turning Alert Beeps Off or On

By default, a beep will sound when an alert is triggered.

To turn off beeps for alerts:

Step1  Select File > Preferences.

File | Monitoring Extensions \iew To

_33 Logaff i
x| |
g Egﬁf&rences L_JL_-

The Console Preferences window appears.

nsole FEMCES
Console (Per Uset) Alert
General i .
> Enter C lert Preferences
Ernail i -
Console (Per Computer =
= Gene(ra\ puter) alert Beep (Sound, Yoice) in Operation Consale: es [~] . Select No from the Alert
s— .
[ Server Show acknowledged alerts in Operation Console: Mo a Beep ﬁEId and Cth OK
General
all Consales - Flash scknowledged alerts in Operation Console: ud
Show Administrative alert icon ko Operator: Yes a
Show Alert notification popup window in Operation Consale Yes a
—Alert Detalls Window
Automatically show recent alert Detail windows: Mo a
Windaw Layaout
Show Live video within video pane: ‘es a
Show all videos if multiple ones associsted with alert: Mo a
Show description details, notes and videos in one view: Mo a
—#Alert Management Console
Shaw Paging: Yes a
Maximum Alerts or Events per page: 1000 a
View Deleted Alsrts
I use Custom Range
Time Period {in hours: ad
Apply | ok I Cancel

Step2  Select No from the Alert Beep field.
Step3  Click OK.

Using Cisco Physical Security Operations Manager
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Changing Map Display Preferences ||

Changing Map Display Preferences

Step 1

You can change the way maps are displayed in the Operation Console. For example, you can decide
whether sensor icons are displayed with their names or ranges, or whether sensors are not displayed at
all.

If you are viewing a monitoring zone, you can determine whether to display the boundaries for
monitoring areas on that zone’s map.

If you are viewing the global node, or a monitoring zone that has other zones nested within it, you can
determine whether to display the boundaries for monitoring zones on that zone’s map.

To change your display preferences:

Click View > Display Options.

File Monitoring Extensions | Wiew

B LR

Mavigation

Tools  Help
Toolbar Options r 3
Home (Root Zone)

Back to Previous
HMonitoring Hierarchy 0

Up One Level
) Airport
Eo Terminal 1 .@] Mavigation Pane
2| () Terminal 2 East /8  Escalation Pane
¥ =18 T2E-SecondFlo
- ¥]|| Response Workflow Pane
[ @ T2E-SecondFlo ‘JI e o
- @@ T2E-FirstFloorN
[ ) T2E-5econd Pel
[ @ T2E-ParkingPor A
@I Terminal 2 West

& &) Commuter Terming e

Detach Alert List Pane

Display Options Q’

9 show Tracking Objects

Zoam In & Show Sensor

(@ Show Sensor Range

- ) CT-First Flaor
[ @ cT-5ecand Floor

(3) —

@

w Sensor Name

Step 2

- _d o CT-Third Floor o _g'
633 () Perimeter West )] :] = 2
&3 @ Permeter torth o <] [Z  Show Perimeter Range
‘_J 3_3)0 Arizona o T e § M |

&) Zone Unassigned C... (11) w Show Coordinates

Make a selection from the menu:

¢ To show or hide objects being tracked by radar, sonar or intelligent video, select Show Tracking
Objects.

¢ To show or hide sensors on the map, select Show Sensor.

¢ To show or hide the boundaries for sensor ranges on the map, select Show Sensor Range.

e To show or hide sensor names on the map, select Show Sensor Name.

¢ To show or hide the boundaries for monitoring areas on the map, select Show Monitoring Area.
¢ To show or hide the boundaries for monitoring zones on the map, select Show Monitoring Zone.

¢ To show or hide the perimeter boundaries related to GPS coordinates, select Show Perimeter
Range.

¢ To show or hide GPS coordinates defined for maps, select Show Coordinates. When you select this
option, a grid overlays all maps with horizontal and vertical coordinates.

| oL-24235-01
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I Changing the Default Display in the Map View Pane

Changing the Default Display in the Map View Pane

You can decide what information is displayed by default in the Map View Pane when you view the global
zone, monitoring zones or monitoring areas: the Summary View, Map View, or Table View.

To change the default display in the Map View Pane:

Step 1 Select File > Preferences.

The Console Preferences window appears.

ONS0lE BrEfETENTes; : ﬂﬂﬁ

[ Console (Per User) General

|—Operation Console Default Yiew Type:

(55 Console (Per Computer)
General
(55 Server
General
All Consoles
Identity Management

Ruoot Monitoring Zone: El Morne
Monitoring Zone with zones: El Mone

[Monitaring Zone with areas: D Mone

LI < <IN <

Monitaring Area: El Morne

—Opetation Consale Threat Level Indicator:

[¥ show Homeland Security Threat Level Indicator on Header

¥ Show MARSEC Threat Level Indicator on Header

1
~Live Video PTZ ‘

¥ Use common layer PTZ mouse movefzoom

Apply | [o]4 I Cancel |

Step2  On the Console > General tab, make a selection from each field under Operation Console Default
View Type to determine what information is displayed by default in the Map View Pane. Choices include
None, Table View, Map View, or Summary View. See the “Visually Assessing Security Events with the
Map View Pane” section on page 2-5 for details.

Step3  Click OK.

Adding Email Addresses to PSOM

To add an email address to the Operation Console:

Step1  Select File > Preferences from the menu bar at the top of the window.

File | Monitoring Extensions View To

] |

=

The Console Preferences window appears.

Step2  Select Email from the menu at the left of the window.
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Step 3

Step 4

General

Email

Enter Email Prefer

[ suppart E-Mail by M5 Outlook

General

Address Lisk

o Server I

Select Email.

LU LY e,

add. .

Bemave |

Cancel |

T

Apply

Adding Email Addresses to PSOM

If you want to use contacts
defined in Microsoft Outlook,
select Support E-Mail by MS
Outlook.

Click the Add button to include
an email address manually in
the Address List.

Click the Add button.
The Add New E-mail Address dialog box opens.

FY Add New E-mail Address

Enter a new e-mail address:

Enter the new email address in
this field, and click OK.

—

E-mail Address: |test@proximex, com

Enter the email address in the field provided and click OK.

The new email address appears in the Console Preferences dialog box.

Y GonsolePra

[5 Console (Per User)
General
Alert
@ Emai

[= Console (Per Computer)

General
(5 server

General

All Cansales

Identity Management

Email

Enter Email Prefer

[ Suppart E-Mail by 15 Outlook

Address List

=

Remove |

The new email address now
appears in the Address List.

Cancel |

| OK I

Apphy

Note If you experience performance issues from Microsoft Outlook and PSOM emails, you can

disable email notifications by un-checking the Support E-Mail by MS Outlook option in the

Console Preferences dialog box.

| oL-24235-01
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M Logging On or Off

F Co Preferences:
[5 Console (Per User)
General

Alert

> El

[ Console (Per Computer) [l [ Support E-Mail fry MS Cutiook.
General

Email

Enter Email Pref

Address List

(5 server
General
All Cansales
Identity Management

Add...
Remove |

Apply | [o]4 I Cancel |

Logging On or Off

You can log off PSOM Operation Console, and then log back on as a different user, without exiting the

Operation Console.

To log off the Operation Console, select File > Logoff.

File | Monitoring Exb

&3 Loooff
ﬁ P&Erences
a

Exit

To log back on to the Operation Console:

Step 1 Select File > Logon.

File | Monitoring Exb
é Logon...

B Ext

The Logon window appears.

Step2  Select your login account from the User Name field.

Step3  Enter the corresponding password from the Password field.

Step4  Click Logon.

Viewing Administrative Alerts

By default, operators can click to view administrative alerts from the Operation Console. At the lower

right corner of the window is an icon
window

gj that launches the PSOM Administrative Alert Management

If this is distracting for operators, this icon can be hidden from view.

[l Using Cisco Physical Security Operations Manager
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Viewing Deleted Alerts

To hide access to administrative alerts:

Step1  Select File > Preferences.

File | Monitoring Extensions View To
i |- ]|
{:} Preferences

8 = =

The Console Preferences window appears.

Console (Per User)
General -
» ole Alert Preferences
Emai —General
[:5 Consale {Per Computer) L . A
zeneral Alert Beep (Sound, Yoice) in Operation Consols: ‘es “
[ server Show Acknowledged alerts in ©peration Console: Mo a
General
all Cansoles -- Flash acknowledged alerts in Operation Consale: ad / Select No from the Show
—
Showe Administrative alert icon to Operator: Yes g Admlnlstratlve alert 1con to
Show alert notification popup window in Operation Console Va5 “ Operators ﬁeld and Cth OK
—alert Details Window
Automatically shaw recent Alert Detail windows: Mo g
Window Layout
Show Live Yideo within video pane: Ve “
Show all videos if multiple ones associated with alert; Mo g
Show description details, notes and videos in one view: Mo a
—alert Management Console
Show Paging: Ves a
Maximum Alerts or Events per page: 1000 a
Yiews Deleted Alerks
[~ Use Custom Range
Time Period (in hours): d
Apply | =4 I Cancel |

Step2  Select No from the Show Administrative alert icon to Operators field.

Step3  Click OK.

Viewing Deleted Alerts

You can view alerts that have been deleted within a certain number of hours from the Operation Console.
To do so, you set the View Deleted Alerts option in the Console Preferences.

To view deleted alerts:

Step1  Select File > Preferences.

| oL-24235-01
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M Checking Connectivity to the PSOM Services

:_-j II;‘D:fifrfences E ﬂ |

The Console Preferences window appears.

e Preferences:

Console (Per Uset) Alert
General i .
> Enter C lert Preferences
Emai —General
[i5r Console (Per Computer)
ceneral Alert Beep (Sound, Yoice) in Operation Console: Yes ™|
[ Server Show acknowledged alerts in Operation Console: Mo o
General
all Consales - Flash scknowledged alerts in Operation Console: ad
Show Administrative alert icon ko Operator: Yes ™|
Show Alert notification popup window in Operation Consale Yes “
—Alert Detalls Window
Automatically show recent alert Detail windows: Mo ™|
Windaw Layaout
Show Live video within video pane: ‘es ud
Show all videos if multiple ones associsted with alert: Mo ™|
Show description details, notes and videos in one view: Mo [*]
—#Alert Management Console
Shaw Paging: Yes o
Maximum Alerks or Events per page: 1000 ﬁ Check the Use Custom
-view Deleted Alerts / Rangc option and enter
I Use Custom Range the number of hours in
Time: Period (in hours): »| the field provided.
Apply | ok I Cancel |

Step2  Select Use Custom Range in the View Deleted Alerts area and enter the number of hours passed for
which you want to view alerts that have been deleted.
Step3  Click OK.

Checking Connectivity to the PSOM Services

From the Operation Console, it is readily apparent if there are connection problems with the PSOM
Services. At the bottom of the window is a connectivity icon that appears with a red “x”” when there is a
connectivity issue.

S| EE

There 1s a problem connecting to
the PSOM Services.

MeE

There are no
connectivity issues.

If the icon with the red “x” appears, more information will appear when the cursor passes over the icon.

You might also see a message that the PSOM SQL DB connection is down.

Using Cisco Physical Security Operations Manager
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Opening the Administration Console [l

Opening the Administration Console

Accessing

Step 1

Step 2

Step 3
Step 4
Step 5

You can launch the Administration Console from the Operation Console window if you have appropriate
permissions. Otherwise, the options described below do not appear in the Operation Console.

To open the Administration Console, click the Administration Console button “1 in the Operation
Console toolbar.

External Applications

To streamline your operations activities, PSOM allows you to add links to external applications directly
from the Operation Console. These links appear in the Extensions menu at the top of the window.

To add an external application to the Extensions menu:

Select Extensions > Add to Extensions... from the Operation Console.

Fle Monitoring | Extensions | View Tools Help Select Add to Extensions... from
” _-[ ” ‘ﬂ 52| Add to Extensions. .. the Extensions menu.
-»=|
2_:] OFanize Extensions...

The Add Extension dialog box appears.

Enter the name of the ¥ Add Extension alalad
external appllcatlon tha\ This extension will be added to your Extensions menu

should appear in the menu.

™~ Name: |
Enter the path to the\| e ]
executable file for the
. . Parameters:
application.

|

In the Name field, enter a name by which you’ll recognize this external application when you see it in
the Extensions menu.

In the Path field, enter the path to the application’s executable file on your computer.
In the Parameters field, enter any startup values that are needed to launch the application.
Click OK.

A menu item with the extension name will be added to the Extensions menu.

To launch the external application, return to the Extensions menu and select its entry.

File  Monitoring | Extensions | View Tools Help

U [E| ” v 55 Add to Extensions...

—— The application appears in the Extensions

Monitoring Hier 8 menu. Click its name to launch it.

| oL-24235-01
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W Accessing External Applications

To edit an existing extension’s executable path:

Step 1 Select Extensions > Organize Extensions... from the Operations Console.

The Organize Extensions dialog box appears.

Bxtensions:

Google Earth
oogle Ear Modify..
Delete

Step2  Click the Modify button.
The Modify Extension dialog box appears.

This extension will be added to your Extensions menu

Name:
Path: \Program Files\Google\Google Earth'GoogleEarth.exe

Parameters:

o |

Step3  In the Path field, enter the new path to the application’s executable file on your computer.
Step4  In the Parameters field, enter any startup values needed to launch your application.

Step5 Click OK.

To delete an existing extension:

Step 1 Select Extensions > Organize Extensions...

File Monitoring | Extensions | View Tools Help

Bl 82| Add to Extensions... Select Organize Extensions... from
&l v |/ the Extensions menu.

Organize Extensions. ..
Navigation
— Gdﬁ&le Earth

The Organize Extensions window appears.

Using Cisco Physical Security Operations Manager
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Troubleshooting System Information 1l

@ Drganize Extensions aaa
Extensions:
| Googlearth | |
Modify...

Delete |

Step2  Select the extension you want to delete from the Extensions list and click Delete.
The extension is removed from the list of extensions in the Organize Extensions window.

Step3  Click the Close button.

Troubleshooting System Information

You can troubleshoot any errors with an alert using the System Information window in the Alert Details
window. For example, if the alert has been assigned to the wrong sensor group, you can change the group
association by entering the correct group name in the Sensor Group field of the System Information
window.

Using Cisco Physical Security Operations Manager
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M Viewing Your Security Profile

L4 ~cos

ﬁ Home mNoDe EIRepnrting

B8 4 Jakaad 1B

OK. Close | Acknowledge Close | False Escalate | Print  Print Repaort | ExportTo Incident || Audit | System

Alert | Alarm To Preview Options v - Package
File Alert Status Report Information
iew Type:  Alarm at Exp. Input % Severily: A Medium H Open
[ Occur Time:  03/20/200% 10:27:33 Location: TZ2E Second Floor Concourse
@ Expansion Input Alert o A.E.D Deployed at check point 5. Call Harbor Police. -
N ’ -]
Description = =

Assigned To:  Administrator (Escalated-alert Closeable)

:] Assigned By: Administrator (03/20/2008 10:27:37)
Mote

System Information:

Property Value
j Sysalert ID 105
Sensor Group explnput {113}
Task ID 155
Rule Mame Hirsch velocity-Expansion Input (48]
Monitar Area T2E-SecondFloorMain (1)
_— Primary Sensor ID 102
ﬁ Occurrence 1
Occur Time 03/20/2009 10:27:33
Audit Trail Create Time 03/20/2008 10:27:35
EventID &78
Ack User -1
Ack Time
Close User -1
Close Time:
Response Workflow 1D -1

Map Location
Source Type o
Tracking Device ID 1)

See the Administering Cisco Physical Security Operations Manager guide for information about these
properties and their valid values.

If you want to check the current installed versions of PSOM software, select Help > About Cisco
Physical Security Manager from the menu bar in the Operation Console. The About dialog box appears
and shows all currently installed versions of PSOM software.

Viewing Your Security Profile

Your security profile in PSOM determines your privileges to perform various actions, such as access the
Administration Console. You can view your security profile by selecting Help > Security Profile from
the menu bar in the Operation Console.

File Monitoring Extensions View Tools | Help

N \ﬂ J E ﬂ Nd‘-ﬁ Security Profile I
laad

License Manager

@ Help and Support
@ About Proximex Surveillint™

Mavigation
Monitoring Hierarchy < |
B siroort (14

The User Security Profile window appears.

Using Cisco Physical Security Operations Manager
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Changing Your Password

Logon User Name: Administrator

urity Profile.

User Group Mame(s):

User Security Role Name: Administrator

Permissions:

-2}, [] access Business Logic Designer
[ [¥] General
@i [v] operations

23, [V] access EZ-Track
&), [¥] Access Report Wizard
), [¥] Access Resource Tracking

Access Yideo Matrix View H

Update Passward Close |

Changing Your Password

You can change your password from the User Security Profile window.

To change your password:

Step 1 Select Help > Security Profile from the menu bar in the Operation Console.

File Monitoring Extensions View Tools | Help

a: N ZOEEl e Nd%gemwmﬁle ]

License Manager

MNavigation
e LJ LJ @ Help and Support
Monitoring Hierarchy
o @ About Proximex Surveillint™
B airoort (14)

Step2  Click the Update Password link at the bottom left of the User Security Profile window.

Using Cisco Physical Security Operations Manager
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Logon User Name:

Ly Profile - [[

Administrator

User Group Mame(s):

User Security Role Name: Administrator

Permissions:

Access Administration Consale
Access Operation Consale

Access Alert Management Console
Access Yideo Management Console
Access Pocket Console

Access Business Logic Designer
[ [¥] General

&3 [¥] Operations

Access Alert Manager

. Access Video Manager

coess EZ-Track

Access Report Wizard

% Access Resource Tracking

Access Video Matrix View

Update Passwaord

Close |

The Update User Password window appears.

Current Password: |

New Password:

Confirm Password:

Step3  Enter your current password in the Current Password field.

Step4  Enter your new password in the New Password and Confirm Password fields.

Step5  Click OK to save your changes.

Advanced Tasks |

Updating Your License Key

If your license key expires, you will need to update it to use the Operation Console.

To update your license key:

Step 1 Select Help > License Manager from the menu bar in the Operation Console.

File Monitoring Extensions View Tools | Help
R

Security Profile

Licsnse Manager I

MNavigation
e @ ﬂéﬁ\Sand Support
Monitoring Hierarchy
o @ About Proximex Surveillint™
E3@ sirport (14)

[l Using Cisco Physical Security Operations Manager
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Step 2

Step 3

Refreshing Alert Details Il

The PSOM License Manager window appears, displaying your current license information.

License key Informaion
License key: 10000DMNYZ23000KZLZDREL102

ppraton: | Thursday, Msy O

License Type: Petmanent

Licensed components and status

Record 1 of 12 d“d i

) Name Count 1 ) status
» - L[ le o

¥ideo Management 1 B @ox
E2-Track 1 B @ox
Reporting 1 Q o Ok
Incident Management 1 B @ox
Appliance C Class 1 Q o Ok
Business Logic 1 g ° Ok
Win32 Console 2 B @ox
Pocket Console 10 B @ox
Sensor 200 Q 0 Exceeded
General Integration Module 2 B @ox
Uidan Takaneabinn Madula LY et

Used -l

n:.....................I

b

Update Key

Click the Update Key button.
The PSOM License Key window appears.

Please enter license key:

|

Enter your license key in the fields provided, and click OK.

Refreshing Alert Details

You can determine how often information in the Alert Details window is refreshed for synchronization

Step 1

of alert data with external security systems.

To modify the refresh interval for Alert Details:

Select File > Preferences.

File | Monitoring Extensions View To

&3 Logoff i E H l

{:} Preferences

8 = =

The Console Preferences window appears.

| oL-24235-01
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M Turning Off Video Integration Warnings

elPreferences

Console (Per User)

Server Preferences

General :
Alert &l
Email Operation Console
[ Caonsole (Per Computer)
Gereral Minimum console update interval: 5 | seconds
S
& Server ™ Maximum number of alerts displayed in the list: |

General

Customize alert sound by alert bype: Sound. .. |

Fﬂlert Management Console

Minimum console update interval: 5 || secands

—Alert Details Window

—— Enter the number of seconds

Minimum window update interval: 5 || secands fOI' the refresh interval
POt TG T TeT Tt
Sart order of hierarchy node name: Ascending d

—Incident Package

¥ Incident Package location:

Ctidemolpackage_folder

—Response WorkFlow

™ Don't enforce task completion by alert status configuration

I Don't enforce task completion if alert is ‘False Alarm'

Apply | QF I Cancel |

Step2  Enter the number of seconds for the refresh interval in the Minimum window update interval field. The
default is 5 seconds, and the minimum is 3 seconds. If auto-refresh is not vital, increase the number of
seconds to reduce performance impact.

Step3  Click OK.

Turning Off Video Integration Warnings

When launching the Operation Console, you may receive warning messages reminding you to install
video adaptors. If you have installed the video adaptors that you need to use, and you do not want to see
this message anymore, you can turn it off.

To turn off video integration warnings:

Step1  Select File > Preferences.

-

ile | Monitoring  Extensions  View To

e
g ::f:ences E H |
a & 21X

The Console Preferences window appears.

Using Cisco Physical Security Operations Manager
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Using Native PTZ Motion

o leiPrefererices:
[-5 Console {Per User)

General
lert B : F current c computer

General

Email
(5 Console {Per Computer)

—Cansole Appearance:

> Console Skin: || | Blue 1 (Money Twins) u
[i5 server
General I 5
Al Consoles ntercom Sensor
Identity Management | Console Device ID: # Inkereom - Commend ad
—Video Integration . Uncheck this option to turn
[~ Show video integration warning message at console startup off Video messages at Sta[‘tup.

Apply | oK I Cancel |

Step2  Uncheck the Show video integration warning message at console startup option.
Step3  Click OK.

Using Native PTZ Motion

By default, PSOM uses a common PTZ motion control for all PTZ sensors so that PTZ controls are the
same across all video vendors integrated with PSOM. This common PTZ camera handling shows a
direction cursor when the mouse moves to a different region in a video window, it allows a left mouse
click to initiate PTZ camera pans, and it enables using the mouse wheel for zooming in or out.

If you would like to disable this common PTZ motion control in favor of native PTZ motion control
provided by external video software, then you must uncheck a preference option. When this option is
unchecked, the video vendor’s native PTZ movement solution will be used for camera move/zoom in
video windows.

For example, with the Cisco native PTZ mouse move/zoom, you move the mouse on the camera window
in the direction you want the camera to move and then right-click and hold while the camera pans. You
release the mouse button to stop camera motion.

To disable the common PTZ motion control:

Step 1 Select File > Preferences.

File | Monitoring Extensions View To

23 Logoff E ﬂ |

i} Eﬁf&rences
& e ]

The Console Preferences window appears.

Step2  Select General under Console.

Using Cisco Physical Security Operations Manager
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Chapter8 Advanced Tasks |

M Using Native PTZ Motion

= General
Ent

Ernail

[ Cperation Console Default Yiew Type:

[= Console (Per Computer)
G |

= Serv:;nera Root Maonitaring Zone: ‘m Mone
General Maonitaring Zone with zones: ‘D Mone
All Cansales

Identity Management Mornitoring Zone with areas: ‘m Mone

L <Y (<

Manitaring Area: ‘ m Mone

[ Cperation Console Threat Level Indicator:
¥ show Homeland Security Threat Level Indicator on Header
¥ Show MARSEC Threat Level Indicator on Header

Live Video PTZ - Uncheck this option to use native
¥ Use common layer PTZ mause movefzoom video software mechanisms for
PTZ motion.

Apply | (a3 I Cancel |

Step3  Uncheck the Use common layer PTZ mouse move/zoom option.
Step4  Click OK.
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A

Access control
device

Access control
system

Alarm

Alert

Attach

AVl file

C

Client

Compression

D

Database

Database server

Docked window

GLOSSARY

A door that is secured with a card reader as part of an access control system.

An intrusion detection system such as Hirsch Velocity that monitors sensors at access control devices
(such as doors or elevators)

The event raised by an intrusion detection system such as Hirsch Velocity which indicates
an inappropriate behavior has occurred at a sensor device.

The event raised within PSOM when a coordinating intrusion detection system raises an alarm at a
Sensor.

To include an image as part of an alert description such that people viewing the alert will be able to see
the image.

Audio Video Interleave. An audio-video standard designed by Microsoft

The PSOM client application is the part of PSOM that runs locally, on the computer that you have on
your desk. It interacts with several PSOM servers, which run on other computers linked to yours over
a network.

When a file is stored differently such that it has a smaller file size, and potentially transmits across the
Internet more quickly.

The database holds all the information on which PSOM operates, including alert details, recorded
video, snapshots and notes.

The server-side application responsible for interactions between the PSOM client and the set of data
from which it draws.

A window that is integrated within the overall PSOM software windows.

| oL-24235-01
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M Glossary

Dossier The set of information stored about an alert including its description, notes, recorded video, and
snapshots.

DVR Digital Video Recorder. Electronic equipment that captures video from video cameras and stores it to
a database.

E

Export To take information and transform it so it can be viewed in other ways. For example, to change a Word

document so it can be viewed within Adobe Acrobat Reader by exporting the document to PDF format.

F

Footage A stream of video captured by a video camera.

Intrusion detection Computer software such as Hirsch Velocity that monitors sensors at access control devices (such as
system doors or elevators).

L

live video Video footage that is happening in real time; it has not been recorded at an earlier time.

M

Monitoring area A physical location in which a collection of sensors are used in tandem to observe activity.

P

Pan To move the angle of a video camera so that it displays a different view of a physical location.

Pane A part of a window.

PTZ Pan-tilt-zoom. A video camera for which users can remotely control the view using pan, tilt, and zoom

operations.
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Glossary H

R

Recorded video Video footage that has been saved to a DVR database.

S

Security zone A logical group of monitoring areas within your total security boundary.

Sensor An electronic device that responds to certain stimulus (as heat, light, sound, pressure, magnetism, or a
particular motion) and transmits a resulting impulse. PSOM works with video camera sensors and
access control sensors.

Snapshot A still frame captured from a video. A photograph.

Standalone window A window that is not integrated within the overall PSOM window.

T

Thumbnail A very small visual representation of a larger image.

U

Undocked window A window that has been removed from the overall PSOM window to become a standalone window.

\"/

Video feed The stream of visual images transmitted by a video camera.

y 4

Zoom To make part of an image larger (zoom in) or smaller (zoom out).

Using Cisco Physical Security Operations Manager
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A

access attempts, last 10 1-3,3-18
alarm description 3-18
badge ID for person 3-18
ID assigned to access 3-18
name of person 3-18
organization person belongs to 3-18
status code for access 3-18
time of access 3-18
access control  3-35
locking down the door 3-35
lock open door 3-35
manually controlling access 3-33 to 3-35
map icon 2-7
release a lock down door 3-35
unlocking 3-34
acked status  2-18, 6-1
acknowledged status 2-18
acknowledging alerts 6-2 to 6-4
have not been viewed 6-4
multiple at a time 6-4
tasks to complete before 3-32
with outstanding tasks 6-4
you do not own 6-4
actions for an alert
adding 3-36
viewing 2-18,3-5
adding items to Extensions menu 8-9, 8-10
administering PSOM  8-9
Administration Console, launching 8-9
administrative report

alert count daily report 7-9,7-13

INDEX

alert count hourly report 7-9,7-14
alert detail report 7-9, 7-15, 7-16
alert response time by alert type report 7-9,7-17
alert severity, customizing 7-11
alert type, customizing 7-11
chart, customizing 7-12
creating 7-10to 7-13
date/time range, customizing 7-12
monitoring areas, customizing 7-12
monitoring zones, customizing 7-12
name, customizing 7-13
operator alert count report  7-9, 7-18
operator alert response time report 7-9, 7-19
operator end of shift report 7-20
sensors, customizing  7-12
top false alerts by sensor report 7-25
top x alert response time report 7-9, 7-21
top x alerts by alert type report 7-9, 7-22
top x alerts by area report 7-9,7-23
top x alerts by sensor report 7-9, 7-24
why generate 7-8

alarm raised by sensor 2-18, 3-14

alarms from external systems 3-22

alert count daily report 7-9,7-13

alert count hourly report 7-9,7-14

alert detail report 7-9, 7-15, 7-16

alerticon 2-5
appears near sensor 3-4
critical 2-8,3-3
high 2-8,3-3
low 2-9,3-3
medium  2-8,3-3
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Index

Alert List Pane

alerts, viewing  3-4

alert report

email, adding 8-4

emailing 7-4to7-5

how to generate 7-2to7-4
information to include 7-1,7-3
sample 7-7

ways to export 7-2,7-4

why generate 7-1

alert response time by alert type report 7-9, 7-17

alerts

access attempts, last 10 3-18
acknowledging 6-2 to 6-4
have not been viewed 6-4
multiple at a time 6-4
with outstanding tasks 6-4
you do not own 6-4
actions taken, viewing 3-5
administrative, viewing 8-6
alarm description 3-14
auditing 6-16to 6-18
badge information and photo 3-18
beeps, turning off 8-2,8-15
closing 6-5to 6-7
collapsed
number of 2-18

viewing 2-17,3-5

creating an alert from recorded video 2-33, 4-15

deleted, viewing 6-13
deleting  6-7
details

accessing 3-6

viewing 3-5

viewing in Alert Management window  6-15

Details window 1-3
external, viewing 2-35
EZ-Track
following suspects with  5-1to 5-18

launching 3-9
identifying with unique ID  2-19
image from computer, attaching 3-29
instructions to resolve 2-19, 3-5
locating in Map View Pane 1-2
location of sensor  2-18, 3-5, 3-9, 3-14, 3-17
manually creating from video 4-15to 4-18
mini-map of location 3-8
multiple, viewing 3-5
notes
adding 3-36
viewing 2-18, 3-5, 3-9, 3-10
number displayed, changing 6-9
one-click access to details  3-11
paging in display, changing 6-10
recorded video, viewing 2-18, 3-5, 3-10, 3-23
refreshing 2-35
reporting on
emailing report 7-4to 7-5
how to generate report 7-2to 7-4
information to include 7-1,7-3
reasons to  7-1
sample report 7-7
ways to export 7-2,7-4
resolving  2-19, 3-5
responding  3-30
response status of 2-18
response tasks 3-15
completing  3-31 to 3-32
RSS feeds, viewing 2-35
severity of 2-18,3-14
snapshot, attaching 4-9
status, affected by external systems 6-8
status of  2-18, 3-14, 6-1
time occurred 3-14
tracking in Alert List Pane 2-17
type of alarm  3-14
types of 2-18
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viewing
Alert List Pane  3-4
Map View Pane 3-3
Navigation Pane 3-2

pop up message 1-1,3-2

viewing all in Alert Management window  6-9

when happened 3-13
attachment, defined 1-1
auditing alerts 6-16 to 6-18

actions taken 6-18

alert number 6-17

name of user to take action 6-18

new status 6-17

old status  6-17

time of action 6-18

type of audit information 6-17

Index W

badge ID and photo, viewing 3-18
badge ID photo, viewing 1-4, 3-18
beeps, turning off 8-2,8-15

building layout, viewing 2-5

C

cameras, PTZ, controlling 4-11
changing items in Extensions menu 8-10
client, defined 1-1
closed status  2-18, 6-1
closing alerts 6-5to 6-7
tasks to complete before 3-32
collapsed alerts 2-18
viewing 2-17,3-5
connectivity to PSOM Services, checking 8-8

critical alert icon 2-8, 3-3

D

database, defined 1-1
database server, defined 1-1
deleted alerts, viewing 6-13
deleted status  6-1
deleting alerts  6-7
details for an alert 1-3
accessing 3-6
badge ID photo 1-4
external alarm  1-3
instructions for response 1-9
last 10 access attempts  1-3
location of sensor 1-3
recorded video, viewing 1-5
snapshot, adding 1-5
video, viewing recorded 1-5

viewing 3-5

viewing in Alert Management window  6-15

dock window 2-5
DVR video camera
icon 2-7

offline icon 2-7

email address, adding 8-4
errors, troubleshooting  8-11
escalation of alerts, viewing in Escalation Pane
Escalation Pane, using 2-19
exporting video to a file 4-13
extensions

adding 8-9,8-10

changing 8-10

removing 8-10
external alarm details 1-3
external alerts, viewing 2-35

external applications, accessing 8-9
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W Index

EZ-Track
base camera view, changing 5-3
browse to select camera sensor 5-6, 5-7
closest camera views 5-2
launching 3-9, 5-4
Live Video icon 5-6
map, viewing 5-6
Map icon 5-6
navigation, using 5-2
playback for recorded video, controlling
PTZ cameras, controlling from 5-9
PTZ Control icon 5-6
Replace Tracking Record icon 5-6
replacing a tracking record 5-6
Sensor Browser icon 5-6
snapshot
taking 5-8
updating tracking record with 5-9
Snapshot icon  5-6
storing tracking records 5-6
suspect movements, viewing  5-6
switching to live video feed 5-6
tracking record
creating 5-10
what is  5-4
track link, what is 5-4
Track Link icon 5-6
Track Link Pane
closing 5-18
deleting track records 5-18
editing track records 5-17
Exiticon 5-11
exporting track records 5-15
exporting video 5-15
EZ-Search, launching from 5-15
EZ-Track, launching from 5-15
EZ-Track, returning to  5-18
fast forwarding recorded video 5-15

live video 5-15

Map icon 5-11
map location, viewing  5-13, 5-15, 5-17
opening 5-10,5-14
pausing recorded video 5-15
playing recorded video 5-14,5-15, 5-18
printing track records 5-15
Refresh icon  5-11
refreshing 5-14
renaming track links 5-18
restarting tracking 5-12
Restart Track icon  5-11
rewinding recorded video 5-15
Save Track Link icon 5-11
saving records 5-12,5-18
snapshot image 5-15
start time for video, setting 5-15
stopping recorded video 5-15
video from last sensor 5-15
video from next sensor 5-15

Track Video Pane 5-2

using  5-1to 5-18

F

fast forwarding recorded video 3-25
finding a sensor 2-12, 3-20
Find Sensor 2-12

G

global view, returning to  2-34

H

high alert icon 2-8, 3-3
home button, purpose 2-34

Homeland Security levels, viewing 2-35
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identifying alerts with unique ID 2-19
image, attaching to alert 3-29

information you can find with PSOM  1-10

instructions for resolving alerts  1-9, 2-19, 3-5, 3-30

L

latest information, getting 2-35
launching the Administration Console 8-9
live video
snapshot, taking 3-27
viewing 4-4
viewing from Alert Details window 4-5
viewing from Alert List Pane 4-5
locating alert
Map View Pane 1-2,3-5,3-9
mini-map, viewing 3-8
location of sensor for alert 1-3, 2-18, 3-14, 3-17
in Map View Pane 2-7
locking down a door 3-35
lock open door 3-35

low alert icon 2-9, 3-3

manually controlling an access 3-33 to 3-35
manually creating alerts  4-15 to 4-18
map
alerts, viewing location of 3-3,3-9
moving around in  2-5
sensors, locating  4-1
viewing 2-5
map icons
access control  2-7
alert
critical 2-8
high 2-8

low 2-9
medium  2-8

monitoring area 2-7

monitoring zone 2-7

navigate icons 2-9, 2-15

video camera, DVR 2-7

video camera, DVR offline 2-7

video camera, PTZ 2-7

video camera, PTZ offline 2-7
Map View Pane

alert, locating 1-2

alert, viewing 3-3

sensors, locating  4-1, 5-1
MARSEC levels, viewing 2-35
medium alert icon 2-8, 3-3
mini-map

alert location 3-8, 3-17

showing for video 3-26
monitoring area

defined 2-4

icon 2-7
monitoring zone

defined 2-4

icon 2-7

multiple alerts, viewing 3-5

navigate icons 2-9,2-15
navigating Surveillance environment
Map View Pane, using 2-5
Navigation Pane, using 2-4
traversing zones and areas 2-34
Navigation Pane
alerts, viewing 3-2
overview 2-4
notes
adding to alert 3-36
viewing 2-18, 3-5, 3-9, 3-10
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W Index

o

occur time 4-16

one-click access to alert details  3-11

open alerts, viewing 2-17, 3-4

opening external applications 8-9

open status  2-18, 6-1

Operation Console, overview  2-1

operator alert count report  7-9,7-18
operator alert response time report  7-9, 7-19
operator end of shift report 7-9,7-20
overview of PSOM  1-1

P

pausing recorded video 3-25
photo from badge, viewing 1-4,3-18
photo from video
attaching to alert 4-9
taking 1-5, 3-27, 4-7
playback, controlling for recorded video 3-24
playing recorded video 3-25
pop up alert message 1-1, 3-2
problems
troubleshooting  8-11
PSOM
overview of Operation Console 2-1
what you can find out 1-10
PTZ video camera
controlling 4-11
icon 2-7

offline icon 2-7

recorded video

creating an alert from recorded video 2-33, 4-15

exporting to file 4-13
fast forwarding 3-25

mini-map, showing 3-26
pausing 3-25
playback, controlling 3-24
playing 3-25
playing for specific time window 3-25
rewinding 3-25
snapshot, taking 3-27
stopping 3-25
viewing 1-5, 2-18, 3-10, 3-23, 4-2
viewing for an alert 3-5
viewing from Alert Details window 4-5
viewing from Alert List Pane 4-5
refreshing alerts 2-35
release lock open door 3-35
releasing a lock down door  3-35
removing items from Extensions menu 8-10
reporting for administration
alert count daily report 7-9,7-13
alert count hourly report 7-9, 7-14
alert detail report 7-9, 7-15, 7-16
alert response time by alert type report 7-9, 7-17
creating reports 7-10to 7-13
operator alert count report  7-9, 7-18
operator alert response time report 7-9, 7-19
operator end of shift report 7-9,7-20
reasons to 7-8
top false alert by sensor report 7-9
top false alerts by sensor report 7-25
top x alert response time report  7-9, 7-21
top x alerts by alert type report 7-9, 7-22
top x alerts by area report 7-9, 7-23
top x alerts by sensor report  7-9, 7-24
reporting on alerts
emailing reports 7-4to 7-5
how to 7-2to7-4
information to include 7-1,7-3
reasons to  7-1
sample report 7-7

ways to export 7-2,7-4
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resolving alerts 2-19, 3-5, 3-30
response instructions 1-9
response status of alerts 2-18
response tasks 3-15
completing  3-31to 3-32
before acknowledging alert 3-32
before closing alert 3-32
viewing in Task Pane 2-20
rewinding recorded video 3-25
risk level of alerts 2-18,3-14
RSS alerts, viewing 2-35

S

sensor
alarm raised by 2-18
finding 2-12,3-20
locating in Map View Pane 2-7, 4-1, 5-1
location of 1-3, 2-18, 3-14, 3-17
name, viewing  2-9,2-18
severity of alert 2-18, 3-14
snapshot
attaching to alert 4-9
EZ-Track, taking from 5-6, 5-8
taking 1-5, 3-27, 4-7
time 4-16
status icons 2-5
status of alerts 2-18, 3-14
affected by external systems 6-8
stopping recorded video 3-25

system information, viewing 8-11

T

Task Pane, using 2-20
Tasks bar 3-15
time of alert

follows Regional setting 3-14

occur time 4-16

snapshot time 4-16
top false alert by sensor report 7-9
top false alerts by sensor report 7-25
top of navigation hierarchy, returning to  2-34
top x alert response time report  7-9, 7-21
top x alerts by alert type report 7-9, 7-22
top x alerts by area report 7-9,7-23
top x alerts by sensor report 7-9, 7-24
tracking record

creating 5-10

what is  5-4
track link, what is 5-4
Track Video Pane 5-2
troubleshooting  8-11
turning off beeps 8-2,8-15
type of alert 2-18
types of alarms  3-22

Index W

U

undock window  2-5
unique ID for alerts 2-19
unlocking a secure door 3-34

up-to-date alerts, getting 2-35

\'"/

video
exporting to file 4-13
EZ-Track, launching 5-4
following suspects with EZ-Track 5-1to 5-18
live
viewing 4-4
manually creating alerts from 4-15to 4-18
photo, taking 1-5, 3-27, 4-7

PTZ cameras, controlling 4-11
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W Index

recorded
mini-map, showing 3-26
playback, controlling 3-24
viewing 4-2
viewing for an alert 2-18, 3-5, 3-10, 3-23
sensor
locating in Map View Pane 4-1
snapshot, taking 1-5,3-27, 4-7
viewing
both live and recorded simultaneously 3-26
from Alert Details window 4-5
from Alert List Pane 4-5
recorded 1-5
video camera
DVRicon 2-7,4-2,4-19
DVR offline icon  2-7, 4-2, 4-19
PTZ camera 4-2,4-19
PTZ icon 2-7
PTZ offline icon 2-7,4-2,4-19

W

walkthrough of PSOM  1-1
when an alert happened 3-13
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