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Overview

This manual provides information about administering Cisco Physical Security Operations Manager
(PSOM).

Organization

This manual is organized as follows:

Chapter 1, “Getting Started with PSOM” |What operators do with the Operation Console, what must
be configured so the Operation Console can be used, and
how you must proceed to set up the PSOM system

Chapter 2, “Defining Users and Describes how to set up user accounts and assign them to
Managing User Groups” user groups so that operators can access the Operation
Console, Administration Console, Alert Management
Console, Video Management Console, or Business Logic
Designer

Chapter 3, “Configuring Video Services” |Covers the basic steps to enable video streaming in the
Operation Console

Chapter 4, “Defining Locations” Explains how to establish the locations, or physical spaces,
within your environment that will be monitored by PSOM

Chapter 5, “Managing Monitoring Areas |Provides information about monitoring areas and

and Zones” monitoring zones, including how to add a monitoring area,
how to add a monitoring, and how to establish a
hierarchical navigation tree for traversing the security
environment from the Navigation Pane

Chapter 6, “Managing Sensors” Provides information about using sensors in a PSOM
environment

Chapter 7, “Designing Maps” Describes how to use the Map Design Mode to perform a
variety of activities with maps

Chapter 8, “Managing Response Task Provides detailed information about response tasks and

Items and Response Workflow Rules” response workflow rules

Administering Cisco Physical Security Operations Manager
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Chapter 9, “Managing Alert Collapsing
Rules”

Describes how to collapse similar alerts under a single
listing in the Operation Console

Chapter 10, “Customizing Reports”

Describes the default reports that PSOM provides and how
to customize a default report

Chapter 11, “Integrating Sensors with
External Systems, Registering
Third-Party Alarm Types, and
Configuring Integration Modules”

Provides information about synchronize information
between external intrusion detection systems and PSOM,
managing sensor mappings, registering third-party alarm
types, and creating custom alert types

Chapter 12, “Setting Up EZ-Track”

This chapter explains how to prepare video camera sensors
for EZ-Track, configure EZ-Track navigation for camera
sensors, import an EZ-Track configuration from an XML
file, and enable backward tracking with EZ-Track

Chapter 13, “Managing Tracking Devices
and Resources”

Provides information about tracking devices and security
resources

Chapter 14, “Managing Business Logic”

Provides information about business logic and related
activities

Chapter 15, “Business Logic Component
Reference”

Provides detailed information about the components that
can be used to build business logic templates

Chapter 16, “Diagnosing System Tasks
and Alerts”

Provides information about diagnosing administrative
alerts and monitoring alerts, and explains how to produce
an audit trail about PSOM activity

Appendix A, “Planning Worksheets”

Provides worksheets you can use for planning your PSOM
environment

Appendix B, “Backup and Restore PSOM
Database”

Explains how to back up and restore PSOM database

Appendix C, “Reconfiguring PSOM
Services”

Explains how to reconfigure PSOM Services, PSOM Web
Service, and PSOM Connector Web Service after an initial
deployment

Glossary

Defines various terms

Obtaining Documentation and Submitting a Service Request

For information about obtaining documentation, submitting a service request, and gathering additional

information, see the monthly What’s New in Cisco Product Documentation. That document also lists
new and revised Cisco technical documentation. It is available at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service. Cisco currently supports RSS Version 2.0.

[l Administering Cisco Physical Security Operations Manager
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CHAPTER 1

Getting Started with PSOM

As the administrator, you are responsible for setting up and managing all components of Cisco Physical
Security Operations Manager (PSOM) that are used by operators in the Operation Console. In this
chapter, you’ll learn:

e What operators do with the Operation Console
e What must be configured so the Operation Console can be used
¢ How you must proceed to set up the PSOM system
This chapter includes these topics:
e About PSOM, page 1-1
e Understanding the deployment architecture, page 1-2
e Learning about PSOM Services, page 1-2
e Overview of the Operation Console, page 1-3
e Configuring PSOM, page 1-6
e Getting familiar with the Administration Console, page 1-10
e Logging On or Off, page 1-13
e Viewing and Updating Your License Key, page 1-14
e Setting Preferences, page 1-17
e Starting and Stopping Services, page 1-25

About PSOM

PSOM is a Physical Security Information Management (PSIM) solution that provides situational
awareness across the organization and delivers the insight required to protect people, assets and
infrastructure. PSOM is a unified management platform that connects physical security systems (access
control, analytics, sensors, video surveillance, etc.) with logical ones to enable security teams to better
manage security events.

| oL-24230-01
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Chapter 1 Getting Started with PSOM |

W Understanding the deployment architecture

Understanding the deployment architecture

PSOM has these major components:

PSOM Services—Collect information from various sensors within a security environment, and
process this data for analysis of alert conditions. Specifically, the PSOM Services integrate with
video, access control, and intrusion detection systems to collect sensor alerts and live and recorded
video. Multiple network interface cards (NICs) enable PSOM Services to access the IP networks for
the subsystems which may be on different networks.

PSOM Consoles—Includes the Administration Console, Operation Console, Alert Management
Console, Video Management Console, and Business Logic Designer. The Operation Console
enables operators to detect and respond to alerts, view live and recorded video, and report on alert
conditions. The Administration Console enables administrators to configure and manage the
elements of PSOM used by the Operation Console.

PSOM Repository—Stores all environment configurations and data collected by PSOM in a
standard Microsoft SQL Server 2008 database.

Learning about PSOM Services

Each of the PSOM Services must be running for PSOM to function correctly.

Bus Services (BUS)—Dispatches and routes rules, alerts, schedules, and commands to various
services. Dynamically discovers Integration Modules and monitors services for abnormalities (e.g.,
a service becomes unreachable).

Caching Services (CS)—Speeds up business logic execution by caching monitoring hierarchy and
sensor map information.

Business Logic Core Services (BL CORE)—Runs business logic policies such as Alert Business
Logic, Scheduled Business Logic, and so forth; the BL CORE does not handle event monitoring
logic.

Monitoring Logic Services (MS)—Detects new and updated events from sensors via Integration
Modules and creates alerts in PSOM.

Sensor Management Services (SM)—Automatically discovers sensors via Integration Modules and
synchronizes them with PSOM. Supports customized parsing of device semantics, and can
automatically create the monitoring hierarchy with correct areas, zones and sensor locations.

Web Services (WS)—Handles communication between PSOM Services and PSOM Consoles, and
enables integration with external alarm systems.

User Services (US)—Runs reports on data collected by PSOM and controls video management
systems and cameras. This service is optional.

Connector Web Services (CWS)—Handles communication with third-party vendor systems via
Integration Modules. This service is optional if only video is being used.

Administering Cisco Physical Security Operations Manager
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Overview of the Operation Console
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PSOM uses a scalable Service Oriented Architecture (SOA) based on .NET, and is comprised of a series
of web services which means PSOM enables easy integration with existing technology infrastructures.

Instead of being a monolithic application requiring significant development to add or modify
functionality, PSOM uses a modern modular design that separates application components into discrete
modules. The modular approach enables easy modifications with minimal impact and allows new
functional modules to be added at any time. PSOM integration modules with physical security
subsystems leverage this approach for quick development and deployment.

All data collected by PSOM is stored in a standard Microsoft SQL Server 2005 or SQL Server 2008
database. The use of a commonly deployed database platform simplifies regular database administration
tasks and allows easy access to data in case there are unique reporting requirements not met by PSOM
reporting capabilities. In addition to simplified management and reporting, PSOM can also leverage
some of SQL Server’s more advanced features such as clustering and replication.

All communication between PSOM components is based on the global standard TCP/IP protocol. This
communication uses standard port definitions such as HTTP or HTTPS which means firewalls and other
networking equipment require minimal configuration modifications. The message format used for
communication is based on another industry standard, Extensible Markup Language, commonly known
as XML. A significant benefit of using XML as a data interchange is that third party products based on
SOA and XML can be quickly and easily integrated with PSOM.

Overview of the Operation Console

Before you can understand the administration tasks that must be accomplished, you must first understand
the environment you are configuring for security operators. That environment is the Operation Console,
as shown next.
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I Overview of the Operation Console
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When an operator drills down on the map shown previously, a lower-level building floor plan appears.
This floor plan shows the placement of all video camera sensors and access control devices, as shown

next.
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Getting Started with PSOM

Overview of the Operation Console
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When operators view details for an alert, they see information that has been configured or enabled by a
system administrator including: the location description, the sensor’s assigned ID, the alarm triggered
by the external access control system, the details for the last access attempts, and recorded video footage
for the alert.
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M Configuring PSOM
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Hirsch¥elocity Event The Last # of Access Atkempts Access Attempts \Within Time specified ﬂMap
Property Yalue Referen... Referen.. Access.. Badgel.. Access.. Access.. Organiz...
AlarmMame Forced Entry at Inp... 674515 Access G... 11[6/Z00... 1002441 2000 twtashingt. .. Proximex ...
AlarmID 57376
Moke EventID 5001
DoorMame PRT1GL1C
fddress 1401.01,30,001.01..... .
== The last access attempts at this door.
User_Image a
System
e e o LastDoorAccess  1116/2009 5:02:44 PM

Further, all of this information is compiled into a printed or electronic document for notification and
reporting purposes.

See the Using Cisco Physical Security Operations Manager guide for information about using the
Operation Console.

Configuring PSOM

As the administrator, you play a critical role in designing and configuring PSOM so that the right
information is readily available to security operators and first responders.

To get PSOM up and running, you must perform a series of tasks to setup the environment. You can use
the Configuration Wizard to guide you through this process.

To configure PSOM using the Configuration Start Wizard:

[l Administering Cisco Physical Security Operations Manager
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Configuring PSOM

Step 1 Select Tools > Configuration Wizard.
Fle Wiew Tools | Help
Havigation | B  Operation Conscle tal Security Information Management A
Administra g Alert Consale ninistration Contral Panel - Catego /j
E Wideo Consols
|% Configuration Wizard | Envimnmem . (A Eules "
i s 8 anage maps, monitoring bree, anage rules for response
@ Confl&&e = zones, areas. sensors, tracking workflow, reporting and alsrt
: g:—:__JL__L__ devices and resouces. :‘_::JL,__—*—_ collapsing.
Environment
Security Diagnostics
@ Manage security rales, permissions, Manage audit report, administration
Rules uzers and user groups. system alerts and monitorintg tasks
= ==
= Videa Integration A EventIntegration
E Configure video service modules % I anage inteqration modules, user
and camera topology. alert types. extemnal alert types and
- - $ENgOr Mapping.
e — e
Business Logic
tanage business logic templates
Others and PowerShell script lbrary
B =
£
The Configuration Wizard appears.
Ej l::onfiguratiun_Wiz_ar‘d
Configuration Task - 1. Add Security Users
~
_r' B
E@ Add Security Users (0%) a
Task Ttem
Security User e
Canfigure Survelint users: Add new security user groups
Add new users and assign i " = S
pre-defined security role to - Configure security role For permissions (Optional) |_IDone
[[f each user,
I 0% ‘ l@
e
@ Create Monitoring Hierarchy - Monitoring Zone, Area and Location (0%) @
~—
@ Create Maps (0%) gl‘
~
w Draw Boundaries - Monitoring Zone and Area (0%) a]‘
-
I—fﬁ Add Sensors and Sensor Groups (D%} @‘
e
@ Place Sensors {D%) @‘
i
M Apply Event Business Logic (0%) ﬂJ|
I i |
l Close
Step2  Select each task in order and its section will expand with a list of tasks to be completed.
Step3  Click the Configure button to launch the appropriate configuration window for the task to be completed.
Step4  Click Next to move on to the next administration task.

Configuration tasks you must perform as administrator include:

e Set up users and assign them to security groups.
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e Establish the hierarchy of monitoring zones and areas within your security environment—This
involves dividing the overall security boundary into logical top-level groups (monitoring zones), and
then splitting those groups into areas that can be managed from a single view of a building floor plan
(monitoring areas).

e Create maps for the monitoring hierarchy—This involves uploading graphics for the different
monitoring areas and zones in your environment.

e Draw boundaries on maps for the monitoring zones and areas—This involves visually defining the
monitoring zones and areas on graphical maps to show the boundaries.

e Add sensors for each video camera and access control, and define sensor groups—A sensor must be
defined in PSOM for each physical sensor in the environment. And you can group sensors together
that collaborate to report events; for example, group an access control device and the video camera
that monitors it.

e Place sensors into the correct monitoring zone or area, and add them to maps—Then these sensors
must be placed appropriately on building floor plans for your monitoring areas.

¢ Apply event business logic to ensure that rules are followed and security policies are consistently
repeatable.

e Create response workflows that define standard operating procedures for response to incidents.
e Automate escalation of alerts to ensure prompt and appropriate incident response.
e Customize automated response with alert business logic policies.

There is a set of information you need to gather before beginning to set up PSOM for your security
environment. Table 1-1 lists the details you’ll need and tells you which planning worksheet you can use
in Appendix A, “Planning Worksheets,” to gather the information.

Table 1-1 Planning Information Needed for Deploying PSOM
To set up... You need to gather this information... You can use this worksheet...
Video sensors For each video camera, you need its: Video Camera Planning,

e Device ID page A-5

e Location (see Locations below)

e View Range (in degrees)—the width of
the camera’s viewing area.

e View Distance (in feet)—the distance
from the camera to the farthest point it
can accurately view.

e View Direction (in degrees)—the focus
angle of the camera (clockwise from
0-359). This tells PSOM the direction
the camera is pointing from 0-180
degrees.

Administering Cisco Physical Security Operations Manager
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Table 1-1 Planning Information Needed for Deploying PSOM (continued)
To set up... You need to gather this information... You can use this worksheet...
Access control  |For each access control system, you need its: |“Access Control System
system e IP address or server name Integration Planning” section on
integration page A-2

e ACS login name
e ACS login password

See the Integration Module documentation
for details. Install the PxDocSetup.msi file to
obtain all PSOM documentation.

Sensor groups

Determine which video camera sensors
should be grouped with access control
devices, and what other sensor groups make
sense for monitoring activity in your
environment.

Users For each employee, you need: “User Deployment Planning”
e Login user name section on page A-3
e Login password
e Security group assignment
e Description
e Security role and permissions
Locations For each physical space in your environment |“Locations Planning” section on
that will be monitored by PSOM, you need to |page A-4
create:
e Location name
e Description
Monitoring A monitoring zone is a logical group of “Monitoring Zone Planning”
Zones monitoring areas (or monitoring zones) that |section on page A-6

are associated because of physical location,
business function, or other reasons. For each
monitoring zone you need:

e A name for the monitoring zone.

e The list of monitoring areas (or zones)
that should be part of the monitoring
zone.

Note  Monitoring zones can contain
monitoring areas, or monitoring

zones, but not both.

| oL-24230-01
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Table 1-1 Planning Information Needed for Deploying PSOM (continued)

To set up... You need to gather this information... You can use this worksheet...
Monitoring A monitoring area is a virtual representation |“Monitoring Areas Planning”
Areas of a place within your security environment [section on page A-7

that is associated with a map or building
floor plan and sensor groups that exist in that
physical space. For each monitoring area you
need:

e A name for the monitoring area.

e A description of the physical place
represented by the monitoring area.

e A list of sensors and sensor groups that
should be part of this monitoring area.

Response Tasks |Response workflow rules are comprised of e “Task Items Planning”
Items and response tasks items, and apply to specific section on page A-8
Response types of alerts.

e “Response Workflow
Workflow Rules

To perform this step, you need to know: Planning” section on

e  What are all the different actions that page A-9

operators will need to perform to resolve
alerts? These are defined as response
tasks items.

e For each type of alert, what are the tasks
that operators need to perform? You’ll
define different response workflow rules
for each type of alert.

e For each response workflow rule, which
response tasks items must be performed
before the alert can be acknowledged?
Or before it can be closed?

EZ-Track To configure each video camera for “EZ-Track Planning” section on
EZ-Track, you must know: page A-10

e How long it takes (in seconds) to travel
from camera to camera at a regular
walking stride.

e  Which cameras are up, down, left, right
from the source camera.

Getting familiar with the Administration Console

From the Administration Console, you can perform most administrative tasks.

Administering Cisco Physical Security Operations Manager
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File Wew Tools Help
Mavigation

Administration

Harne

ad

Environment

Rules

Security

L
|

]

Physical Security Information Management

tio |

Environment

P
Manage maps, monitoring tree, /_j
zones, areas, sensors, tracking

devices and resources.

()
wr

Secunty
Manage securty roles, permissions,
uzers and user groups.

Yidea Integrafion
Configure video service modules
and camera topology.

Business Logic
Manage business logic templates
and PowerShell script lbrary

Getting familiar with the Administration Console

Rules

b anage rules for response
workflow, reporting and alert
collapsing.

Diagnostics
b anage audit report, administration
system aleits and monitorintg tasks

EventIntegration

I anage integration modules, user
alert types, extemnal alert tppes and
$BAE0N MApPIng.

— Tools you use
to administer
PSOM.

Navigation for switching between
functionality in the Administration Console.

The center of the window lists all the tools you will use to set up and administer PSOM. Table 1-2

describes tasks you can perform with each of these tools.

Table 1-2 Tools You can Use to Perform Different Tasks
To do this: Use this Tool: |See:
Add new users to PSOM. Security “Setting Up User Accounts” section on
page 2-2
Assign users to different security groups. |Security “Managing the Members of a User
Group” section on page 2-17
Add locations, monitoring areas and Environment e “Adding Locations to PSOM” section
monitoring zones to PSOM. on page 4-2
e “Adding Monitoring Areas to
PSOM” section on page 5-2
e “Adding Monitoring Zones to
PSOM” section on page 5-6
Add sensors to PSOM and group them Environment e “Adding New Sensors for Access

together.

Control Devices” section on page 6-2

e “Adding new Sensors for Video
Cameras” section on page 6-7

e “Adding New Sensors for Other
Types of Devices” section on

page 6-16

e “Grouping Sensors” section on

page 6-24
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Table 1-2 Tools You can Use to Perform Different Tasks (continued)

To do this: Use this Tool:  |See:

Establish the navigation hierarchy of Environment “Setting up the Monitoring Tree

monitoring zones, monitoring areas, and Hierarchy” section on page 5-10

locations.

Add aerial maps and building floor plans |Environment “Adding Background Map Images”

to monitoring zones, monitoring areas, section on page 7-5

and locations.

Add sensors to maps. Environment “Adding Sensors to a Map” section on
page 7-21

Integrate GIS maps with PSOM. Environment “Integrating GIS Maps with PSOM”
section on page 7-31

Set up response tasks items and response |Rules Chapter 8, “Managing Response Task

workflow rules, and apply them to alerts. Items and Response Workflow Rules”

Set up alert collapsing rules. Rules Chapter 9, “Managing Alert Collapsing
Rules”

Configure automated reporting. Rules Chapter 10, “Customizing Reports”

Integrate sensors with external intrusion |Event Chapter 11, “Integrating Sensors with

detection systems. Integration External Systems, Registering
Third-Party Alarm Types, and
Configuring Integration Modules”

Set Homeland Security or MARSEC Preferences “Setting Homeland Security or MARSEC

levels. levels for the Operation Console”
procedure on page 1-17

Diagnose system tasks, alerts and events. |Diagnostics Chapter 16, “Diagnosing System Tasks

and Alerts”

Configure video services.

Video Camera

)

Chapter 3, “Configuring Video Services’

Set up video cameras to enable EZ-Track.

Video Camera

Chapter 12, “Setting Up EZ-Track”

Set up EZ-Track camera topology.

Environmentor
Video Camera

Chapter 12, “Setting Up EZ-Track”

Set up tracking devices and resources.

Environment

Chapter 13, “Managing Tracking Devices
and Resources”

Configure business logic for alert
response.

Business Logic

Chapter 14, “Managing Business Logic”

Aside from the tools you can use, you can also launch the Operation Console by clicking its name under

Operations on the left side of the window.

Under Others on the left side of the window, you can perform these functions:

e To change preferences for the Administration Console and Operation Consoles in your organization,

click Preferences.

e If you want to change the permissions or password of the current login account, click Security

Profile.

e To view licensing information, or update your license key, click License Manager.

* You can access help by clicking Help and Support.

[l Administering Cisco Physical Security Operations Manager
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Docking and Undocking the Navigation Pane

Logging On or Off

If you want to create more working space in the Administration Console, you can undock the Navigation
Pane on the left side of the window by clicking the thumbtab icon. Then click the Navigation tab when
you want to see the pane.

The Navigation Pane will appear when you select the Navigation Pane menu.

The
Navigation
Pane appears.

Mavigation

Administration

Environment

-

LIps.

Home -
nitoring tres, ./—j

zorz, tracking
ﬂ rces ®—

roles. permissions, ;

Rules

Manage rules for response
warkflow, reporting and alert
collapsing.

Diagnostics
Manage audit report, administration
spstem alerts and monitarintg tasks,

You can completely close the Navigation Pane by clicking the X button at the top right corner of the pane.
To subsequently redisplay the Navigation Pane, select View > Navigation Pane from the menus at the
top of the window.

Select View >

wity Management
Navigation Pane anel - Category view
to redisplay the Erromi
Navigation £ rues - (A
Pane. A =, monitoring tree, _r"j

Logging On or Off

Security

-2
Diagnostics

5, sensors, tracking =
resources. o=

=]
E Video Camera
1_& Event Connector
aal

Business Logic

5Er groups.

Video Camera

Configure video services and
camera topology.

©—l ®—
Business Logic
Manage business logic, PowerShell
3 script rules
a—

rity roles, permissions, ;

Rules

Mznage rules for menitoring,
response workflow. reporting,
business logic and PowerShell
script.

Diagnastics
Manage audit report, administration
system alerts and monitorintg tasks.

Event Connector

Manage user alert types, external
alert types and sensor mapping.

You can log off PSOM Administration Console, and then log back on as a different user, without exiting
the Administration Console.

To log off the Administration Console:

| oL-24230-01
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Step 1 Select File > Logoff.

File View Tools Help

Logoff
e Er&rences

Exit

E.

D—’k

[X]

A confirmation dialog appears.

‘—?,j Do you want to logoff current connection from 'localhost'?

Step2  Click Yes.

To log back on to the Administration Console:

Note  If you're using single sign-on to login to PSOM (e.g., Windows Authentication), see the “Single Sign
On and User Management” section on page 2-25.

Step 1 Select File > Logon.

File  Wiew Tools  Help

|£ LOD[%%- ; Physical Sec|

<] Administrati

& Ext

The Logon window appears.
Step2  Select your login account from the User Name field.
Step3  Enter the corresponding password from the Password field.

Step4  Click Logon.

Viewing and Updating Your License Key

Your PSOM license key controls access to the Administration Console, Operation Console, EZ-Track
functionality, and other key features. Your license key may, or may not, have an expiration date
depending upon the product purchased.

The license key is a 25-character string.

To view your license key:

Step 1 Click Others in the Navigation pane.

Administering Cisco Physical Security Operations Manager
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Step 2

Click License Manager in the Navigation pane.

File Wiew Tools Help
Mavigakion CJ
Others

ik

B
3
.46
Preferences

Security Profile

License Manager

O

Y

~3)

[#
Help and Support

@

About Prozximes: Surveillink™

E Administration
% Tools

Physical Security Information Management

82

y
< License Manager

Environment

Manage maps. monitaring tree,
2ones, areas, sensors, fracking
devices and resources.

Security

Manage security ales. permissians.

users and Lser gioups

Yideo Integration
Configure video service modules
and camera topology.

Business Logic
Manage business logic templates
and Powers hell script library

The PSOM License Manager appears.

License Key Informaion ?
License key: 100000NYAAZ10215B21PSE105 Update ey
Expiration: wednesday, Janud
License Type:! Evaluation
Licensed components and status

<4 Name: Count [] () status Used

1
leo Management 1 & 9w« 1

E2-Track 1 & 9w« 1

Reporting 1 a o QK 1

Incident Management 1 & 9w« 1

Appliance C100 1 B 9o 1

Business Logic 1 & 9w« 1

Win32 Console 5 & 9w« 1

Pocket Console 0 & 9w« o

Sensor Unlimited B4 @ oK 521

General Integration Module in G ° oK 1 E

Uidan Inkanratinn Mn in LeRE_ et 1 “

7| Record 1 of 12 d ||l

Viewing and Updating Your License Key

Rules

tanage rules far response
workflow, reporting and alert
collapsing,

Diagnostics
Manage sudit report, administration
system alerts and maonitorintg tasks.

Ewvent Inte gration

Manage integration modules. user
alert types, extemal alert types and
SENS0T MAPRIng.

If you have exceeded your license requirement for an item, it appears highlighted in the list.
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License Key Informaion

License Key: !1DDDDDNVZZSDDDKZLZDRZL[DZ |

Eraer nendey, 15, NN |

License Tyvpe: |Permanent |

Licensed components and status

O

|_ Yideo Management
|7 EZ-Track

|_ Reporting

|_ Incident Management
L Appliance

|_ Business Logic

L Win32 Console

| Pocket Console 10

| Sensor 200

| General Integration Module 2

| video Integration Module z

|l Record 1 of 12 aa@u ™| [ Close

To update your license key:

Step1  Click Others and then License Manager in the Navigation pane.
Step2  Click the Update Key button.

License Key Informaion ?
License Key: ‘1UDUDDNVAAZIUZISEZIPSEIUS |
Lipdate Key

Expiration: wednesday, Janu:

License Type: ‘Evaluatlon |

Licensed components and status

video Management
E2-Track

Reporting

Appliance C100

Business Logic

1
1
1
1
Incident Management 1
1
1
5

Win32 Console

Pocket Console 10

Sensor Urlimited
General Integration Module 10 E Do 1

| tidan Fabamation Modula " L 1 o
. Recordlofiz aﬂﬂ_; * | I Close

The PSOM License Key window appears.

Please enter licenze key:

Type in your license key in the fields provided and click OK.
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Setting Preferences

PSOM Administration Console has a number of preferences you can set including:

Setting Preferences W

e Console—These control preferences for the Operation Console. Refer to the Using Cisco Physical
Security Operations Manager guide for information.

e Server—These control preferences for the Administration Console, and for the Operation Console.

Table 1-3 describes the Server preferences from the Administration Console.

Table 1-3

Server Preferences that You can Set from the Administration Console

Server preference

See:

How long PSOM stores auditing information.

“Setting How Long Audit Records are Stored by
PSOM” section on page 16-9

The awareness level assigned to Homeland
Security and MARSEC that appears in the
Operation Console.

“Setting Homeland Security or MARSEC levels
for the Operation Console” section on page 1-17

Whether strong passwords are required to access
PSOM; and if so, whether they expire.

“Enforcing Strong Passwords in PSOM” section
on page 2-22

How often alerts are refreshed in the Operation
Console and whether different sounds are applied
to different alerts.

“Setting Alert Preferences for the Operation
Console” section on page 1-19

How frequently alerts are refreshed in the Alert
Management Console.

“Setting Alert Preferences for the Alert
Management Console” section on page 1-21

How frequently alerts are refreshed in the Alert
Details window for Operation Consoles.

“Setting Alert Preferences for the Alert Details
Window” section on page 1-22

What order monitoring zones and areas are listed
in the Monitoring Hierarchy in PSOM Consoles.

“Setting the Order of the Monitoring Hierarchy”
section on page 1-23

Where incident packages are stored by default
when generated by operators using the Operation
Console.

“Setting a Default Directory for Incident
Packages” section on page 10-10

Whether task completion should be enforced in
the Operation Console.

“Enforcing Task Completion in the Operation
Console” section on page 8-19

What service to use for identity management.

“Identity Management in PSOM” section on
page 2-27

How to stop video alert messages for Consoles
that do not have video support.

“Stopping Video Alert Messages for Consoles
without Video Support” section on page 1-24

Setting Homeland Security or MARSEC levels for the Operation Console

The Operation Console displays the current Homeland Security or MARSEC level at the bottom right

corner of the window.

You can manually set these levels for the Operation Console from the Administration Console.

To set the Homeland Security or MARSEC levels:
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Step 1 From the Administration Console, select File > Preferences.

File = View Tools Help
&3 Logoff

{:} Preferences

B Ext

uJ

olE.

The Console Preferences window appears.
Step2  Click Server.
The Server preferences appear.

Step3  In the Security Threat Level Indicator section, select the type of security threat you want to display in
the Operation Console from the pull-down menu: Homeland Security or MARSEC.

Server Preferences
General . A _
Server General Preferences

Alert

Email Audit Manager
[ Consale (Per Computer)

General Keep Auditing infarmation For last 7 d days
[ Server

» —Security Threat Level Indicator
All Consoles Security threat level bype: MARSEC “
(% Set security threat level at D MARSEC 2 M

€ Update threat level by system automatizally

—Security Manager
[~ Use strong password:
Al least & characters long and a mix of letters and numbers

[ Mo reuse the same password within kel days

¥ Enforce password expiration policy: Expiration. .. |

Apply | (a3 I Cancel |

Step4  From the Set security threat level at field, select a level.

For Homeland Security, the choices are: Low, Guarded, Elevated, High or Severe.
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Setting Preferences M

FJ Console Preferences

Console (Per User)
General

Server Preferences

Server General Preferences

Alert
Email
Audit Manager
[ Console (Per Computer) g
General Keep Auditing information for last 7 a days
[i= server
» General —Security Threat Level Indicator
All Consoles Security threat level type: Homeland Security a
{+ Set security threat level at [:] Low a

 Updatethreatlevel by system automatically @ Low

@ Guarded
—Security Manager
- D) High
Usestrong password: @ Severe

At least 8 characters long and a mix of letters ana

For MARSEC, the choices are: MARSEC 1, MARSEC 2 or MARSEC 3.

]| console Prefarences
Consale (Per User)
General

Server Preferences

Server General Preferences

Alert
Email .
Audit Manager

[ Consale (Per Computer) g

General Keep Auditing information for last
[i5 server

I General Security Threat Level Indicator
All Consoles

Security threat level type:
(¥ Set security threat level at

' Updatethreat level by system automatically

|—Security Manager

Step5  Click OK to apply your settings.

S

Note  For MARSEC, the levels roughly correlate to Homeland Security in this way:

¢ MARSEC 1—Routine maritime operations; this level aligns with Green, Blue and Yellow Homeland
Security levels.

¢ MARSEC 2—Heightened security awareness; this level aligns with the Orange Homeland Security
level.

¢ MARSEC 3—Imminent threats to security; this level aligns with the Red Homeland Security level.

Setting Alert Preferences for the Operation Console

You can set alert preferences that apply to all Operation Consoles in the network from the Administration
Console.

To set alert preferences for Operation Consoles:

Step1  Select File > Preferences from the Administration Console.

Step2  Click All Consoles under Server in the left navigation pane.
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e Preferences:
&= Console (Per User)

Server Preferences

General i
Alart All Cons
Email [~ Operation Consale
5= Console (Per Computer)
General Minimurn console update inkerwval: 5 a seronds
55 Server
P [~ Maximum number of alerts displaved in the list: =]
5 Customize alert sound by alert bype: Sound...
Identity Management
—Alert Management Console
Minimurn console update interval: 5 g seconds
[ Alert Details Window
Minirurn window update interval: 5 g seconds
—Manitoring Hierarchy
Sort arder of hierarchy node name: Ascending d

r—Incident Package
¥ Incident Package location:

Cildemolpackage_Folder

Response WorkFlow

™ Dor't enforce kask completion by alert status configuration

™ Don't enforce task completion iF alert is ‘False Alarm'

Apply | OK I Cance| |

Step3  Enter the interval at which alert information should be refreshed in the Operation Console in the
Minimum console update interval field.

Step4d  If you want to limit the number of alerts that are displayed in the Alert Pane in the Operation Console,
check the Maximum number of alerts displayed in the list option and enter a number in the field
provided.

Step5 If you want to associate a sound with a specific alert type, click the Sound button.

The Configure Sound by Alert Type window appears.

Mjmg Sound by Alert Type (All Consoles)

¥ Default sound for alerts: C:\Demo'Sound Files\alarmbell, wav Select...

Configure sound far each alert type:
':) Alert Type  Source 4 |

-
; Q_H Bemove |
) AgentVIRe... AgentVl
AMAG Symm... AMAG
AMAG Symm... AMAG

i

Commend Commend

Commend R... Commend

Commend C... Commend

Cisco Physic... CPAM

Cisco Physic... CPAM

GE PicturePe... GEPP hd

™ Voice speak for new alert description

Cancel

!

Step6  To play a default sound for all alerts, check the Default sound for alerts option and click Select.
Navigate and select the audio file you want played for all alerts.

Step7  To associate a sound with a specific type of alert, select the alert in the window and click Add. Navigate
and select the audio file you want played for the specific alert. The sound file is now listed next to the
selected alert.
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>
Note  Sound files need to be installed in the same folder across the machines where PSOM Operation
Console will be running, or in a shared folder that all of these machines can access.

@ Configure Sound by Alert Type (All Consoles) aaa
¥ Default sound for alerts: C:\Dema'Sound Files\alarmbell. wav Select... |

Configure sound for each alert type:

_| AlertType Source 4 HName ad Add
) UnAuthEntry  Proximex Remove |
J Detection Alert Proximex

o Live Video Al... Proximex C:\Dema\Sound Files\firealarm. wayv

o Recorded Vi... Proximex C:\Dema\Sound Files\firealarm. wayv
J IntruderMobile  Proximex

J UserMobile Proximex

) DefaultOper... Proximex
) Radar Alert  Proximex
_) Video Analyt... Proximex
o DefaultCorr... Proximex C:\Demo\Sound Files\redalert.wav ad

™ voicespeak for new alert description

Cancel |

Step8  If you want to have Microsoft Windows’ speech functionality read alert descriptions—for example,
“Alert! ‘Suspect did not pass check point and disappear’ at ‘“T2E-SecondFloorMain’ Sensor
‘P-108’”—then check the Voice speak for new alert description option.

You can configure the voice used to read the descriptions by clicking the Speech icon in the Control
Panel in Windows. Click the Text To Speech tab and choose the voice you want to use from the Voice
selection field.

Speech Properties @

Speech Recogrition | Test To Spesch

—4#| You can contral the voice properties. speed. and other options for
g{ text-to-speech translation

“oice selection

LH Michele hd

LH Michael
LH Michelle
Micrasaft 5am R

Use the following test to preview the voice:

|Yuu have selected LH Michele as the computer's default voice.

Voice speed
Slow Momnal Fast
1] 8 H Cancel ][ Apply ]

Step9  Click OK. Then click Apply or OK in the Console Preferences window.

Setting Alert Preferences for the Alert Management Console

You can set preferences for the Alert Management Console.

Administering Cisco Physical Security Operations Manager
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W Setting Preferences

Step 1

Step 2

Step 3

Setting Alert Preferences for the Alert Details Window

Step 1
Step 2

To set alert preferences for the Alert Management Console:

Select File > Preferences from the Administration Console.

Click All Consoles under Server in the left navigation pane.

BIETETENGES
[ Console (Per User)
General
Alert
Ermail
[i5 Console (Per Computer)
General
[ Server
General
All Consoles
Identity Management

Server Preferences

All ¢ =fie

—Operation Console

Minimum consale update interval:
I~ Maximum number of alerts displayed in the list:

Custamize alert sound by alert bype:

5 || seconds

=l

Sound... |

Alert Management Console

Minimumn console update interval:

5 4| seconds

—#lert Details Window

Minimum window update interyal: 5 4| seconds
—Monitaring Hierarchy
Sort: order of hierarchy node name: Ascending J

—Incident Package
¥ Incident Package location:

Cidemoipackage_Folder

—Response Workflow
I Daon't enforce task completion by alert status configuration

™ Don't enforce task completion if alert is 'False Alarm’

Apply | =4 I Cancel |

Enter the interval at which alert information should be refreshed in the Alert Management Console in
the Minimum console update interval field.

Click OK.

You can set preferences for the Alert Details window in all Operation Consoles.

To set alert preferences for the Alert Details:

Select File > Preferences from the Administration Console.

Click All Consoles under Server in the left navigation pane.

[l Administering Cisco Physical Security Operations Manager
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Setting Preferences M

ﬂ Co 2 Preferences)
[i5 Consale {Per User)

Server Preferences

General 3
Alert all eferences
Email Operation Console
[5r Console (Per Computer)
General IMinimum console update inkerval: 5 & seconds
Server
i General I Masimum number of slerts displayed in the list:

|

Customize alert sound by alert bype: Sound... |

F\\Iert Management Console

Minimum consale update interval:

5 & seconds
Alert: Details Window
Minimur window update interval: = d seconds
—Monitaring Hierarchy
Sork arder of hierarchy node name: Ascending ud

r—Incident Package

W Incident Package location:

Cildemoipackage_folder

Response WorkFlow

™ Don't enforce task completion by alert status configuration

™ Don't enforce task completion if alert is 'False Alarm’

Apply | [o]4 I Cancel |

Step3  Enter the interval at which alert information should be refreshed in the Alert Details window in the
Minimum window update interval field.

Step4  Click OK.

Setting the Order of the Monitoring Hierarchy

You can set the order in which node names appear in the Monitoring Hierarchy across all Consoles.
To set the order of the Monitoring Hierarchy:

Step 1 Select File > Preferences from the Administration Console.

Step2  Click All Consoles under Server in the left navigation pane.

| oL-24230-01
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W Setting Preferences

_ﬂ Lol & Preferences;

5 Console (Per User) Server Preferences

General i

Alerk =

Email —Operation Console
(55 Console (Per Computer)

General Minimum console update interval: S | seconds
[ Server

™ Madmum number of alerts displayed in the list: =]

Customize alert sound by alert bype: Sound. .. |

—Alert Management Console

General

Minimumn console update inkerval: 5 a seconds

Fﬂlert Details Window

Minimum window update interval: 5 || secands

Monitoring Hierarchy
lrSDrt order of hierarchy node name: Ascending d

—Incident Package
¥ Incident Package location:

Cildemolpackage_folder

—Response Workflow

™ Don't enforce task completion by alert status configuration

™ Don't enforce task completion if alert is 'False Alarm'

Apply | OF I Cancel |

Step3  Select the order in which you want node names to appear in the Monitoring Hierarchy from the Sort
order of hierarchy node name field.

Step4  Click OK.

Stopping Video Alert Messages for Consoles without Video Support

If the Operation Console does not need to use video-related features, you can set an option to turn off
video alert messages at startup.

To set video alert preferences for the Operation Console:

Step1  Select File > Preferences from the Alert Management Console.

Step2  Click General under Console (Per Computer) in the left navigation pane.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Chapter1

Getting Started with PSOM

Step 3

Step 4

2|

[ Console (Per User)

[i5 Console (Per Computer)

Starting and Stopping Services Il

BIETETENGES
General
General
Alert
Ermail

Console Appearance:
’VConsolc Skin; I '_l Blue 1 {Money Twins) J

Inkercom Sensor

Console Device ID: ﬁ Inkercom - Commend

Video Integration
¥ show video integration warning message at console startup

All Consoles

Apply | =4 I Cancel |

To turn off video alert messages, deselect the Show video integration warning message at console
startup option.

Click OK.

Starting and Stopping Services

When a system is restarted, Services are configured to restart automatically. However, in cases where
the services need to be manually restarted follow the instructions in this section.

Step 1

There are five services for PSOM:

PSOM Bus Services

PSOM Business Logic Core Services
PSOM Caching Services

PSOM Monitoring Logic Services

PSOM Sensor Management Services

These services are listed in the Windows Services dialog box.

To restart PSOM Services:

From the Start menu, select All Programs > Cisco Physical Security Operations Manager Services >
Services Configuration.

The Services Configuration window appears.

| oL-24230-01
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M Starting and Stopping Services

LiI"
ohnections
- Bug Services
- Business Logic
- Caching
- Monitoiing
- Sensor Management
- Logs

EREEET

5.1.727.1

ervices Configuration

Configure service account

Service account information
" Local System Account

" Spacific User Account

Specify Service Sccount

Service Account

Passwiord

* Make sure the account your specified has enough privileges to run

SEIvICes
Check Existing Services

< Previous Next >

i Cancel ¢

Step2  Select 8 - Logs in the left side of the window.
Step3  Click Finish.
% Services Configuration
Logging Configuration
1 - Service Account ) .
2- Connections Configure Log Files
3 - Bus Services
g E;zﬂ:sgs Logic Services Log Level
2:@::;§'ia§miemen. [warings one e S - |
Loag file size p Apply changes?
700
Mazimum nun |: Apply changes and restart services
|10
Apply changes without restaring services
Cancel |
S.1.727.1 < Previous | Firish I Cancel |
Step4  Click Apply changes and restart services. The PSOM Services restart and a confirmation window
appears.
Step5  Click Finish.
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CHAPTER

Defining Users and Managing User Groups

This chapter describes how to set up user accounts and assign them to user groups so that operators can
access the Operation Console, Administration Console, Alert Management Console, Video Management
Console, or Business Logic Designer.

This chapter includes these topics:
e Managing Users, page 2-1
e Viewing Users by Role, page 2-8
e Managing User Groups, page 2-12
e Permissions Within PSOM, page 2-20
¢ Enforcing Strong Passwords in PSOM, page 2-22
e Single Sign On and User Management, page 2-25
e Identity Management in PSOM, page 2-27

Managing Users

Before users can login to PSOM, they must have a user account. Administrators are responsible for:
e Creating new user accounts.
e Granting users certain privileges by assigning them a user role.

e Assigning users to different user groups that can be used for escalation of tasks or enforce access
scope (e.g., limit the monitoring zones that certain users can access).

¢ Changing user passwords. (Users can also change their own passwords from the Security Profile
window of any console.)

¢ Removing users from PSOM.

Types of User Roles

There are these user roles in PSOM:

e Operators—These users can access the Operation Console, and Video Management Console, or
Alert Management Console. These users cannot access the Administration Console or Business
Logic Designer.

Administering Cisco Physical Security Operations Manager
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Il Managing Users

e Power Users—These users can access a limited scope within any console. Power users cannot add,

edit or delete administrator users.

e Administrators—These users can access everything within all consoles. This allows them to perform
the same actions as operators, as well as create, configure, modify and view the entire PSOM

system.

e Video Viewers—These users can access the Video Management Console only. This allows them to
navigate the monitoring zones and areas within the environment and view surveillance videos from

video sensors.

~

Note You cannot edit or delete these user roles.

You can add new user roles to PSOM. See the “Permissions Within PSOM” section on page 2-20.

Planning a PSOM User Deployment

When you are initially deploying PSOM within your organization, it is helpful to make a list of all users
that need to be added to PSOM. For each of these users, assign them user names, passwords, roles and

user groups. Table 2-1 shows a sample user deployment.

Note  Appendix A, “Planning Worksheets,” provides a planning table you can use for your planning

efforts—Table A-2 on page A-3.

Table 2-1 Sample User Deployment Planning
Employee User Name Password User Role User Group
Operator Operator dioloio Operator Management
Supervisorl Supervisorl llokolot Power User Dayshift
Supervisor2 Supervisor2 Glulololo Power User Nightshift
Setting Up User Accounts

To add a user account:

Step 1 Click the Security icon in the Administration Console.
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Step 2

Gt
Harme

- =

Entvironment

B
I

Managing Users

The Security window appear

Fle Wiew Tools Help
Mavigation

Tools

L]

Click the

| Business Logic
| Manage business logic templates
| and PowerShell script library

S.

lJ

H gt

Users icon.

I

Widen Consale

i

Business Logic Designer

@)!g

Canfiguration Wizard

| Users
tanage uzers.

=
' UserGroups
Manage user groups.
=

@ Adrinistration

_I Others

Click the Users icon.

[x¢|

Physical Security Information Management

| Security Roles
h anage security roles and
| permissions.

Back
@ Back to previous view

The Security User Manager window appears with the Users tab selected.
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Manage securty roles, permissions, ﬂ | Manage audi report, administration .
users and user groups. R e K R T T oy Cllck
D—1_ I e Security.
= Yideo Integration § | EventIntegrafion
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B Managing Users

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

€ Role bzl .= Click the Add button

m (3 A or E Administratar Defaulk Adminstrator Account . to create a new user
% Roles Cperator ﬁ Cperatar Default Operator Account 4|_
et SCO-Superyisorl %, Power User S0C Supervisar 1 Delete. .. | account.
SOC-Operatorl ﬁ Operator SC0 Operator 1
Groups Sgt. John Wavne @ Law Enforment P... Sat. John Wayne Mobile Operator EVULI
e Paramedici &ﬂ Paramedics Paramedicl Mabile Operator
Officer-001 @ Law Enforment P... Main Mabile Officer in charge of pe...
Officer-002 &ﬂ Law Enforment P... Mobile OFficer in charge of perimet...
Patrol Car 1 @ Mabile Gperator Patrol CFficer - Perimeter
Patrol Car 2 &ﬂ Mabile Gperator Patrol CFficer - Perimeter
Coask Guard 1 @ Mabile Gperator Patrol CFficer - Coast Guard Perim,..

| Record 1of 11 aud <] > Close |

Click the Add button to create a new user account.

The Add User window appears.

User Name: AdminOne —— The login name for the user account.

Password: FEEEEREL .

= ?The login password for the user account.

Confirm Password: hanassssd ||

Security Role: G Administrator = Choose a security role: Operator, Administrator, Power
— User, Video Viewer, or Mobile Operator. See the “Types of

Description: generic admin user|

—

User Roles” section on page 2-1 for details.

—— Pertinent information about this user account.

|

et |

[¥ updatePassword

In the User Name field, enter the name you want to assign to the user account. If you’re using single
sign on, you click the [..] button and select the user from Active Directory. See the “Single Sign On and
User Management” section on page 2-25.

In the Password and Confirm Password fields, enter the password for the account. If you’re using
single sign on, these fields are greyed out. See the “Single Sign On and User Management” section on
page 2-25.

From the Security Role field, select the security role you want to assign to this account: Administrator,
Power User, Video Viewer, Operator, Paramedics, Law Enforcement Personnels, or Mobile
Operator.

See “Types of User Roles” section on page 2-1 for details.
In the Description field, enter any notes about this user that are needed.
Click OK to save the user account to the database.

Once saved, the entry is displayed in the Security User Manager window.

Administering Cisco Physical Security Operations Manager
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Managing Users W

Changing a User Password or Security Role

You can edit a user’s password or security role from the Security User Manager.

~

Note  Users can also change their own passwords from the Security Profile window of any console.
To change a user’s password or security role:
Step 1 Click the Security icon in the Administration Console.
Step2  Click the Users icon.
The Security User Manager window appears with the Users tab selected.
B Securityl
Name L) Role Description
Adrministrator 83 Administrator Default Adminstrator Account . .
% Rales Operator fj Operator Default Cperator Account = Click the Edit button
SCO-Supervisor] % Power User SOC Supervisor 1 Delete. .. | to edlt the USGI"S
[ SOC-Operatorl fj Operator SC0 Operator 1 account information.
w Groups Sqt, John Wayne @ Law Enforment P... Sgt. John Wayne Mobile Operator gmil
o tF] Paramedicl Mobile o
| OFficer-001 @ Law Enforment P... Main Mobile Officer in charge of pe...
Officer-002 @ Law Enforment P... Mobile OFficer in charge of perimet...
Patral Car 1 @ Mobile Operator Patrol Officer - Perimeter
Patrol Car 2 @ Mobile Operator Patrol Officer - Perimeter
| Coast Guard 1 @ Mobile Operator Patrol Officer - Coast Guard Perim,.
Select the user account in the list of users.
M“d Record 6 of 11 duu ol | Clnse |
Step3  Select the user account you want to change in the list, and click the Edit button.
The Edit User window appears.
User Name: Coast Guard 1
Password:
Confirm Password:
Security Role: & Mobile Cperator — To change the user’s role, make a different
i selection from the Security Role field.
Description: Patrol Officer - Coast Guard Perimeter |
Select the Update Password option to unmask
the values in the Password and Confirm
Password fields.
Step4  To change the user’s security role, make a different selection from the Security Role field.

Administering Cisco Physical Security Operations Manager g
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B Managing Users

Step5  To change the user’s password:
a. Check the Update Password option to unmask the Password and Confirm Password fields.
b. Enter the new password into the Password and Confirm Password fields.

Step6  Click OK to store the new password or security role to the database.

Changing the Name Assigned to a User

For this release, you cannot change the name assigned to a user account once it has been created. To
change the name of a user account, you must delete the user account and then recreate it using the
preferred name.

Viewing the Groups to which a User Belongs

To view a user’s group membership:

Step1  Click the Security icon in the Administration Console.
Step2  Click the Users icon.

The Security User Manager window appears with the Users tab selected.

LIGEr Harianer
User Management
Add, Edit, Del

Name () Role Description
- Administrator 4;1 Adrministr ator Default Adminstrator Account
‘ ﬁ:{g Rales Operatar ﬁ Operatar Defaulk Operator Account
= h‘j SCO-Supervisarl Q} Power Lser S0OC Supervisor 1 Delete... |
o S0C-Operator] ﬁ Operatar SCO Operator 1 5 .
‘ &‘8 Groups Sgt. John Wayne &'j Law Enfarment P... Sgt. John Wayne Mobile Operatar M Cth the Groups button to
== v Paramedics Paramedicl Maobile Operator view the USGT’S gTOUP
Officer-001 &'j Law Enfarment P... Main Mobile OFficer in charge of pe... membership,
Officer-002 il Law Enforment P... Maobile OFficer in charge of perimet. ..
Patrol Car 1 &'j Mobile Operator Patrol Officer - Perimeter
Patrol Car 2 q‘g Mobile Operator Patrol Officer - Perimeter
Coast Guard 1 & Mobile Operator  Patrol Officer - Coast Guard Perim...

Select the user account in the list of users.

H‘h‘d Record 6 of 11 dh‘u < > Close |

Step3  Select the user account from the list, and click the Groups button.

The User Groups window appears displaying all the groups to which the selected user belongs.

Administering Cisco Physical Security Operations Manager
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Managing Users W

User Groups have member - 'Paramedicl’

Edit, D

ECIGH |
Delete... |

(il il il Record 1 of 1 (0 U S > Close

Step4  Click Close when you are finished.

Removing a User from PSOM

To delete a user account:

Step1  Click the Security icon in the Administration Console.
Step2  Click the Users icon.

The Security User Manager window appears with the Users tab selected.

ﬁ Security User Manager

Add, Edit. Dele

" Name i & Role Description
D Administrator 83\ Administrataor Defaulk Adminstrator Account
% Roles il Cperator ﬁ Cperatar Default Operator Account
= SC0-Supervisor & Power Lser S0C Supervisor 1 Delete. _I Click the Delete button to
D e SOC-Operakarl ﬁ Cperatar SCO Operatar 1 e remove the user account
Groups e Sgt. John Wavne %] Law Enforment P... Sat. John Wayne Mobile Operator ;I
Paramedics Paramedic1 Mabile or from PSOM.
Officer-001 %] Law Enforment P... Main Mabile Officer in charge of pe...
[ Officer-002 ﬁ Law Enforment P... Mobile OFficer in charge of perimet...
e Patrol Car 1 %] Mabile Gperator Patrol CFficer - Perimeter
[ Patrol Car 2 ﬁ Mabile Gperator Patrol CFficer - Perimeter
= Coast Guard 1 £8 Mohile Oneratnr Patral OFficer - Cast Goard Perim. .

Select the user account in the list of users.

ﬂaa Record 6 of 11 aaﬂ\_‘ ™ Close

Step3  Select the user account in the list of users.
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M Viewing Users by Role

Step4  Click the Delete button.
A confirmation dialog box appears.
\?() Do you want to delete selected user: 'Coast Guard 17
No
Step5  Click Yes to permanently remove the user account from PSOM.

Viewing Users by Role

You can view all of the users with a particular role; for example, you can find out which users have been
assigned the Administrator role. You can also view and change the permissions assigned to a role.

To view all users with a certain role:

Step1  Click the Security icon in the Administration Console.
Fle  Wiew qulsm Help
Mavigation LJ LJ Physical Security Information Managemen il
Administration d tral Pan /j
s 4 . Environment = | Bules
e Mana toring b =/ [ M les f
Ige maps, monitonng ree, anage rules [or response
20nes, areas, sensors, tracking workflow, reporting and alert
ﬂ E—L | devices and resources. o—1I collapsing.
Erwiranment - e
| Securty - | Diagnostics
@ Manage securty roles. permissions, FD | Manage audit reart. administration .
Rules users and user groups. P T T T T W T Ty W e Clle
% =1 CE=; Security.
Seauly [~ X ; ] | ¥ideo Integration V | Eventintegration
:: Configure video service modules | Manage integration modules, user
.. and camera topalogy. | alert types. extenal alert types and
| sBh30r Mapping.
e—i .
| Business Logic
tdanage business logic templates
Cithers and PowerShell zoript library
»
&
Step2  The Security window appears.
Administering Cisco Physical Security Operations Manager
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Viewing Users by Role

File View Tools Help
Narvigation L] L:] ‘ Physical Security Information Management
Tools g i i i
i) < ) — Click
it (o Users Security Roles Security
| Manage users. Manage security roles and
| permissions. Roles.
a = C=—
Yideo Console = =
User Groups Back
% Manage user groups. @ Back to previous wiew
Business Logic Designer
e=——
Configuration Wizard a

@ Adrninistration

Others

Step3  Click the Security Roles icon.

The Security User Manager window appears with the Roles tab selected.

Security | Security Role Management

s Users

% ja This role has rights to access Operation Console an...

Click the Members button
to see who has the
selected role.

% 83 This role has rights to access all consoles, and gran... Delete
Video Viewer % J% This role has rights to access Yideo Console only, a...
_|Mnhila Operator % ﬁ This role has rights to access Mobile Console only.

il
% ﬁ Paramedics

| Paramerics
|Law Enforment P... % ﬁ Law Enforment Personnels

. Recordlof? ag@»d > |
Permissions:

Access Administration Console
Access Operation Cansole

Access Alerk Management Consols
Access Yideo Management Console
Access Pocket Console

Access Business Logic Designer

[ [#] General a Clase |

Step4  To see which users belong to a role, select a user role from the list and click the Members button.

The User Members window appears.
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Step 5

Step 6

i e (i Record 1 0f 1 | Ll WGl

Close

Click Close when you a

re finished.

To see the permissions assigned to a user role, look in the lower half of the Security User Manager
window.

Add, Edit. D

Operator
Fower Liser
Video Yiewer
Mobile Gperator
Paramedics

Law Enforment P

Permissions:

&= 7] Conscle

(= [v] General

Security Role Management

Access Administration Console
Access Operation Consale

Access Alerk Management Console
Access Video Management Consale
% Access Pocket Consale

#Access Business Logic Designer

elet

.y s Description

% ﬁ This role has rights to access Operation Console an...
% & This role has rights to access all consoles, and gran...
% ﬁ This role has rights to access Yideo Console only, a...

% ﬁ This role has rights to access Mobile Console only.

% ﬁ Faramedics

% ﬁ Law Enforment Personnels

Edt...

Delete. ..

Members., ..

Close

Click Edit to change a
role’s permissions.

Permissions for the
selected role appear here.

To change permissions assigned to a user role, select the role in the list and click Edit. The Edit Security

Role window appears.

[l Administering Cisco Physical Security Operations Manager
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@ Edit: Secunity Role

Security Role Mame:

Permissions:

Console
Access Administration Consale
9 Access Operation Console

% Access Yideo Management Console
Access Pocket Console

Access Business Logic Designer
-5 [w] General

.__JE'} Operations

i % Access Alert Manager
Access Yideo Manager

#Access EZ-Track
\ Access Report Wizard
Access Resaurce Tracking
% Access Yideo Matrix Yiew

Access Yideo Guard Tour
.__JE} Alert Managerment

@ . .

Description: This rale has full vights on all consoles and full scope of hierarchy,

B |

Check or uncheck permissions
to grant to this role.

-

oK | Cancel

Note  Check or uncheck individual permissions under the Permissions area. Click OK when finished. See the
“Permissions Within PSOM” section on page 2-20 for information about the different permissions.

~

Note  You can view your security permissions (for the login account you are currently using) by
clicking Others and then Security Profile in the Navigation Pane of the Administration

Console.

@ User Secunity Prafilesfraciministrator |

Logon User Marne:

User Group Mame(s):

User Security Role Mame:

administratar

Admin and Supervisors

Administratar

Permissions:

ez ] console
- Access Administration Console

Access Operation Console
Access Alert Management Console
Access Yideo Management Console
Access Pocket Console
- Q@. Access Business Logic Designer
[ [v] General
._;JB Operations

Access Alert Manager
Access Yideo Manager
Access EZ-Track
Access Report Wizard
Access Resource Tracking
Access Yideo Matrix Yiew

Update Passward
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Managing User Groups

You can create as many different user groups as you need to represent the functional operations of your
security team, and then assign users to be members of these groups. User groups are useful with
escalation of tasks within PSOM; for example, you can define a Supervisor group to whom alerts are
escalated when they are not handled within the designated time frame. User groups are also useful for
limiting the scope of access for certain users to specific monitoring zones or areas.

Creating a User Group

To create a new user group:

Step1  Click the Security icon in the Administration Console.

File Wiew Tools Help

Mavigation I Physical Security Information Management 2
Administration <} Cont g i
Home lé’f" E nvironment 2 Rules
‘= - M anage maps, monitoring tree, /j Manage rules for response
20nes, aleas, sensors, tracking workflow, reporting and alert
ol - - devices and resources. =1 collapsing.
Environment
= Securi Diagnostics
Manage security roles, permissions, - = Clle
Rules ugers and user groups. =t spstem alerts and monitorintg tasks. .
—_— o—1 Security.
(=]
Security [~ ] < Yideo Integration ¥ EwventIntegration
— Caonfigure video service modules . Manage intearation modules, user
and camera topology. alert types, external alert types and
® 1 ® 1 SENION Mapping.
% Toals . .
Business | ngic
— Manage business logic templates
@=| Cthers i and PowerShell script librane
&a—10
»
&

The Security window appears.
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Click User
Groups.

Managing User Groups Il

File Wiew Tools Help

Marvigakion

Tools

.

Alert Console

&

Viden Consale

ion Management

i

Business Logic Designer

*

Configuration Wizard a

Users Security Roles

h anage users. tdanage security roles and
peimissions.

User Groups Back

anage user groups.

@ Back to previous view

Step2  Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.

Field Response Ve, .. % Field Response Yehicles
Admin and Supervi... % Admin and Supervisors

| Record1of4 aaa‘_‘

I .
27 =5 Click the Add button
Edit. . to create a new user

Delete... | group.
Members. .. |

Close

Step3  Click the Add button to create a new user group.

The Add User Group window appears.

[ oL-24230-01
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" Enter a name for your new user group.

User Group Name: Dayshift

Operators and Security Supervisors on the day shift.

Description:

Enter a description of the new user group.

User Group Members:
= i . .
Name ¢ Description add.. ————— Click Add to assign users to be members

Remove | of this group.

0K | Cancel

|

Step4  In the User Group Name field, enter a name for this new user group.
Step5 In the Description field, enter information about this user group.
Step6  Click the Add button to assign users to be members of this new group.

The Select User window appears.

m‘d.’"ujﬂ _

Select an user from the list:

Hame o Role Descristion *|
7
[ Administrator E Administrator Default Adminstrator Account
Operator ﬂ Operator Default Operator Account
Sgt. John Wayne @ Mobile Operator  Sgt. John Wayne - Mobile Operator
Paramedicl @ Mobile Operator ~ Paramadic #1
Officer-001 @ Mobile Operator  Main Mabile Operator in charge o...
Officer-002 ﬂ Operator Mobile Operator in charge of peri...
Patrol Car 1 £ Mobile Operator  Patrol Officer - Perimeter
i il (] Record 10f 9 aaa; i

| Cancel

Step7  Select the users that should be members of this group. Use CTRL-click or SHIFT-click to select multiple
users.

Step8  Click OK.

The Add User Group window shows your new user group.

Administering Cisco Physical Security Operations Manager
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Managing User Groups Il

| &y Description
% SC0 Group

H Fiel

% Rales
Field Response Ve, .. % Field Response VYehicles ol
Adrin and Supervi.,. % Admin and Supervisars
e Members. .. |

a a Record 2 of 4 ﬂaa_,; i Close

Step9  Click OK to save your new group.

Editing a User Group

To edit a user group:

Step1  Click the Security icon in the Administration Console.
The Security window appears.
Step2  Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.

Administering Cisco Physical Security Operations Manager
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Bl Managing User Groups

Step 3

Step 4
Step 5

Step 6

User Group Management

| e

| e

=l
82
add. . |

% SC0 Group

| Response Ve... % Field Response Yehicles

!SCO Group

_;Ad in and Supervi... % Admin and Supervisors

aaa Record 2 of 4 aaﬂd

Select the user group in the list of groups.

Delete. .. |
Members. .. |

Close |

e =—— Click the Edit button to

change a user group.

Select the user group you want to change, and click the Edit button.

The Edit User Group window appears.

¥ Edit User Group =1
User Group Mame: |
Description: Field Response Team (Mobile Operators) (|
|
User Group Members:
Name  Description add. ..
(% St Johin W = [Mobile Operator
Remove
Paramedicl ﬁ Paramedicl Mabile Operatar
CFficer-001 ﬁ Main Mobile CFficer in charge of perim...
CFficer-002 ﬁ Mobile OFficer in charge of perimeter a...

To change the description of the group, change the text in the Description field.

To remove a member from the group, select the member in the list under User Group Members, and

click the Remove button. A confirmation appears.

? ) Do you want to remove selected user: 'Officer-002'?

Click Yes to remove the user.

To add more members to the group, click the Add button.

The Select User window appears.

Administering Cisco Physical Security Operations Manager
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Managing User Groups Il

Select an user from the list:

Name ¢ Role Pty ol
Administrator T | Administrator Default Adminstrator Account
Operator ﬁ Operator Default Operator Account

il Sgt. John Wayne ﬁ Mobile Operator  3gt. John Wayne - Mobile Operator

| paramedict ﬁ Mobile Operator  Paramadic #1

" | Officer-001 ﬁ Mobile Operator  Main Mobile Operator in charge o...

" | officer-002 ﬁ Operator Mobile Operator in charge of peri...

" Patrol Car 1 £l Mobile Operator  Patrol Officer - Perimeter

|l il il Record 10f8 aa <] kd

a. Select the users that should be members of this group. Use CTRL and SHIFT to select multiple
users.

b. Click OK.
Step7  Click OK to save your changes to the user group.

Managing the Members of a User Group

To manage the members of a user group:

Step 1 Click the Security icon in the Administration Console.
The Security window appears.
Step2  Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.

Security liser™

User Group Management
Add, Edit, Delete User Grau
-_i-Name }zl Description add...
ISCO Group & SC0O Group
x| o
(3 Field Response Team H Field i ) Edl—tl
- | Field Re | 1onse ve... & Field Response Vehicles Delete. .,
_..I.C\dmln a1 3upervi... & Admin and Supervisars ' .
aors N ! . . _Members, . <= Click the Members button
_ Select the user group in the list of groups. to manage membership to
the group.
D record 2o+ L cese |

Step3  Select the user group for which you want to manage membership, and click the Members button.

Administering Cisco Physical Security Operations Manager
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The User Members window appears.

Paramedicl
Officer-001
Officer-002

ﬁ Paramedics
ﬁ Law Enforment Person..,  Main Mobile Officer in charge of perimeter areas

n

Paramedic] Mobile Operator

ﬁ Law Enforment Persan,.,  Mobile OFficer in charge of perimeter areas

. PRecordlof4 ﬂa@_l

Close

Step4  To add more members to this group:

Click the Add button.

The Select User window appears.

Select an user from the list:

Name

G Role

Administrator

Operator

Sgt, John Wayne
Paramedicl
Officer-001
Officer-002
Patrol Car 1

Administrator
ﬁ Operator
&] Mabile Operator
&] Mabile Operator
&] Mabile Operator
ﬁ Operator
&n Mobile Operator

Jad sl (] Record Lof 9 aaad

Default Adminstrator Account
Default Operator Account
Sgt. John Wayne - Mabile Operator
Paramadic #1
Main Mobile Operator in charge o...
Mabile Operator in charge of peri...
Patrol Officer - Perimeter

-

Cancel Jl

b. Select the users that should be members of this group. Use CTRL and SHIFT to select multiple

C.

a.

b. Click the Edit button.

users.

Click OK.

Step5  To edit a member’s information:

Select the member from the list.

The Edit User window appears.
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0L-24230-01



| Chapter2 Defining Users and Managing User Groups

Managing User Groups ||

Y Edit User, wlad

User Name:

Password:
Confirm Password:
Security Role: ¥

Description: Mobile Operator in charge of perimeter areas

™ UpdatePassword

c. Enter new information in the Description field.

d. To change the user’s password, check the Update Password field and enter the password into the
Password and Confirm Password fields.

e. Click OK.

Step6  To remove a member from the group:
a. Select the member from the list.
b. Click the Delete button.

A confirmation dialog box appears.

\?/ Do you want to remave selected user: 'Officer-0027

c. Click Yes to remove the user.

Step7  Click Close.

Deleting a User Group

To delete a user group:

Step 1 Click the Security icon in the Administration Console.
The Security window appears.
Step2  Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.

Administering Cisco Physical Security Operations Manager
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B Permissions Within PSOM

d
, 82
MName q‘ Description Add. .. |

SC0 Group Qg 30O Group d
Roles (3 ﬂ eld Response Team (Mobile Operators) LI
Field Res | onse V... aﬁj Field Response Yehicles Delete, .. l—l Click the Delete button to
Admin ar | Supervi... O‘j Admin and Supervisors I
Members. ., | €move a user group.

Select the user group in the list of groups.

Ndd record 7 of 4 (G L L) a Close |

Step3  Select the user group you want to change, and click the Delete button.

A confirmation dialog box appears.

3/ Do you want to delete selected user group: 'Dayshift' ?

Step4  Click Yes to delete the group.

Permissions Within PSOM

Within PSOM, users have permissions to perform certain actions. Table 2-2 describes the permissions
that the Permissions area of the Roles tab in the Security Role Management shows.

Table 2-2 Permissions in Security Role Management
Area Permission Description
Console Access Administration Console Whether the user can launch the

Administration Console.

Access Operation Console Whether the user can launch the
Operation Console.

Access Alert Management Console Whether the user can launch the Alert
Management Console.

Access Video Management Console Whether the user can launch the Video
Management Console.

Access Business Logic Designer Whether the user can launch the Business
Logic Designer.

Administering Cisco Physical Security Operations Manager
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Permissions Within PSOM
Table 2-2 Permissions in Security Role Management (continued)
Area Permission Description
Operations Access Alert Manager Whether the user can launch the Alert
Manager to view current alerts in PSOM.
Access Video Manager Whether the user can launch the Video
Manager to view video.
Access EZ-Track Whether the user can perform actions
using EZ-Track.
Access Report Wizard Whether the user can access or run
reports.
Access Resource Tracking Whether the user can track resources.
Access Video Matrix View Whether the user can view video matrixes
in the Video Management Console.
Access Video Guard Tour Whether the user can view guard tours in
the Video Management Console.
Alert Acknowledge Alert Whether the user can acknowledge an
Management open alert in PSOM.
Close Alert Whether the user can close an open or
acknowledged alert in PSOM.
Delete Alert Whether the user can delete a closed alert.
View Alert Details Whether the user can view details for an
alert.
View Deleted Alerts Whether the user can view details for a
deleted alert.
Print Alert Details Whether the user can print alert details.
Export Alert Details Whether the user can export alert details
from PSOM.
Email Alert Details Whether the user can email alert details.
Add Notes to Alert Details Whether the user can add notes to an
alert’s details.
Administering Cisco Physical Security Operations Manager
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Table 2-2 Permissions in Security Role Management (continued)

Area Permission Description

Video Export Video Whether the user can export recorded
video from PSOM.

Video Snapshot Whether the user can take video
snapshots of live video in PSOM.

Create Video Alert Whether the user can manually create an
alert from video in PSOM.

Manage Public Video Matrix View Whether the user can add a video matrix
to the Video Management Console that
others can see.

Manage Video Guard Tour Whether the user can add a guard tour to
the Video Management Console that
others can see.

View Recorded Video Whether the user can view recorded
video, and if so, how many past days of
video can be viewed. See the “Controlling
User Access to Video” section on
page 3-3 for more information.

Report Run a Report Whether the user can run a report.

Save a Report

Whether the user can save a report that
has been executed.

Save a Report as a New Report

Whether the user can save a report as a
new report.

Print a Report

Whether the user can print out a report.

Export a Report

Whether the user can export a report from
PSOM.

Business Logic

Manage Business Logic Rule

Whether the user can add or modify
business logic rules using the Business
Logic Designer.

Test Business Logic Rule

Whether the user can run Test in the
Business Logic Designer to debug the
operation of a business logic rule.

Other

Access Preferences

Whether the user can access preferences.

Command

Variable based on installed Integration
Modules

Whether the user can execute the listed
external method.

Enforcing Strong Passwords in PSOM

You can require users to define strong passwords (at least 8 characters with a mix of letters and numbers)
for accessing PSOM from the Administration Console’s Preferences area. You can also require users to
update passwords at whatever frequency is desired for adequate security.

[l Administering Cisco Physical Security Operations Manager

0L-24230-01



| Chapter2

Defining Users and Managing User Groups

Note

Step 1

Step 2

Enforcing Strong Passwords in PSOM

If a user has a weak password before you perform the steps to enforce a strong password, they will be
able to keep using that password unless you also specify a password expiration policy that requires users

to change their passwords at certain intervals.

To enforce strong passwords:

From the Administration Console, select File > Preferences.

File View Tools Help

23 Logoff L
ﬁ Preferences

B Edt

1|

The Console Preferences window appears.

ETETNLES]

&)

[ Console (Per Us:
>
Alert
Ermail
[i5 Console (Per Computer)
General

General

Enter ¢

—Operation Console Default view Type:

5 Server Root Monitoring Zone: m MNone “
General Manitaring Zone with zones: D MNaone h‘

All Consoles
Identity Management Monitoring Zone with areas: | [C] None “
Monitoring Area: m MNone “

—Operation Console Threat Level Indicatar:

¥ Show Homeland Security Threat Level Indicator on Header

¥ show MARSEL Threat Level Indicator on Header

rLive Yideo PTZ

¥ Use common layer PTZ mouse move/zoom

Apply | oK I Cancel

Click Server > General in the left navigation.

The following dialog appears.
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M  Enforcing Strong Passwords in PSOM

e Preferences:

[ Console (Per User)

Server Preferences

General
Alert
Email Audit Manager
[ Consale (Per Computer)
General Keep Auditing information for last 7 davs
[i5 Server
General Security Threat Level Indicatar
All Consoles Secutity threat level type: MARSEC d
Identity Management
(¥ Set security threat level at @ MARSEC 3 ]
" Update threat level by system aukomatically
Security Manager
[~ Use strong password:
Al least & characters long and a mix of letters and numbers
[~ Mo reuse the same password within | days
[~ Enforce password expiration policy: Expiration...

Apply | [o]9 I

Cancel |

Step 3
Step 4

To use strong passwords, check Use strong password under Security Manager.

To prevent users from using the same password within a certain amount of time, check No reuse the

same password within and enter a number of days in the field provided.

Step 5

click the Expiration button.

The User Password Expiration Policy window appears.

asswor ERmration Policy

—Default palicy

" Passward will never expire

& Password will expire in:

120 g Davs

Operator
Povier User
Yiden Viewsr
Mobile Oper. ..
Paramedics

Laws Enforme. .,

—Exceptions For security roles (0 : Use deFault days)

Days

5 @ Description
E Thi 5 Full righ
ﬁ This role has rights ko access Operation ...

ﬁj This role has rights to access all consale. ..
ﬁ This role has rights ko access Yideo Con...
@ This role has rights ko access Mobile Co..,
@ Paramedics

coooo ol

@ Law Enforment Personnels

Cancel d|

Step 6

To require users to change passwords at set intervals, check Enforce password expiration policy and

Determine the default policy for the interval at which passwords will expire by selecting the Password

will expire in option and entering a number of days in the field provided. Otherwise, select Password
will never expire.

Step 7

enter a number of days in the field at the far right.

Step 8
Step 9

Click OK when finished.

To set an expiration policy specific to different security roles, select the security role from the table and

Click Apply or OK in the Console Preferences window to save your changes.
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Single Sign On and User Management

When logging onto PSOM, you can choose to use single sign on (SSO) and thereby leverage Windows
authentication. To login to PSOM using SSO, you must enable the PSOM Web Service to use SSO.

Once logged into PSOM using SSO, in order to add or remove PSOM users the Windows administrator
account used to login to PSOM must have privileges for adding or removing users from an Active
Directory group. When SSO is in effect, PSOM users are managed using the PxWebServiceGroup in
Active Directory. Therefore, the Windows administrator account you use to login to PSOM should
belong to the Account Operators group in Active Directory so that you have appropriate privileges.

Enabling PSOM Web Service to use SSO

To enable PSOM Web Service to use SSO, you must re-configure the Web Service following the
instructions in the “Changing the Configuration of the PSOM Web Service” section on page C-16. Then
on the Specify Miscellaneous settings for Web Service window, select the Check to enable Active
Directory Client WS authentication option. By default, Active Directory is not used for user
authentication by PSOM or the Web Service.

L Welr Service Bonmhiguration aa

Specify Miscellaneous Settings for Web Service

Check to encrypt username and password in web, config I e Encrmbmiineheckedi

Choose a logging level For the Web Service |Warn j
gi:nz?;tslijgenlilghnle Active Directory Client WS authentication a.k.a. ] Regular, ron-sso{unchecksd)

Method Step Status Message Task ad
(3 F'a heck. @ Success q For user [P:

Run ‘alidateDbYersion @ Success Wersion comparison is successful, wizardye,, . Task_Surveilintws d

Run ValidateMTUser @ Success Successfully added windows user [Pxwebs,,, Task_Createsgi...

Run Addwindowslser,, @ Success Login [PE-C100-DEMOLPxwebServicelser .., SglServerHelper

Run Addwindowslser,, @ Success Sqlserver [] connection successful, SqlserverHelper

Run ValidateMTUser @ Success Successfully added windows user [Pxwebs,,, Task_Createsgi...

Run Addwindowslser,, @ Success User [P¥-C100-DEMO1PrwebServicelser]... SglServerHelper

Run Addwindowslser,, @ Success Login [PE-C100-DEMOLPxwebServicelser .., SglServerHelper

Run Removevwindows, ., @ Success Database User [PR-C100-DEMO1\PxWWebSe. .. SglServerHelper

Run Removevwindows, ., @ Success Database User [PR-C100-DEMO1\PxWebSe. .. SqlServerHelper

Run Removevwindows, ., @ Success Database [ProximexDb] check successful 0., SglServerHelper

Run Removevwindows, ., @ Success Solserver [PX-C100-DEMO1] connection su...  SglServerHelper

Run Addwindowslser,, @ Success Database [ProximexDb] check successful 0., SglServerHelper

Run addwindowsUser... 7 Success Salserver [PX-C100-DEMO1T connection su... | SalserverHelner d

Record L of 56 | lLdlad)

Details. .. | Help <= Back | Finish | Cancel |

To configure the PSOM Web Service to use SSO, you must use an administrator account with privileges
to create a User Group and add users to it in Active Directory.
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B Single Sign On and User Management

Logging Into PSOM with SSO

To login to PSOM using SSO, be sure the PSOM Web Service is enabled to use SSO, and check the
Windows Authentication option during login. The User Name and Password fields grey out.

Rervec: e locathost %]
User Name:
Password:
T =

Click Logon and the check state will be saved and loaded from the last saved state.

If the PSOM Web Service is not enabled for SSO, and you check the Windows Authentication option
during login to PSOM, you will see an error message.

Server Name: locathost %]

Lser Narme: Administrator [~]

Bassword:

Login Error: Falded to kegor{localhost by Administrator | (Faded to retrieve results,)

I™ windows Authentication Logan Cancel |

Adding Users from Active Directory

When single sign on is enabled for the PSOM Web Service, you add users from Active Directory. The
Add User dialog box appears as follows.

(@Jﬁrlrl User: EI-B
=it : |
User Mame: |
[Domain MameiUser Name] | ..._
Password:

Confirm Password:
Security Role: }) Operator uj

Description:

I¥ Update Password

| Cancel
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Identity Management in PSOM

To add a user, you can enter the user name using the format domain name\user name, or click the |
button and select the user from Active Directory using the Select Domain User window.

~

Note

The Password and Confirm Password fields are greyed out when SSO is in effect in PSOM.

Select Domain User

Builder

c-Kerri Lavwnsby
Charlie: Sherlock.
Demo

Dennis Brazil
Diane Robinette
dibos

Florentina Miller
FtpGuest
FrplICSE
FrpLITLC

Guest

Harrison Chin

Jack Smith

Jim Barth

Joe Dunn

John Skowronskl
Ken Cheng
Kiran Jain

4 krhtat

@
s
g
s
<
s
s
s
@
s
s
]
s
:
s
9
:
s
@

-

Dramain Mame: Us. proxime:s, corp d
Select User:

IUSR_PROXIMER-DCOL
TWAM_PROKIMER-DCOL

Description
! unit For adr

Contractor

Built-in account for guest access to the compute. ..

Builk-in account for anonymaous access ko Intern. .,
Built-in account For Inkernet Information Service. ..

Kew Distributinn Center Service Account d

oK I | cancel

If you enter an incorrect user name in the User Name field, an error message appears.

Confirm Pass|

Security Rol ! !

LR

*Kiran Jainl'is invalid domain user, [

Please enter valid domain user! d
Drescription: —
o4 I
I¥ Update Password
814 I | Cancel J

Identity Management in PSOM

In the Operation Console, operators can click the Investigate User button in the Alert Details window
of the Operations Console to display additional badge details for a user.
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l identity Management in PSOM

To designate identity management software:

Cancel |

Enter the IP address or server name of the machine hosting the third-party identity management software

Enter the URL for accessing the identity management software in the URL to Investigate User field. At

the end of the URL, add the following syntax to pass the user’s badge ID from PSOM to the identity
management software when the Investigate User button is clicked in the Alert Details window:

safe/gspersonex.aspx?ActionType=2&FormID=5&SystemID=10&ParamID=%BADGEID%

Step1  Select File > Preferences.
File = View Tools Help
23 Logoff &
ﬁ Preferences < |
B et
Step2  Click Identity Management under Server.
Identity Management
General 2 T
Alert Enter Identity Management Preferences
Email
[i5 Console (Per Computer) ity MR
General [~ Use Following URL ko irvestigate user
5 Server
General Server Mame:
Al Consoles URL to Investigate User: (Mot include http:/{Server}/}
(R Tdentity Management
Apply | [o]4 I
Step3  Check the Use following URL to investigate user option.
Step 4
in the Server Name field.
Step 5
%$BADGEIDS%
The full URL may look similar to the following:
Step6  Click OK.
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Configuring Video Services

This chapter covers the basic steps to enable video streaming in the Operation Console.
This chapter includes these topics:

e Enabling Video Integration with PSOM, page 3-1

e Configuring Access to Video Servers for Monitoring, page 3-1

e Adding New Sensors for Video Cameras, page 3-3

e Controlling User Access to Video, page 3-3

e Performing Batch Imports for Video Camera Sensors, page 3-4

e Managing Video Matrix Views and Guard Tours, page 3-6

Enabling Video Integration with PSOM

There are two methods for enabling video integration with PSOM:

e Manually enter camera information into PSOM using the Administration Console. Use this method
if you only have a limited number of cameras to configure. See the “Configuring Access to Video
Servers for Monitoring” section on page 3-1.

e Perform a batch import of cameras. If you have hundreds or thousands of video cameras to integrate
with PSOM, you will want to use this method. Using this method, you will obtain sensor information
from the appropriate Integration Module, save it to XML, make whatever changes are necessary
using Excel or other spreadsheet, and import the result into PSOM to define all video cameras from
your video server at once. See the “Performing Batch Imports for Video Camera Sensors” section
on page 3-4.

Configuring Access to Video Servers for Monitoring

To enable manual video integration, you need to obtain some information from the video server’s
configuration.

For each video camera, you need the information such as:
e DVR/NVR server name or IP address
e Server login name

e Server login password

Administering Cisco Physical Security Operations Manager
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M Configuring Access to Video Servers for Monitoring

You can integrate as many different video servers as you wish in PSOM.

To manually configure access to video servers in PSOM for monitoring:

Step1  Click the Video Integration icon in the tools area of the Administration Console.

Fle Wew Tools Help

Marvigation Lj LJ Physical Security Information Management
Administration d {

e X | Environment 2 | Bules
= Manage maps, monitoring tree, _,-/ tanage rules for response
J zones, aleas, sereors, tracking wiorkflow, reporting and alert
' o—T | devices and resouices. —I | collapsing.
Environment T T
@ | Security | Diagnostics
Manage securty rales. permissions, rD Manage audit report. administration
Rules users and user groups. systern alerts and manitorintg tasks.
o—1 e—i
Click Video Security ] = | Video Integration i | Eventintegration
Integratlon. Configure video service modules —'@ tanage integration modules, user
== and camera topology. alert types, external alert types and
EE_ Administration 5= o—1 | Sensor mapping
Toal 1 . _
%}7 mo Business Logic
= Manage business logic templates
i;j Others and PowerShel script library

[x+]

The Video window appears.

File  Wiew Tools  Help

Mavigation LJ LJ

Administration d

Intelligent Physical Security Management

Administration Control Panel -Video Camera Categ)

W

Click Video A S o
: Home | ¥ideo Semices @ | ¥ideo Console
Services. | Configure integrated video service: E | Console to manage matix views
. | DVR or NVR | and virtual tours
al o=l =
Environment
LS

: Camera Topology @ Back
@ Syl S | Manage EZ-Track camera view Back to previous view

Rules & _@ | topoingy

Step2  Click Video Services to configure access to a video server.
The Video Service Integration Module Configuration window appears.
Step3  Choose the Cisco video service integration module.

Follow the instructions in the Configuring Cisco Video Service document complete configuration using
the Video Service Integration Module Configuration window.

When you are finished, restart the PSOM Administration Console to enable the new video service
configuration.
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Adding New Sensors for Video Cameras

After you have completed video server configuration, the next step is to add sensors to PSOM for the
video cameras following the instructions in the “Adding new Sensors for Video Cameras” section on
page 6-7.

Controlling User Access to Video

You can set user permissions that control whether users can view recorded video, export video, take
snapshots, create video alerts, and manage video matrixes or guard tours. See the “Permissions Within
PSOM” section on page 2-20 for information.

When you assign a user the permission to view recorded video, you can also determine how many past
days of recorded video they are allowed to see.

g = wled
-
Security Roke Hame: Op-01
Desscription:
Permissions:
%), [ Evport Alert Ditals wd

24, [] Emai Alert Detals
21, [¥] Add Nates to Alert Detalls
4, [ Create Alert
24, [¥] 1dentify (Pocket Coneche)
i [ wdeo
£3, [¥] Export Video
=3, [] Video Snapshot
2}, [¥] create video Alert
Z4, 7 Manage Publ: Video Matrix Visw (Add, Edk, Lock snd Delete)
=1, X Manage Video Guard Tour (Add, Edit and Delste)
BNCD view Recorded Video
S F repont
<), [#] Run a repoet
23, [¥] Save & Report
£}, [#] Save arepert as new report |
=4[] Print a report ‘
3, [¥] Expent & report

L Busingss L G
Allow recorded video to be viewed from 2 deview I

\I x| _coet |

Enter the number of past days of recorded video the user can see in the Allow recorded video to be
viewed from field.

If the user tries to view video past that number of days, an error message appears in the Recorded Video
Viewer window.
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M Performing Batch Imports for Video Camera Sensors

Play Made %]

@ set et Tne

2., Took o

R Live Video

M Heds Task Pare

Sharkz2{26{2000 12:10:49 PH; [ 1X)

If a user does not have permission to view recorded video, buttons for accessing recorded video are

disabled.
& ’ {2} Home. Elvidea I Noke Siffieporting
| 4 = ] +
gk v M o & B O |1 !
Ok | Closs | Acrowisdge Close | Fabe Escalte Live Vs
el et

& —————————

Wiew

Type: Rocorded Video Alert Severity /O Medium 1] cpn
Occur Time: 2262010 3065660 Location  Office (Ciico-02)

Riecorded Video Alert

Assigned To: (xerD] (Escaated-slert Cosasbia)
Assigned By, User01 (2/26/2010 3:15:31 PM)

B [Receedad]: Ciuto-0 <}

Tene: (1)

Gl

Performing Batch Imports for Video Camera Sensors

To add video camera sensors to PSOM all at once:

Step 1 Open Internet Explorer and navigate to http://localhost/PxConnectorWS/PluginPages/default.aspx.

The Connector Plugin Configuration window appears.

[l Administering Cisco Physical Security Operations Manager
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Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Performing Batch Imports for Video Camera Sensors

Connector Plugin Configuration

Main

Deployed Plugins

Plugin Name Version Instance Name Status
iView 5.2 iViewInstl Success! 4 sensors Reh'ievenl GetSensors EetEvents Removel
Configurations may be viewed at the App Data directory.

Click Get Sensors next to the Integration Module for your video server under Deployed Plugins.

Click Generate Bulk Insert XML. An XML string appears in the text box.

Identifier: $aec0932-5dec-410f-afSe-a048ee5443a0

Description: Bulk Inzert Xml for JensorGroups

Instruction: Please copy and save as Excel file or as Xml file for UT import. Please review documentation on Bullke
Import for fiarther instructions

Data:

< ?®ml wversion="1.0" encoding="utf-5"2> -

<PxSensorGroupExport xmlns:xsi="http://www.vd.org/2001/XMLSchema—instance™
xwlns:xsd="http://www. w3.org/2001/XMLSchema™>

<densorGroups
<MName>3G Areal</Hame:>
<Description>Sensor Group For Areal</Descriptions>
<TypeMame:CLD-Camera</ TypelName:
<3ubTypeName>iView-1iTrak</ 3ubTypeName>

<Member>

<MerberNawe>Areal</ NemberName>

<Menber TypeName>CAD</ Henber TypeName:-

<MewberSubTypeNawe>iView-iTrak</ HenberSubTypelName:>

<LocationName>Default Location</LocationNames

<DeviceIl>DID[LOC (Areal)] : INST[iViewInst1] :VERS[5.2] : PROV[iView] </ DeviceIl:>
</ Hewmber:

</8ensorGroup>
<3ensorGroups

Select the text in the box and copy it (CTRL-C).

Launch Notepad. Paste the XML text into Notepad, select File > Save As, and give the file a name with

an .xml extension.

In the Administration Console, open the Sensor Management window and click the Sensor Group icon.

Click Import and select the file you just created to insert the sensors into PSOM. This process will create

the appropriate type of sensors for your video cameras.
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B Managing Video Matrix Views and Guard Tours

Type Sensor Group Management

&

Sensar
{PhER A Gen up l
|SGCT-PRTIGILC, ... ¥ General Group  Demo Alarm - Forced Doar TIW1G...

| SGCT-PXT2504, P... % GeneralGroup  Demo Alarm - Door Open Too Lan,.. 1503 Vit |
¥ :SGCT-PXTCTDIJ [ Q General Group  Demo Alarm - Tailgate PETCTOL &, 1504 =

éSG-AMAG-Sensor... Y General Group  AMAG and Mestiva 1505 Report... |
¥ fSGTZE-TCTDTDl, Q General Group  Demo Inkelligent Yideo - Tailgaiting 1508 D

L Recordioflo (@A & | 1

Intercom Group Wiews Snapshot: .Members of the selected sensor group: . - I

[ Name Type

I Descriptiuli -
v O30 Camers - PTZ CT Co = First Floor ..
PRTCGOL ﬂ Access Contr,.. CT Concourse First Floor ...

Wiew Mame:

Defaultview

d

Close

Step8  Restart all services and the verify addition of the video server’s sensor type.

Managing Video Matrix Views and Guard Tours

You can set up video matrix views and guard tours in the Video Management Console. Instructions are
covered in “Using the Video Management Console” in Chapter 4 of the Using Cisco Physical Security
Operations Manager guide.

You can launch the Video Management Console from the PSOM Administration Console.

To launch the Video Management Console:

Step1  Click the Video Integration icon in the tools area of the Administration Console.

Administering Cisco Physical Security Operations Manager
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File Wew Todls Help
Mavigation

Administration

W iE

Environment

Click Video

uJ

(=)=

Physical Security Information Management

Admini

Managing Video Matrix Views and Guard Tours

Control Panel - C

Environment

Manage maps, monitoring biee,
zones, areas, sensors, tracking
devices and resources.

Security

tdanage security roles, permissions,

ugers and user groups,

Integration.

The Video window appears.

Fle \View Tools ﬂe\p
ol o

Administration <]

Mavigation

Admini

Environment

Rules

Step 2

Yideo Integration

Configure video service modules
and camera topalagy.

Business Logic
Manage business logic templates
and PawerShell seript library

fat =

Haome .ﬂ.
W

al o= —

] Lo e

Intelligent Phy:

cal Security Management

Yideo Services
Configure integrated video service:

DVR or NVR

Camera Topology
Manage EZ-Track camera view

topolagy

The Video Management Console appears.

|
©—1 |

E | Video Console
E ‘ Console to manage matrix views

| and virtual tours

Rules

Manage niles for respanse
warkflow, 1eporting and alert
collapsing.

Diagnostics
Manage audit report, administration
syster alerts and monitorintg tasks

EventIntegration
Manage integration modules, user

alert types, external alert types and
3ENs0l mapping,

Click
Video
Console.

Click Video Console to launch the Video Management Console.

@ Back

Back to previous view

See “Using the Video Management Console” in Chapter 4 of the Using Cisco Physical Security
Operations Manager guide for instructions on setting up video matrix views and guard tours.

&
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M Managing Video Matrix Views and Guard Tours
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CHAPTER I

Defining Locations

The first step to defining your monitoring areas and zones is to establish the locations, or physical
spaces, within your environment that will be monitored by PSOM.

This chapter includes these topics:
e Planning Locations for your Environment, page 4-1
e Adding Locations to PSOM, page 4-2
e Editing Locations, page 4-3
e Deleting Locations, page 4-5

e Importing or Exporting Location Names, page 4-6

Planning Locations for your Environment

Note

Locations are the physical spaces in your environment that will be monitored by PSOM. When you start
adding sensors to PSOM, you will need to assign each of them to a location. So your locations should
be places where there are sensors you want to integrate with PSOM for monitoring.

Setting up locations within PSOM is much easier if you have first performed some planning. Table 4-1
shows a sample plan for locations within a building that lists location names and describes their physical
spaces.

Suggestion: Make your names and descriptions detailed so that operators will instantly know exactly
where alerts are taking place when they see the location.

A blank version of this table is provided in Appendix A, “Planning Worksheets,” to help you with
location planning—Table A-3 on page A-4.

Table 4-1 Sample Planning for Locations

Location Name Description

Public Elevator 1 The public elevator located on level 1 by baggage claim #1.
Ticket Counters - American The 5 ticket counters for American Airlines.

Baggage 1 Baggage carousel #1.

Checkpoint 1 Security check area 1 on the east side of terminal 1.

| oL-24230-01
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Il Adding Locations to PSOM

Adding Locations to PSOM

To add a location to PSOM:

Rules
Manage wiles far response

warkflow, reparting and alert

collapzing.

Diagnostics

Manage audit report, administration
system alerts and monitorintg tasks.

EventIntegration

tdanage integration modules, user
alert types, external alert types and

FENSOr Mapping.

Step 1 Click the Environment icon in the Administration Console.
File  Wew Ioolsm Help
Mavigation LJ LJ Physical Security Information Management
Administration d
. A
Click the  Eri ot
. Hame nwironme
Environment I anage maps, monitaring tres,
1 ; Z0riEs, aleas, sensors, tacking
lcon. ﬂ | devices and resources.
Environment
| Security
@ Manage secuily roles. pemissions,
Rules users and user groups.
Seary v | Yideo Integration
Configure video service modules
and camera topology.
| Business Logic
M anage busingss logic templates
Others and PowerShell script library
= [©—1
=] 2=
&
The Environment window appears.
File ew Tools Help
Havigation LJ LJ Physical Security Information Management
Administration d
e 5 Monitoring Emvironment
tdanage monitaring tiee, maps,
manitaling zones, maonitaring areas
d O—I and sensors,
Environment e
Py Monitoring Zones
IZ !_d tdanage monitaring zones
Rules
: =i
Click the —————— - foc s
Location Manage location names
Names icon. =1
Diagniostics —
Resources
ﬁ “ b Manage resources [persons,
5 wehicles, assets, etc.)
GIS /Map Integration
Configure GIS/Map service
integration
Step2  Click Location Names to manage your locations.

&

CE=E

—~

! 7
[ ]

CE=E

Sensors

Manage sensors, sensor groups and

intercom groups

Monitoring Areas

tdanage monitaring areas

Tracking Devices
tanage tracking devices

Camera Topology

Manage EZ-Track camera view

topolagy

Back

Back ta previous view

The Manage Location Names window appears.
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Editing Locations

5 Manage Location Names

Location Management - Name Definition
Add, Edit, Delete Location Name
— i . .
(e} name = tocation @l .. im— Click the New button to add a location
2 . .
Edit.. to PSOM for monitoring.
, Terminal 2 East First Floor Main ;I &
T2E Second Floor Co... Terminal 2 East Second Floor Concourse 2 Delete |
T2E Second Floor Main | Terminal 2 East Second Floor Main 3 —_———
T2E Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway 4 Import... |
T2E Parking Lot Pad Terminal 2 East Parking Lot Pad 5
T2E First Floor Conc... Terminal 2 East First Floor Concourse 6 ﬂl
CT First Floor Communter Terminal First Floor 7
Perimeter West West Perimeter of Airport 8
Perimeter North Mort Perimeter of Airpart 9
Morth of Airport Morth of Airport 10
ASIS Show Floor ASIS Show Floor 11
[T2E-SecondFloorMain] [T2E Second Floor Main] 12
[T2E-SecondFloorCo... [T2E Second Floor Concourse] 13
[T2E-FirstFloorMain] [T2E First Floor Main] 14
[T2E-Second Ped W... [T2E-Second Ped Walkway] 15 a
L Record 10f29 (| a Close
Step3  Click the New button.
The Add Location window appears.
B Add Location =13
Location Name: ~ Public Elevator 1 —— Enter a detailed name in the Location Name field.
Description: Blevator 1in the public area of Concourse Bin Terminal €. || Enter a deSCI‘iptiOl’] that Wl]l help operators kHOW
exactly where an alert is occurring. For example,
“Elevator on 1st floor close to the Baggage Claim 1
area.”
-

Step4  In the Location Name field enter the name you want to assign to this place.

Step5 Inthe Description field, enter a detailed description of the location that will tell operators exactly where
it is in the security environment.

Step6  Click OK to save the location to the database.
Step7  Repeat this procedure to define each location.

When you finish adding locations, they will all appear when you access the Manage Location Names
window.

Editing Locations

As operators in your organization use PSOM, you may discover that some location names or descriptions
need to change to enable faster response times. You can edit location names and descriptions using the
Administration Console.

Administering Cisco Physical Security Operations Manager
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M Editing Locations

To edit a location:

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.

File ew Tools Help

Havigation Physical Security Information Management
e B

Administration el

Monitoring Emvironment Sensors

tdanage monitaring tiee, maps, tdanage sensors, sensor groups and
monitoring zones, monitoring areas 1 intercom groups
and sensors

Monitoring Fones

tdanage monitaring zones

Monitoring Areas

tdanage monitaring areas

Click the {ocation Names Tracking Devices
Location Manage location names Manage tracking devices
Names icon.

Resources Camera Topology

Manage resources [persons, Manage EZ-Track camera view

wehicles, assets, etc.) topolagy
e

GIS /Map Integration Back
Configure GIS/Map service @ Back ta previous view
integration

Step2  Click Location Names to manage your locations.

The Manage Location Names window appears.

F3 Manage Location Names
Location Management - Name Definition
Add, Edit, Delete Location Name Select the location you want to change
from the list of locations.

Edit.. 77— Click the Edit button to change a
location’s name or description.

nlna 2 East First Floor Main

T2E Second Floor Co... Terminal 2 East Second Floor Concourse
T2E Second Floor Main | Terminal 2 East Second Floor Main

T2E Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway
T2E Parking Lot Pad Terminal 2 East Parking Lot Pad

T2E First Floor Conc... Terminal 2 East First Floor Concourse

Delete

Import...

Export...

Ul

CT First Floor Communter Terminal First Floor
il Perimeter West West Perimeter of Airport
il Perimeter North Mort Perimeter of Airport
il North of Airport Morth of Airport
" SIS Show Floor ASIS Show Floor

[T2E-SecondFloorMain] [T2E Second Floor Main]

[T2E-SecondFloorCo. .. [T2E Second Floor Concourse]
[T2E-FirstFloorMain] [T2E First Floor Main]

: [T2E-Second Ped W... [T2E-Second Ped Walkway]

L P, LSRR, |

] Remrglofmﬁaaa_) Close

Step3  Select the location you want to edit from the list.
Step4  Click the Edit button.

The Edit Location window appears.

Administering Cisco Physical Security Operations Manager
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Deleting Locations

Location Name:

Description:

Main|

Terminal 2 East First Floor Main

Deleting Locations

Enter a detailed name in the Location Name field.

"1 Enter a description that will help operators know
exactly where an alert is occurring. For example,
“Elevator on Ist floor close to the Baggage Claim 1

|

|

Step 5
Step 6
Step 7

area.”

Click OK to store your changes to the database.

To change the location’s name, enter a new name in the Location Name field.

To change the location’s description, enter a new description in the Description field.

If changes occur within the physical environment, you may find it necessary to remove locations from

PSOM.

To remove a location from PSOM:

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
File ew Tools Help
havigation LJ LJ Physical Security Information Management
Administration d
e 1@\-&% Monitoring Environment
tdanage monitaring tiee, maps,
manitaling zones, maonitaring areas
d and sensors
=i
Environment e
Py Monitoring Zones
IZ !_d tdanage monitaring zones
Rules
: =i
Click the —0¥—m——o o . Location Names
Location @ tanage location names
Names icon. B—1L
Diagniostics —
Resources
B d %‘;—? tdanage resources [persons,
= wehicles, assets, ete.]
GIS fMap Integration
Configure GI5 /M ap service
9= Integration
3=| Cthets
@
Step2  Click Location Names to manage your locations.

The Manage Location Names window appears.

&

CE=E

—~

! 7
[ ]

CE=E

Sensors

Manage sensors, sensor groups and
Inbercom groups

Monitoring Areas

tdanage monitaring areas

Tracking Devices

tdanage tracking devices

Camera Topology
tanage EZ-Tiack camera view
topology

Back

Back to previous view
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B Importing or Exporting Location Names

Location Management - Name Definition

Add, Edit, Delete Location Name
Select the location you want to remove

from the list of locations.

T2E Second Floor Co... Terminal 2 East Second Floor Concourse Click the Delete button.
T2E Second Floor Main | Terminal 2 East Second Floor Main

T2E Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway
T2E Parking Lot Pad Terminal 2 East Parking Lot Pad

T2E First Floor Conc,.. Terminal 2 East First Floor Concourse

CT First Floor Communter Terminal First Floor

Perimeter West West Perimeter of Airport

Perimeter North Nort Perimeter of Airport

Morth of Airport North of Airport

A515 Show Floor ASIS Show Floar 1
[T2E-SecondFloorMain] [T2E Second Floor Main] 12
[T2E-SecondFloorCo... [T2E Second Floor Concourse] 13
[T2E-FirstFloorMain] [T2E First Floor Main] 14
[T2E-Second Ped W... [T2E-Second Ped Walkway] 15
e e

RN PP R |
il record 10f20 (R 5] ﬂl

[ Terminal 2 East First Floor Main ‘
2

3

4

5

4]

7

8

]

10

Step3  Select the location you want to remove from the list.
Click the Delete button.

A confirmation dialog box appears.

\:‘p Do you want to delete selected location: 'Public Elevator 1' ?

Yes No

Stepd  Click OK to remove the location from PSOM.

>

Note  Related sensors, monitoring areas and monitoring zones will be affected when you remove a
location from PSOM. Sensors that are associated with this location may become orphaned if you
delete the location.

If changes occur within the physical environment, you may find it necessary to remove locations
from PSOM.

Importing or Exporting Location Names

You can export location definitions from PSOM to an XML file, update the XML content in Microsoft
Excel, and import the updated location definitions to PSOM.

)

Note  See the “Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM” section
on page 6-36 for information about how to open the XML file in Microsoft Excel, edit the data, and save
out to the correct format for re-import to PSOM.

To export or import locations:

Administering Cisco Physical Security Operations Manager
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Importing or Exporting Location Names

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
File Wiew Tools Help
Mavigation DCJ| Physical Security Information Management
Administration Q ntrol Panel - Environmen
Monitoring Emvironment Sensors
Manage manitoring hee, maps, Manage sensors, sensor groups and
monitoring zones, monitoring areas intercam groups
and sensars, _@_'::ﬂ___—__
Monitoring Zones = Monitoring Areas
Manage manitoring zones (- | Manage manitoring areas
=l ——
Click the Tracking Devices
Location Manage location names Manage tracking devices
Names icon.
Resources Camera Topology
Manage resources [persons, Manage EZ-Track camera wiew
wehicles, aszets, etc.) topolagy
GIS /Map Integration Back
Configure GIS/Map service e Back to previous wiew
integration
Others
2
Step2  Click Location Names to manage your locations.
The Manage Location Names window appears.
] Manage Location Names
Location Management - Name Definition
Add, Edit, Delete L ion Name
wee | _ .
Click the Import button to import
|3 T2E First Floor Main [ Terminal 2 East First Floor Main diit... location names, then select the XML
| |T2E second Floor Co... Terminal 2 East Second Fioor Concourse Delete | file on your System that has the
|| TE Second Floor Main | Terminal 2 East Second Floor Main —/ definitions.
|| TE Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway Import... ||‘
T2E Parking Lot Pad Terminal 2 East Parking Lot Pad - .
— i i egort.. |7 Click the Export button to save an
| TZEFirst Floor Conc... Terminal 2 East First Floor Concourse K .
|| CTFirst Floor Communter Terminal First Floor XML ﬁle Wlth the loca.tlon names
| |Perimeter West West Perimeter of Airport defined in PSOM. It will save the file
| |Perimeter North Mort Perimeter of Airport as PxLocation.xml.
= Morth of Airport Morth of Airport
| ASIS Show Floor ASIS Show Floor
= [T2E-SecondFloorMain] [T2E Second Floor Main]
= [T2E-SecondFloorCo... [T2E Second Floor Concourse]
= [T2E-FirstFloorMain] [T2E First Floor Main]
= [T2E-Second Ped W... [T2E-Second Ped Walkway]
L Recod 1of 2 D glose
Step3  Click Import to import location names from an XML file (should be named PxLocation.xml), then select
the XML file on your system that has the definitions.
Step4  Click Export to save an XML file with the location names defined in PSOM. It will save the file as

PxLocation.xml.
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B Importing or Exporting Location Names
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CHAPTER

Managing Monitoring Areas and Zones

Once you’ve set up locations and sensors in PSOM, you can define monitoring areas and zones, and then
create the navigation hierarchy for traversing across your security environment.

This chapter explains:
e The difference between monitoring areas and monitoring zones.
¢ How to add a monitoring area to PSOM and include sensor groups as members.
¢ How to add a monitoring zone to PSOM and include monitoring areas as members.

e Establish the hierarchical navigation tree that allows users to traverse the security environment from
the Navigation Pane in the Operation Console.

This chapter includes these topics:
e Understanding Monitoring Areas and Zones, page 5-1
e Planning Monitoring Areas and Zones, page 5-2
¢ Adding Monitoring Areas to PSOM, page 5-2
e Adding Monitoring Zones to PSOM, page 5-6
e Setting up the Monitoring Tree Hierarchy, page 5-10
¢ Adding Maps to Monitoring Areas and Zones, page 5-19
e Editing or Deleting Monitoring Areas, page 5-20
e Editing or Deleting Monitoring Zones, page 5-23
e Importing or Exporting Monitoring Areas, page 5-26

Understanding Monitoring Areas and Zones

You need to setup both monitoring areas and monitoring zones for PSOM. Table 5-1 explains the
differences between them.

Administering Cisco Physical Security Operations Manager
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W Planning Monitoring Areas and Zones

Table 5-1

Differences Between Monitoring Areas and Zones

Description

Members

Examples

Monitoring Area

A virtual representation
of a place within your
security environment
that is associated with a
map or building floor
plan and sensor groups
that exist in that
physical space.

e Maps or building
floor plans of a
particular physical
location

* Groups of sensors
located within that
physical space

A ticket counter for a
gate within an airport
terminal.

A security checkpoint
within an airport
terminal.

Monitoring Zone

Logical groups of
monitoring areas that
are associated because
of physical location,
business function, or
other reasons.

Monitoring areas or
monitoring zones.

Terminal 1 at an airport
would contain a ticket
counter for a gate and a
security checkpoint.

Planning Monitoring Areas and Zones

Planning the structure of your surveillance environment might streamline your configuration of
monitoring areas and zones.

Appendix A, “Planning Worksheets,” includes planning tables you can use to determine the structure
top-down from monitoring zones to monitoring areas:

¢ Monitoring zone planning—Table A-5 on page A-6.

e Monitoring areas planning—Table A-6 on page A-7.

Adding Monitoring Areas to PSOM

To add a monitoring area:

Step 1

Click the Environment icon in the Administration Console.

[l Administering Cisco Physical Security Operations Manager
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File Wiew Tools Help

Adding Monitoring Areas to PSOM 1l

Navigation ledfcdl Physical Security Information Management 2
Administration <] Adrmini i zontrol Panel - C i .'—j
: fat
Click the T Environment v Bules
Environment e tanage maps. monitoring tree. // Manage nles for response
icon 20nes, aleas, sensors, tracking . workflow, reporting and aler:
. a —— devices and resources. ® — collapzing.
Enviranment — o
Security Diagnostics
@ Manage security rales, permissions. @ Manage audit report. administration
Rules users and uger groups. system alerts and monitorintg tasks.
: === o=l
Securty h-‘ = Yideo Integration ¥ EventIntegration
Configure video service modules Manage integration modules, user
and camera topalogy. alert types, external alert types and

SENS0l Mapping,

Business Logic
M anage business logic templates
and PowerShell script library

The Environment window appears.

Click the

File View Tools Help
Mavigation

Administration

L] Physical Security Information Management 2
Administrati tral Fanel - Enviranment ' ,J

L]

Monitoring
Areas icon.

Others

- Monitoring Emvironment Sensors
et
Manage monitaring tree, maps, Manage sensors, sensor groups and
moritoring zones, monitoring areas intercam groups
il = and sensors. =
Environment o I
— — = = = Monitoring Areas
M |’6 Manage monitaring zones |__@| Manage monitaring areas
Rules
. = _—— ==
St {ocation Names Tracking Devices
Manage location names ﬁ Manage racking devices
]
e=l—— ===

Diagnostics

Resources Camera Topology
Manage resources [persons, Manage EZ-Track camera wiew
vehicles, assets, etc.) topology

GIS /Map Integration Back

Configure GIS/Map service @ Back to previous wiew

integration

Step2  Click the Monitoring Areas icon.

The Manage Monitoring Areas window appears.
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Adding Monitoring Areas to PSOM
5 Manage Monitoring Areas
Monitoring Areas Management
Add, Edit, Delete Monitoring Areas
ew.. —— Click New to add a monitoring area.
Edit...
v d Floor Main il ;I
|¥] T2E-SecondFloorC... T2E Second Floor Concourse 2 Delete |
|¥] T2E-FirstFloorMain  T2E First Floor Main 3 -
|v¥] T2E-SecondPed... T2E-Second Ped Walkway 4
|¥] T2E-ParkingPod T2E-ParkingPod 5 M
|v] CT-First Floor First Floor of the Commuter Terminal 3 Export... |
|¥] CT-Second Floor Second Floor of the Commuter Terminal 7
|v] CT-Third Floor Third Floor of the Commuter Terminal 8
@ Perimeter West 1 Top Region of Perimeter West 9
|v] Perimeter West 2 Middle Region of Perimeter West 10
@ Perimeter West 3 Bottom Region of Perimeter West 11
|v] Perimeter Morth 1 Left Region of Perimeter Narth 12
|v] Perimeter North 2 Central Region of Perimeter Narth 13
|v] Perimeter North 3 Right Region of Perimeter North 14
[l 1oXTPT 1cxTPT oK |
\__J\_:\__J Record 1cf.].6 aaag Cancel
Step3  Click the New button.
The PSOM Area Wizard window appears.
- : | L
SRR T Enter a name for the monitoring area.
D iption: | . ..
meseneren “—— Enter a detailed description of the
location of this monitoring area.
[
Cancel | Back | ’TI
n itori ield, enter a name for thi nitoring area.
Step4  In the Monitoring Area Name field, enter a name for this monito a
Step5 In the Description field, provide a detailed description of the location this monitoring area represents.
Step6  Click Next.
Step7  The Monitoring Area - Member window appears.
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Adding Monitoring Areas to PSOM 1l

Members of this Area:

Group - Name - Type Description =

Click Add to associate sensors with the

add.,. L1l
7
=l Remove | monitoring area.

. RecordOofD

Cancel | Back

Step8  Click the Add button to associate sensors with this monitoring area.

The Select Sensors window appears.

Sensor Management

= | Description D - E
|=| =
I E3 Camera - PTE T2E 2nd Floor Oubdaor E
Camera - Stationary  T2E Left ]
EN Camera - PTZ T2E Ticket Counter 974 E
EN Cameta - PTZ T2E Check Point o075 (@
Camera - Stationary  T2E Check Paint Lane 1 o7 (@ Report. |
_____ TAE el Pk 1 977 (3 bd
" Check boxes for cach sensor you want fo associate =
il mpor
wee With this monitoring area. —I

) Export... |
| Sensar | Sensor Groups | Monitoring Areas |

Property Yalue Select Al |
Location Mame T2E Second Floar Main Deselect Al |

Position %, {or Longitude, Latitude) -117.2017,32,. 73209

Sensor Yiews <Mone=

Range Angle (degree) 50

Range Distance (Ft) A7.2695

View Orientation (degree) 100 [ :

e o ——— Click OK when

you’re finished.

Cancel

|

Step9  Check boxes for all sensors in the list you want to include. You can refine the list of sensors displayed
in the list by typing the first few characters of the items you’re seeking in the filter field at the top of the
list.

Step10 Click OK when you’re finished adding sensors to the monitoring area.
Step11 At the Monitoring Area - Member screen, click Next to continue.

Step12 The Monitoring Area - Security window appears.

Administering Cisco Physical Security Operations Manager
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M Adding Monitoring Zones to PSOM

nitoring drea

Note: You cannot
Allowed to be accessed by: Change these settmgs for

this product release.
& pll Users
add..

Bemave

o | . -
G | gk | Enen TCllck Finish.

This screen shows the users that are allowed to access the monitoring area.

~

Note  For this product release, all users are allowed access to monitoring areas by default. This setting
cannot be changed.

Step13  Click Finish to save your monitoring area to PSOM.

Adding Monitoring Zones to PSOM

To add a monitoring zone:

Step 1 Click the Environment icon in the Administration Console.

File View Tools Help

Navigation el Physical Security Information Management
Administration < |
CllC.k the o % Environment v Bules
Environment = 4 anage maps. monitoring tree, // Manage nles for respanse
icon 1 zones, aleas, sensors, tracking workflow, reporting and aler:
. | Bl | devices and resources. B | collapsing.
Environment: — e
| Security - | Diagnostics
@ Manage security rales, permissions. ’-m Manage audit report. administration
Rules ugers and uger groups. system alerts and monitorintg tasks.
o—1 —L
Securley g >t | Video Integration P | EwventIntegration
Configure video service modules Manage integration modules, user
and camera topalogy. alert types, external alert types and
B | sEnsOr mapping
| Business Logic
e M anage business logic templates
g=| Cthers and PowerShell script library
==

The Environment window appears.

Administering Cisco Physical Security Operations Manager
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Adding Monitoring Zones to PSOM

File View Tools Help

Mavigation ol L_]‘ Physical Security Information Management
Administration g Administration Control Panel - Environment C

- Monitoring Emvironment Sensors
Manage monitaring tree, maps, Manage sensors, sensor groups and
ﬂ moritoring zones, monitoring areas intercam groups
- and sensors. -
= =
Environment - =
Cth. the —~h Monitoring Zones = Monitoring Areas
MOIlltOI‘lng @ Manage monitoring zones (] Manage monitoring areas
Zones icon. Rz =
== =
St {ocation Names Tracking Devices
Manage location names Manage racking devices
T
Diagnostics e s
Resources Camera Topology
D a Manage resources [persons, Manage EZ-Track camera wiew
vehicles, assets, etc.) topology
e
GIS /Map Integration Back
Configure GIS/Map service @ Back to previous wiew
integration

Others

»
~

|

Step2  Click the Monitoring Zones icon.

The Manage Monitoring Zones window appears.

F3 Manage Monitoring Zones

Monitering Zene Management
Add, Edit, Delete Monitoring Areas
a7 Click New to add a
Edit.. monitoring zone.
1
|w] Terminal 2 East Terminal 2 East 2 Delete

|w] Terminal 2 West Terminal 2 West 3
|l Commuter Terminal Commuter Terminal 4
@ Perimeter West West Perimeter of Airport 5
|w] Perimeter North North Perimeter of Airport [
@ Arizona Arizona 7
|»] Phoenix Phoenix 8
|| Zone Unassigned C... System Created MonitorZone for Zone Unassig... g

0K |

(i el (e Record Lof 9 aaa_) &d Cancel |

Step3  Click the New button.
The PSOM Zone Wizard window appears.

Administering Cisco Physical Security Operations Manager
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M Adding Monitoring Zones to PSOM

General properties of the Monitoring Zone

Monitoring Zone Name: —— Enter a name for the monitoring zone.

Description:
|

—— Enter a detailed description of the
physical or logical area covered by this
monitoring zone.

Cancel | Back | Next I

Step4  Enter a name for the monitoring zone in the Monitoring Zone Name field.

Step5  Enter a detailed description of the physical or logical area covered by this monitoring zone in the
Description field.

Step6  Click Next.

The Monitoring Zone - Member window appears.

Manage Members of the Monitoring Zone

Members of the Monitoring Zone:

& Name Description Area Add... '—, Click Add to associate monitoring areas
F— | with the monitoring zone.

Record 0 of 0

) sl s\l

Members of the selected Monitoring Area:

Group Name Type Description A

Cancel | Back | Next I

Step7  Click the Add button to associate monitoring areas with this monitoring zone.

The Manage Monitoring Areas window appears.

Administering Cisco Physical Security Operations Manager
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Step 8

Step 9

Step 10

Step 11

¥y Manage Monitoring Areas

Monitoring Areas under current Monitoring Zone

Add, Edit, Delete Monitoring Areas

Adding Monitoring Zones to PSOM

Type the first few characters of the area

T2E-FirstFloorMain

T2E-FarkingPod
CT-First Floor
CT-5econd Floor
CT-Third Floor
Perimeter West 1
Perimeter West 2

W
|| Perimeter North 3
] 1cxmeT

T2E-SecondFloorM. ..
T2E-SecondFloorc...

T2E-Second Ped ...

T2E Second Floor Main
T2E Second Floor Concourse
T2E First Floor Main
T2E-Second Ped Walkway
T2E-ParkingPod

First Floor of the Commuter Terminal
Second Floor of the Commuter Terminal
Third Floor of the Commuter Terminal
Top Region of Perimeter West

Middle Region of Perimeter West

Check boxes for each monitoring area you
ant to associate with this monitoring zone.

Right Region of Perimeter Marth

ICXTPT

L reardtofs @@@A T

name you’re trying to find, and the list
will filter automatically.

5 0 @ w oo ;s wom

LokoE

[
iy

ok —— Click OK when you’re finished.

Cancel

Check the boxes for all monitoring areas that should be associated with this monitoring zone. To filter
the list of areas displayed, type the first few characters of the area you’re seeking in the filter field at the

top of the list.

Click OK when you’re finished selecting monitoring areas.

The Monitoring Zone - Member window re-appears.

Click Next.

The Monitoring Zone - Security window appears.

B Monitorng)

i gl Users

Allowed ko be accessed by

Proximes Surveillint™ Monitoring Zone Management

" User Groups

add. .

Remove

ﬁack =

Cancel |

nsh 1 Click Finish.

If you want all users to access this monitoring zone, leave the All Users option checked. Otherwise,
check the User Groups option and click Add to select user groups that can access this monitoring zone.

The Select User Group window appears.

[ oL-24230-01
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W Setting up the Monitoring Tree Hierarchy

@ Select: User, Group: Ea
Select an user group from the list:
Name iy Description
7

3 m Field Responze Team (Mobile Operators)

Record 1of 1

: Cancel

Select the group(s) that can access this monitoring zone and click OK.

Step12  Click Finish to save your monitoring zone to PSOM.

Setting up the Monitoring Tree Hierarchy

The hierarchy you define for the Monitoring Tree in the Administration Console is what appears to users
in the Navigation Pane of the Operation Console. It is the list-type view of monitoring zones and areas
that allows operators to traverse the global monitoring environment with simple point-and-click actions.

To set up the Monitoring Tree hierarchy, you need to:

Step1  Add monitoring zones to the Monitoring Tree.
Step2  Add multiple levels of monitoring zones.

Step3  Add monitoring areas under the monitoring zones in the Monitoring Tree.

Adding Monitoring Zones to the Monitoring Tree

To add monitoring zones to the Monitoring Tree:

Step 1 Click the Environment icon in the Administration Console.

Administering Cisco Physical Security Operations Manager
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File  Wiew Tools Help

Setting up the Monitoring Tree Hierarchy

Navigatian L:J Cj Physical Security Information Management
Administration o Administrat nirol Fanel - gory view
. ot
Click the T Environment
Environment s Manage maps, monitoring tree,
. zones, aleas, sensors, tracking
icon. e ® ; devices and resources.
Environmenkt -
Secunty
@ Manage security roles, permissions,
Rules users and user groups.
i E=Im—

Yideo Integration
Configure video service modules
and camera topalogy.

Business Logic
Manage business logic templates
and PowerShell cript librany

®

Bules

Manage rules for response
wirkflow, reparting and alert
collapsing.

Diagnostics
Manage audit report, administration
syztem alerts and monitorintg tasks.

EventIntegration

Manage integration modules, user
alert types, external alert types and
SEN30N Mapping.

The Environment window appears.

File View Tools Help
Narvigation L] Q Physical Security Information Management
Administration <] Admir ntral Panel - Enviranment
- A
Cth. the = £ Monitoring Environment
MOHltOl’mg e Man_ag‘_a monitaring tree, maps,
Environment moritoring zones, monitoring areas
. ﬂ = = and sensors.
1con. Environment
el Monitoring Zones
@ |’6 Manage monitaring zones
Rules
- =
St {ocation Names
Manage location names
=
Diagnostics e

Step 2

Resources

Manage resources [persons,
vehicles, assets, etc.)

GIS /Map Integration
Configure GIS/Map service
integration

®

Sensors

Manage sensors, sensor groups and
intercam groups

Monitoring Areas

Manage monitoring areas

Tracking Devices

Manage racking devices

Camera Topology
Manage EZ-Track camera wiew
topology

Back

Back to previous wiew

Click the Monitoring Environment icon.

The PSOM Environment Management window appears.

| oL-24230-01
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Il Setting up the Monitoring Tree Hierarchy

=EIF EEEE

File  Monitaring

Monitoring Hierarchy

’Hm HE i
uﬂ_@)ﬂ % AddMonitoring Zone. ..
DI B

‘gj f‘rnpertles‘..
() &) ] Undesingated Zone

B Y Terminal 2 niest

e

|

Right-click the global zone node and
select Add Monitoring Zone from the
right-click menu.

Step3  Right-click the global zone (top-most) node in the Monitoring Tree.
Step4d  Select Add Monitoring Zone from the right-click menu.
The Manage Monitoring Zones window appears.
F3 Manage Monitoring Zones
Monitoring Zones under Global Zone
Add, Edit, Delete Monitoring Areas
Description Zone
% [a]
Edit...
F = |
|»] Ferminal 2 East Terminal 2 East 2 Delete
[»] Ferminal 2 west Terminal 2 West 3
|»] Eommuter Terminal  Commuter Terminal 4
|£| perimeter West West Perimeter of Airport 5
[w] Perimeter North North Perimeter of Airport [
|£| hrizona Arizona 7
Fone Unassigned C... System Created MonitorZone for Zone Unassig... ]
Check boxes for all monitoring zones you ,
want to add to the Monitoring Tree. ok_—— Click OK when finished selecting
L) Gl Record 108 WG | conce JI monitoring zones.
Step5 Check boxes for each monitoring zone you want to add to the Monitoring Tree.
Step6  Click OK.

The Monitoring Tree is updated to include all the monitoring zones you selected; the monitoring zones

are listed as nodes under the top-level “global zone” node.
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Adding

Setting up the Monitoring Tree Hierarchy

File Monitoring Map  Tools  Help

SEIEFT PEICE

Monitoring Hierarchy

EM Airpork
.j ol Brizen
The select R o :
€ .Se e.c ed ._j-_é,ﬂPerlmeter Morth
monitoring |2 | Perimeter west
Zones now 0 o pal| Teemimal 1
appear in the @-ﬁﬂTerm\nalZEast
. b/ gl Terminal 2 West
MOnltOI'lIlg Tree _ > _@dundasignatad Zone
as nodes under | | & | Undesingated Zone

the global zone.

Multiple Levels of Monitoring Zones to the Monitoring Tree

To add an additional level of monitoring zone to the Monitoring Tree:

Step1  In the Monitoring Tree, locate and right-click the monitoring zone to which you want to add additional
level of monitoring zone.

Fle Montoring Map  Tools  Help

SIEIR BN B

P"Ionito gH‘;e‘r.'archy.. T i =

[ _:g‘nirpnrt

L h:i'_d)(ﬂnr\zona - -
. :g(ﬂ Perimeter @ A:é%Momtonng‘ ZOMNE...
d-@‘)ﬂ Perimeter | % Excide Monitoring Zone

Right-click the node for the
monitoring zone and select
Add Monitoring Zone from
the right-click menu.

d -/ gl Terminal 1
’ 33 (3| Terminl 2
i _‘_f)ﬁ Terminal 2 28

b ) | Undesignz ﬂ

| &3 3 Wl Lndesinga
I @ | Undesing= (@ Properties...

#3  Add Monitoring Area...

T-Third Floor

Step2  Select Add Monitoring Zone from the right-click menu.

The Manage Monitoring Zones window appears.

| oL-24230-01
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itoring Zones

Monitoring Zones under Global Zone
Add, Edit, Delete Monitoring Areas

Description Zone
v Edit...
= =
|w] ferminal 2 East Terminal 2 East 2 Delete
v ferminal 2 west Terminal 2 West 3
|w| Fommuter Terminal  Commuter Terminal 4
|£| perimeter West West Perimeter of Airport 5
|w] Perimeter North North Perimeter of Airport [
|£| hrizona Arizona 7
Fone Unassigned C...  System Created MonitorZone for Zone Unassig... 9

Check boxes for all monitoring zones you ) ) ) _
want to add under this monitoring zone. oK T Click OK when finished selecting

L0 Record 1 of 8 (GG | conce I monitoring zones.

Step3  Check boxes for each monitoring zone you want to add under the selected monitoring zone in the
Monitoring Tree.

Stepd  Click OK.

The PSOM Environment Management window re-appears. The newly added monitoring zone and its
monitoring areas are added to the Monitoring Tree.

Adding Monitoring Areas to the Monitoring Tree

To add monitoring areas to the Monitoring Tree:

Step 1 Open the PSOM Environment Management window.

Step2  Inthe Monitoring Tree, locate and right-click the monitoring zone to which you want to add monitoring
areas.

Administering Cisco Physical Security Operations Manager
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Setting up the Monitoring Tree Hierarchy

File  Mornitoring Map  Tools  Help

s
3 pal Perimet,. @ Add Monitoring Zone. .
il [~} ﬁ}n@ Parimet % Exclude Manitaring Zone |,
g% e R Right-click the node for the monitoring zone and select

(3 3 pal Termin I

T Bl rermin) | Excle nonng - Add Monitoring Area from the right-click menu.

bz ] Undles -,
3 2 ] Undesir j

@ Properties. .

& CT-Thirel Floor

Step3  Select Add Monitoring Area from the right-click menu.
The Manage Monitoring Areas window appears.
Ej Manage Monitoring Areas - Terminal 2 East

Monitoring Areas under current Monitoring Zone

Add, Edit, Delete Monitoring Areas

CfaN

T2E-5econdFloorC.., T2E Second Floor Concourse
T2EFirstFloorMain  T2E First Floor Main

T2E-Second Ped ... T2E-Second Ped Walkway
T2E-ParkingPod T2E-ParkingPod

CT-First Floor First Floor of the Commuter Terminal
CT-5econd Floor Second Floor of the Commuter Terminal
CT-Third Floor Third Floor of the Commuter Terminal
Perimeter West 1 Top Region of Perimeter West
Perimeter West 2 Middle Region of Perimeter West
Perimeter West 3 Bottom Region of Perimeter West

Check boxes for all monitoring areas you want to
add to the Monitoring Tree for this monitoring zone.

DEEDEDEEEEEE

5w @ o o o b o ra

-
=

Ep— — =l ok —— Click OK when finished selecting
T _;;a o J monitoring areas.

Step4  Check boxes for each monitoring area you want to add to the selected zone.
Step5  Click OK when finished.

The Monitoring Tree is updated to list all the monitoring areas you selected as nodes under the
monitoring zone’s node.

Administering Cisco Physical Security Operations Manager
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Il Setting up the Monitoring Tree Hierarchy

File  Monitoring  Map  Tools  Help

FEIEC BEICE Y B
|

Monitoring Hierarchy

The selected N
monitoring are:. | m%cT—First Floor

now appear il’l the [ﬁlCT-Sechd Floor
Monitoring Tree
as nodes under the . Perimeter Wiest

.. s "
monitoring zone. &3 Termindl 1
& | Terminal 2 East

- 23 (gl Terminal 2 West
- lad| Undesignated Zone
a QE‘ Undesingated Zone

Removing Nodes from the Monitoring Tree

To exclude a monitoring zone node from the Monitoring Tree:

Step1  Right-click the monitoring zone and select Exclude Monitoring Zone.

Fle Monkoring  Map  Tools  Help

MEIEIFN FE
:

&<

Monitoring Hierarchy

Add Monitoring Zone...

Exclude Monikoring Zone Right-click the monitoring zone node and select
cd Moritori Ares. . A" Exclude Monitoring Zone from the right-click menu.

Propetties, ..

A confirmation dialog box appears.

\ ? ) Do you want to exdude Monitoring Zone - Commuter Terminal ?

gL w |

Step2  Click the Yes button to confirm the exclusion of the node.

To exclude a monitoring area from the Monitoring Tree:

Step1  Right-click the monitoring area and select Exclude Monitoring Area.
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Setting up the Monitoring Tree Hierarchy

File Monitoring Map  Tools  Help
HENEIR FECE Y EE

Monitoring Hierarchy
% Airport
1 ¢ ] Arizona
u‘J- Jg;}l}ﬁCommuter Terminal - T ﬁ It
=) o m
-2 TS B
- i CT-Thi g
123 &) | Perimeter - h FRPE

13 ¢ | Perimeter - Lo X . )
Ll Terminal 1| D6 Exclude Motornasves  ——Right-click the monitoring area node and select

) | Terminal 212y s JExclude Monitoring Area from the right-click menu.

| o (el Terminal 2 =
! ) md| Undesigre = B
3| 3 el Urdesingated Zone e

A confirmation dialog box appears.

:\.’() Do you want to exdude Monitoring Area - CT-Third Floor ?

.

Step2  Click the Yes button.

In either case, the node is excluded from the Monitoring Tree, but the underlying configuration for the
zone or area is unaffected; the node will stay in the global pool.

Viewing Properties for Monitoring Tree Nodes

To view properties for a node:

Step1  Right-click the node and select Properties from the right-click menu.

hﬁile Monitoring  Map  Tools  Help

SEIEC Bl-ICIE™

Monitoring Hierarchy

Eﬁ Airport

3 ) [yl Avvizonia
r @l -
L[l CT-Firs %@ Add Manitaring Zone. .,
;’“'EﬂCT'SEE & Exclude Maritating Zone
S CT-ThiE e

. s lonitoring Area,..

3| ) [yl Perimnster
1 &) (ol Perimneter B
b/ @ (] Terminal 1 j

(| 3 (gl Terminal 2 !
23l Terminal 2 | Properties. . —_—

| ¢ | Urdesignated Zone h\

) &) | Undesingated Zone

The Properties window appears with the General tab selected.

~

Note  The windows shown in this section are for monitoring zone properties.

Select Properties from the right-click menu.
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General properties of the Monitoring Zone

Manitoring Zone Name:

Commuter Terminal

— The name of the monitoring zone.

1
Description: Commuter Terminal _4| |

— A description of the monitoring zone.

‘__J‘

|
Step2  To view the monitoring areas and sensors that are members of this monitoring zone, click the Member
tab.
Manage Members of the Monitoring Zane The monitoring areas that are assigned
Members of the Monitoring Zone: |‘ to the monltormg zone.
Add... '\
remove ” Click Add to associate another
| — monitoring area with this zone.

= T2E-SecondFloorCo...  T2E Second Floor Concourse 2

= T2E-FirstFloorMain T2E First Floor Main 3 TO remove a mOnitOring area frOm the

|| T2E-Second Ped Wa... T2E-Second Ped Walkway 4 zone, select it and click Remove.

= T2E-FarkingPod T2E-ParkingPod 5

)\ record 107 s (I 0 ) ) 0 il

Members of the selected Manitoring Area:

= .. |®i Camera -Sta... The sensors and sensor groups that have
se-aMAG SE... M Access contr.. been assigned to this monitoring zone
| (B sensor | aMaG Sensort. @ Access Cont... (via the membership of their assigned
?_l Group  mygrp @‘ Video System... b . .
e L TR | monitoring areas).
ad|
Step 3

To view the display settings for the zone’s map area, click the View tab.

[l Administering Cisco Physical Security Operations Manager
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Adding Maps to Monitoring Areas and Zones Il

Mnrle] - Configure map

[Map Display Options __L— These options configure the
D@ stousensor iy e information displayed in the Map View
[T @ Show Sensor Range Il &  Show Monitoring Zone Pane for the zone.
[T g show Sensor Name I~ {4 Show Petimeter Range
— Map Configuration: This monitoring zone is configured to
Map Type: ] Framework Simple - GI5 8 o | D display a Framework Simple GIS map.
Praperty value p— These options set the origin and
[ Elevation Range (ft.) <Hone:> reference points for the map shown in
The First reference point: in the map (-117.192200, 032730549 ) the Map VleW Pane.
The second reference point in the map {-117.,191101 , 032730000 )
Otientation of the X-axis in the map (degree) 1]

id|

Note  These options are only activated when you select Map > Enter Map Design Mode from the
menu bar. To learn how to set these display properties from Design Mode, see the “Configuring
Origin and Scale for a Map” section on page 7-6 and the “Setting Display Options for a Map”
section on page 7-14.

Step4  To view the security groups that have permission to view this monitoring zone, click the Security tab.

Configure Security Per

Allowed to be accessed by:
% 4l Users €~ User Groups
Add..

Remove |

— Security groups listed here have
permission to view this monitoring zone.

|

Step5  When you’re finished viewing properties for the monitoring zone, click OK.

Adding Maps to Monitoring Areas and Zones

The next step to defining your monitoring zones and areas is to add appropriate background map or
building plan images that will be displayed in the Map View Pane when the zone or area is selected in
the Navigation Pane. See the “Adding Background Map Images” section on page 7-5 for instructions.

Administering Cisco Physical Security Operations Manager
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M Editing or Deleting Monitoring Areas

Editing or Deleting Monitoring Areas

To edit or delete a monitoring area:

Step 1 Click the Environment icon in the Administration Console.

File  Wiew Tools  Help

Mavigation u LJ

Physical Security Information Management

B

Administration % | Admini
: 't
Click the e | Environment 2 | Rules
Environment s M anage maps, monitoring tree, /_/ anage wiles for response
icon J zZones, areas, sensors, racking workflow, reparting and alert
. i o—1 | devices and resources. == | collapsing.
Enviranment - E
| Security - | Diagnostics
@ M anage security roles, permissions, ’-g Manage audit report, administration
Rules users and user groups. system alerts and monitorintg tasks.
=1
Seruity (V| | Video Integration V | Eventintegration
Canfigure videa service modules tanage integration modules, user

and camera topalogy.

alert types, external alert types and
| 3ensor Mapping.

| Business Logic
 anage business logic templates
and PowerShell script library

The Environment window appears.

File Wiew Tools Help

Marvigakion u LJ

Administration d

Physical Security Information Management

anel - Enviranmen

B

T £ | Monitoring Environment | Sensors
i tdanage monitaring tree, maps., anage sensors, sensor groups and
| monitoring zones, monitoring areas intercom groups
d 5—1 | and sensors 5—1
Enviranment oo I —
Click the — — ——— L | Monitoring Areas
MOnitOring IQ !‘é tdanage monitaring zones '—-‘Q tdanage monitoring areas
. Rules
Areas icon. —1 —
Securky | Location Hames | Tracking Devices
Manage location names Ej Manage tracking devices

]
I
o)
|
.’

Diagnostics

it

| Resources g | Camera Topology
“ : Manage resources [persons, T Manage EZ-Track camera view

vehicles, assets, etc.) topology

o—1
% Taols | GIS/Map Integration Back
Configure GIS/Map service @ Back ta previous view
a integration

Others

Step2  Click the Monitoring Areas icon.

The Manage Monitoring Areas window appears.
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Step 3

Y Manage Monitoring Areas

Monitoring Areas Management

Add, Edit, Delete M

Edit... /l |

Editing or Deleting Monitoring Areas Il

Click Edit to change the name or
description.

Perimeter West 1
Perimeter West 2
Perimeter West 3
Perimeter North 1

Top Region of Perimeter West

- 1
T2E-SecondFloorC... T2E Second Floor Concourse 2 Delete '\I Click Delete to remove the monitoring
T2E-FirstFloorMain  T2E First Floor Main 3 R area.
T2E-Second Ped ...  T2E-Second Ped Walkway 4
T2E-ParkingPod T2E-ParkingPod 5 &I
CT-First Floor First Floor of the Commuter Terminal & Export... |
CT-5econd Floor Second Floor of the Commuter Terminal 7
CT-Third Floor Third Floor of the Commuter Terminal 8
g
10

Middle Region of Perimeter West

-
=y

Bottom Region of Perimeter West
Left Region of Perimeter Morth
Perimeter Morth 2 Central Region of Perimeter Morth
Perimeter Morth 3 Right Region of Perimeter Morth
ICXTPT ICXTPT

L readtors @O@A T

LR

B R EEEEEEEEEE R E &

Cancel

To edit a monitoring area, select it and click the Edit button.

The Monitoring Area Properties window appears.

Monitoring Area hame: ‘CT*First Flaor

Description: First Floar of the Commuter Terminal (% |

a. Enter a new name or description for the area on the General tab.

b. Click the Member tab.

[ oL-24230-01
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Members of this Area:

Group | Name | Type Description - “ add... |
= oo |

) sensor [prrcTor o
_C' Sensor  Intercom - Ca... # Intercom - Co... wl
_C' Sensor  Cisco 2500 C... Camera - Stat...
_C' Sensor  PRT1G11C m Access Contr...
_C' Sensor  [CT-First Floor]  [@ Monitor-drea [CT-First Floor]
_C' Sensor  Inkercom - Ca... # Intercom - Co... Commend Intercom Call Box
_C' Sensor  Digital Sign - ... I, Digital Signag... Commuter Terminal Digital ...
_C' Sensor  PAF-275 Camera - Stat... T Concourse First Floor ...
_C' Sensor  PXF-300 Camera - Stat... T Concourse First Floor ...
_C' Sensor  PXP-245 Camera - PTZ T Concourse First Floor ...
_C' Sensor  PXF-200 Camera - Stat... T Concourse First Floor ...
_C' Sensor  PATCO1 m Access Contr...  CT Concourse First Floor ...
i PR PV S S ad
. PRecordicf46 aaad &d
Cancel |
||

¢. To remove a sensor from the monitoring area, select it and click Remove.

d. To add a sensor to the monitoring area, click Add.

The Select Sensors window appears where you can select the sensors you want to add and click
Add.

nsor Manager

Sensor Management
Add, Edit, Dele

3
Zamera - Stakionary

L prre7 T2E Left

al \__—l PXP-107 EW Camera - PTZ TZE Ticket Counter

e ] Pxp-108 [N Camera - PTZ TZE Check Point

al [ PxF-81 Camera - Stakionary  T2E Check Point Lane 1 Bepart...
[ | pxF-82 Camera - Stakionary | T2E Check Paint Lane 2

i) recordtofszy (@A Import

View Snapshot;

Properties of the selected sensar;
Export...

.Se;sol’ ‘ Sensor Groups ” Monitaring Areas |

Select All

*-118, pures

Location Mame

Position ¥, {or Longitude, Latitude)
" SEensar Wiews
ﬁRange Angle {degres)
_|Range Distance (ft)

‘igw Orientation (degres)
| PTZ Contral

TZ2E Second Floor Main
-117.2017,32.73209
<None =

S0

37.2695

100

Deselect Al

Elep

03

Cancel

e. To move the monitoring area to a different part of the Monitoring Tree, click the Move To button.

The Monitoring Tree - Select Area window appears.
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Editing or Deleting Monitoring Zones M

m&tur]ng IreE = GE

Airpart
u.J o Arizana
1 & Commuter Terminal
3 (8] CT-First Floor
b g CT-Second Floor
“-[ @ CT-Third Floar
u.J & Perimeter Marth
13 3 Perimeter west
> & Terminal 1
...J <« Terminal 2 East
bl ) Terminl 2 west
u.J & Undesingated Zane

Cancel J|

Select the location where you want to move the monitoring area and click OK.
f. Click OK to store your changes. Any changes will be immediately reflected in the Monitoring Tree.

Step4  To delete a monitoring area, click the Delete button. A confirmation dialog box appears. Click Yes to
confirm the deletion. The monitoring area will be removed from the Monitoring Tree; and the monitoring

area will be removed from the global pool.

Editing or Deleting Monitoring Zones

To edit or delete a monitoring zone:

Step 1 Click the Environment icon in the Administration Console.

File Wiew Tools Help

Navigation el Physical Security Information Management
Administration (<]
Click the = .
. e F” i Environment 2 Rules
Environment 1& tanage maps. monitoring tree. // Manage miles for response
icon J w 20nes, aleas, sensors, tracking workflow, reporting and aler:
. | e devices and resources. G collapzing.
Enviranment
= Security Diagnostics
Manage security rales, permissions. Manage audit report. administration
Rules users and uger groups. system alerts and monitorintg tasks.
e @ =
&
Securty %] Yideo Integration ¥ EventIntegration
Configure video service modules Manage integration modules, user
and camera topalogy. alert types, external alert types and
5 o—1 SN0l Mapping.

EE Others

Business Logic
M anage business logic templates
and PowerShell script library

| oL-24230-01
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W Editing or Deleting Monitoring Zones

The Environment window appears.

File Wiew Tools  Help

Mavigation

Administration

Monitoring Environment
fanage manitoring tree, maps,
monitoring zones, monitoring areas
and sensars.

=

Sensors

Manage sensors, sensor groups and
intercom groups

M N
Cth, the —~h Monitoring Zones = Monitoring Areas
Monltorlng @ Lé Manage manitoring zones b@ Manage monitaning areas
Zones icon. Rules

Diagnoskics

0 o

E¥| Administration

=| Others

2

Location Names

Manage location names

Resources

Manage resources [persons,
wehicles, assets, etc.)

GIS / Map Integration

Configure GISMap service
integration

Tracking Devices

Manage tracking devices

Camera Topology
Manage E£-Track camera view
topalogy

Back

Back ta previous view

Step2  Click the Monitoring Zones icon.
The Manage Monitoring Zones window appears.
FY Manage Monitoring Zones
Monitoring Zone Management
Add, Edit, Delete Monitoring Areas
SName Click Edit to change the name or
=] _ description.
Edit...
Terminal 1 Terminal 1 1 —! ” . . .
[sf] Terminal 2 East Terminal 2 East 2| _ Delete ¢ Click Delete to remove the monitoring
|w] Terminal 2 West Terminal 2 West 3 zone.
|| Commuter Terminal — Commuter Terminal 4
@ Perimeter West West Perimeter of Airport 5
|w] Perimeter North North Perimeter of Airport &
@ Arizona Arizona 7
|w] Phoenix Phoenix &
|| Zone Unassigned C... System Created MonitorZone for Zone Unassig... ]
0K
|l il il Record 10f8 aaa\_) & Cancel |
Step3  To edit a monitoring zone, click the Edit button. In the Edit Monitoring Zone window you can change

the name or description of the zone.

oL-24230-01 |
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| oL-24230-01

Monitaring Zone MName:

Commuter Terminal

Description: “ommuter Terminal

a.
button to add a monitoring area.

Members of the Monitoring Zone:

| @ Name Description

(8] "T-First Floor Fitst Floor of the Cornrmuber Terrninal

CT-Second Floor

Second Floot of the Corrmuber Termingl

O Sensor  Inkercom - Ca... # Inkercom - Co...
O Sensor  Cisco 2500 C... Camera - Skat,.,
O Sensor  PATIGILC m Access Conkr .,

L o Ay~ T S = I T S

P [ =

3

CT-Third Floar Third Floor of the Commuter Terminal 4

. Recordiof3 d“u_) >
Members of the selected Monitoring Area:

Mame Type Description < d

ud
oot |
|

Editing or Deleting Monitoring Zones

You can add monitoring areas to this monitoring zone by clicking the Member tab. Click the Add

b. You can change map view settings for the zone by clicking the View tab.
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M Importing or Exporting Monitoring Areas

—Map Display Options

I @ Show Sensor ™ (@  Show Monitoring Area
[T @  Show Sensor Range [T (&  Show Manitoring Zone
I} e Show Sensor Mame ™ {3 Show Perimeter Range

—Map Configuration:

Map Tvpe: | d Configure. ..

Property Yalue

% Elevation Range (ft.) <Mones
The First reference point: in the map (0,0)
The second reference paint in the map (100,00
Orientation of the ¥-axis in the map (degree) 1]

id)

c. You can change the security settings for the monitoring zone by clicking the Security tab. Click
User Groups and click the Add button to give a specific user group access to this monitoring zone.
Select a user group and click OK.

to Manitoring Zome

Configure Secur
Allowed to be accessed by:

i all Users i+ User Groups

add. .

Name iy Description

L UserGroup

Select a user group from the lisk:

Name <y Description

Field Response Team {Mobile Operators)

Field Response Team &

Field Response Ve, .. Field Response Yehicles

Adrin and Supetvi. .. Qj Adrin and Supervisors

Record 1 of 4 “ud < > |

oK I Cancel I Cancel |
R R R e e —

d. Click OK to store your changes. These changes will automatically be made to the Monitoring Tree.

Step4  To delete a monitoring zone, click the Delete button. A confirmation dialog box appears. Click Yes to
confirm the deletion. The monitoring zone and its associated monitoring areas are removed from the
Monitoring Tree. While the monitoring zone is deleted (it has also been removed from the global pool),
its associated monitoring areas are not deleted from PSOM; they can be reassigned to a different

monitoring zone.

Importing or Exporting Monitoring Areas

You can export monitoring area definitions from PSOM to an XML file, update the XML content in
Microsoft Excel, and import the updated monitoring area definitions to PSOM.

Administering Cisco Physical Security Operations Manager
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Importing or Exporting Monitoring Areas W

Note  See the “Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM” section
on page 6-36 for information about how to open the XML file in Microsoft Excel, edit the data, and save
out to the correct format for re-import to PSOM.

To export or import monitoring areas:

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.

File Wiew Tools Help
Navigation el Physical Security Information Management
Administration d A 1 Contro el- onment
Fame. & | Monitoring Emvironment | Sensors
W | Manage monitoring tree. maps, anage sensors, sensor groups and
J monitanhg zones, monitonng areas Intercom groups
| o—1 | and sensors =
Enviranment = I =
Click the = — e =" | Monitoring Areas
Monitoring IQ !‘é tdanage monitaring zones |‘_g tdanage monitoring areas
. Rules |
Areas icon. —1 | —
@3 L e = L e -
Securky | Location Hames | Tracking Devices
Manage location names i Manage tracking devices
-
, o—I (==
Diagnastics 5 T
| Resources | Camera Topology
Q Manage resources [persons, Manage EZ-Track camera view
vehicles, assets, etc.) topology
|
| GIS/Map Integration Back
Configure GIS/Map service Q Back ta previous view
integration
2=| Others

Step2  Click Monitoring Areas to manage your monitoring areas.

The Manage Monitoring Areas window appears.

Administering Cisco Physical Security Operations Manager
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I Importing or Exporting Monitoring Areas

¥y Manage Monitoring Areas

Monitoring Areas Management

Add, Edit, Delete Monitoring Areas

[CIAN

Click the Import button to import
monitoring areas, then select the XML
file on your system that has the
definitions.

a

T2E-5econdFloorC... T2E Second Floor Concourse
T2E-FirstFloorMain | T2E First Floor Main

T2E-Second Ped ...  T2E-Second Ped Walkway
T2E-FarkingPod T2E-ParkingPod

CT-First Floor First Floor of the Commuter Terminal

Import... I

Export... ]

Click the Export button to save an
XML file with the monitoring areas
defined in PSOM. It will save the file
as PxArea.xml.

CT-Second Floor Second Floor of the Commuter Terminal
CT-Third Floor Third Floor of the Commuter Terminal
Perimeter West 1 Top Region of Perimeter West
Perimeter West 2 Middle Region of Perimeter West
Perimeter West 3 Bottom Region of Perimeter West
Perimeter North 1 Left Region of Perimeter North
Perimeter Morth 2 Central Region of Perimeter North
Perimeter Morth 3 Right Region of Perimeter Morth
ICXTPT ICXTPT

L Rerdiofs (@A

5w o w oo w o

-
oy

RREREEREEEERER R R R

Cancel |

Step3  Click Import to import monitoring areas from an XML file (should be named PxArea.xml), then select
the XML file on your system that has the definitions.

Step4  Click Export to save an XML file with the monitoring areas defined in PSOM. It will save the file as
PxArea.xml.

Administering Cisco Physical Security Operations Manager
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CHAPTER

Managing Sensors

Every physical sensor in your environment (video cameras and access control devices) needs to be
represented in PSOM with a sensor definition.

This chapter explains how to:
e Add access control devices as sensors in PSOM
e Add video camera devices from video servers as sensors in PSOM
e Add other types of devices—such as hazard detection devices—as sensors in PSOM
e Add camera view angle, distance, direction and field of view to the sensor definition
e Group sensors together for monitoring certain locations
e Group intercom devices together
e Import and export sensors, sensor groups, and intercom groups with PSOM
This chapter includes these topics:
e Types of Sensors and Connectors, page 6-1
¢ Planning Sensor Integration, page 6-2
e Adding New Sensors for Access Control Devices, page 6-2
e Adding new Sensors for Video Cameras, page 6-7
e Adding New Sensors for Other Types of Devices, page 6-16
e Editing Sensors, page 6-20
e Grouping Sensors, page 6-24
e Managing Intercom Device Groups, page 6-30

e Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM, page 6-36

Types of Sensors and Connectors

To enable monitoring by PSOM, you must add sensor definitions for all sensor devices in your
environment. PSOM integrates with these types of sensors:

¢ Cisco physical access control systems, and access control systems from other vendors.
e (Cisco Video Surveillance IP Cameras, and cameras from other vendors.

e Hazard or fire detector systems such RAE Systems.

Administering Cisco Physical Security Operations Manager
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I Planning Sensor Integration

e Intelligent video (IV) systems.

e Intercom or Public Announcement (PA) systems.

e Radar and sonar devices.

e Digital signage systems.

e Microwave systems.

¢ FElectronic fence systems.

e Intrusion detection systems.

e Emergency duress systems.

e [P devices.

e HVAC (heating, ventilating and air conditioning systems).
e BAC (Basic Access Control (BAC) systems used to read passports).
¢ Glass Break Detector.

e Seismic Detector.

e UPS (Universal Power Supply).

e Gas Detector.

Once sensors are added to PSOM for each device, they can be associated with certain locations and then
grouped together as necessary.

Planning Sensor Integration

Note

PSOM can access the database for external systems to obtain a list of active devices if the connection
has been established and is active. Otherwise, you will need to know the device IDs of all devices to be
monitored by PSOM. See the Integration Module documentation for instructions on integrating various
external systems with PSOM; install PxDocSetup.msi to obtain all PSOM documentation.

PSOM can also access video servers (such as Vicon Video Server) to obtain a list of active video camera
devices if the connection has been established and is active. For better presentation in PSOM, you can
optionally add information about the camera’s view range angle (in degrees), view distance (in feet), and
view direction (in degrees). You will need to collect this information for each video camera you are
adding to PSOM.

Appendix A, “Planning Worksheets,” includes a planning table you can use for this video camera
planning purpose—Table A-4 on page A-5.

Camera view direction moves counter-clockwise (0 to 359 degrees); 0 degrees means the camera is
pointing to the right, 180 degrees indicates the camera is pointing to the left.

Adding New Sensors for Access Control Devices

Step 1

To add a new sensor for an access control device:

Click the Environment icon in the Administration Console.
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Adding New Sensors for Access Control Devices W

File Wiew Tools  Help

Mavigation CJ

Physical Security Information Management

(1|3
W

Administration Adrmir ntral Pa
. ol
Click the — aul
. nvironment ules
Environment o o ! (A
. tanage maps, monitaring tree, ./_j M anage rules for response
1con. J zones, aleas. sensors, tacking - workflow, reporting and alert
a — devices and resources. ® —_— callapsing.
Environment
Security Diagnostics
@ Manage security roles, permissions, E@ Manage audit report, administration
ks uzers and user groups. system alerts and monitorintg tasks.
- G =
Sy “ e Yideo Integration § Ewventintegration
Configure video eervice modules —m h anage integration modules, user
and camera topology. alert types, external alert bpes and

£ENg0r Mapping.

Business Logic
tanage business logic templates
and PawerShell script lbrary

The Environment window appears.

File  Wiew Tools Help

Mavigation L:J

Administration

Physical Security Information Management 2
Adminis n Control Panel - Environment e _,,j

Bk

Monitoring Emvironment Sensors .

Home o Click the
Manage monitoring res, maps, Manage sensors, sensof groups and

J maritaring zones, monitoring areas intercam groups SCHSOI'S
and sensars. .

o = =—— icon.

Environment "
ol Monitoring Zones —~ Monitoring Areas
| r)
@ |,é Manage monitaring zones |__@A Manage monitaning areas
Rules
: E—=—— FI===
Sty Locafion Names; Tracking Devices
Manage location names ﬁ Manage tracking devices
= =
Diagnostics T T
Resources 9 Camera Topology
Manage resources [persons, G Manage E£-Track camera view
wehicles, azgets, etc.| _L; topalogy
GIS / Map Integration Back
Configure GISMap service @ Back ta previous view
integration
Cthers

Step2  Click the Sensors icon.

The Sensor Management window appears.

Administering Cisco Physical Security Operations Manager
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B Adding New Sensors for Access Control Devices

i |

|
Click the
Sensor o Group
icon.

Inkercom Group

Description

3 Camera - TZE 2nd Floor Outdoor

PUF-67 Camera - TZE Left
= Pep-107 Elﬂ Camera - PTZ TZE Ticket Counter
i PxP-108 Elﬂ Camera - PTZ TZE Check Point
= PrF-81 Camera - Stati,.. T2E Check Point Lane 1
i PF-82 Camera - Stati... TZE Check Point Lane 2

. PRecord1ofs5z7 aaa\_;

o

’3 (=
o753 ;l
o7e (@ D |
977 3

Properties of the selected sensor:

‘Wiews Snapshat:

Sensar | Sensar Groups |! Monitoring Areas !

Property

Location Mame

TZE Second Floor Main
Position ¥, {or Longitude, La... -117.2017,32.73209

Add button to
create a new
sensor in
PSOM.

Sensor Yiews <Mone>
i Range Angle {degree) 50
= Range Distance {ft) 37,2695
i Wiew Orientation {degree) 100

PTZ Control

Close

Click the Add button to create a new sensor definition.

The Add New Sensor window appears.

=

Iﬂ”.‘\ccass Cantrol

\...J‘

Sensor Propertiss

Property Yalue

Location Mame

Position #,% {or Longitude, ... 0,0

=5
T
b3

T

Cancel |

Click the Sensor icon to display a list of all sensors defined for PSOM.

Enter a name for the sensor.

7] 5”—— Select the access control system type.
[

View Pane and in the Alert Details window of the Operation Console.

Step 3

Step 4
F AddiNew Sensor;
Sensor Name: |\
Sensor Type:
Descripkion:

Step 5

Step 6

- Cisco Physical Access Control.

Administering Cisco Physical Security Operations Manager

—— Enter details that will help operators identify
this access control device.

Click this field to access the access control
/ system database for a list of all active access
control devices.

W Select this field to view a list of locations
defined in PSOM.

If you know the device’s coordinates on the
environment map, you can enter them here.

In the Sensor Name field, enter the name you want displayed for this sensor on the maps in the Map

From the Sensor Type field, select the type of your access control system, for example Access Control
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Step 7

Step 8

Step 9
Step 10

Step 11

Adding New Sensors for Access Control Devices

@ Add New Sensorn Qﬂ

Sensor Mame:

Sensor Type: El Access Contral [©] &|

Description: Camera - Stationary l
Camera - PTZ =
(Ot Camers - Infrared

- Other

E| Access Contral - Hirsch Momentum
£| Access Contral - Hirsch Yelocity
£| Access Control - SoftwareHouse Coure [~ |

If you want to sort the sensor types by vendor, click the # button and select the access control sensor
from the Sensor Type field according to vendor.

In the Description field, enter details that will help operators identify this access control device quickly
when an alert condition happens.

Click the | button in the Device ID field to connect to the access control system’s database and view a
list of all access devices.

A window opens with a list of all devices.

If you’ve clicked the # button in the Sensor Type field and selected a vendor, then clicking the (& button
in the Device ID field opens a window similar to this.

@‘*Eumm et Browser
| Selected Mame:

Name
7

» fSansor12345_AccassControI

SensorABCD_AccessControl
Sensor12345_FireDetectar
SensatABCD_FireDetector
Sensor12345_MotionDetector
SensatABCD_MotionDetectar

SampleInst1_ApplicationSensor

Record 1 of 7 | Ll

Export...

DID[12345AC] INST[Samplelnst 1 :VERS[S.5]:PROY[Sample]

Type

ontral - Sampl...

E] Access Cantrol - Sampl...
Ql Fire Detectar - Sample. ..
Ql Fire Detector - Sample. ..
@ Motion Detectar - Sam...
Q Motion Detectar - Sam...

J Application - Sample

=

Device ID

Cl:INST[Samplelnstl] WERS[S.5]FR. ..
DID[ABCDAC]INST[Samplelnst1]:VERS[5.5]:PRO. ..
DID[12345FD]: INST[Samplelnst 1 :VERS[S.5]:PR. ..

DID[ABCDFD]:IMST[Samplelnst1]:VERS[S.5]:PRO....
DID[12345MD]: INST[Samplelnst1]: VERS[S.5]:PR. ..

DID[ABCDMD]:INST[ Samplelnst 1 ]:WERS[S.5]:PRO. .
DID[System]: INST[SampleInst1]:YERS[S 5]:PROY. ..

Select the device you want to associate with the PSOM sensor.

Click OK.

~

Note

access the access control’s database. However, the name you enter must exactly match the
device’s ID in the access control database.

If you know the device ID, you can manually enter it into the Device ID field without having to

Back in the Add New Sensor window, select the Location Name field.

The Manage Location Names window appears with a list of all locations defined for PSOM. See
Chapter 4, “Defining Locations,” for information.

| oL-24230-01
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B Adding New Sensors for Access Control Devices

¥ Manage Location Names

Select a location name
New...
Edit...
. Select the location where you want this
T2E second Floor Co... Terminal 2 East Second Floor Concourse 2 Delete .
i T2E second Floor Main | Terminal 2 East Second Floor Main 3 —_ sensor to be associated.
i T2E Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway 4 Importa.
i T2E Parking Lot Pad Terminal 2 East Parking Lot Pad 5
i T2E First Floor Conc... Terminal 2 East First Floor Concourse 3 ﬂl
i CT First Floor Communter Terminal First Floor 7
i Perimeter West West Perimeter of Airport 8
i Perimeter North Mort Perimeter of Airport 9
i Morth of Airpart Morth of Airport 10
i ASIS Show Floor ASIS Show Floor 1
[ [T2E-SecondFloorMain] [T2E Second Floor Main] 12
[ [T2E-SecondFloorCo... [T2E Second Floor Concourse] 13
[ [T2E-FirstFloorMain] [T2E First Floor Main] 14 . .
' [ra=secondped ... [T2E-Second ped wWalknay] — Click OK to accept your selection.
P P
W Record 1of 2 (QYCICDL cancel J

Step12  Select the location with which you want to associate this sensor.
Step13  Click OK.

Step14 Back in the Add New Sensor window, you can enter the sensor’s placement within the environment map
into the Position (X,Y) field. If you do not know this value, you can leave it as [0,0] for now. The sensor’s
coordinates will be automatically updated once the sensor is placed on the environment map.

The final Add New Sensor window should appear similar to the following.

) AddiNews =13
Sensor Mame: ‘TCTEVDI ‘
Sensor Type! \g"ﬁ\ccess Control - Hirsch Yelocity z";
Description: TCTEVO1] [~ |
()
Sensor Propetties
Property Yalue
Device ID T2WP32A Out of Secured
il Location Name CT First Floor

o0

=
@

H
ﬂ
=
-
o
=
a
@

Step15 Click OK to save the new sensor.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Chapter6 Managing Sensors

Adding new Sensors for Video Cameras

Adding new Sensors for Video Cameras

PSOM supports these types of video cameras: stationary, PTZ, infrared and other. When adding a sensor
for a video camera, you complete the same information for each type of video camera.

There are special settings to configure EZ-Track. See Chapter 12, “Setting Up EZ-Track.”

To add a new sensor for a video camera:

Step 1 Click the Environment icon in the Administration Console.
File Wiew Tools  Help
Mavigation el LJ Physical Security Information Management
Administration < |
. Iat
Click the — i " ul
. Home ﬁ% nyironme A ules
Env1r0nment 1"‘ tanage maps, monitaring tree, _/__j M anage rules for response
1con. J w zones, areas, sensors, tracking workflow, reporting and alert
il — devices and resources. o— collapsing.
Environment
Secunty — Diagnosfics
B Manage security roles, permissions, ’-m Manage audit report, administration
Riles uzers and user groups system alerts and monitorintg tasks
: e— ==
Sy [~ ] - ; : Yideo Integration 3 Ewventintegration
.. Configure video service modules I anage integration modules, user
. and camera topology. alert types, external alert bypes and
&—1 o—1 SENS0T Mapping.
% Taols - _
Business Logic
= tanage business logic templates
#=| Others and PowerShell script library
®—I
»
2
The Environment window appears.
File Wiew Tools  Help
Navigation e 2
Administration <] ’,../
e 9% Monitoring Environment Sensors :
1“ fanage manitoring tree, maps, Manage sensors, sensor groups and Clle the
. w moritaring zones, monitoring areas intercom groups Sensors
ﬂ T and gensors. - .
e—l = icon.
Environment
—h Monitoring Zones =, Monitoring Areas
@ ,,6 Manage monitaring zones _,ml Manage monitaning areas
Rules
®—
Sty Lac James Tracking Devices
Manage location names J Manage tracking devices
®— ®@—
Diagnoskics
Resources Camera Topology
Manage resources [persons, 5‘ Manage E£-Track camera view
wehicles, azgets, etc.| @ topalogy
==
GIS / Map Integration Back
Configure GISMap service @ Back ta previous view
integration
Step2  Click the Sensors icon.

| oL-24230-01
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Il Adding new Sensors for Video Cameras

The Sensor Management window appears.

Sensor Management

Add, Edit, Delete

- Description E Q Click the
o a Add button to
EX Camera - PTZ TZE Znd Floor Cutdoor E create a new

= | PRF-67 Camera - Stati... TZE Left 973 (3 sensor 1n
Click the ' " pxp-107 [ZM Camera-PTZ  TZE Ticket Counter 974 B PSOM.
Sensor sorGroup || |PeP-108 [EH Camera-PTZ  TZE Check Paint 975 (@
ic()n' [ P¥F-51 Camera - Stati... T2E Check Paint Lane 1 o7e (@

e | pur-az Camera - Stati... | T2E Check Point Lane 2 o7 (3 ud

| L&%ﬁ‘ L recordiofszy (WA 5
‘Wiews Snapshat: Properties of the selected sensor:

Inkercom Group

| sensor | Sensar GEroups Monitoring Areas

Property | Yalue

[ EA
Location Mame TZE Second Floor Main
? Position ¥, {or Longitude, La... -117.2017,32.73209
. Sensor Yiews <Mone>
? Range Angle {degree) 50
J Range Distance {ft) 37,2695
._ Wiew Orientation {degree) 100

PTZ Control

Close

d

Step3  Click the Sensor icon to display a list of all sensors currently defined for PSOM.

Step4  Click the Add button to create a new sensor definition.

The Add New Sensor window appears.

@l
/ Enter a name for the sensor.
Sensor Type: Camers - Statiariary W s Select the type of camera sensor.
Description: - |

77— Enter details that will help operators identify
this video camera device.

el |

Wiew Snapshat: Sensor Propetties

Click this field to access video server database
for a list of all active video camera devices.

Property Yalue

Location Mame
Position ¥, {or Longitude, ... 0,0 \

Fange Angle {(degree)

Riange Distance (Ft) ~ Select this field to view a list of locations
View Orientation (degree) defined in PSOM.

If you know the device’s coordinates on the
environment map, you can enter them here.

Wigw | O I Cancel |

|

Step5  In the Sensor Name field, enter the name you want displayed for this sensor on the maps in the Map
View Pane and in the Alert Details window of the Operation Console.

Step6  From the Sensor Type field, select one of the video camera types. For example, select Camera -
Stationary, Camera - PTZ, Camera - Infrared, or Camera - Other.

Administering Cisco Physical Security Operations Manager
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Step 7

Step 8

Step 9

Step 10

Adding new Sensors for Video Cameras Il

WESETIS0r

Sensor Mame:

Sensor Type: M| Camera - Stationary

Camera - Stationary

H [Ell Camera - PTZ E
Camera - Infrared
>mﬂ Camera - Other

Description:

View Snapshat:

In the Description field, enter details that will help operators identify this video camera quickly when
an alert condition happens.

Click the [ button in the Device ID field to connect to the video server’s database and view a list of all
video cameras.

A window opens with a list of all video cameras in the video server’s database.

m Click this button to view a list of all active

INEW S ETTS0T

I Zlde}()) camezia delv1ces 1T1dv1deo serv_c;rh
atabase and select a video server. Then
Sensor Type: Ejﬂ Cameta - Skationaty . .
"ﬂ select a video device.

Description:
‘igw Snapshat: Sensor Properties

Property ¥alue

Lacation Marne

Pasition X, {or Longitude, ... 0,0 m

Range Angle {degree) Selected Mame:  Def | IR ([ICXPUREACTIY],0,DefendIR, pureactiv.puretechsystems .com)

Buresciiy)

View Orientation (degres)

Range Distance (ft) "Select ICx Puredcti | fideo Server

Video Server: "raactw.puretechsystams‘com d

[ Mame (6] -l

» REH 0
Pelco 1
Higw g Bosch 2
Toshiba 3
Laobbey 4
HallCarn 1 5
HallCam 2 3
7

8

9

o

B Fish Cam

Axis Sanborn

Conference Room

Scene Analyzer 1 1

a~

Note If PSOM cannot access the video server to display a list of camera sensors, you will need to
manually enter the camera information into the Add New Sensor window.

Select the video camera device you want to associate with the PSOM sensor.

Click OK.

| oL-24230-01
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Step 11

Step 12
Step 13
Step 14

Note  If you know the device ID, you can manually enter it into the Device ID field without having to
access the video server’s database. The camera sensor's device ID is different from the device
name and each vendor has a different format.

Note If the video server supports it, you can export the sensor list to XML, modify the sensor
information, and then re-import the XML into PSOM. See the “Importing and Exporting
Sensors, Sensor Groups, and Intercom Groups with PSOM” section on page 6-36.

Back in the window, select the Location Name field.

The Manage Location Names window appears with a list of all locations defined for PSOM. See
Chapter 4, “Defining Locations,” for information.

Ned

1 Manage Location Names

Select a location name
Add, Edit, Delete Location Name

7
Edit... |
[ T2E First Floor Main Terminal 2 East First Floor Main

T2E Second Floor Co... Terminal 2 East Second Floor Concourse Delete |

T2E Second Floor Main  Terminal 2 East Second Floor Main 3

T2E Second Floor Pe... Terminal 2 East Second Floor Pedestrian Walkway 4 Import.. | Se]ect the 100ati0n Where you
T2E Parking Lot Pad Terminal 2 East Parking Lot Pad 5 : .
T2E First Floor Conc... Terminal 2 East First Floor Concourse [ &I want thlS sensor to be aSSOClated'
CT First Floor Communter Terminal First Floor 7

Perimeter West West Perimeter of Airport 8

Perimeter North Mort Perimeter of Airport ]

Morth of Airport Morth of Airport 10

ASIS Show Floor ASIS Show Floor 11

[T2E-SecondFloorMain] [T2E Second Floor Main] 12

[T2E-SecondFloorCo... [T2E Second Floor Concourse] 13

e
=

[T2E-FirstFloorMain] [T2E First Floor Main]
[T2E-Second Ped W... [T2E-Second Ped Walkway]

Lo
tn

3

[

L Record 1of 3 (D

oK —;Click OK to accept your selection.
ul=Y|
Cancel

.

Select the location with which you want to associate this sensor.
Click OK.

Back in the Add New Sensor window, you can enter the sensor’s placement within the environment map
into the Position (X,Y) field.

~

Note If you do not know this value, you can leave it as [0,0] for now. The sensor’s coordinates will be
automatically updated once the sensor is placed on the map.

[l Administering Cisco Physical Security Operations Manager
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Step 15
Step 16

Step 17

Step 18

Adding new Sensors for Video Cameras W

@ Add New Sensor: Ea
Sensor Mame:
Sensor Type: Zamera - Stationary d ﬂ
Description:
. . N
S — —— Enter the width (in degrees) of the camera’s

viewing area.
Property

Device ID
Enter the distance (in feet) from the camera
to the furthest point it can accurately view.

Laocation Mame
r Longitude, ..
Range Angle {degree)

Fange Distancs (ft _  Enter the focus angle of the camera (in

degrees, counter-clockwise from 0-359).
This tells PSOM the direction the camera is
pointing from 0-180 degrees.

View Orienkation (degres)

oo [ o | _coum |

Click the View button to get a field of view (FOV)
image for the sensor’s definition.

~

Note  You can enter the camera’s range angle, distance and orientation in this dialog box, or you can
visually provide this information when you add the camera sensor to a map. See the “Adding
Sensors to a Map” section on page 7-21 for details.

In the Range Angle (degree) field, enter the width of the camera’s viewing area in degrees.

In the Range Distance (ft) field, enter the distance from the camera to the furthest point it can accurately
view.

In the View Orientation (degree) field, enter the angle of the camera view in degrees
(counter-clockwise from 0-359 degrees). 0 degrees indicates the camera is pointing to the right, 180
degrees indicates the camera is pointing to the left.

S

Note  All of these settings are important for setting up EZ-Track. See Chapter 12, “Setting Up
EZ-Track.”

To add a field of view (FOV) image to the sensor definition, click the View button.

The Live Video Viewer window appears.

| oL-24230-01
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Sensor Mame:

Sensor Type:

Click the Take Snapshot
button to take a still image of
the video feed from this
camera that will be added to
the sensor’s definition in
PSOM.

Description:

‘Wiew Snapshot:

Step19 Click the Take Snapshot button in the Live Video Viewer to capture a still image.
The camera FOV is displayed in the Add New Sensor window.

Sensor Mame:

Sensor Tvpe: EW Camera - PTZ “

Diescription: TZE Concourse End W]
This image shows View Snapshot; Sensor Properties ﬂ ﬂ. E.

operators the
view from this
video camera.

Property ¥alue
i [ICXPUREACTIV] 111,F... ‘

Location Marme T2E Second Floor Main
Position ®,Y {or Longitude, ... -117.2013,32.73357
Sensor Yiews ﬂ Default

Range Angle (degree) 50

Range Diskance (ft) 60

Wiew Orientation (degree) 50
PTZ Control

Wigwy | Ok I Cancel |

If you’re configuring a PTZ camera, see the “Setting Up PTZ Preset Positions” section on page 6-12.

Step20 Click OK to save the new sensor.

Setting Up PTZ Preset Positions

By defining sensor views for a PTZ camera sensor, you can enable PTZ cameras in PSOM to visually
move between actual preset positions that are defined in the video management system.

The following PTZ sensor has three sensor views defined for it.

Administering Cisco Physical Security Operations Manager
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Step 1

Step 2

Sensar Mame:

Sensor Type: hi

Descripbion; =
il

isw Snapshot: Sensor Properties ﬂ £ ﬂl

 Property
. DeviceID
Location Name

|Rarge Aingle {degres)
|Range Distance i3]
 View Oriertation {degree])

=

value
[BOSCHYIDEOSDK], Camera 0.,
[y Office]

4ar 16

| 1] Bosch Sensor Yiew-01
| | Bosch Sensor View-02
| #| Bosch Sensar view-03

Wiewt | 0K I Cancel L

Adding new Sensors for Video Cameras Wl

Each of these sensor views corresponds to a camera preset position obtained from the DVR/NVR.

To add a sensor view:

Edit the sensor for the PTZ camera by selecting it in the Sensor tab in the Sensor Management window
and clicking Edit.

Sensar Mame: |Bosch-PT2
Sensar Type: [N Camera-PTZ <]
Description: Basch-FTZ 3
isw Snapshot: Sensor Properties
 Property value
| Device 1D [BOSCHYIDECSEDK] Camera 0.,
Location Name [y Office]
:Posl:ion ¥ {or Longitude, La.., 490,-162
g Default %)
; Rarge Angle {degre=) J 5| Defauk
Range Distance (f) | 8l Bosch Sensor Yiew-01
View Orierkation (degree} ,ﬂ Bosch Sensor Yiev-02
e | #| Bosch Sensar view-03

Wiewt | 0K I Cancel L

Click the @ button to add a new sensor view.

The Add New Sensor View window appears.

| oL-24230-01
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Step 3
Step 4

Step 5
Step 6

Sensor View Mame: \

Description: il

Wiew Snapshat: Sensor View Properties

Property Yalue

L3l Preset 1D

Range Angle {degree)

Range Diskance (ft)

Wiew Orientation {degree)

|

Enter a name for the sensor view in the Sensor View Name field.

In the Preset ID field, click the [...] button.

The Select a camera preset window appears.

; E] pTzContral
©0/Q)

©/3jo)

Select a preset view from the drop-down menu on the right side of the window.

Click Select.

The preset camera position is added as a sensor view and given a pre-defined name; for example,
{ID};{Name}. A snapshot is taken and automatically assigned to the sensor view.

Administering Cisco Physical Security Operations Manager
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Step 7
Step 8

Step 9

Adding new Sensors for Video Cameras Wl

Range Angle (degree,
Range Distance (ft)

Sensor View Name: 'Bosch Sensor View 01

Description: ‘Bosch Sensor View 01 " |
b

‘iews Snapshot: Sensor Yiew Properties

‘iew Orientation (degree)

Click OK to add the sensor view.

To see the sensor views that have been configured for a sensor, double-click the Sensor Views field in
the Edit Sensor Properties window.

The Sensor View List window appears.

Selected Sensor View:

Bosch Sensor Wigw-01

Description

PresetlD ID ~

:_| @l Defaultiiew
i@l Bosch Sens...

__I @l Bosch Sens...
_| @ Bosch Sens...

Defaultview 1506
Bosch Senso 2
Bosch Sensor Yiew-02  2; 1508
Bosch Sensor Yiew-03  3; 1509

| Ok I Cancel lj

To edit an existing sensor view, select it from the Sensor Views field and click the Edit Sensor View

button.

[ oL-24230-01
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Sensor Name: :Snsch-PTZ
Sensor Type: |@n Camera - PTZ [¥]
Description: | Bosch-FTZ
Wiewe Snapshot: Sensor Properties
Property Yalue
Deviee 1D  [BOSCHVIDEOSDK), Camera 0.,

Location Mame [y Office]

tan

sch Sensor View-02

Range Distance (ft) Li]
Wiew Orientation {degres) L]
PTZ Control
i | OK | Cancel J
o |

To delete an existing sensor view, select it from the Sensor Views field and click the Delete Sensor View

Step 10
button. Click Yes when prompted.

Servor Name: Bosch-PTZ

Serser Type: (0 Carmera- FTZ [¥]
Descriptian: Baosch-PTZ =1
‘iew Snapshot: Serser Fropertiss.

| Property
Device 1D
| Location Name

View | oK Carvel

Adding New Sensors for Other Types of Devices

Adding new sensors for devices other than access control and video cameras is essentially the same, and

instructions are covered in this section.

To add a new sensor for a device in your environment:

Step 1 In the Sensor Management window, click the Sensor icon.

Administering Cisco Physical Security Operations Manager
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Sensor Management

Edi

Adding New Sensors for Other Types of Devices W

——— Click the
el wed | Add button to
e — Edit... create a new
E} Camera - PTZ 2nd Floor Sutdoar mﬂ sensor in
Click the ' PHFe7 Camera - Stati... | T2E Left o (3 Delete... | PSOM.
Sensor ™ Pep-107 Elﬂ Cametra - PTZ TZE Ticket Counter a74 E View...
icon. \s0F Group ~ Pxp-108 Elﬂ Camera - PTZ TZE Check Point s (g
PiF-81 Camera - Stati... | T2E Check Point Lane 1 a7 (g Report... |
(- P PrF-gz Camera - Stati...  TZE Check Point Lane 2 977 (@ a _
Lé?é | PRecordlof527 aaag kd Impot. .. |
Properties of the selected sensor:

View Snapshot:

Intercam Group

lSe_nsorl | Sensor Groups || Manitaring Areas |

Export.., |

Property

Location Mame
Position ¥, {or Longitude, La...

= Sensor Yiews

i Range Angle {degree)
Range Distance (ft)

= ‘Wiew Orientation {degree)

- PTZ Cantral

[ICHPUREACTIV], 118
T2E Second Floor Main
-117.2017,32.73209
<Mone>

50

37,2695

100

Close

Select the type of device; for example, hazard
Enter details that will help operators identify
Enter the Device ID of the sensor.

‘ Select this field to view a list of locations

If you know the device’s coordinates on the
environment map, you can enter them here.

Step2  Click the Add button to create a new sensor definition.
The Add New Sensor window appears.
| add New Sensar Enter a name for the sensor.
Sensor Mame: | | "/
Sensar Type: @ \|?—1azard Detector ﬁ/gl detector.
Description: _J|
‘ this sensor.
ol
Sensor Properties
Property ¥alue /
»L:CTUH::T& — ‘ ‘ defined in PSOM.
osikion ¥, ¥ {or Longitude, ... 0, \
isw | oF I Cancel |
Step3  In the Sensor Name ficld, enter the name you want displayed for this sensor on the maps in the Map
View Pane and in the Alert Details window of the Operation Console.
Step4  From the Sensor Type field, select the type of device for which you want to add a sensor; for example

Hazard Detector.

Choices in the Sensor Type field are shown in Table 6-1.

[ oL-24230-01
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Table 6-1

Sensor Type Filed Choices

Sensor Ilcon

Description

)

Hazard detector. Integrates with hazard detection systems like RaeSystems.

Radar. Integrates with radar devices that are used to detect, range (determine the
distance of), and map various types of targets.

Ez.

Sonar. Integrates with sonar devices that are used for acoustic location.

Intercom. Integrates with Public Announcement (PA) systems such as
Intercom-Commend.

Digital signage. Integrates with electronic displays that are installed in public spaces.

&

Digital signage—Cisco Digital Media Player. Integrates with electronic displays
powered by Cisco Digital Media Player.

Monitor-area. Assigns the alert to a monitoring area rather than a sensor.

® Bl

Fire detector. Integrates with devices that detect smoke and issue alarms.

Microwave. Integrates with reconfigurable microwave networks; for example,
reconfigurable wireless communication, wireless network, and reconfigurable phase
array antenna.

Fence. Integrates with electronic fence security systems.

Intrusion detector. Integrates with software and/or hardware designed to detect
unwanted attempts at accessing, manipulating, and/or disabling of computer systems,
mainly through a network, such as the Internet.

Emergency duress. Integrates with emergency communication systems such as panic
alarms.

AED. Integrates with automated external heart defibrillators.

Computer. Integrates with computers on the network.

Video systems. Integrates with intelligent video systems such as Agent VI or Verint
Nextiva.

IP device. Integrates with instrumented components such as those that provide
information and notification via Windows Management Instrumentation (WMI).

HVAC device. Integrates with heating, ventilating and air conditioning systems.

BAC device. Integrates with Basic Access Control (BAC) systems used to read
passports.

Glass break detector. Integrates with devices that detect a break in a pane of glass,
alerting a burglar alarm.

Seismic detector. Integrates with systems that detect seismic activity.

UPS device. Integrates with Universal Power Supply (UPS) systems.

Gas detector. Integrates with systems that detect the presence of various gases within
an area, usually as part of a system to warn about gases which might be harmful to
humans or animals.

Computer aided dispatch. Integrates with systems that dispatch taxicabs, couriers,
field service technicians, or emergency services assisted by computer.

Carbon monoxide detector. Integrates with systems that detect the presence of carbon
monoxide within an area.
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Table 6-1 Sensor Type Filed Choices (continued)
Sensor Icon Description
® Motion detector. Integrates with systems that quantifies motion that can be either

integrated with or connected to other devices that alert the user of the presence of a
moving object within the field of view.

2 Application. Sends an alert if a PSOM Integration Module encounters systematic
problems with a third-party sensor, such as loss of connection or initialization
problems. Use of the Application sensor is specific to the Integration Module and
covered in the relevant documentation.

If you would prefer, you can click the & button and select the sensor from the Sensor Type field
according to vendor.

@ AddiNewsensorn Qa

Sensor Mame:

Sensor Type: ‘&, | Hazard Detectar %] &

Description: \-J@ LenelOpent T [}
38 amaG

a4 Jctrz000
P ﬂ Access Conkral - JCI CardKeyP2000 E
H J Application - ICI CardkeyPZ000
2 Agentit

LJ & Nextiva

LJ& Commend

Step5  In the Description field, enter details that will help operators identify this device quickly when an alert
condition happens.

Step6 In the Device ID field, enter the device ID. Check with your system integrator to get the necessary
information.

If you’ve clicked the # button in the Sensor Type field and selected a vendor, then clicking the (& button
in the Device ID field opens a window similar to this.

@ Sample® Browser: Qiﬁi

| Selected Mame:  DID[12345AC]INSTISamplelnst J:VERSLS 51:PROV[Sample ]

Name T Type Device ID
F

3 ESansor123457AccassControI kol - Sampl... | D)
SensordBCD_AccessControl G] Access Contral - Sampl...
Sensor12345_FireDetector Qv Fire Detectar - Sample, .. DID[12345FD]: INST[SampleInst1 [:YERS[S.5]:PR...
SensorABCD_FireDetector Q- Fire Detectar - Sample, .. DID[ABCDFDL:IMNST[SampleInstl:VERS[S. S1:PRO...

Sensor12345_MationDetector @ Mation Detector - Sam,.. DID[12345MD ] INST[SampleInst1]:VERS[S . S]:PR. ..
SensordBCD_MotionDetectar LQ Mation Detector - Sam,.. DID[ABCDMD]:INST[SampleInst1]:YERS[S.5]:PRO. ..
Samplelnstl_ApplicationSensor J Application - Sample DID[System]: INST[SampleInst1 | VERS[S. S1:PROY. ..

Record 1 of 7 | dld

Expart. .. Cancel |

Step7  Click OK to save the new sensor.

The Sensor Management window appears with the new sensor added.

Administering Cisco Physical Security Operations Manager
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Sensor Management

dit,

(3 Light: Contral - 2.,

Sensar Group

PXT2505

| T2WP3ZA Out 0.,
| T2WP32B into 5.,
T2WP31

Inkercom Group

| Cisco 2500 Carn..., Camera - Stati...
u Access Contral ...

PXTZ505 e |
u Access Contral ... TZWP324 Out of Secured Area 1065 =
u Access Control ... T2WP32E inko Secured Area 1066 [BEEEsco |
T2WPa1 1067 %]

ﬂ Access Contral ...

ﬂad record ot of 527 (|

- Description

Light Control - Zo

Properties of the selected sensor:

| sensor | Sensar GEroups Monitoring Areas

value
Location Mame T First: Floor
Position ¥, {or Longitude, La... -117.1884,32,73003

Property

Close

d

Editing Sensors

You can view sensor properties, the sensor groups to which a sensor belongs, and the monitoring areas

in which the sensor is active,

properties from this window.

To edit a sensor’s properties:

from the Sensor Management window. You can also edit a sensor’s

Step 1

Click the Environment icon in the Administration Console.

[l Administering Cisco Physical Security Operations Manager
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Step 2

File Wiew Tools  Help
Havigation IS0 Physical Security Information Management
Administration a
. ol
Click the — i il
. nvironment ules
Environment fome 2! o i
. I anage maps, monitoring tree, ’J tanage niles for response
1con. zores, aleas, sensors, tracking - warkflow, reporting and alert
d - [ devices and resources. ® 1 collapzing.
Environment: T
Security Diagnostics
@ b anage security roles, permissions, @ tanage audit report, administration
ks users and user groups. system alerts and monitorintg tasks.
e—l—— e—l—
Sy V] e Yideo Integration ¥ EventIntegration
Configure videa service modules tanage integration modules, uzer
and camera topolagy. alert types, external alert twpes and
® [ ® 1 ENSOl Mapping,
Business Logic
4 anage business logic templates
and PowerShell script librany
— [B=——
= L7
&

Editing Sensors

The Environment window appears.

File Wiew Tools  Help

Mavigation L:J

Administration

EiE

Environment

¢ FE

Security

Diagniostics

ik

Physical Security Information Management

Adminis

Click the Sensors icon.

trol Panel - Environme

Monitoring Environment Sensors Click the

tanage manitoring tree, maps, Manage sensors, sensor groups and

mo;itonng zones, monitaring areas intercom groups Sensors

and sengors. ” .
(== 1con.

Monitoring Zones —~ Monitoring Areas

tanage manitoring zones

i ==
M anage location names

Resources

tanage resources (persons,
vehicles, assets, etc.)

GIS { Map Inteqgration

Configure GIS/Map service
integration

The Sensor Management window appears.

tanage manitoring areaz

Tracking Devices
tanage tracking devices

Camera Topology
tanage EZ-Track camera view
topalogy

Back

Back to previous view
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Sensor Management

- Description

I (3 Pl ] Camera - 2E 2nd Floor Qukdoor
= ; | PHFET Camera - Stati..  TZE Left
: PXP-107 EN Camera - PTZ TZ2E Ticket Counter 974
Click the worrap | |PxP-108 [EH Camera-PTZ  T2E Check Point o75
Sensor PHF-51 Camera - Stati... | T2E Check Point Lane 1 976 Beportll

icon. &»?\ | paFa2 Camera - Stat... | T2E Chezk PointLane 2 977
| Record1of 527 aﬂul_;

Wigw Snapshat: Properties of the selected sensor:
Inkercom Group

» Export. ..
Sensor | Sensor Groups | Monitoring Areas
Property Yalue
L Sensor
| Lacation Hame T2E Second Floor Main properties are
Position ¥,¥ (or Longitude, La... -117.2017,32.73209 :
24 (or fongkude; : displayed on
Sensor Views <Mong=
: the Sensor
Range Angle {degree) =)
Range Distance (Ft) 37,2505 tab.
Yiew Orientation {(degree) 100
PTZ Cantrol

Close

]

Step3  Click the Sensor icon to display a list of all sensors currently defined for PSOM.
Step4  Select the sensor you want to view or edit. It’s sensor properties are displayed on the Sensor tab.

Step5  Click the Sensor Groups tab to show the groups to which the sensor belongs.

Sensor | Sensor Groups | Monitoring Areas

Name Description D

Demo Intelligent Yideo - Tailgaiting

Step6  Click the Monitoring Areas tab to show the locations where the sensor is active.

Sensor | Sensor Groups | Monitoring Areas

Description L}

econd Floor Main

If the sensor is active in one or more monitoring areas, the sensor list indicates this with a monitoring
area icon in the last column.
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Editing Sensors

Sensor Management
Add, Edit, Del

TCTOTOL *3 A ontrol -,.. | TCTOTOL 1056
- Digital Sign - Com... E_J Digital Signage -... Commuter Terminal Digital Sign
| Intercom - CallB... ‘j’ Intercom - Com... Commend Intercom Call Box 1058
[ |intercom - CallB... P Intercom - Com... 1059

Step7  Click the Edit button to change the sensor’s definition.

Sensor Management

——— Select the sensor you

oy o 5 s want to change and
Camera - Stati.,, T2 Left 973 = . .
o - : click the Edit button.
[ |PwP-107 [EM Camera - PTZ TZE Ticket Counter 7+ B o
Sensor Group | PHP-108 [EN Camera - PTZ TZE Check Paint 75 &
[ Par-gi1 IZH Camera - Stati... TZE Check Pairk Lane 1 976 (3 Eepotl
(o | P62 EEM Camera - Stati...  T2E Check Point Lane 2 77 B a

( —

Lé?ﬁ wid il i) Record 1 of 527 aan |~ | Import...
Yiew Snapshat: Properties of the selected sensor:

Intercom Group Export...

Se_nsor | Sensor Groups ” Moritaring Arsas |

[ICXPUREACTIV], 11

Location Name TZE Second Floor Main

e Position %, {or Longitude, La... -117.2017,32.73209
_‘| Sensor Wiews <Mone>

e Range Angle (degree) 50

_‘| Range Distance (ft) 7. 2605

e Wiews Orientation (degree) 100

= PTZ Contral

Close

The Edit Sensor window appears.

Sensor Mame: |

Sensor Type: |Gﬂ" Camera - Stationary g
Description: T2E Check Paint Lane 1 =]

|
‘iew Snapshot: Sensor Properties

[ICXPUREACTIV], &1, PX. .. |
Location Marme TZE Second Floor Main
Position ¥,Y {or Longitude, ... -117.2011,32.73214
Range Angle {degree) S0

Reange Distance (ft) 0

‘igw Orientation (degres) &0

Wigw | QF I Cancel

|
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Step8  Edit properties as desired and click OK to save changes.

Grouping Sensors

A sensor group is a logical association of sensors designed to collect information about incidents
occurring in a certain location. For example, you might associate a video camera sensor with an access
control door so that when an alarm occurs at the door, you capture the incident on the associated video
camera.

Types of Sensor Groups

You can create the following types of sensor groups.

Icon Sensor Group  |Description
- General Group |This group contains any types of sensors which have no associated
rule.

Adding a Sensor Group

To add a new sensor group:

Step 1 Click the Environment icon in the Administration Console.

File View Tools Help

Mavigation (™ Physical Security Information Management
Administration < | g {
; e
Click the — = e Al
. £ nvironment ules
Environment Home &2 ——— (2
. ‘: 4 anage maps. monitoring tree, // Manage rules for response
1con. w zones, aleas, sensors, tracking workflow, reporting and aler:
| —_— devices and resources. o—1 collapzing.
Enwironment
= Security - Diagnostics
Manage security rales, permissions. ’-m Manage audit report. administration
Rules ugers and uger groups. system alerts and monitorintg tasks.
© @ =
=]
Securlty ] Yideo Integration ¥ EventIntegration
Configure video service modules —'w Manage integration modules, user
and camera topalogy. alert types, external alert types and
S G SN0l Mapping.

and PowerShell script library

!
E
{}
Business Logic
M anage business logic templates
{}

The Environment window appears.
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Fil=  Wew Tools Help
Mavigation e L Physical Security Information Management
Administration o Administration Control Panel - Enviranment

Grouping Sensors

B

Sensors

Monitoring Emironment

Home o Click the
Manage monitoring tree, maps, Manage sensors, sensor groups and

d modnitoring zones, monitaring areas intercom groups Sensors

e and sensors. e —— icon.
Environment i
— Monitoring Zones = Monitoring Areas

@ Manage monitoring zones (] Manage monitoring areas

Rules

%) =— e=d_——

Sy {ocafion Names Tracking Devices

Manage location names Manage tacking devices

e—l_—— ==

Diagnostics T T

Resources 9] Camera Topology

a a Manage resources (persong, N Manage EZ-Track camera view
vehicles, aseets, etc.) —? topology
GIS /Map Integration Back
Caonfigure GIS Map service @ Back to previous view
integration

Others
2
Step2  Click the Sensors icon.
The Sensor Management window appears.
Trpe Sensor Group Management
Add, Edit. Delet sor Groups
"Description f“ID 1 Ac Cth the
I B Add button to
| Edit...

. | =% General Group Dema Alarm - Petimeter 7 create a new
| SECT-PET1GLLC, PXF.., Q General Group Demo Alarm - Forced Door TUW1G1LCHP, ., 1502 Celate. . Sensor grOup
| _ SGCT-PRT2504, PXF-.. Q General Group Demao Alarm - Door Open Too Long T2W, ., 1503 Vigw,.., iIl PSOM
| SGCT-PRTCTOL, PrF-... Q General Group Demao Alarm - Tailgate PETCTOL and PEF.., 1504
|  5G-AMAG-Sensorl, M., Q General Group AMAG and Nextiva 1505 Report...
| _ SGTZE-TCTOTOL, PF... Q General Group Demo Inteligent video - Tailgaiting 1508 = =

| | SGICATPT-PATIHPDY,... Q Genetal Group Demo Single Denied Access 1509 a Import...
. | Record 1of 10 il 1
Click the i = — B
Sensor Group Sensor field of view: Members of the selected sensor group:
iCOl'l ™ Name .: Type “' Description — |
Camera - PTZ T Concourse First Floor Morkh
u Access Conbrol - H... T Concourse First Floor Morth
Close
Step3  Click the Sensor Group icon to display a list of all sensor groups currently defined for PSOM.
Step4  Click the Add button to add a new sensor group.

The Add New Sensor Group window appears.

| oL-24230-01
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M Grouping Sensors

Group Mame: |
Group Type: &) General Group

Description:

—— Enter a name to identify the sensor group.

[¥]
\_) Select the type of sensor group you’re
creating. See the “Types of Sensor
Groups” section on page 6-24 for details.

-

Wigw Snapshot: Members of selected sensar group:

Name Type Description

Yiew Mame:

Click Add to associate sensors with this
group.

- ndd., /
Remaove
Sensor Yiew

|

k|

Step5 In the Group Name field, enter the name you want to assign to this collection of sensors.
Step6 From the Group Type field, select the type of sensor group you want to create. For example, select
General Group.
n the ipti ield, enter details about this sensor grou at will help operators determine the
Step 7 In the Description field, enter details about this se that will hel ators det th
ocation, the access control devices that are being monitored, and the video cameras re involved.
locat th e trol d that be tored, and the vid that a Ived
Step 8 Click the Add button to select sensors that should be associated with this group.
The Select Sensors window appears.
Sensor Management @
Add, Edit, Deleta
™ Name Type | Description ID - Add...
;? = Edit...
Check the X Camera - PTZ TZ2E 2nd Flo
box for PRF-67 [EM Camera - Stationary  T2E Left o7z [(MEEREELES
each P¥P-107 EW Camera - PTZ T2E Ticket Counter a74
PYP-108 EW Camera - PTZ T2E Check Point 975
sensor that PXF-B1 [EN Camera - Stationary  T2E Check Point Lane 1 976 Report...
should be PGz [EN Camera - Stationary  T2E Check Paink Lane 2 977 |—
associated PiF-84 BN Camera - Stationary  T2E Exit Lane o7eld  tmport...
with this il lad el Record 1 of 521 ﬂaﬂ_; _—I
group. Sensor field of view: Properties of the selected sensor: ﬂl
Sensor | Sensor Groups 1
= = 1 Select Al
' Property Yalue I LI
" Deselect Al
' Location Mame |
Position ¥,% {or Longitude, Latitude) -117.2017,32.73209
|Range Angle (dearee) 50
F.ange Distance (ft) 37,2695
Miew Orientation (dearee) 100
PTZ Cantral | LI
Cancel
Step 9 Check the boxes for each sensor in the list that should be added to this group.
Step10 Click OK to save your selections.

The selected sensors are added to the “Members” area of the Add New Sensor Group window.

[l Administering Cisco Physical Security Operations Manager
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RSO ERE)

Group Mame:

Group Type: Q General Group “

Description: = |
wid

Wigw Snapshot: Members of selected sensar group:

Name Type Description B

B3 Camera - ... | T2E 2nd Flog oar
Remove
PHF-67 Camera- ... T2E Left 4|
PEP-107 EN Camera - ... TZE Ticket Counter Sensar Wiew |

Yigw Mame:

Diefaultview

Ok | Cancel I

|

~

Grouping Sensors

Note If your sensor group includes a PTZ camera, the primary sensor view configured for the PTZ

camera appears under View Name.

Step11  Click OK to save your sensor group.

Editing a Sensor Group

You may want to edit a sensor group to change its member sensors, or to modify its description.

Y

Note If you add or remove members in a sensor group, you need to first remove the sensor group from its
monitoring area. Once you’ve modified membership to the sensor group, you can re-assign the sensor
group to the monitoring area. See the “Editing or Deleting Monitoring Areas” section on page 5-20 for

instructions.

To edit a sensor group:

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.
Step2  Click the Sensors icon.

The Sensor Management window appears.

Administering Cisco Physical Security Operations Manager
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M Grouping Sensors

Sensor Group Management
Add, Edit, Delef

d Name Type Description ID . ﬂ

Type

Select the
/ group from

Sensor 7
E Edit.. h
5 Diema Alarm - Perimeter 7 the llst, and
SGCT-PKTIGLLC, PHF.., %) General Group Dermo Alarm - Forced Door TIW1G1LCIP.., 1502 Delete.. click the
SGCT-PXT2504, PXF-.., 8 General Group Demo Alarm - Door Open Too Long T2W. .. 1503 View,. Edlt button.
SGCT-PRTCTOL, PRF-... @ General Group Dema Alarm - Tailgate PETCTOL and PEF... 1504
SG-AMAG-Sensorl, M., @ General Group AMAG and Nextiva 1505 Report...
SGTZE-TCTOTOL, PHF... @ General Group Dema Inteligent Video - Tailgaiting 1503 e
Clle the Sensor || SGICKTPT-PXTLHPDL,... @ General Group Dema Single Denied Access 1509 a Import...
N . Recordicfio daﬂ_; 1
Group icon. Expert...

Sensor figld of view: Members of the selected sensor group:

- Name Type Description -

PRTCGOL u Access Conbrol - H... T Concourse First Floor Morth

Close

d

Step3  Click the Sensor Group icon to display a list of all sensor groups currently defined for PSOM.
Step4  Select the group from the list and click the Edit button to change it.

The Edit Sensor Group Properties window appears.

Group Mame:

To change a group’s type, make a new
<) selection from this field.
Description: Dema Alarm - Perimeter PRP-247 — = To change a group’s description, make
modifications in this field.

Group Type: Q General Group

=)

To add members to the group, click the
Add button.

‘Wiew Snapshat: Members of selected sensor group:

Name Description - gdd.../l
ﬁ MEEETELEL . —— To remove membgrs fr01‘1‘1 the group,
PATCGDL hccoss C.. T Concouse st P, — 1| geloct the sensors in the “Members” area

wl and then click the Remove button.
Yiew Hame: ' To change the primary sensor view for a
Defauitiiew PTZ camera, select it in the “Members”

area and click the Sensor View button.

e

|

Step5  To change the group’s type, make a different selection from the Group Type field.
Step6  To change the description, enter modifications in the Description field.

Step7  To add new members to the sensor group, click the Add button. When the Select Sensors window
appears, check boxes for the sensors you want to add to the group, and click OK.

Step8  To remove a member from the sensor group, select the sensor from the list under “Members...” and click
the Remove button.

Step9  To change the primary sensor view for a PTZ camera in the sensor group, select the PTZ camera from
the “Members...” list and click Sensor View.

Administering Cisco Physical Security Operations Manager
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Grouping Sensors M

The Sensor View List window appears.

Selected Sensor Wiew: Eiosch Sensor Yiew-0Z2
(] ﬂ .NamE ' Description PresetIiD 1D <
ﬂ Defaultview  Defaultyiew 1508
ﬂ Bosch Sens...  Bosch Sensor View-01 1; 1507
b iasch Sens... |Bosch Sensar 02 _m
3

| ﬂ EBiosch Sens...  Bosch Sensor View-03 1509

View | QK I Cancel Jj

Select the view you want to assign to the PTZ camera for this sensor group and click OK.

Click View to define a new view for the sensor group. The Live Video Viewer appears to allow you to
select the new view.

Step10 Click OK to save your changes.

Deleting a Sensor Group

To remove a sensor group:

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Sensors icon.

Step3  Click the Sensor Group icon.

The Sensor Management window appears.

Administering Cisco Physical Security Operations Manager
I oL-24230-01 .m



Chapter 6

Managing Sensors |

B Managing Intercom Device Groups

Type

&

Sensar

df,

Name

Sensor Group Management

Type

Description

0 -

B
Add...
Edit...

(8 SGCT-PETCGE01, PRP-... ~* General Froup Perimeber PRP-247 S

SECT-FETIGILC, PYF... B General Group Derno Alarm - Forced Door TIWLGT1CP,., 1502 Delste... T Select the

SECT-PET2504, PAF-... Q General Group Dremo Alarm - Door Open Too Long T2W,.. 1503 e group yOU.

SGCT-PYTCTOL, PRF-.. B General Group Derma arm - Tailgate PXTCTO1 and FXF... 1504 = want to

S5G-AMAG-Sensort, N... ® General Group AMAG and Mextiva 1505 Eenoitl remove from

- SGTZE-TCTATOL, PAF... W8 Genersl Group Demo Inteligert Yideo - Taigating 1s0s8 |— || thelistand
As SEICHTPT-PETIHFDL, .. Q ‘General Group Demo Singles Denied Access 1509 a Impatt... click the

Click the Sensor el recordiof 10 @D o ot Delete button.
Group icon. sensor Field of view: Members of the selecked sensor group:

Type

CT Concourse First Floor Morth

Close

Step4  Click the Sensor Group icon to display a list of all sensor groups.

Step5  Select the sensor group you want to remove, and click the Delete button.

A confirmation dialog box appears.

\ ? ) Do you want to delete selected Sensor Group: "T2E Concourse'?

Step6  Click Yes to verify the deletion.

Managing Intercom Device Groups

You can group intercom devices together in PSOM so that you can broadcast announcements to these
devices from PSOM.

Adding an Intercom Device Group

To add a new intercom device group:

Step 1 Click the Environment icon in the Administration Console.

[l Administering Cisco Physical Security Operations Manager

oL-24230-01 |



| Chapter6

Managing Sensors

Step 2

File Wiew Tools  Help
Havigation IS0 Physical Security Information Management
Administration a
. ol
Click the — i il
. nvironment ules
Environment Home e W o i
N anage maps, monitoring tree, ’_/ Manage niles for response
1con. zores, aleas, sensors, tracking - warkflow, reporting and alert
d - [ devices and resources. ® 1 collapzing.
Environment: T
Security Diagnostics
@ b anage security roles, permissions, @ tanage audit report, administration
ks users and user groups. system alerts and monitorintg tasks.
e—l—— e—l—
Sy V] e Yideo Integration ¥ EventIntegration
Configure videa service modules tanage integration modules, uzer
and camera topolagy. alert types, external alert twpes and
® [ ® 1 ENSOl Mapping,
Business Logic
4 anage business logic templates
and PowerShell script librany
==

Managing Intercom Device Groups

[x¥

The Environment window appears.

Mavigation

Adrinistration

E i

Environment

¥ PR

Security

Diagnostics

File  Wiew Tools  Help

d

[1|(3

Physical Security Information Management

Administr

Click the Sensors icon.

trol Panel - Environme

tion

tanage manitoring zones

{ ocation Mames

M anage location names

Resources

tanage resources (persons,
vehicles, assets, etc.)

GIS { Map Inteqgration

Configure GIS/Map service
integration

The Sensor Management window appears.

Monitoring Environment Sensors Click the

tanage manitoring tree, maps, Manage sensors, sensor groups and

mo;itonng zones, monitaring areas intercom groups Sensors

and sengors. ” .
(== icon.

Monitoring Zones —~ Monitoring Areas

tanage manitoring areaz

Tracking Devices

tanage tracking devices

Camera Topology
tanage EZ-Track camera view
topalogy

Back

Back to previous view
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Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Managing Intercom Device Groups

Type Intercom Device Group Management

Add, Edit Delete Intercon s L )
J vt o == | Click the Add button

to create a new

Sensor N, D ipti i . .
s e = intercom group in

ﬂl PSOM.

:

. Record 0 of 0 =~ ] o
Click the Members of the selected intercom device aroup:
lntercom Mame Type Description ) (1] e
Group icon.
_ Record0ofo | e Close

Click the Intercom Group icon to display a list of all intercom groups currently defined for PSOM.
Click the Add button to add a new intercom group.

The Add New Intercom Group window appears.

Y addnewansrcomGronn dd

Group Name: | ——Enter a name to identify the intercom group.

Group Device ID:

\Entcr a device ID for the intercom group.

Description: ol

Members ot selected device group:

Name Type Description m add.. ——Click Add to associate sensors with this group.

Remove

.|, Record 0ofD

e ) |

0K | Cancel Ql

In the Group Name field, enter the name you want to assign to this collection of intercom devices.
In the Group Device ID field, enter the device ID to associate with this group.

In the Description field, enter details about this intercom device group that will help operators determine
the location, the intercom devices that are being monitored.

Click the Add button to select intercom devices to associate with this group.

The Select Sensors window appears.

Administering Cisco Physical Security Operations Manager
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Check the box for each
intercom device that
should be associated
with this group.

Sensor Management

Add, Edit,

Description b} =
= (=
Ol - Edi...
L8 [W | Irtercom - Cal ,_/ﬁ— Intercam - Commend Commend Intercom Call Box
[ trtercom - Call Bax - ... | A” Intercom - Commend 1059 Delete...

| Record1ofZ aan kd

Managing Intercom Device Groups

A

e

Impart...

Propetties of the selected sensor:
Export...
Sensor | Sensor Groups

Yalue

CT First: Floor

Property Select all

[l Device ID
Deselect All

LB

Location Mame

Position ¥, (or Longitude, Latitude) -117.1915,52. 73092

Cancel

i

Check boxes for each intercom device in the list that should be added to this group.

The selected intercom devices are added to the “Members” area of the Add New Intercom Group

Step 9
Step10 Click OK to save your selections.
window.
Step11  Click OK to save your intercom device group.

Editing an Intercom Device Group

You may want to edit an intercom device group to change its members, or to modify its description.

~

Note

If you add or remove members in an intercom group, you need to first remove the intercom device group

from its monitoring area. Once you’ve modified membership to the intercom device group, you can
re-assign the intercom device group to the monitoring area. See the “Editing or Deleting Monitoring
Areas” section on page 5-20 for instructions.

To edit an intercom device group:

Step 1

The Environment window appears.

Step 2

Click the Sensors icon.

Click the Environment icon in the Administration Console.

The Sensor Management window appears.

| oL-24230-01
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B Managing Intercom Device Groups

Select the group
from the list and
click the Edit
button.

: )l il Record 10f 1 (0
Group icon. T B UFUTES. -
Members of the selected intercom device group:

Name | Type Description D -

IS intercom - Call Bo.. ,_/?,T— Intercom - Comm... |Commend Inte:

Intercom - Call Bo... A’ Intercom - Comm...

|| Recordlof2 aaa_} > Close |

Step3  Click the Intercom Group icon to display a list of all intercom device groups currently defined for
PSOM.

Step4  Select the group from the list and click the Edit button to change it.

The Edit Intercom Group Properties window appears.

perties - Intercom) Gri

Group Mame: Inkercom Group|
faroup Device [0 1z
Description: |
s
Members of selected device group:
Name Type Description D = Add...
[ ntercom - Cal.... | f Intercom - €.... | Commend Intercom cal Box Remove |
Intercom - Cal... A) Intercom - C... 1059
. Recordlofz GBQ_J kd
Ok Cancel
Tadl|

Step5  To change the group’s device ID, enter a different ID in the Group Device ID field.
Step6  To change the description, enter modifications in the Description field.

Step7  To add new members to the intercom device group, click the Add button. When the Select Sensors
window appears, check boxes for the intercom devices you want to add to the group, and click OK.

Step8 Toremove a member from the intercom device group, select the device from the list under “Members...”
and click the Remove button.

Step9  Click OK to save your changes.

Administering Cisco Physical Security Operations Manager
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Managing Intercom Device Groups

Deleting an Intercom Device Group

To remove an intercom device group:

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Sensors icon.

Step3  Click the Intercom Group icon.

The Sensor Management window appears.

Type Intercom Device Group Management
Add, Edit, Delete Intercam D G
J # Intercam - Cnmmenci
Sensar [ & Name I Description
Q& [merconcrs |
: oy Delete. . Select the.group
Lo T | erm the list and
Sensor Group Clle the Delete
L | -

2 =

Intercom Group Export... |

Click the Intercom

| Record 1of 1

Group icon. = e —
Members of the selected intercom device group:
Name Type Description D -
IS intercom - Call Bo.. ,_/?,T— Intercom - Comm... |Commend Intercom Call Box
Intercom - Call Bo... X Intercom - Comm... 1059

. Recordiofz ﬁﬂﬂl_, > Close

Step4  Click the Intercom Group icon to display a list of all intercom groups currently defined for PSOM.
Step5  Select the intercom device group you want to remove, and click the Delete button.

A confirmation dialog box appears.

Step6  Click Yes to verify the deletion.

Administering Cisco Physical Security Operations Manager
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M Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM

Importing and Exporting Sensors, Sensor Groups, and Intercom
Groups with PSOM

You can import sensors, sensor groups, intercom groups and locations to PSOM using Microsoft Excel;
you can also export these definitions to Excel from PSOM.

~

Note  These procedures have been verified using Excel 2007. If you are using Excel 2003 or later, you can save
the XML file as XML Data for reimport to PSOM.

To import sensors to PSOM:

Step 1 Open the PxSensor. XML file in Excel 2007.

Note  For sensor groups, open the PxSensorGroup. XML file, and for intercom groups, open the
PxIntercomGroup.XML file.

[ Cpen @
— -
o) ) | . » Computer » Local Disk (C) » temp v|4,|‘55:r:,“ ol
Wy Organize = 823 Views | New Folder
vormelinks Name Date modified Type Size Tags
T Dok |2 AirportSensors.aml
S et pl ) [ PaLocation. XML
| Recent Places
= = PxSensor. XML
B Desktop |2 PxSensorGroup. XML
& Computer
,FE Pictures
B Music
[#% Recently Changed
FE;‘ Searches
Public
Folders ~
File name:  PxSensor. XML ~+ | Al Excel Files (""" xdsx s +
A

Step2  When prompted, choose to open the XML file as an XML table; select As an XML table and click OK.

Open XML (-7 [
Please select how you would like to open this file:
®

() As a read-only workbook
() Use the XML Source task pane

[ OK l[ Cancel ][ Help ]

Step3  When prompted, click OK.

Administering Cisco Physical Security Operations Manager
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Step 4

Step 5

Step 6

Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM [l

Microsoft Office Excel

2

schema based on the XML source data.

[] In the future, do not show this message.

The specified XML source does not refer to a schema, Excel will create a

In Excel, click Save As > Other Formats.

Save f the di it
j . a copy of locument
ﬁ;‘ Excel Workbook
~u il | Save the workbook in the default file
7 Open format.
[;‘ Excel Macro-Enabled Workbook
| I Save J1i| save the workbook in the XML-based and
- macro-enabled file format.
=] ﬁ' Excel Binary Workbook
H Save As [mosn| Save the workbook in a binary file format
optimized for fast loading and saving.
L‘Elb i [ 3 Fxcel 97-2003 Workbook
il | Save a copy of the workbook that is fully
compatible with Excel 97-2003,
f, Prepare  * Y
ﬁ Adobe PDF
Q Send » N
E Find add-ins for other file formats
;,5 Publish ¥ =] Other Formats
Open the Save As dialog box to select from
- all possible file types.
Close

| Save As

[ 23 Excel Options | [ X ExitExcel |

From the list of formats that appears, select XML Data (*.xml).

Excel Workbook (*ads)

Excel Macro-Enabled Workbook (*.xlsm)
Excel Binary Workbook (% .xlsb)

Excel 97-2003 Workbook (*.xls)

ML Data (*.xml}

Single File Web Page (*.mht;*.mhtml)
Web Page (*.htm;*.htrnl)

Excel Template (*.xitx)

Excel Macro-Enabled Template (*adtm)
Excel 97-2003 Template (*.xlt)

Text (Tab delimited) (* )

Unicode Text (")

XML Spreadsheet 2003 (*xml)
Microsoft Excel 5.0/95 Workbook (*xls)
CSV (Comma delimited) (*.csv)
Formatted Text (Space delimited) (*.prn)
Text (Macintosh) (*.bxt)

Text (M5-DOS) (*xt)

CSV (Macintosh) (*.csv)

C8V (M5-DOS) ("csv)

DIF (Data Interchange Format) (*.dif)
SYLK (Symbolic Link) (*.slk)

Excel Add-In (*xlam)

Excel 97-2003 Add-In (*xda)

In the window that appears, enter a name in the File name field and click Save.

| oL-24230-01
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Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM

g Save As @
r W e
UU . » Computer » Local Disk (C:) » temp - | ‘9‘ | Search R |
Ernalfle Marne Date medified Type Size 3
AirportSensors.xml
%[ Documents
ﬂ: M = ExcelEportedPxSensorxml
ore »
' = PxLocation XML
Folders ¥ | =] PxSensor XML f
Perflogs o0 PxSensorGroup XML
Program Files
ProgramData
swsetup
System Volume Informa
temp
Users e
File name:  ExcelExportedPxSensorxml e
Save as type: | XML Data (*.xml) v]
Authors: Ken P. Cheng Tags: Add a tag

Step 7

Modity the table to add your new sensors. You must provide values for each column for your new sensor.

rl:?:s\ FICE t} ExcelPxSensoridsx - Microsoft Excel ‘ Table Tools 1 “ (B )
Home  Insert  Pagelayout  Formulas Data  Review  View  AddIns  Acobat Design 2 X
Table Name: [i5] summarize with PivotTable ‘Q A & Properties ¥| Header Row First Column -
= L=
Tablel [ Remove Duplicates Openin B Total Row Last Column -
- - Export Refresh =
Resize Table || [ Convert to Range 5 - €5 Unlin | Banded Rows || Banded Columns =
Properties Tools External Table Data Table Style Options
Al - 5 ‘ SensorName ¥
A E [=} [x]} E F G H | J K L ] h
1 B SenzorTypebBl SenzarSubTypeBl| LacationName Bl ConfigSt Bl B B Positid| Pozitidl| Positidl] ViewRange AR ViewFiangeDis B ¥iewOrienta B3] f
2 PHP-IE TZE 2nd Floor Ouldar PTZ Camers ot [T2E-SecondFlooii. 0 1 device-aml-hers 117,202 2.3z 0 50 372695 100
3 PUF-ET TZE Left Stationary Camera rool [T2E-SecondFlooii. 0 2 dewice-sml-hers 117,202 327321 0 50 30 0
4 PHP-0T TZE Ticket Counter PTZ Camers Tt [T2E-SecondFlooii. 0 3 dewice-sml-hers 117,201 3273 0 100 33.9316 225
5 PHP-08 TZE Check Point PTZ Camers rool [T2E-SecondFlooii. 0 4 device-sml-hers 17201 327323 0 B0 532422 B0
6 PHF-81 TZE Check Point Lane 1 Stationary Camera root [T2E-SecondFlooii. 0 5 dewice-zml-hers 117,201 2032 0 &0 20 B0
T PHF-e2 T2E Cheok Point Lane 2 Stationary Camera root [T2E-SecondFloar. 0 B devioe-tmihere  A7.201 027232 0 50 20 &0
ER T2E Exit Lane Stationary Camera root [T2E-SecondFloartd. 0 7 devioe-tmbhers  A7.201  s2.721 0 50 50 0
3 PHP-03 T2E Donoourse Waiting Room 1 Stationary Camera root [T2E-SecondFloarti. 0 8 devioe-tmbhere .20 027326 0 50 &0 |
0 PRE-0 T2E Concource WaitingRoom 2 Stationary Camera root [T2E-SecondFlooid. [ 3 device-smbhere 7201 327329 [ 50 50 B0 |
G T2E Concourse End Stationary Camera root [T2E-SecondFloarti. 0 10 devioeumbhere 17201 327335 0 50 &0 50
e T2E Right Stationary Camera root [T2E-SecondFloartd. 0 1 device-amihere 7201 327318 0 50 50 n
13| PHF-66 T2E Up-Lett PTZCamera  root [T2E-SecondFloarti. 0 12 devioeumbhere 17201 327323 0 50 30 n
16 |PRF-TS T2E Up-Right Stationary Camera root [T2E-SecondFloartd. 0 13 devioeumbhere 7201 327324 0 50 128343 120
15 PHF-B3 T2E Concourse Right Stationary Camera oot [T2E-SecondFloorn. L M device-umi-here 117,201 327326 L 50 30 85
16 PHF-T0 TZE Concourse Middle Stationary Camera root [T2E-SecondFlooii. 0 15 device-zml-here 117,201 3273 0 50 0 27
7 PHF-T1 TZE Concourse Middle Stationary Camera root [T2E-SecondFlooii. 0 16 device-zml-here 7201 327334 0 50 30 260
13 PHP-E TZE Concourse Left PTZ Camers ot [T2E-SecondFlooii. 0 17 device-zml-here 7201 32733 0 50 B 30
13 PHP-11S TZE Concourse Ourdoors PTZ Camers oot [T2E-SecondFlooii. 0 18 device-zml-here 17201 327335 0 50 100 0
20 PHF-TS TZE Concourse Down-Left Stationary Camera root [T2E-SecondFlooii. 0 19 device-zmi-here 7202 32733 0 50 0 200
21 PHF-T4 TZE Concourse Left Stationary Camera root [T2E-SecondFlooii. 0 20 device-ml-here 7201 32733 0 50 30 150
22 PHF-T3 TZE Concourse Left Stationary Camera root [T2E-SecondFlooii. 0 21 device-zml-here 7201 32733 0 50 30 340
23 PHF.285 CT Coneourse First Floor West  Stationary Camera raat [CT-First Flaor] 0 22 device-zml-here 117192 327308 0 15 42756 a0
24 PRF-277 CT Concourse First Floor Mot Stationary Camera root [CT-First Floor] o 23 dewvice-sml-here 117,131 327308 o 25 B0 0
26 PHF-260 CT Concourse First Floor Morth Stationary Camera root [CT-First Floor] o 24 device-sml-here 117,131 327308 o 30 7 180
28 PHP-247 CT Concourse First Floor Morth PTZ Camera root [CT-First Floor] o 26 dewvice-sml-here RITAE] 3273 o 40 80 a0
27 PHF-283 CT Concourse First Floor Morth Stationary Camera root [CT-First Floor] o 26 dewvice-sml-here -n7s 327308 o 15 120 o
28 PHP-300 CT Concourse First Floor Morth PTZ Camera root [CT-First Floor] o 27 dewvice-sml-here 117,123 3273 o 35 338323 45
23 PHF-262 CT Concourse First Floor Mot Stationary Camera root [CT-First Floor] o 28 dewvice-sml-here 117,123 327308 o 35 745402 360
30 PHF-261 CT Concourse First Floor Mort Slalmnary Camera rDDI [CT-First Floor] o 23 dewvice-sml-here 117,188 327308 o 20 738845 180
31 PHP-244 CT Concourse First Floor East  PTZ Came [CT-First Floor] o 30 device-sml-here 117,131 3273m o 0 20 180
32 PHF-278 CT Concourse First Floor Centel Slananary Eamela rool [CT-FirstFlaor] o 3 dewice-mi-here 117,189 J2TIM o 30 19.9729 180
33 PHF-300 CT Concourse First Floor Centel Stationary Camera root [CT-First Flaor] 0 32 device-ml-here 743 327308 0 50 798645 235
34 PHP-245 CT Concourse First Floor Centel PTZ Camers ot [CT-First Flaor] 0 33 device-uml-here 7192 327308 0 0 20 15
35 PHF-273 CT Concourse First Floor Check Stationary Camera root [CT-First Flaor] 0 34 device-ml-here 743 327308 0 ¥ B 0
36 PHF-260 CT Concourse First Floor Check Stationam Camera root ICT-First Flaor] 0 35 device-uml-hers f7A3 327308 L] 55 T 0
M 4 » M| Sheetl - Sheet2 - Sheet3 I |
Ready | /(O |s0saui=)———

Be aware that characters cannot be used in XML strings. You can substitute the following syntax for

special characters:

Character

Substitute

&

&amp;

<

&lt;

&gt;
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&quot;

&#309;

For example, if you have a SensorDescription of “Area A & B”, you will use “Area A &amp; B”.

Step8  Save the XML table as an XML Data file; select XML Data (*.xml) from the Save as Type field.
Ek_‘ Save As ﬁ
QCJ ’| . v Computer » Local Disk (C:) » temp v|¢,|‘| Search o
Wy Organize ~ 8 Views -
oS Name) Date medified Type Size »
!-E D =] AirportSensors.xml
: M " PxLocation XML
viere PxSensor. XML
Folders ™ | 2] PxSensorGroup XML i
. Perflogs =
. Program Files
. ProgramData
. swsetup ‘El
. System VolumeInforma
. temp
. Users 52
File name: ExcelEportedPxSensorxml -
Save as type: | ML Data [*.xml) V]
Authors: Ken P. Cheng Tags: Add atag
~ Hide Folders Tools =
Step9  When prompted, click Continue.
Step10 Save the XML file.
Now you can import the sensor definitions XML file into PSOM.
Step11  Click the Environment icon in the Administration Console.

The Environment window appears.

| oL-24230-01
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File  Wiew Tools Help

Mavigation

Administration

E B

Environment

(Y

Rules

w

Security

Diagnoskics

Others

Click Sensors.

I
|

Physical Security Information Management

Monitoring Emvironment
Manage monitaring tree, maps,
maritaring zones, monitoring areas
and sensars.

Monitoring Zones
Manage monitaring zones

Locafion Names;

Manage location names

Resources

Manage resources [persons,
wehicles, assets, etc.)

GIS / Map Integration

Configure GISMap service
integration

The Sensor Management window appears.

\
Click the
Sensor icon. *

Inkercom Group

Sensors

Manage sensors, sensof groups and
intercam groups

Monitoring Areas

Manage monitoring areas

Tracking Devices

Manage tracking devices

Camera Topology
Manage E£-Track camera view
topalogy

Back

Back ta previous view

PRF-67
PrP-107
PrP-108
PrF-51
PrF-G2

Camera - Stati,., TZE Left
Elﬂ Camera - PTZ

TZE Ticket Counter

Elﬂ Camera - PTZ
Camera - Skati..,
Camera - Skati..,

TZE Check Point
TZE Check Point Lane 1
TZE Check Point Lane 2

)
o7 (3
o753
o7e (@
977 3

. PRecord1ofs5z7 aaa\_d

‘Wiews Snapshat:

Properties of the selected sensor:

Sensar | Sensar Groups : Monitoring Areas !

[ Property

Location Mame

Position ¥, {or Longitude, La...

Sensor Yiews

Range Angle {degree)

Range Distance {ft)

Wiew Orientation {degree)
PTZ Control

value ”
UREACTIYV], 1 :

TZE Second Floor Main
-117.2017,32.73209
<Mone>

=)

37,2695

100

Close

Click Sensor to view sensors.

~

Click the
Sensors
icon.

Click the
Import
button to add
sensor
definitions
from an
XML file to
PSOM.

Click the
Export
button to
save sensor
definitions
from PSOM
to an XML
file.

Note  Click Sensor Group to view sensor groups, or Intercom Group to view intercom groups.
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Click Import to import sensor definitions from an XML file, then select the XML file on your system
that has the definitions.

S

Note  You can also click Export to save an XML file with the sensor definitions stored in PSOM. It
will save the file as PxSensor.xml for sensors, PxSensorGroup.xml for sensor groups, and
PxIntercomGroup.xml for intercom device groups.

If the XML file size you are importing exceeds 2 MB (roughly 4000 sensors), the import process
will either timeout or fail immediately without importing sensors. To avoid this problem, split
the XML file into multiple files that are smaller than 2 MB each, and import the XML files one
at a time.

Updating Sensors with a Web Service Call

You may wish to update sensor information in PSOM from your application using an XML file;
conversely, you may wish to pull sensor information from PSOM into your application. PSOM provides
these web service calls:

e ExportDBObject <LoginID>, <Object Type>, <File Name with full path>

e ImportDBObject <LoginID>, <Object Type>, <File Name with full path>
where Object Type can be a value from 1-3 representing the following:

e |—Location

e 2—Sensor

¢ 3—SensorGroup

For example, the following syntax instructs PSOM to export all sensor information in XML to
“C:\output\sensor.xml”:

ExportDBObject myLogin, 2, “c:\output\sensor.xml”

When updating information in PSOM, the SensorName property is used to determine whether the sensor
already exists and should be updated, or whether the sensor is new and should be created. For sensor
groups, the sensorGroupName property is used. If a sensor exists in PSOM, but is not included in the
XML you are uploading, then no change is made to that sensor in PSOM. In other words, XML for
import operations only needs to contain changed and new sensors.

Structure of XML for Sensor Definitions

The structure of the XML for sensors is as follows.

<Sensor>
<SensorName>Hirsch Expansion Input</SensorName>
<SensorDescription>Expansion Input Access Control</SensorDescription>
<SensorTypeName>Access Control</SensorTypeName>
<LocationName>Officel</LocationName>
<ConfigStatus>0</ConfigStatus>
<DeviceID>&1lt; ! [CDATA[AED Alarm CP5]]1&gt;</DevicelD>
<DeviceXML></DeviceXML>
<PositionX>-1.216291</PositionX>
<PositionY>3.6883777</Positiony>

| oL-24230-01
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<PositionZ>0.0000000</PositionZ>
<ViewRangeAngle>0</ViewRangeAngle>
<ViewRangeDistance>0</ViewRangeDistance>
<ViewOrientation>0 </ViewOrientation>
<UIState>0</UIState>

</Sensor>

Structure of XML for Sensor Group Definitions

Return Values

The structure of the XML for a sensor group is as follows.

<SensorGroup>
<Name>CCure Grp2</Name>
<Description></Description>
<TypeName>Access Control-Camera</TypeName>
<SubTypeName>SoftwareHouse-CCure</SubTypeName>
<Member>
<MemberName>NonDoor< /MemberName>
<MemberTypeName>Access Control</MemberTypeName>
<MemberSubTypeName>SoftwareHouse-CCure</MemberSubTypeName>
<LocationName> [CCure Area l]</LocationName>
<DeviceID>&1t; ! [CDATA[2087]]&gt;</DevicelID>
<DeviceXML></DeviceXML>
</Member>
</SensorGroup>

You can use the <PxSensorGroupImport> command to create a new sensor group, as well as create new
sensors within it. In this case, the DevicelD must contain a value for the new member.

Successful operations receive the following return value.

<WSSERVICE NAME="Export or Import DBObjects">
<STATUS>0</STATUS>
<RESULT COUNT="0">
<REASON>Output written to file successfully</REASON>
</RESULT>
</WSSERVICE>

If an output file and path is not specified by your call, the returned XML includes the structure of the
sensor, sensor group, or location data that is being imported or exported. The following example shows
an update to location data.

<WSSERVICE NAME="Export or Import DB Objects">
<STATUS>0</STATUS>
<RESULT COUNT="0">
<ExportDBObject>
<Location>
<LocationName>dummyloc</LocationName>
<LocationDescription>dummyloc</LocationDescription>
</Location>
<Location>
<LocationName>0fficelO</LocationName>
<LocationDescription>0fficel0O</LocationDescription>
</Location>
</ExportDBObject>
</RESULT>
</WSSERVICE>
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Designing Maps

To enable the view provided in the Map View Pane of the Operation Console, you must design the maps
shown for each monitoring zone and area within PSOM.

This chapter covers how to use the Map Design Mode to:

e Provide background images for maps that offer an aerial view or building floor plan.

e Configure the origin and scale for a map. Optionally, configure GPS coordinates for maps.

e Add sensors to a map for each video camera and access control device in the environment.
This chapter includes these topics:

e Entering Map Design Mode, page 7-1

e Adding Background Map Images, page 7-5

e Configuring Origin and Scale for a Map, page 7-6

e Setting Display Options for a Map, page 7-14

e Drawing a Monitoring Zone or Area on a Map, page 7-16

¢ Adding Sensors to a Map, page 7-21

e Adding Navigation to Maps, page 7-24

e Adding URL Links to Maps, page 7-27

e Editing and Deleting Items from the Map, page 7-29

e Setting the Sort Order of the Monitoring Hierarchy, page 7-30

e Integrating GIS Maps with PSOM, page 7-31

Entering Map Design Mode

Step 1

You need to design maps for each monitoring zone and area within PSOM, including the top-level
“global zone” node. The process for configuring maps and their properties is the same for all levels of
nodes in the Monitoring Tree—from the Map Design Mode, you perform all actions in this chapter for
each node.

To enable Map Design Mode for all nodes in the Monitoring Tree at once, follow the instructions below
to enter Map Design Mode for the global zone node.

To enter Map Design Mode for a node:

Click the Environment icon in the Administration Console.

| oL-24230-01
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M Entering Map Design Mode

File  Wiew Tools  Help

Mavigation LJ LJ Physical Security Information Management %
Administration o Administration Control Panel i ,J
. fat
Click the HEme Environment 2 Rules
Environment i hanage maps, monitoring tree, _’_/ Manage rles for response
icon J zones, aleas, sensors, tracking : workflow, ieporting and alert
. al = devices and resources. = collapsing.
Enviranment _ T
Secunty Diagnostics
@ Manage security roles, permissions, @ Manage audit report, administration
Rules users and uger groups system alerts and monitorintg tasks
: = ==
Sty [~ Yideo Integration ¥ EventIntegration
Configure video service modules Manage integration modules, user

alert types, external alert lypes and
SBNSal Mapping,

and camera topology.

Business Logic
I anage business logic templates
and PowerShell script libramy

§E Others

[¢s)

The Environment window appears.

File  Wiew Tools  Help

Mavigation L_J

Physical Security Information Management
Administration 4

ral Panel - Ens nt Cz il ,,/

[~1)(3

: Tn #
Cth_ th? e 4 Monitoring Emvironment Sensors
Momtorlng e Manage monitaring tree, maps, Manage sensars, sensor groups and
: monitoring zones, monitoring areas intercom groups
Environment a G il b
1con. Environment — s
el Monitoring Zones = Monitonng Areas
@ |’d Manage monitoring zones |’_@ M anage monitoring areas
Rules
= =

&

Security ]
® Manage location names

Tracking Devices
Manage tracking devices

= =
Diagrostics =
Besources 9 Camera Topology
Manage resources [persons, (o @ Manage EZ-Track camera view
vehicles, assets, elc.] _\; topology
=T —

GIS /Map Integration Back
Configure GIS/Map service @ Back to previous view
integration

Step2  Click the Monitoring Environment icon.

The PSOM Environment Management window appears.
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Step 3
Step 4

Fle  Monitaring
K H

Monitoring Hierg
3 <8 Aot |
3 3ol Arizo

hj & comn

ud 3 (ol P
33 perim
ool Term

3 3 ol Term
ool Term
bl o ] Undey
3 ] Unde

Map  Tools  Help
M Enter Map Design Mode

Entering Map Design Mode W

H
#
adl

)
=

Select

=]
]
@
R

b

EED|

Select Map > Enter
Map Design Mode.

1y :
o T

: .”) Undesingated Zone 8

Select the global zone node, the top-most node, in the Monitoring Tree; in this case, the “Airport” node.

From the menu bar, select Map > Enter Map Design Mode.

In the map design mode, the Design Mode icon is selected and enables you to modify maps for each
monitoring node in the Monitoring Tree.

File

Monitaring  Map  Tools

Help

EJT
toring Hierarchy

| [5% cirport:

| ¢33l Arizona
| & Commuter Terminal
| ¢ (3| Perimeter Marth

| 3 (| Perimeter west

- 3 (pal Terminal 1

| ¢ (et Terrinial 2 East

- 3 (pal Terminal 2 West

- 3 | Undesignated Zone
| ¢ | Undesingated Zone

The Design Mode icon
appears in the listing for
the global zone node.

Design Mode tools ppear at the tp of th :
Map View Pane. 1§

3 I Perimeter North i

| oL-24230-01
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I Entering Map Design Mode

Table 7-1 explains what the Design Mode icons are used for. There are additional tools that appear in the
Design Mode toolbar when a camera sensor is selected on the map; see Table 7-3 on page 7-24.

Table 7-1 Design Mode Tools

This icon... Does this to the map area...
Enables Map Design Mode.

Saves the changes to the map design.

i [ln]

Configures the view properties for a map design such as whether sensor icons are
displayed.

Allows you to select a background map image for the current node.

Allows you to draw a monitoring zone on a map design.

Allows you to draw a monitoring area on a map design.

Places a sensor icon on the visible map: video camera, access door, hazard detection
device, and so on.

Places a link on the map so you can allow users to jump to a map for a different node
from the Map View Pane.

i € BEEE

Allows you to select an object in the map design.

Moves the selected object in the map area.

&

a

Deletes the selected object from the map design.

You can use the icons at the far right of the map to zoom in, zoom out, and pan.

[ B & CT-First Floor
- 8 fpa] CT-Second Floor

‘.. (] CT-Third Floar
| ¢ (| Perimeter Marth

And you can display the Monitoring Hierarchy or Tools in the left navigation bar using the icons at the
bottom of the navigation bar.

Administering Cisco Physical Security Operations Manager
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Adding Background Map Images W

| File  Monitoring Map  Tools  Help Fle Monkoring  Map  Tools  Help
HENEE EE muraumﬂ
Monitoring Hierarchy Tools
]lg Airpork B Manage Monitoting Zones
- G'E%F\I’IZUHE u e .
T Q-Q%Cnmmuta Terminal tE' S oL ] o 2as
- .i _@Perimeter Morth il Manage Sensors
3 | Perimeter west
jusss ﬂ Sldlperimeter wes 494 Search Wizard
bl ) g Terminal 1

i d Jg;}%Terrmnal 2 East

i e[ fpul] T2E-FirstFloorMain
. TZE-ParkingPod
@ T2E-Second Ped Walkway

E@ T2E-SecondFlaorMain
e Terminal 2 west

0 & Undesignated Zane

™ (3 Al Undesingated Zone

‘World Coordinate: {-117. 201012, 032, 7351890

Adding Background Map Images

To add a background image to a monitoring node:

Step1  Select the node’s listing in the Monitoring Tree.
Step2  Select Map > Background Image... from the menu bar at the top of the window.

~

Note  Alternatively, you can click the Background Image icon F

| from the Design toolbar.

|| Fil=  Monitaring ﬁa_E] Tools  Help

ﬁ g [@ Exit Map Design Mods

Monitoring Hierz 7

e ﬁ Configure Map Wew Properties, ..
M Alrpork g—

= a ﬁ}[ﬂ] Ariz |ﬂ Ma;l\gackgmund Image...

&

Either select Map >
Background Image
or click the
Background Image
icon.

}T)

= E Draw Monitoring Area. ..
- alc @

ﬂ ¢ (| Peri @
= ﬂ ﬁﬂ:::ﬁ [} Select
= .i- el Term 3

| _@) Term |

The Select map image background dialog box appears.
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M Configuring Origin and Scale for a Map

Step 3

Step 4

Step 5

Step 6

Select an image file as map background:

Click Select to locate the map image on your hard drive.

Remove | H

[ IResize image in the map: Select the ‘Resize image in the map’ option to change the
7 Set size by image width (pixels) & width or height of the map in pixels.

" Set size by image height (pixels) i

oK | Cancel d|

Click Select to locate the background image file on your computer’s hard drive.

)
Note If you want to remove the background image that is currently selected for map, click the Remove
button.

If you want to change the size of the image, click the Resize image in the map option. You can now set
the width or height of the map in pixels using the fields below; the aspect ratio of the map is retained.

Select an image file as map background: Select...

Remove

Resize image in the map:i
¥ Set size by image width (pixels) 600 |

™ Set size by image height (pixels) 450 |5

Click OK.
The background image is now displayed in the Map View Pane.

If you are done modifying the map, exit from the Design Mode to save your changes.

Configuring Origin and Scale for a Map

For each map, you can configure the origin coordinates, provide a reference point for map scale, and set
the orientation of the x-axis on the map. You can either use map coordinates generated by PSOM, or you
can use actual GPS coordinates.

Administering Cisco Physical Security Operations Manager
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Step 1

Step 2

Step 3

Configuring Origin and Scale foraMap W

To configure origin and scale for a map:

Select the node’s listing in the Monitoring Tree. This should be a node that has a background map image
assigned to it.

Select Map > Configure Map View Properties from the menu bar.

File  Monitoring ﬁaE] Tools  Help
m @ Exit Map Design Mode

-| ﬁ Con,figure Map Yiew Properties. ..

Select Map >
Configure Map View
Properties.

LA

B sirport
Y E .@Jtﬂl Arizo d Maéﬁackgrnund Image...

¢ Cornfipe

E Drawe Monitaring Area. ..

(o]
& iyl P @
3l Peeri

N i .é)ml Term k Select
a A faal Term 3

i >_@)cﬂ Term %

- ] Undesmriatea zone
& /| Undesingated Zone

@ CT-Third Flaar

Be
[ CT-First Floor 68 CT- B e on Float:
=

Alternatively, you can right-click the node and select Properties from the right-click menu. Then select
the View tab in the Properties window.

The Map View Properties Configuration window appears.

—Map Display Options

- # Show Sensor ¥ @  Show Monitoring Area

T @ Show Sensor Range ] &  Show Maritoring Zone

T 2 Show Sensor Name M7 (3 show Permcter Range Select Framework Simple - Image from the
—Map Configuration: /Map Type field to use a two-dimensional

Map Type: [ Framenork Sinpie  Tmage 7| Configure... | image map.

eebesY sEllE If you want to use GPS-based coordinates,

see the “Configuring Coordinates using

u Elewvation Range (ft.) B

The First reference point: in the map { 0000,000000 , 000,000000 ) . .
| The second reference poirt in the map {0000,000000 , 000.000000 } GPS” section on page 7-8.
. Crientation of the %-axis in the map {degree) 1]

If you want to configure coordinates for a two-dimensional image map, select Framework Simple —
Image from the Map Type field and click the OK button. You are done with configuration.

~

Note  To use GPS-based coordinates, see the “Configuring Coordinates using GPS” section on
page 7-8.

[ oL-24230-01
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M Configuring Origin and Scale for a Map

Step4d  If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >

Exit Map Design Mode.

Configuring Coordinates using GPS

Before you configure coordinates using GPS, you need to obtain the coordinates for the reference points
in your map. You can obtain latitude/longitude using a web-based map (such as Google Map or

Microsoft Virtual Earth).

In Google Map, bring up a map of the area in question,
the popup menu. This creates a marker on the map, and
in the address field.

then right-click and select Direction to here from
also displays coordinates at the top of the window

The coordinates for the position on ———JFesrs et
: 4 (37 384779, -122.013023 Get Directions
the map are displayed up here... !
wsinesses

First click a position on the map.

Right-click and select Directions to

@ Print (0 Send @% Link to this page

- L £ AL . [1
(s ] Sateite | Terram ]
» X i T

e~

Directions from here

here from the popup menu. ¥

Directions to here
Zoom in
Zoom out

Another resource is ITouchMap, which is based on Google Map: http://itouchmap.com/latlong.html.

To configure origin and scale using GPS coordinates:

Step1  From the Map View Properties Configuration window, select Framework Simple — GIS from the

Map Type field.
—Map Display Options
r ’ Show Senéor ¥ (@ Show Monitoring Area
" (@ Show Sensor Range E &  Show Maonitoring Zone
[T a3 Show Sensor Mame [T [3  Show Perimeter Range

—Map Configuration:

Map Type: \pal Framework Simple - 515 [~] Configure... | 4]
Property Yalue
19 Elevation Range (ft.) <hone
The first reference point: in the map (-117.192700, 032, 730549 )
The second reference point in the map (-117.191101 , 032730000 )
Crientation of the %-axis in the map {(degree) o

- Select Framework Simple — GIS from the
Map Type field and click the Configure
button.

[l Administering Cisco Physical Security Operations Manager
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Configuring Origin and Scale foraMap W

~

Note If you have enabled different GIS/map software, it will appear in the Map Type field as a choice.
See the “Integrating GIS Maps with PSOM” section on page 7-31.

Step2  Click the Configure button.

The Map Configuration window appears.

Visually select the position that will serve (2) Visually select the position that will serve as
as the origin (or first reference) point. the destination (or second reference) point.

Select the origin point on the
map and DRAG the cursor
(while holding down the left
mouse button) to the
destination point. Then
release the left mouse button.

=

Step3  First, expand the window size so that the entire map is shown within the window (e.g., there are not any
scroll bars).

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) Properties | QK I

Step4  Visually select an initial position on the background map that will serve as the origin or first reference
point. The origin should be the top-left of the area.

Step5  Visually select a second point on the map to be the destination or second reference point. The destination
should be the bottom-right of the area.

Step6  Select your origin position on the map (point #1) and drag the mouse (while holding down the left mouse
button) towards your destination point (point #2). Release the left mouse button at the destination point
(point #2).

Administering Cisco Physical Security Operations Manager
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Y Map Configuration - Galibrate Goordinates and Define Zone Perimeter: m

@ &7 1. Calibrate Coordinates " 2 2 Define Zone Perimter

O Select the first point {left-top) and drag to the second point {right-bottom) to calibrate geographic coordinates.

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) Properties | oK I Cancel |J

The Simple GIS Map Configuration window appears.
Step7  Click the [...] button to the right of the The first point geographic coordinates field.
The Enter GPS Coordinate window appears.

I _’Support geographic coordinakes (WGES54)

1. The first selected reference point in map coordinates:
The First point geographic coordinates: |0000.000000 , 000.000000 Eﬁ Click the ... button.

2. The second selected r i x

The second point geod|  World Geodetic System Coordinate:

3. Real warld distance bl % Decimal Degrees (Example: 032.73428 , -117.20525):

Latitude: 00, 000000 ——  To give the GPS coordinates in decimal degrees,
4. Orintaton of the 2| Longrudes  [oo0n.000000 | select the Decimgl Degrees optipn and enter
values in the Latitude and Longitude fields.
w " Degrees, Minutes, Seconds (Example: M32 44 03, W117 12 30
o
§ Leffuelay M 0@ [ o E [ 0E
™ 5. Specify elavation Langiude: | [~ [~ 3

Cancel I
[s]4 Cancel |

Step8  You can either select the GPS coordinate using decimal degrees for the latitude and longitude, or
direction plus degrees, minutes and seconds.

The screen above shows the GPS coordinate given in decimal degrees.

Shown next is the GPS coordinate given in direction, degrees, minutes and seconds.
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Step 9
Step 10

Step 11

Step 12

Configuring Origin and Scale for a Map ||

@ Enter: GPS Coordinate a
World Geodetic System Coordinate:
~ Decimal Degrees (Example: 032.73428 , -117.20825):

Latitude: 032.742142
Longitude: -117.212196
(= Degress, Minites, saconds (Example: a2 44 03, wiis 12 30 | ———— To give the GPS coordinates in direction plus degrees

and time, select the Degrees, Minutes, Seconds option
and select values from the Latitude and Longitude
fields.

Latitude: N 25 + 2
Longitude: W ed 117 &5 12 &5 hid~ |

ok Cancel |

Click OK.

In the Simple GIS Map Configuration window, click the [...] button to the far right of the The second
point GPS coordinates field.

In the Enter GPS Coordinate window, enter the coordinates for the second position on the map and click
OK.

The Simple GIS Map Configuration window appears similar to the following. Note that the real world
distance between the two reference points is automatically calculated based on the GPS coordinates you
selected.

@ simple GISMapEenfiguration, a
¥ ( WBsSupport geographic coordinates (WE5E4)

1. The first selected reference point in map coordinates:

The First point geoaraphic coordinates: -117 208336 , 032,734165 J
2. The second selected reference paoint in map coordinates:
The second point geographic coordinates: -117. 215890 , 034, 734165 J
3. Real world distance between two reference paints (ft.): I — The real—world distance between the two

reference points is automatically calculated.

4, Orientation of the ¥-axis in the map (0 - 359 degrees):

e

W 5. Specify elevation range (ft.): Low: 13 ._7 If your map shows a location that is higher or
High: ool lower than ground level, you can enter the

elevation range (in feet) using these fields.

Note  For GPS coordinates to work correctly, the GPS map must have North facing directly upwards;
in other words, the map cannot be tilted or angled. Therefore, the Orientation on the X-axis in
the map option is disabled.

If your map shows a space that is elevated—for example, a second floor in a building—you can enter the
elevation information in the Specify elevation range area. Enter the bottom of the elevation range in the
Low field (e.g., the floor), and the top of the elevation range in the High field (e.g., the ceiling).

~

Note  The elevation information is displayed on maps when locating resources, as shown next.

| oL-24230-01
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Designing Maps |

Step13  Click OK when finished.

The Map Configuration window reappears. Configured coordinates appear in an orange grid pattern, and
the Define Zone Perimeter option is selected.

5 Map Con tion - Calibrate Coordinates and Define Zone Perimeter:

© B 1. Calibrate Coordinates @ /7, 2_Define Zone Perimter,

.() Select some points to define a polygon forthe coverage of zone perimeter.

Clear | 0K I Cancel |J

Step 14

Define the perimeter of the monitoring zone by first clicking anywhere in the map to place the first point
of the polygon. Then keep clicking to create lines to create a closed polygon shape that defines the area
covered by the monitoring zone.

[l Administering Cisco Physical Security Operations Manager
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Configuring Origin and Scale foraMap W

FJ Map con tion - Calibratx ates and Define Zone

" & 1. Calibrate Coordinates & [ 2. Define Zone Perimter

Selectsome points to definea polygon forthe coverage of zone perimeter.

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) (-
117.2125 32.74218)

Step15 When finished, right-click on the map.
Step16 Click OK.
The Map View Properties Configuration window displays your settings.
—Map Display Options
I~ ‘ Show Sensor T (@ ShowManitoring Area
¥ @  Show Sensor Range E &  Show Manitoring Zone
¥ |2 Show Sensor Name [T {& Show Perimeter Range
—Map Configuration;
Map Type: [pa| Framework Simple - GIS
Property
(Y El= ang
The first reference point: in the map (-117.192200 , 032730831 )
The second reference point in the map (-117.188301 , 032730000 )
Crrientation of the #-axis in the map {degree o]
oK | Cancel |
Step17 Click OK to save your settings.

When viewing the Navigation Pane in the Operation Console, the maps that use geographic coordinates
are displayed with a black/white circle on the map icon.

| oL-24230-01
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I Setting Display Options for a Map

Monitoring Hierarchy

> & (| Terminal 1
13 3 | Terminal 2 East
i o (gl Terminal 2 West

23 uter Terminal
-8 pal [T -First Floor
These maps use GPS ] ﬂ -Second Floor
1 R ] “Third Floar
coordinates. & P e
13 &) ] Perimeter North

Setting Display Options for a Map

For each map, you can decide whether to show sensor icons, the range of these icons, the sensor names,

and monitoring areas or zones that are defined for the map.

To set display options for a map:

Step1  Select the node’s listing in the Monitoring Tree. This should be a node that has a background map image

assigned to it, and that is in Map Design Mode.

Step2  Select Map > Configure Map View Properties from the menu bar.

Map  Tools Help

File  Maritoring

& @ Exit Map Design Mode
=

Monitoring Hi I
ﬁ Con'figure Map ¥iew Properties...

= |
Bl airport:
E .ég)CEI Arizo Ma@atkgmund Image. ..

]
Tt Cor b8
Lo
Q@
R

H Etﬂc Draw Monitaring Area. ..
LS
il [~ 3 _é)r_d Peri
A Pei
(|- >--_4§,EﬂTErrn
(3l Term B
(el Term
= | =%
g3} | Unidesimaeu zone
I & &)l Undesingated Zone

Select

@ CT-Thirel Floor

Select Map >
Configure Map View
Properties.

Alternatively, you can right-click the node and select Properties from the right-click menu. Then select

the View tab in the Properties window.

The Map View Properties Configuration window appears.

[l Administering Cisco Physical Security Operations Manager
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Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Setting Display Options foraMap

Map Display Options

Ch K th Sh [ ﬁ “Shiow Sengor ¥ @ Show Monitoring Area Check the Show
eC € dShow L. .
Sensor option o T @  show Sensor Range [T (@ Show Monitoring Zone // Momtormg Ar_ea optlon
e i@ showsensor e F [ showpermeter Range to display sha_tdm_g for all

ey _ defined monitoring
map for each sensor. \' [ Hap Configuration: areas on the map.

“ Map Type: \ipa| Framework Simple - GIS ud Configure... I /l
Check the Show \.t Property ¥alue Check the Show
Sensor Range option [ Elevation Fange (ft.) M Monitoring Zone option
to dlsplay the The first reference paint: in the map ( -117.192200 , 032,730544 ) to dlsplay shading for all
Viewing range for the The second reference paint in the map (-117.191101, 0.3 defined monitoring
Crientation of the ¥-axis in the map {degree) a

sensor with shading zones on the map.

on the map.

= |_= IN Check the Show
Check the Show Perimeter Range option
Sensor Name option to show the boundary for
to display the a geographic coordinates
sensor’s name on the perimeter with a yellow
map. dotted line.

To display icons on the map for each sensor in the environment, check the Show Sensor option.

To display the viewing range for a camera sensor (a shaded area that represents the area it can capture
with video), check the Show Sensor Range option.

To display the name of each sensor next to its location on the map, check the Show Sensor Name option.

To display a shaded area on the map that represents the boundary of a monitoring area, check the Show
Monitoring Area option. If this option is not valid for this map, it will be greyed out. See the “Drawing
a Monitoring Zone or Area on a Map” section on page 7-16 for instructions on how to define a
monitoring area on the map.

To display a shaded area on the map to represent the boundary of a monitoring zone, check the Show
Monitoring Zone option. If this option is not valid for this map, it will be greyed out. See the “Drawing
a Monitoring Zone or Area on a Map” section on page 7-16 for instructions on how to define a
monitoring zone on the map.

To display the perimeter polygon that was configured on the Geographic Coordinates Map, check the
Show Perimeter Range option. If this option is selected, the perimeter boundary is displayed using a
yellow dotted line.

The perimeter boundary
configured for the geographic
coordinates map is shown using a
yellow dotted line.

Click OK to save your settings.

| oL-24230-01
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M Drawing a Monitoring Zone or Area on a Map

Drawing a Monitoring Zone or Area on a Map

You can draw a shaded area on a map to represent a monitoring zone or monitoring area. For example,
the map for the global zone will have shaded areas representing different monitoring zones within the
overall security zone.

File Moni&o;ing Map Tools Help
= &0 Eie

Monitoring Hierarchy

3 <[54 nirpart
|...i & (g Ayrizona
2 Al Commuter Terminal
ui & (pa| Perimeter North
u.d <& (na| Perimeter West

bl 2 ] Terminal 1
ui & (pa| Terminal 2 East

bl o) el Terminal 2 vest

> & | Undesignated Zone
u:d @® ﬂUndesingated Zone

t

This is a
1 monitoring
zone.

[ [E5[

To draw a monitoring zone on a map:

Step 1 Navigate to the correct map by selecting the node’s listing in the Monitoring Tree.
Step2  Enter drawing mode using one of these methods:
e Select Map > Draw Monitoring Zone from the menu bar.

¢ Click the Draw Monitoring Zone icon in the Design toolbar. A list of all monitoring zones
appears in a drop-down menu. Select the monitoring zone you will be drawing from the list.

~

Note  You can only select a monitoring zone that has not yet been drawn (these appear in black text).
If a monitoring zone has already been drawn, its name is greyed out in the drop-down menu.

Administering Cisco Physical Security Operations Manager
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Drawing a Monitoring Zone or Areaona Map Il

File  Monitoring Map  Tools  Help

] Df di[ﬂl i AT T, ==

¥ Clear all Monitoring Areas
Monitoril

Hierarchy &

» t

£ Airport
d & (g Ayrizona
’ 3 A Commuter Terminal
[ B CT-First Floor
[ (| CT-Second Floor

B
o Select the monitoring
3

[ el CT-Third Floor Fo
Fo)
B
@

= zone you want to draw
B from the list in the
drop-down menu.

] & (pa| Perimeter North
i 123 3 | Perimeter est
> & (pa] Terminal 1

a & (na| Terminal 2 East
| o (| Terminal 2 west |@  Draw Maniaring
! &) md| Undesignated Zone

; (<3 | Undesingated Zone

Draw Monitoring Zone (Arizona). ..

& (Undesignated Zone). ..

) Perimeter Vst

Step3  Move the cursor to where the zone should be placed, then click and drag with the left mouse button to
create a line segment and repeat it until the red polygon covers the desired area for the monitoring zone.
Then click the right mouse button.

Move the cursor to
where the zone should be
placed.

Then click and drag
with the left mouse
button to create a line
segment and repeat it
until the red polygon
covers the desired area
for the zone.

Then click the right
mouse button.

<1

(32°44'13.56"N 117°12'24.09"W)

The new monitoring zone is created on the map.

Administering Cisco Physical Security Operations Manager
[ oL-24230-01 .m



Chapter7  Designing Maps |

M Drawing a Monitoring Zone or Area on a Map

The new monitoring area
is created on the map.

(32°44'13,88"N 117°12'24.09"W)

Step4  To save changes, exit Design Mode. Select Map > Exit Map Design Mode.

To draw a monitoring area on a map:

Step1  Navigate to the correct map by selecting the node’s listing in the Monitoring Tree. Make sure the node
is in Map Design Mode.

Step2  Select Map > Draw Monitoring Area from the menu bar.

Step3  Select the Draw Monitoring Area icon @ from the Design toolbar. A list of all monitoring areas
appears in a drop-down menu. Select the monitoring area you will be drawing from the list.

S

Note  You can only select a monitoring area that has not yet been drawn (these appear in black text).
If a monitoring area has already been drawn, its name is greyed out in the drop-down menu.

Administering Cisco Physical Security Operations Manager
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Drawing a Monitoring Zone or AreaonaMap W

R TR ™™™ ——————]
Select the
monitoring area you
want to draw from
the list in the
drop-down menu.

A

g CT-First Floor
T-Second Floor
[ (pal| CT-Third Floor
[+ _@') Perimeter Morth
ﬂ 3/l Perimeter West
5ty Termina 1
A& Terminal 2 East
& fpal Terminal 2 vest
_@5% Undesignated Zone
B2 Undesingated Zone
[y || Undesignated Area

bl CT-SEc0nd F ooy

‘World Coordinate: (117192192, 032, 730423) (32°43'49.52"M 117°11'31.91"W)

Step4  Move the cursor to where the monitoring area should be placed, then click and drag with the left mouse
button to create a line segment and repeat it until the red polygon covers the desired area. Then click the
right mouse button.

Move the cursor to where the monitoring area
should be placed.

Then click and drag with the left mouse
button to create a line segment and repeat it
until the red rectangle covers the desired area.

Then click the right mouse button.

(32°43'58.02"M 117°12'14.38"W)

The new monitoring area is created on the map.

Administering Cisco Physical Security Operations Manager
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Drawing a Monitoring Zone or Area on a Map

The new
monitoring area is
created on the map.

(32°43'58,02"M 117°12'14.38"W)

Step5  To save changes, exit Design Mode. Select Map > Exit Map Design Mode.

To delete a monitoring zone from the map design:

Step1  Left click the icon and select monitoring zone on the map (it will become bold).

Step2  Right click the icon and select Delete Zone from the right-click menu.

[ &) Ferimeter Mortt
-

from the right-click menu.

A confirmation dialog box appears.

\ ? ) Do you want to delete selected object from map?

"

Step3  Click Yes to confirm the deletion.

Right-click the monitoring zone’s icon
on the map and select Delete Zone

To delete a monitoring area from the map design:

Step1  Select the icon for the monitoring area on the map (it will become bold).

Step2  Right click the icon and select Delete Area from the right-click menu.

Administering Cisco Physical Security Operations Manager
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Adding SensorstoaMap W

Right-click the monitoring area’s icon on
the map and select Delete Area from the
right-click menu.

A confirmation dialog box appears.

\ ? ) Do you want to delete selected object from map?

[ -

Step3  Click Yes to confirm the deletion.

Adding Sensors to a Map

The next step is to place sensor icons on the map to show where actual video cameras and access control
devices are located in the actual physical environment.

To position a sensor on the map:

Step1  Select the node’s listing in the Monitoring Tree.

Step2  Select Map > Position Sensor from the menu bar at the top of the window.

File  Monitoring :M:agr: Tools  Help

I@ Exit Map Design Mode

Configure Map Yisw Properties...

I .%Alrport i

a _é)% arizal d Map Background Image. .. | E"W W(-D
J@E Comr 4 T # Intercom - Call Box Commend 1 F ************
> i EWE t & . RPN 1 - [T
et - " Zrean . =
Etﬂc ‘ Bosition Seri%r... LE] — Select Map >
oa _éi Periv (2 Add Navigardh .. 4 ® o - Position Sensor.
d | zahopal Pering
) - oo e | S XTCTUQ c}m OEE =
" 2 2 Term| b Tl i

b ) el Termn 3
B A Undesigriaten zone
" >3 @E Undesingated Zone

= ﬁ M

h-liDlgrtaI Slgn Commuter Termingl H ﬁ PHTCEY
[Light Coritrol - Zone 2] 2
Rl TCTor

ﬁ \rrtEn:nm Call an CnmmendQ f

Alternatively, select the Position Sensor icon € in the Design Toolbar.

A list of sensors associated with the node appears in a menu. Only those sensors that are associated with
the node appear in the menu.

Administering Cisco Physical Security Operations Manager
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M Adding Sensors to a Map

a~

Note

| Eie Map Tools Help
U%g mgu;ﬂ'_ﬁ@.ﬁ b 198
[ — @ Position Sensor ([CT-First Floor])...
itoril i 1%
| il {5, Position Sensor (Cisco 2500 Camera 1. . m
Bl irport = TEme j +
a8 _@Wariznna I, “Position Sensar (Digital Sian - Cammuter Terminal),..
..EJ QIS_(CDmmuter Terminal ﬁ Position Sensor {Intercam - Call Box - Commend 2},
i
[ ﬁ Piosition Sensor iIntercom - Call Box Commend 1),
-| . (| CT-Second Floor A
[ i CT-Third Floor Position Sensor {Light Control - Zone 1)...
] 3 (| Perimeter North U[ Position Sensor {Light Cantrol - Zone 2)...
‘-J QiPerimeter WWest [ Pasition Sensor (Light Contral - Zone 3)...
i Terminal 1
EJ ﬁWTerminal 2 East N Position Sensor (PXF-200),.,
[ . 4
- 3 (gl Terminal 2 west [CH Position Sensor (PRF-260), ..
: Qg“”‘jﬂg“amd Zone £ Position Sensor (PRF-261)...
d | 5 8 Undesingated Zone
ZH Position Sensor (PRF-262)..,
[ZH Position Sensor (PRF-263)..,
N Position Sensor (PRF-266)...

If you select a sensor that is already on the map, you simply re-position it.

The sensor list includes the sensor’s name and an icon representing its type, as shown in Table 7-2.

Table 7-2

Icons Displayed for Sensors

Icon

What the icon means...

Stationary video camera icon.

En

PTZ camera icon.

Infrared camera icon.

@

Access control device icon.

)

Hazard detector icon. Integrates with hazard detection systems like RaeSystems.

Radar icon. Integrates with radar devices that are used to detect, range (determine the
distance of), and map various types of targets.

Sonar icon. Integrates with sonar devices that are used for acoustic location.

Intercom icon. Integrates with Public Announcement (PA) systems such as
Intercom-Commend.

Digital signage icon. Integrates with electronic displays installed in public spaces.

7

Monitor-area icon. Allows alarms to be raised on a monitoring area instead of on a
particular sensor.

Fire detector icon. Integrates with devices that detect smoke and issue alarms.

Microwave icon. Integrates with reconfigurable microwave networks; for example,
reconfigurable wireless communication, wireless network, and reconfigurable phase
array antenna.

Fence icon. Integrates with electronic fence security systems.

Intrusion detector icon. Integrates with software and/or hardware designed to detect
unwanted attempts at accessing, manipulating, and/or disabling of computer systems,
mainly through a network, such as the Internet.

Emergency duress icon. Integrates with emergency communication systems such as
panic alarms.

Administering Cisco Physical Security Operations Manager
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Table 7-2 Icons Displayed for Sensors (continued)
Icon What the icon means...
© AED icon. Integrates with automated external heart defibrillators.
o Computer icon. Integrates with computers on the network.
E] Video systems icon. Integrates with intelligent video systems such as Agent VI or

Verint Nextiva.

=) IP Device icon. Integrates with instrumented components such as those that provide
information and notification via Windows Management Instrumentation (WMI).

i HVAC device icon. Integrates with heating, ventilating and air conditioning systems.

BAC device icon. Integrates with Basic Access Control (BAC) systems used to read
passports.

& Glass break detector icon. Integrates with devices that detect a break in a pane of
glass, alerting a burglar alarm.

= Seismic detector icon. Integrates with systems that detect seismic activity.

i UPS device icon. Integrates with Universal Power Supply (UPS) systems.

@ Gas detector icon. Integrates with systems that detect the presence of various gases

within an area, usually as part of a system to warn about gases which might be
harmful to humans or animals.

B Computer aided dispatch icon. Integrates with systems that dispatch taxicabs,
couriers, field service technicians, or emergency services assisted by computer.

Carbon monoxide detector icon. Integrates with systems that detect the presence of
carbon monoxide within an area.

® Motion detector icon. Integrates with systems that quantifies motion that can be either
integrated with or connected to other devices that alert the user of the presence of a
moving object within the field of view.

2 Application icon. Sends an alert if a PSOM Integration Module encounters systematic
problems with a third-party sensor, such as loss of connection or initialization
problems. Use of the Application sensor is specific to the Integration Module and
covered in the relevant documentation.

Step3  Select the sensor you want to add to the map, and click OK.

Step4  Click the map on the location where the sensor should be positioned (using the left mouse button). You
can continue clicking on the map to change the position of the sensor; when it is placed where you want
it, right-click on the map.

~

Note  Devices with position (0,0) are displayed with a small version of their sensor icon in the top left
corner of the map.

Step5  Save the map by clicking the Save button ].

Step6  If you are adding a camera sensor, you can configure its range angle, distance and orientation using
graphical tools. To change the angle or field of view (FOV) for the camera, select the camera icon in the
map. New icons appear in the Design Mode toolbar as shown in Table 7-3.
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B Adding Navigation to Maps

Step 7
Step 8
Step 9
Step 10

~

Note If you are still “positioning” the sensor, these new toolbar options will not appear. Right-click
the map to stop positioning the sensor, and then select the sensor’s icon on the map. The new
toolbar options should now appear.

Table 7-3 Camera Sensor Angle and Field of View Design Tools
This icon... Does this to the camera sensor...
) Rotate the camera angle clockwise.
Y] Rotate the camera angle counter-clockwise.
& Widen the camera’s field of view (FOV).
>& Shrink (or make more narrow) the camera’s field of view (FOV).
$ Increase the distance that can be viewed within the camera’s field of view (FOV).
X Decrease the distance that can be viewed within the camera’s field of view (FOV).

Use the camera sensor design tools to adjust the camera’s angle and field of view.
Repeat these steps to place all sensors for this node on the corresponding map.
Once you’ve placed a sensor on the map you can move it by clicking S

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.

You can also adjust the angle, range or direction of the camera’s field of view by right-clicking the video
camera sensor icon on the map and selecting Properties from the right-click menu. The Sensor
Properties window appears where you can make these changes. See the “Adding new Sensors for Video
Cameras” section on page 6-7 for details on the fields in this window.

Adding Navigation to Maps

You can add Navigator icons to maps that allow operators to traverse from the current map view to a map
for an adjacent monitoring area.

For example, the following map shows a Navigate Up icon that goes to the T2E-SecondFloorConcourse
monitoring area.
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Step 1
Step 2

File Mornitoring Map  Tools  Help

HETEM F=
Monitoring Hierarchy

Iﬁﬁ Airport

& é[ﬁﬁ Arizona

& _@)[ﬁﬁ Commuter Terminal

&3 _dcd Perimeter North

(3 (el Perimeter west

b (] Termninal 1

3 Al Terminal 2 East
. 3 ] TZE-FirstFloortain
2 (] T2E-ParkingPod
{l| T2E-Second Ped Walkway
| 3 (| T2E-SecondFlonrConcourse

82

L=l
b ) (| Terminal 2 ‘west
- Al Undesignated Zone
& _é)lﬁﬁ Undesingated Zone

e

World Coordinate: (-117.201714,032.732464) (32°43'56.87"M 117°12'06, 16"W)

Adding Navigation to Maps

il
This icon navigates to a

monitoring area that is
adjacent to the current area.

When the operator double-clicks the Navigate icon, the map view for the T2E-SecondFloorConcourse

area is displayed in the Map View Pane.

File Monitoring Map  Tools  Help

HENEIN EIECIE] N B

Monitoring Hierarchy
E% Airport
3 A6 arizona
ud A Commuter Terminal
13 ¢ | Perimeter Morth
d & (pa| Perimeter tvest
<& (o] Terminal 1
3 A Terminal 2 East
§ L Pl T2E-FirstFloorMain
[ (s T2E-ParkingPod
=

| ¢ (ol Terminal 2 West
&6 Undesignated Zone
[ +} él}ﬁ Undesingated Zone

FEE

World Coordinate: {-117.201607,032,733799) (32°44'D1.68"N 117°12'05, 78" W)

To add Navigator icons to a map:

Select the node’s listing in the Monitoring Tree.

Click the Add Navigator icon &2 in the Design Mode toolbar.
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Step3  Click the location in the map where you want the Navigator icon positioned.

File  Monitoring MaE . Tools  Help _ / Click the Add Navigator icon.
3 1 | N
HENEE EEC D

Monitoring Hierarchy Click the cursor on the map x
B3 sirport where you want to position the ﬂ

% Arzona Navigator icon. =
Y}l
& ¥

u:j Q%Cnmmuter Terminal
=

uﬂ 3 | Perimeter North
40
-

3| ) (3l Perimster west

b ) (] Termingl 1

Iﬁﬁ Terminal 2 East S

.5 (| T2E-FirstFloorMain Type: |.& Monitoring Area Link %]
T2E-ParkingPod -

(Sid il Icon: 0 Golp d

| & Undesignated Area

[ (| TZE-S2condFlacrmMain
3 ] Terminal 2 west
B Undesignated Zone
3 382 Undesingated Zone

Go To Undesignated Area

EEE

The Navigator Properties window appears.

tor Proper

Type: |8 Monitoring Area Link ] Select Monitoring Area Link from the Type field.
Icon: 0 @o Up a

Area: @ Undesignated Area g

[ame: Go To Undesignated Area

Cancel |

Step4  From the Type field, select Monitoring Area Link.

Step5 From the Icon field, make a selection depending on the logical direction in which you’re navigating.

Type: |.@ Monitoring Area Link a

Icon: Qo l—— Select the direction you want to display from the Icon field.
Area:

e {£)h Go Up-Right J

Name: 0 Ga Right

0 Go Down-Right
Q Go Down Cancel
0 Go Down-Left

e Go Left a

Step6  From the Area field, select the monitoring area to which the operator will navigate when the Navigator
icon is clicked.

Step7  In the Name field, enter text that should appear on the map next to the Navigator icon. This text could
explain what will happen when the icon is clicked.

Step8  Click OK.
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A green Navigator icon appears on the map where it was positioned.

File  Monitoring  Map  Tools  Help

T . -
HEIEIC EECIC]YES
Monitoring Hierarchy

a&.j Airport

\_J A drizona

a A Commuter Terminal

._J 3 (| Perimeter North

123 3 | Perimeter west

> 3 (] Terminal 1

n.:J Q[R_(Terminal 2 East
5 {3l TZE-FirstFloorMain
2 (pa| T2E-ParkingPod

! o (pal Terminal 2 west
2B Undesignated Zone
2 262 Undesingated Zone

Step 9

Step 10
Exit Map Design Mode.

Adding URL Links to Maps

You can add a URL link to a map so that the user can launch a Web browser to view a web page—directly

from a map.

To add a URL icon to a map:

Step1  Select the node’s listing in the Monitoring Tree.

Step2  Click the Add Navigator icon &2 in the Design Mode toolbar.

Step3  Click the location in the map where you want the Navigator icon positioned.

Adding URL Links to Maps

The Navigate icon appears on
‘%ﬁ the map where you placed it.
&

Once you’ve placed a navigator on the map you can move it by clicking M-

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
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File Monitoring Map  Tools  Help

HENEIR E

Monitoring Hierarchy
% Airpart
3 A6 arizona
uﬁ A Commuter Terminal
13 ¢ | Perimeter Morth
uj ‘_fgﬁ Perimeter West
<& (o] Terminal 1
32 Terminal 2 East
¢l gl T2E-FirstFloarMain
[ (s T2E-ParkingPod
[/l TZE-Second Ped Wialkway

v - @k a

[ Bl T2E-SecondFloorMain
& (pa] Terminal 2 Wwest
&6 Undesignated Zone
@ ‘_fg% Undesingated Zone

GGD Up

& Area:

Click the Add Navigator icon.
-’Z} ‘ :A >&§s Ea

i@ Monitaring Area Link d

|i@ Undesignated Area d

Go To Undesignated Area

Click the cursor on the map
where you want to position the
Navigator icon.

2

&)

The Navigator Properties window appears.

Type: EIURL Link —

Icon: 0 URL ﬂ

URL: 1

Name: Navigator-14 —_—
0K Cancel

Step4  From the Type field, select URL Link.
Step 5 From the Icon field, select URL.
Step 6
Step 7

what will happen when the icon is clicked.
Step8  Click OK.

Select URL Link from the Type field.

Enter the HTTP address you want to launch when clicked.

Enter a name for the Navigate icon that appears on the map.

In the URL field, enter the HTTP address where the web page is located.

A green Navigator icon appears on the map where it was positioned.

In the Name field, enter text that should appear on the map next to the URL icon. This text could explain
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Designing Maps

Step 9
Step 10

Editing and Deleting Items from the Map W

hﬁie Monitoring  Map  Tools  Help

Eifl BELIE Y B

Monitoring Hierarchy 1x
EW Airpart; ﬂ i
g +)
A Ok e i &
ud ol Commuter Terminal The Nav]gate 1con [ %.
3 g Perimeter Morth A~ appears on the map _,_jj;/
(o 3 (gl Perimneter st o & . i
: where you placed it.
& pal Terminal 1 Tl y p ,/@i|
=1 Q%Termina\ 2 East 4 fam '::T
| (3] T2E FirstFioortain LR % b w0
[ Bl T2E-ParkingPod
= gl
s PHP-111
| Al T2E-Second Ped Walkway e s _.
4 “# T7E-Secor ourse [

Once you’ve placed a URL icon on the map you can move it by clicking R -

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.

Editing and Deleting Items from the Map

Step 1
Step 2

Step 3

Step 1

Step 2

To edit an icon on a map:

Right-click the icon in the map view.

Select Properties from the right-click menu.

E’—Le | &~
@ wigator Properties (Get Airport Mews). .. |
= —Nﬁs 7 A

L

@ ‘ Sensor Properties (PXP-116)... I

IE iew Live Video

The Properties window appears.

Make necessary changes and click OK to save them to the database.

To remove an icon from a map:

Select the icon so that it is highlighted on the map.

Fle Montoring Map  Tools  Help

EIFl EECIEN Y e
=

Muonitoring Hierarchy

[kﬁ Alrport

Click the Delete icon.

Delete

3 2B Arizona Go To Airport Ney Delete 0oisct
ui @B Commuter Terminal % =
(3 Al Perimeter North e _,-——j:q

Select the icon you want to delete from the map.

Click the Delete icon __ﬂ in the Design Toolbar.

A confirmation dialog box appears.
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Il Setting the Sort Order of the Monitoring Hierarchy

? ) Do you want to delete selected object from map?
s Ho—

Step3  Click Yes to confirm the deletion.

Step4  If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >

Exit Map Design Mode.

Setting the Sort Order of the Monitoring Hierarchy

You can set the sort order for the Monitoring Hierarchy in server Preferences.

To set the sort order:

Step1  Select File > Preferences.

Fle View Tools Help
23 Logoff

f} Preferences
Exit

ad'lad
ol

Step2  Select All Consoles under Server.

) co e Preferentes)
5 Console (Per User)
General

Server Preferences

Al s Preferences

General

Customize alert sound by alert bype:

Alert
Email —Opetation Consale
&= Console (Per Computer)
General Minimurn console update interval: 5 g seconds
S
5 Server [~ Maxirmum number of slerts displayed in the list: =]

Sound... |

—alert Management Console

Minimurn console update interval: S ﬁ seconds
—#lert Details Window

Minimurn window update interval: = ﬁ seconds

Maonitaring Hierarchy

Sart order of hierarchy node name: ascending d

Incident Package

iZ:'demolpackage_folder

—Response Workflow

[ Dot enforce task completion by alert stabus configuration

[~ Don't enforce task completion if alert is ‘False alarm'

Apply | (a4 I Cancel |

Step3  Make a selection from the Sort order of hierarchy node name field: No Order, Ascending or

Descending.
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Designing Maps

Integrating GIS Maps with PSOM

Step4  Click OK to save your changes.

Integrating GIS Maps with PSOM

In future releases of PSOM, you will be able to integrate third-party GIS map software with PSOM using
the GIS Map Integration feature from the Environment area of the Administration Console.

File  Wiew Tools  Help

Mavigation el

Physical Security Information Management ]
Administration < | Adrministra p SERVICEIegratiom™Module onfiguration
'ﬁ’ —Check to enable selected GIS Service Integration Moduls =
i
Home ﬂ& ﬁ\'endor Type «  Description ] |
@ (SN Framework Simple a
= = =
Environment
Disable
4 3
Rules
©—1
&
Security ® i
=
Diagnastics Record 1 of 1 o
¥ m— Cancel
2 | @ =]
5 ErICIEs, G53605, BIC. | @ Topoiay
@ Administration e—i [
%’ Tools =l GIS fMap Integration Back
-li Canfigure GIS /Map service Back to previous view
EE Others !_.‘QI Integration
©—

Environment Category

rowiren 8 G PROXIMEN | {pal

Currently, the only GIS map integration module that appears in the GIS/map Service Integration Module
Configuration window is the one supplied with PSOM called Framework Simple. If you disable this
module (by selecting it and clicking Disable), then all map-related features will be disabled in all PSOM
Consoles. For example, the Environment Management window in the Administration Console will not
show maps in the right pane and the map toolbar will be disabled.
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Integrating GIS Maps with PSOM

Fie Monitoring  Map  Tools  Help.

Monitoring Hierarchy.

_[E Airport

= ﬂ & pa Arizona
: 32 ] Commuter Terminal
ﬂ _gﬁ;rﬂ Perimeter Morth

; Terminal 1
] &[] Terminal 2 East
gl Terminal 2 west
[ ‘g;[ﬂ Test Zone

: 3 3| Undesingated Zone

tiew  Tools

Help

%] é}@ Commuter Terminal
™ ﬂ & Dy Perimeter North
i:] Sglo Perimeter West
@o Terminal 1

@ A5 Termingl 2 East
[ i) T2E-FirstFloorMain

[ i) T2E-ParkingPod

[ ) T2E-Second Ped Wal. .,
[ A\ T2E-secondFlacrCo. .
BAY

& D Terminal 2 west
3 3 @ Test Zone
h:i @0 Undesingated Zone

o

oy
)

k El
° Marmal
° Marmal
A Medium
° Marmal
J ° Marmal
° Marmal
¥ ° Marmal
° Marmal
J ° Marmal
° Marmal
L ° Marmal

&

»ENIE
WA .. Y.

PEP-118
PEF-67
.PXP-IEW
PEP-108

.PXF-SI
PEF-82
.PXF-84
PEP-121
.PXF-SE
PEF-79
.NEXTIVA-Camera-l

| PRecordlof 18 aﬂa

.. FRecordlofz ﬂﬂﬂd

Gﬂ Camera.., TZE Left

Eiﬂ Camera... .TZE Tickst Counter

Eiﬂ Camera.., TZE Check Point

Gﬂ Camera... .TZE Check Point Lane 1

Gﬂ Camera.., TZE Check Point Lane 2

Gﬂ Camera... .TZE Exit Lane

Eiﬂ Camera... TZE Right

2 Camera... 1zE Up-Left 283
{2 Camera... T2E Up-Right D&
Gﬂcamera.... mﬂ

.| T2E 2nd Floor Qutdaor

. Recorded ¥i...

TEE ...

Administrator

i

= T}

o

®

24097

||| Maonitoring: Airport == Termingl 2 East > TZE-SecondFloorMain

sl
“ i ) | A m) I@Low | roweren s G5 PROXIMEX I!Il = [gﬁ
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CHAPTER

Managing Response Task ltems and Response
Workflow Rules

You can configure response task items that specify “best practices” for the actions that an operator should
take to resolve alerts. You can then configure response workflow rules that generate checklists of actions
operators must take when certain types of alerts are raised. With these rules in place, it is easy for
operators to follow standardized procedures which leads to fewer errors in response and more
importantly a faster time to response.

This chapter describes:

e How response tasks work in the Operation Console

e How to add, modify, or delete response task items

¢ How to add, modify, or delete response workflow rules

e How to apply response workflow rules to different types of alerts
This chapter includes these topics:

e Response Tasks within the Operation Console, page 8-1

e Managing Response Task Items, page 8-2

e Managing Response Workflow Rules, page 8-9

e Applying a Response Workflow Rule to an Alert Type, page 8-15

¢ Enforcing Task Completion in the Operation Console, page 8-19

Response Tasks within the Operation Console

Within the Operation Console, operators can be assigned specific tasks to complete before an alert can
be acknowledged or closed. Configuring task checklists for alerts helps ensure that operators take
appropriate action when an alert occurs, as defined by the security experts at your company. Within the
Operation Console, the Response Workflow Pane on the right side of the window shows operators their
progress towards fulfilling their responsibilities for various alerts.

Operators can access response task checklists by double-clicking a progress bar in the Response
Workflow Pane to bring up the Alert Details window. Then they can double-click the Response bar to
view the task checklist for the alert.
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M Managing Response Task Items

m\u'iden = |Mate

B M LA A

Close  Acknowledge Close | False  Escalate
Alert | Alarm To
Alert Status

ﬁ Home

<

E Response ‘WarkFlow

)

Display

Response
Severity A Medium ‘!j Open

Occur Time:  11/6/2009 5 Doublc-click thC Rcsponsc a11C)
Forced Entry at Input PRCT bar to see open tasks \

Type: Forced Entry at Input %

Assigned To:  Administrator (Fscalated-Viewed)

Assigned By:  Administrator (11f6/2009 S:02:04 PM)

Response: |

g

aine Double-click the
rdice. bar in the Side Pane.

progress

l@ Show Response \Warkflaw J

Progress
0%
0%
0%
0%
0%
0%
0%
0%
0%

0% irs
Hirs chVelocity Event e LTk o= For 0o
Wideo —
Property Yalue Alert1D: 24045 AlertType: Forced Entry atInput % 0% )
o Ewent Descr... [Forced Entry at In... H . @ Force.., BN BESE o
— A Farced Entry at Tn... p Assigned To:  Administrator (Escalated-Yiewed) | e oo =
AlarmID 57376 Aszigned By Administrator {11/6i2009 5:03:04 Phd) Response: |m Force 0% e
Mot EventiD 5001 i =
Cise d E——— BoTic ad Task Item Camplete I_ﬂ Update Time
iew Incident v es 0
/
Qpcn taSkS are Locate alarm on map and details... | Yes 11812009 5:03:52 PM
hSted here~ - Review recorded video | es 11)/6/2009 5:03:52 PM
—— Review live video ] ves 11/6/2009 5:03:52 PM
s mm (e Analyze Sibuation v ves 118/2009 5:03:52 PM
- Check if suspect is still present v ves 11812009 5:03:52 PM
- Compare Suspect with Yideo wit... [v]ves 11812009 5:03:52 PM
- Take snapshot video and save [ es ()
R o} Dispakch officer [ Ives E [A1ES alation E Response
world Coordinate: (-117,201294,032.733078) (32°43'59, 02 - Cal dispatch officer mnregon [l Yes Ll By Proximex | | 9 | i
- Collect infarmation for dispatch Ives (U —
- Dispatch officer responded and ... || ¥es ()

Cancel |

A task checklist in the Operation Console is comprised of response task items that you configure using
the Administration Console. For example, “Notify Police” in the above screen is a response task item.
The response workflow rule defines which response task items must be completed for certain types of
alerts before the alert can be acknowledged or closed.

When response workflow rules are applied along with escalation business logic, then response task items
are only associated with alerts when the alerts are escalated (“new,escalated” and “escalated,viewed”).
For example, escalation is applied to the system to redirect alerts after a set amount of time to a user/user
group. Then response workflow rules are applied to select alert types. Under these conditions, response
task items are associated with alerts when newly-created alerts are escalated by the system or
un-escalated alerts are viewed for the first time.

If you subsequently remove the applied response workflow rule, and then open an alert to view it, even
if the alert has been escalated there will not be any response tasks associated with the alert. If you change
the response workflow rule and reapply it, then existing non-escalated and non-viewed alerts will assume
the new response task items when the alert is escalated.

Managing Response Task Items

Response task items are the specific steps that appear in the response task checklists for operators.
Response workflow rules are comprised of several response task items.
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Adding a New Response Task Item

Step 1

Step 2

To add a response task item:

Managing Response Task ltems

Click the Rules icon in the Administration Console.

Click the Rules
icon in the
Administration
Console.

EE Others

[¢s)

File Wiew Tools Help
Mavigation LJ LJ Physical Security Information Management
Administration < |
s = - = | Rules
— = 7 i
| Manage maps, monitoring biee, /_j Manage les for response
. | zanes, areas, sensors, acking workflow, reparting and alert
F o— | devioes and resources. o— | collapsing.
Environment T
| Security - | Diagnostics
@ Manage security rales, permissions, @ Manage audit report, administration
Rules uzers and uger gioups, syztem alerts and manitorinkg tasks.
= =
ety %] | Yideo Integration . EventIntegration

Configure video service modules
and camera topology.

0

| Business Logic
Manage business logic templates
and PowerShell scipt library

===

Manage integration modules, user
alert types, external alert types and
| sensor mapping.

The Rules window appears.

Click the

Response
Task Item
icon in the
Rules
window.

File  Wiew Tools  Help
avigation LJ LJ Intelligent Physical Security Management 2
Administration .‘ Administration Cantral Panel - Rul ,,A
Heme (8 —y | ApplyBPules 4. | AlertCollapsing
| Apply response workflow and alert '—-_!_5:.’ | Manage alert collapsing rules: add,
. | collapsing rules. | conligure, delete ules
ﬂ LE= [E=
Environment
Besponse Workflow (A Besponse Task tem
| Manage response workflow rules: '——_gj | Manage responge task item rules:
| add, configure, delete rules = | add, configure, delete rules
e—1
=
| Report @ Back
| Manage report les: add, configure, Back to previous view
| delete nles.

% Tools

EE Others

5

Click the Response Task Item icon in the Rules window.

The Response Task Item Rule window appears.
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Bl Managing Response Task ltems

‘ "i’] Response Task Ikem |

MName Description Yer.. Update Time R.. ~

Existing =4l lert Crllansinn Riile '
response task Feeport Rule Identify Speed an... Identify Speed and Yelocity Subkask W’ 5.0 1142009 41, 33
I'LllCS. Vigw Live and Rec... Yiew Live and Recorded Yideo Subtask. W’ 5.0 11/4/2009 4:0.., 32
Dispatch officer Dispatch officer W’ 5.0 11/4/2009 3:5... 201
Analvze Sikustion  Analvze Situation W’ 5.0 11/4/2009 44, 261
1 Review Incident Review Incident Response Task. W’ 5.0 11/4/2009 44, 261
Respanse Task Item Response Task Item Rule For Response WorkFlows 5.0 10/2302009 6;... 201

Manage Rule

(<]

‘ Status Bar

Step3  Click Manage Rule in the left navigation pane.

Click Add ———— #§ addruke... :

Rule. Madiy Rule...
Ll e | MNeme  pesripton  [3] Ver.. UpdateTime R.. ~
X9 Delete Rule B Incident T... |R [ 7 11 1. 35

@ Fule Properties. .. Identify Speed an... Identify Speed and YWelocity Subtask W 5.0 1142009 4:1... 33
‘iew Live and Rec... Wiew Live and Recorded Yideo Subtask. W 5.0 11f4f2009 4:0... o
Dispatch officer Dispatch officer gj' 5.0 11/4/2009 3:5... 29
Analyze Situation Analyze Situation gj' 5.0 11/4)2009 4.4, 26
Review Incident Review Incident Response Task. W 5.0 11/4)2009 4.4, 26
Response Task Item Response Task Item Rule for Response Workflows 5.0 10/23(2009 6: ... 0

[<]

‘ Status Bar

Step4  Click Add Rule under Manage Rule in the left pane.
The Add Task Item Rule window appears.

Response Task Item Rule Manager - Add Response Task Item Rule i=li]

Rule pame: —— Enter a name for the task item.
. Tasks to analyze situation . .. .
B=gipeo — Provide a description of the task item.
-
Response Task Items: Action Allowed: J <MNone :‘ —— Make a selection to assign importance to
Task Item Complete 1] Update Time Add... \|‘ this alert.
U= Analyze Situation
i P Modify... \ . )
Check Fsuspect s st pre.., [ Yes NiA Click Add to define the task’s checklist
i~ Determine if object set off... [ es NfA Remove .
i.. Take snapshot video and ... || Yes MfA 1tem.
[~]

e |
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Step 5
Step 6
Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Managing Response Task Items W

In the Rule Name field, enter a name for this new task item.
In the Description field, enter information about this task item.

From the Action Allowed field, make a selection to assign importance to this task item. For example, if
the operator should complete this task before being allowed to acknowledge the alert, then select Alert
Acknowledgeable.

Response Task Items: Action Allowed: J <None> d

Compll J <Mone =

Task dtem I Alert Adknowledgeabl
. | i Alert Admowledgeable
by mﬂmabm E Alert Closesble
iw Cherk if eienect ic ctll e 1] vee
Click Add.

The Add Response Task Item window appears.

m?' Respunse Task Ite

Item pame: [l askltem-1

Display description: | Taskltem-1 Display Text

User Input Contral:

Contral bype: Check Box

Default value:

,_-I Yes

|

d

In the Item name field, enter the name of the checklist item.

In the Display description field, enter more information about the checklist item.
Click OK.

The Add Task Item Rule window re-appears.

Muﬁa Task Item Rule Manager - Add Response Task Item Rule m

Rule Name: Analyze Tasks - Video Analyticsew

Description: Tasks to analyze situation w

Response Task Items: Action Allowed: J <Nonez d
Task Item Complete 1] Update Time ¥ \

T | \
Select the primary task item and click Add
&I to define a sub-item for the primary task

item.

oK | Cancel |
= |

If you want to add a sub-item to the primary task item, select the primary task item in the list and click
Add.

The Add Response Task Item - Sub Item window appears.
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W Managing Response Task Items
@ Add Response Task Item- Sub Item Elﬂ
Item pame: ChedkSuspect
Display description: |Check if suspect is still present?
User Input Control:
Contral type: Edit Box ind
Value type: Text ad
Maximum |length: 32
Default value:

Step 13
Step 14
Step 15
Step 16

Step 17

Step 18

In the Item name field, enter the sub-task checklist item you want displayed.

In the Display description field, enter an explanation of this field.

From the Control type field, select the type of field you want to create: Edit Box or Check Box.

For edit boxes:

a. Select the type of information to be captured by the field from the Value type field. Choices are text

or integer.

b. Enter the maximum characters that can be entered in the field in the Maximum length field.

c. Enter the text that should be displayed initially in the field in the Default value field.

For check boxes, determine whether to put a check in this checklist item by default, or leave the item

unchecked, using the Default value field.

User Input Control:

Control type: heck Box [“]

_] fes

Default value:

Click OK.
The Add Task Item Rule window re-appears.

@ Response Task Item Rule Manager - Add Response Task Item Rule
Rule Name: Analyze Tasks - Video Analytics-MNew

s Tasks to analyze situation

w=led

Response Task Items: Action Allowed: | % <Mone> od
Task Item Complete ﬂ Update Time
FE [ Ies
L. Check if suspect is still pres... | ] Yes M/A

Modify..
Remove

oK | Cancel |
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Step19 Click OK to save your new task item.

Managing Response Task ltems

Your new task item now appears in the Response Task Item Rule window.

B

Add Rule

¥ add Rule...

D Madify Rule. ..

E Delete Rule )

=] Rule Properties... B] Analyze Tasks -...
B] Review Inciden...
B] Analyze Tasks -...
B] Dispatch Tasks

EI Identify Speed ...
EI Identify Speed ...
B] viewLiveand R...
B] Response Task ...

W 3.5 9/9(2008 3:30:58 PM

Tasks to analyze situation

Review details of incident tasks W 3.5 992008 3:28:29 FM
Tasks to analyze situation W 3.5 992008 3:29:16 PM
Dispatch officer tasks W 35 9/3/2008 3:14:02 PM
Identify Speed and Velodity W 3.5 9f8(2008 8:04:07 PM
Identify Speed and Velodity W 3.5 9f8(2008 8:02:54 FM
View Live and Recorded Video W 3.5 9f8(2008 8:02:15FM
Task Item Rule for Response Tasks 4.0 3f17/2009 9:18:19 AM

Once you’ve added the task items you need, the next step is to define response workflow rules that
incorporate multiple task items to define a standard operating procedure for alert response. See the

“Managing Response Workflow Rules” section on page 8-9.

Modifying a Response Task ltem

Step 1 Click the Rules icon in the Administration Console.

The Rules window appears.

Step2  Click the Response Task Item icon in the Rules window.

The Response Task Item Rule window appears.

Step3  Click Manage Rule in the left navigation bar.

"] AddRule...
Click Modify - Modify Rue...
Rule. Delete Rule
32| Rule Propertisz
Select the

response task
item to modify.

Manage Response Task ltem Rule - Add. Modify. Delete.

.. | Tasks to analyze situation

.. Tasks to analyze situation

&] Review Indden...
8] Analyze Tasks -...

B] Dispatch Tasks

E] Identify Speed ...
E] Identify Speed ...
B] viewLiveandR...
8] Response Task ...

Add Rule

Review details of incident tasks
Tasks to analyze situation
Digpatch officer tasks

Identify Speed and Velodty
Identify Speed and Velodty

View Live and Recorded Video
Task Item Rule for Response Tasks

9/3/2008 3:30:58 PM
9/9/2008 3:28:29 PM
9/3/2008 3:29:15 PM
9/3/2008 3:14:02 PM
9/3/2008 8:04:07 PM
9/3/2008 8:02:54 PM
9/3/2008 8:02: 15 PM
3/17/2009 9: 18:13 AM
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M Managing Response Task Items

Step 4
Step 5

Step 6

Step 7

Select the response task item you want to modify from the list.

Click Modify Rule under Manage Rule in the left pane.

The Modify Response Task Item window appears.

Mm:: Task Item Rule Manager - Modify Response Task Item ;»_uu-:m

Analysis Tasklist for Video]

Rule Name:

Tasks to analyze situation

Description: =

Response Task Items: Action Allowed: ‘J <Mone =

Task Item Complete Update Time

- Chedk if suspect is still pre... |_]Yes

Remove

. -&Em-_ H —

cos |

Change the properties of the task item as desired. See the “Adding a New Response Task Item” section

on page 8-3 for information.

Click OK.

Deleting a Response Task Item

8-8

Step 1

Step 2

Step 3

Click the Rules icon in the Administration Console.

The Rules window appears.

Click the Response Task Item icon in the Rules window.

The Response Task Item Rule window appears.

Click Manage Rule in the left navigation bar.
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Step 4
Step 5

Step 6

Managing Response Workflow Rules W

¥ AddRule... Manage Response Task Item Rule- Add, Modify, Delete. | = |
Click Delete [} Modify Rule...
Rule. \E Delete Rule

=

. | Taske to analyze situation

s=] Rule Properties.. o] Analyze Tasks -... Tasks to analyze situation 9/9/2008 3:30:58 PM
Ei Review Inciden... Review details of inddent tasks W 35 9/9/2008 3:28:29 PM 69
Select the task Ei Analyze Tasks -, Tasks to analyze situation W 35 99/2008 3:29:16 FM 68
. 7 Ei Dispatch Tasks Dispatch officer tasks W 35 99/2008 3:14:02PM 67
ltem to delete' Ei Identify Speed ... Identify Speed and Velodty W 35 9f8/2008 8:04:07 FPM 64
Ei Identify Speed ... Identify Speed and Velodty W 35 9f8/2008 8:02:54 FPM 63
Ei View Live and R... View Live and Recorded Video W 35 9/8/2008 8:02:15 PM 62
Ei Response Task ... Task Item Rule for Response Tasks 4.0 3/17/2009 9:18:19 AM a7

EE Rule View

s Manage Rule
&
v

Add Rule

Select the response task item you want to modify from the list.
Click Delete Rule under Manage Rule in the left pane.

A confirmation dialog box appears.

? ) Do you want to delete rule - Analysis Tasklist for Video ?
T

Click Yes to delete the response task item.

Managing Response Workflow Rules

You can build response workflow rules that define the standard operating procedure for responding to
different types of alerts. Response workflow rules are built from response task items, and are applied to
specific types of alerts.

See the “Managing Response Task Items” section on page 8-2 for information about adding new
response task items.

Adding a New Response Workflow Rule

Step 1

To add a response workflow rule:

Click the Rules icon in the Administration Console.
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Bl Managing Response Workflow Rules

Click the Rules
icon in the
Administration
Console.

File Wew Tools Help

B

Mavigation LJ LJ Physical Security Information Management
Administration d Administration Control Panel - Categ
av . s i el
e lr‘:‘;" Manage maps, monitoring tree,
zones, areas, sensors, tracking
al = devices and resources.
Environment e
Secunty
@ Manage security roles, permissions,
Rules uzers and user groups.
: =
Seaurhy [~ ] Yidea Integrafion

Configure video service modules
and camera topology.

Business Logic
Manage business logic templates
and PowerShell script lbrary

Rules

b anage rules for response
workflow, reporting and alert
collapsing,

Diagnostics
hanage audi report, administration
system alerts and monitorintg tasks

EventIntegration

Ik anage integration modules, user
alert types, extemnal alert types and
$BNE0T MApPIng.

The Rules window appears.

File  Wiew Tools  Help

Mavigation CJ CJ Intelligent Physical Security Management
Administration %] . n Control Panel - Rule
[ LA Apply Bules
'ﬂ Apply response workflow and alert
collapsing rules.
al C=1
Environment
Click the = I /:E Response Worldlow
tanage responze warkflow wles:
ReSpOHSC Rules I 5dd. configure, delete rules.
Workflow 7 =0
icon in the e a
Rules Repart
window. tanage report rules: add, configure,
. delete nules

Cthers

===

Alert Collapsing
tanage alert collapsing rules: add,
configure, delete les.

Response Task tem
Manage response task item rules:

| add. configure, delete rules

Back

Back to previous view

Step 2

Click the Response Workflow icon in the Rules window.

The Response Workflow Rule window appears.
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Existing

E] Response Task Itkem

=:l Alert Collapsing Rule

Reesponse Wirkflow Rule

Managing Response Workflow Rules

hManage R

Update Time

response
workflow rules.

Feepart Rule

_S Maniage Rule

Status Bar

11)4) 9454
E Response Waorkfl.., Response WarkFlow Far DOTL w50 110412009 4;2... a7
E Response Woarkfl.,,  Response Workflaw Far Physical Tamper at Keyp... o7 5.0 110412009 4;2... 36
E Respaonse Warkfl.., Response WarkFlow For Radar Alert w50 110412009 4:1... 34
E Response Waorkfl.., Response WorkFlow Far Farced Doar Entry Alert w50 110412009 4:0... a1
E Response Waorkfl..,  Response Workflow For Video Analvtics w50 110412009 3:5... a0
21 Response Waorkfl...  Rule to assign Response WarkFlow based on trig... 5.0 100232009 6., z

<]

Step3  Click Manage Rule in the left navigation pane.
Click Add | #7 addRue..
Rule. [ Madify Rule...
3 D Name Description ¥er.. Update Time R.. v
: |22 S I
32| Rule Properties. .. @ Response Workfl...  Response Workflow For DOTL W 5.0 11f4f2009 4:2... 37
@ Response Workfl..  Response Warkflow For Physical Tamper at Keyp... 7 5.0 11f4f2009 4:2... 36
@ Response Workfl...  Response Workflow for Radar Alert W 5.0 11f4f2009 4:1... Kz}
@ Response Workfl...  Response Workflow For Forced Door Entry Alert W 5.0 11f4f2009 4:0... 31
@ Response Workfl...  Response Workflow for Yideo Analytics W 5.0 11f4f2009 3:5... 30
@ Response Workfl...  Rule to assign Response Workflow based on trig. .. 5.0 10f23/2009 6:... z
o=
g_:l Rule Wiew
2
v
Add Rule
Step4  Click Add Rule under Manage Rule in the left pane.

The Add Response Workflow Rule window appears.

| oL-24230-01
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M Managing Response Workflow Rules

Step 5
Step 6
Step 7

Step 8

Step 9

Step 10
Step 11
Step 12

—— Enter a name for the response workflow rule.

Rule Name:
Description: Regpanse Workflow for Video Analytics Alert | Provide a description
Help File URL: —— — If you have web-based instructions for this
response workflow rule, enter the URL here.
Tasks List:
Task Item Complete (1] UpdateTime  kad  add. J
» o T TR T
H Modify... . . . .
- Locate alarm onmap and ... j"es N/A =T IN Click Add to include response task items with
i~ Review recorded video ‘Yes A Remove .
N ctcn o vdeo Hves A this response workflow rule.
(- Analyze Situation [ves MfA
Check if suspect is still pre... [ Yes N/A
Determine if object set off... | |Yes MfA
L. Take snapshot video and ... || Yes A
|t Dispatch officer [ves ‘E Mja a2

e |

In the Rule Name field, provide a name for the new response workflow rule.
In the Description field, enter information about this response workflow rule.

If you have web-based instructions for this response workflow rule, enter the URL in the Help File URL
field. The web address should be entered as a full HTTP address; for example,
“http://www.mycompany.com/instructions/sop.html”.

Click Add to include response task items as part of this response workflow rule.

The Select a Response Task Item Rule window appears.

Select an Response Task Item Rule

L_] Mame Description Type - Upda..

Mew...
 EIR medent...| | & [s0lup) -Ti—l Select a response task item from the list.
E] Identify... Identify Speed and Veloci... W’ 5014, 33 ml
_E_'] Yiew Liv,,, View Live and Recorded V... W’ 5.0/114.. | 32
E] Dispatc... Dispatch officer W’ 5.0/114.. 29
_E_'] Analyze,.. Analyze Situation W’ 5.0 114, 2B
E] Review ... Review Incident Respons. .. W’ 5014, 26
_E_'] Respon... Response Task Ikem Rule. . S0 10/23... 20

ok —: Click OK.
Cancel d|

Select the response task item you want to add from the list.
Click OK.
Add as many response task items as you need to the response workflow rule.

Once you have your response task items selected, you need to determine which response task items must
be completed before the alert can be acknowledged, and closed. Then:

a. Select the response task item from the list.
b. Click Modify.
The Modify Response Task Item window appears.

Administering Cisco Physical Security Operations Manager
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Managing Response Workflow Rules

FY Response Task Item Rule Manager - Modify Response Task Item Rule ™ &%

Rule Name: Review Incdent

Review Inddent
Description:

Action Allowed: J <Mone >

Bompl> <Mone =
A% Alert Adinowledgeable

Response Task Items:

Task Item

— Make a selection from the Action
Allowed field.

k|

add...

Modify... |

e . Alert Closeable
i~ Locate alarm onmap and ... ]ves —
Review recorded video [ ves MfA
L. Review Live Video [ ves MN/A

Remove

a

|

c¢. From the Action Allowed field, select either Alert Acknowledgeable or Alert Closeable.

d. Click OK.
)
Note  You must have a task item assigned as Alert Closeable.
Step13  Your completed Add Response Workflow Rule window may appear similar to the next screen.
5| Response Workflow Rule Manager - Add Response Workflow Rule =l
Rule Name: Response Warkflow - Videa Analytics-New
Description: Respanse Workflow for Video Analytics Alert d
|
Help File URL:
Tasks List:
Task Item Complete (] UpdsteTme  ad  Add..
b o (YT = e |
> Locate alarm onmapand ... | |Yes
Review recorded video |_|ves
LR Live Vid =l . .
& Maly:Zl;‘;inl = gv: This task item must be completed before the
i Check ifsuspectis stil pre... []ves alert can be acknowledged.
Determine if object set off... | |Yes
| Take snapshot video and ... ] Yes — This task item must be completed before the
& Dispateh officer tes alert can be closed.
oK | Cancel Jl
Step14 If you want to remove a task item, select it in the list and click Remove.
Step15 If you want to modify a task item, select it in the list and click Modify.
Step16 Click OK when you’re finished.

The final step is to apply the response tasks rule to an alert type. See the “Applying a Response Workflow

Rule to an Alert Type” section on page 8-15 for information.

| oL-24230-01
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Bl Managing Response Workflow Rules

Modifying a Response Workflow Rule

To change a response workflow rule:

Step 1 Click the Rules icon in the Administration Console.
The Rules window appears.
Step2  Click the Response Workflow icon in the Rules window.
The Response Workflow Rule window appears.
Step3  Click Manage Rule in the left navigation pane.
Click Modify—_| T #8t0
dify Rule. .. =
Rule. || 2 e [<3] ¥er.. Update Time
slska D la
Select the mmes k.. -
response :_:l Rule Properties. .. h Response Workfl...  Response Workflow For DOTL 11,|'4;’ZDDQ 1z,
workﬂow ﬂlle @ Respanse Workfl.,,  Respanse Workflow For Physical Tamper at kKevp.., o/ 5.0 1142000 4:2.., 36
@ Response Workfl,..  Response Workflow For Radar Alert W 50 11f4fz000 4:1... 2}
you want to @ Response Workfl,.. Response WorkFlow For Forced Door Entry Alert W 50 1142009 4:0.., 31
Change' @ Response Workfl... Response Workflow For video Analytics W 50 11/4{2009 3:5... 30
@ Response Workfl...  Rule to assign Response WorkFlow based on brig. .. 5.0 10/2302009 &:... z
gE Rule Yiew
2
Add Rule
Step4  Select the response workflow rule you want to change from the list.
Step5  Click Modify Rule under Manage Rule in the left pane.
The Modify Response Workflow Rule window appears.
il S Ll 1 = J'm/Modlfy the name of the response workflow
Rule Name: 500 orkflov leo Analytics| rul
ule.
D o Response Workflow for Video Analytics Alert . o
sesenenen ———— Modify the description.
R _/i —— If you have web-based instructions for the
_ response workflow rule, enter a URL here.
Tasks List:
—T Complet= | [1] | Update Tme / Click Add to include response task items.
Review Incdent |
Al greer -  Modiy. =" Select a response task item and click
ocate alarm onmap and .. |_-|‘(es NfA 5
Review recorded video [I¥es N/A Remove \‘ MOdlfy to make Changes'
L. Review Live Video [ves NJA \ . .
£ Analyze Situation O ves m Select a response task item and click
- Chedk if suspect is still pre... |_|Yes NjA Remove to delete it from this rule.
etermine if object set off... []Yes NfA
| Take snapshot video and ... | Yes N/A
H Digpatch officer [ves E NfA
coad |
Step6  Make changes as necessary and click OK.
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Applying a Response Workflow Rule to an Alert Type

Deleting a Response Workflow Rule

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Applying a

To remove a response workflow rule:

Click the Rules icon in the Administration Console.

The Rules window appears.

Click the Response Workflow icon in the Rules window.
The Response Workflow Rule window appears.

Click Manage Rule in the left navigation pane.

*9 addRule...

Click Delet Modify Rule...
Rule. e\ =

< Description
| & Delete Rule

o Alert

Select the =] Rule Properties...

response @ Respanse Workfl..,  Response Workflow For Physical Tamper at Kevp.., o 5.0 11/4/2000 4.2, 36

WOI'kﬂOW rule @ Response Workfl,..  Response Workfow For Radar Alert W 5.0 11f4fz000 4:1... 2}
@ Response Workfl,.. Response WorkFow For Forced Door Entry Alert W’ 5.0 11/4/2009 4.0, 31

you want to @ Response Workfl... Response Workfow For Wideo Analytics W 5.0 11/4/2009 3.5... 30

remove. @ Response Workfl,.. Rule to assign Response Workflaw based on trig... |52 5.0 10/23/2009 6:... z

E‘ Response Wiorkfl...

Response Workflow For DOTL

11/4/2009 4:2..,

_EI Rule Wigw

3 Manage Rule

Add Rule

Select the response workflow rule you want to remove from the list.
Click Delete Rule under Manage Rule in the left pane.

A confirmation dialog box appears.

\:.5) Do you want to delete rule - Response Workflow - Video Analytics ?

12
a

Click Yes to remove the response workflow rule.

Response Workflow Rule to an Alert Type

You can apply a response workflow rule to an alert type to specify standard operating procedures for
responding to that alert type across PSOM. Only one response workflow rule can be applied for each
alert type.

| oL-24230-01
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W Applying a Response Workflow Rule to an Alert Type

To apply a response workflow rule to an alert type:

Step 1 Click the Rules icon in the Administration Console.
File  Wiew Tools  Help
Narvigation CJ CJ Physical Security Information Management -
Administration % | Control Pal ,,/
Click the Rules SR == Rules
iCOl’l i[l the M anage maps, monitoring tree, /J anage wiles for response
zones. areas, sensors, fracking workflow, reparting and alert
Administration devices and resources. ® 1 collapsing.
Console. =
Security Diagnostics
M anage security roles, permissions, Manage audit report, administration
users and user groups. system alerts and monitorintg tasks.
= ==
Yideo Integration 3 EventIntegration
Canfigure videa service modules —w tanage integration modules, user
and camera topology. alert types, external alert types and
® 1 2ENLON MApRIng.
Business Logic
 anage business logic templates
and PowerShell script library
The Rules window appears.
Fila  Wisw Iools” Help
Navigation L_J CJ Intelligent Physical Security Management 2
Administration a Administration Cantral Panel - Ru [ ,,A
Click the pro— ApplyRules A, | AlertCollapsing
Apply Rules Apply response workflow and alert '—-_:_5;.' ! tanage alert collapsing rules: add,
R i collapsing rules. | conligure, delete ules
icon in the i =
Rules .
window. Response Workflow (& | Response Task hem
tanage responze warkflow wles: /—E l tanage response task item rulkes:
add, configure, delete rules. | add. configure, delete rules.
P==E J
Report @ Back
tanage repoit iules: add, configure, Back to previous view
delete rules
2=
#=| Others
—
&
Step2  Click the Apply Rules icon in the Rules window.

The Apply Rules window appears.

[l Administering Cisco Physical Security Operations Manager
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Step 3
Step 4

Step 5

Click Response
Workflow Rule.

™ Rule Management

ot Al

@ Response Workflow Rule

#Assign response workklow to owners ot alert For standard operation procedure, ete,

Applying a Response Workflow Rule to an Alert Type

o

(= " glert Collapsing Rule

Collapse duplicate alerts into one alert Folder, etc.

Click Response Workflow Rule.

Click Next.

The Applied Rules Management window appears.

Applied Rules Management - Airport

Appl

Monitaring Tree:

)3 #rizona
(33 Commuter Terminal
..3 43 Perimeter North
1 3 Perimeter West

= ¢ Terminal 1

ﬂ @ Terminal 2 East

i 43 Terminal 2 West
d 43 Undesingated Zone

» A

Response workflow rules of the selected zane:

Name

Response ...
Response ...
Response ...
Response ...
Response ...
Response ...
Response ...
Response ...
Response ...
Response ...
Response ...

Response ...

Description

Respo ol Ert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert
Reesponse WorkFlow For Yideo Alert

Reesponse WorkFlow For Yideo Alert

1114(2009 ..,
1114f2009 ..,
1114(2009 ..,
1114f2009 ..,
1114(2009 ..,
1114f2009 ..,
1114(2009 ..,
1114f2009 ..,
1114(2009 ..,
1114f2009 ..,
1114(2009 ..,
1114f2009 ...

g

Mext Cancel 4

Click Next.

~

Note  For this release, response workflow rules can only be applied to the top-level node in the
Monitoring Tree. Therefore, no action needs to be taken on this screen.

The Apply Response Workflow Rules to Monitoring Zone window appears.

| oL-24230-01
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M Applying a Response Workflow Rule to an Alert Type

Add

Remove |

) AlertT... J Source + Name Update Time

> IS 2
0

AMAG 5., @ AMAG Response WorkFlow ., 11742009 4:46:05 PM |

A

o Commend @ Cormend Response WarkFlow ., 11/4/2009 4:46:08 PM Eroperties... |
o Camme, .., @ Commend Response WorkFlow ., 11742009 4:46:05 PM

o Camme, .., @ Commend Response WorkFlow ., 11742009 4:46:05 PM

o Cisco Ph... @ CPAM Response WorkFlow ., 11742009 4:46:00 PM

o Cisco Ph.., @ PAM Response wiorkflow ., 11/4/2009 4:46:09 PM

o Cisco Ph.., @ PAM Response wiorkflow ., 11/4/2009 4:46:09 PM

o GE Pictu,., @ GEPP Response wiorkflow ., 11/4/2009 4:46:09 PM

o GE Pictu,., @ GEPP Response wiorkflow ., 11/4/2009 4:46:09 PM

o DenCdL... @ HirschMom,., Response wiorkflow ., 11/4/2009 4:46:09 PM

o RdrTam... @ HirschMom,., Response wiorkflow ., 11/4/2009 4:46:09 PM

o Remainder @ HirschMom,., Response wiorkflow ., 11/4/2009 4:46:09 PM

o Remainder @ Hirschyelocity Response wiorkflow ., 11/4/2009 4:46:09 PM

P T L e+ e ud

Cancel

Step6  Select the alert type(s) to which you want to apply a response workflow rule. You can use Ctrl and Shift
keys to select multiple alert types, as shown next.

() AlertT... | source = Name Update Time

| Bl |amac

@ AMAG Response ‘warkflow |

e |

Remove |
; Properties... |
@ Commend Response wiorkflow ., 11/4/2009 4:46:08 PM
@ Commend Response wiorkflow ., 11/4/2009 4:46:08 PM
o M o L
o Cisco Ph.., @ Pl Response wiorkflow ., 11/4/2009 4:46:09 PM

o Cisco Ph.., @ PAM Response wiorkflow ., 11/4/2009 4:46:09 PM
o GE Pictu,., @ GEPP Response wiorkflow ., 11/4/2009 4:46:09 PM

o GE Pictu,., @ GEPP Response wiorkflow ., 11/4/2009 4:46:09 PM

o RdrTam... @ HirschMom,., Response wiorkflow ., 11/4/2009 4:46:09 PM
o Remainder @ HirschMom,., Response wiorkflow ., 11/4/2009 4:46:09 PM

Cancel

Step7  Click Add.

The Select a Response Workflow Rule window appears.

Select an Response Workflow Rule

'__1 Name Description e Mew, ., |
%Respon. Response Workflow For D, .. w50 14, ﬁ ml
@ Respon... Response Workflow For P... [S*L-NIRE S T -
@ Respon... Response Workflow For R, @ 5.0 14, 34
@ Respon... Response Workflow For ... @ 50 14, 31
@ Respon... Response Workflow For ¥i... W' 50 4L, 30
@ Respon... Rule ko assign Response ... .0 10023, 2

O

Cancel

Administering Cisco Physical Security Operations Manager
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Step 8

Step 9

Step 10

Step 11

Enforcing Task Completion in the Operation Console Il

Select the response workflow rule you want to apply to the selected alert types.

>

Note If you want to see the details for a response workflow rule, select it and click Properties. If you
want to add a new response workflow rule, select the rule upon which you want to base your new
rule and click New. The Add Response Workflow Rule window appears where you can set the
properties of the new rule.

Click OK.
The Apply Response Workflow Rules to Monitoring Zone window re-appears.
Click Apply.

A confirmation dialog box appears.

Fule 'Response WorkFlow - Video Alert (AMAG Symmetry All Event)' has been removed successfully!
i Rule 'Response Worlflow - Wideo Alert {Commend)' has been removed succassfully!
Fule 'Response Workflow - Wideo Alert {Cisco PhysicalccessManager Remainder Alert)' has been removed successfully!
Rule Response Warkflow - Video Alert (DenCdLocalGrant) has been removed successfully!
Rule 'Response Workflow - video Alert (Remainder)’ has been removed successfully!
Fule 'Response WorkFlow - Video Alert (AMAG Symmetry All Event)' has been added successfully!
Rule 'Response Worlkflow - Wideo Alert {Commend)' has been added successFully!
Fule 'Response Workflow - Wideo Alert {Cisco PhysicalfccessManager Remainder Alert)’ has been added successfully!
Rule 'Response Worlflow - Wideo Alert {DenCdlocalGrant) has been added successFully!
Fule 'Response Workflow - Wideo Alert (Remainder)' has been added successfully!

Click OK.

Enforcing Task Completion in the Operation Console

Step 1

Step 2

By default, operators must complete tasks designated as Alert Acknowledgeable or Alert Closeable
before being able to acknowledge or close an alert. For example, if an operator tries to close an alert for
which there are open tasks, an error message will appear.

If you want to disable this behavior, and allow operators to close alerts even though critical tasks have
not been completed, you can set a preference in the Administration Console.

You can also choose not to enforce task completion for false alarms by setting a server preference.

To change behavior for response task completion:

Select File > Preferences.

ile  View Tools Help

Logoff x|
Preferences (%]

[
i

a2
1
L7

a

Exit

Click All Consoles under Server.

| oL-24230-01
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M Enforcing Task Completion in the Operation Console

Preferences,

[= Console (Per User)

Server Preferences

General .
Alert Al
Email —Operation Console
[i5r Console (Per Computer)
General Minimumn console update interval: 5 d seconds
Server
= General I~ Maimum number of alerts displayed in the list: =]
[0l Consales

Customize alert sound by alert bype: Sound... |

—alert Management Console

Identity Management

Minirurn console update interval; 5 {4 seconds

—alert Details Window

Minimum window update interval: 5 a seconds

—Monitaring Hisrarchy

Sork order of hierarchy node name: Ascending o

—Incident Package
¥ Incident Package location:

:hdemo'\package_folder

Respanse Workfow
™ Don't enforce task completion by alert status configuration

I~ Don't enforce task completion if alert is ‘False Alarm’

Apply | (a3 I Cancel |

Step3  Check the Don’t enforce task completion by alert status configuration option if you do not want to
require users to complete Alert Acknowledgeable and Alert Closeable response tasks for open alerts.

Step4  Check the Don’t enforce task completion if alert is ‘False Alarm’ option if you do not want to require
users to complete response tasks for false alarms.

Step5 Click OK.

When the Don’t enforce task completion by alert status configuration option is checked, the operator
will receive an alert message when attempting to close an alert with outstanding response tasks. The
operator will not, however, be prevented from closing the alert anyway.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



CHAPTER

Managing Alert Collapsing Rules

You can set up an alert collapsing rule to determine when similar alerts should be grouped together.

This chapter describes how to collapse similar alerts under a single listing in the Operation Console. It
includes these topics:

e Collapsing Similar Alerts Under a Single Listing, page 9-1
e Adding an Alert Collapsing Rule, page 9-2
e Applying an Alert Collapsing Rule, page 9-5

Collapsing Similar Alerts Under a Single Listing

You can configure and apply an alert collapsing rule to reduce duplicate alerts and fold similar alerts
under a single listing in the Operation Console.

Collapsed alerts are consolidated under a single listing in the Alert List Pane of the Operation Console.
The Occurrence column will show a number greater than 1 (one) in this case. To expand these listings,
operators right-click the top-level listing and select View Collapsed Alerts from the menu.

Administering Cisco Physical Security Operations Manager
I oL-24230-01 .m



Chapter 9

Managing Alert Collapsing Rules |

Il Adding an Alert Collapsing Rule

—

o Ol el E

ol Q@O

iﬁ\e Monitoring  Extensions  View  Tools Help

ERENE GRS EE
J

Navigation Ld
Monitoring Hierarchy d
Dcisco s 4) n
25 @ znet (4)
» b )areat

[ Ssummary view | [&H] Map View | [E] Table view

Ssverity  Status - Occurrence Sensor

If the number in the

: » Wigh 1] Open o= D... 1 T2WP32A...
Occurrence column is s [
more than 1 (one), there | A Medi. [t open - Remainder Alrm atExp. Input... D.. €D Alarm...
are collapsed alerts A\ Medi.. (1| Open " Remainder Forced Entry atInp... D... 2 PXT1G11C

Mritoring Hierarchy

$=| others

&l paa <o oooa

World Coordinate: (150,-122)

aueg apis

Occur Time EELT L
4/14/2009 5:46:34 AM EIREE 25
I XD
4/14/2009 5:44:24 AM R 23
4/14/2009 5:42:38 AM gl e 22

A0 B O @roeeseyroma] ol &4

Adding an Alert Collapsing Rule

To add an alert collapsing rule:

Step 1 Click the Rules icon in the Administration Console.

File Wiew Tools Help
Click the Rules —sviastion
icon in the
Administration
Console. Environment Rules
= Manage maps. monitaring tree, Manage les for response
20nes, areas, sensors, tracking workflow, reparting and alert
= [_ = devices and resources. = collapging.
Security Diagnostics
Manage security rales, permissions, Manage audit report, administration
uzers and uger gioups, syztem alerts and manitorinkg tasks.
= ==
= Yideo Integration ¥ EventInte gration
Configure video service modules Manage integration modules, user
and camera topology. alert types, external alert types and
B e 3EN30r MApPIng.
Business | ogic
Manage business logic templates
and PowerShell scipt library
— =
]| B—
2

The Rules window appears.
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Adding an Alert Collapsing Rule

File  Wiew Tools  Help
Mavigation D D‘

Administration a

Intelligent Physical Security Management

Administration Control Panel - R

Click the Alert

Collapsing icon in — Apply Rules Alent Collapsing
the Rules window. Apply response workflow and alert td anage alert callapsing rules: add.
IEI - collapsing iles. - configure, delete rules.
Environment
Response Workflow [ Response Task ltem
I anage responze workflow rules: ..-—E  anage response task item les:
- add, configure, delete ules. - add, configure, delete rules.
e=—
Report @ Back
Manage report rules: add. configure, Back to previous view

- delete rules.

Others

[«

Rules Category || j Powered By Proximex | E ‘

Step2  Click the Alert Collapsing icon in the Rules window.
The Alert Collapsing Rule window appears.

Responss WorkFlow Rule

ii Response Task kem
Alert Collapsing Rule

Report Rule

Manage Rule

[«

| Status Bar

Step3  Click Manage Rule (in the left navigation pane).

Administering Cisco Physical Security Operations Manager
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Il Adding an Alert Collapsing Rule

Click the Add Y Add Rule...
Rule button. [ todfy Rule...
D Name Description ¥er.. Update Time R..
a Delete Rule 3 Default Collapse ... |Default rule For collapsing alerts 6

5| Rule Properties...

EE Rule Yigw

s Manage Rule

[¢¥]

Skatus Bar

Step4  Select the default alert collapsing rule you want to customize.
Step5 Click Add Rule under Manage Rule (in the left navigation pane).
The Add Alert Collapsing Rule window appears.

efault Col

All Rule-Mew|

Enter a name for this custom —————— Rule Name:

alert collapsing rule. Description: Default rule for collapsing alerts =
Enter a description for this =
custom alert Collapsing rule. Collapsing Parameters:

Description Value a

B oo e it e v ey F]
Set the Conditions lll'ldel' + Co:pse Tlerm generated within ti"lns h'm:({... 1]
. .. . -~ Archive alert every n times itis collapsed (... 1
which similar alerts will be c .
N . L. + Collapse when severity of an alert matches {0y Al

COllapsed mnto a Slngle hStlng~ - Collapse alert when alert description matches .
i Collapse alert when the sysalertid matches -1

Collapse alert when alert sensor name mat... %

Click OK. " o ] o ||

Step6  Enter a name for the custom alert collapsing rule in the Rule Name field.
Step7  Enter a description for the custom rule in the Description field.

Step8  Set conditions under which similar alerts will be collapsed into a single listing in the Collapsing
Parameters area:

a. Click the Yes option next to Collapse alerts with the following criteria? to enable alert collapsing.
If you deselect this option, alerts will not be collapsed.

b. Set the number of minutes after which similar alerts will be collapsed next to the Collapse alerts
generated within this time field.

c. Determine when to archive alerts by setting the number of times the alert can be collapsed before it
is archived next to the Archive alert every n times it is collapsed field.

d. Indicate the severity level that an alert must have to be collapsed by making a selection from the
pulldown menu next to the Collapse when severity of an alert matches field.

Administering Cisco Physical Security Operations Manager
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Applying an Alert Collapsing Rule 1l

Collapsing Parameters:

Description Value
|t Collapse alerts with the faollowing criteria? []ves
i Collapse alerts generated within this tme (... 0

[T

- Archive alert every n times it is collapsed (... 1

i Collapse alert when the sysalertid matches @ Low

Collapse alert when alert sensor name mat. .. A\ Medium
&) High
@ critical

V]

e. Collapse alerts that have a certain alert description by entering the description keywords next to the
Collapse alert when alert description matches field.

f. Collapse alerts that have a certain system alert ID by entering the sysalertid value next to the
Collapse alert when the sysalertid matches field.

g. Collapse alerts that were generated by a certain alert sensor by entering the sensor name next to the
Collapse alert when alert sensor name matches field.

All conditions must be true for alerts to be collapsed.
Step9 Click OK.
Your new alert collapsing rule appears in the PSOM Rule Manager.

Now you need to apply the alert collapsing rule to activate it for your environment.

Applying an Alert Collapsing Rule

To apply an alert collapsing rule:

Step 1 Click the Rules icon in the Administration Console.

File Wiew Tools Help

Mavigation el LJ

Physical Security Information Management

Administration (<]
Click the Rules — “':'f'“ s | 2 Rules
iCOTl in the ‘:‘" Manage maps. monitaring tree, /j Manage wiles far response
. ) 2ones, areas, sensors, fracking workflow, reparting and alert
Admlnlstratlon ﬂ o— devices and resources. ] collapsing.
COHSOIC. Environment
= Security - Diagnostics
Manage security oles. permissions, ’-m Manage audit report, administration
Rules uzers and user gioups, system alerts and manitorintg tasks.
e @ 1]
&
Security .J Yideo Integration ¥ EventIntegration
Configure video service modules —'w Manage integration modules. user
and camera topology. alert types, external alert types and
® S SENSOr MApPIng.

!
@
T administrati lZ
Business Logic
o Manage business logic templates
2= Others R and Powers hell script library
—

Administering Cisco Physical Security Operations Manager
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I Applying an Alert Collapsing Rule

Step 2

Step 3
Step 4

The Rules window appears.

Intelligent Physical Security Management

Caontrol Pa

Apply response workflow and alert
collapsing ules.

File Wiew Tools Help

Marvigakion u LJ

Administration (% | Administrs
Click the _
Apply Rules e e
icon in the o e
Rulcs Enviranment =
window.

E.»Ej Others

i

Response Workflow

M anage response workflow rules:
add, configure, delete rules.

Report

M anage report rules: add, configure,

delete rules

Alert Collapsing
t anage alert collapsing rules: add,
canfigure, delete rules.

Response Task ltem

M anage response task item les:
add, configure, delete rules.

Back

Back to previous visw

Click the Apply Rules icon in the Rules window.

The Apply Rules window appears.

Click the Alert
Collapsing icon
in the Apply
Rules window.

Click the Alert Collapsing Rule icon in the Apply Rules window.

Click Next.

" Response Waorkflow Rule

Assign response workbow ko owners ot alert for skandard operation procedure, eto,

% len Collapsing Rule

(€]

Collapse duplicate alerts into one alert folder, etc,

et | Cancel |
o |

The Apply Rules window appears.

[l Administering Cisco Physical Security Operations Manager
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Managing Alert Collapsing Rules

Step 5

Step 6

Select the global zone
and click Next.

5 Rule Manager - Apply Rules

Applied Rules Management - Airport

Monitoring Tree:

ort
& Terminal 1

(| &) Terminal 2 East

bl g3 Terminal 2 West

ﬂ & Commuter Terminal

ﬂ ® Perimeter West

(32 Perimeter North

d o Arizona

Alert collapsing rules of the selected zone:

Applying an Alert Collapsing Rule

||h1l2

Descripts

Update Ti.

Select the global zone and click Next.

~

Click Next.

Note

Alert collapsing rules can only be applied to the global zone (top node).

The Alert Collapsing Rule Manager window appears.

1ply Alert collapsingrules to Monitoring Zone

Update Time Add...

Remove

Properties...

il

Cancel |

Click the Add button.

The Select an Alert Collapsing Rule window appears.

Click the Add button to add a new alert
collapsing rule to the global zone.

[ oL-24230-01
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Applying an Alert Collapsing Rule

Step 7
Step 8

Step 9

Select an Alert Collapsing Rule

—% |

oK ——: Click OK when you’re done.

Cancel J

Select the alert collapsing rules you want to apply.
Click OK.

The rules you selected appear in the Alert Collapsing Rule Manager window.

apply &lert collapsing rules b Monitaring Zone

The rules you selected —| Dame Description Update Time
now appear in this section IR EEEEE e GEIENDEI  pemove |
of the Alert Collapsing Eropertis... |

Rule Manager window.

Click Apply to save your changes. The chosen alert collapsing rules will be applied to the global zone.

| Select all the alert collapsing rules
you want to apply to the global zone.

B Select multiple rows using the SHIFT
LR or CTRL keys.

[l Administering Cisco Physical Security Operations Manager
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CHAPTER 1

Customizing Reports

Within the Operation Console, operators have a number of reports they can execute to monitor response
times and other administrative functions. From the Administration Console, all of these reports can be
customized.

This chapter covers:
e Types of default reports provided by PSOM
e How to customize a default report
This chapter includes these topics:
e Types of Default Reports, page 10-1
e Customizing a Report, page 10-2
e Modifying a Custom Report, page 10-8
e Deleting a Custom Report, page 10-9
e Setting a Default Directory for Incident Packages, page 10-10

Types of Default Reports

From the Operation Console, operators can run the default reports that Table 10-1 describes.

Table 10-1 Reports that Operators can Generate with the Report Wizard
Report What it Tells You
Alert Count Daily Report How many alerts occurred each day of the week for the specified

time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

Alert Count Hourly Report How many alerts occurred each hour of the day for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of sensors that generated them.

Alert Detail Report What alerts occurred during the specified time period. It includes
details about the alerts including: severity, status, alert type, sensor,
location, and occur time.

Alert Response Time By Alert |How long it took, on average, to respond to alerts. It shows the
Type Report average response time for different alert types, alert severities, and
zones/areas/sensors.

| oL-24230-01
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M Customizing a Report

Table 10-1

Reports that Operators can Generate with the Report Wizard (continued)

Report

What it Tells You

Dispatch Incident Report

How long it took, on average, for alerts to be dispatched once they
occur.

Operator Alert Count Report

How many alerts each operator closed.

Operator Alert Response Time
Report

How long it took for different operators to respond to alerts.

Operator End of Shift Report

How many alerts were handled by a specific operator during a shift.

Top X Alert Response Time

How long, on average, it took to respond to different alert types.

Report Data is sorted by alert counts, in ascending order.
Top X Alerts By Alert Type How many alerts occurred, by alert type, including a list of all
Report sensors that raised each alert type.

Top X Alerts By Area Report

How many alerts occurred in each monitoring area.

Top X Alerts By Sensor Report

How many alerts were raised by each sensor.

Top X False Alerts By Sensor
Report

How many false alerts were raised by each sensor.

Top X Simulated Alerts By
Sensor Report

How many simulated alerts were raised by each sensor.

Customizing a Report

To customize a report:

Step 1

File  Wiew Tools  Help
Mavigation

Administration

I Physical Security Information Managemen!

Click the Rules icon in the Administration Console.

A

Control Pane

Click the Rules —
icon in the

Administration o
Console. Environmenk

Rulzs

2

Security

% Tools

§E Others

The Rules window appears.

— .. = e
E;. r‘ﬂ Manage maps, monitoring tree, _/__j tanage rules for response
-l.gj zones, areas, sensors, acking workflow, reporting and alert
- T devices and resources. - . collapsing
@—i o—i
Securily — Diagnostics
Manage security woles, permissions, ﬁ Manage audit report, administration
users and user gioups. system alerits and monitorintg tasks
—l o—l
= Yideo Integration 3 EwventIntegration
Configure video service modules = tanage integration modules, user
and camera topology: alert types, extemal alert types and
®&—1 5—1 $ENSON Mapping.

Business Logic
Manage business logic templates
and PowerShell scipt library

[l Administering Cisco Physical Security Operations Manager
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Customizing Reports

Step 2

Step 3

File Wiew Tools Help
Navigation L]

Administration d

) | Apply Rules
,—‘ﬂ | Apply response workflow and alert

Home
| collapsing nles.
o =

| Response Workflow
| Manage responze workflow rules:
| add. configure, delete rules.

Intelligent Physical Security Management

Click the Pz
Report icon in o = |
| Report
the Rules | nepott !
. | Manage report rules: add, configure,
window. | delete nules.

Others

Customizing a Report

| AlertCollapsing

It anage alert collapsing rules: add.

| configuie, delete rules.

[ Response Task ltem

I anage response tazk item nles;

| add. configure, delete rules

Back

Back to previous view

Click the Report icon in the Rules window.

The Report Rule window appears.

@ Response Wiotkflow Rule

port Fule - Add

Ej Response Task Ikem
=t| Alert Collapsing Rule

‘_\ﬁ Report Rule

1 alert Count Daily Repart

Default reports.

1 alert Count Hourly Report
Alert Detail Report
1 alert Response Time By Alert Type Repart

1 Operator Alert Count Report

1 Operator Alert Response Time Repaort
Operator End of Shift Repart
1 Top ¥ Alert Response Time Report

1 Top ¥ alerts By Alert Type Report
1 Top ¥ Alerts By Area Repart
1 Top ¥ Alerts By Sensor Repart

Top ¥ False Alerts By Sensor Report

5 Manage Rule

1 Top ¥ Simulated Alerts By Sensor Report

4  Description

Shows tokal count of alerts duri...
Shows tokal count of alerts duri...
Shows a list of alerts with details

Shows a list of all alerts and res...

Shows a list of operators and c...
Shows a list of all alerts and res
Shows a list of alerts handled b...
Shows a list of all alert types a...
Shows a list of all sensors and ..
Shows a list of all monitaring ar...
Shows a list of all sensors and
Shows a list of all sensors and ..

Shows a list of all sensors and ..

Update .. Rule
5.1 0718201,
o7/1af201..,
5.1 0718201,

07/18{201...

ORnEEE
m .

07/18{201...
5.1 07/ig/201...
5.1 07/ig/201...
5.1 07/ig/201...

07/18{201...
5.1 07/ig/201...
5.1 07/ig/201... 1
5.1 07/ig/201... 14

ONEEEEEE
o

5.1 07/ig/201...

Status Bar

Click Manage Rule in the left navigation bar.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g




Chapter 10 Customizing Reports |

W Customizing a Report

Click Add z‘j add Rule...
Rule. :
Wodify Rule. ..
_1 D Name Description ¥er.. Update Time R.. «
P9 Delete Rule N - and associated count ... - /30/2009 11,
22| Rule Properties... Top ¥ False Alerts,.. Shows a list of all sensors and associated count ... 5.0 104302009 1:..,
Top ¥ Alerts By 5., Shows a lisk of all sensors and associated count ... 5.0 104302009 1:.., 13
Top ¥ Alerts By A, Shows a list of all monitoring areas and associate.., 5.0 104302009 1:.., 12
Top ¥ Alerts By Al.., Shows a lisk of all sensors and associated count ... 5.0 104302009 1:.., 11
Top ¥ Alert Respo,,. Shows a lisk of all alert bypes and response time L., 5.0 104302009 1:.., 10

Operataor End of ... Shows a list of alerks handled by an operatar For, ., 5.0 104302009 1:.., 9
Operatar Alert Re,.. Shows a lisk of all alerts and response time taken, . 5.0 104302009 1:.., g
Operatar Alert Co,.. Shows a lisk of operators and count of alerts clos... 5.0 104302009 1:.., 7
Alert Response Ti,., Shows a lisk of all alerts and response time taken, . 5.0 104302009 1:.., ]
5
4
3

Alert Detail Report  Shows 3 list of alerts with details 5.0 10j30{2009 1:...
Alert Count Hourl,,,  Shows kotal count of alerts during hourly increm, ., 5.0 104302009 1:..,
Alert Count Daily ... Shows kotal count of alerts during daily increments 5.0 104302009 1:..,

2

Skatus Bar

Stepd  Select the default report that you want to customize.
Click Add Rule under Manage Rule in the left pane.
The Add Report Rule window appears.

Rule lame: — Enter the name for your custom report.

Shows time taken for alert ko arrive to the time the alert is dispatched

ey ——— Enter a description for your custom report.
il
Based on: Dizpatch Incident Report [Shows time taken for alert to arrive to the time the alert |
Description ¥.. |Update.- |... + u‘

en for alert bo a..,
Top ¥ Simulated A,.. Shows a list of all sensors and L, 5.1 0718201,
Top ¥ False Alerts,.. Shows a list of all sensors and ... 5.1 OF/18/201...
Top ¥ Alerts By 5., Shows a list of all sensors and .. 5.1 07/18/201...
Top ¥ Alerts By Ar,.. Shows a list of all monitaring ar... 5.1 07/18/201...
Top ¥ Alerts By Al... Shows a list of &l sensors and ... 5.1 0Ffsfz0t...
Top ¥ Alert Respo,.. Shows a list of all alert types a... 5.1 0Ffsfz0t... i0
Operator End of 5... Shows a list of alerts handled ... 5.1 0Ff8f201... a
Operator Alert Re... Shows a list of all alerts andre... 5.1 07801, &
07/18/201 =

Configure. ! - [E7 I

— Select the report rule you want to customize.

Click Configure.

|1 Operator Alert Co... Shows alist of operatars and c

Cancel J

Step 5 In the Rule Name field, enter a name for the custom report.
Step6  In the Description field, enter information about the custom report.
Step7  Select the report rule on which you want to base this custom report.
Step8  Click Configure.

The Alert Type and Severity window appears.

Administering Cisco Physical Security Operations Manager
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Customizing Reports

—Select Alert Types

Selected Alert Typeis):

B

chockal | uncheckan |

B Name
v/

UserCreated

Alert Source:

UnauthPersan
UnauthEnkry
Detection Alert

Live Wideo Alert
Recorded Wideo Alert
DenCdLocalGrant
Forced

Opentaclong

RdrTamper

oo oo oo o

Remainder

Description

Unidentified Alert

User Created Alert
Unauthotized Personnel
Unautharized Enkry
Search Detection Alert
Live Video Alert

Recorded video Alert
Card Swipe Denied Access Alert
Door Forced Open Alert
Dioor Open Too Long Alert
Card Reader Tamper Alert
Remainder Alert

Source

Proximes
Proximes
Proximes
Proximes
Proximes
Proximes
HirschMornenturn
HirschMornenturn
HirschMornenturn
HirschMornenturn

HirschMornenturn

—Select Alert Severity —|
O Low

DA Medium
OO vigh
Do Critical

j

I Dispatched onky
Sirmulated Alerts:
|od| [Exclude Simulated Alerts [©]

| Mext I

Close | Back

Customizing a Report

Select all severity
levels that should

be included in this
custom report.

Select all alert types
that should be
included in this
custom report.

Step9  Check the boxes for all alert types you want included in this custom report.
Step10  If you want this report to show data for alerts that have been dispatched, check the Dispatched only
option.
Step 11 If you do not want this report to show data for simulated alerts, select Exclude Simulated Alerts from
the Simulated Alerts field.
Step12 Check the boxes for all severity levels you want included in this custom report.
The Alert Type and Severity window might appear similar to the following.
—Select Alert Types —Select Alert Severity
Selected Alert Type(s): UnduthEntry, UnduthPerson - Egt’;‘:ium
— | IO®an
Alert Source: H all Docr\tlcal
checkal | uncheckar |
B Mame Description Source d
] unk Unidentified Alert Proximes =
] UserCreated User Created Alert Proximes
IR Unaotheerson Unauthatized Personne|
v| UnauthEntry Unautharized Enkry Procimes
] Detection alert Search Detection Alert Proximes
] Live video Alert Live Wideo Alert Procimes
] Recorded video Alert Recarded video Alert Proximes
] DencdLocal@rant Card Swipe Denied Access Alert HirschMomentum
] Forced Door Forced Open Alert HirschMomentum
] opentoolong Door Open Too Long Alert HirschMomentum W Bispatched ony |
] RdrTamper Card Reader Tamper Alert HirschMormenturm S|mulated.¢\|arts ’
v| Remainder Remainder Alert HirschMormentum “ Exclude Simulated Alerts M
Close | Back | Mext I
Step13  Click Next.

The Zone, Area and Sensors window appears.

| oL-24230-01
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W Customizing a Report

Select Monitoring Zc

Selected Sieis): | Airport 3

Monitaring Tree: Selected area's sensor(s):
3 @[V Arizana
3 3 [¥] commuter Terminal

Check all monitoring
zones, areas and

sensors that should be 881 B Perineter hith
included in the custom (3 3 2] Perimeter west
report. i/ g [¥] Terminal 1

u] @[¥] Terminal 2 East
i @[] Terminal 2 west
¥ & [¥] Undesingated Zone

Close | Back

Step14  Select all monitoring zones, monitoring areas, and sensors that should be included in this custom report.
Step15 Click Next.

The Chart Properties, Date and Time window appears.

Select Chart Properites, Date and Time

—Set Date and Time

Range:

Default ] Select the
Start Date and Time: End Date and Time: - datc/timc
Jan 01 2008 06:00:00 AM | Apr 09 2009 05:29:28 PM v

< g range for
—Set Chart Propertie reportl ng.

Show Chart: Chart Type:

Yes g Fie g

X¥-Axis Title: Y-Rois Title:

Sensar Simulated Alert Count

Color Scheme:

Semi-Transparent a

e | TR o |

Step16  Select the period for which you want to do reporting in the Set Date and Time area. You can specify a
starting and ending point for reporting using the Start Date and Time and End Date and Time fields.
Or you can make a different selection from the Range field, as shown next.

Administering Cisco Physical Security Operations Manager
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Customizing Reports

Step 17

Step 18

Step 19

Set Date and Time
Range:

Default

—— Make a selection here....

Last N Seconds...

Type value Interval
Last N Minutes... ...then choose the quantity in ——— |l=st  did| 5 [seconds  |gld
Last N Hours... . . .
[[|Last N Days... this window and click OK.

Customizing a Report

Time Range - Last 5 Seconds

oK Cancel |

As shown, you can generate a report for the last N days, hours, minutes or seconds. When you make a
selection from the Range field, a new window appears where you can specify the number of days, hours,

minutes or seconds for reporting.

Next specify the types of charts you want displayed in the report using fields in the Set Chart Properties

field.

Set Chart Fropertie:

Show Chart: Chart Type:

Yes M

A-Axis Title:

Sensor

Color Scheme: Column

Semi-Transparent “ Doughnut
Line
Pie

Select the
style of
chart you
want.

o

Choose whether to display a chart in the Show Chart field.

a. If you choose to display a chart, select what kind of chart you want from the Chart Type field.

b. Enter titles for the x-axis and y-axis in the X-Axis Title and Y-Axis Title fields.

c. Choose a color scheme for the chart from the Color Scheme field.

Click Finish.

The Add Report Rule window reappears.

Rule Mame: Dispatch Incident Report-hew

Description: Shows time taken for alert to arrive to the time the alert is dispatched

Based on: Dizpatch Incident Report [Shows time taken for alert to arive to the ime the alert i
D MName Description Update ..

» Dispatch Incidert ... | 5 & taken For alert b a...
Top ¥ Simulated A, ..
Top ¥ False Alerts. ..
Top ¥ Alerts By S...

Top ¥ Alerts By Ar...
Top ¥ Alerts By Al...
Top ¥ Alert Respo. ..
Operator End of 5.
Operator Alert Re. ..
|1 operator Alert co. .

Shows a list of all sensors and ... o720l
0718201, .
0718201, .
0718201, .
0718201, .
0718201, . 10
0718201, .
0718201, .
07/16/201...

Shows a list of all sensors and ..
Shows a list of all sensors and ..
Shows a list of all monitoring ar...

Shows a list of all sensors and ..

Shows a list of all alert bypes a...
Shows a list of slerts handled ...

Shows a list of all alerts and re. ..

Shows a list of operators and
P

0K

Click OK to save the custom report.

Your new report appears in the Report Rule window.

1 Cancel Jj

Click OK.

| oL-24230-01
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M Modifying a Custom Report

¥ AddRule...
j Mzl D Name ~  Description ¥.. Update.. Rule
29 Delete Rule Alert Count Daily Report Shows tatal count of alerts duri,., 5.1 0718201, 3
32| Rule Properties. .. Alert Count Hourly Report Shows tatal count of alerts duri,., 5.1 0718201, 4
Alert Detail Report Shows a lisk of alerts with details 5.1 0718201, g
Alert Response Time By Alert Type Report Shows a list of all slerts and res,,, 5.1 0718201, [
Dispatch Incident Repaort Shows time taken For alert to
v 5 h Incident R Your custom
Operatar Alert Count Repart Shows a list of operators and ¢, " I'CpOI't
Operatar Alert Response Time Report Shows a lisk of all alerts and res... 5.1 0718201, g appears here.
Operatar End of Shift Report Shows a lisk of alerts handled b, 5.1 0718201, a
Top ¥ Alert Response Time Report Shows a lisk of all alert types a.. 5.1 0718201, 10
Top ¥ Alerts By Alert Type Repaort Shows a list of all sensars and ... 5.1 0718201, 11
§E Rule Yigw Top % Alerts By Area Report Shows a list of all monitoring ar... 5.1 0718201, 12
Top ¥ Alerts By Sensar Repart Shows a lisk of all sensars and .. 5.1 0718201, 13
Top ¥ False Alerts By Sensor Report Shows a list of all sensars and ... 5.1 0718201, 14
Top ¥ Simulated Alerts By Sensor Report Shows a list of all sensars and ... 5.1 0718201, 15

Add Rule

Operators will now be able to select and run this report from Report Manager in the Operation Console.

Modifying a Custom Report

You cannot modify a default report, but you can modify any customized report using the Administration
Console.

To modify a custom report:

Step 1 Click the Rules icon in the Administration Console.
The Rules window appears.

Step2  Click the Report icon in the Rules window.
The Report Rule window appears.

Step3  Click Manage Rule in the left navigation bar.

Click Modify \‘ Add Rule. . Repart Rule - | =
Rule. ‘j M D Name «  Description ¥.. Update.. Rule
?3 Delete Rule Alert Count Daily Report Shows tokal count of alerts duri,. 5.1 07/18f201.., 3
;Ej Fule Properties... Alert Count Haurly Report Shows total count of alerts duri.. 5.1 o7/igfz0l... 4
Alert Detail Report Shows alist of alerts with details 5.1 0718201, 3
Alerk Respanse Time By Alert Type Report  Shaws alist of all alerts and res... 5.1 07/1gfz01.. [3
=1 Cispatch Incident Report Shaws time taken for alert boa,, B3 5.1 39
Select the custom : W )
I'CpOI't you want to =] Operator Alert Count Repart Shows alist of operators andc... [ 5.1 07/18/201... 7
Change. Operator Alert Response Time Report Shaws alist of all slerts and res.. 5.1 0715201 g
Operator End of Shift Report Shows alist of alerts handled b.., 5.1 07/18f201.., 9
Top * Alert Response Time Report, Shows a list of all alert types a. .. 5.1 07/18/z01... 10
L — Top ¥ Alerts By Alert Type Report Shows a list of all sensors and | 5.1 0718201, 11
Rule View Top ¥ Alerts By Area Repart Shows alist of all manitoring ar... 5.1 07/1gfz01.. 12
Top ¥ Alerts By Sensor Report Shows a list of all sensors and .. 5.1 07/18/201... 13
Top ¥ False Alerks By Sensor Report Shows a list of all sensors and L 5.1 07/18f201.., 14
Top ¥ Simulated Alerts By Sensor Report Shows a list of all sensors and | 5.1 o7/igfz0l... 15
Add Rule

Administering Cisco Physical Security Operations Manager
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Deleting a Custom Report

Stepd  Select the custom report that you want to modify.
Step5  Click Modify Rule under Manage Rule in the left pane.
The Modify Report Rule window appears.

@ ReportRuleiManager = Hodity. Report Rule aﬂ|

Rule Hame: g ~—— Modify the name for your custom report.
P Shows time kaken For alert ko arrive to the time the alert is dispatched s L. ~

D —— Modify the description for the custom report

Based an: Dispatch Incident Repoit [Shows time taken for alert to arive to the time the alert i

— Select the report rule you want to customize.

. Click Configure.
Configure.. II/Cancell

Step6  Follow the instructions in the “Customizing a Report” section on page 10-2 to reconfigure the report rule
for the custom report.

Step7  Click OK to save the modified custom report.

Deleting a Custom Report

You cannot remove default report rules, but you can delete a custom report rule.

To delete a custom report:

Step 1 Click the Rules icon in the Administration Console.
The Rules window appears.

Step2  Click the Report icon in the Rules window.
The Report Rule window appears.

Step3  Click Manage Rule in the left navigation bar.

Administering Cisco Physical Security Operations Manager
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M Setting a Default Directory for Incident Packages

Step 4
Step 5

Step 6

File Manage \diew Help

Manage Rule Proximex Surveillint™ Rule Management - Report Rule

Click Delete ¥ AddRule... 1t Ru
Rule. \ _j Modify Rule. ..
| Name -«  Description [<} ¥.. Update.. Rule

N
& Delete Rule Alert Count Daily Report Shows bokal count of alerts duri,. E 5.1 07/18f201.., 3
:_:j Fule Properties... Alert Count Hourly Report: Shows total count of alerts duri,.. B2 5.1 07/18/201... L

53 mlert Detai Report Shows alist of alerts with details E 5.1 0718201, 3
Alert Response Time By Alert Type Report  Shows a list of all alerts andres... [ 5.1 07/ig/201.. &

Dispatch Incident Report Shows time taken For alert ko a. 8 5.1 07/15(201... ]

@
=
=1
o

Cperator Alert Count Report Shows alist of operators and c... [ 5.1 07/1&/201... 7
Operator Alert Response Time Report Shows alist of all slerts and res... 23 5.1 0718201, g
Cperator End of Shift Report Shows alist of alerts handled b... E S0 o7/isfzol... 9
Top ¥ Alert Response Time Report Shows alist of all alert typesa,.. B2 5.1 07/18/201... ]
Top ¥ Alerts By Alert Type Report Shows a list of all sensors and L E 5.1 07/18f201.., 11
Top ¥ Alerts By Area Report Shows alist of all monitoring ar... &2 5.1 07/18/201.., 12
Top ¥ Alerts By Sensor Report Shows a list of all sensors and .. E 5.1 0718201, 13
Top ¥ False Alerts By Sensor Report Shows alist of all sensors and .. 5.1 07/15fz01.. 14
Top ¥ Simulated Alerts By Sensor Report Shows a list of all sensors and .. E 5.1 07/18/201... 15

Select the custom —
report you want to
remove.

Add Rule

Select the custom report that you want to remove.
Click Delete Rule under Manage Rule in the left pane.

A confirmation dialog box appears.

\‘\.’/ Do you want to delete rule - Top X Simulated Alerts By Sensor Report-Mew ?

No

Click Yes to remove the selected custom report.

Setting a Default Directory for Incident Packages

Step 7
Step 8

You can set a default directory where Incident Packages are stored for all users when they export alert
incident packages. Users won’t be able to browse to their own folder under export incident package
dialog box if this option is enabled.

To set a default directory for Incident Packages:

Select File > Preferences.

File = View Tools Help

a3 Logoff W
ﬁ Preferences < |
B et

Click All Consoles under Server.

Check the Incident Package location option and provide a path to a shared directory where incident
packages will be stored for all users.
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Customizing Reports

Step 9

Setting a Default Directory for Incident Packages

Console Preferences:

5 Console (Per User)
General
Alert
Ernail

General
(= Server

General

[ Console (Per Computer)

Identity Management

Server Preferences

Al

—Operation Console

Minimurn console update interval:

™ maximurn number of slerts displayed in the list:

Customize alert sound by alert type:

seconds

—#Alert Management Console

Minimurn console update interval:

seconds

—alert Details Window

Minimurn window update interval:

seconds

—Manitaring Hierarchy

Sart order of hierarchy node name:

Incident Package

I Incident Package lacation:

|C hdemohpackage_Folder

Response WorkFlaw

| Don't enforce task completion By alert status configuration

I~ Don't enforce task completion if alert is ‘False alarm'

Cancel

Click OK.
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W Setting a Default Directory for Incident Packages
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Integrating Sensors with External Systems,
Registering Third-Party Alarm Types, and
Configuring Integration Modules

To synchronize information between external intrusion detection systems and PSOM, you must define
sensor mappings that correlate sensor names between the systems. PSOM also allows you to register
alarm types from third-party systems, define your own alarm types, and configure access to external
systems with Integration Modules.

This chapter explains:

e How information is synchronized between PSOM and external intrusion detection systems using
sensor mappings.

e How to create a new sensor mapping.

e How to edit or delete a sensor mapping.

e How to register a third-party alarm type.

e How to create a custom alert type.

¢ How to begin configuration of Integration Modules.
This chapter includes these topics:

e Overview of Sensor Mappings, page 11-1

e Mapping a Sensor, page 11-2

e Editing or Deleting a Sensor Mapping, page 11-5

e Registering Third-Party Alarms, page 11-6

e Editing or Deleting a Registered Alert Type, page 11-10

¢ Creating a Custom Alert Type, page 11-12

e Creating a System Alert Type, page 11-15

e Configuring Integration Modules for External Systems Integration, page 11-16

Overview of Sensor Mappings

A sensor mapping within PSOM is a two-way event connector that synchronizes information in PSOM
with information in external intrusion detection systems. The sensor mapping works by correlating the
sensor names in PSOM with the names for the same devices within the external system.
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M Mapping a Sensor

Mapping a

Step 1

Step 2

Using sensor mapping enables PSOM to raise alerts in the appropriate sensor when an event occurs with
the actual sensor device. Without this mapping, PSOM raises alerts in a miscellaneous zone called “Zone
Unassigned...”, and in a miscellaneous area called “Area Unassigned...”, in the alert list view. However,
if PSOM can locate the sensor in a sensor mapping, it raises the alert from the matched sensor. To obtain
video for an event, PSOM uses the camera sensor that is a member of the group to which this sensor
belongs.

Sensor mapping also has benefits for the external intrusion detection system. Using sensor mappings
enables the alerts of external systems to contain URL links to video clips and snapshot images, which
are generated by PSOM. Also, PSOM is able to enrich Vidient alerts with information about the last
access attempts for an access control device (if this information is available).

Sensor

To create a new sensor mapping:

Click the Event Integration icon in the Administration Console.

File View Tools Help

Mavigation

e

Physical Security Information Management

Administration < |
T F”% Environment Rules
“L_: = Manage maps. manitaring tree. M anage rules for response
-.l.g’ zongs, areas, sensors, tiacking warkflow, reporting and alert
| o i devices and resources. collapsing.

Enwironment

Diagnostics
Manage audit report, administration
spstem alerts and monitarintg tasks,

Secunty
Manage security rales. permissions,
users and user groups.

Rules

. &
Click the E=Te = = ¥ EventIntegration
Event EI! Configure video service modules = M anage integration modules, user
. and camera topalogy. alert bypes, external alert types and
Intcgratlon ® 1 ® 1 FEN307 Mapping.
icon.

Business Logic
tanage business logic templates
and PawerShell script library

iE Others

&

Click the Sensor Mapping icon in the Administration Console.
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Mapping a Sensor W

Fle Wew Tools Help
Mavigation CJ ]
Tools
. o=
Click the — ‘ , |
Sensor Al Gl Sensor Mapping 3 External Alett Type
R . tanage mapping of the integrated | Manage new alert types of the
Mapp]ng 1con. @ application devices to sensors | ewternal integrated applications
==
Yideo Console o
Y | UserAlert Tvpe | System Alert Type
% —IE\ Manage user defined alert types W h anage system alert types
Business Logic Designer
L= CI=
Gt W A Integration Modules Back
—iu@ Manage and configure general @ Back to previous visw
@ jﬁ' integration modules by wizards
==
Configure DB and Services o

The PSOM Sensor Mapping Manager window appears.

Sensor Mapping Management J Select the external intrusion detection
Add, Edit. Delete Sensor Mappings system from the Application Name
field.

Application Name: SmartCatch (Vidient Systems, Inc.) ﬂ

DeviceName  AreaName  SensorName  Type Add... '—, Click the Add button to configure a new
B | sensor mapping to this system.

Delete... |

Step3  From the Application Name field, select the external intrusion detection system for which you want to
configure sensor mapping.

Step4  Click the Add button to configure a new sensor mapping.

The Sensor Mapping window appears.

Administering Cisco Physical Security Operations Manager
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Bl Mapping a Sensor

Step 5

Step 6

Step 7
Step 8

Y Sensor Mapping

SmartCatch (Vidient Systems, Inc.)
Device Name: — Enter the name of the sensor device as
it is listed in the external intrusion
Monitoring Tree: Selected area's sensor(s): detection system.
Airport Type Description D 4 a
Ny Terminal 1 R = e i .
_?. g ::;:::: if:::t [ Camera .. |CT Concourse FirstFu., | 23 Select the sensor in PSOM that should
& 2 Commuter Terming PXP-247  [EM Camera-.. CTConcourse FirstF.., 25 be mapped to the sensor device in the
n H c o PXF-263 [EM Camera -... CT Concourse FirstF... 2% external System_
E CT-Second Floar PXP-300 EW Camera -... CT Concourse FirstF... 27
i@ CT-Third Floor PXF-262 [EH Camera ... CT Concourse FirstF... 23
=] _@, Perimeter West PXF-261 Eﬂ Camera -... CT Concourse FirstF... 29
(3 3} Perimeter North PXP-244 [EH Camera -... CT Concourse FirstF... 30
(3 ) Arizona PXF-278 Eﬂ Camera -... CT Concourse FirstF... 31
PXF-300 Eﬂ Camera -... CT Concourse FirstF... 32
PXP-245 EW Camera -... CT Concourse FirstF... 33
PXF-279 Eﬂ Camera -... CT Concourse FirstF... 34
PXF-260 Eﬂ Camera -... CT Concourse FirstF... 35
PXF-200 2N Camera ... CT Concourse FirstF... 38 ﬂ
Cancel |

In the Device Name field, enter the name assigned to a sensor device in the external intrusion detection
system. This name must exactly match the name for the sensor device in the external system.

In the Monitoring Tree area, select the monitoring area within PSOM where the corresponding sensor is
located.

In the sensors list, select the sensor name with which the external sensor device should be correlated.
Click OK to save the mapping.

The new mapping appears in the Sensor Mapping Manager window.

Sensor Mapping Management

Add, Edit, Delete Sensor Mappings

The new mapping appears in the list

Application Name: SmartCatch (Vidient Systems, Inc.) .
of sensor mappings.

® Camera - Stationary

Close
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Editing or Deleting a Sensor Mapping W

Editing or Deleting a Sensor Mapping

To edit or delete a sensor mapping:

Step 1 Click the Event Integration icon in the Administration Console.

File  Wiew Tools  Help

Mavigation u LJ

Administration d

Physical Security Information Management

B

Administration Control Panel - €

| Environment 2 | Rules
tanage maps. monitaring tree, _"/ Manage rules for respanse
zones, aieas, sensors, tracking workflow, ieporting and alert
| devices and resources. o—I | collapsing.
| Security | Diagnostics
Manage security roles, permissions, ’-m Manage audit report, administration

users and uger groups system alerts and monitorintg tasks

Click the e R | EventIntegration
onfigure viden service modules anage integration madules, user
Event Confi i i dul M i i Ll
and camera topology. alert types, external alert lypes and
Integration = | SENS0l Mapping
icon. =

| Business Logic
I anage business logic templates
Others and PowerShell script librany

5

Step2  Click the Sensor Mapping icon in the Administration Console.

File Wiew Tools  Help

Pavigation Physical Security Information Management D
Tools Administration Control Panel - Event Integration € ,,.-/
Click th =
1ck the A el | SensorMapping i | External Alert Tvpe
Sensor Manage mapping of the integrated —@ Manage new alert types of the
Ma in i application devices to sensors external integrated applications
con. Video Consale 5 7
W | UserAlert Type | System Alert Tvpe
E@:} I anage uzer defined alert types —@ Manage system alert types

Business Logic Designer

@ e

Configure DB and Services

e—1 =L
Configuration Wizard A | Integration Modules Back
—I@ Manage and configure general @ Back to previous view
T;\L? integration modules by wizaids

The PSOM Sensor Mapping Manager window appears.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter 11 Integrating Sensors with External Systems, Registering Third-Party Alarm Types, and Configuring |

M Registering Third-Party Alarms

Sensor Mapping Management ‘ Select the external intrusion detection system
Add, Edit, Delete Sensor Mappings / from the Application Name field.
S el = = S s ) Cl “ Select the sensor you want to edit or delete.

Device Name Area Name Sensor Name Type

CT-First Floor B! Camera - Stationary y i ”
Edit...

——— Click the Edit button to change a sensor
Delete... ll mapplng

_—

Click the Delete button to remove a sensor
mapping.

Close

Step3  From the Application Name field, select the external intrusion detection system for which you want to
edit or remove a sensor mapping.

Stepd  Select the sensor mapping you want to edit or delete from the list of mappings.

To edit a sensor mapping:

Step1  Click the Edit button.
The Sensor Mapping window appears.
a. Change the name in the Device Name field if necessary.
b. Select a new sensor from the list if necessary
c. Click OK.
Step2  To remove a sensor mapping:
a. Click the Delete button.
A confirmation dialog box appears.
b. Click Yes to proceed with the deletion.
Step3  Click Close to close the Sensor Mapping window.

Registering Third-Party Alarms

To allow better integration with third-party alarm sources (for example for tracking, assigning alert tasks
or default severity levels), you can register these external alarm types with PSOM.

Administering Cisco Physical Security Operations Manager
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Registering Third-Party Alarms Il

Note If you do not register specific third-party alarms, PSOM will create one alarm type per external alert
source. For example, PSOM will create a single default alarm type for both a Tailgating and Duress alarm
if you do not register each of these third-party alarms separately; in this situation, the same alert task and
escalation must be applied to these different third-party alarms because PSOM views them as a single
type of alarm.

To register a third-party alarm type:

Step1  Click the Event Integration icon in the Administration Console.

File Wew Tools Help

Mavigation LJ LJ Physical Security Information Management

&

Administration < | A Control P

e & Environment A | Bules
| Manage maps, monitoring tres, // M anage rules far response
] | zones, areas, sensors, tracking workflow, reporting and alert
hal o—1 | devices and resources. o—1 | collapsing
Environment 7 3
| Security ~ | Diagnostics
Manage security rales. permissions, ’-m Manage sudit report, administration
| users and user groups. systemn alerts and maonitorintg tasks.
o=k
Click the | § | Eventlntegration
E t | Configure video service modules M anage integration modules. user
ven |
3 | and camera topalogy. alert types, extemal alert types and
lntegratlon o= | $ENE01 MEpRing.
icon.

| Business Logic
Manage business logic templates
Others | and PowerShell script ibrary

Step2  Click the External Alert Type icon in the Administration Console.

File Wiew Tools Help

Navigation LJ Lj Physical Security Information Management
Tools % | it Ir
. g a
Click the o | SensorMapping ¥ | External Alert Type
EXtema] Alert i 4 anage mapping of the integrated —@ | Manage new alert types of the
T e icon. ! i application devices to sensors external integrated applications
yp o—1 5—1
Viden Console =
W | UserAlert Type | System Alert Type
@ I anage user defined alert types —@ | Manage system alert types
Business Logic Designer |
o=k ="
% '
Configuration YWizard |\ | Integration Modules Back
—I@ I anage and configure general @ Back to previous view
@ —;'_‘;,- integration modules by wizards
=i

Configure DB and Services

The PSOM External Alert Type Manager window appears.
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W Registering Third-Party Alarms

External Alert Type Management

Add, Edit, Delete External Alert Types

Application Name: SmartCatch {Vidient Systems, Inc.) a Application...

Alert Name Description Severity Add...
Edit...
Delete...

Step3  From the Application Name field, select the external intrusion detection system for which you want to
register external alert types.

a. If you do not see the application you want, click the Application button.

The External Application Management window appears.

External Application Management

Add. Delete External Applications

Application Name Vendor Name

3 Vidient Systems, Inc.
VEW Objectvideo, Inc.
RAEview Rae Systems RAEview (Rae Systems)
Extend Alert Connector  Extend SDK. Extend Alert Connector (E...

b. Click the Add button.
The Add External Application window appears.

Y Add ExternallApplication =l
Enter Vendor and Application Name -

Vendor Name: |

Application:

c. In the Vendor Name field, enter the name of the company that develops the application.

d. In the Application field, enter the name of the external application.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Chapter 11

Integrating Sensors with External Systems, Registering Third-Party Alarm Types, and Configuring

~

Registering Third-Party Alarms W

Note

The values in the Vendor Name and Application fields must match what is defined in the

XML used to send the command from the Event Integration SDK.

Click OK.
Click Close.

Step 4
Step 5
Step 6

The External Alert Type window appears.

@ External Alert Type,
SmartCatch (Vidient Systems, Inc.)
Alert Type Name: Piggyback

Description:
badge.

Alert Severity: A Medium

B 5%

Tailgating on another person to enter a door without a

|

Step 7

Click the Add button to register a new external alert type.

- Enter the name of the alert type you want to register in
PSOM.

Enter a description of this alert type.

. Select the level of severity that should be raised with
this alert type.

Enter information about this alert type you want to register:

a. In the Alert Type Name field, enter the name of the external alert type you want to register with

PSOM.

S

Note

You need to enter the alert type that is specified in the EventInfo.Type node in the EventInfo

document that is sent to PSOM at event creation. In other words, locate the value contained
in the EventInfo parameter of the CreateGeneralEvent() call. If the value entered in the Alert
Type Name field does not exactly match the EventInfo.Type value, PSOM will generate a
default alarm type for the 3rd party system.

b. In the Description field, provide a description of this alert type.

c. From the Alert Severity field, select the level of importance to assign to this alert type.

d. Click OK.

The PSOM External Alert Type Manager window shows the new registered alert type.

| oL-24230-01
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M Editing or Deleting a Registered Alert Type

External Alert Type Management

Add, Edit, Delete External Alert Types

Application Mame: SmartCatch (vidient Systems, Inc.) a Application...

Close |

Editing or Deleting a Registered Alert Type

Step 1

Step 2

To edit or delete a registered alert type:

Click the Event Integration icon in the Administration Console.

Fle Wew Tools Help

Mavigation LJ LJ Physical Security Information Management
Administration d
s S Environment A Rules
Manage maps. monitaring tree, // M anage rules far respanse
20nes, areas, sensors, tracking . workflow, reporting and alert
i o—— devices and resources = collapsing.

Environment

Security Diagnostics
Manage securty roles, permissions, @ Manage audit report, administration
uzers and user groups. system alerts and monitorintg tasks

= ===
Click the ¥ EventIntegration
Event Configure wideo service modules —'w Manage integration modules, user
. and camera topology. alert types, external alert types and
lntegratlon ® I $ENSOr Mapping.
icon. —

Business Logic
tdanage business logic templates
and PowerShell soript library

Click the External Alert Type icon in the Administration Console.
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Step 3

Step 4
Step 5

Step 6

Step 7

File Wiew Tools Help

Editing or Deleting a Registered Alert Type

Navigatian LJ u Physical Security Information Management
Tools % | Al n Control Panel - Event I
. = [~ ]
Click the = T 5 Mappi | External Alert Typ
Alert Consale 28NS 0r Mapping ¥ ernal Alel e
EXtCmal AlCrt i 4 anage mapping of the integrated | Manage new alert types of the
Type icon. - application devices ko sensors external integrated applications
P o

Video Console

| i

Business Logic Designer

Configure DB and Services

e—1
%
Configuration YWizard |\
ulP
@ cEAs
C=E=

| UserAlert Type

tdanage user defined alert types

| Integration Modules
anage and configure general
integration modules by wizards

The PSOM External Alert Type Manager window appears.

External Alert Type Management
Add, Edit, Delete External Alert Types

Application Name: SmartCatch {vidient Systems, Inc.) a

Alert Name

o

[} Pigayback Tailgating on another person to enter a ... m Med

Application...

ium
Edit...

[==]
Delete...

Close |

=
| System Alert Type
_@ tanage system alert types
=L

Back

Back to previous view

From the Application Name field, select the external intrusion detection system for which you want to

edit or remove a registered alert type.

Select the registered alert type you want to edit or delete from the list.

To edit a registered alert type:

a. Click the Edit button. The External Alert Type window appears.

b. Change the name in the Alert Type Name field if necessary.

c. Select a new severity from the Alert Severity field if necessary

d. Click OK.

To remove a registered alert type:

a. Click the Delete button. A confirmation dialog box appears.

b. Click Yes to proceed with the deletion.

Click Close to close the External Alert Type Manager window.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter 11 Integrating Sensors with External Systems, Registering Third-Party Alarm Types, and Configuring |

M Creating a Custom Alert Type

Creating a Custom Alert Type

You can create a custom alert type to handle task-oriented types of alerts such as reminding operators to
check video cameras periodically.

To create a custom alert type:

Step 1 Click the Event Integration icon in the Administration Console.

File Wew Tools Help

Mlavigation LJ LJ Physical Security Information Managemen

Administration d

H B
i
|
&
Il

% . Environment A | BRules
@ tanage maps, monitoring tree, _,—/ 4 anage rules for responze
zones, areas. sensors, tracking workflaw, reparting and alert
| devices and resources. | collapsing
Environment
| Security - | Diagnostics
Manage securty roles, permissions, m Manage audit report, administration

uzers and user groups. system alerts and monitorintg tasks.

e—i
Click the V | Eventintegration
Event Conflgure wden TErvice modules —'m I anage integration modules, user
. and camera topology. alert types, external alert types and
Integratlon o—1 | $ensor mapping.
icon. —
| Business Logic
p— tanage business logic templates
4 =| Others and PowerShell script lbrary
=

Step2  Click the User Alert Type icon in the Administration Console.

File View Tools Help

Navigation Ll Physu:ﬂl Security Information Management

Tools <]
e G
o R | SensorMapping P | External Alert Type
i 4 anage mapping of the integrated —@ Manage new alert types of the
application devices to sensors | extemal integrated applications
d = o=l
. Viden Console =
| |
Click the 4 | UserAlert Type | System Alert Type
User Alert ‘AE —‘-@ M anage user defined alert types w Manage system alert types
Type icon. Business Logic Designer
o—i
® '
Configuration Wizard N | Integration Modules Back
—W@ M anage and configure general @ Back ta previous view
@ —;'_l;_ integration modules by wizards
= |

Configure DB and Services

The PSOM User Alert Type Manager window appears.
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Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

Creating a Custom Alert Type W

User Alert Type Management
Add, Edit, Delete User Alert Types

Alert Name Description Category Add... — Click the Add button to configure a
Y Defaultoperationalert | Operation Alert |l operation | righ new alert type.

Radar Alert Object Detected by the P... g‘ Operation @ ow ﬂl

Video Analytics Aler... Video Analytics Alert on t... g‘ Operation @ ow Delete...

DefaultCorrelation...  Correlation Alert @ Correlation o High

Click Add to configure a new alert type.
The Add User Alert Type window appears.

F3 Add User Alert Type T m/Entcr a name for the alert type.

Alert Type Name: Enter a description.

yAssign a severity to this alert.
Description:
/ Choose where to raise this alert.

Alert Severity: @ ion = I‘
Gasaune &= operation Z ” Click the Add button to add a
/parameter to this alert type.
Description Value Add

Modify...

L}

Delete...

Cancel |

Enter a name for this new alert type in the Alert Type Name field.
Provide an explanation of the alert type’s functionality in the Description field.
Select the severity to assign to this alert type from the Alert Severity field.

Choose where you want this alert to be raised from the Category field. Choose Operation to have the
alert raised in the Operation Console, and Correlation to create an alert based on the occurrence of
certain sensor alerts.

Click Add to enter a parameter for this alert type.
The Add Alert Type Parameter window appears.

| oL-24230-01
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M Creating a Custom Alert Type

Step 9
Step 10

Step 11

Step 12
Step 13

Enter a name for the parameter.

ater- Sub Item E||a|/
remene — | Enter text that will be displayed for the alert.
Display description: Parameter-1 Display Text /

User Input Control: ’
————— Choose the type of field to present for the alert.

@ Add Alert Type Par;

Control type: Edit Box —
Value type: Text d
Maximum length: 2g

Default value:

|

Enter a name for the parameter in the Item name field.

Enter the text that will be displayed for this parameter when the alert is raised in the Display description
field.

Choose whether to make this parameter a checkbox (CheckBox), drop-down menu (ComboBox), or text
area (Edit Box).

As shown, you can control the type of content for an Edit field (integer or text), enter the maximum
number of characters, and provide a default value.

If you choose to make the parameter a ComboBox, more fields appear.

User Input Control:

Control type: LCombo Box [©]

add., — Click the Add button to add a choice to the ComboBox.

Delete |

Items:

Default value:

a. Click Add to add a choice to the ComboBox.
The Add ComboBox Item dialog appears.

@ Add ComboBox Item aa| ) )
__'_— Enter the display text for the choice.

Item Display Text:

Ttem Value: Enter a value to assign to the choice. You will be able

to determine the default choice that is shown in the

conce_| combo box using this value.

b. Enter display text for the choice in the Item Display Text field.

c. Enter a value to assign to the choice in the Item Value field. You will be able to determine the default
choice that is shown in the combo box using this value.

d. Click OK.

e. Repeat to add all choices to the ComboBox.

Click OK in the Add Rule Parameter window to add this parameter.
Click OK in the Add User Alert Type window to add this new user alert.
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Creating a System Alert Type

You can create a system alert type for use with business logic; these are mapped with the Event Map
field. See Chapter 15, “Business Logic Component Reference,” for details.

To create a system alert type:

Creating a System Alert Type

Step 1
Click the
Event
Integration
icon.

Step 2

Click the
System Alert
Type icon.

File View Tools Help

Mavigation

s

Administration <]

Click the Event Integration icon in the Administration Console.

Physical Security Information Management

Environment

Manage maps, maonitoring tree,
zohes, areas, sensors, fracking

Rules

Manage les for response
workflow, reporting and alert

= devices and resources. ® 1 collapsing.
Security Diagnostics
Manage security rales, permissions, Manage audit report, administration
ugers and uger groups. syztem alerts and manitorinkg tasks.
o— &—1
ki S — ¥ EventInte gration
E:iz:l Configure video service modules —M Manage integration modules, user
and camera topalogy. alert types, external alert types and
=T e 3EN30r MApPIng.
Business Logic
Manage business logic templates
and PowerShell script library
o—

File  Wiew Tools  Help

Mavigation

Tools

i

Alert Consale

Click the System Alert Type icon in the Administration Console.

Sensor Mapping
fanage mapping of the integrated
application devices to sensors

External Alert Type
tanage new alert types of the
extemnal integrated applications

| ®—1 &—1
Video Console
% W UseraAlert Type System Alert Type
: —l@ Manage user defined alert tppes —E\ Manage spstem alert types
Business Logic Designer ¢
== =1}

Configuration Wizard

@

Configure DB and Services

Integration Modules
Manage and configure general
integration modules by wizards

The PSOM System Alert Type Manager window appears.
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W Configuring Integration Modules for External Systems Integration

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

System Alert Type Management

Add, Edit, Delete System Alert Types

Alert Name Description Source i add... — Click the Add button to configure a
; new alert type.

AgentyT Remainder ... AgentVl Video Remaind... Agentvl o High

AMAG Symmetry All ... | AMAG Symmetry All Ev... |AMAG 0 High Delete...

AMAG Symmetry Re... |AMAG Symmetry Remai... AMAG o High

Commend Commend Intercom - Al... | Commend o High

Commend Remainder | Commend Intercom Re... ' Commend o High

Commend Call Request | Commend Intercom Ale... | Commend o High

Cisco Physicaldccess. .. Cieco PhysicalccessM...  CPAM o High

Cisco Physicaldccess. .. Cieco PhysicalccessM...  CPAM o High

GE PicturePerfect Alert | GE PicturePerfect Alert... | GEPP o High

GE PicturePerfect R... |GE PicturePerfect Rem... |GEFP o High

DenCdLocalGrant Card Swipe Denied Acc... HirschMomentum £\ Medium

Forced Door Forced Open Alert  HirschMomentum ([ Low

Cpentoolong Door Open Too Long Al... HirschMomentum £\ Medium

RdrTamper Card Reader Tamper 4l... Hrrschvomentum ([ Low d

Close

Click Add to configure a new alert type.
The Add System Alert Type window appears.

FJ Add System Alertdype m/ Select the 3rd party system.

Source: Agenti1 V Select the severity for this alert.
Alert Severity: @ 1 Enter a name for this system alert.
o H/ Enter a description of this alert.

|

Description:

Select the 3rd party system that will generate this system alert from the Source field.
Select the severity to assign to this system alert in PSOM from the Alert Severity field.
Enter a name for this system alert to display in PSOM in the Alert Type Name field.
Enter a description of this system alert in the Description field.

Click OK to add this new system alert.

Configuring Integration Modules for External Systems

Integration

Step 1

You can configure PSOM to integrate with external systems by defining instances of the appropriate
Integration Modules.

To configure an Integration Module:

Click the Event Integration icon in the Administration Console.
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Step 2

Click the
Event
Integration
icon.

Fille  Wew

Mavigakion

Tools  Help

Ll
Bk

Administration

Physical Security Information Management

Admin

Configuring Integration Modules for External Systems Integration

on Control Panel - Ce

Environment

Manage maps. monitaring tree,
20nes, areas, sensors, tracking
devices and resources.

Securty
Manage security rales. permissions,
users and user groups.

&

Click the Integration Modules icon

Click the
Integration
Modules icon.

Fila  Wisw
Mavigation

Tools

Tools  Help

d

i

Alert Consale

5P

Yiden Consols

g

Business Logic Designer

x

B gLl

Configure video service modules
and camera topology.

Business Logic
Manage business logic templates
and PowerS hell script library

Sensor Mapping
fanage mapping of the integrated
application devices to sensors

UserAlert Type
Manage uzer defined alert types

A Rules
-;_/ M anage rules far response
. workflow, reporting and alert
® i collapsing,
Diagnostics
@ Manage sudit report, administration
systemn alerts and maonitorintg tasks.
=
§ Ewvent Inte gration
—'& M anage integration modules. user
alert types, extemal alert types and
® i $EM30r MAPRIng.

Lonfiguration Yzard

@

Configure DB and Services

Integration Modules
Manage and configure general
integration modules by wizards

The General Integration Module Configuration window appears.

B

| External Alert Type

tanage new alert types of the
extemnal integrated applications

| System Alert Type

Manage spstem alert tpes

Back

Back to previous wiew
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M Configuring Integration Modules for External Systems Integration

—Installed general integration modules {add or remove instances)
& Module Name T @ Select the Integration Module
4dd Instancel you want to configure and
AMAG {6.0) AMAG connector plugin For Surveilling 9& click Add Instance.
AxisEncoder {1.0) Bixis Encoder cannector For Surveillint % @
Bosch {7.0) Eiosch Security plugin for Surveilink 9@ Refresh
Cisco¥sM (6.2) CiscoVSM Event: Integration Module For Surveillink 9&
Commend (1.0) Intercom-Cammend connector plugin far Surveillint %
CPAM (1.2) Cisco Physical Access Manager Inkegration Module 9&
DMP (1.0} Digital Maritoring Products plugin For Surveillink Qg
GEPP {4.0) (GE Picture Perfiect plugin for Surveillint 9@ a
- - R Tl
Record 1 of 26 dud ol el
Module Instances For AgentyT (3.3)
é Instance Name Description Deployed % % b
X’
|
=
Record Dof 0 <] *] e

Step3  Select the Integration Module for which you want to configure an external system, and click Add
Instance.

Refer to the Integration Module documentation for the external system you are trying to configure for
the remaining configuration steps.
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CHAPTER 1

Setting Up EZ-Track

EZ-Track enables security teams to track suspects across video cameras with simple point-and-click
operations. There are several configurations in the Administration tool to set up EZ-Track.

This chapter explains how to:

Prepare video camera sensors for EZ-Track.

Configure EZ-Track navigation for camera sensors in your PSOM environment.
Import an EZ-Track configuration from an XML file.

Enable backward tracking with EZ-Track (Backward).

This chapter includes these topics:

How Operators use EZ-Track, page 12-1

Configuring PSOM for EZ-Track, page 12-3

Enabling EZ-Track (Backward), page 12-19

Configuring EZ-Track in Batch with XML Configuration File, page 12-20
Exporting Your EZ-Track Configuration, page 12-22

How Operators use EZ-Track

From the Operation Console, operators use EZ-Track to follow suspects across adjacent camera views
with simple point-and-click. They do not need to know any sensor names, or where camera sensors are
geographically located—EZ-Track takes all the guesswork out of it.

| oL-24230-01
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I How Operators use EZ-Track

Moves UP to the next camera view.

F] Ez-Track Navigator (>{) - PXP-108 - Moves CENTER to
@ ______ the next camera view.
@

FECOE|

)

Moves UP-RIGHT to
the next camera view.

Moves UP-LEFT to the
next camera view.

Moves RIGHT to the
next camera view.

Moves LEFT to the next
camera view.

Moves DOWN-LEFT to o Moves DOWN-RIGHT
the next camera view. to the next camera view.

Moves DOWN to the next camera view.

When operators click on a green arrow in the direction grid, the Track Video Pane appears showing
potential camera views for that adjacent direction. The camera that is the fastest to reach from the base
camera is displayed at the top, and the camera that take the longest to reach from the base camera is
displayed at the bottom. The screen below shows what happened when the Right arrow button was
clicked: three different camera views show the view to the right of the “base” camera view.

Track Video Pane

This camera is
the fastest to
reach when
moving to the
RIGHT of the
base camera.

The “base”
camera view.

This camera
takes the longest
to reach when
moving to the
RIGHT of the
base camera.
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Configuring PSOM for EZ-Track

Configuring PSOM for EZ-Track

Each camera in your physical security environment has a field of view based on the camera angle, how
far it can capture images clearly, and its peripheral view. For example, the yellow highlights in the map
view shown below indicate the field of view of the various cameras in the environment.

Yellow highlights on the map show
each camera’s field of view.

When PSOM is configured with this information, EZ-Track can automatically present the operator with
a directional grid that enables point-and-click traversing across various camera views.

EZ-Track performs best when used with stationary cameras. This is because the field of view for a
stationary camera is always the same, enabling EZ-Track to predictably present the correct camera view
from its directional grid. However, PTZ cameras can also be used with EZ-Track; if the field of view is
moved from the default view, it will be automatically restored to the default view within a certain
timeframe.

Configuring PSOM for EZ-Track involves a few steps:

1. Take ‘field of view’ snapshot images for each camera sensor.

Configure the view range, view distance and view direction settings for each camera sensor.
Display the range and name of the sensor in the Map View.

Configure the camera topology to enable EZ-Track navigation.

LA S

Test your EZ-Track configuration.

Taking ‘Field of View’ Snapshot Images for Camera Sensors

The ‘field of view’ snapshot image is useful for determining the camera sensor’s visual monitoring area.

To take a field of view snapshot:

Step 1 Click the Environment icon in the Administration Console.

Administering Cisco Physical Security Operations Manager
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W Configuring PSOM for EZ-Track

Step 2

Click the

File Wiew Tools Help

Mavigation CJ

Administration

[1](3

Physical Security Information Management

&

Admir Control Pane| -

Environment
icon.

= of
| B2
:

Environment 2 Rules
= Manage maps. monitaring tree, /_/ Manage les for response

20nes, areas, sensors, tracking workflow, reparting and alert

‘ = [_ = devices and resources. = .[_ = collapging.
Environment — =

Security Diagnostics

@ Manage security rales, permissions, @ Manage audit report, administration

Rules uzers and uger gioups, syztem alerts and manitorinkg tasks.

(=== =
ety %] = Yideo Integration ¥ EventInte gration

Configure video service modules Manage integration modules, user
and camera topology. alert types, external alert types and

3EN30r MApPIng.

Business | ogic
Manage business logic templates
and PowerShell scipt library

The Environment window appears.

Fle Wew Tools Help
Mavigation

Administration

B iE

Environment

¢ Fl

Security

Diagnostics

Others

CJ Physical Security Information Management

(1| #
W

Monitoring Emironment Sensors .
= L Click the
Manage monitoring tree, maps, Manage sensors, senzor groups and
monitoring zones, monitoring arsas intercom groups Sensors
® and gensors. ® .
e - M — icon.
- Monitoring Zones = Monitoring Areas
Lé b4 anage monitaring zones |__@ b4 anage monitaring areas
e—l_—— e—l——
{ocationNames Tracking Devices
b4 anage location names i b4 anage tracking devices
e—l_—— e—I_—
Resources 9 Camera Topology
Manage resources (persons, [ohe Manage EZ-Track camera view
vehicles. assets, etc) tapalagy
GIS /Map Integration Back
Configure GIS /M ap service @ Back to previous view
integration

Click the Sensors icon.

The Sensor Management window appears.
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Configuring PSOM for EZ-Track

Select the camera to
which you want to add
an FOV snapshot, and
click the Edit button.

i Description

ner

Zamey

a-

a- Skati...  T2E Left 973

e

[EH Camera - FTZ T2E Ticket Counter 974 View...
Click the sor aroun [®M Camera-PTZ  T2E Check Paint 975
Sensor Camera - Stati... | T2E Check Paint Lane 1 976 Report..,
iCOIl. ;?;? ’ Cargaa—staat\... T2E Check Paint Lane 2 977 ‘ —_
.. PRecord1af 527 <] | L Gk

Wigw Snapshat: Properties of the selected sensor:
Inkercom Group Export. ..
55 E —I

SEnsor | Sensor Groups : Manitating Areas !

f Property

Location Name T2E Second Floor Main

" Pasition Y (or Longhude, La... -117.2017,32,73209
» Sensar Views <Mones

i Range Angle {degree) 50
" Range Distance (ft) 37.2695

i View Orienkation {degres) 100

| PTZ Cortral

Close

Step3  Click the Sensor icon to display a list of all sensors currently defined for PSOM.
Step4  Select the camera sensor for which you want to add a field of view snapshot.

Step5  Click the Edit button.

The Edit Sensor Properties window appears.

Sensor Mame: |

Sensor Type: |”Camera -PT2 @
Description; TZE 2nd Floor ©utdoor [

)
View Snapshat: Sensar Properties @J ﬂ | E ‘

[ICHPUREACTIV], 118,P... a
Location Mame T2E Second Floor Main
Pasition ¥, {or Longitude, ... -117.2017,32,73200

Sensar Views Default

Range Angle {degree) g0

Range Distance (FE) 37.2695

Wigw Orientation (degree) 100 Click View.
PTZ Cantrol

Wiew 7 QK I Cancel

="

Step6  Click View.
The Live Video Viewer window appears.

Step7  Click the FOV Snapshot button to take a still image of the video feed from this camera that will be added
to the sensor’s definition in PSOM.

A confirmation dialog box appears. Click Yes.

The snapshot is shown as a preview in the Edit Sensor Properties window.

Administering Cisco Physical Security Operations Manager
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W Configuring PSOM for EZ-Track

Sensor Mame:

F Edit Serisor Properties - PXP-118

Sensor Type:

|EM‘|Camera -PTZ

Description:

T2E 2nd Floor Outdoor

‘Wiew Snapshot:

Sensor Properties

Location Mame

Position ¥,Y {or Longitude, ...
Sensar Views

Range Angle {degree)
Range Distance (ft)

‘Wigw Orientation (degree)

[ICKPUREACTIV], 118,P... |u
TZE Second Floor Main
-117.2017,32, 73209

Default

50

37,2685

100

Setting Up EZ-Track |

PTZ Cantrol

Cancel

=1

ad|

Configuring the View Settings for Camera Sensors

To configure the view range, view distance and view direction settings:

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Sensors icon.
The Sensor Management window appears.
Select the camera to
which you want to edit
view settings, and click
the Edit button.
L3 N
Camera - . TEE Left 973 (@ b
[N Camera - T2E Ticket Counler 74 (B .
Click the :or croun [®M Camera-PTZ  TZE Check Paint i) —
Sensor Camera - Stati... | T2E Check Paint Lane 1 976 (@ Beportll
icon 1 Camera - S_tat\... TZ2E Check Point Lane 2 977 (@ a —
: f?ﬂi‘ Ll Recodiofsey (@A il ‘ Tmport...
e =/ ol View Snapshot Properties of the selected sensor:
- — Export. ..
5 R T SEnsor | Sensor Groups |! Manitating Areas !
- Property Value
ki J .
- Location Mame T2E Second Floor Main
- Pasition ¥, {or Longtude, La... -117.2017,32,73209
i Sensar Views <Mone>
- Range Angle {degree) =)
- Range Distance (FE) 37,2695
- Yiew Orientation {(degree) 100
- PTZ Contral
Close |
Step3  Click the Sensor icon to display a list of all sensors currently defined for PSOM.

oL-24230-01 |
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Configuring PSOM for EZ-Track W
Stepd  Select the camera sensor for which you want to configure view settings.
Step5  Click the Edit button.
The Edit Sensor Properties window appears.
Sensor Mame: :
Sensor Type: Elﬂ Camera - PTZ d
Description: T2E 2nd Floor Outdoor
Ve Sy R gz Enter the width (in degrees) of the camera’s
i Property Value viewing area.
¥ Device ID [ICXPUREACTIV], 118,P... |
Location Mame T2E Second Floor Mair, . .
Position ¥ (or Longlude, ... -117.2017,32.72/74 |~ Enter the dlstance_: (m feet) from the camera
Sensor views & oefau to the furthest point it can accurately view.
Range Angle (degree) 50 /
Rangs Distance (ft) 37,2635 Enter the focus angle of the camera (in
View Crientation (degree) | 100 degrees, clockwise from 0-359). This tells
Pz ool PSOM the direction the camera is pointing
from 0—180 degrees.
Wiew | oK I Cancel |
H |

Step6  In the View Range (degree) ficld, enter the width of the camera’s viewing area in degrees.

Step7  In the View Distance (ft) field, enter the distance from the camera to the furthest point it can accurately
view.

Step8  In the View Direction (degree) ficld, enter the angle of the camera view in degrees (clockwise from
0-359 degrees). 0 degrees indicates the camera is pointing to the left, 180 degrees indicates the camera
is pointing to the right.

Step9  For PTZ cameras, you can define different sensor views that correspond to preset positions configured
in the DVR. See the “Setting Up PTZ Preset Positions” section on page 6-12.

Step10 Click OK.

Displaying the Sensor Name and Range in the Map View

Step 1

You can display the sensor’s name and view range along with the camera icon in the Map View pane. To
do so, you must modify the design properties of the map.

To display the sensor name and range in the Map View pane:

Click the Environment icon in the Administration Console.

| oL-24230-01
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W Configuring PSOM for EZ-Track

File Wiew Tools  Help

==

Mavigation L] L_J Physical Security Information Management
Administration o Administration Control Panel - C i
. ol
Cllc_k the T 4 Environment
Environment = Manage maps, monitoring tree,
. zones, aieas, sensors, tracking
con. sl 3 devices and resources.
Environment: —
Secunty
@ M anage security roles, peimissions,
Rules users and user groups
. (==

Security

% Taols

55 Others

a

o—1

Yideo Integration
Configure video service modules
and camera topology.

Business Logic
I anage business logic templates
and PowerShell script library

40

L=

Bules

fanage rules for responze
workflow, ieporting and alert
collapzing.

Diagnostics
Manage audit report, administration
system alerts and monitorintg tasks

EventIntegration

Manage integration modules, user
alert types, external alert lypes and
SBNSal Mapping,

W

The Environment window appears.

Click the

Monitoring
Environment

icon.

Step 2

File View Tools Help

Mavigation

Administration

LJ

L]

Administration Control Panel - Environmen

Physical Security Information Management

i 75
DY
E

Environment

® fE

Security

Diagnostics

EE Others

[«

Monitoring Emvironment
Manage monitaring tree, maps,
moritoring zones, monitoring areas
and sensors.

Click the Monitoring Environment icon.

Monitoring Zones
Manage monitaring zones

i ocabion Names:

Manage location names

Resources

Manage resources [persons,
vehicles, assets, etc.)

GIS /Map Integration

Configure GIS/Map service
integration

The PSOM Environment Management window appears.

==t

F:
[ |

=

Q.

(€]

=

Sensors

Manage sensors, sensor groups and
intercam groups

Monitoring Areas
Manage monitaring areas

Tracking Devices
Manage racking devices

Camera Topology
Manage EZ-Track camera wiew
topology

Back

Back to previous wiew
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Step 3
Step 4
Step 5

Step 6

Configuring PSOM for EZ-Track

= Map Design Mode.

Monitoring Hierg
s I
13 &) ] vrizay |
..J Al comn &
3 (] Perin 2

13 3 | P
> o (| Term o]
uj ol Termn [+ 1]
o (el Term I

b gab | Uindle
a8 o] Unde =3

*

File Monitorin; Map  Tools Help — |
M Q 57 Enter Map Design Mode L@ S - Select Mark> Enter
==l % 5

Select

EEE

Select the global zone node, the top-most node, in the Monitoring Tree.
From the menu bar select Map > Enter Map Design Mode.

Select the top-level monitoring zone in the Monitoring Tree for which you want to change display
settings.

Select Map > Configure Map View Properties from the menu bar.

| oL-24230-01
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W Configuring PSOM for EZ-Track

File ﬁa_g] Tools  Help

Monitaring

% Exit Map Design Mode Hﬁl E g

8 | ﬁ Cnn'figura Map Yiew Properties.

.%%D::‘tzo é] Mahsackground Image...
QLT
o (@ Draw Monitaring Area. ..
|§| S
%)

[% Select
=3

= .4
i) [l Undemgrau zone
[~ 1@5@ Undesingated Zone

1%
Select Map > Configure
Map View Properties.

The Map View Properties Configuration window appears.

Check the Show

Map Display Options

Sensor option to
p || &
Ire

display icons on the
map for each sensor.

{Show Sensor

Show Sensor Range

F 8
Fa
I

Show Monitoring Area
Show Monitoring Zone

Show Perimeter Range

’I’ [T |aa]  show Sensor Name

Check the Show

~Map Configuration:

Sensor Range option Map Type: Framewark Simple - GIS

7]

Configure. .. | O

to display the viewing
range for the sensor
with shading on the
map.

Property

u Elewation Range ift.)
The first reference point: in the map
. The second reference point in the map
. Qrientation of the ¥-axis in the map {degres)

Check the Show
Sensor Name option

Yalue

<None >

(-117.192200 , 032.73054%9 )
(-117.191101 , 032730000 )

to display the sensor’s
name on the map.

Step 7
Step 8
with video), check the Show Sensor Range option.
Step 9
Step10 Click OK.
Step 11

and range.

To display icons on the map for each sensor in the environment, check the Show Sensor option.

To display the viewing range for a camera sensor (a shaded area that represents the area it can capture

To display the name of each sensor next to its location on the map, check the Show Sensor Name option.

Repeat these steps for each monitoring zone and area for which you want to display the sensor’s name

[l Administering Cisco Physical Security Operations Manager
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Configuring PSOM for EZ-Track

Configuring the EZ-Track Camera Topology

To configure the EZ-Track camera topology:

Step 1 Click the Video Integration icon in the tools area of the Administration Console.
File  Wiew Tools  Help
Mavigation LJ LJ Physical Security Information Management A
Administration %] A ntral ,_j
o @ | Environment A Rules
1ot M - k
anage maps, monitoring tee, /_/ Manage rules for response
. zones, areas, sensors, racking warkflow, reporting and slert
d =t | devices and resources. E—I collapsing,
Environment e e
| Security Diagnostics
@ Manage security mles, permissions, @ Manage audit report, administration
Rules users and user gioups. system alerits and monitorintg tasks
: o—l =E
Click Vl.deo e [~] = | ¥ideo Integrafion 3 Ewvent Integration
IntcgratIOH- Configure video service modules —lm tanage integration modules, user
and camera topology: alert types, extemal alert types and
= $EBNSON MApPIng.
% Tools 1 - _
Business Logic
= Manage business logic templates
#=| Others and PawerShell seript library
— =
wll e
&
The Video window appears.
Fle Wiew Tools Help
Mavigation LJ LJ Intelligent Physical Security Management 2
Administration J { /-/
e 5 | Video Senvices Video Console
| Configure inteqrated video service: Cangole to manage matrix views
. YR or MVR and wirtual tours.
al o—1 =1
Environment I -
Click Camera [N | Camera Topology &) Back
TOpOlOgy. g Ll | Manage EZ-Track camera view Back to previous visw
| topal
Rules ® ._;F' = Opology
Step2  Click Camera Topology to configure the EZ-Track topology.

The EZ-Track Camera View Topology Configuration window appears.

| oL-24230-01
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W Configuring PSOM for EZ-Track

Step 3
Step 4
Step 5

Step 6

Step 7

Select the
monitoring
area that has
the sensor you
want to
configure.

Select the /

camera sensor
you want to
configure.

Select the
directional
quadrant for
which you
want to define
adjacent
cameras.

Airport
b Terminal 1
1) 3 Terminal 2 East

=

- [~ A7E-Second Ped W...
. |8 TZE-ParkingPod
i g Terminal 2 West
.i &) Commuter Terminal
13 &) Perimeter West
.i &) Perimeter North

a 3 Arizona

@ @J From Sensor: PXP-118

Track Camera View Topology Configuration

ﬂ| Selection: Airport »>» Terminal 2 East >3 T2E-SecondFloorMain >> PXP-118

—  Description I
3 |2 | T2 2nd Fioer ... 1
/PXF-GT T2E Left BI
PXP-107 [EH T2E Ticket Cou... 7oA
PXP-108 [EM T2E Check Point
PXF-81 T2E Check Poin...
PXF-82 T2E Check Poin...
PXF-84 (S T2E Exit Lane
PXP-121 [EH T2E Right
PXF-66 T2E Up-Left
PXF-79 5 T2E Up-Right
NEXTIVA-Came...
Camera 0002(L... [0 Camera 0002(1... i
[
@J(Le&—Up)Reglon Links: H E,3| aéq 0| _+| Eﬂ‘ ﬂ| To Sensor:
Name Description

Click the Add Link icon.

Select the monitoring area where the camera sensor is located.

Select the camera sensor you want to configure from the list of sensors.

GoToT2E-SecandFlo Import... |

Export... |
Clear all |
Test |

In the From Sensor area, select the directional quadrant for which you want to designate adjacent

cameras.

Click the Add Link icon @ .
The Sensor Region Link Add window appears.

Select the monitoring area
where the adjacent camera is

located.

Select the sensor for the
adjacent camera.

Enter the walking time (in
seconds) to this adjacent
camera from the base camera.

¥ sensor Region Link - Add

From Area:

Sensor:

—_———— Fermam

To Area: T2E-SecondFloarMain

[FEFxP-108
Estimate Time Span: 1 a Second(s)
Probability (%): | %

From the To Area field, select the monitoring area where the adjacent camera is located.

[l Administering Cisco Physical Security Operations Manager
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Configuring PSOM for EZ-Track

Step8 From the Sensor field, select the sensor for the adjacent camera. You can either select a sensor from the
pull-down menu, or click the Map icon i@ to select the sensor from a map view. The Select Sensor
window appears.

@ Select SensopsiZESSecondHoorMan ihrom BEXE I8 B EB

1%

i
|Go To T2E-SecondFloorConcourse E
L
HNEATIY ACamera-1
- -

Y AT
\

&
%
.,

1z _w'm"’}
== PP \

R

oo e e A

O Cancel I

Step9  Select the sensor from the map to highlight it, and then click OK.

Step10 In the Estimated Time Span field, enter the walking time (in seconds) to this adjacent camera from the
base camera.

Step11  Click OK.

The bottom of the EZ-Track Camera View Topology Configuration window now lists the adjacent
camera as a (Left-Up) Region Link.

~

Note  You can have up to 4 sensor links per region.

Administering Cisco Physical Security Operations Manager
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W Configuring PSOM for EZ-Track

Airport

IC]

]
]

Step 12

From Sensor: PXP-118

i| g Terminal 1
ﬂ ‘é Terminal 2 East

T2E-SecondFloorC...

T2E-FirstFloorMain

T2E-Second Ped W...

T2E-ParkingPod

i ) Terminal 2 West
J <& Commuter Terminal
3 3 Perimeter West
.:] &) Perimeter North
.:l <o Arizona

Track Camera View Topology Configuration

ﬂ| Selection: Airport == Terminal 2 East »>> T2E-SecondFloorMain »> FXP-118

-~ Description

, |2/ | 72 2nd Foor ...
PAF-67 T2E Left
PXP-107 [EM T2E Ticket Cou...
PXP-108 [EM T2E Check Point
PXF-81 T2E Check Fain...
PXF-82 T2E Check Fain...
PXF-34 T2E Exit Lane
PXP-121 [EH T2ERight
PAF-66 T2E Up-Left
PXF-79 T2E Up-Right
MEXTIVA-Came. ..

Camera 0002(1... Camera 0002(T...

x!

GDTO T2E-SecondFlo Import..

BExport...

Clear all

4l
A/.\ a\ e |

'\l
qPXP 108 "}\.
N

your PSOM configuration.

— The link
between the
source and
destination
sensors is shown
on the map as a
blue dotted line.

Repeat the steps in this section to define adjacent cameras for each quadrant of each camera sensor in

To see the regions with camera links for a sensor, click the sensor in the list. The regions that have

defined camera links appear with cyan highlight.

Airport

33 Arizona

.:j &) Commuter Terminal
.] o Perimeter Marth
(33 Perimeter west

& Terminal 1

& Terminal 2 East

L[ T2E-FirstFlnorMain
[ T2E-ParkingPod

|5 T2E-Second Ped Wa...
| i@ T2E-SecondFloorCa. ..

& Terminal 2 West
o Undesignated Zone

a £ Undesingated Zone

From Sensar; PXP-108

Name .. Description
PyP-118 [EH T2E znd Floor ...
PAF-67 TZE Left
PXP-107 [EM T2E Ticket Cou...

PAF-51 B TZE Check Pain. ..

PUF-62 TZE Check Pain. ..

PHF-34 TZE Exit Lane

PiP-121 [EH TzE Right

PYF-86 TZE Up-Left
R T2E Up-Right

MEXTIVA-Came. ..

Camera O00Z(T. .. Camera DODZT, .

@ {Left-Up) Region Links: @ (

Name Description

Select one of the regions to see the defined camera links for that region.
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@ From Sensor; PXP-108

O {Center) Region Links:

Configuring PSOM for EZ-Track

(8] =23 @ ol o e

» (L

Name

PYF-B1

Description

Té 0 E
T2E Check Point Lane 1

ink Lane

To see all the camera sensors that link to a particular camera, select the camera from the Region Links
area and click the |[g| button. The Sensor Region Links window appears.

B Sensor; Region Links - Select Source Sensor.

Name + Description
PYF-69 TZE Concourse Right
PieF-&1 TZE Check Point Lane 1
PieF-&1 TZE Check Point Lane 1

FxF-52 TZE Check Point Lane 2

0 PaP-105 TZE Check Point

Span

&l Pxp-108 TZE Check Point
&l Pxp-108 TZE Check Point
[ Pp-109 TZE Concourse Waiting R...
[ Pp-109 TZE Concourse Waiting R...
[ PxP-110 TZE Concource Waiting R...
[ PxP-110 TZE Concource Waiting R...

o+~

R

W = = e

<«  Description

EH pyF-sz TZE Check Poink Lane 2 o
i PyF-s4 TZE Exit Lane Q

[EH Pxp-118 T2E znd Flaor Qutdaar

To: PxP-108

om Sensor; PRF-G4

Name

PRE-67
PRF-Gi1

lgj {Right) Region Links:

t =
TZE Check Point Lane 1 3

Table 12-1 explains the purpose of the various icons in the Region Links area of the EZ-Track Camera
View Topology Configuration window.

| oL-24230-01
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B Configuring PSOM for EZ-Track

Table 12-1 Icons Displayed in the Region Links Area

Icon Use this icon to...

Add a new camera sensor link to the selected region.

Edit an existing camera sensor link.

Delete an existing camera sensor link from the selected region.

O | [ |G

Browse back to the previous camera sensor to make it the “base” camera again. This
icon is enabled when you’ve browsed away from the original camera sensor to make
an adjacent camera the “base” camera.

Browse to the selected adjacent camera sensor to make it the “base” camera.

=

[= View live video for the selected adjacent camera. You can update the camera’s field
of view image from this window.
| ﬁ Show other region links to the selected adjacent camera.

Displaying Camera Positions and Names on the Map

You can streamline topology configuration by displaying sensor names and positions on the map in the
EZ-Track Camera View Topology Configuration window.

To do so, click the Show Sensors icon |ﬂ The map now appears as shown next.

Viewing Live Video for a Camera Sensor
You can view live video and take a snapshot for a camera sensor from the EZ-Track Camera View
Topology Configuration window.

To do so, click the Live Video icon | . The Live Video Viewer window appears. Click the FOV
Snapshot link to capture a snapshot for the camera sensor.

Administering Cisco Physical Security Operations Manager
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Editing a Link to an Adjacent Camera

Step 1

To edit the properties of an adjacent camera:

Configuring PSOM for EZ-Track

Step2  Click the Edit Link icon @ .

Step 3

Step 4

The Sensor Region Link - Modify window appears.

Sensor:

From Area:

To Area: T2E-5econdFloorMain

Sensor: 15 PXF-81 ud| |2
Estimate Time Span: 1 a Second(s) B”" [l
Probability (%):

Select the adjacent camera in the EZ-Track Camera View Topology Configuration window.

Change the number of seconds in the Estimate Time Span field to modify how long it takes to walk to

this camera sensor from the base camera.
Click OK.

Deleting a Link to an Adjacent Camera

Step 1
Step 2

Step 3

| oL-24230-01

To remove a link to an adjacent camera:

Select the adjacent camera in the EZ-Track Camera View Topology Configuration window.

Click the Delete Link icon \%
A confirmation dialog box appears.

;,’/ Do you want to delete selected region link (PXP-118 [Left-Up] - PXF-81)?

Click Yes to delete the link to this adjacent camera.

Administering Cisco Physical Security Operations Manager g
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M Configuring PSOM for EZ-Track

Making an Adjacent Camera the New “Base” Camera

You can make an adjacent camera the new “base” camera, and then change back to the original base
camera, using the Browse To icon || and Browse Back icon ©@.

Viewing Other Region Links to an Adjacent Camera

You can view all the region links to an adjacent camera.

To view other region links:

Step 1 Select the adjacent camera from the Region Links area.

Step2  Click the Other Links icon [ﬂ.

The Sensor Region Links window appears.

B Sensor; Region Links - Select _D_Smsor

Name 4  Description Span 4+ R.. rom: PXP-107
Eﬂ PXF-82 T2E Check Point Lane 2 3 o :
N pxFs4 T2E Exit Lane 3O
NG oo rErcetcaner |2 5]
[EN Pxp-107 T2E Ticket Counter 2
[EN Pxp-107 T2E Ticket Counter 2D
[EN PxP-108 T2E Check Point 2 Q
[EN Pxp-118 T2E 2nd Floor Cutdoor 1@

Select different sensors from the list to see the quadrant views they provide for the adjacent camera. You
can view live video for a selected camera by clicking the Live Video icon .

Testing the EZ-Track Configuration

To test an EZ-Track configuration:

Step1  Make sure your base camera is selected.
Step2  Click the Test button.

The EZ-Track Camera Sensor Browser window appears.

Administering Cisco Physical Security Operations Manager
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Step 3

Enabling EZ-Track (Backward) [ |

@ EZ Track Camera Sensor; Browser. - Live. I
#i| selection: Airport »> Terminal 2 East »> T2E-SecondFloorMain > PXP-108
E Airpart Mame —  Description
/) Terminal 1 PXP-118 [EM T2E 2nd Floor ...

1_9, Terminal 2 East

3= T2E-SecondFloorMain
- @ T2E-SecondFloorC..
-[ig T2EFirstFloorMain

T2E Left
[EM T2E Ticket Cou...

|2 | 72E check paint

PXF-67
PXP-107

@ T2E-Second Ped W... PXF-81 TZE Check Poin...
[ T2EParkingPod PXF-82 T2E Check Poin...
_é, Terminal 2 West PXF-34 TZ2E Exit Lane
.__J &) Commuter Terminal PXP-121 [EH T2E Right
._J () Perimeter West PXF-66 T2E Up-Left
o &) Perimeter North PXF-79 T2E Up-Right
@3 Arizona NEXTIVA-Came...
Camera 0002(L... Camera 0002(1...

|ﬂ = | ﬂ- To Sensor: PXP-109

]l | ﬂ From Sensar: F'XP-II‘Q |'7J/'J (None) Region Links:

o] o o e ¢ | © O]
- »EII-
- PXF-84 T2E Exit Lane
| PXF-69 T2E Concourse Right
(o] (o] e [o]

Close |

Click the different quadrants that have green arrows to test that the adjacent camera views are displayed
appropriately.
The bottom of the window shows the From Sensor and To Sensor live video views so you can ensure

the correct video is being displayed. Also, the sensor’s location appears on the map so you can verify
that the correct sensor has been selected for the adjacent quadrant.

If more than one camera has been defined for a quadrant, there will be multiple cameras shown in the
Region Links area. Switch between them by selecting the different camera sensors from the list, and the
To Sensor live video will change as well as the sensor’s location in the Map area.

Use the Browse To icon |ﬂ and Browse Back icon @ to change the “base” camera to an adjacent
camera view, and then back again to the original “base” camera.

Click the Other Links icon | ﬂ to see other region links to the adjacent camera that is selected in the
Region Links area.

Enabling EZ-Track (Backward)

You can enable operators to track suspects backward through recorded video using EZ-Track
(Backward). EZ-Track (Backward) requires the use of Cisco Video Surveillance Manager as well as a
license key that unlocks the EZ-Track (Backward) feature.

| oL-24230-01
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M Configuring EZ-Track in Batch with XML Configuration File

Configuring EZ-Track in Batch with XML Configuration File

You can configure EZ-Track by setting up configurations in an XML file, and then importing that to the
EZ-Track Camera View Topology Configuration window using the Import button.

Defining the EZ-Track Configuration in XML

The syntax for the XML-based EZ-Track configuration is as follows:

<PxRegionTopology>
==>

> <PxRegionLink>

> <PxRegionLinks SourceRegionCode="{Region Name}">

> <DestinationSensorName> {To Sensor Name}
> <SecondSpan> {Estimate Time Span}

<PxSensorRegionLinks SourceSensorName="{From Sensor Name}"”>

where:
Parameter Description Valid Values
“{From Sensor Name}” |The name assigned to the “base” e.g., “P-300”

camera SEnsor.

Note  The sensor name must be

enclosed in quotes.

“{Region Name}”

The region of the “base” camera view
where the adjacent camera is being
assigned. Keywords for the {Region
Name} are case-sensitive.

Note  The region name keyword

must be enclosed in quotes.

“UpLeft”’—Upper left quadrant
“Up”—Upper middle quadrant
“UpRight”—Upper right quadrant
“Right”—Right quadrant
“DownRight”—Lower right quadrant
“Down”—Lower middle quadrant
“DownLeft”—Lower left quadrant
“Left”—Left quadrant

“Center”—Center quadrant

{To Sensor Name} The name assigned to the “adjacent” |e.g., P-291
camera sensor.
{Estimate Time Span} |The number of seconds it takes to e.g., 30

walk from the base camera to the
adjacent camera.

For example, the following EZ-Track configuration defines the adjacent camera views to the right and
lower right quadrants for “base” camera P-107. It configures camera sensors F-84 and F-81 as adjacent
cameras for the right quadrant of camera P-107, and camera sensors F82 and F81 as adjacent cameras

for the lower right quadrant of camera P-107.

<?xml version="1.0"

encoding="utf-8"?>

<PxRegionTopology VERSION="1.0">
<PxSensorRegionLinks SourceSensorName="P-107">
<PxRegionLinks SourceRegionCode="Right">
<RegionLink>

[l Administering Cisco Physical Security Operations Manager
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Configuring EZ-Track in Batch with XML Configuration File

<DestinationSensorName>F-84</DestinationSensorName>
<SecondSpan>1</SecondSpan>
</RegionLink>
<RegionLink>
<DestinationSensorName>F-81l</DestinationSensorName>
<SecondSpan>2</SecondSpan>
</RegionLink>
</PxRegionLinks>
<PxRegionLinks SourceRegionCode="DownRight">
<RegionLink>
<DestinationSensorName>F-82</DestinationSensorName>
<SecondSpan>1</SecondSpan>
</RegionLink>
<RegionLink>
<DestinationSensorName>F-81l</DestinationSensorName>
<SecondSpan>2</SecondSpan>
</RegionLink>
</PxRegionLinks>
</PxSensorRegionLinks>
</PxRegionTopology>

Uploading the XML Configuration File for EZ-Track

Once you’ve defined the EZ-Track configuration in an XML file, you can upload the file to PSOM to

define all EZ-Track camera configurations all at once.

To upload the XML configuration file:

Step 1 Click the Video Integration icon in the tools area of the Administration Console.

The Video window appears.
Step2  Click Camera Topology to configure the EZ-Track topology.
The EZ-Track Camera View Topology Configuration window appears.

| oL-24230-01
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B Exporting Your EZ-Track Configuration

ﬂ‘ Selection: Airport

> IR | tame —  Description
b g3 Terminal 1
..3 43 Terminal 2 East
i/ @ Terminal 2 West
.ﬂ £ Commuter Terminal
..i (@ Perimeter West
(33 Perimeter North
..3 43 Arizona

Click Import.

Em. ﬂ, From Sensor: E)J {None) Region Links:

Name

I:ﬁ)@

@ﬂ _] To Sensor:

. Close

open 2]

5.5.

Step3  Click Import.

The Open window appears.

Look in I@temp j - cf BB~

Flaces

File name: I j Open I
&l

Files of type: ITopnIogy files (*ml)

Step4  Locate and select the XML configuration file and click Open.

Exporting Your EZ-Track Configuration

If you want to backup your EZ-Track configuration—perhaps to re-import it later using the Import
button—you can click Export to save the topology file with all necessary XML to define the EZ-Track
navigation as you have configured it.

Administering Cisco Physical Security Operations Manager
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Exporting Your EZ-Track Configuration

To export the EZ-Track configuration to a file:

Step 1 Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.

Step2  Click Camera Topology to access the EZ-Track topology.
The EZ-Track Camera View Topology Configuration window appears.

ﬂl Selection: Airport [ﬁ
) DI | wme vccrpron NSRS moars.. |

| g Terminal 1

&d &) Terminal 2 East

b @) Terminal 2 West
(J &) Commuter Terminal
d- ) Perimeter West
(ud &) Perimeter North
&3 z3) Arizona

Export... !

_
: Clear all |
Test |

Click Export.

, éj, From Sensor: E)J{Nune)Regian Links: S-ial ;f,f'il )Q_u‘ OI -I:I Ej_ﬂl l,3‘1|T9 Sensor:

Name Description Span

Close

Step3  Click Export.
The Save as topology file window appears.

Step4  Choose a location to save the XML configuration file and click Save.

Administering Cisco Physical Security Operations Manager
I oL-24230-01 .m



Chapter12  Setting Up EZ-Track |

| Exporting Your EZ-Track Configuration
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Managing Tracking Devices and Resources

Within the Operation Console, operators can monitor the movements of tracking devices and security
resources within the environment. In the Administration Console, you can:

e Configure GPS geographic coordinates for all maps within the PSOM environment. See the
“Configuring Coordinates using GPS” section on page 7-8 for instructions.

e View and activate/deactivate resources within PSOM that represent security officers, vehicles, or
other assets within your environment.

e View and activate/deactivate tracking devices within PSOM that integrate with external 3rd party
tracking services so that the location of these devices is displayed in the Operation Console.

Before proceeding with this chapter, refer to PSOM Integration Module documentation for instructions
on integrating your third-party security systems with PSOM so that resources and tracking devices can
automatically be defined.

This chapter includes these topics:
e Viewing Security Resources, page 13-1

e Understanding Tracking Devices, page 13-5

Viewing Security Resources

Security resources are assets within your environment including:
e People
e Land vehicles
e  Water vehicles
e Air vehicles
¢ Generic assets
e Security officers
e Law enforcement officers
e Law enforcement vehicles

e Emergency vehicles (fire, ambulance, etc.)

Administering Cisco Physical Security Operations Manager
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M Viewing Security Resources

Each security resource can be associated with a tracking device within PSOM; for example, a security
officer could carry a tracking device to show his position within the environment. PSOM integrates with
3rd party location service applications to display the current location, or historical trail of locations for
a security resource, within the Operation Console.

To view security resources defined in PSOM:

Step 1 Click the Environment icon in the Administration Console.

Fle Wew Tools Help

Mavigation LI Physical Security Information Management
Administration J i

, fat

Click the —— £ | Environment A | Rules

Environment T Manage maps, monitoring tree, /_/ M anage rules far respanze
al

. zones, areas, sensors, tracking workflow. reporting and alert
1con. | devices and resources. | collapsing.

Environment

| Secunty E | Diagnostics
@ Manage security roles, permissions, m Manage audit report, administration

uzers and user groups. system aleits and monitorintg tasks

Rules
== e—1
Seaurhy [~ ] Yidea Integrafion § EventIntegration
Configure video service modules Manage inteqration modules, user
and camera topology. alert types, extemnal alert tppes and

| $ensor mapping.

| Business Logic

Manage business logic templates

2=/ others e e 1
=T

[<¥]

The Environment window appears.

Fle Wiew Tools Help
Mavigation LJ LJ Physical Security Information Management
Administration J

| Monitoring Emvironment | Sensors
e b4 anage monitaring tree, maps, M anage sensors, sensor groups and
monitoring zones, monitaring areas intercom groups
| and sensars.

B iE2
\L
\L

Environment

—~ | Monitoring Zones =5 | Monitoring Areas
@ Lé b4 anage monitaring zones |_,@ b4 anage monitaring areas
Rules
e—1 e—1
St | CocationNames | Tracking Devices
Manage location names i Manage tracking devices
=k e—ll
Diagnostics "
Click the | Resources | Camera Topology
4 anage resources [persong, b anage EZ-Track camera view
Resources vehicles. assets, etc) tapalagy
1con. |
| GIS{Map Integrafion Back
Configure GIS /M ap service @ Back to previous view
integration

Step2  Click the Resources icon.

The Security Resource Manager window appears.
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Viewing Security Resources

T T C.hck Propertles to
view details for this

o] security resource.

Person-02

T Car-01 21

Car-03 22

Eoat-01 23

Eoat-02 24

Plane-01 25

Plane-02 26

. PRecordlofs ad_ﬁ..) & Close

Step3  Click Properties.

The Edit Security Resource window appears.

= Change the user name associated
et coron with the resource.
ReesiTrrs Eiehics nd) ~=————— Select a different type of resource.
Tracking Drevice: GPS-3 (I0:17) |
Desaription: Can-01 ———— Enter a new description of the
resource.
e — —
-+ EEEST
(e sl

Step 4 To change the name associated with the resource, enter a new name in the Resource Name field.
Step5  To change the type assigned to the resource, make a selection from the Resource Type field.
Step6  To change the description, enter modifications in the Description field.

Step7  Click OK.

Activating or Deactivating a Resource

To activate or deactivate a resource:

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.

Administering Cisco Physical Security Operations Manager
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M Viewing Security Resources

Step2  Click the Resources icon.

The Security Resource Manager window appears.

Security Resource Management
£idd, Edic |
d— Select the resource you

"o 8 Personz want to di'sable and click

@ crnt & Carl = the Deactivate button to
DEENERI Prosimes Sirveiing disable the resource or the
- © Bott 23 Activate button to enable
1 0 Boat-02 '\‘{) Do you want ko deactivate selected security resource: ‘Person-017 || 24 the resource.

J 0 Plane-01 25
. @ Plane02 i wéé ; Mo I; 26
.. FRecordiofg aﬂﬂd i Close |

Step 3 Select the resource and click the Deactivate button to disable it, or the Activate button to enable it.

Step4  Click Yes in the confirmation dialog box to verify the operation.

Resources that have been deactivated appear with a greyed-out icon in the resource list in the Security
Resource Manager. Active resources appear with green icons.

Security Resource Management
Add, E

Propetkies. .. |

Person-02
Car-01 21
Car-03 22
Boat-01 25
Boat-0z 24
Plane-01 25
b Plane-n2 26

000000 gL.

| Recordlofs aamd &l Close |
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Understanding Tracking Devices

Understanding Tracking Devices

Tracking devices are wireless electronic devices whose GPS (global positioning system) coordinates can
be viewed on an electronic map using specialized software. PSOM synchronizes with integrated
subsystems to create tracking devices that appear on maps including:

GPS devices—These devices use GPS transmitters to communicate their coordinates.

RFID devices—These devices use radio-frequency identification (RFID) tags or transponders to
communicate coordinates.

Radar devices—These devices use electromagnetic waves to identify the range, altitude, direction,
or speed of both moving and fixed objects such as aircraft, ships, motor vehicles, and terrain.

Mobile devices—These pocket-sized computing devices include cell phones, smart phones,
personal digital assistants (PDAs), and personal navigation devices (PNDs). These devices use
cellular signals to transmit location to PSOM.

Radio devices—These devices use short-range radio frequency to communicate coordinates.

Virtual devices—These devices show the location of tracking objects; for example, radar-generated
tracking objects.

Security resources can carry tracking devices, or tracking devices can be placed in vehicles or other
assets, to allow security operators to track movements within the environment.

Viewing Tracking Devices in PSOM

To view tracking device in PSOM:

Step 1 Click the Environment icon in the Administration Console.

Mavigation BRI Physical Security Information Management A
Administration < | Adn i trol Panel - C i
Click th -
ick the -
. e #"’I[ﬁ Environment A Rules
Env1r0nment a:ﬁ;j Manage maps, monitaring tree, "J Manage rules for response
iCOn <= zohes, aress, sensors, tracking workflow, reparting and alert
° . devices and resources. collapzirn
[ ] o— 5—1 psing,
Ervvironment
= - Security Diagnostics
Manage securty roles, permissions, ﬂ Manage audit report, administiation
Rules users and user groups. system alerts and monitorintg tasks.

Fil=  Wew Tools Help

Security X X Yideo Integration § Event Integration
! Configure video service modules —'m M anage integration modules, user
and camera topology. alert types, extemnal alert types and
$eNT0r Mapping.

Business Logic

Manage business logic templates
and PowerShell script library

The Environment window appears.
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W Understanding Tracking Devices

Sensors

Manage sensors, sensor groups and
intercam groups

Monitoring Areas
Manage monitaring areas

Tracking Devices
Manage racking devices

File View Tools Help
Narvigation Physical Security Information Management
Administration Admini - Environmen
- Monitoring Emvironment
Manage monitaring tree, maps,
moritoring zones, monitoring areas
ﬂ = and sensors. =
Environment B =
—~h Monitoring Zones =
@ Manage monitaring zones |’%|
Rules
_@""ﬂ_ A —— __"—"ﬂ_ n| B
%11011((_the SE[LIY"Z}" L ULTULIN NS
rac lng Manage location names
Devices > -
: ===
1con. Diagnostics =
Resources
Manage resources [persons,
vehicles, assets, etc.)
o=l—— ;g:—_%_i__,_.._
GIS /Map Integration
Configure GIS/Map service
integration @

[es

Step2  Click the Tracking Devices icon.

The Manage Tracking Devices window appears.

Y Manage Trac

Tracking Device Management

1
Properties..

pr A

Close

Step3  Click Properties.

The Edit Tracking Device window appears.

Camera Topology
Manage EZ-Track camera wiew
topology

Back

Back to previous wiew

Click Properties to

e view tracking device

E & details.

Q) Grsz O sz Person-02 16
O s [ JEE car-01 17
D s [ QT Car-03 18
) oess O s Boat-01 12
) ess [ Y Boat-02 2
Q) s O ops7 Plane-01 s
@ arss € cpsa Plane-02 3
| O ob-0t-20107314116 @ B
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Understanding Tracking Devices

? To change the device’s name, enter
=

a new name in this field.

Device Mame:

Device Type: @ GPS raw Easea ;:I.evice v
Security Resource: Person-01 Q |
Description: GPS-I
- Enter a new description of the device.
Praperties: ™ Tereperty value

Cancel 1|

Step4  To change the device’s name, enter a different name in the Device Name field.
Step5  To change the description, enter modifications in the Description field.
Step6  Click OK.

Activating or Deactivating a Tracking Device

To activate or deactivate a tracking device:

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Tracking Devices icon.

The Manage Tracking Devices window appears.
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W Understanding Tracking Devices

Y Manage iratks
Tracking Device Management
Properties...
actvate —— Select the device you want
s to remove from the list
i e ' i and click the Activate
| car-03 18 button to enable its use, or
| Boat-0L | 19 the Deactivate button to
Q| Boat-02 | 2 disable it.
@ orsT Flane-01 a0
@) G55 O crss Flane-02 3l
| () Ob-01-20107914116 o 3
0 record 1of 9 @D ad

Select the tracking device you want to remove, and click the Deactivate button to disable the device, or
the Activate button to enable the device.

A confirmation dialog box appears.
Step3  Click Yes to verify the operation.

Tracking devices that have been deactivated appear with a greyed-out icon in the resource list in the
Manage Tracking Devices window. Active tracking devices appear with green icons.

Properties. .. |
Activate

&

[+] : O sz Person-02 18

oF € 53 Car-01 | 17

OF £ s Car-03 18

3] € s Boat-01 | 19

OF £ rse Boat-02 ]

oF O rs7 Plane-01 | 0

[ +] £ crss Flane-0z 3l

(% fpb-01-z0107a14116 [ 33

DA record1 & » DD > |
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Managing Business Logic

In PSOM, business logic is used to raise alerts based on pre-defined conditions and handle post-alert
response management actions that should be taken when certain alerts are raised. The business logic
templates capture your business processes and requirements for alert creation and response based on the
alert’s status, schedule, monitoring area or threat level. Business logic allows security personnel to
concentrate on execution of planned responses instead of reassessing unfolding situations. It enables
optimal response to real-time tasks, reducing vulnerability, and frees the attention of responding
individuals so they can better respond to any unplanned turn of events.

PSOM supplies business logic templates that you can customize for your own needs. Once a business
logic template is applied to the monitoring tree, it becomes business logic policy.

You can also design and configure business logic rule templates using the Business Logic Rules
Designer, and then test and verify their behavior using the Business Logic Designer. The PSOM business
logic engine is based on common off-the-shelf (COTS) technology. PSOM uses the advanced business
logic engine embedded in the Microsoft .NET Framework version 3.5. This engine was originally built
for Microsoft’s BizTalk Server and is designed for enterprise use, highly scalable, and extremely
flexible.

Note  .NET Framework version 3.5 and PowerShell 2.0 are required to use PSOM business logic.

This chapter includes these topics:
e Managing Business Logic using Templates, page 14-1
¢ Designing Business Logic in the Business Logic Designer, page 14-36
e Testing Business Logic Templates in the Business Logic Designer, page 14-43
e Applying Business Logic Policies, page 14-46
e Importing and Exporting Business Logic Templates, page 14-50
e Using Global System Variables in Business Logic, page 14-51
e Storing PowerShell Scripts for Business Logic, page 14-51

Managing Business Logic using Templates

PSOM supplies business logic templates that you can customize for your own needs. There are several
different types of business logic templates:
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e Event Business Logic—determines which events from existing alarming systems should be raised
as alerts in PSOM. Business logic can be defined so that only certain event types will be raised as
alerts, and that different severity and actions will be associated with certain events so that alerts in
PSOM have the appropriate severity and associated actions. When applied to the monitoring tree,
the default template automatically pulls events from Integration Modules into PSOM as alerts on the
corresponding sensors and monitoring areas.

e Alert Business Logic—defines alert response based on the alert’s status, schedule, monitoring area,
or threat level after an alert has been created.

e Schedule Business Logic—provides a calendar-based execution of business processes. For example,
an RSS Alerts activity can be defined to generate alerts from RSS feeds such as severe weather alerts
from the Weather Channel or earthquake alerts from U.S. Geological Survey.

¢ On-Demand Business Logic—enables custom actions to be added to the Operation Console to allow
operators to execute functionality such as disarm a sensor or start a group intercom conversation
from a monitoring area.

e Alert Status Business Logic—defines business logic that should occur upon status changes for
selected alert types.

Inside business logic templates you can add actions (such as sending e-mail or launching programs when
certain conditions are met) and you can integrate PowerShell scripts for complex decisions or data
correlation with existing systems (such as Microsoft SQL Server or Exchange Server).

Creating an Event Business Logic Template Based on the Default Template

An Event Business Logic template determines which events from an access control device should raise
alerts within PSOM, and the appropriate severity and actions that should be associated with those alerts.
For example, when a suspect tampers with a card reader a Critical alert might be raised and a notification
e-mail sent to appropriate people; however, in a case involving a sensor that is open too long, a Medium
risk alert may be raised without any e-mail notification. Event Business Logic templates can be
customized based on the sensor type and location.

You can create a single Event Business Logic template that triggers the same action and assigns the same
severity level in PSOM for multiple alert types. Alert types are matched based on the alert description
or a customized “event match” string that should correlate to the event’s ID or description in the 3rd party
system. Matching is performed using exact matching or regular expressions.

A remainder rule enables all unspecified alert types to be handled by this alert, except whatever alerts
are specifically excluded using a filter mapping.

The alert generated by Event Business Logic is calculated per sensor, per monitoring area, per business
logic policy, per event. For example, assume there is 1 external device that maps to 2 sensors in PSOM,
and each sensor resides in 2 monitoring areas (total of 4 monitoring areas containing 2 sensors), and 2
Event Business Logic policies are applied in PSOM related to the device. In this case, 8§ alerts will be
generated in PSOM for each event generated by the device.

Per device event:

2 sensors X 2 monitoring areas x 2 Business Logic policies = 8 alerts in PSOM
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Note e To create a new business logic template from scratch, see the “Designing Business Logic in the
Business Logic Designer” section on page 14-36.

e Because Event Business Logic raises an alert by default on the source sensor, customers of AgentVI
or Nextiva may want to use an Event Map Filter activity to specify the target sensor type to be
“Camera - Stationary”, “Camera - PTZ”, or “Camera - Others” so that the alert will be raised on the
associated camera sensor instead. See the “Configuring Event Map Filter Properties” section on
page 15-51 for details.

To create a new Event Business Logic template based on a default template:

Step1  Click the Business Logic icon in the Administration Console.

Click the

Marvigakion
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Rule:
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Security
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Physical Security Information Management

ﬂ% Environment 2 Rules
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devices and resources. - collapsing.
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Security - Diagnostics
Manage security rales. permissions. ’-m Manage audit report. administration
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Step2  Click the Business Logic Templates icon.
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File Wiew Tools Help
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Physical Security Information Management
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% Tools
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The Business Logic Policy Manager window appears.

Step3  Click Event Business Logic under Policy View.

|| @ Event Busingss Logic

|| _ﬁ Alert Business Logic

Description Update T...

Click Event = :
Business LOgIC @ on-Demand Business Logic Create Alert - . Raise alert on video event i PreflertBusiness... FlEFiE00 ...
3 R .
and all event m et et e s Logic E Create Alert - Door... Raise alert on door open toolon... 7 PredlertBusiness... 5.1  7/27/2010 ... 45
business logic |4 Create Alert - Door... Raise alert on door forced entry ... 7 PredlertBusiness... 5.1 7/27/2010 ... 47
& All Business Logic :
3 R .
templates = L ;_‘ Create Alert - al Raise alert on any event from a... 7 PredlertBusiness... 5.1  F/27/2010 ... 46
. PowerShell Script 2| Create Alert - Acce... Raise alert on access granted ev.., PreflertBusiness... 5.1  7/27/2010 ... 43
defined in PSOM = 4
Select |J] Create Alert - Acce... Raise alert on access denied event 7 PredlertBusiness... 5.1  7/27/2010 ... 4z
appear. select a |4 Default create aler... Business Logic for default create... 7 PredlertBusiness... 5.0  10/23/200... 23
default template |4 Event Business Logic  Business logic service to integrat. .. PredlertBusiness... 5.1  7/Z7z010 ... 16
you want to copy.

Click Manage
Policy.

_S Manage Folicy

[<¥]

Powershell Script

Step4  Click Manage Policy in the left navigation bar.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Chapter14 Managing Business Logic

Managing Business Logic using Templates

Clle Add — f_j Add Template. ..
Template. |3 Modify Template...

E Delete Template

u Fre

. Raise alert on video event o/ PreflertBusiness FlEFiE00 ...

5] Templste Properties. .. |
m Create Alert - Door,.. Raise alert on door open too lon.., 7 PreflertBusiness,.. 5.1 7/27/2010.. 48
ﬁ Create Alert - Door,,. Raise alert on door Forced entry ... o PreflertBusiness,.. 5.1  7/27f2010,., 47
m Create Alert - All Raise alert on any event froma... | 7 PreflertBusiness... 5.1  7/27f2010 ... 46
ﬁ Create Alert - Acce... Raise alert on access granted ev.., o/ PreflertBusiness... 5.1 7/27/2010 ... 43
ﬁ Create Alert - Acce,.. Raise alert on access denied event o PreflertBusiness,.. 5.1  7/27/2010.., 42
|7—1 Default create aler... Business Logic for default create... (7 PreflertBusiness... 5.0  10/23jz00... 23
ﬁ Event: Business Logic  Business logic service to integrat. .. PreflertBusiness,.. 5.1  7/Z7z010 .., 16

Paolicy Yiew

2

Add Template

Step5  Select the default business logic template you want to copy from the list and click Add Template.

The Add Business Logic Template window appears. The bottom of the window shows a graphical
read-only representation of the business logic design.

Lo Pl Farager lemplate:

- Enter a name for this customized
Description: Create custom business logic bo raise new alerts From events and other conditions business lOgiC template.

Template Mame:

- Enter a description of the
behavior of this customized
business logic template.

=1 Designer \l

Event Monitoring EEER oo | \

(@ _

Click the Designer button to
customize this business logic.

=
&3
a4
)
i
Cancel 1

Step6  In the Template Name field, enter a name for this business logic template.
Step7  In the Description field, enter information about the behavior of this business logic template.

Step8  As configured, this Event Business Logic simply generates PSOM alerts from raw events generated by
an Integration Module.

To customize this business logic to add actions or specify alert severity for generated alerts, click the
Designer button.

The Business Logic Template Designer window appears.
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C liemplate Designer

Rule Mame: Event Business Logic-hew

New |

-

£ start .

]: Create Alert

Delete |

Activity List

]

Actions

Properties... |

Impart... |
Export... |

all Child Logic

all Everbridge

Call External Method

Call Web Service
Create Admin Alert
Create Alert

Create Report

¢333317

Deelay

D03 Comnmand
=

E=

B Activity

g

-

(Marne) PredlertBusiness

Base Class Proximex. Workfl

[isacrintinn b
{Name)

Flease specify name of the activity
used ko generate associated bype,

|

Step 9

emplate esigriers

Fule Mame:

Event Business Logic-Mew

NE |

| |

Mew
Delete |
Emperties[ 0 !

Activity Lisk

U
o

Actions

Call Child Logic

Call Everbridge Import.

Call External Method Expart...

Call Web Service
Create Admin Alert
Create Alert

Create Report

¢333343

Delay
DOS Command
—

AlertCreate

Description
Enahled
{Name)

Flease specify the identifier of the
activity, It has to be unigue in the wo...

Triw

ad|

The Create Alert Activity window appears.

In the business logic design area, select the Create Alert icon and click the Properties button.

Select the Create Alert
icon and click the
Properties button.
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Step 10

Step 11

Step 12

Step 13

Step 14
Step 15

Managing Business Logic using Templates ||

7 Create AlerbACtvILY: =13
Type: ﬂ Action
Mame:
Display Mame:
[f this template will apply only to Description:
specific events, check this option
to ignore other unspecified alerts. ————1" 1anore remainder events

Display recent sensor events by Time
¥ Enabled

Max number of events ko show in last 2 hours.... [S events] 5 | events

Display recent sensor events by count

¥ Enabled
Display all events from [time period] before alert time... [S minutes] 5 | minutes
Maximum number of events to show in specified time period... [10 events] 10 | events

Display recorded video with alert -
¥ Enabled

Time before (negative value) or after (positive value) alert time -5 || seconds

QK i | cancel

If you plan to customize the Event Business Logic for specific types of events, and do not want actions
to be triggered for other unspecified alert types, click the Ignore remainder events option. If you want
this business logic to apply to all events generated by the Integration Module, leave this option
unchecked.

To enable recent events to be displayed based on occurrence time, check the Enabled option in the
Display recent sensor events by Time area. Then set the maximum number of events that can be
returned for this type of query.

To enable recent events to be displayed based on a count of alerts occurring within a specified time
frame, check the Enabled option in the Display recent sensor events by count area. Then set the
maximum number of events that can be returned for this type of query.

To enable recorded video to be displayed for alerts created by this business logic, check the Enabled
option in the Display recorded video with alert area. Then set the number of seconds of recorded video
that will be returned with alerts by this business logic.

Click OK.

If you want to define an action that should occur when the specified events are raised, you can drag the
appropriate action icon to the workspace. For example, to automatically e-mail alert details to certain
individuals when this event occurs:

a. Drag a Send Email activity to the workspace.
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Activity List | Delete

aal
|

;} Create Alert

1c| Em ail z

' e

L4 @
< | =

FH  Fowershel Action Properties...

Pl P12 Control

P sendE-Mail Moo
P set alert Cone Export...
W Start

Decisions

Decision-Actions

A

Simulators

Sensor Commands

"~ activity

{Mame) Start

Description

Enzhled T Ad
{Name)

Flease specify the identifier of the
activity, It has to be unigue in the wo ..

|

Drag the Send
EMail icon
from the
Activity List to
the workspace.

b. Select the Send Email icon in the workspace and click the Properties button. The Send Email

Activity Properties window appears.

- — g
[ m;@;;:m AclivityPrope

Rule Narme: E

Lvpe: A Action
Iame; -
@ Display Name: Send E-Mail
L Description: 3
[~ SMTP Mail

Delstes

aal
Ee==n

il Impork...

Server Mame: mail. prosimes.com
Park: 25

Domain: proimes, com

[ Print Alert Header

™ Print Instruction

User Mame: PROSIMEX . COM

Password: Faa———

T pruser@proxime:, cam

From: peuser@proxines:, com

Subject: Suspicious person in restricted area
Message:

Jillld

Export...

Al

b

&

Cancel

7]

T Il Cancel J

c¢. Complete the fields as necessary and click OK to save your changes. See the “Configuring Send
Email Properties” section on page 15-31.

d. Connect the Create Alert icon to the Send Email icon so that the Send Email icon will execute

after the Create Alert icon executes

To connect two icons, select the first icon and drag one of the circles on its outside border to the

second icon, then release.
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[y, Create Alert | Create Alert | [1, Create Alert

@ Send E-Mail @ Send E-Mail | @ Send E-Mail
I [ § :

Step16 If you want to specify the events to which this business logic will apply:

a. Expand the Decisions-Actions group in the Activity List, click the Event Map Filter icon, and drag
it to the workspace.

b. Select the Event Map Filter icon in the workspace and click the Properties button. The Event Map
and Filter Activity window appears.

@ Event Mapant bl ter activity: Ea
Type: @ Decision
Mame: EventMapFilter
Display Name: Event Filter
Description:
—Map Filkers - gl
ﬂ Event Source  Event Match Type Severi.. | Add... :
LenelOpenlT Forced Entry Contains ... £\ Medium Modify o |
| Delete... ;
|0 LB |
|
o \
|
\ud e (ol Record 2 of 2
QK ' | Canicel

c. Enter a new name for the component in the Name field.
d. Enter a new display name for the component in the Display Name field.
e. Enter information about the component in the Description field.

f. Focus the business logic on a specific event by clicking the Add button and creating a new filter for
that event.
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—Event Match

i Map Eilter Ecitor

—Match Source
Event Source: ;Any Source d
Makch Type: Cantains Match hd
Match Description:  |Forced Entry d

[ Case Senstive

—Match Criteria
By Status: i] Open 4
By Severity: o Any Severity d
By Sensar Type: Any Sensor Type d

—Settings to Raise Alert

Alert Description

{+ Use exact description from Event Source
" Use System Alert bype description

™ Use custom description

Alert Severity: A Medium

System Alert: Best Match Events

Target Sensor

d
ud
Types: | Camera-PTZ =]
|1 Camera - Infrared
|| access Contral ad

¥ Filter Enabled

| OK I | Cancel

See the “Configuring Event Map Filter Properties” section on page 15-51 for how to define filters
that specify certain events to which this business logic should apply.

g. Click OK to save your changes.

h. Delete the connection between the Start icon and the CreateAlert icon by selecting the connection
line and pressing the Delete key.

i. Connect the Start icon to the top of the Event Map Filter icon.

j. Connect the True segment of the Event Map Filter icon to the top of the Create Alert icon.
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Step 17

Step 18

Step 19

Rule tlame: Event Busingss Logic-Mew

Ic Template Designer: :

Managing Business Logic using Templates

1 Q) st b

T|lua Event Map
ey
Filter

kel Create Alert

Mew
2 W Activicy List LJ‘ Delete |
P Pz Control Properties. ..
P sendE-Mal e
P set dlert Context %l
W Start Export. ..
Decisions ‘J ]
Decision-Actions d

@ Ewent Map Filker
@) ODBC Condtion
@ Powershell Decisian

= Activity -
(Mame) PreflertBusiness

Base Class Proximes. Workfl
Descrinkinn e

Flease specify name of the activity
used to generate associated type,

% {Name}
&)

|

If you want to only generate alerts when the sensor is in a monitoring area in the monitoring hierarchy,
add the Monitor Hierarchy icon to the workspace in between the Start icon and Create Alert icon.
Then set its properties so that the particular monitoring area is selected; for example, CT-First Floor.

IETemplate Desigrers

Rule tlame: Event Busingss Logic-Mew

Hierarchy

kel Create Alert

Type: @ Decision
Mame: ManitarHierarchy
Display Narme: Monitar Hierarchy

Description:

Selected Sites): | CT-First Floor

Monitaring Tree: Selected area's sensar(s):
Airport V] Name  Type Description ...~
g @ s | B
v Emmu bl [l PuF-266 EZH Cam... CTConcourse... 993
5
8 ] <T-Sexond Floor || PrF-zr7 M Cam.. T Concourse ... 954
[ O] CT-Third Floar |v] Pxp-z47 [EM Cam... CTConcourse... 996
. «| PRF-Z63 Cam... CT Concourse ... 997
13 @[] Perimeter North
uﬂ _@;D Perimeter West | Pip-300 EW Cam... CTConcourse ... 993
i @[] Terminal 1 |v] PwF-zé2 ECM Cam... CTConcourse... 999
). [ Terminal 2 East d| | ¥ PeF-zst M cam.. CTcConcourse... 1000

0K I Cancel

Ok I Cancer ”l

Once you’ve added and connected all icons for your modified business logic, click OK in the Business

Logic Template Designer window.

Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.
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.
l) Business Logic template is successfully verified!
-~

QK

The Business Logic Policy Manager window re-appears showing your customized logic.

@ Business Logie- PoliyManauer = Add Business Logic Template: aa
Template Mame: Ewvent Busingss Logic-Mew
Description: Create custom business logic to raise new alerts from events and other conditions

|»

Dresignier |
o
Event Monitoring Praperties... |

S Start

=
-

( 7 Menitor El

I ozl

K Cancel

Step20 Click OK to save your changes.

Step21  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-46.

Applying Event Monitoring Business Logic in your Environment

You can apply as many Event Monitoring business logic templates as you need. However the
recommended optimal number of applied business logic templates is less than 10 templates at a time.
When you deploy more than 10 templates at the same time, it can degrade the performance of the event
monitoring process.

A

Caution  When you have multiple Event Monitoring business logic templates deployed, each applied template
will run for every event polled from any of the connected Integration Module. This means that if you
have “Create Alert” activity in more than one of these deployed templates, and if these “Create Alert”
activities are not logically mutually exclusive from each other; you may get duplicate alerts in PSOM.
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Restricting Event Monitoring Business Logic to Monitoring Areas or Zones

By default all Event Monitoring business logic templates are applied globally to the Global Zone.
However there are situations that you want to restrict a particular Event Monitoring business logic to a
particular section of the hierarchy. In these cases, you can use the Monitor Hierarchy Decision to restrict
the business logic to a particular zone or area in the monitoring hierarchy.

Event Monitaring

Ly

\‘,) Start

- ~r
‘ 'Jﬂlg Simulate Event
)

"

==
Lem |

Monitor

=

Create Alert

In the Monitor Hierarchy activity you specify the area or zone to which you want this business logic

template applied.

Type: @ Decision
Mame: MonitorHierarchy:
Display Mame: Manitor Hierarchy
Description:

Selected Site(s): | CT-First Floor

Monitaring Tree:

B Airport

3 &[] srizona

2 & [¥] commuter Terminal

YR First Floor

> &[] cT-5econd Floor |
[ [] CT-Third Floar

3 &[] Perimeter Morth

3 @[] Perimeter west

+ @[] Terminal 1
3 &[] Terminal 2 East [~]

4 MonitorHierarchy Sctivity Properties
]

Selected area's sensor(s):

v

T 2 [z

BEER R R E

Mame

PYF-266
PYRF-277
PyP-247
PYF-263
PP-300
PyF-262
PyF-261

B x|
Type Description |
I Moni... =
Zam. ..
Cam.,, CTConcourse .., 994

EN Cam,,, CTConcourse ... 996
Carn,.,  CTConcourse .., 997
EN Cam,,, CTConcourse .., 993
Carn,.,  CTConcourse .., 999
Cam... CTConcourse ... 1000 g4

O I | Cancel

In the above example, the Event Monitoring business logic is now restricted only to monitoring area

“CT-First Floor”.
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You can also restrict an Event Monitoring business logic template to multiple hierarchies. The following
example restricts the Event Monitoring business logic to both “CT-First Floor” and “CT-Second Floor”.

* 1 MonitorHierarchy Aohivity) Properties aa
Tvpe:! <> Decision
Marne: MonitorHierarchy

Display Mame: Monitor Hierarchry

Description:

Selected Sikels): | CT-First Floor, CT-Second Floor

Monitaring Tree: Selected ares's sensors):
B Airpart; il
23 ] Arizona
& [#] Commuter Terminal
i [ W] CT-Fist Floar

i @[ CT-Third Floor
13 3 [ Perimeter North
L:J @[] Perimeter west

@[] Termingl 1
hJ &[] Terminal 2 East %]

OK. ' | Cancel

Restricting Event Monitoring Business Logic to a Schedule

By default all Event Monitoring business logic templates are applied globally and run continuously
regardless of date and time. However there are situations that you may want to restrict a particular
business logic template to a particular schedule. In these cases, you can use the Schedule Condition
activity to restrict the Event Monitoring business logic to a particular schedule.

Event Monitoring

\,} Start
. -
‘ 'qv;!‘lg simulate Event

~
ol

(1 Schedule 57

Condition /
¥ 4
| Ak Create Alert

Inside the Schedule Condition activity, you can specify the schedule that you want applied to this
business logic template.
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ACLVIEY Broperties,

Display Name:

Description:

Set Schedules

%Isﬂula WECUTRerEe:

Schedule 1:

Schedule 2:

@ Decision —Occurrence Time
Echedule Stark: v End: ¥ all Day
heduz=icondion —Occurrence Pattern

i~ Daily Every

* weety ¥ Sinday [~ Monday [~ Tuesday [ ‘Wednesday

" Monthly I Thursday [ Friday [ saturday
|E Define Schedule 1 | Schedule is defined to start at 7725  vearly
|‘§ Define Schedule 2 | Mo Schedule is defined rRange of accurrence

Stark: | Wed 07/28/2010 H {* Mo end Date

€ End by: wed 07/28/2010 o
| el
| Remowve OCCurrence | oK | Cancel

The above example shows the schedule is set to every Sunday. Therefore only events that happen on
Sundays will be pulled into PSOM as alerts.

Note

Do not confuse the Schedule Condition activity with the Schedule Business Logic type. The Schedule

Condition activity is only an activity that determines whether the current input time is within the
specified schedule. The Schedule Business Logic will run at the specified schedule repetitively.

Taking Actions Before and After Alert Creation

You can execute actions before alert creation in an Event Monitoring business logic template, such as
send an email, invoke a remote command, or run a PowerShell script. In the following example, the Send
Email activity sends an email notification when an event does not fall into the specified monitor

hierarchy.

Event Monitori

ing

L

1

‘ '_,}!! Simulate Event

| .
|
!

h J

T Event Filter F
i

_______ B
g b
5 E S
Monitor Y
Hierarchy 5 |

¥
I .’i\. Create Alert
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To execute actions after an alert has been created, you need to use the Alert Business Logic template to
deploy these actions. For example, escalate an alert to certain personnel after the alert has been created.

Alert Business Logic

T = Escalate F

Or send email notifications after an alert has been created.

Alert Business Logic

l @ Send Email

Creating an Alert Business Logic Template Based on the Default Template

An Alert Business Logic template determines the specific actions, decisions, and activities that should
be occur when alerts are raised in PSOM. The default Alert Business Logic template contains only a
Start icon.

To create a new Alert Business Logic template based on a default template:

Step 1 Click the Business Logic icon in the Administration Console.
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File Wiew Tools Help

Mavigation CJ

Administration

Physical Security Information Management

[1](3
»

Admini ion Control Panel - C

i Environment A Rules
= Manage maps. monitaring tree, /__/ Manage rules for response
J 20nes, areas, sensors, tracking : waorkflow, reparting and alert
“ = [_ = devices and resources. o= .[!_ = collapsing,
Environment T T
Security Diagnostics
@ Manage security rales, permissions, @ Manage audit report, administration
Rules uzers and uger gioups, system alerts and maonitorintg tasks.
: == ===
ety a = Yideo Integration y Ewvent Inte gration
Configure video service modules Manage integration modules, user
and camera topology. alert types, external alert types and
— = SENSOT MAPRIng.
. % Toals - _
Click the Business | ogic
. = Manage business logic templates
Business 2=| Others and PowerShell script library
Logic icon. EJ =
v

Step2  Click the Business Logic Templates icon.

File  Wiew Tools  Help

Tavigation Physical Security Information Management
Others on Control Panel - Busin
A
. Fimfmimmmnm — | Business Loaic Desianer Business Logic Templates
Click the - (A, , , ;
N Lonzale ko create, design, and test é@ List and manage business logic
Business %) — ‘ business logic templates bt templates
i =0 _— =
LOglC Security Profile o —
Templates
: Apply Business Logic PowerShell Scripts
icon. Q (A ; . { ;
Apply and activate business logic anage PowerShel library: add,
License Manager templates ; edit and delete scripts
@ Bl ==
Back
@ Back to previous view

©

About Proximes: Surveillint™

@ Adrinistration
% Taols

The Business Logic Policy Manager window appears.

Step3  Click Alert Business Logic under Policy View.

Administering Cisco Physical Security Operations Manager
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Click Alert
Business Logic
and all alert
business logic
templates defined
in PSOM appear.
Select a default
template you want
to copy.

Click Manage
Policy.

Step 4

Click Add
Template.

Step 5

@ Event Business Logic
Alert Business Logic
[EH] SChEOUIE Bus izss Lo
E on-Demand Business Logic
El Alert Status Business Logic
All Business Logic

£ Powershell Script

3 Manage Policy

g

| Alert Business Logic

Business logic service to manage. ..

8 AlertBusinessLogic 5.1 7/2772010,

‘ Alert Skabus Business Logic Templates

- B Add Template, ..
D Modify Template, ..
E Delete Template

5] Templste Properties. ..

Paolicy Yiew

ol

Click Manage Policy in the left navigation bar.

‘ Schedule Business Logic Templates

Select the default business logic template you want to copy from the list and click Add Template.

The Add Business Logic Template window appears. The bottom of the window shows a graphical
read-only representation of the business logic design.
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Step 6
Step 7
Step 8

Step 9

Step 10

Managing Business Logic using Templates

paic lemplate:

- Enter a name for this customized
business logic template.

Description: Create custam business logic after alert has been generated

- Enter a description of the
behavior of this customized
business logic template.

|»

Designer \l

o
Alert Business Logic Properties... | \

Click the Designer button to
customize this business logic.

=

2

44

NE
Cancel 1

In the Template Name field, enter a name for this business logic template.
In the Description field, enter information about the behavior of this business logic template.

As configured, this Alert Business Logic simply starts an empty business logic action once an alert has
been generated in PSOM.

To customize this business logic to add actions or specify alert severity for generated alerts, click the
Designer button.

The Business Logic Template Designer window appears.

ssLogitTemplateiDesyier

Mew |
Deletes |

Properties... |

Imnport... |
Export... |

Rule Mame:

Alert Business Logic-Mew

= Y| Activity List el

Actions

Call Child Logic

Call Everbridge

Call External Method

Create Admin Alert

Creake Report

n
[ |
. |
P callweb Service
[ |
n
[

Delay i

(Mame) AlertBusinesslLog=

Base Class Proximex.Workfl ™

# (Name)
Flease specify name of the ackivity.
~ZE used ko generate associated bype,

Add action, decision, and sensor icons to your business logic as needed to respond to raised alerts. For
example, you could add an Alert Condition icon to determine whether a Critical alert has occurred, and
if so, use a Send Email icon to alert authorities.

Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.
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Step 11

Step 12
Step 13

Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

.
\_I:) Business Logic template is successfully verified!

?C_)Ki

The Business Logic Policy Manager window re-appears showing your customized logic.

Click OK to save your changes.

Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-46.

Creating a Schedule Business Logic Template Based on the Default Template

Note

Step 1

Step 2

A Schedule Business Logic template provides a calendar-based execution of business processes. For
example, an RSS Alerts activity can be defined to generate alerts from RSS feeds such as severe weather
alerts from the Weather Channel or earthquake alerts from U.S. Geological Survey.

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-36.

To create a new Schedule Business Logic template based on a default template:

Click the Business Logic icon in the Administration Console.

Click the

File Wiew Tools Help

Mavigation m x|
Administration <]
Home
-l

Enwironment

Rules

Security d

@ Administ
%’ Tools

Physical Security Information Management

rol

Environment

Manage maps. monitaring tree,
20nes, areas, sensors, tracking
devices and resources.

Security
Manage security rales, permissions,
uzers and uger gioups,

Yideo Integration
Configure video service modules
and camera topology.

Business
Logic icon.

EE Others

&

Business | ogic
Manage business logic templates
and PowerShell scipt library

Rules

Manage rules for response
workflaw, reparting and alert
collapsing,

Diagnostics
Manage audit report, administration
system alerts and maonitorintg tasks.

Ewvent Inte gration

Manage integration modules, user
alert types, external alert types and
SENSOT MAPRIng.

Click the Business Logic Templates icon.
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File Wiew Tools Help

Navigation m = Physical Security Information Management
Others \ ol L
. e | a— | Business Loaic Desianer : Business Logic Templates
Click the : : (A, , ; ;
N Lonzale to create, design, and test ﬂ@ List and manage business logic
Business &) || — j business logic templates e templates
i = =
LOglC Secutity Profile e —
Templates
. | - Apply Business | ogic | - PowerShell Scripts
icon. a, (a Apply Jusiness Logic |
| /‘% Apply and activate business logic | Manage PowerShell library: add,
License Manager 55 templates edit and delete scripts
2 = =
Help and Support Back
e Back to previous view

&

About Proximes: Survelling™

@ Administration
% Tools

E Others

[es]

The Business Logic Policy Manager window appears.
Step3  Click Schedule Business Logic under Policy View.
Q Event Busingss Logic

_ﬁ Alert Business Logic

Click Schedule —n s —

Business Logic
and all schedule
business logic

[% on-Demand Business Logic
m Alert Skatus Business Logic

@ all Business Logic

templates
defined in PSOM
appear. Select a
default template
you want to copy.

EX Powershel script

Click Manage

% Manage Policy

Policy. —

|ﬂ Schedule Business Logic Templates

Step4  Click Manage Policy in the left navigation bar.
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Click Add —————%] add Template... 5 | e
Template. _1 IModify Template. ..
& Delete Template 5

_3_:_} Template Properties. ..

§= Policy Yiew

5

All Business Logic

Step5  Select the default business logic template you want to copy from the list and click Add Template.

The Add Business Logic Template window appears. The bottom of the window shows a graphical
read-only representation of the business logic design.

oo PolicEanan IMeSS) mplate: m

Create custom business logic based on predefined schedules

- Enter a name for this customized
business logic template.

Template Name:

Description:

- Enter a description of the
behavior of this customized
business logic template.

Designer

i,

Schedule Busin Properties. ..

&l
B
:
Cancel L

Step6  In the Template Name field, enter a name for this business logic template.

Step7  In the Description field, enter information about the behavior of this business logic template.
Step8  Click Properties to set scheduling for this business logic template.

The Schedule Properties window appears.
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Template Name: Schedule Business Logic-Mew

Description: Create custom business logic based on predefined schedules

=] Designer
Schedule Busir i Properties. .. |

Propertios]

—Start Date and Time

Start Time: o 2227 em ] I Enter the date and time when this

: template should begin running.
[ Tvpe

@ Saconds Every |30 Second(s) | Configure how often this template

€ Hourly should run by choosing Second,

4|  paiy Hourly or Daily from the Type area,
|| e ey —|| and then entering the number of time
 Monthly Q‘ units that should pass between
== executions of this template.
Ok I Canicel

Step9  Choose when you want this business logic template to begin executing from the Start Date and Time
area.

Step10  Configure how often this template should run by choosing Second, Hourly, or Daily from the Type area,
and then entering the number of time units that should pass between executions of this template.

Step11  Click OK to save your schedule settings.
Step12  As configured, this Schedule Business Logic simply starts empty business logic.

To customize this business logic to add actions that should occur on a scheduled basis, click the Designer
button.

The Business Logic Template Designer window appears.

g Iemplate esiyner

Rule Mame: Schedule Business Logic-few Hew

Delete

iy

Activity Lisk L_J

Actions

Schedule Busir Properties. ..

P Call child Logic

Import...

Call Everbridge

Call External Method Expart. ..

Create Admin Alert

n
|
P Callweb service
|
n

Create Report

C‘D Deelay i

{Mame) ScheduleBusines =
Base Class Proximes.Workfl >
{Name}

Flease specify name of the activity
used to generate associated type,

4

I
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Step13  Add action, decision, and sensor icons to your business logic as needed to perform necessary functions
on a scheduled basis. Some ideas include:

e Send Email

e Execute a PowerShell script command
e Poll an RSS feed for earthquake alerts
¢ Close doors at scheduled times

Step14 Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

Step15 Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

.
‘_12 Business Logic template is successfully verified!

QK

The Business Logic Policy Manager window re-appears showing your customized logic.
Step16 Click OK to save your changes.

Step17  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-46.

Creating an On-Demand Business Logic Template Based on the Default
Template

An On-Demand Business Logic template provides access to custom functionality from the Operation
Console. For example, an operator can right-click a door sensor and disarm it, or right-click a monitoring
area and start a group intercom conversation. You can define on-demand business logic for:

e Sensors—The custom action is added to the right-click menu for the sensor icon on a map, or the
sensor name in a list, or from the Sensor Commands menu in the Alert Details window. You must
specify the type of sensor when defining sensor-based on-demand business logic.

g ® romal |
+,
O vormal  PXTINTF3 B Access Co... pxranrrs (b Create User Alert 597
@ vormal  PXTINTF4 @ Access Co... PxTinTr+ {4 Commands - Access Contral +Jl 8% GetsensorDetai
o MNormal PXT1S0CE El Access Co... PXT1SOCE & ExecuteDoorMomentaryUnlock
o MNormal PXTITOL El Access Co... PXTITOL & = S
s (Zal} oorLo own
o Mormal PXTITO3 El Access Co... PXTITO3
D Normal  PxTITOS @ Access Co... PXTITOS € SxecuzDoorlodDonnReset
D normal PXTITOS-{Elev) B Access Co... PXTITOS-(Elev) & SecuteDoorCpen
M niormal BXTITOT B access oo PYTTTOT & ExcautcboorOocrRecct
|l ol (el Record 120 0f 185 |1 \d il
: * Hirsch Test
Summary View ﬂ Map View ETabIe View |Q 5 - b
earm Sensor
Sever.. St.. . Type Description Loca.. Q.. Sensor Q.. Owner Disarm Sensor

e Monitoring Areas and Zones—The custom action is added to the right-click menu for the monitoring
area or zone in the Operation Console.
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() Global Zone () s
é(‘) Undesignated Zone io; Lot = . me
E‘f:) - 4. Medium PXT1G11C
ﬂ Track Resources » PXT1T19
@% Find Sensor... PXTIFOL
i e PXT1G11
| Video Matrix View oxT1G12

Create User Alert PYT 1F
€ Commands -Area » & AreaCmd Test
@ Normal Q Start Group Conversa%n

° Mormal

Start Global Announcement

¢ Alert Details—The custom action is added to the Alert Commands menu in the Alert Details
window.

E EllReporting

A s @ [Bl 51 Qe

ige Close | False Escalate Sensor Aler Q Alert Command Test
Alert | Alarm To Commands Commsz =
Alert Status & rotiyxvz

Ty at Input Seventy: & Medium _!J Open
1/2010 8:52:24 AM Location:  Undesignated location (PXT1G11C)

put PXCTGLIC |~ [ Audble by CF

¢ Global Commands—The action is added to the Commands menu in the Operation Console window
and applies to the entire PSOM environment.

Mavigation

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-36.

To create a new On-Demand Business Logic template based on a default template:

Click the Business Logic icon in the Administration Console.
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File  Wiew Tools Help

Mavigation CJ

Administration

it}

Adminis

L= le—
Environment T
Rules E
—=l_—

Physical Security Information Management

n Control Panel -

Environment

Manage maps. monitaring tree,
zohes, areas, sensors, lacking
devices and resources.

Security
tanage securty wles, permissions,
users and user gioups,

Video Integration
Configure video service modules
and camera topology.

=l

=

Click the
Business
Logic icon.

Business Logic

Manage business logic templates
and PowerS hell script library

W

Rules

Manage rules for response
workflow, reparting and alert
callapsing,

Diagnostics
tanage audit report, administiation
system alerts and monitorintg tasks.

EventIntegration

Manage integration modules, user
alert types, extemal alert types and
$eNgor Mapping.

Business Logic Templates
List and manage business logic
templates

PowerShell Scnpts

Manage PowerShel library: add,
edit and delete scripts

Back

Back to previous view

Step2  Click the Business Logic Templates icon.

File  Wiew Tools Help

Mavigation LI Physical Security Information Management

Others o Administration Control Panel - Bu Logic

¥ — | Business Lonic Desi I
Click the [ Lusmess aic Desianer
. onsole to create, design, and test
Business %) -— ‘ buginess logic templates
LOglC Security Profile =
Templates
: Apply Business Logic
icon. a, [a ; .
Apply and activate b I
e Wersar Ll | ol soivate s oge
Help and Support
@
About Prozimes: Surveilint™

@ Adrinistration

% Taols
The Business Logic Policy Manager window appears.

Step3  Click On-Demand Business Logic under Policy View.
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Step 4

Step 5

Click
On-Demand
Business Logic
and all
on-demand
business logic
templates defined
in PSOM. Select
a default
template you
want to copy.

Click Manage
Policy.

“ %] Event Business Logic
~— - Oiingss Ligic
Schedule Business Logic
ﬁ On-Demand Business Logic
m Alert Skakus Business Logic

@ All Business Logic

PawerShel Script

Manage Folicy

5

Managing Business Logic using Templates

| Alert Status Business Logic Templates

Click Manage Policy in the left navigation bar.

Click Add
Template.

I D add Template, .,
__j Modify Termplate...
E Delete Template

Template Properties. ..

Paolicy View

i3

Alert Skakug Business Logic Templates

Select the default business logic template you want to copy from the list and click Add Template.

The Add Business Logic Template window appears. The bottom of the window shows a graphical
read-only representation of the business logic design.
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Template Mame:

Description:

=

i Templat

on-Derand Business Logic-hlew

©n-Demand Business Logic kemplate

|»

On-Demand Busin

hal Context)

Desigrier |
Propetties... |

- Enter a name for this customized
business logic template.

- Enter a description of the
behavior of this customized
business logic template.

Cancel
Tl

In the Template Name field, enter a name for this business logic template. The name is what appears as

the “action” or command to be performed in the right-click menu.

In the Description field, enter information about the behavior of this business logic template. The

description provided here is the same as the “action” or command description.

Click Properties to define actions for this business logic template.

The On-Demand Business Logic Properties window appears.

perties mlzl Designer |
—/ﬁ
V

Propetties... I

— Select Sensor Context to define an
action that appears when you
right-click a sensor icon or name, then
choose the sensor type from the field.

—

4

| Ok Canicel
T

\

Select Area Context to define an
action that appears when you
right-click a monitoring area or zone.

~ Select Alert Context to define an
action that appears in the Alert
Commands menu in the Alert Details
window.

OK

Cancel

Step 6
Step 7
Step 8
Template Mame: On-Demand Business Logic-Mew
Description: On-Demand Business Logic kemplate
mﬁj-bamaml Busin
o 3
Command Conkext
7 Sensar Conkesxt
{7 Area Context
" alert Context
¢ Global Context
4
Step 9

and choose the sensor type from the field below.

Select Global Context to define an
action that appears in the Commands
menu of the Operation Console.

Choose what type of on-demand business logic you want to define:

To define an action that appears when you right-click a sensor icon or name, select Sensor Context
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To define an action that appears when you right-click a monitoring area or zone, select Area
Context.

To define an action that appears in the Alert Commands menu of the Alert Details window, select
Alert Context.

To define an action that appears in the Commands menu of the Operation Console, select Global
Context.

Step10 Click OK to save your on-demand settings.

Step11  As configured, this On-Demand Business Logic simply starts empty business logic. To customize this
business logic to add actions that should occur on-demand, click the Designer button.

The Business Logic Template Designer window appears.

@ Business Logic I emplate esiiner Eﬂ
Rule Mame: On-Demand Business Logic-Mew Mew
2 Y Activity List ad Delste
=
Actions [ |y ties. ..
On-Demand Business Logic (Global Context) o —I-mpe' e
P call child Logic
-1 ] P call Everbridge | = Import...
Ef) Start P Call External Method u Export. ..
: P CallWeb Service
P Crete Admin Alert
P create Repart
C:J Delay
P 0os Command
Pl HTTP Send o
=
= Activity -
{Marme) PxMethodBusine
Base Class Proximesx.Workfl
52 Diecrrintinn b
&l {Name)
2 Flease specify name of the activity
UM used to generate assoated type,
1 | 28
[oc ] o |

Step12 Add a PowerShell script command to enable the action you want to appear in the right-click menu. For
example, add a script to close all doors within a monitoring area by passing the monitoring area context

to the Close Door activity, and configuring the Close Door activity to focus on the “Current Hierarchy.

’

The On-Demand Business Logic leverages the PxMethod funtionality differently depending on the type
of context selected for the business logic:

Sensor contexts—The PxSensor parameter is exposed with a parameter name of Sensor and
parameter type of Proximex.Common.Objects.PxSensor.

Monitoring area and zone contexts—The ArealD or ZonelD parameter is exposed with a parameter
name of ZoneOrArea and parameter type of Proximex.Common.Objects.PxZoneAreaContext.

Alert contexts—The AlertID parameter is exposed with a parameter name of DbAlert and parameter
type of Proximex.Common.Database.PxAlert_Header.

Global contexts—No parameters are exposed to callers.

The following contextual data is available for business logic activities:

Alert-based commands—Alert object ($pxAlert in PowerShell)

Area-based commands—context ArealD key and PxSensor category

| oL-24230-01
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¢ Sensor-based commands—context SensorID key and PxSensor category

¢ All commands—PxMethodCallerContextValue in the root container ($pxMethodCaller in
PowerShell)

Some actions you might want to perform to interact with the context include:

e Retrieving the invoke user name and location from the caller context object.

SpxLogger.logWarn ("Invoked by user " + $pxMethodCaller.InvokeUserName + " from
workstation " + S$pxMethodCaller.InvokeHost)

e Retrieving the area ID from a monitoring area-based context:

SarealD = S$SpxContext.findContextObject ("PxSensor", "ArealD")

e Retrieving the sensor ID from a sensor-based context:

$sensorID = S$pxContext.findContextObject ("PxSensor", "SensorID")

e Retrieving alert information from an alert-based context:
ScurrentAlertID = S$pxAlert.AlertID

ScurrentAlertDescription = SpxAlert.AlertDescription

Step13  Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

~

Note  To simulate and test on-demand business logic, you must add one of the following activity icons
to simulate context:

e For alert contexts, use a Simulate Alert activity icon.

e For sensor and monitoring area/zone contexts, use a Simulate Context Activity icon to simulate a
particular sensor type, a particular monitoring area or zone, or a global context (e.g., no context).

Step14  Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

-
\ ll) Business Logic template is successfully verified!
-~

The Business Logic Policy Manager window re-appears showing your customized logic.
Step15 Click OK to save your changes.

Step16  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-46.

Controlling Permissions to On-Demand Business Logic

You can set permissions for deployed on-demand business logic that determine which security roles can
access the on-demand business logic. To do so, modify the permissions for the security role(s) to
explicitly enable or disable the specific on-demand business logic.
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I security User Manager =]}
Role Management
Add. Edit. Delete Secul oles %
Name Uy @ Description
[ Administrator | % | %k |this role has ful rights on all consoles and ful scope of hierarchy. g
B Edit.
Operator &5 J& This role has rights to access Operation Console and Video Console only, and gra... 4|
Power User tq'ﬁ ﬁg This role has rights to access all consoles, and granted scope of hierarchy only. Delete...
Video Viewer tq'ﬁ ﬁ This role has rights to access Video Conscle only, and granted scope of hierarch. .. .
2 & Members
Mabile Operator &5l This role has rights to access Mobile Console only. 4|
Record 1of 5 “au 3
Permissions:
db [¥] (tntercom) - {Commend) a

GetSensorDetail (Retrieve a list of Sensor activity detail)
. Start Point Conversation (Start Point Conversation for Intercom-Commend device)
&[] (Area Methods) - (Commend)
%. Start Group Conversation (Start Group Conversation for Intercom-Commend device)
= Start Global Announcement (Start Global Announcement for Intercom-Commend device)
HE'. (Access Control) - (HirschVelodity)
2 . GetsensorDetail (Retrieve a list of Sensor activity detail)
wecuteDoorMomentaryUnlock {Open Door Momentarily)
Q&. ExecuteDoorLockDown {Lock Down Door)
[¥] ExecuteDoorLockDownReset (Lock Down Door Reset)
ExecuteDoorOpen {Un\od( Door) H

ﬂB‘. (Access Control) - (OnDemandBusinessLogic)
%. Hirsch Senser BL Command (Hirsch Velodty Sensor command test BL) a o

See the “Permissions Within PSOM” section on page 2-20 for details on modifying permissions for a
Role in PSOM.

Creating an Alert Status Business Logic Template Based on the Default

Template

~

Note

Step 1

An Alert Status Business Logic template allows custom business logic processing to occur when a
specified type of alert changes status.

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-36.

To create a new Alert Status Business Logic template based on a default template:

Click the Business Logic icon in the Administration Console.
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Step 2

Step 3

File  Wiew Tools Help
Mavigation CJ

Physical Security Information Management
Administration i

it}

Adm fioh Contral Panel -

Environment

Manage maps. monitaring tree,
zohes, areas, sensors, lacking
devices and resources.

Security
tanage securty wles, permissions,
users and user gioups,

Video Integration
Configure video service modules
and camera topology.

Business Logic

Manage business logic templates
and PowerS hell script library

Click the
Business
Logic icon.

[<=]

Click the Business Logic Templates icon.

File Wiew Tools Help

=l

=

Rules

Manage rules for response
workflow, reparting and alert
callapsing,

Diagnostics
tanage audit report, administiation
system alerts and monitorintg tasks.

EventIntegration

Manage integration modules, user
alert types, extemal alert types and
$eNgor Mapping.

W

%»

Business Logic Templates
List and manage business logic
templates

Navigatian CJ L_J Physical Security Information Management
Others (% | ion Cortral Panel - Busi i
e =, | Business Logic Desi I
. el usiness Loaic Desianer
Click the - :
) Lonzole to create, design, and test
Business &) l:J ‘ business logic templates
i =
LOglC Secutity Profile o
Templates . )
. 2 Apply Business Logic
1con. % ’w Apply and activate business logic
License Manager templates
=

@ @

About Proximes: survelling™

@ Administration
% Taols

i
=2

PowerShell Scripts
Manage PowerShel library: add.
edit and delete scripts

Back

Back to previous wiew

The Business Logic Policy Manager window appears.

Click Alert Status Business Logic under Policy View.
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g Ewvent Business Logic 5 atus | Emf

1 Alerk Busi Ls
Click Alert Stat S e _ | Mame  pesaipton UpdateT.. R.. -
1C (&) atus l — L | < 10 40

: - [
Busmess LOglC \ ﬁ On-Demand Business Logic
and all alert status

business logic
templates defined
in PSOM. Selecta [ & Fonershelsait
default template
you want to copy.

\
ﬂ Alert Status Business Logic

All Business Logic

Click Manage
Policy.

= Manage Policy

[«

PawerShell Script

Step4  Click Manage Policy in the left navigation bar.

Click Add ——L 7 add Template. .. Aa o us Business cTe del, Mo
Madify Te late. ..
Template. e w
& e Busine, .. | Alert gic

Template Properties. ..

Folicy Yiew

[«+]

All Business Logic

Step5  Select the default business logic template you want to copy from the list and click Add Template.

The Add Business Logic Template window appears. The bottom of the window shows a graphical
read-only representation of the business logic design.
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clemplate:

zt E 2 - Enter a name for this customized
Description: Alert Status Business Logic business l()gic temp]ate.

— - Enter a description of the
behavior of this customized
=1 Designer . .
. oo | business logic template.

Properties... |

=
2
44
L3
ancel
et ||

Step6  In the Template Name field, enter a name for this business logic template.
Step7  In the Description field, enter information about the behavior of this business logic template.

Step8  Click Properties to select the alert type for which a status change will trigger this business logic
template.

The Alert Status Business Logic Properties window appears.

Template Mame: Alert Skakus Business Logic-Mew
Description: Alert Status Business Logic
—Select Alert Types
: I ~ ~
Selected dlert Typets): “| || pesianer__—— Select the third-party system which
= . .
- e triggers the specific alert type.
Alert Source: all %] [EERER oo g P yp
checkal | uncheckal |
5. Mame Description Source H
H O O e o i — Select the alert(s) whose change in
] usercreated User Created Alert Prowimes: status will trigger this business 1ogiC.
] UnauthPerson Unauthatized Personnel Proimes:
] UnAuthEntry Unautharized Enkry Proimes:
] Detection Alert Search Detection Alert Proimes:
] Live video Alert Live Video Alert Proimes:
] Recorded video ... Recorded video Alert Proimes: [~ |
|
| I ]
Ok Cancel
Tl

Step9  Select the third-party system which has sensors that will trigger the specific alert type from the Alert
Source field. Or you can leave All selected.

Step10  Select all alerts whose change in status will trigger this business logic from the list at the bottom of the
window.

Step11  Click OK to save your business logic settings.

Administering Cisco Physical Security Operations Manager
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Step12  As configured, this Alert Status Business Logic simply starts empty business logic. To customize this
business logic to add actions that should occur when the status of the selected alert types changes, click
the Designer button.

The Business Logic Template Designer window appears.

@ Business Logic i emplateibesigner: Ea

Rule Mame: Alert Status Business Logic-New Mew

Activity Lisk M| Delete

4

Actions (% | InJ Properties,..

P cal Child Logic
Imnport...

Call Everbridge =
all External Method H Export...

if i

. |

m

P call b Service
P Create Admin Alert
Pl create Report
@ Delay

m

[ ¢ |

DO3 Command

HTTP Send i

= Activity -
{Mame) AlertStatusBusin
Base Class Proximex.Workfl
[imacrintinn B
(Mame)

Flease specify name of the ackivity.
used ko generate associated bype,

Step13 Add

action, decision, and sensor icons to your business logic as needed to perform necessary actions

when alert status changes. Some ideas include:

~

Note

Step14 Onc
Log

Step15 You

Dispatch a notification automatically to CISCO IPICS when an alert is acknowledged using the
IPICS Notify activity.

Execute a PowerShell script command. For example, you might use a PowerShell script to retrieve
the alert ID, previous status and current status of the alert.

ScurStatus = S$pxAlert.Status

SprevStatus = SpxAlert.PrevStatus

StempAlertId = S$pxAlert.AlertID

SpxLogger.logWarn("Alert " + S$tempAlertId + " changed from ‘" + $prevStatus + "' to
‘" + ScurStatus + “'7)

You cannot use the Set Status activity in this business logic.

e you’ve added and connected all icons for your modified business logic, click OK in the Business
ic Template Designer window.

r business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

-
\_l) Business Logic template is successfully verified!

The

Business Logic Policy Manager window re-appears showing your customized logic.
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Step16 Click OK to save your changes.
Step17  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-46.
Designing Business Logic in the Business Logic Desi
You can use the Business Logic Designer to design new business logic templates from scratch.
To design business logic in the Business Logic Designer:
Step 1 Select Start > All Programs > Cisco Physical Security Operations Manager 5.1 > Business Logic
Designer.
Or, click the Business Logic icon in the Administration Console.
File Wiew Tools Help
Havigation ™ Physical Security Information Management A
Administration <]
: !4 Environment Rules
Hi & A Ll
o %a Manage maps. monitaring tree, /__‘j Manage rules for response
W 20nes, areas, sensors, tracking waorkflow, reparting and alert
ﬂ o—1 devices and resources. = collapsing,
Environment
= Security Diagnostics
% Manage security rales, permissions, Manage audit report, administration
Rules uzers and uger gioups, system alerts and maonitorintg tasks.
. o—1 o—1
ety %] Yideo Integration y Ewvent Inte gration
Configure video service modules —'m Manage integration modules, user
and camera topology. alert types, external alert types and
o— SENSON Mapping.
Click the Business Logic
1 M by logic templat
Business 3] oven
Logic icon.
=R
The Business Logic window appears.
Administering Cisco Physical Security Operations Manager
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File  Wigw Tools  Help

Narvigation CJ L_.J Physical Security Information Management
Others a
) 1§
Click the Business Logic Designer 2 Business Logic Templates
B . Conzole to create, design, and test - ﬁ List and manage business logic
usiness %) busingss logic templates T templates
Logic (= —— e—1
Designer Security Profile —
icon. % 2 Apply Business Logic PowerShell Scripts
. Apply and activate business logic . I anage PowerShell library: add,
License Manager templates edit and delete scripts
o | o | E—
P - -
Back
@ Back to previous view

About Proximes: Surveilink™

@ Administration
% Tools

i
[¢¥]

Step2  Click Business Logic Designer.

The Business Logic Designer window appears.

Administering Cisco Physical Security Operations Manager
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These buttons let you open, create, The Activity List holds all the icons The Test button lets you
import or export business logic rules. you can add to a business logic test and verify business
template. logic execution.

Designer  Tesk  Yiew  Toc Help

h_“l E EIEEE BB BE

Nawgatlon N P a ormatio

Business Logic Templates d

E = W Activity List adl

pen Business Logic Template

&l

Iew Business Logic Template

Schedule Bus Actions % |
Call Child Logic

all Everbridge

Call External Method E
Call web Service :
Create Admin Alert

Create Report

Delay

The workspace is
where you build
the business logic
rule.

DOS Command

HTTP Send

2333493337317

IPICS Mokify

N

=] Activity -
{Mame) ScheduleBusines
Base Class Proximexn. Workfl
Description
Enabled Trug

- -

@ {Name)

23 Flease specify name of the activity
| | used to generate associated type,
T g5

L Y ¥ ¥ Y S———
P | V|

Along the top of the window is the Business Logic Designer toolbar which has buttons you can click to
open an existing business logic template, create a new business logic template, or import/export business

logic templates. It also includes the Test area where you can verify the configuration of business logic
templates as well as perform a test run.

Along the right side of the window is the Activity List which contains the icons you can drag into your

workspace to build your business logic template. See the “Understanding Business Logic Components”
section on page 15-2 for a description of all the icons.

In the center of the window is the workspace where you build your business logic template. At the top
of the workspace is the designer toolbar. Table 14-1 provides information about the toolbar and its

buttons.
Table 14-1 Buttons in the Business Logic Designer Toolbar
This icon... Does this to the business logic rule design...

Opens an existing business logic template.

Saves the changes to the business logic template.

Saves the business logic template under a new name.

W | 25| B | Qe

Opens the Business Logic Policy Manager window for adding, modifying, or deleting
business logic templates.

Opens the Business Logic Policy Manager window for applying business logic.

EAI

Creates a new business logic template.

Administering Cisco Physical Security Operations Manager
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Table 14-1 Buttons in the Business Logic Designer Toolbar (continued)
This icon... Does this to the business logic rule design...

Lhd Imports an XML file that defines a business logic template.

<, Exports the current business logic template configuration to an XML file.
po Zooms in to show a closer view of part of the business logic workspace.
e Zooms out to show a larger area of the business logic workspace.

) Grabs and pans around the business logic workspace.

b Selects items in the business logic workspace.

Saves the selected activity icon after changes have been made to its properties.
Creates a custom activity in the Activity List that can be reused in other business
logic.

S5
[

Cuts the selected item from the workspace.

Copies the selected item in the workspace.

Pastes the copied item into the workspace.

K L8 |y |3<

Deletes the selected item from the workspace area, removing it from the business
logic rule template.

Displays the Properties window for the icon that is selected in the workspace.

Verifies the current configuration of the business logic template.

Sets or clears a breakpoint for testing purposes. The action is performed on the icon
that is selected in the workspace.

Starts a test of the business logic template.

Continues a test of the business logic template after a breakpoint.

Cancels a test of the business logic template.

Launches the PSOM Administration Console.
Launches the PSOM Alert Console.

I =) ©| @ L |l

Step3 A new business logic template should already be open in your workspace. If not, click New Business
Logic Template under Business Logic Templates in the Navigation Pane.

The Select Business Logic Template Type window appears.

Administering Cisco Physical Security Operations Manager
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i Business Lomc emplate) T_ m

Business Logic Template Types:

| | Event Business Logic
r Y Create Business Logic to raiss alerts from events/alarms sources (i.e. access control systems, etc.)

ta manage actions, d 15, and activities after alert has been raised

Schedule Business Logic
H| Create Business Logic to schedule actions and activities ko be run on periodically

©n-Demand Business Lagic
reate Business Logic to enable operators to execute actions and decisions through the COperator Cansole

I Alert Status Business Logic
m | Create Business Logic to execute actions and decisions when there is a change in alert status

|

Step4  Select the type of business logic template you want to create and click OK.
Your new business logic template appears in the workspace.
Step5 Drag icons into the workspace that you will need for the business logic template.
Step6  Connect the icons in the workspace to create the flow between them.
)

Note Once a component is connected, it cannot be renamed.

In testing and real deployment, not all components need to be connected. Especially for
debugging, having multiple versions of the same component that you can alternate for
connectivity provides useful information. If a component is not connected, it is not executed.
Components do, however, need to be configured properly even if they are not connected.

This example shows a business logic template that escalates alerts based on status; if an alert has critical
severity and it has not been escalated after 10 seconds, then it is escalated to the Administrator group,
otherwise it is not escalated.

Administering Cisco Physical Security Operations Manager
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Type: |® Decision ‘
[ame! |AIertCond|t|Dn ‘
Display Mame: |Alert Condition ‘
Escalate Gonditinm Activity Properties Description: ‘ \J‘
i [*=]
Tvpe: ‘@ Decision-Action |
—#lert Condition
ame: |EscalateConditiDn |
Display Mame: Escalate
| staiste | ] Skatus r@ Open r@ Acknowledged r@ Closed l'@ Deleted
Description: | [ I~ Description d| |F0:'f.ed |
I ud W Severity |Greater Than Cr Equal To ﬂ Décrltlcal ﬂ
Wt or seconds): Dloetirener | I gl |
—alert Matching I alert Type(siin | =]
Matching: or a ad
¥ Severity |Euua| Ta ﬂ |§ Critical ﬂ
[T nlert Status [Equal Ta id| [[2 open ] h 2l I Cancel ]
[V Escalation Status |Euua| To ﬂ |J ok Escalated @
l @ Start P pos command
—Escalate alert bo User/lUser Group H HTTR Send
& User: [dministratar || & J '1 -~ P3  [FICS Dispatch Alert
. 3 IPICS Motif
™ User Group: | | L") % Simulate Alert ‘1 » ’
J P CDEC Action
J P Powershell action
O I gancél J P prz Control
P sendE-Mai
n

Set Alert Context

T Alert E
Condition

. Delay, Activity) Properties

T ‘r_>: Escalate

~ Condition Type: \_. Composite |
Mame:! eEEN |
Display Name: ‘Dalay |
Description: [
Ity Broperties
[
Type: l_ﬁ Action | || Delay(in seconds):
Create anew B Mame: i |
Display Name: |Sand E-Mail | B m ‘E
Description: ‘ adl
|
—SMTP Mail
Server Mame: |mai\.proximex.com |
Port: 25 |
Domain: |prnximex.(nm |
User Name: |PROWIMEX.COM |
Password: |************ |
To: |pxuser@proximex.cnm |
Erom; |pxuser@proximex.cnm |
Subject: |Suspi(inus person in restricted area |
Message: (o]
|
™ Print Alert Headsr
I Print Inskruction
h 0K I Canicel ]

The next example shows a business logic rule in which alert severity is changed based on the Homeland
Security threat level. If an alert is raised in the perimeter of the airport, then check the current Homeland
Security threat level. If the Homeland Security threat level is at least set to High, then raise the current
alert severity one level higher and escalate to the Administrators group.

Administering Cisco Physical Security Operations Manager
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Type: |@ Decision |

Mame: |Mon\torHiararchy |

Display Name: |Mon\tor Hierarchy |

Description: [
]
Selected Site(s): | Perimeter Morth, Perimeter West [
[
Monitoring Tree: Selected area's sensor(s):
: Alrpart Name Type Description S
3 &[] Arizona

F threatilevellActivity Properties 133 [ Commuter Terminal

ﬂ 5[] Perimeter Morth
Type: |® Decision | i t
ﬁﬂ [ Terminal 1
Iame:
- |ThreatLeveI | ﬂ &[] Terminal z East
Display MName: |Threat Lewel | @[] Terminal 2 West
3 [ undesingated zone
Description: |
[
Threat Level Indicatar
Type: Homeland Security a =
= l G 3 SendemallActivity Properties
Level: Equal T [~ @ High a
Type: ’_ﬁ Ackion |
Name: p=ndEtail
% Simulate Alell e |
Display Name: |SEru:| Email |
] SetSeyenty Activity Properties v Description: ‘ [ |
| |
Type: I action \ 39 @\ SHTP Mail
Mame: ‘ (Threat E Maonitor Server Name: |mai|.proxime><.cnm |
Level Hierarchy
Display Mame: |Sat Severity ‘ Patk: |25 |
Description: | ....J‘ Domain: |Drnximex‘com |
|
St Severity Level User Name: |PROXIMER.COM |
i Severity: B Low @ e Password: |w«****w****w |
{* Raise Severity by one level Set Severity To: |pxuser@proxwmax.com | o
i Lower Severity by one level From: |pxuser@proxwmax.com |
Subiject: |Suspicwous person in restricted area |
{ oK ] [ Cancel -
-1 Message: |
Others g nd Email |
1= ‘ Ll a
| @ ‘- ™ Print Alert Header
— I~ Frint Instruction
L Ol I Cancel ]

Step7  Click the Save Activity icon in the toolbar when you make changes to the properties for a component
and want to save it. The Activity will be saved as a new component in the Activity List and can be reused
in other business logic.

a

Note  You must change the name of the Activity in order to save it. Otherwise, you will receive a
warning message and you will not be able to save the Activity.

Step8  Click the Save Template icon in the toolbar when you are finished building your business logic
template.
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Testing Business Logic Templates in the Business Logic
Designer

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

You can test your business logic templates in the Business Logic Designer using the alert simulator to
make sure that the flow and design of the business logic template works correctly before you apply it to
your security environment.

Open your business logic template in the Business Logic Designer.
Click the Verify Template button in the toolbar = to begin a test of the business logic template.

If you want to pause test execution of the business logic at certain activities, select the appropriate icon
within the business logic and click Test - Set Breakpoint in the toolbar Q A red dot appears on the
icon within the workspace.

Click Test - Start in the toolbar () to begin testing the business logic template. At each breakpoint,
the test execution will pause. To resume the test execution after a breakpoint, click Test - Next Step in
the toolbar 3.

If you want to stop the test execution while it is running, click Test - Cancel in the toolbar 3.

Click Save Template ] in the toolbar when you are finished testing your business logic template.

~

Note  You do not need to remove the SimulateAlert icon from your business logic templates before
applying them to your PSOM environment. PSOM ignores these icons for actual runtime
deployment. However, if the alert used by the SimulateAlert icon is deleted in PSOM, running
the business logic template in Test mode may result in incomplete alert details for testing
purposes (such as information presented in the Description and Tasks areas of the Alert Details
window).

Debugging Business Logic Templates that Include CorrelateCondition

Components

Step 1
Step 2
Step 3

Debugging and fine-tuning business logic templates that incorporate CorrelateCondition components is
similar to debugging other business logic templates. You should simulate alerts, set breakpoints, and step
through the execution of the business logic template to determine the results of each activity.

However, you do need to be sure that PSOM is populated with the types of alerts that you are going to
correlate in your business logic template. To do so, you need to set up a test environment on a
non-production server. Testing and debugging business logic in a production environment can cause false
information to appear to security operators in the Operation Console.

On a non-production server, install and configure the PSOM software.
Restore a backup of your production database to your testing environment.

Remove the application of existing applied business logic templates to avoid distracting interactions that
will inhibit your ability to debug the current business logic template; do not delete these templates, but
remove their application within the environment.

| oL-24230-01
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Step4  In your business logic template, create multiple SimAlert components, each based on relevant
pre-existing alerts. A CorrelateCondition must have at least two alerts available for correlation.
Therefore, you should create SimAlert components for all relevant alerts so that they can be used for
debugging.

~

Note  You can use a Delay component between SimAlert components to simulate a realistic flow of
alert messages.

When your business logic template is deployed, all SimAlert components will be ignored.
However, any activities that are placed between SimAlerts will be executed.

Having names and descriptions that characterize the purpose of each component in your business
logic template helps with debugging and enhances self-documentation.

Step5  Add the components you need for your business logic template, set their parameters, and connect the
components as needed for the flow.

~

Note In testing and real deployment, not all components need to be connected. Especially for
debugging, having multiple versions of the same component that you can alternate for
connectivity provides useful information. When you are finished testing one version of a
component, you can remove the connections to that component version, connect a different
component version, and retest. If a component is not connected, it is not executed. Components
do, however, need to be configured properly even if they are not connected.

Step6  Define CorrelateCondition components to perform the conditional analysis that your business logic
template needs. CorrelateCondition components should normally follow an AlertCondition component
so that a non-relevant alert does not invoke the CorrelateCondition component.

Step 7 For Decision or Decision-Action components, make sure that all exit conditions flow into a valid
component; for example, a Delay component set to 0 delay. You can then place breakpoints at the exit
condition component during debugging to evaluate the condition.

Step8  Place breakpoints on all connected components by selecting the appropriate icon within the business
logic and clicking Test - Set Breakpoint in the toolbar 0 Once you evaluate and approve components
and their effects, you can remove the breakpoints.
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15
Step 16

Step 17
Step 18

Testing Business Logic Templates in the Business Logic Designer ||

Breakpoints are set to halt execution of
the business logic template so you can
debug its operation.

This component is not connected to the
flow of the business logic template, so it
will not execute.

7 Forced Or §
_Openlls 4
R

Click Test - Start () to begin testing the business logic template. At each breakpoint, the test execution
will pause. To resume the test execution after a breakpoint, click Test - Next Step [3].

During testing, keep the Operation Console window open and examine the results of your business logic
template as you step through it.

Once you are satisfied, open the Administrator Console and reapply the business logic templates that are
normally deployed on the production server.

Click Test - Start () to begin testing the business logic template in a simulated production
environment. Now you will verify that your business logic template behaves appropriately and does not
impact other executing business logic templates.

~

Note  You may need to modify the business logic template slightly to change the AlertCondition
components so as to minimize the “crosstalk” between business logic templates.

One you have verified your business logic template in a production environment, save it by clicking Save
Template in the toolbar [].

Click Export Business Logic in the toolbar ¥, to save the business logic template to an XML file on
your network.

In your production PSOM system, launch the Business Logic Designer.

Click Import Business Logic in the toolbar 4%, and select the XML file you saved from the test
environment.

Click Save Template in the toolbar .

Apply your business logic template as described in the “Applying Business Logic Policies” section on
page 14-46.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter 14  Managing Business Logic |

| Applying Business Logic Policies

Debugging Business Logic Templates that Include Delay Loops

Avoid infinite loops by ensuring that there is an exit condition for the decision component with which
the Delay component is looping. Please debug your business logic carefully before deploying it to
servers. You can verify whether your business logic is in an infinite loop by examining the log located at:
C:\Program Files\Cisco PSOM\Managed Services\log\PxBLService_log.txt.

If the business logic is stuck in an infinite loop, you can stop it by removing the application of the
business logic template in PSOM.

Applying Business Logic Policies
Once you have a business logic template configured, you need to apply it to the global zone in PSOM so

that it will take effect as a business logic policy.

To apply a business logic policy from the Business Logic Designer:

Step1  From the Business Logic Designer, click the Apply Policies button < in the Business Logic Designer
toolbar.

The Business Logic Policy Manager window appears.

Step2  Click Add.
The PSOM Business Logic Policy Manager window appears.

Select a Business Logic Template

Select a Business Logic Templake
J Name Description Type @ Upda.. . a2 [ew. ..
» Business Logic for default... |PrealertBusine. .
5 Properties...
[ Default ... Business Logic for default... PredlertBusine... o7 5.0 10/23.. 23 ;I

[3) schedul... Business logic service to ... ScheduleBusin... B 5.0 10/23... 19
[3] Event B... Business logic servica toi,.. PredlertBusine. . B 5.0 10{23... 16
[ AlertBu... Business logic serviceto ...  AlertBusinessL... [ 5.0 10/23... 17

OF,

Cancel |

Step3  Select the business logic template you want to apply and click OK.

The Business Logic Policy Manager window reappears with your selected template.
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Step 4

Step 1

Step 2

MName Description

Defaulk create al,

Business Logic For default create alert logic te,

Update Time Add...
10/29/2009 4:09,

Bemaove |
Properties... |

Apply

Cancel d|

Click Apply.

A confirmation message appears that the template has been applied.

Fuule 'Event Business Logic' has been added successfully!

Applying Business Logic Policies

To apply a business logic template from the Administration Console:

Click the Business Logic icon.

Fle Wew Tools Help

Mavigation CJ CJ
%]

Administration

Environment

Rules

&

Security “

Click the

Business
Logic icon.

[x¥]

Click Apply Business Logic.

Environment

anage maps, monitoring tree,
zones, areas, sensors, tracking
devices and resources.

Security
Manage securty roles, permissions,
users and user groups.

Videa Integration
Configure video service modules
and camera topology.

Business Logic
tanage business logic templates
and PowerShell script lbrary

W

2 Rules
"_/ b4 anage rules for rezponse
- warkflove, reporting and alert
= — collapsing.
Diagnostics
@ b anage audit report, administration
system alerts and monitorintg tasks
e—l_——
§ EventIntegration
—'m 4 anage integration modules, user
alert types, extemal alert tppes and
= — TENTON MApPIng.
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File Wew Tools Help

Business Logic Designer
Conzole to create, design, and test
buginess logic templates

Mavigation
Others
A
i.4¢
Preferences Q
& o—l_——
Security Profile -
Click the l=
Appl s =55
pp y License Manager
Business ==
Logic icon. (?/\

Apply Business | ogic
Apply and activate business logic
templates

@

About Proximes: Surveilint™

E Administration
%’ Toaols
E Others

[<¥]

The Apply Policies window appears.

o Ewvent Business Logic

Business Logic ko raise alerts from integrated swstems,

" Gchedule Business Logic

Specific schedules) ko execute business logic,

s Alert Business Logic

raised,

o On-Demand Business Logic

Business Logic ko manage actions, decisions executed on-demand

“ Alert Status Business Logic

& all Business Logic

IR

Use business logic service to control flow of alerts and response,

Business Logic ko manage actions, decisions when alert status changes

Business Logic ko manage actions, decisions, and activities after alert has been

Mext

Cancel

Step3  Select the type of business logic template you want to apply: Event Business Logic, Schedule Business

Business Logic Templates
List and manage business logic
templates

PowerShell Scripts
Manage PowerShell ibrane: add,
edit and delete seripts

Back

Back to previous view

Logic, Alert Business Logic, On-Demand Business Logic, Alert Status Business Logic, or All

Business Logic.
Step4  Click Next.
The Apply Policies window appears.
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Applying Business Logic Policies

Manager - Apply Pol

Applied Business L Policy Management - Airport

Select the global zone ——;
and click Next.

Name Description

d &) Arizona
(ud ) Commuter Terminal
ud- &) Perimeter Marth
od & Perimeter West

b o) Terminal 1

ud- &) Terminal 2 East

b 3 Terminal 2 West

ud- &) Undesingated Zone

(8 Default crea, . | Busi

Ewvent Busin... Business logic service to integrate ... 11/20/2009 ...

i Click Next.

Next | Cancel d|

Step5  Select the global zone and click Next.

a

Note  Business logic templates can only be applied to the global zone (top node).

The Business Logic Policy Manager window appears.

add,., — H Click the Add button to add a new
Romove_| business logic template to the global

zone.
Properties... |

. Event Business L... Business logic service to inkegrate with sensa... 11,!’20,!’2009 102,

Cancel d|

Step6  Click the Add button.

The Select a Business Logic Template window appears.
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select a Business Logic Template

Select all the business logic templates

T you want to apply to the global zone.
, b Alert - IP.,, R e Eve | s — Select multiple rows using the SHIFT or
|2 Create Alert - ¥i...  Raise alert on video event Fizizot.., g2 ml CTRL kCyS.
m Create Alert - ... Raise alert on door apen too.,. o/ 5.1 7l27f201.., 48
m Create Alert - D...  Raise alert on door forced e, o/ 5.1 7l27f201.., 47
m Create Alert - Al Raise alert on any event fra... o/ 5.1 7l27f201.., 46
m ArcSight Inkegra... ArcSight Inkegration Busines.., o/ 5.1 7/27f201.., 44
m Create Alert - Ac... Raise alert on access grante... o/ 5.1 Fl27f201.., 43
m Create Alert - Ac... Raise alert on access denied ... o/ 5.1 7/27f201.., 42
m On-Demand Busi... On-Demand Business Logic t... S FEFianl... 41
[3] Alert Status Busi,.. Alert Status Business Logic 51 727201, 40
m Default create al.., Business Logic for default or... o/ 5.0 10023020,., 23
m Schedule Busine... Business logic service to man... 5.1 FEFiant... 19
m Ewvent Business L... Business logic service tointe. .. S FEFianl... 18

m Alert Business Lo... Business logic service toman... [§& 5.1 7/27/201... 17 .
= ) ax ——: Click OK when you’re done.

o ||

Step7  Select the business logic templates you want to apply. You can select multiple templates using the SHIFT
or CTRL keys.

Step8  Click OK.

The templates you selected appear in the Business Logic Policy Manager window.

Name Description Update Time

The templates you selected — Raise dlert on - Remove |
now appear in this section Create Alert - Vi... Raise alert on video event 712612010 2:54:...
Of the Business LOgiC Create Alert - Do... Raise alert on door open too long event: 72E(2010 2:54 ..., ml

. . Create Alert - Do... Raise alert on door forced entry event 7)Z8f2010 2:54:...
Policy Manager window. - -
Create Alert - Al Raise alert on any event from any configured. .. 7/26{2010 2:54...,

Apply | Cancel '“jjl

Step9  Click Apply to save your changes.

The chosen business logic templates will be applied to the global zone.

Importing and Exporting Business Logic Templates

If you want to copy or transfer business logic templates between PSOM installations, you can use the
Import Business Logic and Export Business Logic tools in the Business Logic Designer.

To transfer business logic templates between PSOM installations:

Step 1 Open the business logic template in the Business Logic Designer on the system where the business logic
template has been configured.
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Step2  Click Export Logic S in the Business Logic Designer toolbar.
Step3  The Save As dialog appears. Save the XML file for the business logic.

Step4d  Copy the XML file to the system with the PSOM installation where you want to import this business
logic template.

Step5  Open the Business Logic Designer on the destination system.
Step6  Click Import Logic ¥ in the Business Logic Designer toolbar.
Step7  The Open dialog appears where you can select the XML file for the business logic.

The work area in the Business Logic Designer is populated with the imported business logic.

Using Global System Variables in Business Logic

Some Activity icons can leverage PSOM global system variables to seamlessly pull alert information
into the business logic. These variables are listed in Table 14-2.

Table 14-2 System Variables for Obtaining Alert Data from PSOM

This command-line

argument... Returns this alert data...

% ALERTID% The ID for the alert from PSOM.

%DESCRIPTION% The actual text message of the alert from PSOM.

%SEVERITY % The risk level assigned to the alert within PSOM: Low, Medium, High, or
Critical.

%STATUS % The current condition of the alert.

Open—The alert still needs to be investigated and appropriate actions taken.

Acked—The alert has been acknowledged, and an operator is probably
taking actions to resolve it.

Closed—Appropriate actions have been taken to close the alert.

%TYPE% The type of alarm that was raised by the sensor. The types of alarms that can
be triggered are dependent upon the system that controls the sensors; the
system with which PSOM integrates.

%LOCATION % The location property of the sensor that triggered the alarm.
%OCCURTIME% The date and time when the alarm was triggered.

S
Note  These system variables are only applicable when the activity is included in an Alert Business Logic or
Alert Status Business Logic template. Other business logic templates do not process these variables.

Storing PowerShell Scripts for Business Logic

You can define PowerShell scripts and save them in the PowerShell library for reuse in business logic.
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To save a PowerShell script:

Click the Business Logic icon.

Step 1
Click the
Business
Logic icon.
Step 2

Fle Wew Tools Help
Mavigation ledlcd Physical Security Information Management
Administration d Administration Control Panel - Ca i
e i Environment
Manage maps. monitaring tree,
20nes, areas, sensors, tracking
‘ e devices and resources.
Ervvironment T
Securty
@ Manage security rales. permissions,
Rules users and user groups.
3] —
Security v ] = Video Integration
Configure video service modules
and camera topology.
T
O—=_
Tool = _
@ ook Business Logic
Manage business logic templates
Others and PowerS hell script library
(==
—

[«

Click PowerShell Scripts.

i

Rules

M anage rules for response
workflow, reporting and alert
collapsing.

Diagnostics
Manage audi report, administration
system alerts and maonitorinkg tasks

Ewvent Inte gration

M anage integration modules. user
alert types, extenal alert types and
$EM30T MAPRIng.

Fle Wiew Tools Help
Mavigation L_J L_J|
Others g

w

Physical Security Information Management

Administration Control Panel - Bus

Business Logic Templates

ErefeerEs Business Logic Designer 2
Conzole to create, design, and test I ﬂﬂ List and manage business logic
%} business logic templates Tl templates
= ==
Securiby Profile o -
Click the - - PowerShell Scripts
powershell T Apply and activate business logic & tanage PowerShell librany: add,
L. License Manager templates edit and delete soripts

Scripticon. T =

Help and Support

@

About Proximes: Suryveilint™

@ Admiinistration

%’ Taols

E Cthers

[«

The Business Logic Policy Manager window appears.

Back

Back ta previous view
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%] Ewent Business Logic

‘\..‘_.

All PowerShell =
Scripts defined n E Schedule Business Lagic
PSOM. Select a % on-Demand Business Logic

¥ersi... Update Ti

3 ring Test Powershell Script To test if the remote server of device is available t... 7 5.1

st P Shel

default template m Alert Status Business Loglc g HTTP Test PowerShell Script To test if a particular URL is available through an H... i/ 5.1
ArcSight Integration PowersShell  ArcSight Integration PowerShellScript W 5.1
you want to copy. @ All Business Logic .
5 Empty Powershell Script Emply PowerShell Script 5.1
—

ﬁ' PawersShel Scripks

Click Manage
Policy. -
&

Manage Palicy

Alert Status Business Logic Templates

Step3  Click Manage Policy in the left navigation bar.

Click Add ——— Tj Add Template. ..
Template. j Madify Template, ..

a Delete Template

|:| Name Description ¥er... Update Time Rule -

r R Tesk PowerShell ... | To test if a particular o o 51

8=] Template Properties... B Ping Test PowerShell Script To test if the remate server of device is ... W 51 7leFlening:a... 50
5 HTTP Test PowerShell Sc... To testif & particular URL is available thr.., W 51 7leFlening:a... 49

B3 arcsight Integration Po...  ArcSight Inkearation PowerShellScript W 51 7leFlening:a... 45

5 Empty PowerShel Script Emply PawerShel Script 5.1 7leFlening:a... 21

Step4  Select the default PowerShell script you want to copy from the list and click Add Template.
The Add PowerShell Script window appears.
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Step 5
Step 6
Step 7

Managing Business Logic |

Seript bame: p— Enter a name for this customized

Diescription: To test If a particular service or set of services on a server are running. IF PowerShell script.

= the service test Fails, an operator alert will be generated with the associated

sensor dafined. — Enter a description of the behavior of this
PowerShell script.
52| Parameters | =3 Seript

List of Parameters: HE
D ke —— Enter parameters as listed in the

Vo Iocalhost Parameters tab or click the Script tab to
o List of servicels) WazTime enter the PowerShell script directly.
Associated Sensor Mame Sensar
Alert Description Service Test Alart -
Lo Severity z

Import: Expatt |

In the Script Name field, enter a name for this PowerShell script.
In the Description field, enter a description of the behavior of this PowerShell script.
On the Parameters tab, enter the values for each of the parameters.

Or click the Script tab to enter the PowerShell script directly.

Adding Parameters to Define PowerShell Scripts

Step 1

Step 2
Step 3
Step 4

To define PowerShell scripts using the Parameters tab:

Click the Add Parameter button % at the top right of the Parameters tab.
The Add Rule Parameter dialog appears.

@ Add Rule Parameters Suby Item,

B %
Item pame: Parameter]
Cisplay description:  |Parameterl Display Text
User Input Control:
Contral bype: Edit Box d

Walus typs: Text d
Maximum length: 32

Default value:

|

Enter a name for the rule in the Item name field.

Enter a description in the Display description field.

Select the type of information you want to collect from the Control type field. Choices include:

e Edit Box—Allows you to enter text or integer values (choose Text or Integer from the Value type

field). For text, you can specify a maximum number of characters. For integers, you can specify the
maximum, minimum, and default values.
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User Input Control:

Control bype: Edit Box ad
walue type: ad
Maximum value: 999939 [ Minimum value: 03

Default value:

¢ Check Box—Allows you to accept a check or uncheck as a response.

User Input Contral:

Contral bype: heck Box ind

Default value: [ves

e Combo Box—Allows you to provide choices for a response. Select Combo Box from the Control
type field, and click Add to enter a choice in the Add ComboBox Item dialog. For each choice,
provide the text and value that are displayed. Keep clicking Add to enter as many choices as you
need to provide.

2| el
Item name: Parameter1

Display description;  |Parameterl Display Text

User Input Control:

Conkral bype: Comba Box

ud
rems:
[ =5 ]

Delete
Default value:

B Add ComboBox Ltem Qa J

Item Display Text:

Item Walue:

e Password Edit Box—Allows you to accept a password at runtime. You can set a maximum number
of characters and provide a default value.

User Input Control:

Contral type: Passward Edit Box ind
Walue kype: Text
Maximurn length: 32

Default value:

Step5 Click OK.
The parameter appears in the Add PowerShell Script dialog.
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Step 6

@ PowerShellischiptlibraryiManager - Add PowerShellfScrhpts Qﬂ
Scripk Mame: Empty PowerShell Script-Mew

Description: Emply PowerShell Script

2| Parameters | =3 Seript

List of Parameters:

Irnport Export

Repeat as many times as needed to define all parameters for the PowerShell script.

Adding Scripts to the Script Area

If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the = button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into the text
area of the Add PowerShell Script window. See the “Setting Up PowerShell Scripts” section on

page 14-56, the “PowerShell Script Format” section on page 14-57, the “Passing Objects in PowerShell
Scripts Using Script Variables” section on page 14-58, and the “Understanding Activity Contexts”
section on page 14-60 for information you’ll need to write PowerShell scripts directly in the Script area.

Setting Up PowerShell Scripts

Note

You can setup PowerShell Scripts to perform a variety of functions within PSOM. PowerShell Scripts
can be used as part of a business logic rule to execute custom scripts. Through Microsoft’s scripting
language, you can predefine specific logic, or issue commands and actions to be taken on external
security or related systems as a part of the security workflow or process. For example, you could use a
PowerShell Action component to correlate data with existing systems including Microsoft SQL Server
and Exchange Server.

When creating PowerShell Scripts, you can copy and paste code to create the script, and you can add
user interface controls to enable script variables to be set at runtime.

PowerShell Scripts are currently deployed as part of a business logic template; therefore, you do not need
to apply a PowerShell Script to monitoring areas.

You must have PowerShell installed on your system to execute PowerShell Action components.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website

[l Administering Cisco Physical Security Operations Manager
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In your PowerShell Script, you can issue the global variables shown in Table 14-3 to obtain data from
PSOM when using an Alert Business Logic or Alert Status Business Logic template.

For more concise and flexible scripts, you can pass objects into and out of PowerShell components

within business logic. See the “Passing Objects in PowerShell Scripts Using Script Variables” section
on page 14-58.

Table 14-3 Global Variables for Obtaining Alert Data from PSOM

This global variable... Returns this alert data...

$global:AlertID The ID for the alert from PSOM.

$global: AlertDescription The actual text message of the alert from PSOM.

$global:AlertSeverity The risk level assigned to the alert within PSOM: Low, Medium, High,
or Critical.

$global:AlertStatus The current condition of the alert.

e Open—The alert still needs to be investigated and appropriate
actions taken.

e Acked—The alert has been acknowledged, and an operator is
probably taking actions to resolve it.

¢ Closed—Appropriate actions have been taken to close the alert.

$global:AlertType The type of alarm that was raised by the sensor. The types of alarms that

can be triggered are dependent upon the system that controls the sensors;
the system with which PSOM integrates.

$global:AlertLocation The location property of the sensor that triggered the alarm.

$global:AlertOccurTime The date and time when the alarm was triggered.

PowerShell Script Format

The format of the PowerShell Script is shown next. The header of the rule contains its name and
description. The <GENERALOPTION> area contains all user input parameters, and the <SCRIPT> area
contains the actual PowerShell script.

<POWERSHELLSCRIPTRULE NAME="Number Of Process" TYPE="Default" VERSION="3.0" TEMPLATEGUID="
D1AF08A4-BA80-41D4-976A-5201C7989D00">
<DESCRIPTION>Check number of process</DESCRIPTION>
<GENERALOPTION> <!-- UI Section -->
<PARAMETERS> <!-- UI Parameters control -->
<PARAMETER NAME="$ProcName" TYPE="String" REQUIRED="True">
<UICONTROL TYPE="Edit">
<MAXLENGTH>128</MAXLENGTH>
</UICONTROL>
<DESCRIPTION>Process Name:</DESCRIPTION>
<VALUE>Notepad</VALUE>
</PARAMETER>

<PARAMETER NAME="S$Threshold" TYPE="Integer" REQUIRED="True">
<UICONTROL TYPE="Edit">

<MIN>1</MIN>

<MAX>100</MAX>

<UNIT></UNIT>
</UICONTROL>
<DESCRIPTION>Number of Processes is greater than</DESCRIPTION>
<VALUE>3</VALUE>
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</PARAMETER>
</PARAMETERS>
</GENERALOPTION>

<SCRIPT> <!-- PowerShell Script -->
<! [CDATA[
##### [Rule Variables Begin] #####
$Threshold = 2

$ProcName = 'notepad'’
##### [Rule Variables End]#####
ScolItems = Get-Process

$TotalCount = 0
foreach ($SobjItem in S$ScolItems)

{
# write-host "Name: " S$SobjItem.Name "ID: " S$SobjItem.ID

if (SobjItem.Name -eq S$SProcName)
{

$TotalCount++

}

}
if ($TotalCount -gt $Threshold)

{

"True"

}

else

{
"False"
}
11>
</SCRIPT>
</POWERSHELLSCRIPTRULE>

Passing Objects in PowerShell Scripts Using Script Variables

When using PowerShell scripts in Business Logic templates, you can pass objects into the PowerShell
script as well as from the PowerShell script using predefined script variables:

e PxAlert, PxEvent, PxContext and other “objects” can be passed into a PowerShell script in place of
simple strings.
e Output streams from a PowerShell activity can be captured. For example, diagnostic messages can
be output to the host via the PowerShell activity.
Objects can be passed in these ways between the PowerShell activity and the PowerShell script:

e _NET objects can be passed from the PowerShell activity to the PowerShell script. This allows the
PowerShell script to dynamically read property values and take action.

e The PowerShell script can change the .NET object (for example, PxAlert) and pass the object back
to the PowerShell activity.

Using pre-defined service objects, you can write PowerShell scripts to perform actions and query data
on the PSOM Web Service as well as other services (ASMX or WCF). PowerShell scripts can also update
or set the activity context so that it can update existing context or add new contexts for subsequent
activities.
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Table 14-4 Predefined Script Variables for Passing Objects using PowerShell Scripts
Script variable Description
$pxAlert The alert object. The script can update and change the alert for subsequent
activities.
Note  Only applies to post-alert business logic types.
$pxEvent The event object. You can retrieve the PxSensor object using
$PxEvent.Sensor.
Note  Only applies to pre-alert business logic types.
$pxContext The context registry object shared among all activities. The script can use
this context registry object to pass additional data to the next activity in the
business logic flow. All data to be passed with the context must be
serializable.
$pxWEWs The WF web service wrapper class defined in the PxObject (workflow
objects) project. This should be pre-instantiated with the correct URL.
$pxLogger The logger object (of data type IPxWFLogger) can be used to log messages
from the script to the host's log file. The logger supports multiple levels of
logging, including logError, logInfo, and logWarn.
$RulelD The current Business Logic rule ID. This value is an integer.
$RuleName The current Business Logic rule name. This value is a string.
$SensorQuery The common sensor query object which can be used to query sensors or
determine monitoring hierarchy. This object adapts itself to either sensor
cache or the WS for resolving the query results.
$pxSensorDisarm The common service to arm/disarm sensors or areas.
$pxOEMInfo The common OEM related information holder.
$pxMethodCaller The caller context information when used in On-Demand Business Logic.
For example, the following script dynamically retrieves the alert ID, calls the WF Web Service to obtain
the latest alert header, and then outputs the alert header in XML to both the output string (logged by the
host) and the context registry. By logging the alert header to the context registry, other activities in the
business logic will be able to use the object in context.
SAID = $pxAlert.AlertID
SoutputString = SpxWfWs.GetAlertHeaderAlertID (SAID)
SpxContext.addContextObject ("pxScriptData", "Result", S$SoutputString)
"True"
You can exchange objects between multiple Powershell activities by using the context registry, as shown
in the following script. As long as the object can be serialized, it can be passed between PowerShell
activities.
SpxContext.addContextObject ("pxCondition", "Condl", S$val)
You can retrieve an object from the context registry, as shown in the script below:
$val2 = $pxContext.FindContextObject ("pxCondition", "Condl")
You can log various levels of messages from the script to the host log, as shown in the following script.
SpxLogger.logInfo ("This is informational level message sample")
SpxLogger.logError ("This is error message test")
Administering Cisco Physical Security Operations Manager
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SpxLogger.logWarn("This is a warning message"

You can execute the methods described in Table 14-5 on the WF Web Service.

Table 14-5 Methods to Execute on the WF Web Service

Method Description

CorrelateAlert Correlates multiple alerts.

CreateAdminAlert Generates a PSOM alert using the pxEvent context.

Create AuditEntry Adds an entry to the PSOM audit log.

CreatePxAlert Creates a new alert in PSOM using the pxEvent context.
DeleteAlert Deletes an existing alert in PSOM using the pxAlert context.
EscalateAlert Escalates an alert in PSOM using the pxAlert context.

FindRegisteredService —

GetAlertHeaderForAlertID Retrieves the alert header for an alert using the pxAlert context.
GetAlertProperty Retrieves an alert property using the pxAlert context.
GetAlertStateForAlertID Retrieves the alert state from the pxAlert context.

GetAlertStateForAlertIDLUTime |—

Getlnstructions Retrieves alert instructions using the pxAlert context.

GetLocationAndSensorName Retrieves the monitoring area/zone and sensor name associated
with an alert from the pxAlert context.

GetSensorForSensorID —

GetSiblingSensors Discovers sensors in the same sensor group or monitoring area
using the pxEvent context.

GetThreatLevel Retrieves the current Homeland Security or MARSEC threat level.

GetUserGroups Retrieves the security groups defined in PSOM.

GetUsers Retrieves the users defined in PSOM.

IsZonelnHierarchy Determines whether a monitoring zone exists in the monitoring
hierarchy.

SetAlertStatus Sets the status for an alert by updating the pxAlert object.

SimulateAlert Simulates an alert in PSOM.

UpdateAlertSeverity Changes an alert’s severity by updating the pxAlert object.

Understanding Activity Contexts

Since you can use PowerShell scripts to interact with any Activity component in a Business Logic flow,
you must understand the category and key used for various Activities in PSOM Business Logic.

To save and retrieve the contexts inside an Activity, you can use the IPxActivityContainer.PxContexts
object to interact with the contexts. The IPxActivityContainer should be the parent of the current
executing activity.

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Chapter 14

Managing Business Logic

Storing PowerShell Scripts for Business Logic

Table 14-6 Activity Context Category and Key Information

Category Description Keys

PxAlert Alert-related information for the e Alert—The XML serialized
context. All alert related global string for the alert context.
variables can be stored inside this e AlertObject—The object
context category presentation of the WF alert.

PxEvent Pre-alert related contextual e PxEvent—The XML serialized
information. All pre-alert related string of the PxEvent object.
data can be stored in this context e AlertID—The new alert ID
category to pass on between created from PxEvent.
activities.

PxHealthCheck Health check related contextual e PxHealthAlert—XML
information. Health alerts can be serialized string of the
used to create either user alerts or PxHealthAlert object.
admin alerts.

PxData Other data information that can be e ResultDataSet—The dataset

passed between activities such as
data sets and data query results.

that can be passed between an
ODBC Action activity and the
Create Report activity.

e ODBCResult—The result data
(scalar) from an ODBC
Condition activity.

PxWebServiceCallResult

External data result from other data
sources.

e Key—The name of the activity.

PxGIS Current GIS location information ¢ CurrentLocation—The current
stored in the context registry. GIS location as stored in the
context registry.
PxWS Context information related to e PxLoginID—The login ID
PxWS. under which the current activity
is operating.
PxMethod Data related to PxMethod calls in e ResultString—The result data

string/xmlstring format.

from a Call External Method
activity.

e CallerContext—The context of

logic activity (if any).

the invoking PxMethod business
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Table 14-6 Activity Context Category and Key Information (continued)

Category Description Keys

PxSensor Sensor related contextual e SensorID—The sensor ID for
information. the applicable sensor (not DID).

e ArealD—The current
monitoring area ID for the
sensor context.

e ZonelD—The current
monitoring zone ID for the
sensor context.

ScheduleBI Information for the Schedule e ScheduledTime—The
Business Logic. scheduled time (in UTC) to run
the current business logic
instance.

Use %Contexts.Category.Key% to refer to the current value of the context object. The value will be
replaced with the actual context object's ToString() value during activity runtime.

If you are using a PowerShell Action or Decision activity as a subsequent activity, you can use the
$pxContext object to retrieve and send context data.

Performing Health Checks Using PowerShell Scripts

Ping Test

Step 1

You can perform regular health checks from Schedule Business Logic, including:

¢ Ping Test—Pings a remote network device. It generates an operator alert when a response is not
received within the specified timeframe.

e HTTP Link Test—Verifies whether a connection can be established with a particular URL. HTTPS
is also supported. An alert is generated if a connection to the URL cannot be made.

e Service Test—Verifies that a particular service or set of services is running. An alert is generated if
one of the service(s) is not running. In order to ping services remotely, the Business Logic Core
Service has to be installed using a domain user account with administrative privileges on all
monitored machines.

The results of the test determine the decision made by the activity. The results are also output to the
context registry for additional actions; for example, creating administrative or user alerts.

These PowerShell scripts are available from Business Logic > PowerShell Scripts.

Pings a remote network device. When the device is down, an operator alert is generated.

To set properties for the Ping Test script:

Select the Ping Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.
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Step 2
Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Service Test

~

Note

Step 1

Storing PowerShell Scripts for Business Logic ||

ﬂ PowerShell Script Library Manager - Modify Powe _ ||:| 5'
Rule Name: :J\ng Test Powershell Script
Description: To testif the remote server of device is available through a Ping test, If the

Ping test fails, an operator alert will be generated with the assodated sensor
defined.

=] Parameters | =] Seript

List of Parameters: g E x |
Description Value
b localhost
Round trip time (in seconds) 1]
Assodated Sensor Name Sensor
i~ Alert Description Ping Test Alert -
o Severity 2

Import Export [s]: | Cancel I
%

Enter the hostname or IP address of the server you want to ping in the Hostname or IP Address field.

Enter the number of seconds to wait for a response before generating an alert in the Round trip time (in
seconds) field.

Enter the name of the sensor or tracking device with which this ping test is associated in the Associated
Sensor Name field. If an alert is raised, it will be raised against this sensor.

Enter the alert message that should be included if an alert is raised in the Alert Description field.
Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).
Click OK.

Create a Schedule Business Logic and add this Ping Test as a component.

Verifies that a particular service or set of services is running. An alert is generated if one of the service(s)
is not running.

In order to ping services remotely, the Business Logic Core Service has to be installed using a domain
user account with administrative privileges on all monitored machines.

To set properties for the Service Test script:

Select the Service Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.
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ﬂ Powershell Script Library Manager - Modify Powers| _|1a 1'
Rule Name: Service Test PowerShell Script
Description: To test if a particular service or set of services on a server are running. If

the service test fails, an operator alert will be generated with the assodated
sengor defined.

82| Parameters | |=] Script

List of Parameters: Q 3_:| X |
Description Value
b localhost
List of Service(s) W3ZTime
Assodated Sensor Name Sensor
# Alert Degcription Service Test Alert -
Severity 2

Import Bport | 0K Cancel I
%

Step2  Enter the hostname or IP address of the server where the services are running in the Hostname or
IP Address field.

Step3  Enter the list of services you want to verify are running in the List of Service(s) field.

Step4  Enter the name of the sensor or tracking device with which this services test is associated in the
Associated Sensor Name field. If an alert is raised, it will be raised against this sensor.

Step5  Enter the alert message that should be included if an alert is raised in the Alert Description field.
Step6  Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).
Step7  Click OK.

Step8  Create a Schedule Business Logic and add this Service Test as a component.

HTTP Test

Verifies whether a connection can be established with a particular URL. HTTPS is also supported. An
alert is generated if a connection to the URL cannot be made.

To set properties for the HTPP Test script:

Step1  Select the HTTP Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.
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ﬂ PowerShell Script Library Manager - Modify Powe _ ||:| 5'
Rule Name: H'I'I'PT,'ast Powershell Script
Description: To testif a particular URL is available through an HTTP test, If the HTTP test

fails, an operator alert will be generated with the assodated sensor defined.

[=| Parameters | =] Seript

List of Parameters: A =X |
Description Value
H o http:/flocalhostfisstart.htm
> Assodated Sensor Name Sensor
- Alert Description HTTP Test Alert -
Severity 2

i+ Uger Name
- User Password

Import Export QK | Cancel I
%

Step2  Enter the URL you want to connect to in the URL field.

Step3  Enter the name of the sensor or tracking device with which this HTTP test is associated in the Associated
Sensor Name field. If an alert is raised, it will be raised against this sensor.

Step4  Enter the alert message that should be included if an alert is raised in the Alert Description field.
Step5  Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).

Step6  If authentication is required by the URL with which you are connecting, enter login credentials in the
User Name and User Password fields.

Step7  Click OK.
Step8  Create a Schedule Business Logic and add this HTTP Test as a component.
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Business Logic Component Reference

Using business logic templates, you can capture the unique business processes and procedures for
responding to alerts within your environment. Business logic templates are built using different
components that can be dragged into your workspace to define the conditions that must be met for certain
actions to occur.

This chapter includes these topics:
¢ Understanding Business Logic Components, page 15-2
e Configuring Delay Properties, page 15-7
e Configuring Call Child Logic Properties, page 15-8
e Configuring Call Everbridge Properties, page 15-9
¢ Configuring Call External Method Properties, page 15-11
e Configuring Call Web Service Properties, page 15-15
e Configuring Create Admin Alert Properties, page 15-16
e Configuring Create Alert Properties, page 15-17
e Configuring Create Report Properties, page 15-18
e Configuring DOS Command Properties, page 15-21
e Configuring HTTP Send Properties, page 15-22
e Configuring IPICS Dispatch Alert Properties, page 15-23
e Configuring IPICS Notify Alert Properties, page 15-24
e Configuring ODBC Action Properties, page 15-25
e Configuring PowerShell Action Properties, page 15-26
¢ Configuring PTZ Control Properties, page 15-29
e Configuring Send Email Properties, page 15-31
e Configuring Set Alert Context Properties, page 15-33
e Configuring Set Alert Severity Properties, page 15-34
e Configuring Set Alert Status Properties, page 15-35
e Configuring Alert Condition Properties, page 15-35
e Configuring Geo-Location Properties, page 15-37
e Configuring Monitor Hierarchy Properties, page 15-38
e Configuring Schedule Condition Properties, page 15-39
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Configuring Threat Level Properties, page 15-41
Configuring Simulate Alert Properties, page 15-42
Configuring Simulate Contexts Properties, page 15-43
Configuring Simulate Event Properties, page 15-45
Configuring Correlate Condition Properties, page 15-46
Configuring Event Map Filter Properties, page 15-51
Configuring Escalate Condition Properties, page 15-56
Configuring ODBC Condition Properties, page 15-57
Configuring PowerShell Decision Properties, page 15-58
Configuring RSS Alerts Properties, page 15-63
Configuring Lock Door Properties, page 15-66
Configuring Open Door Properties, page 15-68
Configuring Open Door Momentarily Properties, page 15-70

Understanding Business Logic Components

Business logic components include these basic types:

~

Action—Shaped like a rectangle, these components define what should happen when conditions are
met and have a single output point. For example, the Start component launches the execution of the
business logic template; every business logic template must begin with a Start component.

Decision—Shaped like a Rhombus, these components specify conditions under which certain
actions should occur, and have multiple output points.

Simulators—These components simulate actions for testing purposes. For example, the
SimulateAlert component simulates alerts for the business logic.

Decision+Action—Shaped like a rectangle + rhombus, these components specify conditions under
which specific actions should occur, and have multiple output points.

Sensor Commands—Shaped like a rectangle, these components execute functionality against
sensors; for example, LockDoor can be used to lock an access control sensor.

Note = While components differ on the number of output points, they all have a single input point; you can,
however, have multiple connectors leading to the input point for a component.

Table 15-1 shows and describes the components for designing a business logic template.
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Table 15-1 Icons Used in Business Logic Template Design
This Type of
This Icon... Component... Performs this Action... For Example, When... For Details See...
[ Q s ' Start Serves as the starting You want to initiate —
point of the business logic |business logic. The Start
template. icon is a mandatory
activity always to be
included as the very first
activity for business
logic.
( P ooyl Delay Waits for a specified You want to wait five “Configuring Delay
- amount of time and then |minutes before Properties” section on
passes action to the next |rechecking the current page 15-7.
icon. status of the alert.
el Call Child Logic Calls “sub logic” defined |You want to divide “Configuring Call Child
o Logic in a separate business business logic into Logic Properties” section

logic template.

multiple business logic
templates and link
templates together using
CallChildLogic.

on page 15-8.

@ Call
Everbridge

-

Call Everbridge

Executes an Everbridge
notification service.

You want to call a large
group of phone numbers
in an emergency and keep
track of which numbers
reached people, and
which were busy.

“Configuring Call
Everbridge Properties”
section on page 15-9.

... Call External
< Method

|
4

Call External
Method

Dynamically invokes a
web method on an
external 3rd-party system
using the External
Method Dispatcher
Service.

You want to execute a
method on an external
3rd-party system directly
from PSOM,; for example,
turn on all the lights in the
building.

“Configuring Call
External Method
Properties” section on
page 15-11.

L CallWeb
Service

Call Web Service

Dynamically invokes a
web method on a
SOAP-based Web
Service.

You want to collect
information from the user
while the business logic is
executing.

“Configuring Call Web
Service Properties”
section on page 15-15.

)

/¢y Create Admin
A Ao

/1) Create Alert

Create Admin Alert

Generates PSOM alerts
from raw Integration
Module events.

You want to create alerts
in PSOM when events
occur in Integration
Modules.

“Configuring Create
Admin Alert Properties”
section on page 15-16.

CreateAlert

Generates a PSOM alert.

You want to create an
alert in PSOM.

“Configuring Create
Alert Properties” section
on page 15-17.

il

\?:_.., Create Report

Create Report

Generates the specified
report.

You want to create an
Alert Details report for
the alert that was raised.

“Configuring Create
Report Properties”
section on page 15-18.
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon Component... Performs this Action... For Example, When... For Details See...

oo DOS Command
Command

Invokes an external
application through the
command line.

You want to execute a
DOS batch file when a
certain type of alert is
raised.

“Configuring DOS
Command Properties”
section on page 15-21.

3 HTTPSens HTTP Send Calls into an HTTP URL |You want to invoke “Configuring HTTP Send
: and returns an HTTP external data listening Properties” section on
response. services through simple |page 15-22.
URLs.
| pics IPICS Dispatch Dispatches an alert to You want to dispatch an  |“Configuring IPICS
— Dlssalch Alor Alert IPICS via the IPICS alert to IPICS. Dispatch Alert
Integration Module. Properties” section on
page 15-23.
3 PIos Ny B IPICS Notify Executes IPICS policies |You want to notify “Configuring IPICS

on an IPICS Server
version 4.0.

Emergency Services
about an alert in PSOM
via IPICS Server.

Notify Alert Properties”
section on page 15-24.

ODBC Action

‘b ODBC Action

Runs custom ODBC SQL
scripts against the
specified data source and
returns a dataset to the
activity context registry.

You want to update a
datasource as part of
executing business logic
in PSOM.

“Configuring ODBC
Action Properties”
section on page 15-25.

PowerShell Action
PowerShell
u Action

Allows PowerShell
scripts to be executed as
part of business logic
processing.

You have a PowerShell
script that you want to
execute as part of your
business logic.

“Configuring PowerShell
Action Properties”
section on page 15-26.

PTZ Control

(NimE

L PTZ Control

Sends PTZ camera
control commands to the
Camera PTZ Control
Service.

You want to move PTZ
cameras to certain views
on a schedule.

“Configuring PTZ
Control Properties”
section on page 15-29.

Send E-Mail

Send E-Mail

i

R

Sends an email to the
address configured in its
properties.

You want to send an email
when a high priority alert
is raised.

“Configuring Send Email
Properties” section on
page 15-31.

Set Alert Context

L SetAlert
Context

Dynamically switches the
current alert context to a
different alert by
specifying a dynamic
alert ID.

You want to dynamically
change the current alert
context or invoke
alert-based business logic
from other business logic
types using a
CallChildLogic activity
(for example, from a
Scheduled Business
Logic).

“Configuring Set Alert
Context Properties”
section on page 15-33.

Administering Cisco Physical Security Operations Manager

|

0L-24230-01



| Chapter 15

Business Logic Component Reference

Understanding Business Logic Components ||

Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... For Example, When... For Details See...

L Set Alert
Severity

i

Set Alert Severity

Changes the current
alert’s severity level.

You want to upgrade the
severity of an alert based
on the current Homeland
Security level.

“Configuring Set Alert
Severity Properties”
section on page 15-34.

Set Alert Status

Changes the current

You want to automatically

“Configuring Set Alert

Lo Set Alert
= status status of the alert change an alert’s status to |Status Properties” section
(Acknowledged, Closed, |Deleted during on page 15-35.
Deleted). system-wide testing.
Alert Condition Decides which branch of |You want to execute “Configuring Alert

Alert
Condition 4

the business logic to
execute based on the
severity and description
of the alert passed to it.

alternate business logic
for alerts with a High
severity level, or alerts of
a certain type.

Condition Properties”
section on page 15-35.

4

Geo-
ocation

\

Geo-Location

Decides which branch of
the business logic to
execute based on whether
the current GPS location
is within the specified
boundary.

You want to take different
actions for alerts that
occur within and outside a
certain area.

“Configuring
Geo-Location Properties”
section on page 15-37.

Y

Monitor
Hierarchy

Monitor Hierarchy

Decides which branch of
the business logic to
execute based on the
monitoring zones or areas
issuing the alert passed to
it.

You want do take
different actions for alerts
that occur in tight security
zones versus public
zones.

“Configuring Monitor
Hierarchy Properties”
section on page 15-38.

6

Schedule
Condition 4
¥

7
-

Schedule Condition

Decides which branch of
the business logic to
execute based on the
schedule specified within
it.

You want take different
actions for alerts that
occur during the dayshift
versus the nightshift.

“Configuring Schedule
Condition Properties”
section on page 15-39.

Threat
Level

=1

¢

m

Threat Level

Decides which branch of
the business logic to
execute based on the
Homeland Security or
MARSEC threat level and
the alert passed to it.

You have different
security policies when
Homeland Security levels
are high versus low.

“Configuring Threat
Level Properties” section
on page 15-41.

Simulate Alert

:

Simulate Alert

Simulates an alert during
testing in the Business
Logic Designer.

You want simulate the
creation of an alert for
testing purposes.

“Configuring Simulate
Alert Properties” section
on page 15-42.

..:i! Simulate Contexts

Simulate Contexts

Simulates a context
during testing of
On-Demand business
logic in the Business
Logic Designer.

You want to simulate a
monitoring area context
to test on-demand
business logic.

“Configuring Simulate
Contexts Properties”
section on page 15-43.
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... For Example, When... For Details See...

-
: ,;‘l. Simulate Event

Simulate Event

Simulates an event during
testing of Event Business
Logic.

You want to simulate the
creation of an event for
testing purposes.

“Configuring Simulate
Event Properties” section
on page 15-45.

Ti& Correlate F
Condition

Correlate Condition

Allows multiple alarms to
be correlated across
multiple systems to raise
additional alarms, raise
severity of alarms, or
close or acknowledge
existing alarms.

You want to correlate a
fence system alert with an
intelligent video system
alert.

“Configuring Correlate
Condition Properties”
section on page 15-46.

T™= Escalate
T Condition

E

Escalate Condition

Escalates the alert to a
specified user or group
based on certain criteria.

You want to enforce an
automated alert
escalation policy for open
alerts.

“Configuring Escalate
Condition Properties”
section on page 15-56.

<}. g Evont Map \% Event Map Filter Allows you to filter You want to execute “Configuring Event Map
e ileer through Integration business logic for certain |Filter Properties” section
Module events in an event |events, but not others. on page 15-51.
monitoring business logic
template.
T opsc A ODBC Condition Runs custom ODBC SQL |You want to use values in |“Configuring ODBC

-

= Condition

scripts against the
specified data source and
returns true/false to make
a decision.

a datasource to make a
decision within business
logic.

Condition Properties”
section on page 15-57.

i L PowerShell Allow a PowerShell You have a PowerShell “Configuring PowerShell
- Decision Decision scriptblock to be executed |script that you want to Decision Properties”
inside a component and  |execute as part of your section on page 15-58.
return the result (TRUE or |business logic.
FALSE) to the business
logic template for
decision.
AT RSSAlerts Aggregates RSS or You want to filter through |“Configuring RSS Alerts
— ATOM feeds. RSS or ATOM feed items |Properties” section on
and create corresponding |page 15-63.
alerts in PSOM.
l T LockDoor Lock Door Issues a “Lock Door” You want to lock an “Configuring Lock Door
: command to Integration |access control sensor Properties” section on
Module door sensors. remotely. page 15-66.
l %3, Open Door Open Door Issues an “Open Door” You want to open an “Configuring Open Door
command to Integration |access control sensor Properties” section on
Module door sensors. remotely. page 15-68.
T QpenDoor Open Door Issues an “Open Door You want to open an “Configuring Open Door
Momentarily Momentarily” command |access control sensor Momentarily Properties”

to Integration Module
door sensors.

remotely for just a
moment.

section on page 15-70.
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Configuring Delay Properties

When you add a Delay component to your business logic template, you can configure the amount of time
it should wait before passing action to the next icon. Delay components are useful for constructing loops
whereby you repeatedly check to see if a condition is true—for example, whether an alert has been
acknowledged—before taking an action. Delay loops are most useful in conjunction with the
AlertCondition component which can be used to recheck the state of an alert, as shown next.

&) Start

L

Q@ _
( LI waeitinin
L

Check to see if an alert has been acknowledged.

[ T BAlertAck g )
ed

9 ( ATL wainmin.  ———— 1f the alert has not been acknowledged, delay 1 minute
\a__-_; CreateReport - and then check again.

Note  When using a Delay loop, be sure to set the delay to some number of seconds to prevent the loop from
running continuously, which will impact the performance of PSOM.

To set properties for the Delay component:

Step 1 Select the Delay icon in the workspace and click Properties.

The Delay Activity Properties window appears.

@ Delay Activity Properties, aa

Tvpe:! @ Composite

Marne:
Display Mame: Delayd

Description:

Delay (in seconds): 0

O i | Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.

Step4  Enter information about the component in the Description field.

Step5  Enter the amount of time that action should be delayed in the Delay (in seconds) field.
Step6  Click OK.
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Configuring Call Child Logic Properties

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

The Call Child Logic activity can make calls to “sub logic” defined in separate business logic templates.
You can divide business logic into multiple business logic templates and then link them together using
the Call Child Logic activity.

To set properties for the Call Child Logic Activity component:

Select the Call Child Logic icon in the workspace and click Properties.
The Call Child Logic Activity window appears.

@ Lalll i Eome Ativity E]a

Type: u Action
Marne: —allChildLogic 1

Display Narme: Call Child

Description:

Child Logic: _j
Ok i | Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Click the button next to the Child Logic field to browse and select the child logic template.
Click OK.

~

Note  You can nest a Call Child Logic activity inside a business logic template. This allows you to
create complex business logic flows using multiple levels of composition.

When you debug or test a Call Child Logic activity inside the Business Logic Designer, the Call
Child Logic within the business logic template will not actually run. This limitation will be
addressed in future releases. Currently you have to apply the business logic template that
contains the Call Child Logic activity before it will take effect.

Each time you change the definition or parameters of a Call Child Logic activity, the business
logic template that contains it will be affected as well. Keep this in mind when you modify a Call
Child Logic activity.

If the Call Child Logic activity is part of an Alert Business Logic template, the alert audit trail
will record the Call Child Logic activity’s name with an extra GUID postfix. This postfix is
needed to uniquely identify the activities across all levels of the template, regardless whether it
is defined in the parent template or the child template.
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Configuring Call Everbridge Properties

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

When you add a Call Everbridge component to your business logic template, you can generate an
Everbridge notification service for mass notification via multiple channels such as e-mail, phone, or
SMS text. For example, you can call a set of numbers and keep track of which numbers reached people,
which numbers were busy, and so on. Access to Everbridge is through a URL/Web Service to which
PSOM passes parameters—such as whether you want voice or text messages, or which groups you want
to send the communication.

To set properties for the Call Everbridge component:

Select the Call Everbridge icon and click Properties.

The Call Everbridge Activity Properties window appears.

1 call2NWebServices Activity Properties g‘d
Generic | Conbacks | Authentication
Tvpe: u Action
[ame: Call3nwebService
Display MName: Call Everbridge
Diescription:
URL: http:/flocalhost: 1254/ Target Service
Message Title: 3N Motification
Message:
Ok I | Cancel I

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the web service URL for the Everbridge software in the URL field.

Enter a title for the message in the Message Title field.

Enter the message you want to send in the Message field.

~

Note  The message cannot contain invalid characters such as: & <>/""

Click the Contacts tab.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter 15

Business Logic Component Reference |

M Configuring Call Everbridge Properties

Step 9

Step 10

Step 11

Step 12

B CallZNWebServicesiActivity Properties Ea
Generic | Conkacks | Authentication
Contact Type
i~ Group & User
Contact paths
E-mall Addr Add...
|| Mobile Phone : it
|| Business Phone | Edit
| Home Phone —
| Delete
| OK | Cancel

In the Contact Type area, determine whether to send a notification to a group of users (Group), or to

specific users (User).

In the field provided, enter group or user names separated by semicolons. For user names, use the format
of FirstName LastName; FirstName LastName

In the Contact Path area, determine what kind of notification to send: Email, Mobile Phone (SMS

text), Business Phone, or Home Phone.

You can add a contact path by clicking Add. Enter the contact path (for example, “Email-Home”), and
click OK. The contact path needs to have the exact wording as the “Prompt” specified in the delivery

method within Everbridge.

Proximex Surveillint™

Pleage enter a new contact path

Cancel |

icbie Prend |

delivery methods:

Seq Path Code
|1+ |Mabile Phone

.;Elusmess Phane
| E-mail Address

Sms Device 1

Home Phone
Other Phone
|E-mail Address 2

[8[v] Select path code

|

Prompt ' Path Number Remove
N Wobile Phone | | 1 i

\Business Phone 2 o

E-mail Address| : o

SMIS Text to Call : @

e Bl 2 o

Qi ehons : n

| Secondary Email 7 i

_|3 .

Click the Authentication tab.

CLEAR

PRINT SAVE
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Step 15
Step 16
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@ Call3nWebiservicesiaclivity Properties u‘u

Genetic | Contacks  Authentication

Login ID:
Passwaord:

QOrganization:

| OK. Cancel

In the Login ID field, enter your numerical ID to the Everbridge website.

In the Password field, enter the corresponding password for your Everbridge account.
In the Organization field, enter the organization assigned to your login for Everbridge.
Click OK.

Configuring Call External Method Properties

Step 1

The Call External Method Activity is an Action activity that can dynamically invoke any external
commands statically or dynamically registered with PSOM Bus Service. When the business logic
executes, contexts are dynamically converted into actual values (i.e. PxSensor, PxAlert) by the Call
External Method activity, before it calls the PSOM Bus Service to invoke the method on the target 3rd
party system or PSOM Services.

You need to configure PSOM Bus Service before configuring the Call External Method Activity. See the
Installing Cisco Physical Security Operations Manager guide for instructions.

Since the Call External Method Activity component communicates with the PSOM Bus Service to
retrieve the provider and method lists, the PSOM Bus Service must be running before you can configure
this component.

If the call is successful, the returned result is added to the context register under the PxMethod category
and ResultString key. You can use a PowerShell activity to retrieve the returned result.

To set properties for the Call External Method component:

Select the Call External Method icon in the workspace and click Properties.

The Call External Method Activity window appears.

| oL-24230-01
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5 calllExternaliMethod Activity Qa
Type:
Mame:
Display Name: Call External
Description:
Provider:
Instance: <]
Method:
V)

Parameters:

| O |aGaneel

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5  Select the provider you want to access using this component from the Provider field. The provider might
be an external 3rd-party system, or it might be a PSOM Service.

Provider: %
. CachingService. 1.0
Instance: PTZControlService. 1.0
Method: PxMethodDispatcher. 1.0
PxPredlertDispatcher, 1.0
Parameters: PxReportingSvcCmd. 1.0

PxRuleDispatcher. 1.0
PxSensorDispatchService, 1.0

Step6  Select the instance of the 3rd-party system or PSOM Service you want to access using this component
from the Instance field.

Step7  Select the method you want to invoke from the Method field. This field is populated based on your
selections from the Provider and Instance fields.

Provider: PTZControlService, 1.0

Instance:
P¥-C100-DEMOL

Method:

Py

Parameters: SwingCameraBySensor (Swing PTZ camera by SensorID )
SwingCameraBySensorGroup (Swing PTZ camera by GroupID)

Step8  Provide values for parameters in the Parameters area.
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Provider: PTZControlService, 1.0 d
Instance:

Fi-C100-DEMO1 %]
Method:

SwingCameraBySensor {Swing PTZ camera by SensorID ) d
Parameters: Misc 2]

s

If the parameter is a complex data type (i.e. a sensor or an alert), you will see the “...” button when you
double click on the parameter.

(PRI AMAGMethod Output On

D

specific Sensor|

Click the |.] button to make a selection. One of the following windows appears depending on whether
you’re selecting a sensor or an alert.

501 Context E[J]_ Eﬁ plert Gontext Editor: a m|

~ Current Sensor

" Current Alert
* Sibling Sensar of Sensor Type -

i+ Specific Alert Seleck Alert
IAccess Control - AMAG Symmetry ;I

439
and of Sensar Group Type:
IAccess Control and Camera group - AMAG Symmetry ;I — —
oK. Cancel
o |

If the parameter is defined as a pick list, select a value from the drop-down menu.

Method IExecuta Generic AMAG Command For AUXILIARY_OUTPUT ;I
Parameters :Dutput On o
Devicellr Cutput OFF

Cutput Pulse

AMaGMethod oK Cancel
Choose a Command ko execute %]
PxComboContext

Click OK.

Table 15-2 lists methods you can invoke on PSOM Services using the Call External Method activity in
business logic.
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Table 15-2 External PSOM Commands

Method Provider Description

AdHocUpdateSensor PxSensorDispatchService Requests that the PSOM Sensor Management Services
synchronize its list of sensors on-demand.

DeployRule PxRuleDispatcher Deploys an existing business logic rule.

The RulelD parameter takes a string that is the name of the
business logic rule to be deployed.

GetAlertMiniMap PxReportingSvcCmd Retrieves the mini map JPG for the associated alert from the
PSOM Reporting Services and then encodes the JPG as a
Base64 string for the return result.

The CommandText parameter contains the detail command
in XML format to the PSOM Reporting Services.

The return result is similar to the following:

<ReportingServiceResult>
<REPORTTYPE>AlertMiniMap</REPORTTYPE>

<RESULT>&1t; ! [CDATA
[/975/4AAQSkZIRGABAQE2s1yzmQRZZD5hCkGUKLhuB171000g6Tb
v3ESGl2UT3EiyTPHbopkdTuVmIHR3MFleyJaCJVmkx91mn3 fxo2B
GWRA2S3T29gKKQH/9k=]]&gt ; </RESULT>
</ReportingServiceResult>

Where CDATA is the UUencoded image binary data.

RefreshCache CachingService Refreshes the cache maintained by the PSOM Caching
Service.

RefreshCommandsList PxMethodDispatcher Refreshes the list of commands registered with the dispatcher
(PSOM BUS Service).

RefreshSysAlertCache PxPreAlertDispatcher Refreshes the cache of system alerts for monitoring business
logic maintained by the Business Logic Services.

RequestCacheRefresh PxReportingSvcCmd Requests that the PSOM Reporting Services refresh its cache
of sensors, monitoring hierarchies, area maps, and so on. The
cache will be refreshed after a 30 second delay.

RequestReport PxReportingSveCmd Requests that a specified report be generated by the PSOM
Reporting Services.

The CommandText parameter contains the detail command
in XML format to the PSOM Reporting Services.

SwingCameraBySensor PTZ Control Service Swing a PTZ camera to a specified view.

Takes the SensorInfo parameter which is an XML string
containing a single sensor ID and a single sensor view ID.

<SensorInfo>
<SensorID>101</SensorID>
<SensorViewID>102</SensorViewID>
</SensorInfo>
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Table 15-2

External PSOM Commands (continued)

Configuring Call Web Service Properties ||

Method

Provider

Description

SwingCameraBySensorGroup |[PTZ Control Service

Swing all PTZ cameras in one or more sensor groups.

Takes the GroupInfo parameter which is an XML string
containing one or more sensor group ID(s).
<GroupInfo>

<SensorGroupID>101</SensorGroupID>

<SensorGroupID>102</SensorGrouplD>
</GroupInfo>

Sensor view is specified in the Administration Console when
you configure sensor groups that contain PTZ cameras.

UndeployRule

PxRuleDispatcher

Undeploys an existing business logic rule.

The RulelD parameter takes a string that is the name of the
business logic rule to be undeployed.

Configuring Call Web Service Properties

When you add a Call Web Service component to your business logic template, you can dynamically
invoke SOAP-based web services by suppling a Web Services Description Language (WSDL) location
at design time, and then through introspection allowing the user to invoke a method and pass parameters
to it. The parameter values can be specified or determined using templates (template values will be

Step 1

substituted with actual values at runtime).

Return results from this component are stored in the context registry under the PxWebServiceCallResult
category where the key is the name of the activity.

To set properties for the Call Web Service component:

Select the Call Web Service icon in the workspace and click Properties.

The Generic WebService Call Activity window appears.

| oL-24230-01
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W Configuring Create Admin Alert Properties

@ EenenicyYebserviceCall Activity. Qa

Lype: ﬂ Actian

Mame:

Display Mame:

Web Service

Description:

Web Service URL!
http:fflocalhost: 1234/ TargetService
WSDL URL:

http:{flocalhost: 1254/ Target Service? W' SDL | Get Methods
Web Method:
)
Parameters Yalues:
ok | Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.

Step4  Enter information about the component in the Description field.

Step5  Enter the URL where the web service is running in the Web Service URL field.

Step6  Enter the URL to the location of the web service's WSDL file in the WSDL URL field.

Step7  Click the Get Methods button to retrieve the list of available web methods defined in the target web
service. The Web Method field is populated with the list of available methods.

Step8  Select the web method that the activity should call in the Web Method field.

Step9  The list of parameters for the selected web method are populated in the Parameters Values area. The
dynamic parameter list not only shows the parameter name, but it also shows the data type of the
parameter at the bottom of the list.

When specifying parameter values, you can specify either exact values or value templates using available
global variables, such as % ALERTID%, %LOGONID%, and so on. These global variables will be
replaced with their actual values during runtime. See the “Using Global System Variables in Business
Logic” section on page 14-51 for a list of system variables.

Step10 Click OK.

Configuring Create Admin Alert Properties

The Create Admin Alert activity allows you to generate PSOM alerts from raw events received from
external systems using the Integration Modules.

~

Note If you want to associate video cameras with alerts, you need to create sensor groups that include cameras
and the access control devices to which they relate.

To set properties for the Create Admin Alert component:
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Configuring Create Alert Properties ||

Select the Create Admin Alert icon in the workspace and click Properties.

The Create Admin Alert Activity window appears.

* ' Greate Admin AlerE Activity, g‘d

Type: u Ackion

Mame: —reateddmindlert]
Display Name: | Create Admin Alert

Description:

Alert Information

Category: Admindlert
Description: Admin alert
Severity: A Medium hd
Detail; Admin alert

| 83 i | Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Enter the type of alerts you want to create in the Category field. The default value is AdminAlert.
Enter a description of the alert type in the Description field.

Select the severity level for alerts created by the Create Admin Alert Activity from the Severity field.
Enter information about the alert to be created in the Detail field.

Click OK.

Configuring Create Alert Properties

~

Note

Step 1

The Create Alert activity allows you to generate PSOM alerts from raw events received from external
systems using the Integration Modules.

If you want to associate video cameras with alerts, you need to create sensor groups that include cameras
and the access control devices to which they relate.

To set properties for the Create Alert component:

Select the Create Alert icon in the workspace and click Properties.

The Create Alert Activity window appears.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter15  Business Logic Component Reference |

M Configuring Create Report Properties

" Greate Aler Aty hﬂ'd
i u Ackion
Mame:!
Display Name:

“reate Alert]

Description:

[~ Ignore remainder events

Display recent sensar events by Time
[¥ Enabled

Max number of events to shaw in last 2 hours .. [5 events] 5 3 events

Display recent sensor events by count

[¥ Enabled
Display all events From [time period] before alerk time... [S minutes] 5 | minutes
Maximum number of events to show in specified time period. . [10 events] 10 5| events

Display recorded video with alert
[¥ Enabled

Time before {negative value) or after (positive value) alert time -5 || seconds

0K i | cancel

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5  If you check the Ignore remainder events option, all Integration Module events that do not match a
PSOM sysalert name will be ignored. By default this option is unchecked.

Step6  If you want to be able to view recent events by time, check the Enable option in the Display recent

sensor events by time area, and specify the maximum number of events to show in the last 2 hours
(default to 5).

Step7  If you want to be able to view recent events by count, check the Enable option in the Display recent
sensor events by count area, and specify the number of minutes duration that you want to display all
events that occurred. You can also specify the maximum number of events that can be shown for the
duration.

Step8  If you want to display recorded video with alerts, check the Enable option in the Display recorded
video with alert area, and specify the duration of recorded video that will be associated with the alert.

Step9  Click OK.

Configuring Create Report Properties

When you add a Create Report component to your business logic template, you can generate an Alert
Details report based on the alert being handled by the business logic. This component supports
table-based reports; the tabular data can come from the ODBCAction activity (see the “Configuring
ODBC Action Properties” section on page 15-25). You can also specify SMTP server locations to have
the activity to automatically email the created report once it is created.

To set properties for the Create Report component:

Step 1 Select the Create Report icon in the workspace and click Properties.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Configuring Create Report Properties W

The Create Report Activity Parameters window appears.

@ LreateReportsActivity Barameters, aa
Main | Adwvanced | Email
Type: u Action
Mame: CreateRepartl
Display Mame: Create Repart
Description:
Report Type: ﬂ Alert Details d
Report Format: @;1‘ PDF ad

Result Location: | \\file_serveriresult_folder

| OK i | Canicel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose the report you want to generate from the Report Type field. For this release, only the Alert
Details report or a complete DataSet for the alert can be created.

Choose the output format for the report from the Report Format field: PDF, Image, Text, HTML, or
MHT.

Enter the location in your network where you want to save the report in the Result Location field. If a
file with the same specified name exists already, the Reporting Services will overwrite it with the latest
report data.

“~

Note  Since all reports are actually generated from the Reporting Services, make sure the location you
specify is writeable from the Reporting Services’ service account. It is recommended that this
folder be either a public file share folder or a local folder on the machine that runs Reporting
Services.

To specify the information to be included in the report, click the Advanced tab.

| oL-24230-01
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M Configuring Create Report Properties

B GreateREport Activity Parameters B %

Main | Advanced | Email

Report File Mame:

[V show Description ¥ show Details
¥ show Map [V show Notes
[+ Show Audit [¥ Show Instructions

[V show System Information

| OK i | Canicel

Step9  Enter a specific name to assign to the report in the Report File Name field. The correct extension for
the type of report will be added; for example, you do not need to specify “.pdf” at the end of the filename.

Step10  Check options for the information you want included in the report.

Step11  If you want to automatically email the report once it has been generated, click the Email tab. PSOM
Reporting Services will email the generated report to the specified recipients.

@ CreateRepuriActivily Parameters aa
Main | Advanced  Email
Setver Mame:
Potk: 25
Domain:
User Mame:
Password:
T
From:
Subject:

Message:

O i | Cancel

Step12 Enter the host name or IP address of your email server in the Server Name field.

Step13  Enter the port number under which the email server is running in the Port field.

Step 14  Enter the name of the email server domain in the Domain field.

Step15 Enter the login name of the user account that is used to send out email in the User Name field.
Step16 Enter your email system password in the Password field.

Step17  Enter the email address for the person who is sending the email notification in the To field.

Step18  Enter the email addresses for all persons that should receive this email notification in the From field.
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Step 19

Step 20

Step 21

Configuring DOS Command Properties ||

Enter the subject of the email in the Subject field. Global system variables are not supported in the email
subject.

Enter the message you want to send in the Message field. Global system variables are not supported in
the email body.

Click OK.

Configuring DOS Command Properties

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

When you add a DOS Command component to your business logic template, you can select the external
application that should be launched through the command-line, and send command-line arguments to
that application.

To set properties for the DOS Command component:

Select the DOS Command icon in the workspace and click Properties.

The DosCommand Activity Properties window appears.

@ Dostommantd Belivity Properties g‘d

Type: u Acki
o

o
Mame: —

Commandz|

Display Mame: Dos Cmd

Description:

Application Name: et

Command Arguments: | send <Machinelame: %ALERTID %DESCRIPTION:
FOCCURTIME® %SEWERITV: %STATUS Y
“TYPEY %LOCATIONY:

| Ok i | Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Click the button next to the Application Name field to select the external batch file or executable that
should be launched. The application must be located on the machine where PSOM Server was installed.

In the Command Arguments field, enter the parameters that will be passed to the application. See the
“Using Global System Variables in Business Logic” section on page 14-51 for details.

~

Note  These system variables are only applicable when the activity is included in an Alert Business
Logic or Alert Status Business Logic template. Other business logic templates do not process
these variables.

Click OK.
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Configuring HTTP Send Properties

The HTTP Send Activity can make calls into a HTTP URL and return the HTTP response to the business
logic. You can use this activity to invoke external data listening services through simple URLs.

The HTTP return result is stored in the context registry under the HttpResult category and ResultString
key. Retrieve the result string using a PowerShell script. See the “PowerShell Action Examples” section
on page 15-28.

Note  The HTTP Send Activity can support some HTTPS calls that require SSL. The exception are those web
sites that require client certificate validation. For IIS 7.0, the following site configuration should allow
the HTTP Send Activity to function.

&) SSL Settings

This page lets you modify the SSL settings for the content of 3 Web site or
application.

V Require 551
Client certificates:
" Ignore
& Accept

" Require

To set properties for the HTTP Send Activity component:

Step1  Select the HTTP Send icon in the workspace and click Properties.
The HTTP Send Activity window appears.

£ HITR Send Activity) B

Type: u Ackion

Mame:

Display Name: HTTP Send

Description:

LRL: hEEp: [, proximes:, com
HTTP Method: GET ad
User Name:
Password:
HTTF Post
Content-Type

Content-Body | Sample HTTP Send Activity

O i | Cancel

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5  Enter the URL that the activity should invoke during execution in the URL field. PSOM system variables
are supported for the URL. For example:
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Step 6

Step 7

Step 8

Step 9

Configuring IPICS Dispatch Alert Properties W

http://yourserviceurl/sendAlert? AlertID=% ALERTID %

See the “Using Global System Variables in Business Logic” section on page 14-51 for a list of system
variables.

~

Note  These system variables are only applicable when the activity is included in an Alert Business
Logic or Alert Status Business Logic template. Other business logic templates do not process
these variables.

Specify the HTTP method from the HTTP Method field: GET or POST.

~

Note  GET operations will return text as a result.

For HTTP POST operations, enter the content type of the POST in the Content-Type field. For this
release, text/html, text/plain, and text/xml are supported.

For HTTP POST operations, enter sample content in the Content-Body field. PSOM system variables
are supported for the content. For example:

<?xml version="1.0" encoding="utf-8" ?>

<Data>

<AlertID>%ALERTID%</AlertID>
<AlertDescription>%$DESCRIPTIONS</AlertDescription>
</Data>

Click OK.

Configuring IPICS Dispatch Alert Properties

Note

Step 1

The IPICS Dispatch Alert component can be integrated with PSOM business logic in the Business Logic
Designer to enable PSOM to automatically dispatch an alert to an IPICS Server version 4.0 and above.
The IPICS Dispatch Alert component forwards alert information to IPICS including alert description,
occurrence time, alert severity, alert ID, mini map, associated images, and relevant video (starting from
5 seconds before the alert occurred).

The IPICS Integration Module must be installed and configured.

To set properties for the IPICS Dispatch Alert component:

Select the IPICS Dispatch Alert icon and click Properties.
The IPICS Dispatch Activity window appears.

| oL-24230-01
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W Configuring IPICS Notify Alert Properties

1 IPICS DispatchiActivity, wlead

Type: u Action

Mame:

Display Mame: IPICS Dispatch Alert

Description:

[a]4 i | Cancel ‘

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5 Click OK.

Configuring IPICS Notify Alert Properties

The IPICS Notify Alert component can be integrated with PSOM business logic in the Business Logic
Designer to enable PSOM to automatically execute IPICS policies on an IPICS Server version 4.0 and
above.

Note  The IPICS Integration Module must be installed and configured.

To set properties for the IPICS Notify Alert component:

Step 1 Select the IPICS Notify icon and click Properties.
The IPICS Notify Activity window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Configuring ODBC Action Properties ||

£ IPICS Notify Activity gl =l
Type: u Action
Name: IPICSMotify
Display Name:  |IPICS Motify
Description:
Notification text:
Select a policy: - S
Uy Name Description Server D
» [ notify the FEI! 192.168.1.57
MotifyEmergencyS... Motify Emergency Services 192,168,157 21
MotifyEngineering notify engineers 192,168,157 132
Record 10f 3 |l
| oK ' | Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter a message to send from PSOM to IPICS Server along with the notification in the Notification text
field. This text may be used by IPICS Server to execute the selected IPICS Policy.

Select the IPICS Policy to execute as part of this notification from the Select a policy list. The list of
IPICS policies is generated dynamically by contacting the IPICS Server when this component is opened.

Click OK.

Configuring ODBC Action Properties

Step 1

The ODBC Action Activity can run custom ODBC SQL scripts against a specified data source and return
the results of the query (as a DataSet) to the activity context registry under the PxData category and
ResultDataSet key. You can use PowerShell or other custom activities to retrieve this data from the
context.

For example, the following PowerShell script retrieves the dataset result from the ODBC query:

Sr = SpxContext.FindContextObject ("PxData", "ResultDataSet")

To set properties for the ODBC Action component:

Select the ODBC Action icon in the workspace and click Properties.

The ODBC Action Activity Properties window appears.

| oL-24230-01
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@ HDEE AChon Achvit BIBpErTiEs) u]d
Type: u Ackion
Mame: JDBCACkion

Display Mame:  |ODEC

Description:
QDBC Connection
Driver: SCQL Server
DE Setver: localhost
Database: ProximexDb
DB Login: 53
DE Password;  **

DB Query: Select 1

Ok ' Cancel |

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.
Step5  Enter information for the ODBC data source in the ODBC Connection area:
a. In the Driver field, enter the ODBC driver used to access this data source.
b. In the DB Server field, enter the server where the ODBC database is running.
c. In the Database field, enter the name of the database you want to access.
d. In the DB Login field, enter the login name for accessing the database.
e. In the DB Password field, enter the corresponding password.
Step6  Enter a custom SQL script to execute against the datasource in the DB Query area.

Step7  Click OK.

Configuring PowerShell Action Properties

You can configure a PowerShell Action component to execute PowerShell scripts synchronously and
asynchronously. The PowerShell Action component supports logging, object passing, calls to a WF Web
Service, and passing and creating contextual data between activities in a business logic design.

See the “Setting Up PowerShell Scripts” section on page 14-56 for details on defining PowerShell
Scripts. This section describes how to add them as components to business logic templates.

Note  You must have PowerShell installed on your system to execute PowerShell Action component.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website.

To set properties for the PowerShell Action component:
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Configuring PowerShell Action Properties

Step 1

Select the PowerShell Action icon and click Properties.

The PowerShell Activity Properties window appears.

Mame:
Display Mame:
Description:

Script Template:

_j Scripk

PawerShell Script:

u Actian

hellactionz]

PowerShell Action

L]
QS“_

"PowerShell”

Step 2
Step 3
Step 4
Step 5

Enter a new name for the component in the Name field.

Enter information about the component in the Description field.

The Select PowerShell Script window appears.

Select Powershell Script

E HTTP Test Powe, .. Totest if a particular URL is ...
E‘ ArcSight Integra...
E Empty PowerShe.., Empty PowerShell Script

7i27lznt...
7i27lznt... 49
7i27lznt... 45
7i27lznt... 21

.. Totestif the remote server ...

ArcSight Inkegration Pawers, ..

OK

o |
Cancel 4

Enter a name to display on the icon in the workspace in the Display Name field.

To select a PowerShell script, click the | ] button in the Script Template field.

Select the PowerShell script you want to use and click OK. The PowerShell Activity Properties
window is populated with the script and parameters that have been defined for the selected script.

Step 6
window.

You can also enter the script directly into the Script area of the PowerShell Activity Properties
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If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the [ button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into the text
area of the Add PowerShell Script window.

Step7  Click OK when finished.

PowerShell Action Examples

With the PowerShell Action activity, you can write simple script code to interact with existing business
logic activities and achieve a high level of customization. See the “Configuring PowerShell Decision
Properties” section on page 15-58 for examples of PowerShell scripts that perform decision processing.

Table 15-3 PowerShell Examples
Types of
Business
Task Script Logic
Setting a contextual value in the context registry $pxContext .addContextObject (“Sample Category”, |All
. . . . “Sample Key”, S$Svariable)
This script saves the contents of $variable into the
context registry under the “Sample Category” category
and “Sample Key” key. This script can be used in all
business logic.
Reading a contextual value from the context registry |$pxContext.FindContextObject (“Sample Category”, |All
. . . “Sample Key”)
This script retrieves the value of the “Sample
Category” category and “Sample Key” key.
Retrieving alert detail for the current alert $myvariable = Alert
. X o SpxWfWs.GetAlertDetailForAlertID(SpxAlert.Alert
This script returns XML for full alert details in the D)
“my Variable” variable.
This script returns XML for full alert details within the |$pxWfWs.GetAlertDetailForAlertID ($pxAlert.Alert |Alert
<RESULT> node. ID)
Creating an audit entry for the current alert $pxWEWs.CreateAuditEntry ("A Test audit entry”, |Alert
. . . 27,2, SpxAlert.AlertID)
This script appends a “A Test audit entry” to the
current alert’s audit log.
Creating a live video alert on a particular video sensor |$pxWfWs.CreateAlertSimple(1l, $videoSensorId, Event
w o , w o , A\ l " , " _l " , $prvent . OccurTime , " l " , Monitoring
"<DESCRIPTION></DESCRIPTION>",”0",”0,”,"0",”0")
Obtaining the current sensor context (SensorID) $sensorID = On-Deman
SpxContext.findContextObject ("PxSensor", d
"SensorID")
Obtaining the current area context (ArealD) $arealD = On-Deman
SpxContext.findContextObject ("PxSensor", d

"ArealD")

Obtaining the current alert context (Alert ID)

ScurrentAlertID =SpxAlert.AlertID

Alert Status

On-Deman
d
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Table 15-3 PowerShell Examples (continued)
Types of
Business
Task Script Logic
Obtaining the previous alert status for the current alert |$previousStatus = $pxAlert.PrevStatus Alert Status

Obtaining the current alert status

ScurStatus = SpxAlert.Status

Alert Status

Changing a contexual alert ID to a specific alert ID $pxAlert.AlertID = 123 Alert
Changing the contexual sensor ID for an alert to a $pxAlert.SensorID = 123 Alert
specific sensor ID

Logging information into the trace log for Business $pxLogger.logInfo("This is a test message.") All
Logic.

Obtaining the current version of PSOM Business $pxOEMInfo.ProductVersion All
Logic.

Obtaining the current product name. $pxOEMInfo. ProductName All
Getting the company name. $pxOEMInfo.CompanyName All
Logging an event description based on the event issued |$pxLogger.logInfo ($pxEvent.Description) Event
by the 3rd party system.

Obtaining the current GPS location for the source $currentGPS = $pxEvent.GPSLocation Event
event.

Obtaining the current tracking object for the source $currentTrackingObj = $pxEvent.TrackingObject Event

event.

Configuring PTZ Control Properties

The PTZ Control component can send commands to PTZ cameras to control their movements. For
example, you can swing a PTZ camera to a specific camera view, or swing all PTZ cameras in a sensor
group to a camera view when an alert occurs.

To set properties for the PTZ Control component:

Step 1 Select the PTZ Control icon in the workspace and click Properties.

The PTZ Camera Control Activity window appears.

| oL-24230-01
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£ P2 amera| Gontrol Activity Qﬂ
Type: u Ackion
Mame: ]

Display Mame:  |PTZ Control

Description:

EoeolToe | ¥ By current sensor group

" By specific sensor
By Sensar
Sensor:

Wi

| 0K ' |  Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5  Select the type of motion you want to perform:

e If you want to swing all cameras in a sensor group based on an alert occurring, select the By current
sensor group option.

e If you want to swing a particular camera to a specified view, select the By specific sensor option.
When this option is selected, the Sensor Mapping window appears.

] Sensor Mapping wlad
Monitoring Tree: Selected area's sensor(s):
B Airpart Name Type Description D =
8 Undesingated Zone PXP-247 Camera - ... CT Concourse First Fl...

&3 Terminal 2 East 3 Camera - ... | CT Concourse First Fl..,

*|@ Terminal 1 Pup-244 Camera - ... CT Concourse First Fl... | 1001
PXP-245 Camera - ... CT Concourse First Fl... 1004
PXP-243 Camera - ... CT Concourse First Fl... 1005

& CT-Second Flaor
i @ CT-Third Floar
\_J (3 Perimeter West
\_J (3 Perimeter North

\_J (3 Arizona

@ Undesignated Zone

Navigate to select the PTZ camera and click OK.

The Sensor View List window appears.
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Configuring Send Email Properties Il

Selected Sensar View: DefaultView

ﬂ Mame Description PresetID ID =~

3 Diefaulttiey

298

T

i

Select the view to which you want to change the PTZ camera and click OK.

The PTZ Camera Control Activity window appears similar to the following.

Al Gonthol Activ
Tvpe:! u Ackion
Marne; FTZControll
Display Mame:  |PTZ Control

Description:

et T " By current sensor group

By Sensor

Sensar: PP-300 B

Wiew: |
| OK I | cancel

Step6  Click OK.

Configuring Send Email Properties

When you add a Send Email component to your business logic template, you can configure the email
address, subject, body, SMTP server, login, password, and domain needed to send an email notification.

To set properties for the Send Email component:

Step1  Select the Send Email icon in the workspace and click Properties.

The Send Email Activity Properties window appears.
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@ SendEmal Sehiviy Properties: Qﬂ
Type: ﬂ Action
[ame: FendEMail
Display Marme: Send Ernail
Description:
SMTP Mail
Server Mame: mail. proxime::, com
Port: 25
Domain: proximes.com
User Mame: PROXIMER. COM
Password: bR
To: prUsEH@prOximEs, com
Erarn: prUSEH@proxinmes, com
Subject: Suspicious person in restricked area

Message:

™ Priric lert Header
[ Print Inskruction

0K i | Cancel

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.
Step5  Enter the host name or IP address of your email server in the Server Name field.
Step6  Enter the port number under which the email server is running in the Port field.
Step7  Enter the name of the email server domain in the Domain field.
Step8  Enter the email address for the user account that is used to send out email in the User Name field.
Step9  Enter your email system password in the Password field.
Step10  Enter the email address for the person who is sending the email notification in the To field.
Step 11 Enter the email addresses for all persons that should receive this email notification in the From field.
Step12  Enter the subject of the email in the Subject field.
Step13  Enter the message you want to send in the Message field.
>
Note  Inthe Subject and Message fields, you can use system variables defined with ‘% VARIABLE%’
where VARIABLE is the system variable in all capital letters. When these system variables are

used, then PSOM will replace them with the right values and create the email. To use a
combination of strings and variables, the string must precede the variable. For example:

net send MyMachineName hello $ALERTID%

See the “Using Global System Variables in Business Logic” section on page 14-51 for a list of
system variables you can use to pass PSOM system information in the email.

Step14 If you want to include the alert details in the email body, check the Print Alert Header option.

Step15 If you want to include alert response instructions in the email body, check the Print Instruction option.
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Configuring Set Alert Context Properties ||

Click OK.

Configuring Set Alert Context Properties

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

The Set Alert Context activity allows you to dynamically switch the current alert context to a different
alert by specifying a dynamic alert ID. This is useful in scenarios where you want to dynamically change
the current alert context or invoke an alert-based business logic from other business logic types using a
Call Child Logic activity, (for example, from a Scheduled business logic template).

To set properties for the Set Alert Context Activity component:

Select the Set Alert Context icon in the workspace and click Properties.

The SetAlertContext Properties window appears.

@ Setalertontest Broperties u‘u‘
Type: ﬂ Actian
Mame: el
Display Mame: Set Conkext
Description:

Get Alert 1D from Context
Categary:

Key:

QK i | cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the category (defined in the dynamic business logic context) that contains the AlertID in the
Category field.

Enter the key (defined in the dynamic business logic context) that contains the AlertID in the Key field.
Click OK.

e [If the AlertID cannot be found in the specified category and key, no alert context will be set.

e If no alert can be found with the dynamically-loaded AlertID, the alert context will not be set.

¢ Once an alert context is set, you can run other alert-specified activities within the same business
logic template. For example, you can use SetSeverity, SetStatus, or AlertCondition activities after
the SetAlertContext activity.

For example, you can acknowledge an alert using the dynamic alert context.

| oL-24230-01
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Configuring Set Alert Severity Properties

Step 1

Step 2
Step 3
Step 4
Step 5

Alert Business Logic

2}

i=i

\‘,) Start

L SetAlert

Lo Ack Alert
1

When you add a Set Alert Severity component to your business logic template, you can configure the
severity of the alert that is being handled by the business logic.

To set properties for the Set Alert Severity component:

Select the Set Alert Severity icon in the workspace and click Properties.

The Set Severity Activity Properties window appears.

@ Selheyenty Achivity) Properties aa
Type: u Actian
Mame:
Display Narme: Sek Severity
Description:
Set Severity Level
% Saverity: O Low o
™ Raise Sevetity by one level
i Lower Severity by one level
| a4 | Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Set the severity level assigned to the alert using one of these methods:

¢ Choose a severity level from the Severity field if you want to set a specific severity level for the

alert.

¢ Select the Raise Severity by one level option if you want to raise the severity level for the alert.

e Select the Lower Severity by one level option if you want to reduce the severity level for the alert.
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Configuring Set Alert Status Properties ||

Click OK.

Configuring Set Alert Status Properties

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

When you add a Set Alert Status component to your business logic template, you can configure the status
assigned to the alert that is being handled by the business logic.

To set properties for the Set Alert Status component:

Select the Set Alert Status icon in the workspace and click Properties.

The SetStatus Activity Properties window appears.

@ SelstatiEactivity Broperties: g‘d
Type: u Actian
Mame: biekSkatus2|
Display Name: Sek Status
Description:
Stakus: H Open nd
OK i Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Set the status assigned to the alert from the Status field.

~

Note  Once the status has been set to Deleted, the status cannot subsequently be reset to any other
value during execution of this business logic template. In other words, once an alert has a status
of Deleted, it cannot subsequently be assigned a status of Open or Acknowledged.

Click OK.

Configuring Alert Condition Properties

Step 1

When you add an Alert Condition component to your business logic, you can configure the properties
by which the component decides to direct alerts to different branches of the business logic. The decision
is based on the severity and description of the alert.

To set properties for the Alert Condition component:

Select the Alert Condition icon in the workspace and click the Properties button.

The AlertCondition Activity Properties window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

R

CondiisniActivity Hroperties

Tvpe: '@ Decision

Mame:
Display Mame:  |alert Condition

Description:

—alert Condition
Condition: s
[~ status I"Q] Qpen |_|ﬁj Acknowledged F‘J Clased |—|E|T Deleted
[ Description wd
¥ Severity Greater Than Or Equal To g @ow [~]
[~ Detal Header

[~ Alert Typeisiin

O l | Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To make a decision based on an alert’s status, check the Status option and select statuses to match
(Open, Acknowledged, Closed, or Deleted). If the current status matches any of the checked statuses,
the AlertCondition will be met.

To make a decision based on an alert’s description, check the Description option and enter the
appropriate text in the field provided.

To make a decision based on an alert’s severity, check the Severity option and select the severity level.
You can choose to match severity levels that are greater than or equal to, equal to, or less than or equal
to the selected severity level.

To make a decision based on specific alert types, select the Alert Type(s) in option, and click the button
to view the Select Alert Types window. Check the boxes next to all the alert types you want to include,
and then click OK.

’E‘:}hﬂi Alert Types - m

—Select Alert Typ
Selected Alert Type(s):
Alert Source: All adbd
check Al | Uncheck il |
ﬂ Mame Description Source H
] UserCreated User Created Alert Proximex
] UnauthPersan Unautherized Personnel Proximex
] UnauthEntry Unautharized Entry Proximex
] Detection Alert Search Detection Alert Proximex
] Live video Alert Live Video Alert Proximex
] Recorded Video Alert Recorded Video Alert Proximex
] DenCdlocalGrant Card Swipe Denied Access ... HirschMomentum
] Forced Door Forced Open Alert HirschMomentum
1 Nnantanlann Nner Nnan Tan | nnn Alart birerhMamanh im
0K
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Step 9

Step 10

Configuring Geo-Location Properties ||

To make a decision based on a combination of factors, check all pertinent options and make a selection
from the Condition field to indicate whether all conditions must be true (select And) or some can be
true (select Or).

Click OK.

Configuring Geo-Location Properties

Step 1

Step 2
Step 3
Step 4
Step 5

When you add a Geo-Location component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic.
The decision is based on whether an alert has occurred within the boundary of an area specified by GPS
coordinates.

By default the Geo-Location component will try to retrieve the current geographical location from the
alert context's alert header. If no alert is available (such as with an Event Monitoring Business Logic) it
will look for the current geolocation from the event data. If it cannot find current geolocation from the
alert header nor the event header, the activity will look for current geolocation from the parent activity's
context registry. The current geolocation must use this format: Longitude, Lattitude,Altitude.

To set properties for the Geo-Location component:

Select the Geo-Location icon in the workspace and click Properties.

The Geolocation Decision Activity Property window appears.

@ Lenlocationiension Sctivity Property; aﬂ
Tvpe:! '@ Decision
Mame: 3 Loy
Display Name: Geno Decision
Description:
Boundary Type
= Circle
Center Position:
Radius (Meters):
{+ Palygon Wertex points
| Ok i Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose how you want to define the boundaries for the geographic area:

e Circle—To define the geographic area as a circle, select Circle, enter a GPS coordinate for the
center of the circle and specify the number of meters radius.
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Boundary Type
* Circle
Center Position: 37.64938, -122.045265,0

Radius (Meters):  |500|

= Palygon Vertex points

e Polygon—To define the geographic area as a polygon, select Polygon and then enter the GPS
coordinates for the points of the polygon area. Specify polygon vertex coordinates in a clockwise

direction.
@ Geolocation Decision Activity Property Qa
Type: @ Dedision
Name: Geolocation
Description:
Boundary Type
" Circle

Center Position:
Radius (Meters):

* Polygon Vertex points

37.64939,-122.04525,0
37.65688,-122,01431,0
37.63289,-122.00204,0
37.64050,-122,01897,0
37.62096,-122.02945,0

| oK | Cancel

Step6  Click OK.

Configuring Monitor Hierarchy Properties

When you add a Monitor Hierarchy component to your business logic template, you can decide which
branch of the business logic to execute based on the monitoring zones or areas that issued the alert that
is passed to this component. You can also select specific sensors within a single monitoring area; specific
sensors cannot be selected from more than one monitoring area.

The Monitor Hierarchy component can be used in Alert Business Logic, Alert Status Business Logic,
and Event Business Logic templates. When used inside an Event Business Logic template, the Monitor
Hierarchy component will make decisions based on the event’s associated sensor location within the
monitoring hierarchy.

To set properties for the Monitor Hierarchy component:

Step 1 Select the Monitor Hierarchy icon in the workspace and click Properties.

The Monitor Hierarchy Activity Properties window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Configuring Schedule Condition Properties ||

@ MomtorHierarth P A LY B PEries) uiy‘
Type: O Decisian
Mame: MonitorHierarchy L
Display Marme: Monitar Hierarchy
Description:
Selected Sikefs):
Monitaring Tree: Selected area's sensor{s):
L D ¥] Mame Type Description Su. =
& ] #rizona

13 3 [ Commuter Terminal
\_;J @[] Perimeter North

LJ @[] Perimeter West
b8 [ Termingl 1
LJ @[] Termingl 2 East

bl @ [ Terminal 2 west
(33 [ Undesingated Zons

| Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Select the monitoring zone(s) or monitoring area(s) from the Monitoring Tree area that determines an
alert should be sent to the next icon in the business logic rule. You can also select specific sensors from
a single monitoring area, but not across multiple monitoring areas and zones.

Click OK.

Configuring Schedule Condition Properties

Step 1

When you add a Schedule Condition component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic.
The decision is based on the schedule specified within the component. You can define two different
schedules for comparison; if the alert matches either schedule, then a “true” condition will exist.
Otherwise, the “false” condition is executed.

To set properties for the Schedule Condition component:

Select the Schedule Condition icon in the workspace and click Properties.

The Schedule Activity Properties window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

| FY ScheduleactivityProper ties

Lype: @ Dedision
[ame:
Display Mame: Schedulel
Description:

B ]

Set Schedules

Schedule 2: IE Define Schedule 2| Mo Schedule is defined

Schedule 1: IE Define Schedule 1| Schedule is defined to start at 112072009, 12:00 AM

Ok I | Canicel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

You can define two schedules that can be linked to different actions. To define a schedule, click its

Define Schedule button.

The Schedule Occurrence window appears.

F schedule Ocourrence Ha
—Occurrence Time
Start: End: W all Day
~Occurrence Pattern
& Daily % Every |1 day(s)
" Weekly (™ Every Weekday
¢ Monthly
€ Yearly
—Range of occurrence
Start: | Mon 04/13/2009 ad ¥ NoendDate
= End by: Mon 04/13/2009 ad

| Remove Occurrence

Enter the daily starting and ending times for this schedule in the Start and End fields. If you want the

schedule to run all the time, check the All Day option.

Decide how often this schedule should be repeated in the Occurrence Pattern area: daily, weekly,
monthly or yearly. And then enter the number of days/weeks/months/years that should pass before the

schedule repeats in the Every field.

e For daily schedules, you can repeat the schedule on weekdays by selecting the Every Weekday

option.
Occurrence Pattern
& Daily @ Every |1 day(s)
 Weekly " Every Weekday
" Monthly
i Yearly

e For weekly schedules, you can select the days of the week that you want to repeat the schedule.
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Occurrence Pattern
" Daily Every
[l

Vi ™ sunday ¥ Monday ¥ Tuesday ¥ Wednesday

£ Monthly ¥ Thursday ¥ Friday ™ saturday
€ Yearly

¢ For monthly schedules, you can select to repeat the schedule on a certain day of the month; or you
can repeat the schedule every first/second/third... day of the month.

Occurrence Pattern

¢ Daily & Day |1 of every month
~ Weekl

._ee Y_ . " The of every month
[l fy':

€ Yearly

e For yearly schedules, you can repeat the schedule on a certain month/day every year, or you can
select the first/second/third... occurrence of the specified day of the week in the selected month.

Occurrence Pattern

" Daily & Every |January ad/ |1
= Weekly  The of

= Monthly
@ ;

Step8  Determine the start and end dates for this schedule in the Range of occurrence area. For the end date,
you can:

¢ Choose not to end the schedule by selecting the No end Date option.

e End the schedule by a certain date by selecting that date from the End by field.
Step 9 If you want to remove this schedule, click the Remove Occurrence button.
Step10 Click OK to save your schedule.
Step11  When finished defining schedules, click OK.

Configuring Threat Level Properties

When you add a Threat Level component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic.
The decision is based on the threat level of Homeland Security or MARSEC configured in PSOM.

To set properties for the Threat Level component:

Step 1 Select the Threat Level icon in the workspace and click Properties.

The Threat Level Activity Properties window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

@ Threatieyel Setivity Properties. Qﬂ

Type: > Decision

Mame:

Display Name:

Threat Level

Description:

Threat Level Indicatar

Type: Homeland Security d
Level: Equal T ™| @ Low ¥
| Ok i | Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

If you want to make a decision based on Homeland Security, select Homeland Security from the Type
field, and choose Low, Guarded, Elevated, High, or Severe from the Level field. You can select whether
the level should be Equal To, Greater Than or Equal To, or Less Than or Equal To from the first
drop-down menu next to the Level field.

If you want to make a decision based on MARSEC, select MARSEC from the Type field, and choose
MARSEC 1, MARSEC 2, or MARSEC 3 from the Level field. You can select whether the level should
be Equal To, Greater Than or Equal To, or Less Than or Equal To from the first drop-down menu next
to the Level field.

Click OK.

Configuring Simulate Alert Properties

Note

Step 1

By adding a Simulate Alert component to your business logic template, you can test the business logic
design by simulating the type of alert that you want to handle with the business logic template. The
Simulate Alert component is only applicable inside Alert Business Logic or Alert Status Business Logic
templates. You cannot use this component in other types of business logic templates.

When the business logic template runs and encounters a Simulate Alert component, it creates a new alert
by copying an existing alert in PSOM. If, during Test Mode execution of the business logic, the original
PSOM alert is deleted, it is possible that the simulated alert will not be created with full alert details (as
presented in the Alert Details window). In this case, the simulated alert will not be an exact replica of
the original PSOM alert, and may not show up in the Alert Manager or Operation Console.

To set properties for the Simulate Alert component:

Select the Simulate Alert icon in the workspace and click Properties.

The Simulate Alert Activity Properties window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Configuring Simulate Contexts Properties ||

© SimulateAlert Activity Properties: aa
Type: @ Decision
Mame:
Display Name: Simulate Alert
Description:

Select Alert: [las Select Alert | No Alert is selected

Alert Description:

Severity: D

OK ' | Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To select the alert that should be simulated, click the Select Alert button.

The Select Alert window appears.

@ Select Alert Ea

Select an alert from the list:

Se.. 5.. 4 Ty.. Descripti.. Lo.. .. . Owner __} _/f

3 ml’a .|Forced En... |CT ... ... | Administrator | 1 ' 24053
@ .. [ & De.. Operstion.. CT.. 1 PR, U1 Adwristrater (O | ) 52 24082 =
AW & For.. ForcedEn.. CT... 1 PR, 11).. Adwinistrator £§ | % 52 24051
AW A For.. ForcedEn.. CT... 1P, 11).. Adwinistator £§ ] % 52 24050
& ... ¥ & For.. ForcedEn.. CT.. 1 PR, 11).. Adwiistrator 4 | % 52 24048

. T E | @

AW A For. ForcedEn.. CT... 1 PR, 11).. Adwinistrator 4 ] % 52 24048
A (A & For. ForcedEn.. CT... 1 PR, 11).. Adwinistrator 4 | % 52 24047
A (M & De.. Detection.. CT... 1P, 11).. Adwiistrator £§ ] % 52 24046
A @ P FreeedFro. T 1P 10 adinisteater | B8 100 B 24045 d

Record 1of 11 | | i)

Select the alert you want to simulate and click OK. The alert’s description and severity are automatically
displayed in the SimulateAlert Activity Properties window.

Click OK.

Configuring Simulate Contexts Properties

Step 1

By adding a Simulate Contexts component to your business logic rule, you can simulate non-alert
contexts for on-demand business logic.

To set properties for the Simulate Contexts component:

Select the Simulate Contexts icon in the workspace and click Properties.

The Simulate Contexts Activity window appears.
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* 1 Gimulate Contezts Aetivity

Type:

Mame:

Sirmulate Contexts

Display Mame:

Description:

Context Type
 Area:

= Sensor:

& Global

Bk

O i | Canicel

Step 2
Step 3
Step 4
Step 5

Enter a new name for the component in the Name field.

Enter information about the component in the Description field.

Choose how you want to simulate context for the business logic:

¢ To simulate context based on monitoring area, select Area.

Enter a name to display on the icon in the workspace in the Display Name field.

The Select Area window appears. Select a monitoring area and click OK.

@ Select area
Monitoring Tree:

B Airpart

._J % Undesingated Zone
._J @ Terminal 2 East
b3 Terminal 1

i @) Terminal 2 West
& <3 Commuter Terminal
CT-First Floor
@ CT-Second Flaor
[ CT-Third Floor
._J 43 Perimeter West

1 3 Perimeter North

._J (3 Arizona

@ Undesignated Zone

elied

e To simulate context based on a sensor, select Sensor.

The Sensor Mapping window appears. Select a sensor and click OK.
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@ Sensor MappEng Qa
Monitaring Tree: Selected area's sensor(s):

:f Airport: Name Type Description ID ~
(33 Undesingated Zons [CTFirstF... [CT-First Floor] 530
33 Termindl 2 East PRF-266 CT Concowrse First .. 993

ﬁ :;::::: ; et PRF-277 T Concourse Fist... 994 2

H & Commuter Terminal PHP-247 CT Concourse First ... 905
» F=] CT-First Floor PHF-263 T Concourse First ... 97
‘& CT-Second Floor PXP-300 CT Concourse First ... 993
'@ CT-Third Floor 3 _ T Concourse Fir:
LJ (3 Perimeter West P¥F-261 T Concourse First ... 1000
\.J 43 Perimeter North PRP-244 CT Concourse First .. 1001
u 43 Arizona PXF-276 CT Concourse First .., 1002
(4@ Undlesignated Zone PHF-300 T Concourse First ... 1003
PHP-245 CT Concourse First ... 1004
PXF-279 CT Concourse First ... 1005
PXF-260 CT Concourse First ... 1008
PXF-200 CT Concourse First ... 1007
PHP-243 CT Concourse First ... 1008
PATCTO7 1010

d

e To simulate context for the entire PSOM environment, select Global.

Depending on your selection, the Simulate Contexts Activity window appears similar to the following.

** Simulate Gonterts Activity aa
Type: u Action
Mame: SimulateContextl
Display Narme: Simulate Contexts
Description:

Context Type
i frea

FHF-262 |l

" Global

OK ' Cancel

Step6  Click OK.

Configuring Simulate Event Properties

By adding a Simulate Event component to your business logic rule, you can test the business logic rule
design by simulating the type of Integration Module event that you want to handle with the business logic
rule.

To set properties for the Simulate Event component:

Step 1 Select the Simulate Event icon in the workspace and click Properties.

The Simulate Event Activity window appears.
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Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8
Step 9

Step 10

@ Simulate EvertActivity. uid
Type: ﬂ Action
Mame: SimulateEvent
Display Name: Simulate Event

Description: test simulation

Sensar! GACOY

Event Provider: Hirsch¥elocity 4

Event Description:  Forced Entry at Input lud

Severity: A Mediom d

Status ﬂ Jpen ad
| 0K | Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Select the sensor from which the simulated event will be generated from the Sensor field. The sensor
must be an actual access control sensor, not a virtual sensor or a camera Sensor.

Select the Integration Module from which the simulated event will be generated from the Event
Provider field.

Select the event that will be simulated from the Event Description field.
Select the severity to be assigned to the simulated event from the Severity field.

Select the status to be assigned to the simulated event from the Status field.

~

Note If you simulate an event status other than “OPEN”, the event will be ignored by the
EventMapFilter activity and the CreateAlert activity.

Click OK.

Configuring Correlate Condition Properties

When you add a Correlate Condition component to your business logic, you can correlate multiple alerts
across different systems to generate additional alerts, raise the severity level of alerts, or close or
acknowledge existing alerts.

Reasons why you might use a Correlate Condition component include:

¢ To correlate alerts of a certain type across all sensors in an area or sensor group. This is specifically
useful in areas of high importance. When the area has multiple sensors (doors, cameras, etc.) and
alarms on these different sensors trigger at the same, or within a short span of time, it can be useful
to analyze these alerts together.

e To determine when a specific type of alert occurs across the entire system at the same time; for
example, correlating a Card Rejected alert across a building might help identify a suspect with a
stolen card.

¢ To identify multiple false alerts from a sensor, or detect a malfunctioning sensor.
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Alerts can be correlated by time range, proximity by monitoring area or sensor group, severity level, alert
description, or alert type. Once correlation criteria are met, the Correlate Condition icon can generate a
new alert, and update the status or severity of the existing correlated alerts.

To set properties for the Correlate Condition component:

Step 1 Select the Correlate Condition icon and click the Properties button.
The Correlate Condition Activity Properties window appears.
@ Correlate Conditiomactivity Properties gia
Type: <> Decision-Action
Mame:
Display Marne: Correlats
Description:
Match Alerts created in last: 10 | second(s)
Carrelation Criteria
[ Hierarchy in ]
[~ sewverity greater than or equal to m
[T et skatus is ﬂ
O Drescription conkains
[ alert Typeis) matching H
Action
Create Correlation Alert
I Create Correlation Alsrt with -
Alert Type ﬂ
Severity
Relative Sensar Type
I~ Use Correlation Alert For subsequent activities
¥ Update Status of Correlated Alerts ﬂ Acknowledged hd
[~ Update Severity of Correlated Alerts D
0K i | Cancel
Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.
Step5  Enter the number of seconds over which you want to correlate events that have occurred from the Match
Open Alerts created in last field.
Step6  Select the criteria that will be used to correlate alerts from the Correlation Criteria area:

a. To correlate alerts based on the originating monitoring area, sensor group, or sensor, select the
Hierarchy in option. From the pull-down menu, choose Related Area to correlate alerts when they
are issued in a common monitoring area, Related Sensor within Sensor Group to correlate alerts
when they are issued by sensors in a common sensor group, or Sensor in Current Alert to correlate
alerts when they are issued by the same sensor.
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~

Note

The Related Sensor within Sensor Group setting can be highly effective for correlating
alerts raised by different sensor types. For example, a fence alert (against fence detection
sensor) and an intelligent video alert (against a camera sensor) can be combined to create a
real correlated alert, whereas each alert by itself would be highly prone to a false-positive
error. To enable this alert correlation, create a sensor group that includes the different sensor
types you want to combine for correlation purposes, and add the relevant sensors to it. When
you create the CorrelationCondition activity, set the Hierarchy in field to Related Sensor
within Sensor Group.

To correlate alerts based on their current severity levels, check the Severity greater than or equal
to option and select a severity level from the pull-down menu (Low, Medium, High, or Critical).

To correlate alerts based on their current status, check the Alert status is option, select a relation
(Equal To, Greater Than or Equal To, or Less Than or Equal To), and select an alert status (Open,
Acknowledged or Closed).

To correlate alerts based on a common description, check the Description contains option and enter
the descriptive words in the field provided.

To correlate alerts based on alert type, check the Alert Type(s) matching option. You can either
match alert type based on the current alert (select Alert Type in Current Alert from the pull-down
menu), or based on selected alert types. To select specific alert types, choose Select Alert Type(s)
from the pull-down menu and choose the types from the Select Alert Types dialog.

@ Select Alert I ¥pes) Ea
Select Alert Types
Selected Alert Typels):
Alert Source: All b
Chedk Al Unicheck Al
-ﬂ Name Description Source )
= Unidentified alert F|
] Usercreated User Created Alert Proceimes;
] Unauthrerson Unauthorized Personnel Proceimes;
] UnauthEntry Unauthorized Entry Proceimes;
] Detection alert Search Detection Alert Proceimes;
] Live video Alert Live Videa Alert Proceimes;
] Recorded wideo Alert Recorded video Alert Proceimes;
] DenCdiLocalGrant Card Swipe Denied Access ... HirschMomentum
] Forced Door Forced Open Alert HirschMomentum
| rinankanlann Mane Minan Tan |ana flark Hiverhiamanrm W)
QK |

Step 7

~

Note

In most cases, you should set the Alert Type(s) in option as part of your correlation criteria
to specific and limited alert types. If you do not use this option, or if you simply select all
alert types for correlation, you may experience unwanted behavior including the creation of
correlation alerts that trigger additional correlation activities.

Choose the action to take when alerts are correlated from the Action area.

To generate a new alert, select the Create Correlation Alert with option. Select
DefaultCorrelationAlert from the Alert Type field (or select a custom correlation alert), choose
an alert severity to assign this alert from the Severity field (Low, Medium, High, or Critical), and
select the sensor type for this alert from the Relative Sensor Type field (shown next).
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—Correlation Criteria

™ Hierarchy in =

™ Severity greater than or equal to ﬂ Access Cantral

[ Alert status is !, Hazard Detector

" Description contains ? :adar
&z Sonar

™ Alert Type(s) matching ,,fh-’ Intercom =
I,/ Digital Signage
[ Monitor-Area
Q Fire Detector

—Action f‘ Microwave

Create CorrelationAlet |1 Fence
¥ Create Correlation Alert with - \g Intrusion Detector

Alert Type ‘a Emergency Duress
© e
Severity E. Computer

Gl

Relative Sensor Type Video Camera

™ Use Correlation Alertfor subseguent activities %

b. If you choose the Create Correlation Alert with option, PSOM will create a new alert that
combines the multiple input alerts into one new correlated alert. To perform an action on this new
correlated alert, you must check the Use Correlation Alert for subsequent activities option as
well. Otherwise, actions may be performed on just one of the multiple input alerts.

c. To update the status of the correlated alerts, select the Update Status of Correlated Alerts option
and choose the appropriate status from the pull-down menu (Acknowledged or Closed).

d. To update the severity of the correlated alerts, select the Update Severity of Correlated Alerts
option and choose the severity to assign from the pull-down menu (Low, Medium, High, or Critical).

Step8 Click OK.

The following business logic design uses SimulateAlert components connected with a Delay component.
This flow simulates the alerts that this business logic rule is designed to correlate; the Delay component
simulates a realistic timeframe during which the alerts are raised. Once both alerts have been raised, the
CorrelateCondition component performs its work.

l-e: SimulateAlert
t l:t Delay l_é SimulateAlert!

Q

<T & CorrelateCondiion!  F

In the next example, an Alert Condition component verifies that the correct alerts, at or above the
necessary severity level, have occurred before launching the Correlate Condition component.
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y Stan

@@ Simulatedlert] | The Alert Condition component verifies that

the specific alerts have occurred before passing

control to the Correlate Condition component.
iy F: - - —
('t MerCond £y _| ( v
._ ) LT iti::n on F/.-' . ) SetSatsi
.
(TP CorelateCondivon2 F A £ The Correlate Condition component takes

different actions depending on whether its
conditions have been met. For example, it

@ SendEMail I by SetSiaus2 sends a notification email if its conditions are
true, and lowers the status of the alerts it

investigated if conditions are false.

~

Note  Additional guidelines for using Correlate Condition are provided next.

e Using Correlate Condition with other conditional activities—If you need to use other conditional
activities (such as Alert Condition or Schedule), use them before you use Correlate Condition. For
example, if you only want the Correlate Condition to run when a Forced Door or Door Open alert
occurs, you can put an Alert Condition just before the Correlate Condition. The Alert Condition will
check that the triggering alert matches its conditions before passing the alert to the Correlate
Condition which will look for alerts that have already been created that match its criteria.

e Limiting Actions with Correlate Condition—Try to perform Action activities separately from
performing CorrelateCondition activities as actions can interfere with the evaluation of correlation
conditions.

¢ Avoiding multiple levels of Correlate Condition—It is acceptable to use several Correlate Condition
activities at the same level in a business logic rule; for example, different Correlate Condition
activities can be issued based on schedule. However, multi-level Correlate Condition activities (e.g.,
one Correlate Condition leading to another Correlate Condition) can become extremely difficult to
navigate.

¢ Planning for different execution sequences— Your business logic rule may not execute in the same
order during deployment as it does in trial or test mode. For example, if a business logic rule deletes
an alert based on a Schedule activity, but you have a Correlate Condition activity that performs some
action with that alert, you must make sure to account for various execution sequence scenarios since
you cannot predict whether the delete will occur before the Correlate Condition executes.

e Reduce correlation processing with Alert Collapsing rules—When Correlate Condition is used,
there is often a tendency for multiple duplicate false alerts to be raised, thereby generating
Correlation alerts. To minimize the number of Correlation alerts, apply an Alert Collapsing rule so
that multiple alerts of the same type are collapsed, generating fewer Correlation alerts.
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@ alert CollapsinyRuleiFanager - Add Alert Collapsimg Role) aa
Rule Mame: Collapse-Lminute|
Description: Default rule for collapsing alerts
Collapsing Parameters:
Description ‘alue

ot Collapse alerts with the Fallawing criteria? v ves
Collapse alerts generated within this time (Mi.., 1

{ 1
Collapse when severity of an alert matches o All

Collapse alert when alert description matches

Collapse alert when the sysalertid matches -1

Collapse alert when alert sensor name matches %

e Designing coordinated Correlative Alerts—You can design a business logic template to handle
processing for correlative alerts specifically. Use this technique in conjunction with general sensor
groups. For example, you could create a “dummy” sensor to serve as a receptacle for Correlative
Alerts, and then add this sensor to a sensor group; such as a sensor with type IntrusionDetection that
is added to the sensor group for fence and camera alerts. Next, create a Correlate Condition that
generates a “Single Correlated Intrusion” alert when both fence and camera-based alerts are
triggered. Last, create another sensor group to contain all alerts of IntrusionDetection type sensors,
and correlate this group to the “Single Correlated Intrusion” alert; when the Correlate Condition
detects this situation, it generates a new alert called “Coordinated Intrusion Alert”. The end result
is that this “Coordinated Intrusion Alert” tells the security staff that there is a coordinated attack on
the facility as multiple correlative alerts (against fence and intelligent video) have risen at the same
time in multiple places. Another business logic template can send an email to local police when a
“Coordinated Intrusion Alert” is detected.

Configuring Event Map Filter Properties

When you add an Event Map Filter component to your business logic template, you can filter Integration
Module events for an Event Business Logic template. Events that meet the criteria specified in the Event
Map Filter component are created as alerts in PSOM with the defined severity against the selected sensor
type. You can define as many filters in the Event Map Filter component as you need.

~

Note e If you want to receive all Integration Module events into PSOM as alerts, you do not need to use this
activity. However if you want to perform advanced filtering and specify the parameters for raised
alerts, then you can use this activity.

e Because Event Business Logic raises an alert by default on the source sensor, customers of AgentVI
or Nextiva may want to use an Event Map Filter activity to specify the target sensor type to be
“Camera - Stationary”, “Camera - PTZ”, or “Camera - Others” so that the alert will be raised on the
associated camera sensor instead.

To set properties for the Event Map Filter component:

Administering Cisco Physical Security Operations Manager
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Step 1 Select the Event Map Filter icon in the workspace and click Properties.

The Event Map and Filter Activity window appears.

@ Event MaprandiBiltersictivity) aﬂ
Tvpe: Q Decision
Mame: EwentMapFilter
Display Mame: Ewent Filker
Description:
—Map Filters
ﬂ Event Source  Event Match Type SEYEri.. | Add... |
_1] LenelopenIT Forced Entry Wedium ‘ Modfy... |
| Delete.. ||
o w»
o
el bl Record 2 of 2
0K ' | Cancel

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.
Step5 To add a new filter:
a. Click Add.
The Event Map Filter Editor window appears.
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Types:

! Event Map FilLer Editor Qﬂ
Ewent Match
-Match Source
Event Source: EF\ny Source ._J
Match Type: Contains Match d
Match Description:  |Forced Entry ad

| rMatch Criceria

By Status: H Open ad
By Sewverity: o Ay Severity ad
By Sensor Type: Any Sensor Type ad

—Settings ko Raise Alert -
Alert Description
¥ Use exact description from Event Source
€ Use System Alert bype description

™ Use custom description

Alert Severity: A Medium d
¥

System Alert: Best Match Events

Target Sensor

[+ Filter Enabled

[T Case Sensitive

W Camera - Stationary

_] Camera - PTZ =)
|| Camera - Infrared
|| Access Cantral ad

oK i | Cancel

b. In the Match Source area, select the Integration Module instance that will be generating the event
from the Event Source field.

c. Select the type of match you want to use from the Match Type field. Choices include:

Exact Match (Equal)—The value provided in the Match Description field must be exactly the
same as the event description in the external system for a match to be proved.

Exact Match (Not Equal)—The value provided in the Match Description field must not be
the same as the event description in the external system for a match to be proved.

Contains Match—The value provided in the Match Description field must be included as part
of the event description in the external system for a match to be proved.

Wildcards Match—The value provided in the Match Description field is matched to the event
description using wildcard patterns. For example, pattern “*” will match against all
descriptions. Pattern “*forced*” will match against all event descriptions that contains the word
“forced”.

Regular Expression Match—This is the most advanced matching in the Match Types. The
value provided in the Match Description field is matched to the event description using regular
expressions. For example, pattern “A.*forced$” will match against all event descriptions that
contains the word “forced” at the end of the description.

d. Enter the event description you want to match in the Match Description field.

e. Check the Case Sensitive option if you want to require matches based on upper and lower case
letters in the values. Uncheck this option if case does not matter.

f. Beyond matching the event description, if you want to match events using status, alert severity, or
sensor type, make those selections in the Match Criteria area.
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g. When a match is found, specify the alert description you want to use when raising an alert in PSOM
in the Raise Alert | Alert Description area. You can use the event description from the external
system, the description recorded in PSOM for the matching system alert, or a custom description.

h. For matching events, specify the severity that should be assigned to the PSOM alert in the Alert
Severity field.

i. For matching events, specify how you want PSOM to match event to system alerts in the System
Alert field.

j- Select the type of sensor that this alert should be associated with from the Target Filter Types field.
If you do not make a selection, or a related sensor of the selected type cannot be found, the alert will
be raised on the sensor that triggered the event.

k. If you want to enable this filter, check the Filter Enabled option.
I. Click OK.

Step6  Repeat the last steps to specify as many filters as you need.

Step7  Click OK.

~

Note If multiple filters are used, an event will be matched against all of the filters in order until a first
match is found.

If a match is found, the rest of the filters in the sequence will be skipped. For example, if you
have 3 filters defined in the activity and an event matches the 2nd filter, the activity will exit.
And the last filter will be skipped in this case.

If a filter is disabled (the Filter Enabled option is unchecked), the filter will be skipped during
execution.

Using Event Map Filter in Event Monitoring Business Logic

You can fine tune Event Monitoring business logic templates to include decisions based on a particular
Integration Modules; for example, a decision specific to Hirsch Velocity and a different decision specific
to Lenel. The following business logic template has two decisions based on two different Integration
Module types.
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Event Monitoring

;‘; Start

=i ]

¥
h
AT Is HirschVealicty ? F
o y
|
3

f Create Hirsch Alen |
kil |
: v
| \\ Create Lenel Alert
[2 E)

AT Is Lenel ? '

/yy  Create All
S5 Other Alert

¥

You can also have decisions based on a particular type of event; for example, Door Forced Open or Door
Opened Too Long. The following example shows a template with a test for the “Door Opened Too Long”

event before an alert is generated.

Event Monitoring

¥

Too L
r CT....O OpenToolong F

—
| /i Create Alert
e ey

The Event Map and Filter Activity window is configured as shown next.
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B %]

dap antlBltersActiv

Type: @ Decision
Mame:
Display Name: BRI
Description: d
—Map Filters
ﬁ Event Source  Event Makch Type Severi Add...
3 ,ﬂ {3 z m | Madify ...
vl Ay Source *DOTL* wildcards ... £\ Medium
|wl| softwareHous... Held Exact Mat... £\ Medium Delete....
v Ay Source *Door Held Opent* wildcards ... £\ Medium
v Ay Source *DoorHeldOpen* wildcards ... £\ Medium Q
o Down
Record 1 of 5 | lud bl < >
0K I Canicel

Configuring Escalate Condition Properties

When you add an Escalate Condition component to your business logic, you can configure the business
logic template to escalate alerts to certain individuals or groups after a specified amount of time, or when
certain conditions are met, based on the alert’s status and severity.

To set properties for the Escalate Condition component:

Step 1 Select the Escalate Condition icon in the workspace and click Properties.

The Escalate Condition Activity Properties window appears.

OTUTOTIACHIVILY B O]

Type: @ Decision-Actian

Mame:

Display Mame: Escalate

Description:

tiait for {seconds): ol

—#Alert Matching
Matching:

O Severity
[ Alert Status od| |12

[ Escalation Status

—Escalate Alert ko User/lser Group
" User: Administratar “

" User Group: &3

O I Cancel

Step2  Enter a new name for the component in the Name field.
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Step 7

Step 8

Configuring ODBC Condition Properties ||

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.
Set the amount of time that should pass before the alert is escalated in the Wait for (seconds) field.

Select the conditions upon which the alert will be escalated. You can choose any combination of the
following:

a. To escalate alerts based on their current severity levels, check the Severity field and select a severity
level from the pull-down menu at the far right (Low, Medium, High, or Critical). You can indicate a
match is successful if the severity is equal to, greater than or equal to, or less than or equal to by
selecting a choice from the first pull-down menu.

b. To escalate alerts based on their current alert status, check the Alert Status field and select a status
from the pull-down menu at the far right (Open, Acknowledged, or Closed). You can indicate a
match is successful if the alert status is equal to the selected status.

c. To escalate alerts based on their current escalation status, check the Escalation Status field and
select a status from the pull-down menu at the far right (Not Escalated, Escalated, or
Escalated-Viewed). You can indicate a match is successful if the alert status is equal to the selected
status.

Select the user or user group that should receive the escalated alert from the Escalate Alert to User/User
Group area.

Click OK.

Configuring 0DBC Condition Properties

Step 1

When you add an ODBC Condition component to your business logic template, you can run custom
ODBC SQL scripts against a specified data source and return a true or false value to make a decision.

The decision will be “False” if the final result of the SQL query is zero. If the SQL query returns a
positive integer, the decision will be “True.” In addition, the SQL query should return a scalar value (a
single value) instead of rows of values.

If the SQL query returns multiple rows or columns, only the first column of the first row will be
evaluated. If the evaluated value is a positive integer, the decision will be “True”’; otherwise if the value
is negative or zero, the decision will be “False.” If the value cannot be evaluated to an integer, errors will
be shown.

The result of the ODBC Condition query is stored in the alert context under the PxData category and
ODBCResult key. You can use PowerShell to retrieve this context data.

To set properties for the ODBC Condition component:

Select the ODBC Condition icon in the workspace and click Properties.

The ODBC Decision Activity Properties window appears.
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@ HDEE Deasinn Achivity Ernperties: du

Type: <> Decision-Ackion

Mame:
Display Mame:  |ODEC

Description:

QDBC Connection

Driver: SCQL Server
DE Setver: localhost
Database: ProximexDb
DB Login: 53
DE Password;  **

DB Query: Select 1

Ok i Cancel |

Step2  Enter a new name for the component in the Name field.
Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.
Step5  Enter information for the ODBC data source in the ODBC Connection area:
a. In the Driver field, enter the ODBC driver used to access this data source.
b. In the DB Server field, enter the server where the ODBC database is running.
c. In the Database field, enter the name of the database you want to access.
d. In the DB Login field, enter the login name for accessing the database.
e. In the DB Password field, enter the corresponding password.
Step6  Enter a custom SQL script to execute against the datasource in the DB Query area.
Step7  Click OK.

Configuring PowerShell Decision Properties

You can write a PowerShell scriptblock to perform an analysis, or correlate data with existing systems
like Microsoft SQL Server or Exchange Server, and then return TRUE or FALSE for a decision that
affects the flow of the business logic template. The PowerShell Decision component supports logging,
object passing, calls to a WF Web Service, and passing and creating contextual data between activities
in a business logic design.

See the “Setting Up PowerShell Scripts” section on page 14-56, the “PowerShell Script Format” section
on page 14-57, and the “PowerShell Action Examples” section on page 15-28 for details on defining
basic PowerShell scripts. This section describes how to add PowerShell as decision components in
business logic templates.
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Note  You must have PowerShell installed on your system to execute PowerShell Decision components.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website.

To set properties for the PowerShell Decision component:

Step 1 Select the PowerShell Decision icon and click Properties.

The PowerShell Activity Properties window appears.

1 PowerShelllActvity Properties. aa

Type: 0 Decision-Action

Mame:
Display Mame: Powershell Dedision

Description:

Script Template: i@ \ﬁ
_] Script

Powershell Script: : f_/I |
"FALSE"

Ok I | Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step5  To select a PowerShell script, click the | 7| button in the Script Template field.

The Select PowerShell Script window appears.
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Select PowerShell Script

Description
3 ice Test Po...
E Ping Test Power...
5 HTTP Test Pawe...
B arcsight Integra. ..

5 Empty Powershe... Empty PowerShell Script

To test if a particular servi

To test if the remote server ...
Totest if a particular URL s ...
ArcSight Integration Powers. .,

727201
72701
727201
727201

50
49
45
al

Mew...

Properties... |

QK

[ = |
Cancel J|

Select the PowerShell script you want to use and click OK. The PowerShell Activity Properties window
is populated with the script and parameters that have been defined for the selected script.

Step 6

Tvpe:! @ Decision-Ackion

Marne; Powershelll

Display Mame: Fowershell Decision

Description:

Script Template:

3 Script

PawerShel Script:

L3 |

#HHRRUle Yariables Begin] b
$Pararmeter! = 'Incalhnst?
$Parameter2 = YW32Time'
$Parameter3 = 'Sengor’
$Parameterd = 'Service Test Alert -
$Parameters = 2

#EHRUle Variables End]#af

$ErrarActionPreference = "Continua”
$lhost = "localhost”

if (fPararmeter!.Count -eq 0)

{

0K I Canicel

You can also enter the script directly into the Script area of the PowerShell Activity Properties window.

If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the = button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into Script area.

Step7  Click OK when finished.
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PowerShell Decision Examples

You can write script code to make decisions within business logic templates. For example, you could use
a PowerShell Decision to determine if the number of processes for an application has exceeded a
limit—for example, if three instances of “Notepad” are running return TRUE, otherwise return FALSE.

##### [Rule Variables Begin] #####
$SThreshold = 2

SProcName = ‘notepad’

##### [Rule Variables End] #####

$colItems = Get-Process
$TotalCount = 0
for each ($SobjItem in $collItems)
{
#write-host “Name: “ SobjItem.Name “ID: “ S$SobjItem.ID
if (SobjItem.Name -eqg $ProcName)
{
STotalCount++
}

if ($STotalCount -gt $Threshold)
{

“True”
}
else
{

“False”

Example 1: Creating User Alerts when a Process is Not Running

In this example, the business logic uses two PowerShell scripts. The first checks whether a process (in
this case, Notepad) is running. If the process is not running, the second PowerShell script creates a user
alert. This script can be used in Scheduled Business Logic.

When the process is closed, alerts periodically appear in PSOM:

Severity Status . Type Description Location Occ.. Sensor  Occur Time Owner
Cl... | Ml |UserCreated |Notepad is not running! | Demo Loc 1[pxT1GLIC [11/19/200... |Administrator
A5 Medium _f_l Open _zg Forced En... Forced Entry 3t Input P... Demo Lo 1 PETIGIIC  10f19/200... Administrator
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¥

T Is Notepad F o
L2 ) Running? |

[' iT Raise Custom £
e Alert

This PowerShell script checks whether the process is running:

SprocCounter = @(Get-Process notepad*) .Count
if ($procCounter -ge 1)

{
"TRUE"
}
else
{
"FALSE"
}

This Powershell script raises a user alert if the process is not running:

$sensorID = 1

Sareald=1

SruleID = -1

ScurrentTime = get-date

Smessage= "Notepad is not running!"
SPXWFWS.CreateAlertSimple (1, $sensorID,"","",
$message, SarealD, $SrulelD, $currentTime.ToString(),1,
"<DESCRIPTION></DESCRIPTION>", 0,0,0,0)

For this example, the alert is created on in the monitoring area with an ID=1 for the sensor with ID=1.
The alert message is “Notepad is not running”.

Example 2: Creating User Alerts when a Machine Becomes Unreachable

In this example, the business logic uses two PowerShell scripts. The first pings a particular IP address
to determine whether a machine is running. If the machine is not running, the second PowerShell script
creates a user alert. This script can be used in Scheduled Business Logic. When the machine is
unreachable, alerts appear:

Severity  Status . Type Description Location  Occ.. Sensor  Occur Time Owner
@ row 1] Op.. _, UserCrea.. Test machine is offline! Demo Loc 1 PXTIGIIC 11/19/20..
Mk vedurn  [H Open| #5 |Forced En... [Forced Entry at Input P... 1exmigiic [1119/200... |Administrakor
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Schedule Business Logic

\ET Is Machine Up F
e Running?

T Raise Custom F
'( & pen

This PowerShell script checks whether the machine is running. You can change the test IP address to any
IP address that you want to check.

StestIPAddress= "192.168.1.188"

$Sping = New-Object System.Net.NetworkInformation.Ping
SpReply = S$Sping.Send($testIPAddress)

$SpStatus = S$pReply.Status

if ($pStatus -eqg "Success")

{

"TRUE"
}
else
{

"FALSE"
}

This Powershell script raises a user alert if the machine is not running:

$sensorID = 1

SareaId=1

SruleID = -1

ScurrentTime = get-date

Smessage= "Test machine is offline!"

SPXWFWS.CreateAlertSimple (1, SsensorID,"","", Smessage, SarealD, SrulelD, ScurrentTime.ToString
(),1, "<DESCRIPTION></DESCRIPTION>", 0,0,0,0)

For this example, the alert is created on in the monitoring area with an ID=1 for the sensor with ID=1.
The alert message is “Test machine is offline!”.

Configuring RSS Alerts Properties

When you add a RSSAlerts component to your Schedule Business Logic, you can configure the
properties by which the component decides to aggregate RSS or ATOM feeds, filter through the feed
items and then create corresponding alerts in PSOM. You can create multiple PSOM alerts in a single
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Step 1

Step 2
Step 3
Step 4
Step 5

execution based on the number of filtered feed items you specify in the RSS Alerts component; only feed
items that match all filter expressions will generate an alert. If the RSS Alerts component does not create
any alerts the decision result will be “FALSE”.

If you add a Create Report component after the RSS Alerts component in your business logic, you can

generate multiple Alert Detail reports. See the “Configuring Create Report Properties” section on
page 15-18.

To set properties for the RSS Alerts component:

Select the RSS Alerts icon in the workspace and click Properties.

The RSS Alerts Activity window appears.

*\ RSS Aleris Achivity Qa

Tvpe:! <> Decision-Ackion
Marne; R.SSFilker
Display Mame: RS5 Alerts
Description:
Sensor | oo
Feed URL:
User Mame:
Password:
Alert creation
filker settings:

Feed Filker

Title.

Description

Category

OK ' Cancel

Enter a new name for the component in the Name field.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose the sensor for which alerts should be generated when matching feed items occur by clicking the

|..] button in the Sensor field.

The Sensor Mapping window appears. Select a sensor and click OK.
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@ Sensarn Mapping|

Monitaring Tree:

E Airpork

1 3 Undesingated Zone
._J &) Terminal 2 East
& Terminal 1
bl ) Terminl 2 west
._J o Commuter Terminal
ARERR=] C1-First Floor
i @ CT-Second Floor
L[ g CT-Third Flaar
3/ Perimeter West
._J & Perimeter Marth
13 3 Arizona
. ) Undesignated Zone

=i
Selected area's sensor(s):

Name Type Description ID -
PRTCEOZ El Access C... CT Concourse First ... 1031
PRTCPOZ El Access C... CT Concourse First ... 1033
PRTCEWDL El Access C... CT Concourse First ... 1034
PRTCEWDS El Access C... CT Concourse First ... 1035
PRTCT18 El Access C... CT Concourse First ... 1036
PRTCTZL El Access C... CT Concourse First ... 1037
PRTCTZ3 El Access C... CT Concourse First ... 1038
PRTCTOS El Access C... CT Concourse First ... 1039
PrTCR1G El Access C... CT Concourse First ... 1040
Digital Sign... ¥,/ Digital Si... Commuter Terminal ... 1057

/:? Intercom... | Commend Intercam ... 1
Inkercom -... ﬁ Intercom. .. 1059
Light Cont.. BAC Device Light Sensor Zone 1 1060
Light Cont.. BAC Device Light Sensors Zone 2 1061 __

Light Cont... BAC Device Light Control - Zone 3 1062 |
Cisco 2500... E2H Camera ... 1063
PRT1GL1C El Access C... 1490

|

Configuring RSS Alerts Properties

Step6  Enter the URL for the RSS or ATOM feed that this component should poll during execution in the Feed

URL field.

Step7  Enter the access credentials for the feed in the User Name and Password fields.

Step8  If you want to filter the alerts received from the feed URL to only create PSOM alerts under certain

conditions:

a. Select the Filter Enabled option. Once enabled, only those feeds that match all filter criteria will
create alerts in PSOM.

b. Enter text into the Title field that should appear in the title of a feed for it to result in a PSOM alert.
Filter criteria is case-sensitive.

c. Enter text into the Description field that should appear in the description of a feed for it to result in
a PSOM alert. Filter criteria is case-sensitive.

d. In the Category field, enter the category to which a feed must belong before a PSOM alert will be
created. Filter criteria is case-sensitive.

Step9  Click OK.

~

Note  The filter uses a Regular Expression for matches. A feed must meet all filter criteria before an

T3]

alert is created in PSOM. If you do not want to specify a filtering criteria, leave it as “.” as it will
match against all characters in that field.

The RSS Alerts activity can only be used inside Schedule Business Logic templates.

Some feeds are not supported in this release (such as Google news).

Test feeds in the Business Logic Designer before deploying the business logic template. All RSS
alerts created inside the Business Logic Designer will appear as “Simulated” in the Operation

Console.

| oL-24230-01
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Configuring Lock Door Properties

The Lock Door activity allows you to issue a “Lock Door” command to Integration Module door sensors.
This activity is part of the Sensor Commands activity list.

~

Note  PSOM Bus Service must be running for this component to complete successfully in a runtime
environment.

To set properties for the Lock Door component:

Step 1 Select the Lock Door icon in the workspace and click Properties.

The Lock Door Activity window appears.

3 Lock Door Activity) Qa
Type: u Actian

Mame: |_ockDoar

Display Name: Lock Daoor

Description:

Door(s) Current Sensor |

| 0K i Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step 5 In the Door(s) field, make a choice:

e Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Lock Door is called. For Event Business Logic, the current sensor is the
sensor associated with the source event. For Alert Business Logic or Alert Status Business Logic,
the current sensor is the sensor associated with the PSOM alert.

* Apply the command to a sibling or specific sensor. Click the | ... | button.

The Sensor Context Editor window appears.

@ SENSON (Lor Qﬂ
Al sibling sensor of sensor bype
and of Sensor Group Type:
i Current higrarchy
" Specific sensor, sensors or areas/zones _J
| OK | Cancel )
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Select the All sibling sensor of sensor type option to apply the command to a sibling sensor, and
choose the sensor type and sensor group from the fields.

B Sensar Gontext Editar Qa

= Current sensor

ol

and of Sensor Group Type:
&) General Group

™ Current hierarchy

i Specific sensor, sensors or areas/zones | o

O Cancel

Select the Current hierarchy option to apply the command to all access control sensors in the
current monitoring area or zone.

F| Sensor Context Editar aa

~ Current sensor

i &l sibling sensor of sensor bype

and of Sensor Group Type:
@ {Earrent hierarchy
" Specific sensor, sensors or areas|zones [
oK | Cancel

When Current hierarchy is selected, the Lock Door component will first try to obtain the ZoneID
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category

PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or
PxEvent directly.

Select the Specific sensor, sensors, or area/zone option to apply the command to a specific sensor
and click the | .. ] button. The Hierarchy sensor list picker window appears where you can navigate

the monitoring hierarchy and select the sensor to which this command should be applied. Click OK
when finished.
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Step 6
Step 7

"+ Hierarchy, sensor list picker:
Selected site(s): | CT-Firsk Floor

3]

" Current sensor

Al sibling sensar of s

&

and of Sensor Group|

" Current higrarchy

* Specific sensor, sens

Monitaring Tree:

E Alrport
1 &[] Arizona
o 3 [¥] Commuter Terminal

oor

i (@[ cT-Third Floor
._J &[] Perimeter Morth
13 &[] Perimeter west
> &[] Terminal 1

.__j @[] Terminal 2 East

b ] Terminal 2 west
[ Undesignated Zone
2 3 [[] undesingated Zone

@[] CT-Second Floor

(ERREREEERERER

PRF-266

FRF-277

PRF-263
FeP-300
PRF-262
PrF-261
FeP-244
PRF-278
FRF-300

O¥D_7dE

Selected area's sensor{s):

ﬂ Name

[CT-First...

Type

@ Monit. .
t:ﬂ Came...
t:ﬂ Came...
B Came...
t:ﬂ Came...
EW Came...
t:ﬂ Came...
t:ﬂ Came...
EW Came...
t:ﬂ Came...
t:ﬂ Came...

ITH ama

=B
Description -
[ T-First Floor] 530 |
T Concourse Fi... 993 d
T Concourse Fi... 994
T Concourse Fi... i
T Concourse Fi... 997
T Concourse Fi... 998
T Concourse Fi... 999

T Concourse Fi... 1000
T Concourse Fi... 1001
T Concourse Fi... 1002
T Concourse Fi... 1003
1rna

T Conenrea Ei

| oK | Cancel

Click OK in the Sensor Context Editor window.

Click OK in the Lock Door Activity window.

Configuring Open Door Properties

The Open Door activity allows you to issue an “Open Door” command to Integration Module door
sensors. This activity is part of the Sensor Commands activity list.

~

Note

Step 1

Step 2
Step 3

PSOM Bus Service must be running for this component to complete successfully in a runtime

environment.

To set properties for the Open Door component:

Select the Open Door icon in the workspace and click Properties.

The Open Door Properties window appears.

Y Gpen Door Activity,

Type: u Action
[ame: D) r
Display Mame: Open Door
Description:

Doar(s) Current Sensor

i=lad

[

OF i | Cancel

Enter a new name for the component in the Name field.

Enter a name to display on the icon in the workspace in the Display Name field.
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Step4  Enter information about the component in the Description field.

Step 5 In the Door(s) field, make a choice:

e Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Open Door is called. For Event Business Logic, the current sensor is the
sensor associated with the source event. For Alert Business Logic or Alert Status Business Logic,
the current sensor is the sensor associated with the PSOM alert.

¢ Apply the command to a sibling or specific sensor. Click the | ... | button.

The Sensor Context Editor window appears.

@ SERsOR LET Lo

" All sibling sensor of sensor type

and of Sensor Group Type:

™ Current hierarchy

™ Specific sensor, sensors or areas/zones

B %
=
| a4 | Canicel y

Select the All sibling sensor of sensor type option to apply the command to a sibling sensor, and
choose the sensor type and sensor group from the fields.

@ Senson ContexiEitor

i C

and of Sensar Group Type:
) General Group

™ Current hierarchy

™ Specific sensor, sensors or areaszones

B x|
a
| oK. | Cancel )

Select the Current hierarchy option to apply the command to all access control sensors in the
current monitoring area or zone.

| oL-24230-01
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Step 6
Step 7

Configuring Open Door Momentarily Properties

Y Serisor Context Editor

7 Current: sensar

Al sibling sensor of sensor type

ik

and of Sensar Group Type:

" Specific sensor, sensors or areasfzones

| K Cancel

i=liad

laal

When Current hierarchy is selected, the Open Door component will first try to obtain the ZonelD
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category
PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or
PxEvent directly.

Select the Specific sensor, sensors, or areas/zones option to apply the command to a specific sensor
and click the | ... | button. The Hierarchy sensor list picker window appears where you can navigate
the monitoring hierarchy and select the sensor to which this command should be applied. Click OK
when finished.

==

3]

" Current sensor

Al sibling sensar of s

|

and of Sensor Group|
ket
" Current higrarchy

* Specific sensor, sens

1 Hierarchy sensorlistipicker:

Selected site(s): | CT-First Floor
Monitaring Tree: Selected area's sensor{s):
n: Alrport v| Name Type
0] rizans |l [CT-First... [ Montt...
._.J ﬁ} Commuter Terminal o PF2es IO Came..,
ORI Ar=1E| C7-First Floor
X @[] CT-Second Floor l] Pir-277 [ Cane. .
- L@ cr-Third Floor 21 E3' Came...
._J &[] Perimeter Morth lwl PoF-z63 S Came...
.__l @[] Perimater west |v] Per-300 [ Came...
> &[] Terminal 1 |v] PrF-zez  [ZH Came...
L_j @[] Terminal 2 East |v| PoF-zet  E2H Came...
5[] Terminal 2 west vl Pap244  [TM Came...
[ Undesignated Zone vl PFz7e  E came...
2 3 [[] undesingated Zone o PxEann BN Came..,
ol ovpovds  [FH Fama

=B
Description |
[ T-First Floor] 530
CT Concourse Fi... | 993 |

T Concourse Fi... 994

CT Concourse Fi. ..

T Concourse Fi... 997
T Concourse Fi... 998
T Concourse Fi... 999
T Concourse Fi... 1000
T Concourse Fi... 1001
T Concourse Fi... 1002
T Concourse Fi... 1003
T ronconrea B 1rna bl

oK | Cancel

Click OK in the Sensor Context Editor window.

Click OK in the Open Door Activity window.

The Open Door Momentarily activity allows you to issue an “Open Door Momentarily” command to
Integration Module door sensors. This activity is part of the Sensor Commands activity list.
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Note PSOM Bus Service must be running for this component to complete successfully in a runtime
environment.

To set properties for the Open Door Momentarily component:

Step1  Select the Open Door Momentarily icon in the workspace and click Properties.

The Open Door Momentarily Activity window appears.

@ Hpen Door Komentanly Activity) aa
Tvpe: ﬂ Action
Mame: SpenDooromentarily 1
Display Mame: Open Door Mnt
Description:
Dooris) Current Sensor _j

Ok ' | Cancel

Step2  Enter a new name for the component in the Name field.

Step3  Enter a name to display on the icon in the workspace in the Display Name field.
Step4  Enter information about the component in the Description field.

Step 5 In the Door(s) field, make a choice:

e Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Open Door Momentarily is called. For Event Business Logic, the current
sensor is the sensor associated with the source event. For Alert Business Logic or Alert Status
Business Logic, the current sensor is the sensor associated with the PSOM alert.

* Apply the command to a sibling or specific sensor. Click the | ... | button.

The Sensor Context Editor window appears.

@ Sensonh Bontext Editor aa

&)

= all sibling sensor of sensor bype

and of Sensor Group Type:

™ Current higrarchy

™ Specific sensor, sensors or areas/zones | o

O Canicel

Select the All sibling sensor of sensor type option to apply the command to a sibling sensor, and
choose the sensor type and sensor group from the fields.
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@ Senson bontest Editor

~ Current sensor

& §il'sibling sensor of sensar type |
ﬂ Access Control - Hirsch Mamenturn

and of Sensor Group Type:
@ General Group

" Current higrarchy

" Specific sensor, sensors or areas|zones

[

oK | Cancel

Select the Current hierarchy option to apply the command to all access control sensors in the
current monitoring area or zone.

@ Sensor Fontest Euitor

" Current sensor

i All sibling sensor of sensor bype

ik

and of Sensar Group Type:

" Specific sensor, sensors or areasizones

5 5%

™

| [a]4 Cancel

When Current hierarchy is selected, the Open Door component will first try to obtain the ZonelD
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category
PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or

PxEvent directly.

Select the Specific sensor, sensors, or areas/zones option to apply the command to a specific sensor
and click the | .. button. The Hierarchy sensor list picker window appears where you can navigate
the monitoring hierarchy and select the sensor to which this command should be applied. Click OK

when finished.
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I = 3 S
=+ Hierarchy sensorlistipicker: EEIE

Selecked sitels): | CT-First Floor

2|

™ Current sensor

Monitaring Tree: Selected area's sensor(s):
€l sibling sensor of s :
.\H E Airport ﬂ Name Type Description -
o HJ'QA"ZD”‘* [CT-First... [ Monit... [CT-First Floar] 530
and of Sensor Group) AN ter Terminal =
e ) [ Commuter Terning PF-266 Came... CTConcowrseFi., 993
= L3

PxF-27 Came.,, CT ConcourseFi,,, 994

47 (B Came... [C Fi... [ 996
PxF-263 Came.,, CT Concourse Fi,,, 997
PxP-300 EN Came.,, CT ConcourseFi,,, 998
PsF-262 Came.., CT Concourse Fi,,, 999
PsF-261 Came.,, CT Concourse Fi,,, 1000
PxP-244 EN Came.,, CT Concourse Fi,,, 1001
PsF-278 Came.,, CT Concourse Fi,,, 1002

PF-300 Came.., CT Concourse Fi,,, 1003
ov07E (B e

(@[] cT-5econd Floor
w[ g [ CT-Third Floor
¥ Specific sensor, sens a @[ Perimster Horth

1 &[] Perimeter west

o [] Terminal 1

o [ Terminal 2 East

- @ [ Terminal 2 West

- ¢ [] Undesignated Zone

3 [] Undesingated Zone

€ Current higrarchy

1 EEEEEEEEEE

| 0K | Canicel

Step6  Click OK in the Sensor Context Editor window.
Step7  Click OK in the Open Door Momentarily Activity window.
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CHAPTER 1

Diagnosing System Tasks and Alerts

PSOM logs information about alerts raised by sensor devices—this information can be viewed in both
the Operation Console and Administration Console. See the Using Cisco Physical Security Manager
guide for instructions to access alert details.

For the Administration Console only, PSOM also logs information about system-related alerts that have
been raised to notify the administrator about such things as services restarting. You can also generate an
audit trail of all activity that has occurred in PSOM.

This chapter includes these topics:
e Diagnosing Administrative Alerts, page 16-1
e Diagnosing Monitoring Alerts, page 16-3
e Producing an Audit Trail of all Activity in PSOM, page 16-6

Diagnosing Administrative Alerts

PSOM raises alerts when services are terminated or restarted, as well as under other conditions. You can
acknowledge, close and delete these alerts.

To diagnose administrative alerts:

Step 1 Click the Diagnostics icon in the Administration Console.
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W Diagnosing Administrative Alerts

File  Wiew Tools  Help
Navigation L,,,J L_” Physical Security Information Management
Adrinistration g
Home Environment (A Rules
M anage maps, monitoring tree, anage wiles for response
T 1 zones. areas, sensors, fracking workflow, reparting and alert
:d ® —_— devices and resources. - —— collapsing.
Environment T s
Click the = — —_ | Diagnostics
H : M anage security roles, permissions, Manage audit report, administration
Dlagnostlcs Rules users and user groups. system alerts and monitorintg tasks.
con. (== T E——
Sty a s Yideo Integration EventIntegration
Canfigure videa service modules tanage integration modules, user
and camera topology. alert types, extemal alsrt types and
Adminis ® ] = FENnTar Mapping.
Business Logic
 anage business logic templates
) and PowerShell script library
— [
2l ==
| t

The Diagnostics window appears.

File Wew Tools Help
Mavigation L:J L.._.” Physical Security Information Management
Tools < | i ntrol Panel - Di ics C

;E

Click the
Administrative
Alerts icon.

Step 2

Alert _onsole

25

wideo Console

&

Business Logic Designer

|

danage operation alerts

Audit

Yiew audit information and report

=]

Click the Administrative Alerts icon.

The Administrative Alert Management window appears.

Administrative Alerts

tdanage administiative alerts

Back

Back to previous view

] Admowledge Alert
D Close Alert.
18] Delete Alert
Admin Alert 3/11/2009 Do i M
A Medium Admin Alert ProximexAC - plugin error: Unable to communicat... | 2/20/2008 2:47:08 PM PX-DEMO-VM1
i A\ Medium Acked Admin Alert ProximexAC - plugin error: Unable to communicat... 12/5/2008 3:04:51PM 114 PX-DEMO-VM1
i £ Medium Adked Admin Alert ProximexAC - plugin error: Unable to communicat...  12/2/2008 1:06:18 PM 113 PX-DEMO-VM1
i A\ Medium Acked Admin Alert ProximexAC - plugin errer: Unable to communicat,., 10/17/2008 4:48:20 ... 112 PX-DEMO-YM1
i A\ Medium Acked Admin Alert ProximexAC - plugin error: Unable to communicat... 10/17/2008 2:30:35 ... 111 PX-DEMO-¥M1
A Medium Acked Admin Alert ProximexAC - plugin error: Unable to communicat... | 10/2/2008 5:17:06 PM 110 PX-DEMO-VM1
i A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ... 4/2/2008 1:34:22PM 109 PXCLEAN
i £ Medium Adked Admin Alert Proximex KS Services restarted after the service ... 3/31/2008 4:33:33PM 108 PXCLEAN
i A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ...  3/31/2008 9:49:39 AM 107 PXCLEAN
i A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ... 3/28/2008 3:24:10FM 106 PXCLEAN
o A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ...  3/28/2008 1:59:56 PM 105 PXCLEAN
i A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ... 3/28/2008 1:36:59 PM 104 PXCLEAN
W 4 Medium Adcked Admin Alert Proximex K5 Services restarted after the service ... 3/28/2008 1:30:51PM 103 PYCLEAN
= A\ Medium Acked Admin Alert Proximex KS Services restarted after the service ... 3/28/2008 10:52:03 ... 102 PXCLEAN

il ol () Record 10f 33 aaa‘__’

For each administrative alert, you can view its severity, status, type, description, and timestamp.
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Step 3

Diagnosing Monitoring Alerts

To sort the list by a different column, drag the column to the area just above the table. The table will
resort according to the data in the selected column.

To change the status of an alert:
a. Select the alert from the list.

b. Check the box for the status you want to apply to the alert under Manage Alert (left side of
window). For example, check the box for the Acknowledge Alert option to change the alert’s status
to acknowledged.

Alerts can be acknowledged, closed and deleted. Only alerts that are closed can be deleted.

You can manage multiple administrative alerts at the same time using the SHIFT or CTRL keys to select
multiple rows.

~

Note  When PSOM detects that the ObjectVideo Daemon Service is down, it issues a single
administrative alert. However, if the ObjectVideo Server is down, the administrative alert will
not be issued. To correct this issue, you must restart the ObjectVideo Daemon Service for the
PSOM ObjectVideo Integration Module.

Diagnosing Monitoring Alerts

Step 1

PSOM raises alerts when sensors within the security environment trigger events. You can view all the
monitoring alerts that have occurred using the same method that operators use from the Operation
Console—the Alert Manager.

To diagnose monitoring alerts:

You can launch the Alert Management Console from Start > All Programs > Cisco Physical Security
Operations Manager 5.1 > Alert Management Console.

You can also click the Diagnostics icon in the Administration Console.

Administration Administration Contral Panel ,_/
']
Lot :
e #']F% Environment A Rules
i -.:Fﬁu e
. ?J tanage maps, manitaring tree, I_/ Manage iles for respanse
<= zones. areas, sensors, fracking workflow, reparting and alert
d ——— devices and resources. i collapsing.
o J L4
Environment
Click the — - ad Diagnostics
Dia nostics Q m M anage security rolez, permissions, ’-g Manage audit report, administration
. g Fules users and ussr groups. systern alerts and monitorintg tasks.
1con. € &—
Security ad —4 Video Integration oy Eventinte gration
:: Canfigure video service modules —'w tanage integration modules, user
o T and camera topalogy. alert types, extermal alert types and
E Adrninistration - — sensor mapping.
= L3
¥ Tool i Z
I % o \ Business Logic
o I M anage business logic templates
2=| Others & __,! and PowerShell script library
o—1
»
&

The Diagnostics window appears.
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M Diagnosing Monitoring Alerts

File Wiew Tools Help

Marvigakion

W

Tools

. () g

Click the = o S U
1 Alert Console . alers = ministrative Ale

Alerts icon. w _ﬁ | Manage operation aletts % | Manage administrative lerts

=" 5 C=E

Widen Consale

e - | Audit Back
-@ % Wiew audit information and repoit @ Back to previous view

Business Logic Designer

=

Step2  Click the Alerts icon.

The Alert Management window appears.

Alert Yiew ﬂ
Al Alerts 5 P =
Status Fy Description  Location . Sensor  OccurT.. .. ._P] ’?;
% e Me Open n ric Appli 1 '?'.
A Medium EI Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 iC.. 7715/20.. J _1 3 ’?;
Rlaie A Medium El Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 iC.. 7715/20.. J _1 3 ’?;
A Medium EI Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 . T/15720.. J _1 3 ’?;
A Medium El Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComric.. 7/15/20... J _1 3 ’?;
A Medium EI Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComwic.. 7/15/20... J _1 3 ’?;
A Medium El Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComric.. 7/15/20... J _1 3 ’?;
A Medium EI Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComwic.. 7/15/20... J _1 3 ’?;
A Medium El Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComric.. 7/15/20... J _1 3 ’?;
A Medium EI Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComwic.. 7/15/20... J _1 3 ’?;
A Medium El Open ‘J SSRComric Application Alert  Application ... Undesignate... 1 SSRComric.. 7/15/20... J _1 3 ’?;
= A Madives [T Nnan " CCDFamaic irakbinn Alask i sk Hndacianskba 1 CODramwic  TALN 1 1 (=3
=| ath S
= S Record 1 of 276 dud <
&J Pagelofl, << < 1 =3=>=
g

Step3  To sort the list by a different column, drag the column to the area just above the table. The table will o
resort according to the data in the selected column.

Stepd  To change the status of an alert:
a. Right-click the value in the Status column for the alert you want to change.

b. Select the new status you want to apply to the alert.

%

A\ Medi... E' I Acknowledge Alert
A Medi... B m [ D Close Alert
A Med... B [ ]
E W
g :::: & :m View Alert Details...

Alerts can be acknowledged, closed and deleted. Only alerts that are acknowledged can be closed. Only
alerts that are closed can be deleted.

~

Note  You can also select the alert and click the buttons at the top of the window.

Administering Cisco Physical Security Operations Manager
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Diagnosing System Tasks and Alerts

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Diagnosing Monitoring Alerts

File Alert View Tools Help
. Bl

” [E| |I v Ei = t,m, i T o rﬁil Click to acknowledge, close or delete an alert.

To view alert details, select the alert and click the View Details button.

RIBI AL ST S LA LA P R T Sl e LR

File Alert View Tools Help

Bl R 2 i EIE] B

To pause the refreshing of alerts temporarily, click the Pause Refresh button. To resume, click
Resume Refresh.

Fle Alert WView Tools Help

'HEREDNE E D BE

| Mavigation IS Proximex Surveilli Fause Refresh

To filter the alerts that are displayed in the Alert Manager, click Filter Alerts in the left pane or at the
top of the window.

The Select Filter for Alert View window appears where you can click the Filter alerts by the following
selections option. Then click each option by which you want to filter results. The following example
shows results filtered to show only Critical alerts.

o Filter f T
Select Riter for Alert View I EI

|_|5ilter alerts by the foliowing selections:

|| Alert Severity: O
|| Alert Status: [
|| Sensor Name: 53

| Alert Type:

Apply Cancel |

You can manage multiple administrative alerts at the same time using the SHIFT or CTRL keys to select
multiple rows.

You can view deleted alerts by clicking Show Deleted Alerts at the top of the window.

File Alert View Tools Help

EHERE 2 BB EE

To search for a certain alert, click the Search icon 44 in the toolbar. The Search Wizard appears.

| oL-24230-01
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Diagnosing System Tasks and Alerts |

W Producing an Audit Trail of all Activity in PSOM

Search Alerts
Search alert

Search for an alert by Alert ID:

coen |

|

Enter the ID for the alert you want to find and click Search.

Producing an Audit Trail of all Activity in PSOM

PSOM logs all operational actions taken in the Operation Console and Administration Console, and you

can view an audit report of this activity.

To produce an audit trail of activity in PSOM:

Step 1

Click the
Diagnostics
icon.

File  Wiew Tools  Help

Mavigation L_J

Adrinistration

fat

Click the Diagnostics icon in the Administration Console.

[1|(3

| Environment

Physical Security Information Management

Rules

Home o A
| Manage maps, monitoring tree, IJ anage wiles for response
| zones, areas, sensors, fracking workflow, reparting and alert

a = | devices and resources. = collapsing.

Enviranment -

e MDA, | Security I Diagnostics

= m | Manage secunty roles, permizsions, @ Manage audit report, administration

Rules | users and user groups. system alerts and monitorintg tasks.

== ==
Sty ] s Yideo Integration 3 EventIntegration

| Conlfigure video service modules tanage integration modules, user
| and camera topolagy. alert types, external alert types and
| B= T 2ENLON MApRIng.

| Business Logic
| Manage business logic templates
| and PawerShell script ibrary

3

The Diagnostics window appears.
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Diagnosing System Tasks and Alerts

Producing an Audit Trail of all Activity in PSOM [l

File Wew Tools Help
Mavigation L:J L_J| Physical Security Information Management A
Tools ﬂ Administration Caontrol Panel - Diagnostics Cate ,-/

s

Alert Console

B

Wideo Console

&

Business Logic Designer

Alerts
Manage operation alerts

Administrative Alerts
Manage administrative alerts

Click the
Audit icon.

Audit
Yiew audit information and report.

Back

Back to previous view

Step2  Click the Audit icon.

The Audit Manager window appears.

¥y Audit Manager

—Select Start and End Time

Last 5 Days a
Start Time:  May 07 2009 11:37:52AM ] End Time: [May 12 2009 11:37:522M || |3

—Select Audit Type(s

Range:

ExternalMethod, Sensor, SensorGroup, MonitorArea, MonitorZone,
MonitorHierarchy, Location, User, SecurityGroup, EventConnector,
Adminalert, Rule, VideoConfiguration, DetectionSite, Detection,
Event, ExternalAlertLookup, ExternalAlertType, Image, Map,
License, Region, RegionLink, VideoLink, ServerPreference, Audit,
Alert, LogonActivity, VideoView, VideoVirtuaTour, TrackingDevice,
BusinessLogic, TrackingLocation, SecurityResource,
SecurityResourceGroup, SysAlert, ExtendType

Audit Types(s):

Cancel |

Step3  Click the Moreicon _-|in the Select Audit Types area to choose the types of activity you want included

in this audit report.

The Select Audit Type(s) window appears.

Selected Audit Ty

pe(s): ExternalMethod, Sensar, SensorGroup, MonitorArea,
MonitorZone, MonitorHierarchy, Location, User, SecurityGroup,
EventConnector, AdminAlert, Rule, VideoConfiguration,
DetectionSite, Detection, Event, ExternalAlertLookup,
ExternalAlertType, Image, Map, License, Region, RegionLink,
VideoLink, ServerPreference, Audit, Alert, LogonActivity,

Check all Uncheck &ll

Z Audit Type
ExternalMethod

Sensor
SensorGroup
MonitorArea

Auditing changes for SensorGroup
Auditing changes for Monitor Area
Auditing changes for Monitor Zone
Auditing changes for Tree Hierarchy

MonitorZone
MonitorHierarchy
Location Auditing changes for Location

User Auditing changes for Users

EEEEEEEEE

SecurityGroup Auditing changes for SecurityGroup

o
Cancel |

Step 4
Step 5

Check the items for which you want to view an audit history.

Uncheck the items for which you do not want to view an audit history.

[ oL-24230-01

Administering Cisco Physical Security Operations Manager g



Chapter 16 Diagnosing System Tasks and Alerts |

W Producing an Audit Trail of all Activity in PSOM

Step 6
Step 7

Step 8

Step 9

Step 10

Click OK.
Click OK in the Audit Manager window to generate the report.

The Audit Results window appears.

3 Audit Results

Reeport Creake User - administrator
Feeport Create Time - 07)23/2010 16:10:28

Start Time - 07/23f2010 15:10:00
End Time - 07/23/2010 16:10:00
Audit Types - ExternalMethod, Sensor, SensorGroup, Monitorarea, MonitorZone, MonitorHierarchy, Location, User, SecurityGroup,

EventConnector, Adminalert, Rule, videoConfiguration, DetectionSite, Detection, Event, ExternalalertLookup, ExternaldlertType, Image, Map, License,
Feegion, Regionlink, Yidsolink, ServerPreference, Audit, Alert, LogonActivity, YideoView, YideaVirtualTour, TrackingDevice, BusinessLogic,
TrackingLocation, SecurityResource, SecurityResourceGraup, Sysalert, ExtendType, RulsireaZone, SensorType, SensorGroupSensar,
MonitorAreaSensorGroup, Cameraontrol, TrackingTrail, UIContral, Method, Connector, Sensorview, SensorGroupSensortiew, GISObject

Successful logoff For user [Administratar], Administratar 072372010 16:09:58
adrministratar adrinistrator  Administratar 072372010 16:04:42
Successful logoff For user [Administratar], Administratar 072372010 15:56:59
adrministratar adrinistrator  Administratar 072372010 15:56:04
Failed to retrieve resulks From [SysUser] Sysllser Syslser 072372010 15:56:02
adrministratar adrinistrator  Administratar 0F[23/2010 155357
Successful logoff For user [Administratar], Administratar 072372010 15:53:30
Failed to retrieve resulks From [SysUser] Sysllser Syslser 072372010 15:41:02
Failed to retrieve resulks From [SysUser] Sysllser Syslser 072312010 15:26:02
Failed to retrieve results From [SysUser] Sysllser Syslser 072372010 15:11:02

[ = Audit

B Audit Type:

Report... |

By default the results are grouped by audit type and sorted by audit name. You can expand and collapse

groupings using the + or - icons in the top left of each group.

Click Report > Print to generate a printed version of this audit report.

Print...

Print Preview...

=
ﬂg Export To...

Click Report > Export To... to export the report to Adobe PDF (.pdf), JPG (.jpg), text (.txt), HTML

(.html) or MHT (.mht) formats.

Close | B EDFFile...
@E‘ Image File...
EE, TextFile...
BBy HTML File...
BBy MHT File...

Click Close to close the Audit Results window.
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Producing an Audit Trail of all Activity in PSOM Il

Setting How Long Audit Records are Stored by PSOM

By default, PSOM stores audit trail information for seven (7) days. You can change this setting to keep
audit trail information for more or less time.

To determine how long audit records are kept:

Step 1 Select File > Preferences from the menu bar in the Administration Console.

File View Tools Help

23 Logoff ey
{} Preferences < |
B Ext

The Console Preferences window appears.
Step2  Click General under Server in the left navigation bar.

The General tab appears.

Breferences,

Con

er User)
General

Server Preferences

Server General Preferences

Alert

Email Audit Manager
[ Console (Per Computer) |

General keep Auditing information For last 7 i davs - Select the number of days to keep
[i5 Server et : :

> —Security Threat Level Indicator audltmg mformatlon,
All Consoles Security threat level bype: MARSEC d
Identity Management
¥ Set security threat level at @ MARSEC 3 V]

 Update threat level by system aukomatically

—Security Manager

[~ Usa strong password:
Af least § characters long and a mix of letters and numbers

[~ Noreuse the same password within | davs

[ Enforce password expiration policy: Expiration...

Apply | oK I Cancel |

Step3  Select the number of days you want to store audit records in the Keep Auditing information for last
field.

Step4  Click OK to save your changes.
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M Producing an Audit Trail of all Activity in PSOM
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APPENDIX A

Planning Worksheets

This appendix includes worksheets you can use for planning your PSOM environment. Feel free to make
copies of these worksheets.

This appendix includes these sections:
e Access Control System Integration Planning, page A-2
e User Deployment Planning, page A-3
e Locations Planning, page A-4
e Video Camera Planning, page A-5
e Monitoring Zone Planning, page A-6
e Monitoring Areas Planning, page A-7
e Task Items Planning, page A-8
e Response Workflow Planning, page A-9
e FEZ-Track Planning, page A-10

Administering Cisco Physical Security Operations Manager
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I Access Control System Integration Planning

Access Control System Integration Planning

Table A-1 Access Control System Integration Planning

Access Control # IP Address

Server Login Name

Server Login Password

[l Administering Cisco Physical Security Operations Manager
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User Deployment Planning ||

User Deployment Planning

Table A-2 User Deployment Planning

Employee User Name Password User Role User Group Description

Administering Cisco Physical Security Operations Manager
I oL-24230-01 .m



Appendix A Planning Worksheets |

M Locations Planning

Locations Planning

Table A-3 Locations Planning

Location Name Description

Administering Cisco Physical Security Operations Manager
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Video Camera Planning W

Video Camera Planning

Table A-4 Video Camera Planning

View Range (in |View Distance |View Direction
Device ID Location degrees) (in feet) (in degrees

Administering Cisco Physical Security Operations Manager
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I Monitoring Zone Planning

Monitoring Zone Planning

Table A-5 Monitoring Zone Planning

Monitoring Zone Description Areas that should be included

Administering Cisco Physical Security Operations Manager
m. 0L-24230-01 |



| Appendix A Planning Worksheets

Monitoring Areas Planning 1l

Monitoring Areas Planning

Table A-6 Monitoring Areas Planning

Monitoring Area Description Sensor Groups to include

Administering Cisco Physical Security Operations Manager
I oL-24230-01 .m



Appendix A Planning Worksheets |

M Task ltems Planning

Task Items Planning

Table A-7 Task Items Planning

Task Item

Required to Acknowledge
Alerts?

Required to Close Alerts?

[l Administering Cisco Physical Security Operations Manager
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Response Workflow Planning

Response Workflow Planning

Table A-8 Response Workflow Planning
Task Items to
Complete for Task Items to
Task Items to Acknowledging Complete for
Response Task Types of Alerts Perform Alerts Closing Alerts

Administering Cisco Physical Security Operations Manager
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M EZ-Track Planning

EZ-Track Planning

Table A-9 EZ-Track Planning
Seconds Seconds Seconds Seconds
Source Video up Walkto [DOWN |Walkto |LEFT Walkto |RIGHT |Walkto
Camera Sensor# |UP Sensor# [DOWN |Sensor# |LEFT Sensor # |RIGHT
Administering Cisco Physical Security Operations Manager



APPENDIX B

Backup and Restore PSOM Database

This appendix explains how to backup and restore the PSOM database. This appendix includes these

topics:

e Scheduled Back-up of the PSOM Database, page B-1
e Manually Backing up the PSOM Database, page B-3

e Restoring the PSOM Database, page B-5
¢ Grooming the PSOM Database, page B-7

Scheduled Back-up of the PSOM Database

You can configure when the PSOM database is scheduled for backup.

Step 1

To configure the backup schedule for the PSOM database:

Click Tools in the Navigation bar, and then click Configure DB and Services.

Click Tools —

Click
Configure
DB and
Services

&

File Wew Tools Help

Eiavigation

Tools

B

Wideo Console

5

Business Logic Designer

S

Configuration Start Wizard

e o

o
(%

@

Configure DB and Services

@ Adrrinistr ation

E_Ei Others

&

Intelligent Physical Security Managemen

tion Confral Pan

Environment

tdanane maps, monitoring tree,
20hes, areas, sensors, tacking
devices and resources

Security

tdanage securty wles, permissions,
users and user groups.

Yideo Integration

Configure video zervice modules
and camera topalogy.

Business Logic

tdanage business logic templates
and PowerShell zoript library

A window appears asking you to logoff PSOM.

Rules

tdanage rules for response
workflow, reporting and alert
collapsing

Diagnostics
anage audit report, administiation

system alerts and monitorintg tasks.

Eventintegration

td anage integration modules, uzer
et types, external alert types and
sensOr mapping

| oL-24230-01
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W Scheduled Back-up of the PSOM Database

Step2  Click Yes.

The Configure Database and Services window appears.

F] Configure Database and|Services

|_f41\ Database Backup Schedule and Restore
Click Schedule DB
Backup m @

Schedule DB Backup Restore Backup D

DB Backup Schedule [Enabled] Backup Every Dy

[E" Database Data Grooming Schedule d
77 [Enabled] Alett Archive Every Day at ZAM
ﬁ_, S0L Server Service Running
SOL Agent Service Running

Schedule DB Grooming

{a Service Configuration a

Bus Services Running

Monitoring Logic Services Running

Configure Serwces" | | Sensor Management Services Running
I:h Web Service Configration a

web servc 15

® ®

Main Wieb Service Conneckor Web Service |

Step3  Click Schedule DB Backup.

The Server and Database for Repository window appears.

Step4  In the Provide the SQL Server hosting the target database ficld, enter (local) unless the PSOM
Repository is not located on the current machine. In this case, enter the name of the server hosting the
Repository.

Step5  Enter ProximexDb in the Select or type in Database name field, unless the PSOM Repository has been
given a different name.

Step6  Click Next.
The Specify Database Backup window appears.

Administering Cisco Physical Security Operations Manager
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Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Manually Backing up the PSOM Database ||

* ' Specify Database Backup [ProximesDb] Eﬂ

Specify relevant parameters for backup of database [ProximexDb]. DB

Check this option to Backup will also take place on completion.

enable database backup Check to enable the SQL Agent job for DE backup ¥ Uncheck to disable
/ Specify the day based schedule For SOL Agent backup job Every_Day =
Choose the day to | ; frvery. =
pcrform backups Specify hour of day for SCL Agent backup job |3 j
| I Specify number of backups to keep Im j
Choose the hour to Select the directory ba store the backup Ilcrosoft S0L Server|MSSGL, 1yMSSQLIBackup
perform backups ’
Specify how many ‘
backups to keep
Method  Step Status Message Task
Select the directory » InitislizationCheck | Success | Initialization sful. Task_BackupSalD...
Fun ‘alidateDatabase @ Success Database with name [ProximexOb] at SGL S...  Task_Specsgl
where you want ; _
b k ¢ d Fun YalidateSqlServer @ Success SCL Server with name [{local)] is deemed to ... Task_SpecSql
ackups store Initialize InitislizationCheck. @ Success Initialization successful, Task_Specsql

Record 1 of 4 |l el

Details,., | Help | << Back | Einish | Cancel |

Periodic backups of the PSOM Repository will be triggered by a SQL Agent process if the Check to
enable the SQL Agent job option is selected. If this option is not checked, then the database backup
will not take place.

Select the day of the week to perform database backups from the Specify the day based schedule for
SQL Agent job field, or select Every_Day to backup the database every day.

Select the time that database backups should start from the Specify the hour of day for SQL Agent job
field.

Select the number of backups you want to keep from the Specify number of backups to keep field.

Choose the directory where you want to store database backups from the Select the directory to store
the backup field.

Click Finish to save your changes.

Manually Backing up the PSOM Database

Step 1

To manually backup the PSOM database:

Launch SQL Server Management Studio.

| oL-24230-01
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Bl Manually Backing up the PSOM Database
M Microsoft SQL Server 2005 Analysis Services 3
Symantec Client Security 3 Configuration Tools 3
ThinkVantage » Documentation and Tutorials 3
'_r,é Internet Explorer Performance Tools 3

@ Qutlook Express

Remote Assistance

@ SQL Server Business Inteligence Development Studio

SQL Server Management Studio

Step2  Connect to the appropriate instance of the Microsoft SQL Server Database Engine.

Microsoft

SQL Server 2005

v
-~

[y Microsatt:
44 Windows Server System

Server type: | Database Engine M
Server name: |KPCT€D M
[¥]

Authertication: |Windows Authertication

] [ Options »>

Step3  In Object Explorer, click the server name to expand the server tree.

Step4  Expand Databases, and select the ProximexDb database.

Step5  Right-click the database and select Tasks > Back Up from the right-click menu.

% Microsoft SOL Server Management Studio

File Edit View Tools Window Community Help

Connect~ | &8 = [
=

= @ Databases
3 System Databases
L'; Database Snapshots

=T ]

[ Table Mew Query

!—j Syna Task
3 Progr|

A Servi Rename
@ Stora) Delete

3 Secu
| )l Pxsearch :
U velocityD: Properties

3 Security

L3 Server Objects

3 Replication

L3 Management

[.3 Notification Services
[} 5QL Server Agent

L New Guery | [3y | Gy iy By | | 05 A | B (3 B B osR
-~ 3 x Summary - X
= WE -4 f|| E st|' {FRreport ~
= [ 4% KPCTSD (SQL Server 9.0.2047 - PROXIMEX-US Wen Cheng)
[ 1 ProximexDb
KPCT&0\Databases\ProximexDb 8 Item(s)
Mew Database...
C : Name
i views| - SctDatebascast by [_d Database Diagram:
3 Detach...
Take Offiine
Refresh Shrink >
Back Up...
Restore ¥
Mirrar...
Launch Database Mirroring Monitor...
Ship Transaction Logs...
Generate Scripts...
Import Data...
Export Data... m
Copy Database...

Ready

The Back Up Database window appears.

[l Administering Cisco Physical Security Operations Manager

oL-24230-01 |



| Appendix B Backup and Restore PSOM Database

Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Restoring the PSOM Database W

|| Back Up Database - ProximexDb [ =1 5%
= Sy S = L Hel
& General ';S it L Help
% Options
Source
Database ProximexDb -
Recovery model:
Backup type: Full £
Backup componernt
(<) Database
Backup set
Name: ProximexDb-Full Database Backup
Description:
Backup set will expire:
® fer 0 & daye
O On
Server: Destinatior
KPCTED
Back up to: (%) Disk
Connection:
PROXIMEX-US"Ken Cheng C:\Backup'ProximexDB010307 bak
3 View connection properties
Ready

In the Database field, verify the database name (ProximexDb).

In the Backup type field, select the kind of database backup you want to perform. In this case, select
Full.

~

Note

You can perform a database backup for any recovery model: FULL, BULK_LOGGED, or
SIMPLE. After you create a full database backup, you can create a differential database backup.

Click Database under Backup component.

In the Name field under Backup set, either accept the default name, or enter a different name for the
backup set.

In the Description field, enter a description of the backup set.

Choose the type of backup destination by clicking Disk. To select the path of the backup file click Add.
The selected paths are displayed in the Backup to field.

Click OK.

A confirmation dialog box appears.

Restoring the PSOM Database

Step 1
Step 2

To restore the PSOM database:

Make sure that there are no other administrators or operators who are using the PSOM database.

Click Tools in the Navigation bar, and then click Configure DB and Services.
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Backup and Restore PSOM Database |

B Restoring the PSOM Database

Step 3

Step 4
Step 5

Fle View Took Help

lavigatian S DD

Click Tools — Toals g
Wideo Consale
Business Logic Designer

Configuration Start Wizard

Click &
Configure Configure DB and Services
DB and

Services

@ Administration

Intelligent Physical Security Management

Administration Control Panel - Cate

Environment

Manage maps, monitoring tree,
—| zones, areas, sensors, tracking
< devices and resources.

Secunty

Manage szourty roles, permissions,
users and user groups.

Yideo Integrafion

Configure wideo service modules
and camera topology.

Business Logic

Manage business logic templates
and PowerShell zeript library

(L A Rules
V-j b anage rules for responze
DT ~— | workflow, reporting and alert
[@—1 - collapsing
Diagnostics

Manage audit report, administration
spztem alerts and monitonintg tasks.

Ewvent Integration

M anage integration modules, user
— ~| alert types, extenal alert types and
@A _ - sensormapping.

A window appears asking you to logoff PSOM.

Click Yes.

The Configure Database and Services window appears.

ﬁ Configure Database and Services

Click Restore Backup
DB

DB Grooming Schedule

SOL Server Service Running

[Enabled] Alert Archiy

S0L Agent Service Runining
ia Service Configuration . a
T 5 |
Bus Services Running
Monitoring Logic Services Running
Sensor Management Services Running

I-[b Wehb Service Configration

%

%

Conneckar Web Se

web seree 5

The Server and Database for Repository window appears

Provide the name of the SQL Server host in the field provided.

Select ProximexDb from the next field.
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Step 6

Step 7
Step 8

Step 9

Click Next.

The Restore Database window appears.

Grooming the PSOM Database

Choose the backup file to restore from the Select backup file for database restore field.

Select the instance of the backup to restore (by timestamp) from the Select the backup set to database

restore field.

Click Finish.

Grooming the PSOM Database

To set the grooming schedule for the PSOM database:

Step 1

Step 2

Step 3

Click Tools in the Navigation bar, and then click Configure DB and Services.

Fil=  Wew Tools Help

iJawgatlon

Click Tools —] Taols

25

Wideo Console

=

Business Logic Designer

&5

Configuration Start Wizard

o L
o
(%]

Click e

Conﬁgure Configure DB and Services
DB and
Services

@ Administration

=

#=| Others

A window appears asking you to logoff PSOM.

Click Yes.

3

Intelligent Physical Security Management

1 Control Pan

Environment

Manage maps, monitoring tree,
20nes, areas, sensors, tracking
devices and resources.

Secunty

Manage szourty roles, permissions,
users and user groups.

Yideo Integrafion

Configure wideo service modules
and camera topology.

Business Logic

Manage business logic templates
and PowerShell zeript library

The Configure Database and Services window appears.

Click Schedule DB Grooming.

=)

=

o—1

Rules

M anage rules for response

| workflow, reporting and alert

collapsing,

[ Diagnostics
| Manage audit report, administration
| wpstem aletts and monitorintg tasks.

Ewvent Integration

M anage integration modules, user
alert types, external alert types and

| sens0r mapping.
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M Grooming the PSOM Database

M Configure Databaseland Services

Database Backup Schedule and Restore

DB Backup Schedule [Enabled] B

Click Schedule DB 0 Grooming schedle bl et

Grooming SOL Server Service Running

SOL Agent Service Running

——
[ousiness oo coreservices g ]
Bus Services Running
Monitoring Logic Services Running
Sensor Management Services Running

I:b Web Service Configration — T ——_—

¥,

The Server and Database for Repository window appears.
Step4  Provide the name of the SQL Server host in the field provided.
Step5  Select ProximexDb from the next field.
Step6  Click Next.

The Grooming Configuration for Repository window appears.
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Step 7

Step 8

Step 9
Step 10

Step 11

Step 12

Step 13

Grooming the PSOM Database

g ConfigurabbmiorRepusi

idd

Configure Database Grooming and Alert Management
Choose the day to
pcrform grooming ‘ Specify the day based schedule for SGL Agent job IEvery_Day d
/ Specify hour of day For the SQL Agent job =
Choose the hour to ’ ‘ I =]
pcrform grooming ‘ Keep ¥ davs of archive alert in database IE,U
|| Check ko automatically archivefdelete Alerts (W] e o e
SpeCIfy how many ‘I Keep ¥ hours of alerts when auto archiving ngnn
days of archived alerts Keep ¥ days of Tracking Trail |§
to store ’ ‘
. . L

Check this option to
automatically archive Method  Step Status Message Task
or delete alerts (8 Initizlize InitislizationCheck cess Initialization

Fun ValidateDatabase @ Success Database with name [ProximexDb] at SGL 5., Task_SpecSgl
Speley hOW many Run . \-'alifja.tes.q\Server @ Success SQ.L Serv.er with name [{local}] is deemed ta ... Task_SpecSql

Initialize: InitializationCheck @ Success Initialization successful, Task_Specsql
hours of alerts to keep
when auto-archiving
Specify how many
days of Tracking Trail
data to keep when
auto-archiving

Record 1of 4 (L Ll J
Details... | Help << Back | Einish I Cancel |

Choose the day to perform database grooming from the Specify the day based schedule for SQL Agent
job field, or select Every_Day to perform database grooming every day.

Choose the hour to perform database grooming from the Specify the hour of day for the SQL Agent
job field.

Specify how many days of archived alerts to store in the Keep X days of archive alert in database field.

To automatically archive or delete alerts, check the Check to automatically archive/delete Alerts
option.

Specify how many hours of alerts to keep when auto-archiving from the Keep X hours of alerts when
auto archiving field.

Specify how many days of Tracking Trail data to keep when auto-archiving from the Keep X days of
Tracking Trail field.

Click Finish.

| oL-24230-01
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APPENDIX

Reconfiguring PSOM Services

This appendix explains how to reconfigure PSOM Services, PSOM Web Service, and PSOM Connector
Web Service after the initial deployment.

This appendix includes these topics:

Reconfiguring Settings for PSOM Services, page C-1

Specifying Custom Parsing, page C-13

Changing the Configuration of the PSOM Web Service, page C-16
Changing the Configuration of the Connector Web Service, page C-19
Reconfiguring Settings for PSOM User Services, page C-22

Reconfiguring Settings for PSOM Services

You can change the configuration of PSOM Services after the initial deployment of PSOM.

~

Note  You must be a member of the local Administrators group to launch Services Configuration.

To reconfigure PSOM Services:

Step1  From the Start menu, select All Programs > Cisco Physical Security Operations Manager >
Services Configuration.

& User Services .. Remaote Assistance

=
& ‘Web Service Co @ WMware

- . ,
g* Services Config @ Proimes: Integration Uty

@ Debugging Toals For Windows (x65)

IF) TortoiseSwN
b 4@ Connectorws Corfiguration
b B User Services

] WinMerge:

Log oFf @ Shut Down

[#otart | & Q|

Or from the PSOM Administration Console:

Select Tools in the Navigation pane

| oL-24230-01

Administering Cisco Physical Security Operations Manager g



Appendix C

Reconfiguring PSOM Services |

B Reconfiguring Settings for PSOM Services

b. Click Configure DB and Services.

¢. Click Yes to log off PSOM temporarily while you configure the services.

File Tools  Help

Wiew

Tools d

i @

Alert Console

5

Widen Console

P

Caonfiguration YWizard

@

Configure DB and Services

Adrinistration

Others
I B

|

d. Click Configure Services.

Physical Security Information Management

ontrol Panel

Environment

Manage maps, mornitoring tree,
zones, aieas, sensors, tracking
devices and resources.

Secunty

M anage security roles, permissions,

uzers and user groups.

Yideo Integration
Configure video service modules
and camera topology.

Business Logic

M anage business logic templates
and PowerShell script librany

Bules

Manage rules for response
workflow, ieporting and alert
collapzing.

Diagnostics
Manage audit report, administration
system alerts and monitorintg tasks.

EventIntegration

tanage integration modules, user
alert types, external alert types and
SN0l Mapping.

Schedule DE Graamin

SOL Server Service

SQL Agent Service

DB Grooming Schedule [Enabled] Alert Ar

Running

Running

Service Configuration

o

Configure Services |

Bus Services

Monitoring Logic Services

Sensor Management Services

Running
Running

Running

d

I:rb Web Service Configration

%

Main Web Service

%

Connector Web Servi

The Services Configuration dialog box appears.

[l Administering Cisco Physical Security Operations Manager
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Reconfiguring Settings for PSOM Services W

Services Configuration

Configure service account
1 it ) . .
2- Conneclions Service account information
3-Bus Services
4 - Buginess Logic
5 Caching ' Local System Accaunt
E - Manitoring
7 - Sensor Management | ¢~ Specific User Account
8-Logs
Specify Semvice Account
Service Account
Fagsword
* Make sure the account your specified has enough privileges to run
services
Check Existing Services |
517271 < Previous | Mext > | [ Cancel

On the Service account information window, select Local System A ccount to use the default account to
run PSOM Services.

If you want to specify a different user account, make sure the account meets the following criteria:
e Belongs to the local Administrators group
e Has permission to SQL Server database through Integrated Windows Security
e Has the Log on as a service permission

To ensure the account has the Log on as a service permission, you need to launch the Local Security
Settings window, select Local Policies > User Rights Assignment, and double-click Log on as a
service.

=10] x|
Ble fction Wiew Help
o AR XE B 2 E

[ Securty Settings Palicy [ Securty Setting | A
(8 Account Policies &¥]Force shutdown from a remote sy... Administrators
=-(8 Local Policies 5] Generate securkty audits LOCAL SERVICE,NE...
- (@ Audit Policy @] Impersonate a client after authen... 115_WPG,ASPHET,A...
T (19 User Rights Assigrement 8] Increase scheduling priority Administrators
4 :] ﬁe':r&fm }ﬁ]Load and unload device drivers Administrabors
-] Software Restriction Policies &H]Lock pages in memory

#%]Log on as a batch job LOCAL SERVICE,P
= s IP Security Policies on Local Computer " 20 ) *
-

-"vHManags auditing and security log Administrabors
Modfy firmware environment values  Administrators
#g]Perform volume maintenance tasks  Administrators

@8]Profile single process Administrators,Pow. .

ﬁﬂProhle system performance Administrators

;‘i'ﬂRen*ove computer from docking st... Administrabors,Pow. ..

&’]Replace a process level boken LOCAL SERVICE,NE...

B¥IRestore files and directories Administrators Back... =

When specifying a user account, select Specific User Account and enter:

e The name of the user account on the Windows Server that PSOM Services will use to perform
administrative functions in the Service Account field.

e The password for that service account in the Password field.

| oL-24230-01
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I Reconfiguring Settings for PSOM Services

Step 2

Step 3

Reconfiguring PSOM Services |

Click Next or 2 — Connections to configure connections to the PSOM Repository and PSOM Web
Service.
.f:'-‘Services Configuration
Connection Configuration
1 - Service Accounl
2 . Configure Connections
3 - Bus Services
g:g:g;;;s Logic  Database
5 g‘;::nnr"hr‘:l?anagemant Database Server Iltu:alhusl
8- Logs
Database |ProximexDb
™ Mirror DB server I[nnne]
Test Connection |
Wb Service
WS Server localhost
Test Connection
517271 < Previous | Cancel

On the Configure Connections window:

¢ The Database Server ficld contains localhost unless you installed PSOM Repository on a different
machine in the network. In this case, enter the IP address or server name of the machine where
PSOM Repository is installed.

e The Database field contains ProximexDb, unless there is a reason to change the name of the PSOM
Repository.

e If you are using a mirrored database, click Mirror DB server and enter the IP address or server
name of the machine where the mirrored database resides.

e The WS Server field contains localhost unless you installed PSOM Web Service on a different
machine in the network. In this case, enter the IP address or server name of the machine where you
installed PSOM Web Service.

N
Note

allows this connection mode.

PSOM Services use the Integrated Security mode for connections. Ensure that SQL Server

Click Test Connection in the Database or Web Service areas to verify settings.

~

Note

authenticate the specified SQL Server and SQL database.

When you click Test Connection for Database, your current Windows account is used to

Click Next or select 3 - Bus Services on the left side of the window.

[l Administering Cisco Physical Security Operations Manager

oL-24230-01 |



| Appendix C

Reconfiguring PSOM Services

.f.;:Services Configuration

Reconfiguring Settings for PSOM Services

Bus Services Configuration

1-Service Account

Bus Services Configuration

Specify all connector locations used by the services

Remove

Service Port
5 - Caching
£ - Monitaiing 8083
7 - Sensor Management
8- Logs Connectors I Advanced |
o alhost
5.1.727.1

< Previous | ext > I Canicel

On the Bus Services Configuration window:

e The Service Port field contains the port number under which PSOM Services run.

Add to define a new location, enter the IP address or server name in the dialog box and click OK.

Mew Connector Location B

MNew connector location

|
Cancel |

The Advanced tab shows various polling interval settings at which PSOM Services are polled for

general health (the Services Health Check Polling Interval field) as well as the interval at which
PSOM polls for business logic after an alert has occurred (the Post-Alert Business Logic Polling

Interval).

~

The Connectors tab shows all the machines where PSOM Integration Modules are installed. Click

Note A shorter polling interval for the Post-Alert Business Logic Polling Interval can improve the

response time for Alert Business Logic, but it will negatively impact CPU performance and
database response on the host machine.

The Connector Registration Poll Interval shows the interval at which the Bus Services updates
commands and sensor type registration for connectors. A shorter polling interval will generally
improve the response time for the system to discover and import new or updated sensor types

and commands, but it will negatively impact the CPU performance and connector performance

on the host machine.

| oL-24230-01
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Appendix C

# Services Configuration

Bus Services Configuration

- Service Account

Bus Services Configuration

Reconfiguring PSOM Services |

- Business Logic Service Port
5 - Caching
& - Monitaring IEUBS
7 - Sengor Management
8- Logs Connectors
Services Health Check Polling Interval (seconds]
|15
Post-lert Business Logic Polling Interval [seconds]
|1
Connector Registration Poll Interval [seconds]
|40
519271 < Previouz | Next > I Cancel |
Step4  Click Next or select 4 - Business Logic on the left side of the window
Services Configuration
Business Logic Services Configuration
1 - Service Account ) ) )
2- Conrections Business Logic Services
3 - Bus Services
4 - c General |
5 - Caching
E - Monitoring .
7 - Sensor Management Service Part
8-Logs |7272
5.1.727.1 < Previous
On the Business Logic Services window:
e The Service Port field contains the port number under which PSOM Business Logic Services run.
Step 5

Administering Cisco Physical Security Operations Manager

Click Next or select 5 - Caching on the left side of the window.
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Reconfiguring PSOM Services

Reconfiguring Settings for PSOM Services

fiﬁ‘SErvices Configuration

Caching Services Configuration

1 - Service Account . B B
2 - Corhections Configure Caching Services

3 - Bus Services

4 - Business Loilc General I On-Demand | Advancedl

E - Monitaring Service Port
7 - Sensor Managemsnt Imz-]
8-Logs

Cache refreshing interval [minutes)

|3

5.1.727.1 < Previous |

Cancel

The PSOM Caching Service speeds up business logic execution by caching monitoring hierarchy and
sensor map information.

On the Configure Caching Services window:

e The General tab allows you to specify the port number under which the PSOM Caching Service runs
in the Service Port ficld, as well as the number of minutes that should pass before the Caching
Service refreshes the cache in the Cache refreshing interval field.

e The On-Demand tab allows you to instantly refresh the cache by clicking the Refresh cache now
button. You can refresh the cache once installation is complete by relaunching the Services
Configuration window.

£ Services Configuration

Caching Services Configuration

1 - Service Account . ) )
2-Cornections Configure Caching Services

3 -Bus Services

4 - Busingss Loi\c General

E - Manitoring

7-5 . t
g- L:SEOI Anagemen Fiefresh cache now!

I Advanced |

517871 <F‘revinus| Next > I Cancel |

The Advanced tab enables you to resolve poor SQL Server query performance by increasing the
timeout that the Caching Service uses for SQL commands in the SQL. Command Timeout field.

| oL-24230-01
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Appendix C

ervices Configuration

Caching Services Configuration
1 - Service Account ) ) )
2 - Connections Configure Caching Services
3 - Bus Services - -
4 - Buginess Loiic General' On-Demand | Advanced |
& - Monitaring SOL Command Timesout [Secands)
7 - Sensor Management
8- Logs E
5.1.727.1

< Previous | Newt > I Cancel |

Step 6

ervices Configuration

Click Next or select 6 - Monitoring on the left side of the window.

Monitoring Services Configuration
1 - Service Account . o )
2 Connections Configure Monitoring Services
3 - Bus Services
4 - Business Logic General I
5 - Cachit
Service Port IEEIEZ
7 - Senzor Management
8- Logs Connectors  [localhost
Add...
Femove |
Polling Interval (miliseconds)
|300
[~ Discard events from sensors that are not imported
517271 < Previous | Cancel |

On the Configure Monitoring Services window:

Reconfiguring PSOM Services |

The Service Port field contains the port number under which PSOM Monitoring Services run.

The Connectors field shows all the machines where PSOM Integration Modules are installed that

the PSOM Monitoring Services need to track for ongoing event integration. Click Add to define a
new location, enter the IP address or server name in the dialog box and click OK.

MNew Connector Location =]

Mew connector location

Canicel |

[l Administering Cisco Physical Security Operations Manager
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Reconfiguring PSOM Services

Reconfiguring Settings for PSOM Services

e The Polling Interval field shows the interval (in milliseconds) at which the PSOM Monitoring
Service will seek new events. Check the Discard events from sensor that are not imported if you
do not want the Monitoring Service to report on events issued by entities that are not sensors.

S

Note
these sensors will not become alerts in PSOM.

The minimum polling interval for monitoring services is 100 milliseconds. However the

recommended interval is 250 milliseconds or higher to avoid CPU contention within the host

If you check the Discard events from sensors that are not imported option, the events from

environment. If you have a dual core or quad core host environment, setting the polling interval

to 100 milliseconds may be sufficient.

Step 7

Click Next or select 7 - Sensor Management on the left side of the window.

Configure Sensor Management Services

- Service Account
- Connections

Sensor Management Services
- Bus Services

Senvice Port

1

2

3

4 - Business Logic
]

£ |a0a3
g

5.1.727.1

Custom Parser I Schedulel Connectors | Syne Options | Dn-Demand'

Select Parser IEusInmEnntainerDelaullParsaf j Mame |DefaultParser
SensordreaMap I browse
AcliveSheet ITest [~ AlwaysRegeneratebap
Paseitdateh = Evact Mateh 7| Femainder Match T Partidlatch
Parse File Fath IDelauItSensolF‘arser

< Previous Cancel

On the Sensor Management Services window:

The Service Port field contains the port number under which PSOM Sensor Management Service
runs.

On the Custom Parser tab, the default parser groups all newly discovered sensors into one category:
undesignated zone, undesignated area and undesignated location. You can specify how each sensor

should be grouped by passing the enhanced parser an Excel spreadsheet that maps sensor names to
areas and locations.

If you select Default Parser from the Select Parser field, the values in the other fields either are

greyed out or ignored. The default parser groups all newly discovered sensors into one category:
undesignated zone, undesignated area and undesignated location.

If you want to perform custom parsing, see <Link>Specifying Custom Parsing on page 13 for
details.

On the Schedule tab, select the date and time that the PSOM Sensor Management Service will begin
running, and then choose how frequently it will run (hourly, daily, weekly, monthly) in the Type
area. Specify the interval at which the service will execute as well.

| oL-24230-01
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Reconfiguring PSOM Services |

I Reconfiguring Settings for PSOM Services

" Services Configuration

Configure Sensor Management Services

- Service Account
- Connections

- Bus Services

- Businessz Logic Sewvice Port
- Caching

- Mornitcri [a0az
=]

Sensor Management Services

1
2
3
4
5
E
2

-Logs =
Custom Parser |

Connectors | Spnc Dptions | On-Demand

r— Start Date and Time
Start Time: IMon 03/m/2mo ;I IDW 00:00 Ak =
. Tupe 1
© Haury i Every |1— Days)
5 Disily " Everp'Weekday
 Weekly
" Monthly

5.1.727.1

<F'rewous| Mewt > I

Cancel |

seek PSOM Integration Modules.

i Services Configuration

Configure Sensor Management Services

5.1.727.1

o] o o e G0 R —

- Service Account

- Carnections Sensor Management Services
- Bus Services
- Buginess Logic Senvica Port
- Cachin
i |EE

Custom F'arserl Schedule |

—

I Sync Options | On-Demand

Add Connector

Connector locations:

localhast

Delete Connector

<Prewous| Mext > I Cancel

On the Sync Options tab:

On the Connectors tab, enter the default location where the Sensor Management Service should

— Check the Automatically delete unmatched sensors option if you want to remove any sensors
from PSOM that could not be identified in the external system by the Sensor Management

Service.

— Check the Create sensor default hierarchy option if you want the Sensor Management Service
to create a sensor hierarchy by default as sensors are added to PSOM. Sensors will be grouped
as specified in the custom parsing (defined on the Custom Parser tab) or by default.

— Check the Automatically append suffix to duplicate sensor names option to append a number

to the sensor name if it already exists in the database.

Cisco Physical Security Operations Manager
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| oL-24230-01

Reconfiguring Settings for PSOM Services

— Check the Automatically generate sensor groups option to create sensor groups with a prefix
of “SG” in the name.

Services Configuration

Configure Sensor Management Services

2083

1 - Service Account _

2- Connections Sensor Management Services
3-Bus Services

4 - Buginess Logic n

5 - Caching Senvice Fort

g N

Cuztom Parser | Schedulel Connectars

On-Demand I

[ Automatically delete unmatched sensors
¥ Create sensor default hierarchy

7 Automatically append suffis to duplicate sensor names

¥ Automatically generate sensor groups

5.1.727.1

<Previnus| Mext > I Cancel |

— On the On-Demand tab, you can run the sensor synchronization process on demand by clicking
the Sync Sensors Now button.
>

Note

If sensor synchronization is already in progress, then the on-demand sync request will be
ignored.

services Configuration

Configure Sensor Management Services

1 - Service Account B
2- Connections Sensor Management Services
3-Bus Services
4 - Buginesz Logic Senvica Port
5.
|EE

Custom F‘arserl Schedulel Connectors | Sync Options

Sync Senzors Mow! |

5.1.727.1

<F'rewous| Mewt > I Cancel

Step8  Click Next or select 8 - Logs in the left side of the window.
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Appendix C

Reconfiguring PSOM Services |

i Services Configuration

Logging Configuration

1 - Service Account ) )

2- Connections Configure Log Files
3-Bus Services

g E:z‘;ﬁ; Logic Services Log Level

g - Monitoring I\p\p"amings and Enors

- Senzor Manaiament
Log file size per log file [KBytes)

|700

I amimurn number of log files per service

[0

5.1.727.1

< Previous |

Canicel |

On the Configure Log Files window, select the level of events that should be maintained in the PSOM

log files.

~

Note
Managed Services\Log directory.

By default all services log file are located in the \Program Files\Cisco PSOM\

Click Finish. The following prompt appears.

f ervices Configuration

Logging Configuration

1 - Service Account . )
2- Corhections Configure Log Files
3 - Bus Services
é E:z‘ﬂﬁ; Logic Services Log Level
5 v v : i -
7 - Sensor Management I\N’ammgs 1 Lo T e -} J

Log file size p Apply changes?

700 -

P amimurn nun Apply changes and restart services

[0
Apply changes without restarting services
Cancel |
5.1.727.1

< Previous | Firish I

Cancel |

Step 9
appears.

Step10 Click Finish.

[l Administering Cisco Physical Security Operations Manager

Click Apply changes and restart services. The PSOM Services restart and a confirmation window
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Specifying Custom Parsing ||

Step11  If you want to verify installation, open the Service Manager by clicking Start > Administrative Tools
> Services, and verify that the following services are running: PSOM Bus Services, PSOM Business
Logic Core Services, PSOM Caching Services, PSOM Monitoring Logic Services, and PSOM Sensor
Management Services.

Fi Ackion  Wiew  Help
e~ EER[2E[> » 5 1 »

@ Services (Local) Services (Local)

Select an item to view its description, Name  / | Description | Status | Startup Type [ Logonas 4|
%oxlmex Commend Port Service Provdmes C... Manual Local System
%Proximex Comric Conneckor Service S5R COMR... IManual Local Systern
%Proximex Http Event Listener Service Proximex H...  Starked Automatic Local Syskem
%Proximex I50c Event Listener Service Proximex 1.,  Started Aukomatic Local System

ouimex Survedling Bus Services Prowimex 5.,  Started Aukomatic
%Proximex Surveillint Business Logic Care Services Proximex 5...  Starked Aukomatic
%Proximex Surveilint Caching Services Prowimex 5., Started Automatic
%Proximex Surveilint Monitoring Logic Services Proximex S...  Started Aukomatic

%Prnximex Surveillint Sensor Management Services Proximex 5...  Started Automatic

Yl (o o o Pt 2

Extended A Standard /

Specifying Custom Parsing

You can perform custom parsing to specify how each sensor should be grouped in PSOM. To do so, you
will need to supply an Excel spreadsheet that has the name of each sensor matched with its associated
monitoring zone, monitoring area, and location.

To specify custom parsing:

Step1  Navigate to the Custom Parser tab under 7-Sensor Management of the Services Configuration
window.

Administering Cisco Physical Security Operations Manager
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M Specifying Custom Parsing

Step 2
Step 3

Step 4

Step 5

_iolx]

Configure Sensor Management Services

1 - Connections =
2- Service Accourt Sensor Management Services
3- Bus Services
4 - Business Logic =
5 - Caching Service Port
& - Monitorin [s083
8- T —
Logs [Custom P ___JlSd‘lsd.llaICommm]SyncOpﬂml&-Dunml

Select Parser  |CustomContainer EnhancedParse ¥|  Name [Fhancedrane:

SensorAreaMap |G \tags'\Maggie Ng\5.1\main'\2Hirsch_EnhancedParser xis

i

ActiveShest Hirsch ™ AwaysRegenerateMap

PaserMatch ¥ Exact Match ¥ Remainder Matich  [¥ Patial Match ¥ CaseSenitive

Position Teat String Add |

b_ | PXT2 Modiy
End =||cons Q
SwsSting  =|(w2 Delete |
Ers =]/con w |
Down I

Parse Fils Path IE""""“"’P’“"

5.1.716.3 <pevioss | [ Nets | canes |

Select CustomContainer.EnhancedParser from the Select Parser field.

Click the Browse button next to the SensorAreaMap field and select the location of the Excel
spreadsheet that maps sensor names retrieved from third-party sensor lists with the monitoring zones,
monitoring areas, and locations where the sensors should be associated in PSOM. The spreadsheet also
needs to specify what type of match should be used when mapping each sensor name pattern with sensor
names retrieved from the third-party sensor list; for example, ExactMatch.

-@Enhan(edParsEr.xls [Compatibility Mode] Ex

A B C D £

1 |sensor name match selection locataion name areaname  zone name

2 [T2WP328 into Secured Area  ExactMatch T2WP32B into Secured Area Area2 zonel

3 T2wp31 ExactMatch T2WP31 Area3 zonel

4 T2WF21 ExactMatch T2WF21 Aread zonel

5 T2WF16 ExactMatch T2WF16 Areas zonel

6 |PXT2ABC PartialMatch PXT2s Areab zonel

7 ||pxt2xsr PartialMatch PXT2S Areab Zonel

8 TTw2TT PartialMatch All with mid string W2 Area7 zonel

9 TTW2YY PartialMatch All with mid string W2 Area7 zonel

10 = RemainderMatch All unmatched sensors Aread zonel

M 4 b M| Test Sheet2 . Sheetd . Fd

In the ActiveSheet ficld, enter the name of the sheet within the Excel spreadsheet that contains the sensor
mapping. The default is Test.

If you want to force the enhanced parser to update the sensor map and its group association when
changes are applied to the sensor’s group association, check the AlwaysRegenerateMap option. This
enables operators to dynamically add or change sensor groupings from PSOM Administration Console.

S

Note If the changes are made to existing sensors, existing associations must be removed from the
Administration Console; otherwise, changes will not be made for existing sensors.
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Specifying Custom Parsing ||

If you do not check the AlwaysRegenerateMap option, the enhanced parser will generate the sensor
map the first time the enhanced parser is executed, and then continue to use this sensor map association
until a new version of PSOM is installed.

Step6  Select the pattern match scheme(s) you want to use from the ParserMatch area. When more than one
type of scheme is selected, the parser will first perform an exact match, then a partial match, then a
remainder match. If no match scheme(s) are selected, then all sensors will be grouped to undesignated

area, location and zone as if the default parser was applied.

e Exact Match—The entire sensor name or description, as provided in the Excel spreadsheet, must
be matched to the sensor pattern. Case is ignored unless the Case Sensitive option is checked.
Matching the sensor patterns listed below has these results when compared to the Excel spreadsheet
sample shown earlier in this appendix.

Sensor Pattern :::::::I:ion location name |area name zone name
T2WP32B into Secured Area ExactMatch Secured Area |Area2 zonel
T2WP31 ExactMatch Cafeteria Area3 zonel
T2WF21 ExactMatch Doorl Aread zonel

e Partial Match—A portion of the sensor name must be identified for a match. You can use a wildcard
search to match a string to the beginning, end, or substring of the sensor name. Case is ignored
unless the Case Sensitive option is checked.

— Begin—Matches a sensor name that begins with the pattern string which includes the wildcard
“*” at the end; for example, “PXT2*”.

— Substring—Matches a sensor name that includes the pattern string surrounded by the wildcard
“*7: for example, “FW2*”.

— End—Matches a sensor name that ends with the pattern string which includes the wildcard “*”
at the beginning; for example, “*abc”.

Matching the sensor patterns listed below has the following results when compared to the Excel
spreadsheet sample shown earlier in this appendix.

Sensor Pattern match selection location name area name zone name
PXT2* PartialMatch PXT2s Area6 zonel
*W2* PartialMatch All with mid string |Area7 zonel

W2
*abc PartialMatch All with mid string |Area7 zonel

w2

~

Note

Empty rows and empty fields are not allowed with Partial Match.

Case will be ignored when matching pattern strings unless the Case Sensitive option is

checked.

| oL-24230-01
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I Changing the Configuration of the PSOM Web Service

Step 7

Changing the Configuration of the PSOM Web Service

Step 1
Step 2

Remainder Match—All the unmatched sensors are associated with a designated group by using a

sensor pattern of “*” which indicates that any remaining pattern is a match. Matching the sensor
patterns listed below has the following results when compared to the Excel spreadsheet shown

earlier in this appendix.

Sensor Pattern to

be matched match selection

location name

area name

zZone name

%

RemainderMatch

undecided

Area9

zonel

~

Note
for pattern matching:

The following characters are treated as illegal characters in the sensor name, and are not allowed

ll\||, n/n’ u:u, n*u, n?n’ H<ll’ vv>n’ “l”, u!n’ u@u’ n#n’ ll$ll, n%u, n/\n’ u&n’ ||(n’ ||)n’ nn n[n ||]n ||{n’

i s k]

n " n,n nsn nnn
} 9 9 b
¥ Services Configuration ol x|
Configure Sensor Management Services

1- Connections
2 - Service Accourt Sensor Management Serv x|
3 - Bus Services
4 - Business Logic -
5 - Caching Service Port
6§ - Monitoring |e083
7 - Sensor Management
8- logs

Custom Parser |Sched|.||e I Connectors

Select Parser ICuslomContainar Enh:

SensorAreaMap IG_"-.1ags"-..|'-a'|aggie Ng"5.1%main"Hirsch_EnhancedParserxs browse |

ActiveSheet Test " AwaysRegenerateMap

PaserMatch M ExactMatch ¥ RemainderMatch W Partial Match

Position | Text String Add
Begin
Modify
Delete

Parse File Path [EnhancedParser Up

5.1.716.3 < Previous | Next > Cancel |

If you want matching to consider the case used in pattern matching strings, check the Case Sensitive
option. If unchecked, the case in the pattern to be matched is ignored.

To change the configuration for PSOM Web Service:

From the PSOM Administration Console, select Tools in the Navigation pane

Click Configure DB and Services.

[l Administering Cisco Physical Security Operations Manager
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Step 3

Changing the Configuration of the PSOM Web Service

Click Yes to log off PSOM temporarily while you configure the services.

File  Wiew Tools  Help

Tools

Administration Control Panel - Catege

3

Alert Console

5

Video Console

P

Configuration Wizard

Physical Security Information Management

Environment

M anage maps, monitoring tree,
zones, aieas, sensors, tracking
devices and resources.

Security
M anage security roles, peimissions,
uzers and user groups.

Yideo Integration
Configure videa service modules
and camera topology.

Bules

Manage rules for response
workflow, ieporting and alert
collapzing.

Diagnostics
Manage audit report, administration
system alerts and monitorintg tasks.

EventiIntegration

tanage integration modules, uzer
alert ypes, external alert tpes and
SN0l Mapping.

@ Administration =l — =l——

Business Logic

4 anage business logic templates

and PowerShell script librany
Others - ]

Step4  Click Main Web Service.

[«+]

Schedule DB Backup Restore Backup DB

[E ” Database Data Grooming Schedule a
B [Enable] At Avchive & At

SOL Server Service Running
SOL Agent Service Running
Schedule DB Grooming
e
Service Configuration a
Bus Services Running
Monitoring Logic Services Running
Configure Services |  Sensor Management Services Running
Web Service Configration EJ

g | g o=@

Main ‘Web Service Conneckor YWeb Service

The Database Connection window appears.

Step5  Enter the name of the SQL Server that is hosting the PSOM Repository in the Enter name of the SQL
Server for Web Service field. Normally this is the local machine name unless the PSOM Repository is
located on a different server.

Step6  If you are using a mirrored database, enter the name of the mirrored SQL Server in the Mirror SQL
Server name field. Otherwise, leave this field blank.

| oL-24230-01
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I Changing the Configuration of the PSOM Web Service

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Leave the value of the Enter database name for Web Service field set to ProximexDb unless you have
customized the name of the PSOM Repository.

If you are using a domain Windows user for the connection to PSOM Repository, select the Check to
create Domain User option. Otherwise, leave this option unchecked to use a local Windows user for
access to the Repository.

S

Note If you do not have permission to create a local or domain Windows user, this step will fail. You

must then create the user account manually and re-run this wizard.

Enter the name of the local or domain Windows user to be used for accessing PSOM Repository in the
Name of windows user for database connection field. Do not include the domain name or machine
name. The default value is PxWebServiceUser.

In the Enter the password for the user specified for update field, enter the corresponding password.

Click Next. The following window appears.

1 wWeb Service Corfiguration Qﬂ
Specify Miscellaneous Settings for Web Service
Check to encrypt username and password in web.config
Choose a loaging level For the Web Service IWam j

Check to enable Active Directory Client WS authentication a k.a. B Regulr, non-s50(inchecked)
]

Single-Sign-on

Method Step Status Message =
3 @ Success ing For user . | ADHelper

Run @ Success Version compatison is successful, WizardYe. .. Task_SurveilintWs d

Run YalidateNTUser @ Success Successfully added windows user [PxWebS, .. Task_CreateSql...

Run AddwindowsUser, ., @ Success Login [PX-C100-DEMOL\PxWebServicelser,, . SqlServerHelper

Run AddwindowsUser, ., @ Success Salserver [] connection successful, SqlserverHelper

Run YalidateNTUser @ Success Successfully added windows user [PxWebS, .. Task_CreateSql...

Run AddwindowsUser, ., @ Success User [PX-C100-DEMO1YPxWebServicellser]... SalServerHelper

Run AddwindowsUser, ., @ Success Login [PX-C100-DEMOL\PxWebServicelser,, . SqlServerHelper

Run Removeindows, ., @ Success Database User [PX-C100-DEMOLPxWebSe... SaqlServerHelper

Run Removeindows, .. @ Success Database User [PX-C100-DEMOLPxWebSe... SqlServerHelper

Run Removeindows, ., @ Success Database [ProximexDb] check successful o...  SqlServerHelper

Run Removeindows, .. @ Success Salserver [PE-C100-DEMO1] connection su...  SqlServerHelper

Run AddwindowsUser, ., @ Success Database [ProximexDb] check successful o...  SqlServerHelper

Run AddwindowsUser.,, € Success SalServer [PH-C100-DEMO1] connection su... | SalServerHeloer d

Record 1 of 56 | L) |l e

Details. .. | Help | << Back | Finish I

Cancel |

Normally, the username and password for the PSOM Repository is stored in the web.config file located
in the root directory of PSOM Web Service. To store the encrypted password for PSOM Repository in
the Registry, select the Check to encrypt username and password in web.config option.

~

Note  Decryption is not possible; therefore, if this option is checked, you will need to update the

username and password if you re-run Web Service configuration.

Select the desired level of logging for the PSOM Web Service from the Choose a logging level for the
Web Service field. Choices include: Debug, Info, Warn, Error, or Fatal.

Administering Cisco Physical Security Operations Manager
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Changing the Configuration of the Connector Web Service Ml

Step14  If you want to use Active Directory for user authentication, select the Check to enable Active Directory
Client WS authentication option. By default, Active Directory is not used for user authentication by
PSOM or the Web Service. See <Link>Single Sign On and User Management on page 47 for
information on enabling single sign on and Active Director user authentication in PSOM.

Step15 Click Finish, click OK when prompted, and click Close at the final screen.

Changing the Configuration of the Connector Web Service

To change the configuration for the Connector Web Service:

Step 1 From the PSOM Administration Console, select Tools in the Navigation pane
Step2  Click Configure DB and Services.
Step3  Click Yes to log off PSOM temporarily while you configure the services.
File iew Tools Help
Physical Security Information Management
Ad
& <
[ Environment Rules
e %@ Manage maps, monitoring tree, /_‘} tanage rules for responze
v‘gj zanes, areas, sensors, tracking warkflaw, reparting and alert
@ ® 0 devices and resources. ® i collapzing
Yideo Console
5 Securily — Diagnostics
dﬁ m tanage security oles, permissions, m tdanage audit report, administiation
Configuration Wizard uzers and user gioups, system alerts and maonitorintg tasks.
o—ll e—1
Video Integration 3 EventIntegration
Configure video service modules —'m Manage integration modules. user
and camera topology. alert types, external alert types and
" $ENSOr Mapping.
Business Logic
Manage business logic templates
and PowerShell scipt library
Step4  Click Connector Web Service.

| oL-24230-01
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Reconfiguring PSOM Services |

Il Changing the Configuration of the Connector Web Service

Step 5

nfigure Database and Services

DB Grooming Schedule [Enabled] Alert Archiv

SQL Server Service Running

SQL Agent Service Running

Service Configuration ; s E— a

Bus Services Running

Monitoring Logic Services Running

Sensor Management Services Running

®

Conneckor W

The Connector Web Service Configuration window appears.

Specify Parameters for Connector Web Service Configuration

Check ko allow anonymous user access to Connectar'WebService ~

Check ko keep existing Connector Wb Service Impersonation (5] Ui o semave et

Select an appropriate Logging Lewvel IWarning j
Enter the number of lines per log file before creating a new log file Imggg

Enker the number of archive log files to keep Im

Check ko encrypt impersonation username and password in .

web.config ™ Mo Encryption{unchecked)

ol al) e Record 10F 1 G LIRS ™

Details,.. | Help Cancel

Leave the Check to allow anonymous user access to ConnectorWebService option selected unless

PSOM Managed Services are running under a Windows context.
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Reconfiguring PSOM Services

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Changing the Configuration of the Connector Web Service

Leave the Check to keep existing Web Service Impersonation setting selected unless you want to

remove impersonation. If impersonation is removed, some PSOM Integration Modules will need to be
reinitialized.

Select the types of messages that should be logged by the Connector Web Service from the Select an
appropriate Logging Level field.

In the Enter the number of lines per log file before creating a new log file field, enter the maximum
number of lines that can be written to a log file before a new log file is created.

In the Enter the number of archive log files to keep field, enter the maximum number of log files that
can be saved before the oldest log file is removed.

If a PSOM Integration Module uses impersonation, the impersonation information is stored in the
web.config file in plain text. You can encrypt the password and store it in the Registry by selecting the
Check to encrypt impersonation username and password in web.config option.

Click Next. The following screen appears.

1 Connector Web Servite Conmiguration

w=lid

Specify Connectivity Information for main Web Service and other
configuration

Machine name {or IP address) of the main Web Service I\ntalhnst

User name used to connect to the main Web Service Iadrmnlstrator

Password For the user I»c:m»cmc:m

If initialization Fails, aktempt ko retry again in x seconds Ilzg
Timeout For initialization in seconds Igg
Tracking object poling interval in seconds IE

Method

& Initiclize

Step

InitializationCheck

Status

Message

Initialization successhul,

Run DisableLogging @ Success Logging DISABLED For application[PxConnect. ., 1ISHelper
Run SetConnectarWsl, .. @ Success Setting Web Service application logging level... 1ISHelper
Run UpdatePasswordE. .. @ Success Password encryption is not requested, Step... 1ISHelper
Initialize InitializationCheck @ Success Initialization successful, Task_Conneckor's

Record 1 of 5 | g Ll

Details. .. Help | =< Back | Einish I

Cancel |

Enter the server name or IP address of the machine where PSOM Web Service is installed in the Machine
name (or IP address) of the main Web Service field.

a~

Note

PSOM Web Service must be installed before the Connector Web Service installation is
performed.

Enter the username for connecting to PSOM Web Service in the User name used to connect to the main
Web Service field. Administrator is the default.

Enter the password for connecting to PSOM Web Service in the Password for the user field. The default
password is provided.

| oL-24230-01
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B Reconfiguring Settings for PSOM User Services

Step 15

Step 16

Step 17

Step 18

Enter the number of seconds the Connector Web Service should wait before reattempting to initialize an
Integration Module in the If initialization fails, attempt to retry again in x seconds field. If
initialization fails, PSOM creates an alert against the application sensor for the failed instance.

Enter the number of seconds the Connector Web Service should wait for an Integration Module to
complete initialization in the Timeout for initialization in seconds field.

Enter the number of seconds that Integration Modules should wait between requests for tracking trail
information in the Tracking object polling interval in seconds field. This field only pertains to
Integration Modules that convey tracking trail information to external 3rd party systems.

Click Finish. Click OK when prompted, then Close to complete configuration.

Reconfiguring Settings for PSOM User Services

~

Note

Step 1

Step 2

Step 3

You can change the configuration of PSOM User Services after the initial deployment of PSOM.

You must be a member of the local Administrators group to launch Services Configuration.

To reconfigure PSOM User Services:

From the Start menu, select All Programs > Cisco Physical Security Operations Manager > User
Services Configuration.

The Services Configuration window appears with Configure Service Account selected.

If you decide to use a dedicated Windows account to automatically launch PSOM User Services when
the system starts, check the Use the following local service account for user services and auto logon
upon system reboots option. Enter a valid user name and password in the fields provided. When the
system reboots, PSOM User Services will automatically login to the specified service account and lock
the system to prevent unauthorized access.

~

Note By default the user account is PXUSERSERVICEUSER and the password is Pa$$wO0rd123.

If the user account you provide does not exist, a new local account will automatically be created.

Click Next or 2 — Connections.

Administering Cisco Physical Security Operations Manager
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Reconfiguring PSOM Services

Step 4

Step 5

Step 6

Step 7

Reconfiguring Settings for PSOM User Services Il

!jf Services Configuration

Configure Connections

1 - Service Account
2 - C ons
3 - Camera Service

5 - Logging

5.1.727.3

4 - Reporting Services

Configure Connections

‘web Service

WS Server |Iocalhost

Test Connection |

< Previous

Cancel |

The WS Server field contains localhost unless you installed PSOM Web Service on a different machine

in the network. In this case, enter the IP address or server name of the machine where you installed
PSOM Web Service.

Click Test Connection to verify settings.

Click Next or select 3 - Camera Service on the left side of the window.

!:;SErvices Configuration

Camera Control Service

1 - Service Account
- Connections

- Reparting Services
5 - Logging

5.1.727.3

Configure Camera Control Service

Service Port

|3433

™ Show Service Window

< Previous |

Cancel

The Service Port shows the port number under which the Camera Control Service will run by default.
Only change this value if you need this service to run under a different port number.

Uncheck the Show Service window option if you do not want the Camera Control Service to display the
following window while it is running.

| oL-24230-01

Administering Cisco Physical Security Operations Manager g
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Appendix C

es S [=Ik3|
Camera control services are

running in the background.
Do not close this window.

~

Note

Reconfiguring PSOM Services |

Do not close the Camera Control Services window while the service is running.

Step8  Click Next or select 4 - Reporting Services on the left side of the window.
fj':SErvices Configuration
Repoting Services

1-Service Account ) ) )

2- Cannections Configure Reporting Services

3 - Camnera Service .

4 - Repartine = Service Port

5 - Logging
[1234
Cache Refresh Interval [Minutes)
15

517273 < Previous | Cancel
Step 9

Step 10

The Service Port shows the port number under which the Reporting Services will run by default. Only
change this value if you need this service to run under a different port number.

In the Cache Refresh Interval (Minutes) field, enter how often the Reporting Services will refresh its

cache of sensor and monitoring hierarchy information. Caching is done to improve performance with

regards to reporting.
Step 11

[l Administering Cisco Physical Security Operations Manager

Click Next or select 5 - Logging on the left side of the window.
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Step 12

Step 13

Step 14

Step 15

Reconfiguring Settings for PSOM User Services

f:"TServices Configuration

Configure logging
1 - Service Account ) )
2- Connections Configure Logging
3 - Camera Service .
4 - HBEDrtmi Services Services Log Level
IWamings and Erars j
Log file size KB]
|E
b axirmum number of log files per service
|5
5.1.727.3 < Previous | Cancel

From the Services Log Level field select the level of messages that should be retained in the log. Choices
include: Everything, Informational, Warnings and Errors, and Errors Only.

In the Log file size field, enter the maximum size (in kilobytes) that you want to allow for each log file
generated by PSOM Services.

~

Note By default all log files generated by Surveillint Services are located in

\Program Files\Cisco PSOM\Managed Services\Log.

In the Max number of log files per service field, enter the maximum number of log files that can be
generated by each PSOM Service. The default is 5.

Click Finish.

 £iServices Configuration

Configure logging

1 - Service Account

2- Connections Configure Logging
3 - Camera Service

4 - Hesnmni Services Services Log Level

IWamings and Frrrs: j
I Confirmation %]
Log file size [|
Apply changes?
200
M asimum nur |
i Applychanges and restart services

Aoply changes without restaring semices

Cancel |

5.1.727.3

< Previous | Finish I Cancel
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B Reconfiguring Settings for PSOM User Services

Step16 At the prompt that appears, click Apply changes and restart services.
Step17  Click Finish.

Administering Cisco Physical Security Operations Manager
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A

Access control
device

Access control
system

Alarm

Alert

Attach

AVl file

C

Client

Compression

D

Database

Database server

Docked window

GLOSSARY

A door that is secured with a card reader as part of an access control system.

An intrusion detection system such as Hirsch Velocity that monitors sensors at access control devices
(such as doors or elevators)

The event raised by an intrusion detection system such as Hirsch Velocity which indicates
an inappropriate behavior has occurred at a sensor device.

The event raised within PSOM when a coordinating intrusion detection system raises an alarm at a
Sensor.

To include an image as part of an alert description such that people viewing the alert will be able to see
the image.

Audio Video Interleave. An audio-video standard designed by Microsoft

The PSOM client application is the part of PSOM that runs locally, on the computer that you have on
your desk. It interacts with several PSOM servers, which run on other computers linked to yours over
a network.

When a file is stored differently such that it has a smaller file size, and potentially transmits across the
Internet more quickly.

The database holds all the information on which PSOM operates, including alert details, recorded
video, snapshots and notes.

The server-side application responsible for interactions between the PSOM client and the set of data
from which it draws.

A window that is integrated within the overall PSOM software windows.

| oL-24230-01
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M Glossary

Dossier The set of information stored about an alert including its description, notes, recorded video, and
snapshots.

DVR Digital Video Recorder. Electronic equipment that captures video from video cameras and stores it to
a database.

E

Export To take information and transform it so it can be viewed in other ways. For example, to change a Word

document so it can be viewed within Adobe Acrobat Reader by exporting the document to PDF format.

F

Footage A stream of video captured by a video camera.

Intrusion detection Computer software such as Hirsch Velocity that monitors sensors at access control devices (such as
system doors or elevators).

L

live video Video footage that is happening in real time; it has not been recorded at an earlier time.

M

Monitoring area A physical location in which a collection of sensors are used in tandem to observe activity.

P

Pan To move the angle of a video camera so that it displays a different view of a physical location.

Pane A part of a window.

PTZ Pan-tilt-zoom. A video camera for which users can remotely control the view using pan, tilt, and zoom

operations.

Administering Cisco Physical Security Operations Manager
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Glossary H

R

Recorded video Video footage that has been saved to a DVR database.

S

Security zone A logical group of monitoring areas within your total security boundary.

Sensor An electronic device that responds to certain stimulus (as heat, light, sound, pressure, magnetism, or a
particular motion) and transmits a resulting impulse. PSOM works with video camera sensors and
access control sensors.

Snapshot A still frame captured from a video. A photograph.

Standalone window A window that is not integrated within the overall PSOM window.

T

Thumbnail A very small visual representation of a larger image.

U

Undocked window A window that has been removed from the overall PSOM window to become a standalone window.

\"/

Video feed The stream of visual images transmitted by a video camera.

y 4

Zoom To make part of an image larger (zoom in) or smaller (zoom out).

Administering Cisco Physical Security Operations Manager
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A

access control devices
adding sensor for 6-2 to 6-6
connecting to  6-2, 6-5
icon 7-22
integration planning A-2
location, associating with  6-5
placing on map 7-21to 7-24
Access Control Service
starting 1-25
action rule
command-line arguments for 14-51, 14-57, 14-59
adding
locations  4-2to 4-3
monitoring areas 5-2, 5-6
monitoring zones 5-6 to 5-10
response task items 8-3to 8-7
response workflow rules 8-9to 8-13
sensors
access control devices 6-2 to 6-6
video cameras 6-7 to 6-12
user accounts 2-2to 2-4
user groups 2-12 to 2-15
video cameras to PSOM  3-1to 3-2
Administration Console, overview 1-10to 1-13
administration tasks
overview 1-6
user accounts  2-1
administrative alerts, diagnosing 16-1 to 16-3
administrative reports
Alert Count Daily Report  10-1
Alert Count Hourly Report 10-1

INDEX

Alert Detail Report  10-1
Alert Response Time by Alert Type Report 10-1
customizing default 10-2to 10-8, 13-1
Operator Alert Count Report 10-2
Operator Alert Response Time Report  10-2
Top X Alert Response Time Report  10-2
Top X Alerts by Alert Type Report 10-2
Top X Alerts by Area Report 10-2
Top X Alerts by Sensor Report  10-2
types of  10-1to 10-2, 13-5

administrators, defined 2-1

alarms, third-party integration 11-6 to 11-10
deleting alert types 11-10to 11-11
modifying alert types 11-10 to 11-11

Alert Count Daily Report  10-1

Alert Count Hourly Report  10-1

Alert Detail Report 10-1

Alert List Pane, what is  1-4

Alert Response Time by Alert Type Report 10-1

architecture of PSOM  1-2

attachment, defined 1-1

background image for map, adding 7-5to 7-6
backup PSOM database
manually performing B-3to B-5
scheduled B-1, C-1, C-22

C

client, defined 1-1

customizing default reports 10-2 to 10-8, 13-1
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W Index

alert types to include 10-5

chart type to use 10-7

deleting 10-9

modifying 10-8

monitoring areas to include 10-6
monitoring zones to include 10-6
sensors to include 10-6

severity levels to include 10-5

time period for reporting 10-6

D

database, defined 1-1
database for PSOM
backup manually B-3to B-5
restoring  B-5to B-7
scheduled backups B-1, C-1, C-22
database server, defined 1-1
deleting
custom reports  10-9
locations  4-5to 4-6
monitoring areas 5-23
monitoring zones 5-26
registered alert types 11-10 to 11-11
response task items 8-8
response workflow rules 8-15
sensor groups  6-29, 6-35
sensor mappings 11-5
user groups 2-19 to 2-20
users 2-7to 2-8
deploying PSOM
architecture 1-2
locations, planning  4-1
monitoring areas and zones, planning 5-2
monitoring services 1-2
planning 1-6to 1-10
sensor integration, planning 6-2
user accounts, planning 2-2

diagnosing problems

administrative alerts 16-1to 16-3
monitoring alerts 16-3 to 16-5
display options for maps, setting 7-14 to 7-15

dock window 1-13

editing
custom reports  10-8 to 10-9
locations 4-3
monitoring areas 5-20 to 5-23
monitoring zones 5-23 to 5-24
passwords for users 2-6
registered alert types 11-10 to 11-11
response task items 8-7to 8-8
response workflow rules 8-14
sensor groups  6-27, 6-33
sensor mappings 11-5to 11-6
user groups 2-15to 2-17
user names  2-6
external alarms, registering with PSOM  11-6, 11-6 to 11-10
deleting alert types 11-10to 11-11
modifying alert types 11-10to 11-11
external application, launching upon alert
command-line arguments  14-51, 14-57, 14-59
external intrusion detection system, integrating with  11-1
EZ-Track
Add Link icon  12-16
base camera view, changing 12-18
batch configuration 12-20 to 12-22
exporting from PSOM  12-22 to 12-23
uploading XML file 12-21to 12-22
XML syntax 12-20 to 12-21
Browse Back icon 12-16
Browse To icon 12-16
camera topology, configuring 12-11to 12-16
configuring 12-3to 12-18
Delete Link icon 12-16
Edit Link icon  12-16
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how used by operators 12-1
link
adding 12-12,12-16
deleting 12-17
editing  12-17
region links, viewing 12-18
live video for sensor, viewing 12-16
Live Video icon 12-16
map
sensor names, showing  12-16
sensors, showing 12-16
planning worksheets A-10
PTZ cameras with 12-3
sensor
name, displaying 12-7 to 12-10
range, displaying 12-7to 12-10
Show Links icon 12-16
snapshot ’field of view’ images 12-3 to 12-5
stationary cameras with 12-3
testing a configuration 12-18 to 12-19
video cameras
view direction configuring 12-6 to 12-7
view distance, configuring 12-6to 12-7
view range, configuring 12-6 to 12-7
what it does  12-1
XML configuration 12-20 to 12-22
exporting from PSOM  12-22 to 12-23
syntax 12-20 to 12-21
uploading 12-21 to 12-22

F

field of view for camera, adding 6-11

FOV for camera, adding 6-11

creating 2-12to 2-15
deleting  2-19 to 2-20
editing 2-15to 2-17

members, managing 2-17 to 2-19

Index W

Hazard detector devices
adding sensors for 6-16 to 6-20

Homeland Security levels, setting 1-17

infrared cameras icon 7-22

integrating with third-party alarm sources

11-6 to 11-10

K

Knowledge Service
defined 1-2
starting 1-25

L

locations
adding 4-2to 4-3
defined 4-1
deleting 4-5to 4-6
editing 4-3to 4-5

logs stored by PSOM  16-1

maps, designing

background image, adding 7-5to 7-6

G deleting icons from map 7-29
display options, setting 7-14 to 7-15
group, user editing items on map  7-29
Administering Cisco Physical Security Operations Manager
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W Index

Map Design Mode, starting 7-1to 7-4

monitoring area, drawing on map 7-18 to 7-20

monitoring zone, drawing on map 7-16 to 7-18

navigation, adding 7-24 to 7-27
origin coordinates, setting 7-6 to 7-8
scale, setting  7-6 to 7-8
sensor name, showing  7-15, 12-10
sensor range, showing 7-15,12-10
sensors, placing on map 7-21to 7-24
tools for 7-4
URL links, adding 7-27to 7-29
Map View Pane, what is 1-4
MARSEC levels, setting  1-17
monitoring alerts, diagnosing 16-3 to 16-5
monitoring area
adding 5-2, 5-6, 5-14
defined 5-1
deleting 5-23
deleting from map 7-20
drawing on map 7-18to 7-20
editing  5-20 to 5-23
monitoring tree, adding to  5-16
monitoring zone, adding to  5-8
planning A-7
showing on map 7-15
monitoring environment, setting up
locations  4-2 to 4-3
maps, designing 7-1to 7-30
monitoring areas, adding 5-2, 5-6
monitoring tree, setting up  5-16
monitoring zones, adding 5-6 to 5-10
sensors, access control  6-2 to 6-6
sensors, video cameras 6-7 to 6-12
monitoring rule
applied to monitoring areas 9-7, 14-49
Monitoring Service
starting 1-25
monitoring services

defined 1-2

starting and stopping 1-25
monitoring tree
adding
monitoring area 5-16
monitoring zone 5-10to 5-13
node properties, viewing 5-17
settingup 5-16
monitoring zone
adding  5-6, 5-6 to 5-10
adding maps, monitoring area  5-19
adding multiple levels 5-13
defined 5-1
deleting 5-23, 5-26
deleting from map 7-20
drawing on map 7-16 to 7-18
editing 5-23, 5-23 to 5-24
members, adding 5-8
monitoring tree, adding to  5-10
planning A-6

showing on map 7-15

navigation
adding to maps 7-24 to 7-27
setting up 5-16

Navigation Pane, what is  1-4

o

Operation Console

overview 1-3to1-6
Operator Alert Count Report 10-2
Operator Alert Response Time Report  10-2
operators, defined 2-1
origin coordinates for map, setting 7-6to 7-8
overview of Administration Console 1-10to 1-13

overview of Operation Console 1-3to 1-6
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password, changing 2-5
physical spaces in PSOM, setting up  4-1
planning
access control system integration A-2
EZ-Track configuration A-10
monitoring areas A-7
monitoring zones A-6
response tasks rules A-9
task items A-8
user accounts  A-3

video camera settings A-5

alert types to include 10-5

chart type to use 10-7

deleting 10-9

modifying 10-8

monitoring areas to include 10-6

monitoring zones to include 10-6

sensors to include 10-6

severity levels to include 10-5

time period for reporting 10-6
Operator Alert Count Report 10-2
Operator Alert Response Time Report  10-2
Top X Alert Response Time Report  10-2
Top X Alerts by Alert Type Report 10-2

Index W

PSOM Server Top X Alerts by Area Report 10-2
database Top X Alerts by Sensor Report  10-2
backing up manually B-3to B-5 types of  10-1to 10-2, 13-5

restoring B-5to B-7
scheduled backups B-1, C-1, C-22

response task items

adding new 8-3to 8-7

defined 1-2 alert acknowledgeable 8-5
PSOM Ul alert closeable 8-5
defined 1-2 deleting 8-8to 8-9
PTZ cameras in Operation Console  8-1

EZ-Track, using with  12-3 modifying 8-7to 8-8
icon 7-22 sub-task checklist items 8-6

what are  8-1

response tasks rules
R planning A-9
range angle for camera, adding 6-11 Response Workflow Pane in Operation Console 8-1
range distance for camera, adding 6-11 response workflow rules
registering third-party alarms 11-6 to 11-10 adding new 8-9to 8-13
deleting alert types 11-10to 11-11 alert closeable task, must have one 8-13
modifying alert types 11-10to 11-11 applying by alert type 8-15to 8-19
removing user accounts  2-7 to 2-8 deleting 8-15
reports help, URL to provide 8-12

Alert Count Daily Report  10-1 in Operation Console  8-1
Alert Count Hourly Report  10-1

Alert Detail Report 10-1

modifying 8-14
response task items, adding first 8-3
Alert Response Time by Alert Type Report 10-1 what are  8-1,8-9

customizing default 10-2to 10-8, 13-1 restore PSOM database B-5to B-7
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W Index

S

scale for map, setting 7-6 to 7-8
sensor group
Access Control/Camera Group, defined 6-24
adding  6-24, 6-30
deleting  6-29 to 6-30, 6-35
editing 6-27 to 6-28, 6-33 to 6-34
monitoring area, adding to  5-5
sensor mapping, defined 11-1
sensors
access control devices, adding 6-2 to 6-6
connecting to  6-2, 6-5, 6-9
connecting to access control devices 6-2
displaying icons on map 7-15, 12-10
grouping  6-24
location, associating with  6-5, 6-10
mapping
creating new 11-2to 11-4
defined 11-1
deleting 11-6
editing 11-5t0 11-6
monitoring area, adding to  5-5
name, showing on map 7-15, 12-10
placing on maps 7-21to 7-24
planning integration 6-2
types of  6-1
video cameras
adding 6-7to 6-12
field of view, adding 6-11
range angle, adding 6-11
range distance, adding 6-11
sensor range, showing on maps 7-15, 12-10
view direction, adding 12-7
view distance, adding 12-7
view orientation, adding 6-11
view range, adding 12-7
starting monitoring services 1-25

stationary cameras icon 7-22

stopping monitoring services 1-25
suspects, following with EZ-Track 12-1

system alert type, creating 11-15

T

task items
planning A-8

tasks, administration 1-6
tools to use 1-11

third-party alarms, registering with PSOM  11-6,
11-6 to 11-10

deleting alert types 11-10to 11-11
modifying alert types 11-10to 11-11
topology for EZ-Track, configuring 12-11 to 12-16
Top X Alert Response Time Report  10-2
Top X Alerts by Alert Type Report 10-2
Top X Alerts by Area Report 10-2
Top X Alerts by Sensor Report  10-2
tracking suspects with EZ-Track 12-1
troubleshooting
administrative alerts 16-1to 16-3

monitoring alerts 16-3 to 16-5

U

undock window 1-13
URL links, adding to maps 7-27 to 7-29
user accounts
adding 2-2to 2-4
administering  2-1
deployment planning 2-2
monitoring zone, privileges to  5-9
name, cannot change 2-6
password, changing 2-5
planning A-3
removing 2-7to 2-8
user group

creating 2-12to 2-15
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deleting  2-19 to 2-20
editing  2-15to0 2-17
members, managing 2-17 to 2-19

user roles, types of  2-1

\'}

video cameras
adding sensor for 6-7 to 6-12
adding to PSOM  3-1to 3-2
connecting to  6-2, 6-9
EZ-Track, configuring for 12-3to 12-7
field of view, adding 6-11
integrating with PSOM  3-1to 3-4
location, associating with  6-10
placing on map 7-21to 7-24
range angle, adding 6-11

range distance, adding 6-11

sensor range, showing on maps 7-15, 12-10
suspects, following with EZ-Track 12-1
topology for EZ-Track, configuring 12-11 to 12-16

view direction, adding 12-7

view distance, adding 12-7

view orientation, adding  6-11

view range, adding 12-7
Video Control Services Database

starting 1-25
view direction for camera, adding 12-7
view distance for camera, adding 12-7
view orientation for camera, adding 6-11

view range for camera, adding 12-7

W

worksheets
access control system integration A-2
EZ-Track planning A-10

monitoring areas planning A-7

Index W

monitoring zones planning A-6
response tasks rules planning A-9
task items planning A-8

user accounts A-3

video camera view settings A-5
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