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About This Guide

This preface includes the following sections:
e Document Objectives
e Audience
e Document Conventions
e Product Documentation
e Obtaining Documentation
e Documentation Feedback
e Cisco Product Security Overview
e Obtaining Technical Assistance

e Obtaining Additional Publications and Information

Document Objectives

This document describes how to install and configure the Cisco Clean Access (NAC Appliance) Server
to implement the Cisco Clean Access solution on your network. The Clean Access Server is the gateway
server and enforcement engine between the untrusted and trusted sides of a Cisco Clean Access network.
This guide provides additional information specific to the Clean Access Server, such as how to configure
DHCP, perform CAS-specific (local) configuration tasks, and implement High Availability.

Audience

This guide is for network administrators who are implementing the Cisco Clean Access solution to
manage and secure their networks. Use this guide along with the Cisco Clean Access Manager
Installation and Administration Guide to install and administer your Cisco Clean Access deployment.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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M Document Conventions

Document Conventions

Convention

Item

Screen font

Indicates command line output.

Boldface screen font

Indicates information you enter.

Ttalic screen font

Indicates variables for which you supply values.

Boldface font

Indicates web admin console modules, menus, tabs, links and
submenu links.

Administration > User Pages

Indicates a menu item to be selected.

Product Documentation

The following documents are available for Cisco Clean Access (NAC Appliance) on Cisco.com at the

following URL:

http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html

e C(Cisco Clean Access (NAC Appliance) Manager Installation and Administration Guide

e Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide

e Release Notes for Cisco Clean Access (NAC Appliance) Version 3.6(x)

e Supported Server Configurations and System Requirements for Cisco Clean Access (NAC

Appliance)

N

Note You can send comments about Cisco Clean Access documentation to cca-docs @cisco.com.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain

technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide

0L-9040-01


http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html 
http://www.cisco.com/techsupport
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
mailto:cca-docs@cisco.com

| About This Guide

Documentation Feedback

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DVD enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DVD, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to:

e Report security vulnerabilities in Cisco products.

¢ Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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M Obtaining Technical Assistance

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For Emergencies only—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For Nonemergencies — psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL.:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.
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Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

[ oL-9040-01
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Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, go to this URL:

http://www.cisco.com/go/guide

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL.:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:

http://ciscoiq.texterity.com/ciscoig/sample/
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Obtaining Additional Publications and Information

e [nternet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

¢ Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

¢ Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL.:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Introduction

This chapter introduces the Cisco Clean Access (NAC Appliance) Server. Topics include:
e What Is Cisco Clean Access (NAC Appliance)?, page 1-1
e Cisco Clean Access (NAC Appliance) Components, page 1-2
e C(lean Access Server Features, page 1-3
e Cisco Clean Access 3140 (CCA-3140-H1), page 1-4
e Cisco Clean Access Licensing, page 1-4
e CAS Management Pages Summary, page 1-5
e Global vs. Local Administration Settings, page 1-6

e Installation Requirements, page 1-4

What Is Cisco Clean Access (NAC Appliance)?

Cisco Clean Access (NAC Appliance) is a powerful, easy-to-use admission control and compliance
enforcement solution. With comprehensive security features, in-band or out-of-band deployment
options, user authentication tools, and bandwidth and traffic filtering controls, Cisco Clean Access (NAC
Appliance) is a complete solution for controlling and securing networks. As the central access
management point for your network, Cisco Clean Access (NAC Appliance) lets you implement security,
access, and compliance policies in one place instead of having to propagate the policies throughout the
network on many devices.

The security features in Cisco Clean Access (NAC Appliance) include user authentication, policy-based
traffic filtering, and Clean Access vulnerability assessment and remediation. Clean Access stops viruses
and worms at the edge of the network. With remote or local system checking, Clean Access lets you
block devices from accessing your network unless they meet the requirements you establish.

You can deploy the Cisco Clean Access (NAC Appliance) software in the configuration that best meets
the needs of your network. The Clean Access Server (CAS) can be deployed as the first-hop gateway for
your edge devices providing simple routing functionality, advanced DHCP services, and other services.
Alternatively, if elements in your network already provide these services, the CAS can work alongside
those elements without requiring changes to your existing network by being deployed as a
“bump-in-the-wire.” Other key features of Cisco Clean Access (NAC Appliance) include:

e Standards-based architecture— Uses HTTP, HTTPS, XML, and Java Management Extensions
(IMX).

e User authentication—Integrates with existing backend authentication servers, including Kerberos,
LDAP, RADIUS, and Windows NT domain.

[ oL-9040-01
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M Cisco Clean Access (NAC Appliance) Components

VPN concentrator integration—Integrates with Cisco VPN Concentrators (e.g. VPN 3000, ASA)
and provides Single Sign-On (SSO).

Clean Access compliance policies—Allows you to configure client vulnerability assessment and
remediation via use of Clean Access Agent or Nessus-based network port scanning.

L2 or L3 deployment options—The Clean Access Server can be deployed within L2 proximity of
users, or multiple hops away from users. You can use a single CAS for both L3 and L2
(non-restricted) users.

Out-of-Band deployment (L2 only)— Allows clients to traverse the Cisco Clean Access (NAC
Appliance) network only for vulnerability assessment and remediation while bypassing it after
certification.

Traffic filtering policies—Role-based policies provide fine-grained control of network traffic.
Bandwidth management controls—Limit bandwidth for downloads or uploads.
Roaming—Network connections roam seamlessly across in-band CAS-connected subnets.

High availability—Ensure that services continue if unexpected shutdowns occur.

Cisco Clean Access (NAC Appliance) Components

Cisco Clean Access (NAC Appliance) is a network-centric integrated solution administered from the
Clean Access Manager web console and enforced through the Clean Access Server and (optionally) the
Clean Access Agent. Cisco Clean Access (NAC Appliance) checks client systems, enforces network
requirements, distributes patches and antivirus software, and quarantines vulnerable or infected clients
for remediation before clients access the network. Cisco Clean Access (NAC Appliance) consists of the
following components (in Figure 1-1):

Clean Access Manager (CAM)—The administration server for Clean Access deployment. The
secure web console of the Clean Access Manager is the single point of management for up to 20
Clean Access Servers in a deployment. For Out-of-Band deployment, the web admin console also
provides Switch Management capability.

N

Note The CAM web admin console supports Internet Explorer 6.0 or above only, and requires
high encryption (64-bit or 128-bit). High encryption is also required for client browsers for
web login and Clean Access Agent authentication.

Clean Access Server (CAS)—Enforcement server between the untrusted (managed) network and
the trusted network. The CAS enforces the policies you have defined in the CAM web admin
console, including network access privileges, authentication requirements, bandwidth restrictions,
and Clean Access system requirements. It can be deployed in- band or out-of-band.

Clean Access Agent (CAA)—Optional read-only agent that resides on Windows clients. The Clean
Access Agent checks applications, files, services or registry keys to ensure that clients meets your
specified network and software requirements prior to gaining access to the network.

~

Note  There is no client firewall restriction with Clean Access Agent vulnerability assessment. The
Agent can check the client registry, services, and applications even if a personal firewall is
installed and running. Note that either local admin or power-user privileges are necessary to
install the Agent; however, these are not needed for running the Agent.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Clean Access Server Features 1l

Clean Access Policy Updates—Regular updates of pre-packaged policies/rules that can be used to
check the up-to-date status of operating systems, antivirus (AV), antispyware (AS), and other client
software. Provides built-in support for over 24 AV vendors and 17 AS vendors.

Figure 1-1 Cisco Clean Access (NAC Appliance) Deployment (In-Band)
— Internet
=
PC .
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A swich  Clean Access router
B Server (CAS)
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— LAN/intranet
L
—
g i : - authentication sources
e i : = (LDAP, RADIUS, Kerberos,
Clean Access Agent Clean Access Manager Windows NT)
(CAA) Web Admin Console _
| N "‘!\ < /
s Clean Access
admin laptop Manager (CAM)

Clean Access Server Features

The following are key features and benefits of the Clean Access Server:

In-Band or Out-of-Band deployment

Integration with Cisco VPN concentrators

Secure user authentication

Cisco Clean Access network-based and agent-based scanning and remediation

Role-based access control

DHCP address allocation for untrusted (managed) clients, or DHCP relay or passthrough modes

Network address translation (NAT) services, with support for dynamic or 1:1 NAT (non-production
only)

Bandwidth management
Event logging and reporting services

VLAN support in which the Clean Access Server can be a VLAN termination point, provide VLAN
passthrough, and provide VLAN-based access control.

Subnet roaming support

Flexible deployment options enabling the Clean Access Server to be integrated into most network
architectures

[ oL-9040-01
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M nstallation Requirements

e High availability—Active/Passive failover (requiring two servers) that ensures services continue if
an unexpected shutdown occurs. You can configure pairs of Clean Access Manager (CAM) servers
and/or CAS servers in high-availability mode.

Installation Requirements

The Clean Access Server is available as software that can be installed on the supported hardware
platform of your choice. For details on minimum system requirements, access the following documents:

e Supported Server Configurations and System Requirements for Cisco Clean Access (NAC
Appliance)

http://www.cisco.com/en/US/products/ps6128/products_device_support_tables_list.html
e Release Notes for Cisco Clean Access (NAC Appliance) Version 3.6(x)

http://www.cisco.com/en/US/products/ps6128/prod_release_notes_list.html

Cisco Clean Access 3140 (CCA-3140-H1)

The Cisco Clean Access 3140 (CCA-3140-H1) is an affordable 1U, 1 Xeon 2.8GHz CPU Intel processor
server equipped with features that provide customers with a platform for Cisco Clean Access Manager
or Server deployment.

Note  The CCA-3140-HI Cisco Clean Access NAC Appliance is based on the HP ProLiant DL140 G2 server.

For service support, Figure 1-2 shows the serial number (S/N) location for the CCA-3140-H1 server
(pullout tab on left side of front panel).

Figure 1-2 Serial Number Location for Cisco Clean Access 3140

SN SOOI
(10 lefters and numbers)

781-00449-20, 133807

Cisco Clean Access Licensing

Cisco Clean Access (NAC Appliance) uses FlexLM license management. This allows for the support of
flexible licensing schemes. The licensing status page in the web admin console (Administration > CCA
Manager > Licensing) allows administrators to install FlexLM license files, view the set of features
associated with the license, and remove FlexLLM licenses. Note that Cisco® Clean Access Out-of-Band
requires FlexLM licensing.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CAS Management Pages Summary

For complete details on how to acquire and install Cisco Clean Access FlexLM license files, see “Cisco
Clean Access Licensing” in the Cisco Clean Access Manager (NAC Appliance) Installation and
Administration Guide.

CAS Management Pages Summary

A Clean Access Server must be added to the Clean Access Manager domain before it can be managed

from the web admin console, as described in Add the CAS to the CAM, page 4-2. Once you have added
the Clean Access Server, you access it from the admin console as shown in the following steps. In this
document, CAS management pages refers to the set of pages, tabs, and forms accessed as shown below.

1. Click the CCA Servers link in the Device Management module. The List of Servers tab appears
by default.

Dre.wi[:ml Management .
9 Device Management > Clean Access Servers 2 CAS mgmt
I CCA Servers I

~Filters link
- e

List of Servers New Server
- Clean Access

Switch Management Manage
~ Profiles IP Address Manz ge b
- Devices 10,201,240,z Outof Band Reab P oo boirs connected | & o L] *® utton

Gateway

User Management 1020124010 MAT Gateway  cassrverl0 Connsctsd & o b] x
~ User Roles

- Lith Servars hd
& [T & [ mteme 4

2. Click the Manage button (£) for the Clean Access Server you want to access.

N

Note  For high-availability Clean Access Servers, the Service IP is automatically listed first, and the IP address
of the currently active CAS is shown in brackets.

3. The CAS management pages are shown in Figure 1-3. The Status tab of appears by default.
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M Global vs. Local Administration Settings

Figure 1-3 CAS Management Pages
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Global vs. Local Administration Settings

The Clean Access Manager web admin console has the following types of settings:
¢ Clean Access Manager administration settings are relevant only to the Clean Access Manager.
These include its IP address and host name, SSL certificate information, and High-Availability
(failover) settings.
¢ Global administration settings are set from the Clean Access Manager and applied to all Clean
Access Servers. These include authentication server information, global device/subnet filter
policies, user roles, and Cisco Clean Access configuration.

¢ Local administration settings are set in the CAS management pages of the admin console and
apply only to that Clean Access Server. These include CAS network settings, SSL certificates, VPN
concentrator integration, DHCP and 1:1 NAT configuration, IPSec key changes, local traffic control
policies, and local device/subnet filter policies.
The global or local scope of a setting is indicated in the Clean Access Server column in the web admin
console, as shown in Figure 1-4.
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Global vs. Local Administration Settings

Figure 1-4 Scope of Settings
[ Reset View ] [ View ] ClearE
Certified [
Clean Access Server] —MAC Address | ser ] prov]
GLOBAL 00:11:5B:22:27:CF exempt exerr

Scope

indicators GLOBAL 00:0F:1F:1E:C5:28 exempt exerr
GLOBAL 00:0C:76:0E:1E:28 exempt exerr
192.168.0.100 00:0B:DB:DC:8F:AB userl Local

¢ GLOBAL — The entry was created using a global form in the CAM web admin console and applies
to all Clean Access Servers in the CAM’s domain.

e <IP Address> — The entry was created using a local form from the CAS management pages and
applies only for the Clean Access Server with this IP address.

In most cases, global settings are added, edited, and deleted from the global forms used to create them,
and local settings are added, edited, and deleted from the local forms used to create them.

Some pages may display global settings (referenced by GLOBAL) and local settings (referenced by IP
address) for convenience. Usually, the local settings may be edited or deleted from the global pages but
can be added only from the local CAS management pages for a particular CAS.

Priority of Settings

Global (defined in CAM for all CASes) and local (CAS-specific) settings often coexist on the same CAS.
If a global and local setting conflict, the local setting always overrides the global setting. Note the
following:

e For device/subnet filter policies (in which authentication requirements can be bypassed), local
(CAS-specific) settings override global (CAM) settings.

e For other settings, such as traffic control policies, the priority of the policy (higher or lower)
determines which global or local policy is enforced.

¢ Some features must be enabled on the CAS first (via the CAS management pages) before being
configured in the CAM, for example:

— L3 support for the Clean Access Agent (for multi-hop L3 deployments)
— Bandwidth Management
— Use of VPN policy between CAS and users in user role

¢ C(Clean Access requirements and network scanning plugins are configured globally from the CAM
and apply to all CASes.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CHAPTER

Planning Your Deployment

This chapter discusses planning considerations for deploying the software. Topics include:
e Overview, page 2-1
e Clean Access Server Operating Modes, page 2-1
e Central Versus Edge Deployment, page 2-6

Before installing the Clean Access Server (CAS), you should consider how the Clean Access Server will
fit into your existing network:

¢ Choose the operating mode for the Clean Access Server—The operating mode determines the
services the Clean Access Server will provide. For example, the CAS can operate as a bridge
between the untrusted and trusted network, or it can operate as a gateway for the untrusted network.

¢ Deploy the Clean Access Server centrally or at the edge of your network.

This chapter describes operating modes and deployment options for the Clean Access Server. It also
provides an overview of how the deployment options affect configuration of the Clean Access Server as
well as any external elements in your network, such as routers.

Clean Access Server Operating Modes

The Clean Access Server can operate in one of the following in-band (IB) or out-of-band (OOB) modes:

e IB Virtual Gateway (L2 transparent bridge mode) — Operates as a bridge between the untrusted
network and an existing gateway, while providing IPSec, filtering, and other services.

¢ IB Real-IP Gateway — Operates as the default gateway for the untrusted network.

e IB NAT Gateway (for testing only)— Operates as an IP router/default gateway and performs NAT
(Network Address Translation) services for the untrusted network.

¢ OOB Virtual Gateway (L2 transparent bridge mode)— Operates as a Virtual Gateway during
authentication and certification, before the user is switched out-of-band (i.e., the user is connected
directly to the access network).

e OOB Real-IP Gateway — Operates as a Real-IP Gateway during authentication and certification,
before the user is switched out-of-band (i.e., the user is connected directly to the access network).

[ oL-9040-01
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M Clean Access Server Operating Modes

e OOB NAT Gateway (for testing only)— Operates as a NAT Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the access
network).

S

Note  NAT Gateway mode is primarily intended to facilitate testing, as it requires the least amount of
network configuration and is easy to initially set up. However, because NAT Gateway is limited
in the number of connections it can handle, NAT Gateway mode (in-band or out-of-band) is
NOT supported for production deployment. Cisco Clean Access release 3.6(x) uses ports
20000-65535 (45536 connections) for NAT Gateway mode.

The Clean Access Manager can control both in-band and out-of-band CASes in its domain. However,
the Clean Access Server itself must be either in-band or out-of-band.

For more information on OOB configuration in the CAM, see the Cisco Clean Access Manager
Installation and Administration Guide. The following sections further describe each CAS operating
mode.

Real-IP Gateway

In the Real-IP Gateway configuration, the Clean Access Server operates as the default gateway for
untrusted network (managed) clients. All traffic between the untrusted and trusted network passes
through the Clean Access Server, which applies the IP filtering rules, access policies, and any other
traffic handling mechanisms you configure.

Figure 2-1 Real-IP Gateway Configuration

10.1.2.1 ¢ 192.168.12.6 trusted
_— network

Clean Access Server

When using the Clean Access Server as a Real-IP Gateway, you need to specify the IP addresses of its
two interfaces: one for the trusted side and one for the untrusted side. The two addresses should be on
different subnets. The Clean Access Server can manage one or more subnets, with its untrusted interface
acting as a gateway for the managed subnets. For details on setting up managed subnets, see Configuring
Managed Subnets or Static Routes, page 4-13.

The Clean Access Server does not advertise routes. Instead, static routes must be added to the next hop
router indicating that traffic to the managed subnets must be relayed to the Clean Access Server’s trusted
interface.

Additionally, when the Clean Access Server is in Real-IP Gateway mode, it can act as a DHCP server
or relay. With DHCP server functionality enabled, the CAS provides the appropriate gateway
information to the clients, that is, the appropriate gateway IP held by the CAS for the particular managed
subnet. If the CAS is working as a DHCP relay, then the DHCP server must be configured to provide the
managed clients with the appropriate gateway information (that is, the appropriate gateway IP held by
the CAS for the particular managed subnet). For further details, refer to Configuring Managed Subnets
or Static Routes, page 4-13 and Chapter 5, “Configuring DHCP”.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Virtual Gateway

In Virtual Gateway deployment, the Clean Access Server operates as a standard Ethernet bridge, but

Clean Access Server Operating Modes

with the added functionality provided by the IP filter and IPSec module. This configuration is typically
used when the untrusted network already has a gateway and you do not wish to alter the existing

configuration.

For example, if there are two untrusted subnets, 10.1.1.0/24 and 10.1.2.0/24, with gateways 10.1.1.1 and
10.1.2.1, respectively, the CAS in Virtual Gateway mode is deployed between the untrusted subnets and

their gateways (Figure 2-2). The untrusted subnets are configured as “Managed Subnets” in the CAS.

Note especially that:

e The CAS needs to have an IP address on each managed subnet.

e Traffic from clients must pass through the CAS before hitting the gateway.

Figure 2-2
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e ¢ethO and eth1 of the Clean Access Server can have the same IP address.

e All end devices in the bridged subnet must be on the untrusted side of the CAS.
e The CAS should be configured for DHCP forwarding.

e Make sure to configure managed subnets for the CAS. For the example in Figure 2-2, you would

configure two managed subnets:
- 10.1.1.2/255.255.255.0 1001
- 10.1.2.2/255.255.255.0 1002

When the CAS is an Out-of-Band Virtual Gateway, the following also applies:
e The CAS and CAM must be on different VLANSs.
e The CAS should be on a different VLAN than the user or Access VLANSs.

[ oL-9040-01
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W NAT Gateway

A
Note e For Virtual Gateway (In-Band or OOB), it is recommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM via the web console.

e For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > VLAN Mapping.
See Configure VLAN Mapping for Out-of-Band, page 4-22.

NAT Gateway

In the NAT Gateway configuration, the Clean Access Server functions similarly to the Real-IP Gateway
configuration, but adds Network Address Translation (NAT) services. With NAT, clients are assigned
IP addresses dynamically from a private address pool. The Clean Access Server performs the translation
between the private and public addresses as traffic is routed between the untrusted (managed) and
external network. The Clean Access Server supports standard, dynamic NAT and 1:1 NAT. In 1:1 NAT,
there is a one-to-one correlation between public and private addresses. With 1:1 NAT, you can map port
numbers as well as IP addresses for translation.

N

Note  NAT Gateway mode (In-Band or Out-of-Band) is not supported for production deployment.

CAS Operating Mode Summary

Table 2-1 summarizes the features and advantages for each operating mode.

Table 2-1 CAS Operating Mode Summary
CAS Type Features Advantages
Virtual Gateway e CAS acts like a bridge for the managed e CAS acts in an unobtrusive manner.
network e Good you do not want to modify the existing
e CAS acts as a DHCP passthrough. network.
e There is no need to define static routes on the
main router.
Real-IP Gateway e CAS acts as a gateway for the managed e Good for situations in which a new subnet
subnet. can be used for the managed network.
e CAS is designated as a static route for the e Clients are assigned real IP addresses.
managed subnet. e Takes advantage of the CAS’s advanced
e CAS can perform DHCP services, or act as a DHCEP services.
DHCP relay.
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Table 2-1 CAS Operating Mode Summary

NAT Gateway W

CAS Type

Features

Advantages

NAT Gateway

CAS performs NAT (Network Address
Translation) or PAT (Port Address
Translation) services, so that clients can use
private addresses

Performs DHCP address allocation for
managed clients.

All traffic originating from managed clients
appears on the trusted side as originating
from the Clean Access Server.

e Allows the use of a private address range for
managed clients.

e Setup is easy: does not involve setting up
routes or creating subnets.

¢ Only requires two IP addresses.

OOB Virtual

CAS acts like a bridge for the managed

e Once successfully logged on, user traffic

Gateway network only during the authentication, bypasses the CAS and traverses the switch
posture assessment and remediation process. ports directly.
® CAS acts as a DHCP passthrough for e Usercanbelogged out viarole-based session
Authentication VLAN. timer or link-down SNMP traps.
e Can be deployed in Edge or Core (central)
switches.
e No need to bounce client ports.
e Recommended configuration if sharing ports
between IP phones and PCs.
OOB Real-IP e CAS acts as an inline L3 router for the e Clients are assigned real IP addresses.
Gateway managed network only during the

authentication, posture assessment and
remediation process.

CAS can perform DHCP services, or act as a
DHCEP relay.

User obtains DHCP address from
Authentication VLAN.

L3 Switch/router configuration: Configure
CAS as default gateway for managed
subnets.

e Once successfully logged on, user traffic
bypasses the CAS and traverse the switch
ports directly.

e Need to bounce interface for client to acquire
new DHCP address from Access VLAN.

OOB NAT Gateway

CAS acts as an inline L3 router for the
managed network only during the
authentication, posture assessment and
remediation process.

CAS can perform DHCP services, or act as a
DHCP relay.

User obtains DHCP address from
Authentication VLAN.

Allows private address range via NAT
configuration.

L3 Switch/router configuration: Turn off
routing for managed network on L3 Switch
or router

e Clients are assigned NAT IP addresses while
on Authentication VLAN.

¢ Once successfully logged on, user traffic
bypasses the CAS and traverses the switch
ports directly.

e Need to bounce interface for client to acquire
new DHCP address from Access VLAN.
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Central Versus Edge Deployment

The Clean Access Server can be deployed either centrally or at the edge of your network. A central
deployment reduces the number of Clean Access Servers you need to deploy, facilitating management
and scalability. In a central deployment, the Clean Access Server can be configured to perform either
routing or bridging for the untrusted network.

Cisco Clean Access allows you to achieve multi-hop L3 deployment if you want to move the CAS
several hops away from users.

Routed Central Deployment (L2)

In a routed central deployment, the Clean Access Server is configured to act as the Real-IP Gateway for
each of the subnets that you wish to manage.

Deployment Steps
The specific steps to deploy a centrally routed Clean Access Server in a typical network include:

1. Turn off routing on your existing Layer 3 switch or router for the subnets that you wish to manage
through the CAS.

2. Configure the untrusted interface of the CAS to be the gateway for the managed subnets.
3. Configure the default gateway of the CAS’s trusted interface to be the L3 switch or the router.

4. Add static routes on the L3 switch or router to route traffic for the managed subnets to the CAS's
trusted interface.

5. If using your own DHCP server, modify its configuration so that the default gateway address that
the DHCP server passes to clients with the lease is the address of the CAS’s untrusted interface.

In a VLAN-enabled environment, multiple VLANSs are trunked through a single Clean Access Server.
Aggregating multiple VLANs—organized by location, wiring, or shared needs of users—through a
single CAS (by VLAN trunking) can help to simplify your deployment. Figure 2-3 shows a
centrally-routed deployment:
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Figure 2-3 Routed Central Deployment in a VLAN-Enabled Network
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Multi-Hop L3 Deployment

You can choose to deploy the CAS either closer to the edge of the network or several hops away from
the network. With centralized L3 deployment, the CAS(es) may be placed several hops away from users.
Multi-hop L3 deployment allows:

e Easier deployment. The CAS(es) are deployed between routers, spanning VLANS is not necessary
and fewer CASes are needed.

e Not every packet has to go through the CAS. User traffic only needs to traverse the CAS for trusted
network access.

However, note that Cisco Clean Access policies are enforced at the CAS only. Traffic which does not
reach the CAS is not subject to policy enforcement.

Deployment Steps

The specific steps to deploy a centrally routed Clean Access Server in a typical network include:

1. Enable L3 on the CAS by going to Device Management > CCA Servers > Manage [CAS_IP] >
Network and clicking the checkbox for “Enable L3 support for Clean Access Agent”

2. Use static routes instead of managed subnets (remove managed subnets if they already exist).

3. Set the Discovery Host field under Device Management > Clean Access > Clean Access Agent >
Distribution.

4. If enabling the L3 multi-hop feature for VPN concentrator integration, perform all the configuration
described in Chapter 7, “Integrating with Cisco VPN Concentrators.”

Bridged Central Deployment

In a central deployment with the Clean Access Server configured as a bridge (Virtual Gateway), VLAN
trunks are used to aggregate the traffic from the managed subnets to the CAS before being forwarded to
their respective gateways on the L3 switch or router.

To ensure that no path exists from the clients to the gateway, it is recommended that you deploy a switch
that aggregates all VLANS to the untrusted interface of the CAS, while the trusted interface of the CAS
is directly connected to the L3 switch or the router, as shown in Figure 2-4. Note that the Clean Access
Server interfaces will be connected to trunked ports and should provide VLAN passthrough.

Figure 2-4 Bridged Central Deployment in a VLAN-Enabled Network
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Central Versus Edge Deployment W

While central deployment has advantages in terms of reducing the number of required Clean Access
Servers, a central deployment is not always possible. For example, if using gigabit throughput to your
network’s edge, an edge deployment is required. In edge deployment, the Clean Access Server is placed
between each managed subnet and router in the network, as illustrated in Figure 2-5. This allows the
Clean Access Server to continue to capture MAC addresses for the devices to be managed. In edge
deployment, the CAS can act as either a Virtual Gateway or a Real-IP Gateway.

Figure 2-5 Edge Deployment
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Overview

Step 1

Step 2

Step 3
Step 4

Step 5

CHAPTER

Installing the Clean Access Server NAC
Appliance

This chapter describes how to install the Clean Access Server (CAS). Topics include:
e Overview, page 3-1
e Set Up the Clean Access Server NAC Appliance, page 3-2
e Access the CAS Over a Serial Connection, page 3-5
e Virtual Gateway Mode Connection Requirements, page 3-4
e Install the Clean Access Server Software from CD-ROM, page 3-7
e Perform the Initial Configuration, page 3-9
e Using the Command Line Interface, page 3-17
e CAM/CAS Connectivity Across a Firewall, page 3-18
e Configuring the CAS Behind a NAT Firewall, page 3-18
e Troubleshooting the Installation, page 3-19

The Clean Access Server is distributed as software you can install to a dedicated server machine (the
software is installed with a hardened Linux kernel). If you received the Clean Access Server on the
distribution CD-ROM, you will need to install it on the target machine as follows:

Physically connect the server machine to the network. If intending to configure the CAS in Virtual
Gateway mode, see Virtual Gateway Mode Connection Requirements, page 3-4.

Connect a monitor and keyboard to the server machine, or connect to the machine from a workstation by
serial cable.

For the CD-ROM installation, mount the CD-ROM and run the installation program.

Perform the initial configuration. For CD-ROM installation, the initial configuration is part of the
installation sequence.

Add the Clean Access Server to the list of managed servers in the Clean Access Manager, as described
in the Cisco Clean Access Manager Installation and Administration Guide.

[ oL-9040-01
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Step6  Configure the Clean Access Server using the Clean Access Manager web administration console.

These steps are described in the following sections. When finished, you will be able to administer the
Clean Access Server through the Clean Access Manager’s web admin console.

Tip Install the Cisco Clean Access Server(s) first, prior to installing the Clean Access Manager, to quickly
continue to web admin console configuration after Clean Access Manager installation. See the Cisco
Clean Access (NAC Appliance) Manager Installation and Administration Guide for details on CAS
configuration.

Note e The Clean Access Server does not advertise routes. Instead, static routes must be added to the next
hop router indicating that traffic to the managed subnets must be relayed to the Clean Access
Server’s trusted interface.

e Additionally, when the Clean Access Server is in Real-IP Gateway mode, it can act as a DHCP
Server or DHCP Relay. With DHCP functionality enabled, the CAS provides the appropriate
gateway information (that is, the CAS’s untrusted interface IP address) to the clients. If the CAS is
working as a DHCP Relay, then the DHCP server in your network must be configured to provide the
managed clients with the appropriate gateway information (that is, the Clean Access Server's
untrusted interface IP address).

Set Up the Clean Access Server NAC Appliance

These instructions describe how to set up the Clean Access Server on the CCA-3140-H1 Cisco Clean
Access NAC Appliance server hardware. If you are using different hardware, the connectors on your
machine may not match those shown. If needed, refer to the documentation that came with your server
machine to find the serial and Ethernet connectors equivalent to those described here.

1. The Clean Access Server machine uses one of the two 10/100/1000BASE-TX interface connectors
on the back panel. Connect the network interface (number 7 in Figure 3-3) on the server machine to
your local area network (LAN) with a CATS5 Ethernet cable.

2. Connect the power by plugging one end of the AC power cord into the back of the server machine
and the other end into an electrical outlet.

3. Power on the server machine by pressing the power button on the front of the server. The diagnostic
LEDs will flash a few times as part of an LED diagnostic test. Status messages are displayed on the
console as the server boots up.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 3-1 Front View— CCA-3140-H1
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~

Note

3 |Thumbscrews for the PCIriser board (10 |Video port (blue)
assembly

4 |Low profile 64-bit/133 MHz PCI-X |11 |Serial port (teal)
riser board slot cover

5 |Standard height/ full-length 12 |PS/2 keyboard port (purple)
64-bit/133 MHz PCI-X riser board
slot cover

6 |Power supply cable socket 13 |PS/2 mouse port (green)

7 |GbE LAN ports for NIC 1 (ethO) on |14 |10/100 Mbps LAN port for [IPMI management (RJ-45)
the left-hand side and NIC 2 (eth1)
on the right-hand side (RJ-45).

The CCA-3140-H1 Cisco Clean Access NAC Appliance is based on the HP ProLiant DL140 G2 server.

Virtual Gateway Mode Connection Requirements

If intending to configure the Clean Access Server in Virtual Gateway mode (IB or OOB), you must
disable or unplug the untrusted interface (ethl) of the CAS until after you have added the CAS to the
CAM from the web admin console. Keeping the eth1 interface connected while performing initial
installation and configuration of the CAS for Virtual Gateway mode can result in network connectivity
issues.

When setting up a CAS in Virtual Gateway mode, you specify the same IP address for the trusted (eth0O)
and untrusted (eth1) network interfaces during the initial installation of the CAS via CLI. At this point
in the installation, the CAS does not recognize that it is a Virtual Gateway. It will attempt to connect to
the network using both interfaces, causing collisions and possible port disabling by the switch.
Unplugging or disabling the untrusted interface until after adding the CAS to the CAM in Virtual
Gateway mode prevents these connectivity issues. Once the CAS has been added to the CAM in Virtual
Gateway mode, you can re-enable or reconnect the untrusted interface.

To disable the untrusted (ethl) interface of the Clean Access Server machine, use the following steps:
1. Use the CLI to configure the CAS.
2. Shut down the eth1(untrusted) interface of the CAS using the following command:

ifconfig ethl down

3. Physically connect the ethO and ethl interfaces of the CAS to the network.

4. Add the CAS to the CAM in the CAM web console under Device Management > CCA Servers >
New Server, as described in Add the CAS to the CAM, page 4-2.

5. Manage the CAS by accessing the CAS management pages, via Device Management > CCA
Servers > List of Servers > Manage [CAS_IP_address] as described in Navigating the CAS
Management Pages, page 4-6.

6. Configure VLAN mapping (for Central Deployment only) using Device Management > CCA
Servers > List of Servers > Manage [CAS_IP_address] > Advanced > VLAN Mapping
as described in VLAN Mapping in Virtual Gateway Modes, page 4-21.

7. Go to the CLI of the CAS, and re-enable the eth1 interface using the following command:

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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ifconfig ethl up

Access the CAS Over a Serial Connection

Note

Note

To install the Clean Access Server software from the CD-ROM or to perform its initial configuration,
you will need to access the server machine’s command line. This can be done in one of two ways:

1. Connect a monitor and keyboard directly to the machine via the keyboard connector and video
monitor/console connector on the back panel, or

2. Connect a serial cable from an external workstation (PC/laptop) to the server machine and open a
serial connection using terminal emulation software (such as HyperTerminal or SecureCRT) on the
external workstation.

This section describes how to access the server machine over a serial connection.

The steps described here for accessing the server directly through a serial connection can be used later
for troubleshooting. If the server cannot be reached through the web admin console, you can serially
connect to the server to restore the server to a reachable state, usually by correcting its network settings.

To use a serial connection, first connect the computer you will be using as the workstation to an available
serial port on the server machine with a serial cable.

If the server is already configured for high availability, its serial port may already be in use for the peer
connection. In this case, the computer needs to have at least two serial ports to be able to manage the
server over a serial connection. If it does not, you have the option of freeing the serial port by using an
Ethernet connection for the peer connection. For more information, see Chapter 12, “Implement High
Availability (HA) Mode.”

After physically connecting the workstation to the server, you can access the serial connection interface
using any terminal emulation software. The following steps describe how to connect using Microsoft®
HyperTerminal. If you are using different software, the steps may vary.

Set Up the Terminal Emulation Console Connection

The following steps describe how to connect using Microsoft® HyperTerminal. If you are using different
software, the steps may vary.

1. Open the HyperTerminal window by clicking Start > Programs > Accessories > Communications
> HyperTerminal

[ oL-9040-01
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2. Give any name to the session and click OK:

Connection Description ﬂﬂ

& Mew Connection

Enter a name and choose an icon for the connection:

Mame:

IEIean Acocess Server Serial Connection

()8 I Cancel |

3. In the Connect using dropdown list, choose the COM port on the workstation to which the serial
cable is connected, generally either com1 or com2 and click OK.

MW Clean Access Server Senial Cormection

Enter details for the phone number that you want to dial:

Country/region: IUnited States of America [1] j

Area code: |1

Phone number: I

Comest using: [EETTERMRGRG——E - |
()8 I Cancel |

4. Configure the Port Settings as follows:
— Bits per second - 9600
— Data bits — 8
— Parity — None
— Stop bits — 1
- Flow control — None

5. Go to File > Properties, or click the Properties icon ( EF') to open the Properties dialog for the
session. Change the Emulation setting to:

— Emulation- vT100
You should now be able to access the command interface for the server. You can now:
¢ Install the Clean Access Server Software from CD-ROM, page 3-7
e Perform the Initial Configuration, page 3-9

e If you already performed the initial installation, but need to modify the original settings, you can log
in as user root and run the service perfigo config command.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Install the Clean Access Server Software from CD-ROM

This section describes how to install the software from the distribution CD-ROM. It is assumed that you
have already connected the server to the network, as described in Set Up the Clean Access Server NAC
Appliance, page 3-2 and are working on the server either directly from a console or from terminal
emulation software over a serial connection, as described in Access the CAS Over a Serial Connection,
page 3-5

A

Caution  The Clean Access Server software is not intended to coexist with other software or data on the target
machine. The installation process formats and partitions the target hard drive, destroying any existing
data or software on the drive. Before starting the installation, make sure that the target computer does
not contain any data or applications that you need to keep.

Custom Installation

If installing Cisco Clean Access software on a server that requires custom installation, follow the
“Custom Installation” instructions in the Supported Server Configurations and System Requirements for
Cisco Clean Access (NAC Appliance) first before starting the CD installation:

http://www.cisco.com/en/US/products/ps6128/products_device_support_table09186a008043a8d9.html

CD Installation Steps

The entire installation process, including the configuration steps described in Perform the Initial
Configuration, page 3-9 should take about 15 minutes.

1. Insert the distribution CD-ROM that contains the Clean Access Server .iso file into the CD-ROM
drive of the target server machine.

2. Reboot the machine. The Cisco Clean Access Installer welcome screen appears after the machine
restarts:

Cisco Clean Access Installer (C) 2006 Cisco Systems, Inc.
Welcome to the Cisco Clean Access Installer!
- To install a Cisco Clean Access device, press the <ENTER> key.

- To install a Cisco Clean Access device over a serial console,
enter serial at the boot prompt and press the <ENTER> key.

boot:

3. At the “boot:” prompt, either:

— Type serial and press enter in the terminal emulation console if you are accessing the target
machine over a serial connection, or

— Press the enter key if your monitor and keyboard are directly connected to the target machine, or

— Type custom if your server hardware requires custom installation. Follow the Custom
Installation instructions first to create the appropriate diskettes before starting CD installation.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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A

4. For release 3.6(x), the Package Group Selection screen appears next to prompt you to choose CCA
Manager software installation or CCA Server software installation. At the following screen prompt,
choose cca server and select ok to begin the installation. Use the space bar and the “+” and “-”
keys to select the appropriate type. Use the Tab key to tab to the OK field, and press the Enter key
when done to start the installation of the package type selected.

Welcome to Cisco Clean Access
++ Package Group Selection ++

Total install size: 606M

| \
| |
| |
| [ ] CCA Manager #

| [ 1 CCA Server #

| # |
| # \
| # |
| # |
| # \
| # |
| |
| +———— P + |
| | OK | | Back | |
| 4t fmm + \
| \
| |
T ——— +

<Space>, <+>,<-> selection | <F2> Group Details <F12> next screen

Caution

Note

Note

With release 3.6(0)+, only one CD is used for installation of the Clean Access Server or Clean Access
Manager software. The installation script does NOT automatically detect or select CAS or CAM
installation for the target server. You MUST select the appropriate type, either CAS or CAM, for the
target machine on which you are performing installation. Do NOT select either both packages or no
packages.

Do not select the “Back” option from the Package Group Selection screen.

5. The Clean Access Server Package Installation then executes. The installation takes a few minutes.
When finished, the welcome screen for the Clean Access Server quick configuration utility appears,
and a series of questions prompt you for the initial server configuration, as described in the next
section, Configuration Utility Script, page 3-9.

If after installation you need to reset the configuration settings for the Clean Access Server (such as the
eth0 IP address), you can modify these values by connecting to the Clean Access Server machine serially
or via SSH and running the service perfigo config command. See Configuration Utility Script, page
3-9 for details.

Most other settings can also be modified later from the web admin console.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Perform the Initial Configuration

When installing the Clean Access Server from CD-ROM, the Configuration Utility Script automatically
appears after the software packages install to prompt you for the initial server configuration.

N

Note

If necessary, you can always manually start the Configuration Utility Script as follows:

1.

Over a serial connection or working directly on the server machine, log onto the server as user root
with default password cisco123.

Run the initial configuration script by entering the following command:

service perfigo config

You can run the service perfigo configcommand to modify the configuration of the server if it cannot
be reached through the web admin console. For further details on CLI commands, see Using the
Command Line Interface, page 3-17.

Configuration Utility Script

1.

The configuration utility script suggests default values for particular parameters. To configure the
installation, either accept the default value or provide a new one, as described below.

After the software is installed from the CD and package installation is complete, the welcome script
for the configuration utility appears:

Welcome to the Cisco Clean Access Server quick configuration utility.

Note that you need to be root to execute this utility.

The utility will now ask you a series of configuration questions.
Please answer them carefully.

The script first asks for settings for the trusted interface (ethO). The trusted interface is the interface
to the protected, backend network.
Configuring the network interfaces:

Please enter the IP address for the interface eth0 [10.0.2.15]: 10.201.240.12
You entered 10.201.240.12 Is this correct? (y/n)? [yl vy

At the prompt, type the ethO IP address of the CAS and press Enter. At the confirmation prompt,
type ¥ to accept the entry or type n to change it and enter another address for the trusted ethQ
network interface. When prompted, press Enter to confirm the value.

Type the subnet mask of the ethO interface or press Enter to accept the default of 255.255.255.0.
Confirm the value at when prompted.

Please enter the netmask for the interface eth0 [255.255.255.0]:

You entered 255.255.255.0, is this correct? (y/n)? [v]

Specify the default gateway address for the trusted interface and press Enter. Confirm the value at
when prompted.

Please enter the IP address for the default gateway [10.201.240.17]:
You entered 10.201.240.1 Is this correct? (y/n)? [yl

[ oL-9040-01
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6. Specify VLAN ID passthrough behavior. At the prompt, type n and press Enter (or just press Enter)
to accept the default behavior (VLAN passthrough is disabled and VLAN IDs are stripped from
traffic passing through the interface) or enter y to enable VLAN ID passthrough for traffic passing
from the trusted network to the untrusted network.

[Vlan Id Passthrough] for packets from eth0 to ethl is disabled.
Would you like to enable it? (y/n)? [n]

By default, the VLAN ID is not passed through, that is, the VLAN ID is stripped from packets
passed through the CAS, as illustrated in Figure 3-4. The IDs are retained by the Clean Access

Server and attached to response messages passed from the untrusted network back to the trusted
network.

Figure 3-4 VLAN ID Termination
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Figure 3-5 VLAN ID Passthrough
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Note e In most cases, enabling VLAN passthrough is not needed. Only enable passthrough if you are sure
you need it. If you choose not to enable it at this time, you can change the option later in the web
console or using the service perfigo config utility.

e Faulty VLAN settings can render the Clean Access Server unreachable from the Clean Access
Manager, so use caution when configuring VLAN settings.

7. Specify Management VLAN Tagging behavior at the next prompt. Type w~ and press Enter (or just
press Enter) to keep Management VLAN tagging disabled (default), or type ¥ and press Enter to
enable Management VLAN tagging and type the VLAN ID to use.

[Management Vlan Tagging] for egress packets of eth0 is disabled.
Would you like to enable it? (y/n)? [n]

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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A Management VLAN identifier is a default VLAN identifier that is added to a packet if it does not
have its own VLAN identifier or if the identifier was originally stripped by the adjacent interface.
The setting at the prompt applies to traffic passing from the untrusted network to the trusted
network.

Figure 3-6 EthO Egress Packets with Management VLAN ID Tagging

I
Untrusted network ~ Trusted network

packet Clean Access
@ Server @
> 5 gm
m mak s N
Mgmt
ID

In most cases, enabling Management VLAN tagging is not needed. You should only enable it if you
are sure it is necessary. If you choose not to enable it at this time, you can change the option later in
the web console or using service perfigo config utility.

Also note that faulty VLAN settings can render the Clean Access Server unreachable from the Clean
Access Manager, so be sure to use care when configuring VLAN settings.

10.

1.

Next configure the untrusted interface. This is the interface to the untrusted (managed) network. At
the prompt type the address you want to use for the untrusted interface (eth1) and press Enter. Unless
deploying the Clean Access Server in a bridge (Virtual gateway) configuration, the trusted and
untrusted interfaces must be on separate subnets. Confirm the value when prompted.

Please enter the IP address for the untrusted interface ethl [192.168.0.11]:
You entered 192.168.0.1 Is this correct? (y/n)? [v]

Type the subnet mask of the ethl interface or press Enter to accept the default of 255.255.255.0.
Confirm the value at when prompted.

Please enter the netmask for the interface ethl [255.255.255.0]: 255.255.0.0
You entered 255.255.0.0, is this correct? (y/n)? [yl
Enter the default gateway address for the untrusted interface:

— [If the Clean Access Server will act as a Real-IP gateway or NAT gateway, this should be the IP
address of the CAS’s untrusted interface ethl.

— If the Clean Access Server will act as a Virtual gateway (i.e., a bridge), this can be the same
default gateway address used for the trusted side.

Please enter the IP address for the default gateway [192.168.0.1]:
You entered 192.168.0.1 Is this correct? (y/n)? [yl

Specify VLAN passthrough behavior for traffic passing from the untrusted to the trusted network.
At the prompt, type n and press Enter (or just press Enter) to accept the default behavior (disabled)
or enter y to enable VLAN ID passthrough for traffic from the untrusted network.

[Vlan Id Passthrough] for packets from ethl to ethO is disabled.
Would you like to enable it? (y/n)? [n]

[ oL-9040-01
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Figure 3-7 VLAN ID Passthrough
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12. At the next prompt, specify Management VLAN Tagging behavior for traffic passing from the

trusted to the untrusted network. Type w and press Enter (or just press Enter) to keep Management
VLAN tagging disabled (default), or type ¥ and press Enter to enable Management VLAN tagging
and type the VLAN ID to use.

[Management Vlan Tagging] for egress packets of ethl is disabled.
Would you like to enable it? (y/n)? [n]

Figure 3-8 Eth1 Egress Packets with Management VLAN ID Tagging

I
Untrusted network ~ Trusted network

Clean Access packet
@ Server @
Mgmt = 5
- [ at 2N\
Mgmt
ID

\
13. Specify the host name for the Clean Access Server (caserver is the default). Type and confirm the
address when prompted:

Please enter the hostname [caserver]: caserverlO
You entered caserverl0 Is this correct? (y/n)? [v]

14. Specify the IP address of the Domain Name System (DNS) server in your environment. Type and
confirm the address when prompted:

Please enter the IP address for the name server: [172.68.226.120]:
You entered 172.68.226.120 Is this correct? (y/n)? [v]

15. The Clean Access Manager and Clean Access Servers in a deployment authenticate each other
through a shared secret. The shared secret serves as an internal password for the deployment. Type
and confirm the shared secret when prompted:

The shared secret used between Clean Access Manager and Clean Access Server is the
default string: ciscol23.

This is highly insecure. It is recommended that you choose a string that is unique to
your installation.

Please enter the shared secret: ciscol23
You entered: ciscol23
Is this correct? (y/n)? [yl

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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A

Caution  The shared secret must be the same for the Clean Access Manager and all Clean Access Servers in the
deployment. If they have different shared secrets, they cannot communicate.

16. Specify time settings for the Clean Access Server.

a. Choose the timezone location from the continents and oceans list. Type the number next to your
location on the list, such as 2 for the Americas, and press enter. Enter 11 to enter the time zone
in Posix TZ format, such as gsT-10.

>>> Configuring date and time:

The timezone is currently not set on this system.
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.
1) Africa
2) Americas
Antarctica
Arctic Ocean
Asia

Australia
Europe
Indian Ocean

W 0w J o Ul W

)
)
)
) Atlantic Ocean
)
)
)

0) Pacific Ocean
1) none - I want to specify the time zone using the Posix TZ format.
#?2 2

1
1
b. Choose a country for the chosen timezone. Select your country from the country list, such as 45

for the United States, and press Enter.

Please select a country.

1) Anguilla 18) Ecuador 35) Paraguay

2) Antigua & Barbuda 19) E1 Salvador 36) Peru

3) Argentina 20) French Guiana 37) Puerto Rico

4) Aruba 21) Greenland 38) St Kitts & Nevis

5) Bahamas 22) Grenada 39) St Lucia

6) Barbados 23) Guadeloupe 40) St Pierre & Miquelon
7) Belize 24) Guatemala 41) St Vincent

8) Bolivia 25) Guyana 42) Suriname

9) Brazil 26) Haiti 43) Trinidad & Tobago
10) Canada 27) Honduras 44) Turks & Caicos Is
11) Cayman Islands 28) Jamaica 45) United States
12) Chile 29) Martinique 46) Uruguay
13) Colombia 30) Mexico 47) Venezuela
14) Costa Rica 31) Montserrat 48) Virgin Islands (UK)
15) Cuba 32) Netherlands Antilles 49) Virgin Islands (US)
16) Dominica 33) Nicaragua
17) Dominican Republic 34) Panama
#? 45

c. If the country contains more than one time zone, time zone regions for the country appear.
Choose the appropriate time zone region from the list and press enter (for example, 16 for
Pacific Time).

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Standard Time - Indiana - most locations
6) Eastern Standard Time - Indiana - Crawford County

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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7) Eastern Standard Time - Indiana - Starke County

8) Eastern Standard Time - Indiana - Switzerland County
9) Central Time

10) Central Time - Michigan - Wisconsin border

11) Central Time - North Dakota - Oliver County

12) Mountain Time

13) Mountain Time - south Idaho & east Oregon

)
)
)
)
)
)
)
14) Mountain Time - Navajo
)
)
)
)
)
)
)
)

15) Mountain Standard Time - Arizona

16) Pacific Time

17) Alaska Time

18) Alaska Time - Alaska panhandle

19) Alaska Time - Alaska panhandle neck
20) Alaska Time - west Alaska

21) Aleutian Islands

22) Hawaii

#? 16

Confirm your choices or cancel your choices and start over, by entering 1 to confirm or 2 to start
over.

The following information has been given:

United States
Pacific Time

Is the above information OK?

1) Yes
2) No
#?2 1

Updating timezone information...

17. Confirm the current date and time at the next prompt by pressing enter, or provide the correct date
and time in the format shown. Confirm the values when prompted.

Current date and time hh:mm:ss mm/dd/yy [04:08:29 02/15/06]: 18:08:29 02/15/06
You entered 18:08:29 02/15/06 Is this correct? (y/n)? [y]
Wed Feb 15 18:08:29 PST 2006

18. Press Enter to configure the temporary SSL certificate. The certificate secures the login exchange
between the Clean Access Server and untrusted (managed) clients. Configure the certificate as
follows:

a. Atthe following prompt, type the IP address or domain name for which you want the certificate

to be issued.

You must generate a valid SSL certificate in order to use the Clean Access Serv
er's secure web console.

Please answer the following questions correctly.

Information for a new SSL certificate:

Enter fully qualified domain name or IP: 10.201.240.12

For the organization unit name, enter the group within your organization that is responsible for
the certificate (for example, IT Or engineering).
Enter organization unit name: engineering

For the organization name, type the name of your company or organization for which you would
like to receive the certificate, and press enter.

Enter organization name: Cisco Systems

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Type the name of the city or county in which your organization is legally located, and press
enter.

Enter city name: San Jose

Enter the two-character state code in which the organization is located, such as CA or NY, and
press enter.

Enter state code: CA

Type the two-letter country code and press enter.

Enter 2 letter country code: US

A list of the values you entered appears. Press enter to accept the values or n to restart.

You entered the following:

Domain: 10.201.240.12

Organization unit: ga

Organization name: Cisco Systems

City name: San Jose

State code: CA

Country code: US

Is this correct? (y/n)? [yl

Generating SSL Certificate...

CA signing: /root/.tomcat.csr -> /root/.tomcat.crt:
CA verifying: /root/.tomcat.crt <-> CA cert
/root/.tomcat.crt: OK

Done

When you confirm your values, the certificate is generated and the Clean Access Server database is
initialized.

Now configure passwords on the CAS for the root user account (SSH users), and the CAS direct
access web console. The CAS web console gives you direct access to limited CAS-specific settings,
and is primarily used to set up High Availability. The specific passwords to set are as follows:

The first password is for the root user of the installed Linux operating system. You can use this
account when accessing the CAS over a serial connection.

For security reasons, it is highly recommended that you change the default
password for the root user.

User: root

Changing password for user root.

New UNIX password:

Next type the password for the aamin user for the CAS direct access web console. Note that
admin web user account is different than the admin Linux OS user account.

Would you like to change the default password for the web console admin user pas
sword? (y/mn)? [yl
Please enter an appropriately secure password for the web console admin user.

New password for web console admin:
Confirm new password for web console admin:
Web console admin password changed successfully.

20. If installing from the CD-ROM, press the Enter key to reboot the CAS when configuration is
complete:

Configuration is complete.
Done
Install has completed. Press <ENTER> to reboot.

[ oL-9040-01
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21. Ifrunning the service perfigo config configuration utility, run the following command to reboot
the server:

service perfigo reboot
The initial configuration is now complete. Once the Clean Access Manager is also installed and initially

configured, you can use the CAM web administration console to add the CAS to the CAM as described
in Chapter 4, “Clean Access Server Managed Domain.”

Important Notes for SSL Certificates

¢ You must generate the SSL certificate during CAS installation or you will not be able to access your
server as an end user.

e After CAM and CAS installation, make sure to synchronize the time on the CAM and CAS via the
web console interface before regenerating a temporary certificate on which a Certificate Signing
Request (CSR) will be based. For further details on the CAS, see:

— Synchronize System Time, page 11-17
— Manage CAS SSL Certificates, page 11-3

— For details on the CAM, see the Cisco Clean Access (NAC Appliance) Manager Installation and
Administration Guide.

e Before deploying the server in a production environment, you can acquire a trusted certificate from
a Certificate Authority to replace the temporary certificate (in order to avoid the security warning
that is displayed to end users during user login).

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Using the Command Line Interface

The Clean Access Manager web admin console allows you to perform most of the tasks required for
administering Cisco Clean Access deployment. However, in some cases you may need to access the
Clean Access Server configuration directly, for example if the web admin console is unavailable due to
incorrect network or VLAN settings. You can use the Cisco Clean Access command line interface (CLI)
to set basic operational parameters directly on the CAS.

To run the CLI commands, access the CAS using SSH and log in as user root (default password is
cisco123) If already serially connected to the server, you can run CLI commands from the terminal
emulation console after logging in as root (see Access the CAS Over a Serial Connection, page 3-5).
The format service perfigo <command> is used to enter a command from the command line. Table 3-1
lists the commonly used Cisco Clean Access CLI commands.

Table 3-1 CLI Commands
Command Description
service perfigo start Starts up the server. If the server is already running, a warning message

appears. The server must be stopped for this command to be used.

service perfigo stop Shuts down the Cisco Clean Access service.

service perfigo restart |Shuts down the Cisco Clean Access service and starts it up again. This is
used when the service is already running and you want to restart it.

Note service perfigo restart should not be used to test high
availability (failover). Instead, Cisco recommends “shutdown” or
“reboot” on the machine to test failover, or, if a CLI command is
preferred, service perfigo stop and service perfigo start

service perfigo reboot Shuts down and reboots the machine. You can also use the Linux reboot
command.

service perfigo config |Starts the configuration script to modify the server configuration. After
completing service perfigo config, you must reboot the server. For
instructions on using the script, see Perform the Initial Configuration,
page 3-9

service perfigo time Use to modify the time zone settings.
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CAM/CAS Connectivity Across a Firewall

The Clean Access Manager uses Java Remote Method Invocation (RMI) for parts of its communication
with the Clean Access Server, which means it uses dynamically allocated ports for this purpose. For
customer deployments that have firewalls between the CAS and the CAM, Cisco recommends setting up
rules in the firewall that allow communication between the CAS and CAM machines, that is, a rule that
allows traffic originating from the CAM destined to the CAS (and vice versa).

Table 3-2 shows the ports that are required to allow communication between the CAS and the CAM (per
version of Cisco Clean Access).

Table 3-2 Port Connectivity for CAM/CAS

CCA Version Required Ports

3.6(x) TCP ports 80, 443, 1099, and 8995~8996

3.5(x) TCP ports 80, 443, 1099, and 32768~61000 (usually 32768~32999 are sufficient) .

Configuring the CAS Behind a NAT Firewall

If deploying the Clean Access Server behind a firewall (there is a NAT router between CAS and CAM),
you will need to perform the following steps to make the CAS accessible:

1.

AR

© & N &

Connect to the CAS by SSH or use a serial console. Log in as root user.
Change directories to /perfigo/agent/bin/.

Edit the file startagent.

Locate the gava_opTs variable definition in the file.

Add -pjava.rmi.server.hostname=<caserverl_ hostname> to the variable, replacing
caserverl_hostname With the host name of the server you are modifying. For example:

JAVA_OPTS="-server
-Djava.util.logging.config.file=/perfigo/agent/conf/logging.properties
-Dperfigo.jmx.context= ${PERFIGO_SECRET} -Xms40m -Xmx40m -Xincgc
-Djava.rmi.server.hostname=caserverl”

Restart the CAS by entering the service perfigo restart command.

Repeat the preceding steps for each Clean Access Server in your deployment.

Connect to the Clean Access Manager by SSH or using a serial console. Login as root.
Change directories to /etc/.

Edit the hosts file by appending the following line:

<public_IP_address> <caserverl_hostname> <caserver2_hostname>
where:

— <public_IP_address> — The address that is accessible outside the firewall.

— <caservern_hostname> — The host name of each Clean Access Server behind the firewall.

The CASes should now be addressable behind the firewall.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Troubleshooting the Installation
N

Note  For further troubleshooting information, see the latest version of the Release Notes for Cisco Clean
Access (NAC Appliance): http://www.cisco.com/en/US/products/ps6128/prod_release_notes_list.html.

Network Interface Card (NIC) Driver Not Supported

For complete details, refer to the “Troubleshooting Network Card Driver Support Issues” section of the
Supported Server Configuration and System Requirements for Cisco Clean Access (NAC Appliance):

http://www.cisco.com/en/US/products/ps6128/products_device_support_table09186a008043a8d9.html
#wp44095

Resetting the Clean Access Server Configuration

If incorrect network, shared secret, or VLAN settings have rendered the Clean Access Server
unreachable from the Clean Access Manager, you can reset the Clean Access Server’s configuration.
Note that resetting the configuration restores the Clean Access Server configuration to its install state.
Any configuration settings made since installation will be lost.

To reset the configuration:
1. Connect to the Clean Access Server by SSH.

2. Delete the env file:

# rm /perfigo/access/bin/env

3. Then reboot using:

# service perfigo reboot

You can now add the CAS to the CAM. See Chapter 4, “Clean Access Server Managed Domain.”

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CHAPTER I

Clean Access Server Managed Domain

This chapter describes how to set up the Clean Access Server’s managed domain. Topics include:
e Overview, page 4-1
e Add the CAS to the CAM, page 4-2
e Navigating the CAS Management Pages, page 4-6
e Network IP Settings for the CAS, page 4-7
e Configuring Managed Subnets or Static Routes, page 4-13
e Understanding VLAN Settings, page 4-19
e VLAN Mapping in Virtual Gateway Modes, page 4-21
e Local Device and Subnet Filtering, page 4-24
e NAT Session Throttle, page 4-27
e Configure 1:1 Network Address Translation (NAT), page 4-28
e Configure ARP Entries, page 4-30
e Configure Proxy Ports, page 4-31

After installing the Clean Access Server, it needs to be added to the Clean Access Manager’s domain.

You can then configure the Clean Access Server’s managed (untrusted) network.

Configuring the Clean Access Server managed network involves setting up passthrough policies,

specifying managed subnets (subnets you want to manage that are not within the address space specified

at the untrusted network interface), setting up static routes, along with other tasks described here.
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Add the CAS to the CAM

This section describes the following topics:
e Add New Server, page 4-2
e [P Addressing Considerations, page 4-4
e Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4
e List of Clean Access Servers, page 4-5
e Troubleshooting, page 4-5

The Clean Access Server gets many of its runtime parameters from the Clean Access Manager, and
cannot operate unless it is added to the domain of a Clean Access Manager. Once it is added to the Clean
Access Manager, the Clean Access Server can be configured and monitored through the admin console.

Add New Server

1. Open a web browser and type the IP address of the CAM as the URL to access the CAM web admin
console.

2. Go to the Device Management module and click CCA Servers.

[
T
|- Roarming
[- Clean access

3. Click the New Server tab to add a new CAS.

Figure 4-1 New Server
|
| pevice Management > Clean Access Servers 2

List of Servers| MNew Server

Server IP Address |

Server Location |

b Server Type Out-of-Band Virual Gateway j

Yirual Gatewsay

FealP Gatewsay
MAT Gatews:
[ Out-ot-Band Yitual G
Out-of-Band RealHP
Outof-Band NAT Gatewsa:

’_ ’_ E |4 tnternet v

4. The Server Type dropdown menu determines whether the Clean Access Server operates as a bridge
or a gateway. For in-band operation, choose one of the following CAS operating modes as
appropriate for your environment:

- Virtual Gateway —CAS operates as a bridge between the untrusted network and an existing
gateway

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Note

Add the CAS to the CAM

For Virtual Gateway (In-Band or OOB), it is recommended to connect the untrusted interface (eth1)
of the CAS to the switch only after the CAS has been added to the CAM via the web console.

For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > VLAN Mapping.
See Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4.

a

Note

5.

- Real-IP Gateway — CAS operates as a gateway for the untrusted network

— NAT Gateway — CAS operates as a gateway and performs NAT services for the untrusted
network

NAT Gateway mode is primarily intended to facilitate testing, as it requires the least amount of
network configuration and is easy to initially set up. However, because NAT Gateway is limited
in the number of connections it can handle, NAT Gateway mode (in-band or out-of-band) is not
supported for production deployment. Cisco Clean Access release 3.6(x) uses ports
20000-65535 (45536 connections) for NAT Gateway mode. See NAT Session Throttle, page
4-27 for additional details.

The Out-of-Band Server Types appear in the dropdown menu when you apply an OOB-enabled
license to a Clean Access deployment. For OOB, the CAS operates as a Virtual, Real-IP, or NAT
Gateway while client traffic is in-band (in the Clean Access network) during authentication and
certification. Once clients are authenticated and certified, they are considered “out-of-band” (no
longer passing through the Clean Access network) and allowed directly onto the trusted network.
Choose one of the following operating modes for the CAS:

— Out-of-Band Virtual Gateway — CAS operates as a Virtual Gateway during authentication
and certification, before the user is switched out-of-band (i.e., the user is connected directly to
the access network).

— Out-of-Band Real-IP Gateway — CAS operates as a Real-IP Gateway during authentication
and certification, before the user is switched out-of-band (i.e., the user is connected directly to
the access network).

— Out-of-Band NAT Gateway — CAS operates as a NAT Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the
access network).

N

Note NAT Gateway (in-band or out-of-band) is not supported for production deployment.

Note that the CAM can control both in-band and out-of-band Clean Access Servers in its domain.
However, the CAS itself must be either in-band or out-of-band.

For details on in-band operating modes, see Clean Access Server Operating Modes, page 2-1. For
details on OOB operating modes, see “Switch Management and Cisco Clean Access Out-of-Band
(OOB)” in the Cisco Clean Access Manager Installation and Administration Guide.

Click Add Clean Access Server. The Clean Access Manager looks for the CAS on the network, and
adds it to its list of managed Clean Access Servers.
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IP Addressing Considerations

Note the following:

e ethO and ethl generally correlate to the first two network cards—NIC 1 and NIC 2—on most types
of server hardware.

e If using DHCP relay, make sure the DHCP server has a route back to the managed subnets.
Real-IP:
e The trusted (ethO) and untrusted (eth1) interfaces of the CAS must be on different subnets.

e On the L3 router in your network, you must add a static route for the managed subnets to the trusted
interface (ethQ) of the CAS.

NAT Gateway Mode:

e The trusted (ethO) and untrusted (eth1) interfaces of the CAS must be on different subnets.
Virtual Gateway Mode:

e The CAS and CAM must be on different subnets.

e The trusted (ethO) and untrusted interfaces (ethl) of the CAS can have the same IP address.

e All end devices in the bridged subnet must be on the untrusted side of the CAS.

e The CAS should be configured for DHCP forwarding.

e Make sure to configure managed subnets for the CAS.

e The CAS needs to have an IP address on each managed subnet.

e Traffic from clients must pass through the CAS before hitting the gateway.
When the CAS is an Out-of-Band Virtual Gateway, the following also applies:

e The CAS interfaces must be on a separate VLAN from the CAM.

e The CAS should be on a different VLAN than the user or Access VLANS.

Wte e For Virtual Gateway (In-Band or OOB), it is recommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM via the web console.

e For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > VLAN Mapping.
See Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4.

Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments)

1. There should be a management VLAN setting on the CAS IP page (and in your network
configuration) to allow communication to the CAS’s trusted and untrusted IP addresses.

2. The Native VLAN ID on the switch ports to which CAS ethO and ethl are connected should ideally
be two otherwise unused VLAN IDs (e.g. 999, 998). Choose any two VLAN IDS from a range that
you are not using anywhere on your network.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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3. Do not connect ethl(untrusted interface) of the CAS until after you have configured and enabled
VLAN Mapping entries in the CAS (under Device Management > CCA Servers > Manage
[CAS_IP] > Advanced > VLAN Mapping). See Configure VLAN Mapping for Out-of-Band, page
4-22 for detailed steps.

Caution

To avoid switch errors, make sure to correctly set VLAN Mapping in the CAS before connecting the ethl
interface of the CAS. Failure to do so could cause spanning tree loops and shut down the switch.

List of Clean Access Servers

Once you add the CAS to the Clean Access Manager, the CAS appears in the List of Servers tab.

Figure 4-2 List of Servers

Device Management = .

Device Management > Clean Access Servers o)l
- CCA Servers
[- Filters

|- Roaming

List of Servers New Server

[- Clean access

Switch Management
[“Frofies 1P Address | Type [ Location | Status [Manage|Disconnect{Reboot] Delete |
[~ Devices 10.201.240.12 Out-of-Band Real-IP oo oo connected & & o X
Gateway
User Management 10.201.240.10 MAT Gateway caserverld Connected ﬁ Q@ ) x
- User Roles
[- nuth Servere hd
[& Elc Internet v

Each Clean Access Server entry lists the IP address, server type, location, and connection status of the
CAS. In addition, four management control icons are displayed: Manage ( s ), Disconnect (# ), Reboot
(¥}), and Delete ( % ). You access the management pages of a Clean Access Server by clicking the
Manage icon next to the CAS.

Troubleshooting

If the Clean Access Manager cannot add the Clean Access Server to its managed List of Servers:

e Make sure the CAS is pingable. If not, the network settings may be incorrect. Reset them using the
service perfigo config CLI command. See Using the Command Line Interface, page 3-17.

e If the CAS is pingable but cannot be added to the CAM:

e (Go to the command line of the CAS and enter:

ifconfig ethl down

e Wait 2 minutes, then add the CAS again from the CAM web console.
e When the CAS is successfully added, go to the command line of the CAS and enter:

ifconfig ethl up
e The CAM and CAS must have the same shared secret. If this is the problem, reset the shared secret
with service perfigo config.

¢ In Virtual Gateway mode, ensure that the CAM and CAS are on different subnets.
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For further details on disconnecting, rebooting or deleting a Clean Access Server see “Working with
Clean Access Servers” in the Cisco Clean Access Manager Installation and Administration Guide.

Navigating the CAS Management Pages

When you click the Manage icon for a Clean Access Server in the List of Servers tab, the Clean Access
Server management pages appear with a default view of the CAS Status tab, as shown in Figure 4-3.

Figure 4-3 Clean Access Servers Management Pages

| >

Device Management
- CCA Servers

- Filters

Device Management > Clean Access Servers > 10.201.240.10

e

- Roaming

Status Network

Filter Advanced

- Clean Access

Switch Management

- Profiles

- Devices - Module [ status |
IF Filter Started

User Management DHCP Server Started

- User Roles DHCP Relay Stopped

- Auth Servers IPSec Server Started

- Local Users Transparent Windows Login Stopped

Monitoring v

& = Y O

The Status tab lists the status of the modules in the Clean Access Server. The other tabs in the Clean
Access Server management pages are:

e Network — Interface settings for the CAS, such as IP address and VLAN settings, and the operating
mode of the CAS. Also, DHCP configuration for managed subnets, SSL certificate, and
IPSec/L2TP/PPTP settings.

¢ Filter — Local device and subnet access policies, traffic control policies (role policies), bandwidth,
and local Cisco Clean Access settings.

e Advanced — Routing settings, such as ARP and static routes, 1:1 NAT, and managed (untrusted
network) subnets.

¢ Authentication — Add VPN concentrators, enable Transparent Windows Login, local login page.

¢ Misc — Administration settings, such as software update control and system time. Local scheduling
and Windows login configuration settings.

Within each tab, click the submenu links to access individual configuration forms.

Device Management > Clean Access Servers > 10.201.240.10 2

Network
DHCP - DNS -

Status
P -

Filter
Certs - IPSec -

Advanced Authentication

LZTP - PFTP - PFP
t t submenu

links

Clean Access Server Type: |NAT Gateway |
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Network IP Settings for the CAS

IP Form

This section describes the following:
e [P Form, page 4-7
e Change Clean Access Server Type, page 4-9
e Enable L3 Support, page 4-10

The IP form in the Network tab (Figure 4-4) contains the general network settings for the Clean Access
Server. Most settings in the page are provided at installation time, or can be set using the service perfigo

config configuration utility. The IP form allows you to change or view CAS network settings after the
initial installation as described below:

1. Access the IP form by navigating in the web console to Device Management > CCA Servers > List
of Servers > Manage [CAS_IP] > Network > IP.
Figure 4-4 CAS Network IP Settings

Device Management > Clean Access Servers > 10.201.5.35 I

©

Status
P -

Network
DNS -

Filter
IPSec -

Advanced
L2TP -

Authentication
PPTP - PPP

DHCP - Certs -

Clean Access Server Type: | FeaHP Gateway |

[T Enable L3 support

[T Enable L2 strict mode for Clean Access Agent

Trusted Interface (to protected netwark) Untrusted Interface (toc managed netwaork)

IP Address IW IP Address W
Subnet Mask W Subnet Mask W
Default Gateway IW Default Gateway W
[T Set management WLAN ID: ID— [T Set management WLAN ID: ID—

[T Pass through WLAN ID to managed network [T Pass through WLAN 1D to protected network

[Make sure the Clean Access Server is on WLAN » before you set its management WLAN I to &)

Update | Feboot |

18 [ mkernet ]

[T

2. The CAS IP form includes the following settings:

Clean Access Server Type —This is the operating mode of the CAS, set when you Add the CAS to
the CAM, page 4-2. See Change Clean Access Server Type, page 4-9 for additional details.

— In-Band: Virtual Gateway, Real-IP Gateway, or NAT Gateway

— OOB: Out-of-Band Virtual Gateway, Out-of-Band Real-IP Gateway, Out-of-Band NAT
Gateway

N

Note

NAT Gateway (in-band or out-of-band) is not supported for production deployment.

[ oL-9040-01
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e Enable L3 support: For multi-hop L3 in-band deployments, this setting enables/disables L3
discovery of the CAS for web login users and Clean Access Agent users at the CAS level. When set,
the CAS will be forced to use the routing table to send packets. See Enable L3 Support, page 4-10
for details.

¢ Enable L2 strict mode for Clean Access Agent: When set, the CAS does not allow access to Agent
users who are more than one hop away from the CAS. The user will be forced to remove any router
between the CAS and the user’s client machine to gain access to the network. See Enable L2 Strict
Mode (Clean Access Agent Only), page 4-12 for details.

Note e If using L2 deployment only, make sure the Enable L3 support option is not checked.
e L3 and L2 strict options are mutually exclusive. Enabling one option will disable the other option.

e Enabling or disabling L3 or L2 strict mode ALWAYS requires an Update and Reboot of the CAS
to take effect. Update causes the web console to retain the changed setting until the next reboot.
Reboot causes the process to start in the CAS.

e Trusted Interface—The trusted interface (ethO) connects the CAS to the trusted backend network.
— IP Address: The IP address of the trusted (ethO) interface of the CAS.
— Subnet Mask: The subnet mask for the trusted interface.
— Default Gateway:

For Real-IP Gateway—This is the address of the default gateway on the trusted network, such
as a network central router address.

For Virtual Gateway—This is the address of the existing gateway on the trusted network side
of the CAS.

— Set management VLAN ID: When set at the trusted interface, the specified VLAN ID is added
to packets destined to the trusted network.

— Pass through VLAN ID to managed network: If selected, VLAN IDs in the packets are passed
through the interface unmodified.

¢ Untrusted Interface—The untrusted interface (eth1) connects the CAS to the untrusted managed
network.

— IP Address: The IP address of the untrusted (ethl) interface of the CAS.
— Subnet Mask: The subnet mask for the untrusted interface.
— Default Gateway:
For Real-IP Gateway—The default gateway is the untrusted interface IP address of the CAS.

For Virtual Gateway—The default gateway is the address of the existing gateway on the
trusted network side of the CAS.

— Set management VLAN ID: When set at the untrusted interface, the specified VLAN ID to is
added to packets destined to clients.

— Pass through VLAN ID to managed network: If selected, VLAN IDs in the packets are passed
through the interface unmodified.

3. After modifying settings, click Update and Reboot.
Update causes the web console to retain the changed setting until the next reboot.
Reboot causes the process to start in the CAS. The CAS will restart with the new settings.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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N

Note  Modified CAS IP settings ALWAYS require an Update and Reboot of the CAS to take effect.

Change Clean Access Server Type

When you add the CAS to the Clean Access Manager, you specify its operating mode: In-Band or
Out-of-Band Real-IP, NAT, or Virtual Gateway. This section describes how to change the Server Type of
the CAS after it has been added to the CAM as a different operating mode.

~

Note  You must have an OOB-enabled license to change the CAS from In-Band to Out-of-Band mode.

Switching Between NAT and Real-IP Gateway Modes

To switch between NAT and Real IP Gateway modes, simply make the necessary configuration changes
within the CAM admin console (for example, choose the type in the IP form, configure NAT behavior
and DHCP properties, and so on).

Switching Between Virtual Gateway and NAT/ Real-IP Gateway Modes

To switch between Virtual and Real IP/NAT Gateway modes, you will need to change the topology of
the network to reflect the modification. You must also modify the routing table on the upstream router
to reflect the change. For more information on possible topology changes that are required, see
Chapter 2, “Planning Your Deployment.” The general steps for switching between these types are:

1. Delete the CAS from the list of managed Clean Access Servers in the CAM.
2. Modify the network topology as appropriate. Change the cable connections to the CAS, if needed.

3. Access the CAS via SSH console and execute the service perfigo config utility to change the IP
address of the CAS (see Perform the Initial Configuration, page 3-9). You must change the eth1 IP
address of the CAS.

4. Ping the CAS from the CAM’s subnet to make sure that the topology is correctly changed.
5. Add the CAS in the CAM admin console.

6. Add or re-add managed subnets with the address that the CAS will represent. The managed subnet
entries must specify the CAS as the default gateway for each of the managed subnets.

1. Add static routes in the upstream router for the subnets managed by the CAS.

8. Change the CAS configuration on the CAM from the Device Management > CCA Servers >
Manage [CAS_IP]> Network page, and Update and Reboot the CAS.

9. Setup the CAS as either a DHCP server or relay.
10. Update relevant configuration settings such as certificates.

11. If changing to an Out-of-Band Real-IP Gateway, make sure to enable Port Bouncing (Switch
Management > Profiles > Port | “Bounce the port after VLAN is changed”) to help Real-IP or
NAT gateway clients get a new IP address after successful authentication and certification.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Enable Network Access (L3 or L2 Strict)

By default, Cisco Clean Access supports in-band Clean Access Agent users within L2 proximity of the
Clean Access Server. For 3.6(x) L2 deployments, you can optionally restrict L2 access so that Agent
users cannot use home-based wireless routers or NAT devices to connect to the network.

If deploying for VPN/L3, you must enable L3 support for web login or Clean Access Agent users that
are multiple L3 hops away from the CAS.

For L2 discovery, the Agent sends discovery packets to all the default gateways of all the adapters on the
machine on which the Agent is running. If a CAS is present either as the default gateway (Real-IP/NAT
Gateway) or as a bridge before the default gateway (Virtual Gateway), the CAS will respond.

If the CAS does not respond via L2 discovery, the Agent will perform L3 discovery (if enabled). The
Agent attempts to send packets to the Discovery Host, an IP address on the trusted side of the CAS. This
IP address is set in the Discovery Host field of the Distribution page and is typically set by default to
the IP address of the CAM. When these packets reach a CAS (if present), the CAS intercepts the packets
and responds to the Agent.

Note A single CAS can support both L3 and L2 (non-restricted) Agent users.
L3 and L2-strict options are mutually exclusive. Enabling one option will disable the other option.

Enable L3 Support

Cisco Clean Access provides support for multi-hop L3 in-band deployments. The administrator has the
option of enabling or disabling the L3 feature at the CAS level. L3 capability will be disabled by default
after upgrade or new install, and enabling L3 support requires an update and reboot of the Clean Access
Server.

Note  To discover the CAS, the Clean Access Agent sends SWISS (proprietary CAS-Agent communication
protocol) packets on UDP port + for L2 users and on port 8906 for L3 users. The CAS always listens on
UDP port 8905 and 8906 and accepts traffic on port 8905 by default. The CAS will drop traffic on UDP
port 8906 unless L3 support is enabled. The Agent performs SWISS discovery every 5 seconds.

To Enable L3 Capability:

1. Go Device Management > CCA Servers > Manage [CAS_IP] > Network and click the checkbox
for “Enable L3 support” (see Figure 4-4 on page 4-7).

2. Click Update.
3. Click Reboot.

Note  For Clean Access Agent users, the Discovery Host field (under Device Management > Clean Access
> Clean Access Agent > Distribution) automatically populates with the IP address of the CAM by
default after new install or upgrade.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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To Disable L3 Capability:

To disable L3 discovery of the Clean Access Server at the CAS level for web login and Clean Access
Agent users:

1. Go Device Management > CCA Servers > Manage [CAS_IP] > Network and uncheck the option
for “Enable L3 support” (see Figure 4-4 on page 4-7).

2. Click Update.
3. Click Reboot.

VPN/L3 Access for Clean Access Agent

Note

The CAM/CAS/Agent support in-band multi-hop L3 deployment and VPN/L3 access from the Clean
Access Agent. The Agent will:

1. Check the client network for the Clean Access Server (L2 deployments), and if not found,

2. Attempt to discover the CAS by sending discovery packets to the CAM. This causes the discovery
packets to go through the CAS even if the CAS is multiple hops away (multi-hop deployment) so
that the CAS will intercept these packets and respond to the Agent.

In order for clients to discover the CAS when they are one or more L3 hops away, clients must initially
download the Agent from the CAS (via download web page or auto-upgrade). Either method allows the
Agent to acquire the IP address of the CAM in order to send traffic to the CAM/CAS over the L3
network. Once installed in this way, the Agent can be used for both L3/VPN concentrator deployments
or regular L2 deployments.

Acquiring and installing the Agent on the client by means other than direct download from the CAS (e.g.
from Cisco Downloads) will not provide the necessary CAM information to the Agent and will not allow
those Agent installations to operate in a multi-hop Layer 3 deployment.

To support VPN/L3 Access, you must:
e Be running 3.6(0) or above CAM/CAS/Agent.

e Check the option for “Enable L3 support” and perform an Update and Reboot under Device
Management > CCA Servers > Manage [CAS_IP] > Network > IP.

e There must be a valid Discovery Host under Device Management > Clean Access > Clean Access
Agent > Distribution (set by default to the trusted IP address of the CAM).

¢ C(Clients must initially download the Agent from the CAS, in one of two ways:
— “Download Clean Access Agent” web page (i.e. via web login)
— Auto-Upgrade to 3.6.0.0 Agent. Clients must have 3.5.1 or above Agent already installed.

e SSO is only supported when integrating Cisco Clean Access with Cisco VPN Concentrators.

e Uninstalling the Agent while still on the VPN connection does not terminate the connection.

e For VPN-concentrator SSO deployments, if the Agent is not downloaded from the CAS and is
instead downloaded by other methods (e.g. Cisco Downloads), the Agent will not be able to get the
runtime [P information of the CAM and will not pop up automatically nor scan the client.

3. Ifa3.5.0 or prior version of the Agent is already installed, or if the Agent is installed through
non-CAS means (e.g. Cisco Downloads), you must perform web login to download the Agent setup
files from the CAS directly and reinstall the Agent to get the L3 capability.

[ oL-9040-01
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Enable L2 Strict Mode (Clean Access Agent Only)

With the 3.6(0) and above CAM/CAS and 3.6.0.0+ Agent, administrators can optionally restrict Clean
Access Agent clients to be connected to the Clean Access Server directly as their only gateway using the
“Enable L2 strict mode for Clean Access Agent” option.

When this feature is enabled, the Clean Access Agent will send the MAC addresses for all interfaces on
the client machine with the login request to the CAS. The CAS then checks this information to ensure
no NAT exists between the CAS and the client. The CAS verifies and compares MAC addresses to ensure
that the MAC address seen by the CAS is the MAC address of the Agent client machine only. If user
home-based wireless routers or NAT devices are detected between the client device and the CAS, the
user is not allowed to log in. With release 3.6(0) and above, administrators have the following options:

e Enable L3 support —The CAS allows all users from any hops away.

e Enable L2 strict mode for Clean Access Agent — The CAS does not allow Clean Access Agent users
who are more than one hop away from the CAS. The user will be forced to remove any router
between the CAS and the user’s client machine to gain access to the network.

¢ Both options left unchecked (Default setting)— The CAS performs in L2 mode and expects that all
clients are one hop away. The CAS will not be able to distinguish if a router is between the CAS and
the client and will allow the MAC address of router as the machine of the first user who logs in and

any subsequent users. Checks will not be performed on the actual client machines passing through
the router as a result, as their MAC addresses will not be seen.

To Enable L2 Strict Mode for Clean Access Agent

1. Device Management > CCA Servers > Manage [CAS_IP] > Network > IP. The management
pages appear for the chosen Clean Access Server appear.

Figure 4-5 CAS Network Tab

L4

Device Management > Clean Access Servers > 10.201.5.35 2

Status
P -

Network
DNS -

Filter
IPSec -

Advanced
L2TP -

Authentication
PPTP - PPP

DHCP - Certs -

Clean Access Server Type: | FeaHP Gateway |

[T Enable L3 support

[T Enable L2 strict mode for Clean Access Agent |

Trusted Interface (to protected netwark) Untrusted Interface (to managed network)
IP Address IW IP Address W
Subnet Mask W Subnet Mask W
Default Gateway IW Default Gateway W
[T Set management WLAN ID: ID— [T Set management WLAN ID: ID—

[T Pass through WLAN ID to managed network [T Pass through WLAN 1D to protected network

(Make sure the Clean Accesz Server iz on WLAN » before you set its managerent WL AN TD o o

Update | Feboot |

~
I

Click the checkbox for Enable L2 strict mode for Clean Access Agent.
Click Update.

Click Reboot.

s @« N
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Note e Enabling or disabling L3 or L2 strict mode ALWAYS requires an Update and Reboot of the CAS
to take effect. Update causes the web console to retain the changed setting until the next reboot.
Reboot causes the process to start in the CAS.

e 1.3 and L2 strict options are mutually exclusive. Enabling one option will disable the other option.

See also the “Clean Access Agent” chapter of the Cisco Clean Access (NAC Appliance) Manager
Installation and Administration Guide for additional information.

Configuring Managed Subnets or Static Routes

This section describes the following:
e Overview, page 4-13
e Configure Managed Subnets for L2 Deployments, page 4-15
e Configure Static Routes for L3 Deployments, page 4-17

Overview

For all CAS modes in L2 deployment (Real-IP/NAT/Virtual Gateway) when configuring additional
subnets, you must configure Managed Subnets in the CAS so that the CAS can send ARP queries with
appropriate VLAN IDs for client machines on the untrusted interface.

For all CAS modes in L3 deployments, only Static Routes should be configured in the CAS, and
managed subnets should be removed if previously configured. See Configure Static Routes for L3
Deployments, page 4-17 for details.

Note  In the case of a multi-hop L3 deployment where the VPN concentrator performs Proxy ARP for client
machines, managed subnets can be used instead of static routes and should be created in the CAS.

Table 4-1 summarizes the steps required for each deployment. Forms mentioned below are located in the
CAS management pages under Device Management > CCA Servers > Manage [CAS_IP].

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Table 4-1 Guidelines for Adding Managed Subnets vs. Static Routes

Layer 2—In-Band or Out-of-Band
(CAS has L2 proximity to users)

Layer 3 (Multi-Hop) —In-Band Only
(e.g. CAS is behind VPN Concentrator or Router or L3 Switch)

For Real-IP and NAT Gateways:

For Real-IP and NAT Gateways:

If the router below the CAS
performs proxy ARP:

If the router below the CAS does NOT perform proxy ARP:

Add a managed subnet under
Advanced > Managed Subnet to
assign the gateway IP address of the
subnet to the CAS.

For example, to configure the CAS
to be the gateway (10.10.10.1) for
VLAN 10 /subnet 10.10.10.0,
specify the following managed
subnet:

IP Address: 10.10.10.1
Subnet Mask: 255.255.255.0
VLAN ID: 10

Always add a managed
subnet under Advanced
> Managed Subnet

1. Always add static routes for the subnets on the untrusted
side under Advanced > Static Routes. For example:

Network Mask Interface Gateway
10.10.10.0 /24 ethl 10.10.10.1
10.10.20.0 /24 ethl 10.10.20.1

Note /24 subnet mask = 255.255.255.0

2. Specify an ARP entry for the gateway IP that the CAS
needs to hold under Advanced > ARP. For example:

10.10.10.0 255.255.255.255 ethl

See Figure 4-6 on page 4-15.

For Virtual Gateways:

For Virtual Gateways:

If the router below the CAS
performs proxy ARP:

If the router below the CAS does NOT perform proxy ARP:

Add a managed subnet under
Advanced > Managed Subnet to
assign an IP address to the CAS that
is otherwise unused on the subnet.

For example, to have the CAS
manage subnet 10.10.10.0/24 on
VLAN 10 where the gateway for this
subnet is 10.10.10.1, you will need
to reserve an IP address for the CAS,
such as 10.10.10.2. Specify the
following managed subnet:

IP Address: 10.10.10.2
Subnet Mask: 255.255.255.0
VLAN ID: 10

The CAS is not the gateway, but
owns the 10.10.10.2 address for this
VLAN/subnet.

Always add a managed
subnet under Advanced
> Managed Subnet

1. Add static route for the subnets on the untrusted side
under Advanced > Static Routes. For example:

Network Mask
10.10.10.0 /24

Interface
ethl

Gateway
10.10.10.1

Note  When deploying the CAS in L3 VGW mode, the
gateway is not optional and you must specify the

gateway for the static route.

~

Note

In general, when the CAS is in Virtual Gateway mode for Layer 2 or Layer 3, you cannot ping the

gateways of the subnets being handled by the CAS. This should not affect the connectivity of the users
on these subnets.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 4-6 Configuring Static Routes for CAS in L3 Real-IP Gateway Deployment

Rest of the
Network

eth0
Clean Access o
Server =’

othi | 10.10.0.1/255.255.0.0

L3 switch

10.10.10.1

10.10.10.0/24

Client

. Client [7.
Client Client

Configure Managed Subnets for L2 Deployments

Note

When the Clean Access Server is first added to the Clean Access Manager, the untrusted IP address
provided for the CAS is automatically assigned a VLAN ID of -1 to denote a Main Subnet. By default,
the untrusted network the Clean Access Server initially manages is the Main Subnet.

You can configure the CAS to manage additional subnets by adding them under Device Management >
CCA Servers > Manage [CAS_IP] > Advanced > Managed Subnet. In this case, the Clean Access
Server acts as the virtual default gateway for the managed subnets, and puts a virtual IP for the added
managed subnet on the untrusted interface.

If the Clean Access Server is a Real-IP Gateway, you will need to add a static route on the upstream
router to send traffic to the CAS. For example, for managed subnet 10.0.0.0/24, you will need to add
static route 10.0.0.0/255.255.0.0 gateway <CAS_trusted_IP> to the upstream router.

To modify the Main Subnet of the CAS, go to Device Management > CCA Servers > Manage
[CAS_IP] > Network > IP. To change the VLAN ID of the Main Subnet, enter it in the Set management
VLAN ID field in the Untrusted Interface side of the form. If modifying the IP Address, Subnet Mask,
Default Gateway, or management VLAN ID for the untrusted interface of the CAS, you must click
Update then Reboot for the new settings to take effect on the CAS and on the network.

When you create a managed subnet, an ARP entry is automatically generated for the gateway of the
subnet. Therefore, to manage a subnet of 10.1.1.0/255.255.255.0, configure the managed subnet with the
following values:

e [P Address: 10.1.1.1 (if 10.1.1.1 is the desired default gateway)

[ oL-9040-01
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e Subnet Mask: 255.255.255.0

An ARP entry is automatically generated for the 10.1.1.1 address, the presumed gateway. However, if
using a non-standard gateway address (such as 10.1.1.213 for the 10.1.1.0/255.255.255.0 subnet), you
will need to create the managed subnet as 10.1.1.213/255.255.255.0.

Adding Managed Subnets

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Advanced > Managed
Subnet.

Figure 4-7 Managed Subnet

»
I

@

| pevice Management > Clean Access Servers > 10.201.240.10

Authentication Misc

Static Routes - ARP -

Advanced
1:1 NAT -

Network Filter
YLAMN Mapping -

Status
Managed Subnet -

IP Address |1D.1D.30.1
Subnet Mask |255.255.255.D
WLAN 1D ISD (-1 for non-WLAN)

Description |VLAN 30 managed subnet

Proxy

| Add Managed Subnet I

1650 : Mam Subnet _—
10.10.30.1 / 255.255.255.0 WLAM 30 managed subnet 30
| =
=== =P === == ] - il e —

2. Inthe IP Address field, type the IP address that the CAS will own for the managed subnet (the CAS
will perform ARP for this IP address):

— For Real-IP/NAT Gateways, the CAS will own the gateway IP address of the managed subnet
(for example, 10.10.10.1).

- For Virtual Gateways, the CAS will own an IP address on the managed subnet that is otherwise
unused (for example, 10.10.10.2)

See Table 4-1 on page 4-14, “Guidelines for Adding Managed Subnets vs. Static Routes” for details.

3. Inthe Subnet Mask field, type the mask for the network address. The CAM calculates the network
address by applying the subnet mask to the IP Address field.

4. Inthe VLAN ID field, type the VLAN ID associated with this subnet. Use -1 if the subnet is not on
a VLAN.

S,
Note The VLAN column for the main subnet displays the ethl Management VLAN of the CAS (if
available) or “-1” if no ethl Management VLAN is set for the CAS.

5. Click Add Managed Subnet to save the subnet.

If you need to provide an ARP entry for the managed subnet other than the one created by default, use
the instructions in Add ARP Entry, page 4-30. For the entry, use the gateway address for the subnet and
set the Link value to Untrusted (ethl).
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Configure Static Routes for L3 Deployments

L3 deployments (and some VPN concentrators deployments) should not use Managed Subnets and
should only use Static Routes to configure how the CAS should route packets. The Static Route form
(Figure 4-10) lets you set up routing rules in the Clean Access Server. Static Routes have the form:

Network / subnet mask / send packets to interface (trusted or untrusted) / Gateway IP address (optional)

Any packet that comes into the CAS is evaluated based on static routes, then routed appropriately to the
router. When the CAS receives a packet, it looks through its static route table, finds the most specific
match, and if that route has a gateway specified, the CAS sends packets through that gateway. If no
gateway is specified, then the CAS puts packets on the interface specified for the route (ethO or ethl).

Note  If converting from L2 to L3 deployment, remove managed subnets and add static routes instead.

Figure 4-8 illustrates a Layer 3 deployment scenario that requires a static route.

Figure 4-8 Static Route Example (Layer 3)

Rest of the
Network

@ 10.1.1.1

ethO

Clean Access CAS needs to have 2 static routes:
Server E' 10.1.51.0 / 255.255.255.0 eth1 10.1.51.1
oth 10.1.52.0 / 255.255.255.0 eth1 10.1.52.1

S
10.1.51.1 S 101501

10.1.51.0/24 10.1.52.0/24
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Configuring Static Routes for Layer 2 Deployments

Figure 4-9 illustrates a Layer 2 deployment scenario that requires a static route. In this case, the Clean
Access Server operates as a Virtual Gateway. Two gateways exist on the trusted network (GW1 and
GW?2). The address for the second gateway, GW2, is outside the address space of the first gateway, which
includes the Clean Access Server interfaces. The static route ensures that traffic intended for GW2 is
correctly passed to the Clean Access Server’s trusted interface (eth0).

Figure 4-9 Static Route Example (Layer 2)

GW1 GW2

10.1.51.1 10.1.52.1

eth0|10.1.51.10
Clean Access
Server static routing table:

(Virual Gateway) | 5 1 55 1 255.255.255.255 etho,

Add Static Route

1. Open the Static Routes form in the Advanced tab of the CAS management pages.

Figure 4-10 Static Routes

|+

Device Management > Clean Access Servers > 10.201.240.12 2

Status Network
Managed Subnet -

Filter
YLAMN Mapping -

Advanced
1:1 NAT -

Authentication
Static Routes -

ARP -

Dest, Subnet Address/Mask | J.fl

Gateway (optional)

[gateway should be the address of an external gateway
for the dest. subnet, not of the Clean Access Server)

Link

Description |

Add Route

L subnet | Gateway | Link | Description | _ Delete [
o -

& @

2. In the Static Routes form, type the destination IP address and subnet mask (in CIDR format) in the
Dest. Subnet Address/Mask fields. If the destination address in the packet matches this address,
the packet is routed to the specified interface.

3. If needed, type the external, destination Gateway address (such as 10.1.52.1 in Figure 4-9).

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
m. oL-9040-01 |



| Chapter4

Clean Access Server Managed Domain

N

Note

Understanding VLAN Settings W

For Virtual Gateway mode, the Gateway address is not optional and must always be specified.

4. Choose the appropriate interface of the Clean Access Server machine from the Link dropdown list.
In most cases this is eth0, since most static routing scenarios involve directing traffic from the
untrusted to the trusted network.

5. Optionally, type a Description of the route definition.
6. Click Add Route.

Understanding VLAN Settings

Note

The Clean Access Server can serve either as a VLAN termination point or it can perform VLAN
passthrough. In a Virtual Gateway configuration, VLAN IDs are passed through by default.

In a Real-IP or NAT Gateway configuration, by default the VLAN identifiers are terminated at the CAS
(that is, identifiers are stripped from packets received at the trusted and untrusted interfaces). In contrast,
if you enable VLAN ID passthrough, packets retain their VLAN identifiers.

If you are unsure of which mode to use, you should use the default behavior of the CAS.

For the VLAN identifier to be retained, passthrough only needs to be enabled for the first of the two
interfaces that receives the message. That is, if VLAN ID passthrough is enabled for the untrusted
interface, but terminated for the trusted interface, packets from the untrusted (managed) clients to the
trusted network retain identifiers, but packets from the trusted network to the untrusted (managed)
clients have their identifiers removed. Note, however, that in most cases you would enable or disable
VLAN ID passthrough on both interfaces.

A management VLAN identifier is a default VLAN identifier. If a packet does not have its own VLAN
identifier, or if the identifier was stripped by the adjacent interface, a management VLAN identifier
specified at the interface is added to the packets (in order to route them properly through VLAN enabled
equipment on the network).

The Clean Access Server is typically configured such that the untrusted interface is connected to a trunk
port with multiple VLANS trunked to the port. In such a situation, the management VLAN ID is the
VLAN ID of the VLAN to which the IP address of the CAS belongs.

Role mapping rules can use the user’s VLAN ID as one of the attributes when assigning a user to a role.
See the Cisco Clean Access Manager Installation and Administration Guide for details.

Use care when configuring VLAN settings. Incorrect VLAN settings can cause the CAS to be
inaccessible from the CAM web admin console. If you cannot access the CAS from the CAM after
modifying the VLAN settings, you will need to access the CAS directly to correct its configuration, as
described in Access the CAS Over a Serial Connection, page 3-5.

VLAN settings for the CAS are set under Device Management > CCA Servers > Manage [CAS_IP]
> Network > IP. The settings are as follows:

[ oL-9040-01
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¢ Set management VLAN ID — The default VLAN identifier value added to packets that do not have
an identifier. Set at the untrusted interface to have the VLAN ID added to packets directed to
managed clients, or at the trusted interface to have the VLAN ID added to packets destined for the
trusted (protected) network.

e Pass through VLAN ID to managed network / Pass through VLAN ID to protected network —
If selected, VLAN identifiers in the packets are passed through the interface unmodified.

As mentioned, by setting the management VLAN ID value for the managed network, you can add VLAN
ID tags to the outbound traffic of the entire managed network. You can also set VLAN IDs based on other
characteristics. Specifically, the CAS can tag outbound traffic by:

e Managed network
(under Device Management > CCA Servers > Manage [CAS_IP] > Network > IP)

e Managed subnet
(under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > Managed
Subnet)

e Userrole
(under User Management> User Roles > User Roles > New or Edit Role)

For example, if you set the VLAN ID for the faculty role to 1005, the CAS would set that VLAN ID on
every packet belonging to a user in that role as the packet went from the untrusted side to the trusted side
of the Clean Access Server.

In addition, once VLAN tagging is configured, traffic from users on a particular VLAN ID and
authenticated by an external authentication source can be mapped to a specific user role (under User
Management> Auth Servers > Mapping Rules). See the Cisco Clean Access Manager Installation and
Administration Guide for details.

Enable Subnet-Based VLAN Retag in Virtual Gateway Mode

The Managed Subnet form (Device Management > CCA Servers > Manage [CAS_IP] > Advanced >
Managed Subnet) allows you to add managed subnets for Clean Access Servers in Real-IP, NAT and
Virtual Gateway modes as described in Configuring Managed Subnets or Static Routes, page 4-13.
Traffic originating from the untrusted interface of the CAS is tagged according to the VLAN ID set for
the managed subnet.

For CASes in Virtual Gateway mode only, the Enable subnet-based VLAN retag option appears at the
top of the Managed Subnet for, as shown in Figure 4-11.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 4-11 Enable Subnet-Based VLAN Retag for Virtual Gateway

©

Device Management > Clean Access Servers > 10.201.240.12

Status Network Filter Advanced Authentication

Managed Subnet - YLAN Mapping - 1:1 NAT - Static Routes - ARP - Proxy
[T Enable subnet-based VLAN retag Update | Virtual
Gateway

IP Address I Only
Subnet Mask I
WLAN 1D |-1 (-1 for non-WLAN)

Description |
Add Managed Subnet |
=

101010107 ; Main Subnet —

ﬂ | I I I - T er—

This feature is more useful on wireless networks than on wired networks. For example assume that a
single CAS in Virtual Gateway mode is managing multiple subnets/VLANs, where each subnet is a
separate VLAN. If a user is initially connected to an Access Point on VLAN A, the user will receive an
IP address on subnet A. Assume that due to overlapping wireless signals, the user is subsequently
connected to an AP on VLAN B. If the Enable subnet-based VLAN retag feature is not enabled, the
user’s traffic will not be routed correctly since their address is on subnet A (i.e. VLAN A) but their
packets are tagged with VLAN B. This feature allows the CAS to retag packets based on the subnet to
which they belong, thus enabling the packets to be routed correctly.

VLAN Mapping in Virtual Gateway Modes

For Clean Access Servers in Virtual Gateway mode only, the VLAN mapping form appears under Device
Management > CCA Servers > Manage [CAS_IP] > Advanced > VLAN Mapping. This forms allows
you to map an untrusted interface VLAN ID to a trusted network VLAN ID.

Traffic going through the CAS will be VLAN-retagged according to this VLAN Mapping setting.

VLAN Mapping for In-Band

When a Clean Access Server operates in Virtual Gateway mode, it passes network traffic from its ethO
interface to ethl and from eth1 to ethO without changing the VLAN tag.

For In-Band configurations, in order to pass traffic from both interfaces through the same Layer 2 switch
without creating a loop, it is necessary to place incoming traffic to the Clean Access Server on a different
VLAN from the outgoing traffic of the Clean Access Server.

[ oL-9040-01
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VLAN Mapping for Out-of-Band

In Out-of-Band Virtual Gateway mode, the OOB Cisco Clean Access Server uses VLAN mapping to
retag an unauthenticated client’s allowed traffic (e.g. DHCP/DNS) from the Auth VLAN to the Access
VLAN and vice versa. See the Cisco Clean Access Manager Installation and Administration Guide for
further information.

Switch Configuration for Out-of-Band Virtual Gateway Mode

Note

Obtain the following VLAN IDs for Cisco Clean Access:
e VLAN for the Clean Access Manager (the management VLAN, e.g. 64)

e VLAN for the Clean Access Server (must be different from the CAM, a new management VLAN,
e.g. 222)

e VLAN(s) for Access (e.g., 10, 20, 30, 40)
e VLAN(s) for Authentication (e.g. 610, 620, 630, 640)
e Dummy (unused) VLAN for native VLAN settings (e.g. 999)
Switch configuration on the switch interfaces connecting to eth0 of the CAS:
e switchport trunk encapsulation dotlq
e switchport trunk native vlan 999
e switchport trunk allowed vlan 10,20,30,40
Switch configuration on the switch interfaces connecting to ethl of the CAS
e switchport trunk encapsulation dotlq
e switchport trunk native vlan 999
e switchport trunk allowed vlan 610,620,630,640

CAS eth0 and ethl network settings:
(Device Management > CCA Servers > Manage [CAS_IP] > Network > IP):

e Set Trusted management VLAN ID (e.g. 222)
e Set Untrusted management VLAN ID (e.g. 610)

¥ Set management WLaN I |222 M Set management WLAK ID; |610

Make sure to clear out all VLANS on the trunk ports, and ensure that VLAN 1 is not configured on these
ports.

Configure VLAN Mapping for Out-of-Band

1. Go to Device Management > CCA Servers > List of Servers and click the Manage button () for
the Out-of-Band Virtual Gateway CAS you added. The CAS management pages appear.

2. Click the Advanced tab.
3. Click the VLAN Mapping link.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 4-12 Enable VLAN Mapping

-

I

Device Management > Clean Access Servers > 10.201.240.12

©

Status
Managed Subnet -

Network Filter
YLAMN Mapping

¥ Enahle WLAN Mapping Update

Advanced
1:1 NAT -

Authentication Misc

Static Routes ARP

Proxy

Untrusted network WLAN 1D |31 (-1 for non-vLAN]
Trusted network YLAN ID |1 1] (-1 for non-vLAN]

Description |Users on edge switch|

Add Mapping |

Users on edge switch

Click the checkbox for Enable VLAN Mapping.

Click Update.

Enter the Auth VLAN ID for the Untrusted network VLAN ID field.
Enter the Access VLAN ID for the Trusted network VLAN ID field.

I

Type an optional Description (such as Users on edge switch).
Click Add Mapping.

© o N o o =l

To Verify VLAN Mapping for Out-of-Band

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] > Advanced
> VLAN Mapping.

2. The VLAN mappings you configured should be listed at the bottom of the page.

Figure 4-13 Verify VLAN Mapping

I'
I»

Device Management > Clean Access Servers > 10.201.240.12

©

Status
Managed Subnet -

Network Filter
YLAMN Mapping

¥ Enahle WLAN Mapping Update

Authentication Misc

Static Routes ARP

Advanced
1:1 NAT -

Proxy

Untrusted network YLAN ID I (-1 for non-WLAN]
Trusted network YLAN ID I (-1 for non-WLAN]

Description |
Add Mapping |
Bl Untrusted VLAN ID] Trusted YLAN ID _EE_
31 10 Users on edge switch
41 20 Users on edge switch X | |
el -

—— =
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Local Device and Subnet Filtering

As typically implemented, Cisco Clean Access enforces authentication requirements on clients
attempting to access the network. Device and subnet filters allow you to define specialized access
privileges or limitations for particular clients.

Note  Access policies set in the CAS management page apply only to the CAS being administered. To
configure global passthrough policies for all Clean Access Servers, go to the Device Management >
Filters module in the CAM web console. Note that local policies override global settings.

An device/subnet filter can:
¢ Allow all traffic for a device/subnet without requiring authentication.
¢ Block a device/subnet from accessing the network.
e Exempt a device/subnet from authentication while applying other policies of a role for the device(s)

An filter policy is one way that a Cisco Clean Access role can be assigned to a client. The order of
priority for role assignment as follows:

1. MAC address
2. Subnet / IP address
3. Login information (login ID, user attributes from auth server, VLAN ID of user machine, etc.)

Therefore, if a MAC address associates the client with “Role A”, but the user’s login ID associates him
or her to “Role B”, “Role A” is used.

~
m e Devices allowed in the MAC filter list cannot establish IPSec/L2TP/PPTP connections to the CAS.

Only users logging in via web login or Clean Access Agent can establish IPSec/L2TP/PPTP
connections to the CAS.

e The Clean Access Manager respects the global Device Filters list for Out-of-Band deployments
(does not apply to CAS-specific filters). See “Global Device and Subnet Filtering” in the Cisco
Clean Access Manager Installation and Administration Guide for details.

Configure Device Access Filter Policies

You can configure local device filter polices for in-band deployments.

To set up device-based access controls:

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] > Filter >
Devices.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 4-14 Local Device Filters

Device Management > Clean Access Servers > 10.201.5.16 2 _I

Status

Devices

Network
Subnets

Filter

Clean Access

Advanced Authentication

Roles

MAC Address/IP Address Description
00:16:21:11:4D:65/10.1.12.9 ;I
pocket_po Description I
00:16:21:11:4D:55- (all entries)
O00:16:21:11:4D:99 group

c1B:21:44:
00:16:21:44:% groupl =l AccessTyoe @ glow € deny

Type one entry per line using format:
<MACH{<optional_IP> <optional_entry_dezcription=  use role: IUnauthenticated RD|Bj
[ex:00:16:21:11:4D:67/10.1.12.9 pocket_pc '

00:16:21:12 group 1

00:16:21:13:4D:12-00:16:21:13:E4:04 group2)

Motes: a
ou can use wildcard "*" ar range "-" for MAC, Add Delete List |
Client must match both MACSIP if specifying IP,

00:16:21:11:40:65 10.1.12.9 pocket_po allow T Device filter

00:16:21:11:40:88- o . .

00:16:21:11:4D:39 group2 allow & policy list
00:16:21:44:% groupl allow e i (after Add)

=
4 | »

2. In the Devices Filter form, enter the MAC address of the device(s) for which you want to create a
policy in the MAC Address/IP Address Description text field. Type one entry per line using the
following format:

<MAC>/<optional_ IP> <optional_entry description>
Note the following:

[Tt TR

— You can use wildcards “*” or a range to specify multiple MAC addresses

— Separate multiple devices with a return.
— If you enter both a MAC and an IP address, the client must match both for the rule to apply.

— You can specify a description by device or for all devices. A description specific to a particular
device (in the MAC Address field) supersedes a description that applies all devices in the
Description (all entries) field. There cannot be spaces within the description in the device
entry.

3. Choose the policy for the device from the Access Type choices:

— allow —Bypass login/certification and allow all traffic for the device/subnet.

— deny —Block network access to the device/subnet.

- use role— Bypass login/certification and assign a user role to the device/subnet.
4. Click Add to save the policy. The policy appears in the list at the bottom of the page

The following examples are all valid entries (that can be entered at the same time):

00:16:21:11:4D:67/10.1.12.9 pocket_pc
00:16:21:12:* groupl
00:16:21:13:4D:12-00:16:21:13:E4:04 group2

~

Note  If bandwidth management is enabled, devices allowed without specifying a role will use the bandwidth
of the Unauthenticated Role.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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You can sort the columns of the filter list by clicking on the column heading label (MAC Address, IP
Address, Description, Access Type).

You can edit a device access policy by clicking the Edit button. Note that the MAC address is not an

editable property of the filter policy. To modify a MAC address, create a new filter policy and delete the
existing policy.

You can remove any number of device access policies by clicking the checkbox next to the policy and
clicking the Delete button.

Configure Subnet Access Filter Policies

The Subnets form allows you to specify access rules for an entire subnet. All devices accessing the
network from the subnet are subject to the rule.

To set up subnet-based access controls:
1. Click the Subnets link in the Filter tab.
2. In the Subnet address/netmask fields, enter the address of the subnet and the netmask identifying

the significant bits of the subnet address.

Figure 4-15 Local Subnet Filter
]

Device Management > Clean Access Servers > 10.201.240.10 2

Status

Devices -

Network
Subnets -

Filter

Roles -

Advanced

Clean Access

Authentication

Subnet Address/Metmask [192.168.128.0 /22

[CIDR format, ex: 192,168,128,0/22)
Description |Subnet access list
fccess Type & allow deny

 use role: |Unauthenticated Rolej

Add
| subnet | Description | Access Type [Edit] Del]
192.168.128.0 / 22 subnet access list allow ﬁ b4 2

L
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3. Optionally, type a description of the policy or device in the Description field.
4. Choose the network access policy for the device from the Access Type choices:
- allow — Enables the device to access the network without authentication.

— deny — Prevents the device from accessing the network. If applicable, the user is blocked and
an HTML page appears notifying the user that access is denied.

- use role — Applies a role to users with the specified device. If you select this option, also select
the role to be applied. The user will not need to be authenticated.

5. Click Add to save the policy.
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The policy, which takes effect immediately, appears in the filter policy list. From there you can remove
a subnet policy using the delete (%) button or edit it by clicking the edit button (g£]). Note that the subnet
address is not an editable property of the filter policy. To modify an address, you need to create a new
filter policy and delete the existing one.

You can sort the filter list by column by clicking the heading label (e.g. Subnet, Description).

NAT Session Throttle

Release 3.6(1) and above provide the ability to configure a throttle/threshold on a per-host basis when
the Clean Access Server operates as a NAT Gateway. This allows the CAS to restrict the maximum
number of connections each host can open at any one time and eliminate the chance of one host
consuming all the connections (for example due to a malicious user or a user with a worm).

1. Go to Device Management > CCA Servers > Manage[CAS_IP] > Advanced > NAT

Figure 4-16 NAT Page

Device Management > Clean Access Servers > 10.201.5.35 2

Filter
NAT -

Network
YLAMN Mapping -

Status
Managed Subnet -

Authentication
Static Routes -

Advanced
1:1 NAT -

ARP - Proxy

¥ Drop new connections when "masx concurrent connections per host" is reached

Max Concurrent Connections Per Host W
TCP Session Timeout W (seconds)
TCP Session Scan Interval IQU— (seconds)
| Update | Total open
Total Connections 5535 ?;,nglfﬁtcl)cs)?ss
Dropped Connections

'5. Click the checkbox for Drop new connections when “max concurrent connections per host” is
reached to enable the NAT session throttle feature for new user connections.
When this option is checked, all new sessions will be dropped for a user if the total number of current
connections for the host exceeds the threshold set in the Max Concurrent Connections Per Host
field. For example, if an existing user has 300 connections open, then the administrator enables this
feature for a maximum of 100 connections per host, the user’s existing connections will not be
affected, but the user will not be able to open any new connections until the total number of
connections is less than 100.

3. Configure the following options:

— Max Concurrent Connections Per Host —You can configure this threshold up to the
maximum value of 45535 connections. Typically, 256 or 512 connections should be sufficient
per host. If there are a lot of dropped connections for a user, you can increase the maximum
number of connections allowed per host in this field.

— TCP Session Timeout (seconds)—This field sets the idle time for each connection. If the user
opens a connection (e.g. for Telnet) and the connection is idle past the number of seconds
configured in this field, the connection will be dropped.

[ oL-9040-01
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— TCP Session Scan Interval (seconds)—This field sets the interval to scan the entire table of
NAT connections (up to 45,535 entries) to check which connections have timed out. For
example, if this value is 90 seconds, the table will be scanned every 90 seconds

4. Click Update to save and activate settings on the CAS NAT gateway.
5. For troubleshooting, the bottom of the page lists the current connection table for each host:

— Total Connections—(x/45535)—This shows the total number of open connections out of the
the 45,535 maximum number of concurrent connections available in release 3.6(x) for a CAS
in NAT gateway mode (for example, 33/45535 means 33 connections are open).

— IP—IP address of the host

— Current Connections—The total number of connections currently being consumed by this
host, for example: 2, 10, etc. If the checkbox is NOT checked for Drop new connections when
“max concurrent connections per host” is reached, the Current Connections value can be
greater than the value set for Max Concurrent Connections Per Host.

— Dropped Connections—The current number of connections that have been dropped for this
host. This field can facilitate troubleshooting if a user wants to know why his/her connections
are being dropped.

Configure 1:1 Network Address Translation (NAT)

In 1:1 NATing, there is a one-to-one correspondence between the external and internal addresses
involved in the translation (in contrast to the default NAT behavior, in which many internal addresses
share a single external address).

1:1 NATing conceals your internal network architecture, but does not economize on external IP
addresses, since you must have an external address for every host that needs to communicate externally.
It can be used in conjunction with the default, dynamic NATing, allowing you to make email servers,
web servers or any other services accessible from the Internet.

You can map a range of addresses, or map individual addresses along with port numbers.

For a range, you need to specify the starting point for both the internal and external address ranges and
the length of the range. For example, a configuration of:

e public range begin: 11.1.1.2; port: *
e private range begin: 192.168.151.200; port: *
e range: 4
Results in the following address mappings:
e 192.168.151.200 <-> 11.1.1.2
e 192.168.151.201 <->11.1.1.3
e 192.168.151.202 <->11.1.1.4
e 192.168.151.203 <->11.1.1.5
By default, the port numbers are passed through unchanged (as indicated by the asterisk (*) port value).

By specifying an address range of 1, you can map single addresses. This mapping may include port
mappings. For example, the following assignment maps incoming traffic for 11.1.1.6:8756 to the internal
address 192.168.151.204:80:

e public range begin: 11.1.1.6; port: 8756
e private range begin: 192.168.151.204; port: 80
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e range: 1

A

Caution = Make sure you do not include a particular address in more than one mapping at a time, for example, by
including it in a range and as an individual mapping.

Configure 1:1 NATing

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Advanced > 1:1 NAT.

2. Select Enable NAT 1:1 Mapping and click Update.

3. Choose the Protocol for which NATing is performed. Options are TCP, UDP, or both.

4. Type the first address in the public address range in the Public IP Range Begin field. An asterisk
in an address or port field results in the value passing translation unchanged.

5. Type the first address in the private address range in the Private IP Range Begin field.

6. Specify the length of the range, that is, the number of sequentially numbered addresses to be
translated.

1. Optionally, type a description of the mapping in the Description field.
8. Click the Add Mapping button.

The new range mapping appears in the list of mappings.

Configure 1:1 NATing with Port Ferwarding

You can use the port field to achieve port forwarding. To create a 1:1 mapping with port forwarding, type
the public and private addresses in the appropriate fields, along with corresponding port numbers, and
make the IP Range Length value 1, as shown in Figure 4-17.

Figure 4-17 1:1 NAT with Port Forwarding

il Device Management > Clean Access Servers > 10.201.240.12

©
D

Status
Managed Subnet -

nable 1:1 NAT Mapping
Praotocol ITCP or UDP vl

Authentication
Static Routes -
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1:1 NAT -

Network Filter
YLAMN Mapping -

ARP - Proxy

Public IP Range Begin : Port [BB.52.133.17 : 8756
Private IP Range Begin : Port [192.166.151.201 . [s08D
IP Range Length |1—
Description |H'I_I'F>

Add Mapping |

r| Public IP:Port Private IP:Port IP Range | Description | Del A4
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Configure ARP Entries

An ARP (Address Resolution Protocol) entry allows you to associate IP addresses with one of the Clean
Access Server’s interfaces. An ARP entry is typically used to advertise to the trusted network that certain

addresses are within the Clean Access Server’s managed domain, so that traffic for the managed clients
can be directed to the Clean Access Server’s untrusted interface.

ARP entries are automatically created for:

e The untrusted network specified for the Clean Access Server in the IP form.

Any managed subnets you added (see Configuring Managed Subnets or Static Routes, page 4-13).

e Auto-generated subnets created during DHCP configuration. These entries are identified by the

description “ARP Generated for DHCP.” (see Figure 5-10 on page 5-12)

Add ARP Entry

Use the following steps to manually create an ARP entry.

1. Open the ARP form in the Advanced tab.

Figure 4-18 Create ARP Entry

| Device Management > Clean Access Servers > 10.201.240.10

Status Network
Managed Subnet -

Filter
YLAMN Mapping - 1:1 NAT -

Advanced Authentication
Static Routes - ARP -

Proxy

Subnet Address/Mask | J.fl

Link Trusted [ethl] =

Description |

[T Continuously broadcast gratuitous ARP with WLAN 1D |'1 (-1 for non-WLAN]

Add ARP Entry I Flush ARP Cache | o

i | Link [Broadcastl __________ Description __________|Del]
10.10.10.13 / 255.255.255.255  Untrusted MO ARP Generated for DHCP
10.10.10.17 / 255.255.255.255  Untrusted MO ARP Generated for DHCP

J 10.10.10.21 / 255.255.255.255  Untrusted MO ARP Generated for DHCP (8

e T

2. Type the IP address of the network or machine to be associated with the interface along with the
subnet mask in the Subnet Address/Mask fields. If creating an ARP entry for a single address, such

as a virtual default gateway address, specify the address and use 255.255.255.255 as the subnet
mask.

3. Choose the interface from the Link dropdown menu (usually ethl, the untrusted interface).
4. Optionally, type a Description of the ARP entry.

5. Select Continuously broadcast gratuitous ARP with VLAN ID if you want the addresses to be
announced on a continuous basis (every second), with optionally a VLAN identifier.

6. Click Add ARP Entry to save the settings.

1. Clicking the Flush ARP Cache button clears cached MAC-to-IP address associations.
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Configure Proxy Ports

By default, the Clean Access Server redirects client traffic on ports 80 and 443 to the login page. If a
user has proxy settings for their web browser (in Internet Explorer, this is configured under Tools ->
Internet Options -> Connections -> LAN Settings -> Proxy Server), the Clean Access Server does not
care which proxy server is being used but will need to have additional ports (for example, 8080, 8000)
configured in order to direct client traffic appropriately to the login page.

Configure additional ports from which to redirect proxied HTTP requests to the login page as follows.
1. Go Device Management > Clean Access Servers > Manage [CAS_IP] > Advanced > Proxy.

2. Enter the additional ports separated by commas, for example: 3128,8080,8000,6588,3382,3127.

Figure 4-19 Proxy Settings for Client Traffic

Device Management > Clean Access Servers > 10.201.240.10

@

Status
Managed Subnet -

Network Filter
YLAMN Mapping -

Authentication Misc

Static Routes - ARP -

Advanced
1:1 NAT -

Proxy

Redirect proxied http requests on the following ports to login page:

[a080,3129,7999]

(e "3128,8080,8000,6588,3382,3127")

| I < W e r—.
3. Click Update to save settings.

See the Cisco Clean Access Manager Installation and Administration Guide for details on the login
page.
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Overview

Configuring DHCP

This chapter describes how to set up the Clean Access Server for a DHCP-enabled network. Topics
include:

e Overview, page 5-1

e Enable the DHCP Module, page 5-2

e Configuring IP Ranges (IP Address Pools), page 5-4
e Reserving [P Addresses, page 5-15

e User-Specified DHCP Options, page 5-17

DHCP (Dynamic Host Configuration Protocol) is a broadcast protocol for dynamically allocating IP

addresses to computers on a network. When a client computer attempts to join a DHCP-enabled network,
the client broadcasts an address request message. A DHCP server on the network responds to the request,
and through the course of several exchanges, an IP address is negotiated for and delivered to the client.

In a DHCP-enabled network, the Clean Access Server can operate in one of several modes:

¢ DHCP passthrough — The CAS propagates the DHCP broadcast messages across its interfaces
without modification.

e DHCP relay — The CAS forwards messages from clients to another DHCP server.
e DHCP server — The CAS allocates client IP addresses for the managed (untrusted) network.

In DHCP server mode, the Clean Access Server in Real-IP or NAT Gateway mode provides the services
of a full-featured DHCP server. It can allocate addresses from a single IP pool or from multiple pools
across many subnets. It can assign static IP addresses to particular client devices.

Extensive configuration checking in the web admin console helps to ensure that configuration errors are
detected during configuration rather than at deployment. The admin console includes tools for
auto-generating IP pools, making it easier to create many pools at once.

Auto-generating IP pools as a response to heightened virus activity can help to protect your network. By
segmenting your network into many small subnets, you can isolate clients from one another. Since clients
cannot communicate directly across subnets, all traffic between them is routed through the Clean Access
Server, limiting the ability of worms to propagate over peer-to-peer connections.

When you generate subnetted IP address pools, the Clean Access Server is automatically configured as
the router for the subnet. An ARP entry for the subnet is automatically generated as well.

For static addresses, you can reserve a particular IP address for a particular device by MAC address.

[ oL-9040-01
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Enable the DHCP Module

You can enable the DHCP operation mode on a per-Clean Access Server basis. From Device
Management > CCA Servers > List of Servers, click the Manage button ( &) next to the Clean Access
Server.

Configure DHCP Mode for the Clean Access Server

1. Click the DHCP link to open the DHCP form in the Network tab.

Figure 5-1 DHCP Subtab Link

Device Management > Clean Access Servers > 10.201.240.12 2

DHCP Link

Status
P -

‘ Network
DHCP - DNS -

Filter
Certs -

Authentication
PPTP - PPP

Advanced
IPSec - L2TP -

DHCP Passthrough v] | SelectDHCP Type |
DHCP Passthrough | DHCP Type
dropdown menu

2. From the DHCP Type dropdown menu, select an option and click the Select DHCP Type button.
(Note that this button label toggles to Select DHCP Type and Reboot Clean Access Server when
in DHCP Server mode.)

Options are as follows:

— DHCP Passthrough — In this mode, the Clean Access Server propagates DHCP broadcast
messages across its interfaces without change. This mode should be selected if a DHCP server
already exists on the trusted network.

— DHCP Relay - In this mode, the Clean Access Server forwards DHCP messages between
clients and a specific external DHCP server. For DHCP Relay, you need to configure the DHCP
server in the environment so that it hands out the Clean Access Server’s untrusted (eth1) address
as the gateway IP address to managed clients.

If you select DHCP Relay mode, type the IP address of the external DHCP server in the Relay
to DHCP server field and click the Update button.

— DHCP Server — This sets the Clean Access Server to perform DHCP services for managed
clients. Selecting DHCP Server mode displays the DHCP Status, Subnet List, Reserved IPs,
Auto-Generate, and Global Options tabs in the form (Figure 5-2). From there, you can add IP
pools manually, auto-generate pools and subnets, and specify reserved IPs, as described in
Configuring IP Ranges (IP Address Pools), page 5-4.

N,

Note  Once DHCP Server is selected, to switch to a different DHCP Type for the Clean Access Server, you
must reboot the CAS. To change the type, select DHCP Passthrough or DHCP Relay from the
dropdown menu and click the button Select DHCP Type and Reboot Clean Access Server.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Viewing the DHCP Server Startup Message

The DHCP Status tab includes the enable buttons shown in Figure 5-2.
e Show/Hide DHCP Server Startup Message

When this button is clicked, the last DHCP server startup message is displayed. If the server does

not start, an error message will be shown here.

¢ Show/Hide DHCP Configuration File

When this button is clicked, the DHCP configuration file is displayed. In some cases, the startup

message will display an error for a particular line of the configuration. Clicking this button allows

you to view the configuration file line-by-line.

Figure 5-2 DHCP Server Status Enable Buttons

Device Management > Clean Access Servers > 10.201.240.12

()

Status
IP - DHCP -

Network
DNS - Certs -

Filter
IPSec -

Authentication
PPP

Advanced
L2TP - PPTP -

DHCP Status Subnet List Reserved IPs Auto-Generate Global Options

DHCF Server vl | Select DHCP Type and Reboot Clean Access Server I

DHCP Passthrough
DHCF Fela

Available IPs Static IPs View MACs

Hide |DHCP Server Startup Message

Server started normally

Hide |DHCP Configuration File

## Automatically generated config file
# Do not wodify by hand;

authoritative;
ddns-update-style none;
log-facility local6;
ping-check false;

R R A

I B - S P rwre—

For further information on the DHCP Status tab see Working with Subnets, page 5-12.
For additional information on DHCP configuration, see User-Specified DHCP Options, page 5-17.
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Configuring IP Ranges (IP Address Pools)

To set up the Clean Access Server to provide DHCP services, you first configure the range of IP
addresses to be allocated to clients (the IP address pool). In addition, you can specify network
information to be handed to clients with the address, such as DNS addresses.

The CAS can allocate addresses from multiple pools and subnets. However, allocated addresses must be
from within the range managed by the Clean Access Server as either:

e The address space of its managed network (as set in the IP form of the Network tab)
¢ A managed subnet specified in the Managed Subnet form of the Advanced tab

If you try to create an address pool from a subnet that is not managed, an error message notifying you
of the condition appears in the admin console and the pool is not created.

Auto-Generated versus Manually Created Subnets

You can automatically generate subnets in order to create many IP address pools at a time. Creating a
large number of IP pools of relatively small size (from which only a few addresses can be assigned) can
help protect your network. By isolating clients into small subnets, you limit the ability of peers to
communicate directly with one another, and thereby prevent events such as worms from proliferating
across peer connections.

Alternatively, you can manually create subnets if only a few IP address pools are required for your
network.

Subnetting Rules

Whether creating IP pools automatically or manually in the admin console, the subnets you create must
follow standard subnetting design rules. Only properly aligned, power-of-two subnet addresses are
supported. For example, you cannot start a subnet range at address 10.1.1.57 with a subnet mask of
255.255.255.192, because the final octet of the netmask, 192, corresponds to a “size 64” subnet. There
can only be four size-64 subnets, with subnet start address boundaries of .0, .64, .128, and .192. Since
.57 is not a power-of-two, it cannot be used as the starting address for a subnet.

You must specify the starting address of the range for either manually-created or
automatically-generated subnets. To manually create a pool you specify the end of the range, and to
auto-generate a pool you specify the number of subnets to generate.

Addresses in the IP range are assigned as follows:

1. Network address — The first number you enter for the range is used as the network address for the
subnet (or the first subnet, if generating more than one subnet).

2. Router address — The second number is used as the router address (that is, the virtual gateway
interface address for the subnet).

3. Host IP address — The third number is the first address that is leasable to clients.
4. Broadcast address — The final address in the range is the broadcast address.
By specifying an IP range of only four addresses, you can create a subnet for a single host.

Table 5-1 shows the number of leasable addresses for each subnet size and number of subnets possible
per CIDR (Classless InterDomain Routing) prefix. Each CIDR prefix corresponds to a specific subnet
mask. CIDR notation identifies the number of bits masked for the network portion of a 32-bit IP address
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in order to produce a specific number of host addresses. For example, a CIDR address of 10.5.50.6 /30
indicates that the first 30 bits of the address are used for the network portion, leaving the remaining 2

bits to be used for the host portion. Two bits of address yield four host addresses: three addresses are

automatically allocated for the required network, gateway, and broadcast addresses for the subnet, and
the remaining address can be leased. Therefore, a /30 network creates a subnet of one host.

Table 5-1 Addresses per Subnet Size
Example valid
No. of possible Total number of No. of leasable start-of-range
CIDR Prefix subnets (Class C) |addresses host addresses addresses
/30 64 4 1 10.1.65.0
10.1.65.4
10.1.65.8
/29 32 8 5 10.1.65.0
10.1.65.8
10.1.65.16
/28 16 16 13 10.1.65.0
10.1.65.16
10.1.65.32
127 8 32 29 10.1.65.0
10.1.65.32
10.1.65.64
/26 4 64 61 10.1.65.0
10.1.65.64
10.1.65.128
10.1.65.192
125 2 128 125 10.1.65.0
10.1.65.128
/24 1 256 253 10.1.65.0

[ oL-9040-01
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Table 5-2 shows the addressing for an automatically-generated IP range of four /30 subnets starting at
address 10.1.100.12.

Table 5-2 Auto-Generated Subnets

IP Range Entries 1st Subnet 2nd Subnet 3rd Subnet 4th Subnet

Network address 10.1.100.12 10.1.100.16 10.1.100.20 10.1.100.24

Router address 10.1.100.13 10.1.100.17 10.1.100.21 10.1.100.25

Client address range 10.1.100.14 - 10.1.100.18 - 10.1.100.22 - 10.1.100.26 -
10.1.100.14 10.1.100.18 10.1.100.22 10.1.100.26

Broadcast address 10.1.100.15 10.1.100.19 10.1.100.23 10.1.100.27

In general, the admin console enforces rules for properly configured subnets. If you attempt to use an
invalid network address for the netmask, the message appears: “Subnet/Netmask pair do not match”. In
this case, choose a new value for the address.

Create IP Pools Manually

To create an IP pool manually, you also need to define the subnet in which the pool resides. There are
three ways to arrive at the subnet address and netmask values for a manually generated pool:

e Enter the subnet address directly, as an IP address and netmask.
e Have the admin console generate the smallest possible subnet based on the IP range you enter.
e Have the admin console calculate the values from the list of subnets currently managed by the Clean

Access Server.

To create an IP pool range:
1. In the DHCP form, click the Subnet List tab, then the New link.

Figure 5-3 New Subnet List Subtab Link

Status
P -

Network
DNS -

Filter
IPSec -

Advanced
L2TP -

Authentication
PPTP - PPP

DHCP - Certs -

New subtab
link

DHCP Status
List -

Subnet List Reserved IPs Auto-Generate

Global Options

New
Delete all Generated Subnets |

IViewAII 'l Vier
J IP Range Subnet Range m ¥LAN ID # Subnets m )
r

2. The new IP pool form appears.
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Figure 5-4 New Subnet Form

Authentication
PPTP - PPP

Advanced
IPSec - L2TP -

Filter
Certs -

Network
DHCP - DNS -

Status
P -

DHCP Status Subnet List Reserved IPs

List -

Auto-Generate [ Global Options

New

IP Range

Default Gateway

DMNS Suffix

|
|
Default/Max Lease Time (secaonds) | / | *
|
|

DMS Servers

separate multiple addreszes with a cornma)

WIM Servers

separate multiple addreszes with a cornma)

[T Restrict range to WLAN ID:

(
|
(
|

Subnet/Metmask Manually enter subnet and netmask j
Subnet Calculate from existing managed subnets
Calculate smallest subnet for IP range entered

Metmask

[* Aszterisks indicate required fields.)

Il

[ = -

Enter values for these fields:

— IP Range — The IP address pool to be assigned to clients. Provide a range of addresses not
currently assigned in your environment.

— Default Gateway — The IP address of the default gateway passed to clients. This should be the
untrusted interface address of the Clean Access Server.

— Default/Max Lease Time (seconds) — The amount of time the IP address is assigned to the
client, if the client does not request a particular lease time, as well as the maximum amount of
time for which a lease can be granted. If the client requests a lease for a time that is greater, the
maximum lease time is used.

— DNS Suffix — The DNS suffix information to be passed to clients along with the address.

— DNS Servers — The address of one or more DNS servers in the client’s environment. Multiple
addresses should be separated by commas.

— WIN Servers — The address of one or more WIN servers in the client’s environment. Multiple
addresses should be separated by commas.

— Restrict range to VLAN ID - If selected, specify the VLAN identifier in the field. Clients not
associated with the specified VLAN cannot receive addresses from this IP pool. A VLAN ID
can be any number between 0 and 4095.

4. From the Subnet/Netmask list, choose how you want the subnet address to be specified, from the

following choices:

— Calculate from existing managed subnets — The admin console determines what to use for the
subnet and netmask values based on the configuration in the Managed Subnet form (in the
Advanced tab). It calculates the network address by applying the netmask to the gateway
address for each managed subnet.

— Calculate smallest subnet for IP range entered — The admin console determines the subnet
and netmask values based on the IP address range you entered.

[ oL-9040-01
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— Manually enter subnet and netmask — To specify the desired network address and netmask
manually. If selected, the Subnet and NetMask fields appear at the bottom of the form.Inherit
Scoped Global Options — This field is only visible if DHCP options are enabled and is turned
on by default. If this field is disabled, the scoped global options configured in the Global
Options tab are not inherited.

5. Click Update when finished. If there are errors in the configuration, warning messages appear.
Follow the instructions to correct the settings.

Auto-Generating IP Pools and Subnets

By automatically generating subnets, you can quickly divide your network into small segments.
Segmenting your network into small subnets can be an effective security measure in response to a worm
attack, since a network comprised of many small subnets (with one host per subnet possible) limits the
ability of clients to engage in peer-to-peer interaction.

Caution  The recommended maximum number of subnets per Clean Access Server is 1000. If the CAS machine
has sufficient memory (>1G), up to 2500 subnets can be configured. Do not exceed the recommended
limit if this will place an excessive burden on system resources, particularly server memory.

Add Managed Subnet

1. First, make sure that the IP pools you want to add are in the range of a managed subnet. If needed,
add the managed subnet under Device Management > CCA Servers > Manage [CAS_IP] >
Advanced > Managed Subnet (for details, see Configure Managed Subnets for L2 Deployments,
page 4-15).

Figure 5-5 Add Managed Subnet

B Device Management > Clean Access Servers > 10.201.240.10 2

Status
Managed Subnet -

Network Filter
YLAMN Mapping -

IP Address |1D.1D.30.1
Subnet Mask |255.255.255.D
WLAN 1D I30 (-1 for non-wLaN)

Description |VLAN 30 managed subnet

Authentication
Static Routes - ARP -

Advanced
1:1 NAT -

Proxy

| Add Managed Subnet I

5 Mam Subnet — 1
10.,10.30.1 .-" 255.255.255.0 WLAN 30 managed subnet 30 b4
| =
=== =P === == ] - il e —
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When adding a managed subnet, the IP Address field you configure should be the gateway address for
the subnet—that is, the address used by the Clean Access Server to route the subnet. (Not the network

address, which the Clean Access Manager calculates by applying the subnet mask to the gateway

address.)

Create Auto-Generated Subnet

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > DHCP >
Auto-Generate. The Auto-Generate pane appears as follows:
Figure 5-6 DHCP—Auto-Generate Subnet Form

()

Device Management > Clean Access Servers > 10.201.240.10

Filter
Certs IPSec

Network
DNS

Status
IP

Authentication
PPTP PPP

Advanced

DHCP LZTP

I»

DHCP Status Subnet List Reserved IPs Global Options

Auto-Generate |

Start Generating at IP |192.168.2.D *
MNumber of Subnets to Generate |30 *
Generate Subnets of Size |,-"30 -11P per Subnet j

Default Lease Time (seconds) ISZDD *
May Lease Time (seconds) I?ZDD *

DMNS Suffix |cisco.com

DNS Servers [171.68.226.120
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| Generate Subnet List I

-

A Em e

Auto-Generate tab

In the Start Generating at IP field, type the first IP address of the range to be generated:

DHCP Status Subnet List Reserved IPs W Auto-Generate | Global Options

Start Generating at IP |192.168.2.D *

MNumber of Subnets to Generate

Generate Subnets of Size

Default Lease Time (seconds)

{29-51Ps per Subnet
f28-131Ps per Subnet
{27 -291Ps per Subnet
{26 -61 IPs per Subnet
f25-125IPs per Subnet
J24- 253 IPs per Subnet

May Lease Time (seconds)

DMNS Suffix

DMS Servers
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As previously mentioned, the number you enter is used as the network address for the first subnet,
and the next number is used as the router address. The third number is subsequently the first address
that is leasable to clients.

3. Inthe Number of Subnets to Generate field, type the number of subnets to generate. As mentioned,
the maximum recommended size is 1000. Exceeding this number can impose a burden on the
server’s system resources.

4. From the Generate Subnets of Size dropdown list, select the size of each subnet. Subnet sizes are
presented in CIDR format (such as /30). The dropdown menu also lists the corresponding number
of available host addresses per subnet for each CIDR prefix. For each range, three addresses are
automatically reserved and cannot be allocated to clients:

— The network address of the subnet
— The router address (for the Clean Access Server)
— The broadcast address
Therefore, a /30 size subnet has four addresses, but only one IP available for hosts.
5. Provide values for the remaining fields:

— Default Lease Time (seconds) — The amount of time the IP address is assigned to the client, if
the client does not request a particular lease time.

— Max Lease Time (seconds)— The maximum amount of time a lease can be reserved. If the client
requests a lease for a time that is greater, this max lease time is used.

— DNS Suffix — The DNS suffix information to be passed to clients along with the address lease.

— DNS Server(s) — The address of one or more DNS servers in the client’s environment. Multiple
addresses should be separated by commas.

— WIN Server(s) — The address of one or more WIN servers in the client’s environment. Multiple
addresses should be separated by commas.

— Restrict this Subnet to a specific VLAN ID — Clients not associated with the specified VLAN
cannot receive addresses from this IP pool. A VLAN ID can be any number between 0 and 4095.

— Inherit Scoped Global Options — If DHCP options are enabled, this field displays and is
enabled by default. If DHCP options are enabled and this field is disabled, the scoped global
options configured in the Global Options tab are not inherited.

6. When finished, generate a preliminary list of subnets by clicking Generate Subnet List. If there are
errors in the values provided, error messages appear at this time. If the subnet based on your address
is not properly aligned, the interface suggests the closest legal starting IP address for your range.

If successful, a preliminary list of IP ranges appears, allowing you to review the results.
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Figure 5-7 Commit Subnet List
|
Il DHCP Status Subnet List Reserved IPs B Auto-Generate [ Global Options &
Commit Subnet List |
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7. Click Commit Subnet List to save the IP ranges.

8. The auto-generated subnets appear as a single subnet range under Subnet List > List. The “# of
Subnets” and “# of IPs” columns allow you to view how large the auto-generated range is in terms
how many subnets have been created as well as the number of IP addresses for the range.

Figure 5-8 Subnet List— List

\
DHCP Status Subnet List Reserved IPs Auto-Generate | Global Options
List New
| Delete all Generated Subnets I
IViewAII 'l Vier
e = e e e
192.165.1.0 - 192.165.0.0 -
192,168.1,.253 192 168,255,255 ©5°0e0m 254 ed
192.1658.2.2 - 192.165.2.0 - . v
192,168.2.118 192 168.2.419  osoocom WA 30 30 b X
d
[ 18 (@ trrarnar -

9. The newly-generated list also appears in summary form under DHCP Status tab (listing VLAN ID
and number of dynamic, available, and static IP addresses).

Figure 5-9 DHCP Status

Status Network Filter Advanced QAuthentication

IP DHCP DNS Certs IPSec L2TP PPTP PPP
DHCP Status Subnet List Reserved IPs ll Auto-Generate § Global Options
IDHCP Server 'l

Select DHCP Type and Reboot Clean Access Server
Dynamic IPs Available IPs
Cisco Clean A (NAC Appli ) Server Installation and Administration Guide
[ oL-g040-01



Chapter5  Configuring DHCP |

Il Configuring IP Ranges (IP Address Pools)

~
Note  ARP entries are automatically created in the Clean Access Server configuration for the generated subnets

(under Device Management > CCA Servers > Manage [CAS_IP] > Advanced > ARP), as shown in
Figure 5-10. Deleting generated subnets also removes the corresponding ARP entries.

Figure 5-10 ARP Entries Generated for DHCP

Status
Managed Subnet -

Authentication
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Network Filter
YLAMN Mapping - 1:1 NAT -

Proxy
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Add ARP Entry I Flush ARP Cache | o
| Link J|Broadeastl ___ Description ___________|Del|
10.10.10.13 / 255.255,255.255  Untrusted [Le] ARP Generated for DHCP
10.10.10.17 / 255.255,255.255  Untrusted [Le] ARP Generated for DHCP
10.10.10.21 / 255.255,255.255  Untrusted [Le] ARP Generated for DHCP I}

e T

Working with Subnets

View Users by MAC Address/VLAN

1. After committing an auto-generated list, the Network > DHCP > DHCP Status page appears and
lists the newly-generated subnet. If the auto-generated subnet is restricted to a VLAN ID, the subnet
is listed by that VLAN ID; otherwise, the VLAN column is blank if no VLAN is specified.

Figure 5-11 DHCP Status —VLANs

Status
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2. By clicking the View MACs icon ( /) for the VLAN, you can see the MAC address, IP and type
of client, as shown in Figure 5-12.
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Figure 5-12 View MAC Address

Auto-Generate [ Global Options

Reserved IPs

Subnet List

DHCP Status

IDHCP Server 'l

Select DHCP Type and Reboot Clean Access Server

IPs 1 -1 of 1 First | Previous | Next | Last

hasigned

192.168.1,253 00:0B:DB:B9:20:98 Dynamic Thu Jul 21 17:29:50 2005 Thu Jul 21 18:56:30 2005

— For DHCP clients, the Type column lists “Dynamic” and the lease assignment and expiration

times are shown.
— For reserved IP clients, the Type column lists “Static” and the lease time columns display N/A.

View or Delete Subnets from the Subnet List

You can view the list of subnets created or modify individual subnets from Device Management >

1.
CCA Servers > Manage [CAS_IP] > Network > DHCP > Subnet List > List.

Figure 5-13 Subnet List—List
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To view the subnets for a particular VLAN only, select the VLAN from the scroll menu next to the
View button and click View.
3. To remove an individual subnet, click the Delete icon (%) next to it.

To remove all auto-generated subnets, click the Delete all Generated Subnets button. Note that this
deletes only auto-generated subnets; all manually entered subnets are retained.
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Edit a Subnet

1. To edit a subnet, click the Edit button (g£]) next to it in the Subnet List to bring up the Edit Subnet
List form. The example below shows the Edit form for an auto-generated subnet. (The Edit form
for a manually-generated subnet is similar to Figure 5-4 on page 5-7.)

Figure 5-14 Edit Subnet List

Network
DNS

Status
IP

Filter
IPSec

Authentication
PPTP PPP

Advanced
L2TP

DHCP Certs

DHCP Status Subnet List Reserved IPs Auto-Generate | Global Options

List - Edit - New
Default/Max Lease Time (seconds) |5!ZDD / |?ZDD *
DMNS Suffix |cisco.com
DNS Servers [171.68.226.120
(separate multiple addresses with a comma)
WIM Servers |

[separate rultiple addresses with a comma) —_

[T Restrict range to WLAN ID: I

[* Aszterisks indicate required fields.)

Update |

| _Disabled | _____1PRange [ SubnetRange | Gateway |
- 192.168.2.2 - 192.168.2.2 192.168.2.0 - 192.168.2.3 19z2.1658.2.1
- 192.168.2.6 - 192.168.2.6 192.168.2.4 - 192.168.2.7 192.168.2.5
- 192.165.2.10 - 192.165.2.10 192.165.2.8 - 192.1658.2.11 192.165.2.9
- 192.165.2.14 - 192.165.2.14  192.1658.2.12 - 192.165.2.15 192.165.2.13
- 192.165.2.16 - 192.1656.2.18 192.1658.2.16 - 192.165.2.19 19z2.165.2.17
- 192.165.2.22 - 192.166.2.22 192.168.2.20 - 192.1658.2.23 19z2.165.2.21
r =

192.165.2.26 - 192.1656.2.26  192.1658.2.24 - 192.165.2.27 192.165.2.25
e E

2. You can modify the lease time, DNS/WIN server information and VLAN ID restriction. Click
Update to save the changes. To change the IP range, default gateway or subnet mask, the subnet
must be deleted from Subnet List > List form and re-added with the modified parameters.

3. For auto-generated subnets, you can disable a particular subnet by clicking the Disabled checkbox
next to it. This allows you to disable the IPs associated with a particular generated subnet so that the
IPs are not leased out. This can be particular useful if you have one or two servers in the middle of
a subnet range.
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Reserving IP Addresses

By reserving an IP address, you can keep a permanent association between a particular IP address and
device. A reserved device is identified by MAC address. Therefore, before starting, you need to know
the MAC address of the device for which you want to reserve an IP address. The configuration for a
reserved IP does not include a maximum or default lease time. The address is always available for the
device, and in effect has an unlimited lease time. Table 5-3 lists several rules that apply to reserved IP
addresses.

Table 5-3 Reserved IP Address Rules
A reserved address cannot be... A reserved address must be...
e Within the address range of an IP pool. e Within the address range of the Clean Access

Server’s managed network (as configured in
Device Management > CCA Servers > Manage

e A network or broadcast address.

* Currently set as a default gateway for an [CAS_IP] > Network > IP), or managed subnets
existing IP address range. (as configured in Device Management > CCA
Servers > Manage [CAS_IP] > Advanced >
Managed Subnet).

Add a Reserved IP Address

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > DHCP > Reserved
IPs > New.

Figure 5-15 Reserved IPs— New

Device Management > Clean Access Servers > 10.201.240.10

Status Network Filter Advanced
IP - DHCP - DNS - Certs - IPSec - L2TP -

DHCP Status Subnet List | Reserved IPs

List - Mew

Reserved IPs tab

New link

MAC Address

IP Address to Allocate

DMNS Suffix

|
|
Description |
|
|

DMS Servers

[separate rultiple addresses with a comma)

WIMNS Servers |

[separate rultiple addresses with a comma)

™ Restrict this IP to YLAN ID: |

[* Aszterisks indicate required fields.)

Update | &

-

[ B B -y ey |

2. In the MAC Address field, type the MAC address for the device for which you want to reserve an
IP address, in hexadecimal MAC address format (e.g., 00:16:21:11:4D:67).

3. In the IP Address to allocate field, type the IP address that you want to reserve.

[ oL-9040-01
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I Reserving IP Addresses

4. Enter an optional Description.
5. Provide values for the remaining fields:
— DNS Suffix — The DNS suffix information to be passed to clients along with the address lease.

— DNS Servers — The address of one or more DNS servers in the client’s network. Multiple
addresses should be separated by commas.

— WIN Servers — The address of one or more WIN servers in the client’s network. Multiple
addresses should be separated by commas.

— Restrict this IP to VLAN ID - If the client is associated with a particular VLAN, click this
checkbox to specify the VLAN identifier in the VLAN ID field.

6. When finished, click Update.

The reserved IP now appears in under Subnet List > List. From there, it can be modified by clicking the
Edit button (<)) or removed by clicking Delete (¥).
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User-Specified DHCP Options

The Global Options tab (Figure 5-16) allows advanced users to modify the DHCP configuration directly.

DHCP options can be specified as follows:

¢ Root global options appear at the root level or top of the DHCP configuration file and apply to all
DHCP subnet declarations. Root global options are inherited by everything in the file.

e Scoped global options are added to each subnet definition, but you can enable whether or not a
subnet inherits the option. When DHCP options are enabled, an “Inherit Scoped Global Option”
enable appears on the forms used to add or edit manually-created or automatically-generated
subnets. Note that the “Inherit Scoped Global Option” checkbox appears only while customized
DHCP options are enabled and only for subnets created after the options are enabled.

e Local options apply only to the subnet for which they are entered. Local DHCP options can be added
to an individual subnet using the Subnet List > Edit form described in Add Local Scoped DHCP
Option, page 5-19.

A

Caution = The DHCP configuration file should not be modified under most circumstances.

See DHCP Global Scope Example, page 5-20 for additional details.

Enable User-Specified DHCP Options
1. Go to the Network > DHCP > Global Options tab and click the Enable button.

Figure 5-16 Global Options List

@

| pevice Management > Clean Access Servers > 10.201.240.10

Advanced Authentication
L2TP - PPTP - PPP

Filter
Certs - IPSec -

Network
DNS -

Status
P -

DHCP -

DHCP Status Subnet List Reserved IPs Auto-Generate Global Options

Disable | User-Specified DHCP Optians Festare Options To Default |
Root Global Option List MNew Option
N optionText | __Edit | Delete |
Scoped Global Option List MNew Option
L optonText | __Edit | Delete |

|

Add Root Global DHCP Option

2. Click the New Option link at the top right-hand corner of the Root Global Option List to open the
root global options form (Figure 5-17). This form allows you to enter text directly into the DHCP
configuration file at the root level.

[ oL-9040-01
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Figure 5-17 New Root Global DHCP Options

‘

Device Management > Clean Access Servers > 10.201.240.10

©

Network
DHCP - DNS -

Filter
Certs - IPSec -

Advanced
L2TP - PPTP -

P - PPP

DHCP Status Subnet List Reserved IPs Auto-Generate @ Global Options
List - New

Editing Root Global DHCP Option
Enter text of DHCP option here:

Please provide the text of your DHCP option here =]
=l
J Update Fd
L B B - s |
3. Enter the text of the new root global DHCP option in the text field and click the Update button when
done.

Add Scoped Global DHCP Option

4. Click the New Option link at the top right-hand corner of the Scoped Global Option List to open

the scoped global options form (Figure 5-18). This form allows you to enter text directly into the
DHCP configuration file at the subnet scope level.

Figure 5-18 New Scoped Global DHCP Option

Device Management > Clean Access Servers > 10.201.240.10 I

Network
DHCP - DNS -

Filter
Certs - IPSec -

Advanced
LZTP - PPTP -

P - PPP

DHCP Status
List -

Subnet List Reserved IPs Auto-Generate | Global Options

New

Editing Scoped Glabal DHCP Option
Enter text of DHCP option here:

Flesse provide the text of your DHCE option here =
=
[ -
T T T [P yr—y ]
5. Enter the text of the new scoped global DHCP option in the text field and click the Update button
when done.
6.

To restore factory defaults, click the Restore Options To Default button from the Global Options
> List page.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 5-19 Restore Global Options to Default

| *

()

Device Management > Clean Access Servers > 10.201.240.10

Advanced Authentication
L2TP PPTP PPP

Filter
IPSec

Network
DNS

Status
IP

DHCP Certs

DHCP Status Subnet List Reserved IPs Auto-Generate Global Options

Disable | User-Specified DHCP Optians Festare Options To Default |
Root Global Option List Mewy Option

| DptigMicrosoft Internet Explorer x|

- Scoped Glabal Optian Li @ Delete all user-entered Dhep Options and restore to Factory defaults? |, Option
d .

Cancel |

B

[ Trtermet P

Add Local Scoped DHCP Option

1. Go to Network > Subnet List > List and click the Edit button (g£]) next to the subnet for which
you want to add an option.

2. The Edit form appears.

Figure 5-20 Edit Subnet List Form (Local Scoped DHCP Option

)
Status Network Filter Advanced Authentication
IP DNS IPSec L2TP PPTP PPP
DHCP Status Subnet List Reserved IPs Auto-Generate Global Options
List Edit New
IP Range [192.166.1.0 - |182.166.1.253 =
Default Gateway [192.168.0.1 "
Default/Max Lease Time (seconds) |5!ZDD / |?ZDD *
DMNS Suffix |cisco.com
DNS Servers [171.68.226.120
[separate rultiple addresses with a comma)
WIM Servers |
[separate rultiple addresses with a comma)
[T Restrict range to WLAN ID: I
Subnet/Metmask |Manually enter subnet and netmask j
Subnet [192.166.0.0 "
Netrask |255.255.0.0 "
¥ Irnherit Scoped Global Options
[* Aszterisks indicate required fields.)
Addiional Dhep Options - List Add New Cption
| optionText | oOptionType | _Edit | Delete [
T T T —
3. Click the Add New Option Link at the bottom of the form. The New Local Option form appears:
Cisco Clean A (NAC Appli ) Server Installation and Administration Guide
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Figure 5-21 Add New Local Option

Device Management > Clean Access Servers > 10.201.240.10 B

Status
IP

Network
DNS

Filter
IPSec

Advanced
L2TP PPTP

Authentication
PPP

DHCP Certs

DHCP Status
List - Edit -

Subnet List

MNew Local Option

Reserved IPs Auto-Generate Global Options

Enter text of DHCP option here:

Please provide the text of your DHCP option here :J

Update | =
| _____________ &k

4. Enter the text and click Update.

DHCP Global Scope Example

The Cisco Clean Access DHCP option format is largely compatible with the ISC DHCP server version

3.x. Many vendors include examples of how to send the required vendor-specific options for ISC DHCP
server version 3.x.

Option #43 is “vendor-specific options.” That is to say, there is no single option or single option format,
but rather, a more general formula for entering custom data. There are two formats, one simple (and
short), the other much more complicated. The following is an example of a specific vendor's use of the
more complicated format to create options for PXE client boot:

# GLOBAL options:
option space PXE;
option PXE.discovery-control code 6 = unsigned integer 8;
option PXE.boot-server code 8 = { unsigned integer 16,
unsigned integer 8,
ip-address };

option PXE.boot-menu code 9 = { unsigned integer 16,
unsigned integer 8,
text};
option PXE.menu-prompt code 10 = { unsigned integer 8, text };

# In the scope/ip range section:
option dhcp-parameter-request-list 60,43;
option vendor-class-identifier "PXEClient";
vendor-option-space PXE;
option PXE.discovery-control 7;
option PXE.boot-server 15 1 192.160.160.160; # address of server
option PXE.boot-menu 15 5 "PXEboot";
option PXE.menu-prompt 0 "PXEboot";

Refer to the man page for dhcp-options or dhcpd-options for additional details.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CHAPTER

IPSec/L2TP/PPTP/PPP on the CAS

This chapter discusses how to configure the encryption mechanisms supported by the CAS.
e Overview, page 6-1
e Configure IPSec Encryption, page 6-3
e Configure L2TP Encryption, page 6-6
e Configure PPTP Encryption, page 6-8
e Configure PPP, page 6-9
e Example Windows L2TP/IPSec Setup, page 6-10

This chapter describes how to configure secure tunnels between users and the CAS. If you require
support for a larger VPN base, Cisco Clean Access allows you to deploy a VPN concentrator in front of
the Clean Access Server. In this case, see Chapter 7, “Integrating with Cisco VPN Concentrators” for
details.

The Clean Access Server itself supports secure Virtual Private Network (VPN) connections between the
Clean Access Server (CAS) and end user devices. The CAS supports VPN connections via PPTP,
L2TP/IPSec or native IPSec clients. You can use Windows 2000, Windows XP, or other Pre-Shared Key
VPN clients to use this feature. Note that each Clean Access Server supports the following number of
concurrent VPN connections:

e [PSec — no limit is in place
e PPTP — 64 tunnels
e L2TP — 64 tunnels

Figure 6-1 Encrypted Connections

encrypted connection

Ca<1

_-\;,./

swiich Clean Access L3 Router
Server
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The Clean Access Server acts as an endpoint for the following encryption mechanisms:
e [PSec (IP Security)
e L2TP
e PPTP

You can use encryption whether the Clean Access Server is running in Real-IP/NAT Gateway mode or
Virtual Gateway (bridge) mode.

User computers must have the appropriate client software. When configuring the client software, the user
should set up the untrusted interface address of the Clean Access Server as the VPN gateway. For L2TP
and PPTP, the user will need to provide the password for the PPP tunnel. For more information, see
Configure PPP, page 6-9.

Note Devices allowed in the MAC filter list cannot establish VPN connections to the Clean Access Server

(CAS). Only users logging in via web login or Clean Access agent can establish VPN connections to the
CAS.

Enable VPN Policies

First, enable VPN policies for both the Clean Access Server and the user role. Then, perform the
protocol-specific configuration described in the following sections.

1. Go to Device Management > CCA Servers > List of Servers, click the Manage button for the
Clean Access Server, then go to Network > IPSec.

I

Device Management > Clean Access Servers > 10.201.240.10

@

Status
P -

Network
DHCP - DNS -

Filter
Certs - IPSec -

Authentication
PPTP - PPP

Advanced
L2TP -

: [owerrides the WPN palicy setting
\é"PN Policy for Clean Access Optional 'l in user rale, when set to Deny or
erver Enfarce]

Default IPSec Preshared Key

2. For the VPN Policy for Clean Access Server option, choose either Optional or Enforce. Note that
the Clean Access Server supports the following number of concurrent VPN connections:

— IPSec — no limit is placed
— PPTP — 64 tunnels
- L2TP — 64 tunnels
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3. From User Management > User Roles > List of Roles, click the Edit icon next to the user role for
which you want to enable encryption.

User Management > User Roles ST

List of Roles Edit Role Traffic Control Bandwidth Schedule

[ Disable this role

Role Mame |\/PN users

Role Description |

Role Type lm
*wPN Policy W

*Dynamic IPSec Key @ Dizahle

Cptional
*Max Sessions per User Ehﬂm

See “User Management: User Roles” in the Cisco Clean Access Manager Installation and
Administration Guide for additional details.

(1 = 285 0 Far onlirmited

4. In the Edit form that appears, choose either Optional or Enforce for the VPN Policy field,
according to what you chose for the Clean Access Server.

5. Click Save Role.

Configure IPSec Encryption

The IP Security Protocol (IPSec) is an encryption standard for securing traffic between two computers
on a network. IPSec provides significantly better security for wireless users than the mechanism
normally associated with wireless networks, WEP. For one thing, WEP uses a shared key, which all users
in the network must use. With readily available tools, an intruder can figure out the key, given a large
enough data sample. IPSec, on the other hand, uses unique, dynamic keys for data encryption between
the client and server.

With the Clean Access Server, you can require users to use IPSec, make it optional, or deny use of [PSec
on the network per user role.

To utilize IPSec encryption, users must have IPSec client software on their machines. Many operating
systems include an IPSec client. Windows XP, for example, includes the client as a snap-in module.

To set up IPSec:

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP]> Network >
IPSec.

[ oL-9040-01
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Figure 6-2 IPSec

I

Device Management > Clean Access Servers > 10.201.240.10

e

Network
DHCP - DNS -

Status
P -

Authentication
PPTP - PPP

Advanced
L2TP -

Filter
Certs - IPSec -

: [owerrides the WPN palicy setting
\é"PN Policy for Clean Access IOptiDnaI 'l in user rale, when set to Deny or
erver Enfarce]

Default IPSec Preshared Key |ciscokey

[requires dynamic key setting to
be enabled in user role too)

. [should be greater than Client
Server Key Life |4SDS Rekey Time)
Client Rekey Time |3DDS (zhould be at least 200 seconds)

Perfect Forward Secrecy (PFS) & Enable 0 Disable

Dynamic IPSec Key ' Enable @ Disahle

MSS Clamping & Enable " Disahle

M55 value |14DD (in bytas)

Update I Festart IPSec | i
4| | o[

2. For VPN Policy for Clean Access Server, choose either:

— Optional — To make the use of [PSec connections to the Clean Access Server optional, at the
client’s discretion.

— Enforce — To require the use of [PSec connections to the Clean Access Server.
3. Configure the following settings for the IPSec policy:

— Default IPSec Preshared Key — Enter the key used to encrypt the data exchanged at the time
of authentication negotiation.

— Dynamic IPSec Key —
The Dynamic IPSec Key feature must be enabled on both the Clean Access Server and user role.
Click Enable to give each user is given a unique, one-time preshared key upon logging in. The
user should use this key as the preshared key in their [PSec client to create the IPSec connection.

Leave as Disable to have the user use the default preshared key (shared by all users) to create
the IPSec connection. The key is given to users in the web logout page (Figure 6-3) or Clean
Access Agent VPN Info dialog (Figure 6-4) after a successful login.
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Figure 6-3 IPSec Key—Logout Page for Web Login Users
A Cisco Clean Access Authentication - Microsoft Internet Explorer; E”E‘El
Fle Edt View Favorites Toos Help w
address | €] hitps:{10.201.240. 1Djauthjperfigo_logoutser.jsp v B

C1sco SYSTEMS

Cisco Clean Access Authentication

[ Logon Information |
Tou have been sucessfully logged on the network.

« hitp/fwwer goople. com/
o Titme Logged on: 04/12/035 12:05:42
+ User Session: unlimited

[ VPN Information ]
Tou can use the following settings to enable your VP connection

+ VPN Gateway: 192.168.0.1 IPSec

o IPSec Preshared Eey: ciscokey presha]’ed
o PPTP/L2TP User Id: * key

o PPTP/LZTP User Password: ciscol123

[ Logout Informnation |
To log yourself off the network, please click on the logout button
{Mote: Fyou have an active VPV session, please io the PPN connection )

-----
& S @ Internet

Figure 6-4 IPSec Key—Clean Access Agent Users (VPN Info)

0= Cisco Clean Access Agent

@

Clean Access Agent

Client VPN Information {IPSec/PPTP)

VPN Server: 192.168.0.1 IPSec

IPSec Key : ciscokey preshared
PPPID: ™ key

PPP Key : ciscol23

— Server Key Life (default: 450 seconds) — How long the IPSec security association remains
active. This should be greater than the Client Rekey Time.

— Client Rekey Time (default: 300 seconds) — This value is used by the IPSec client. It specifies
how long the IPSec Client will propose that an IPSec SA be allowed to live before being
regenerated. Typically, this value is shorter than the Server Key Life and at least 300 seconds.

— Perfect Forward Secrecy (PFS) — Enabling PFS (Perfect Forward Secrecy) ensures that the
CAS utilizes completely new material when rekeying session keys. Otherwise, rekeys may be
derived from material created at the point when the initial server key is created. Enabling PFS
ensures that if one key is compromised, no other key is vulnerable due to the compromised key.

Enabling PFS may result in slower CAS performance. Use of the legacy IPSec Client enables PFS by
default.

[ oL-9040-01
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— MSS Clamping (default: 1400 bytes)— A restriction on the Maximum Segment Size (or packet
size) of IPSec traffic. MSS Clamping replaces the traditional method of determining the
maximum size of transmitted packets, dynamic MTU (maximum transfer unit) discovery. In
MTU discovery, hosts negotiate the MTU size by ICMP at the time of data exchange. With MSS,
the maximum packet size is predefined, so additional ICMP traffic is not needed.

— MSS Value - If MSS clamping is enabled, the maximum packet size, in bytes.
4. When finished, click Restart IPSec to restart the IPSec service with the new values.

5. Either allow or enforce the use of VPN by choosing the appropriate role policy in the role properties
of the user (under User Management > User Roles > Add or Edit).

Configure L2TP Encryption

The Layer 2 Tunneling Protocol (L2TP) allows PPP frames to be tunneled through the network. L2TP
and PPTP are alternatives to IPSec encryption. These formats are widely used due to the availability of
client software supporting them.

Unlike IPSec, however, L2TP and PPTP require a dedicated IP address pool. The Clean Access Server
uses the address pool to perform address translation of tunnelled traffic (Figure 6-5).

Figure 6-5 L2TP Address Translation

| —
Untrusted network  Trusted network / L2TP IP pool:

‘ 192.168.151 100—105\
| |15 168151.100-105 )

source:
192.168.151.103

Clean Access
Server

Yo
oud

source:
10.1.15.17

The address pool you use for both L2TP and PPTP pools depends on the Clean Access Server operating
mode. Given a Clean Access Server with these interface addresses:

e ¢thO (to trusted network): 192.168.151.55
e cthl (to untrusted, managed network): 10.1.55.1

For Real-IP Gateway and Virtual Gateway, the IP pool must be a valid subnet (routable) on the ethO side,
such as 192.168.151.100-192.168.151.105.

For NAT Gateway, the IP pool can be any private subnet, such as 10.1.70.20-10.1.70.200

Both L2TP and PPTP are used with PPP (Point-to-Point Protocol). Therefore, to set up L2TP or PPTP
you will also need to configure PPP, as described below.
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Configure L2TP Encryption

To set up L2TP:
1. Click the L2TP link in the Network tab to open the form.

Figure 6-6 L2TP

[v

-

Device Management > Clean Access Servers > 10.201.240.10

Status
P -

Network
DHCP -

Filter Advanced QAuthentication

DNS - Certs - IPSec - L2TP - PPTP - PPP
La2Tp & Enable " Disahle
Lo 1P Pool [10201 32 200-10.201 32 202

[ex: 192,168,128,1-192,1658,128,70,192,1658,128,90-
192.168.128.100)

DMS Server |
[optional)
b WINS Server |
[optional)
Festart LZTF Service

[ 3 (& nterner |
2. Click the Enable option.

3. In the L2TP IP Pool field, type the IP address range to be used for the point-to-point connections.
Optionally, enter DNS and WIN Server addresses for the pool.

4. In the PPP form, enter the connection password (see Configure PPP, page 6-9) and click Update.
5. Click the Restart L2TP Service button.
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Configure PPTP Encryption

Like L2TP, the Point-to-Point Tunneling Protocol (PPTP), allows PPP frames to be tunneled through the
network. The actual data is encrypted using a session key and the initial session key is different per user.
The session key itself is changed periodically. If configuring PPTP, you must also Configure PPP, page
6-9.

To set up PPTP:
1. In the Network tab, click PPTP on the submenu to open the PPTP form.

Figure 6-7 PPTP

Device Management > Clean Access Servers > 10.201.240.10

©

Status
P -

Filter
Certs -

Network
DHCP - DNS -

Authentication
PPTP - PPP

Advanced
IPSec - L2TP -

PPTP Enahble ¢ Disable
PPTP IP Pool |1D.1D.31.ZDD—202
(ex: 192,168,128,1-70,192, 168,128, 90-100)
DMNS Server |83.93.98.20,63.208.212.8?,83.208.212.68
[optional)
= WINS Server |
[optional)

| Festart PPTF Service I

[T 8 (@ torarnet P
2. Click the Enable option.

3. In PPTP IP Pool, type the IP address range to use for the point-to-point connections. For
information on pool values, see Configure L2TP Encryption, page 6-6.

4. Optionally, type appropriate DNS Server and WIN Server addresses for the pool clients.
5. In the PPP form, enter the connection password (see Configure PPP, page 6-9) and click Update.
6. In the PPTP form, click the restart PPTP service button.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Configure PPP W

Configure PPP

Setting up L2TP and PPTP requires configuring PPP (Point-to-Point Protocol) The PPP form (opened
by clicking the PPP link in the Network tab) lets you specify the password and user name used to
authenticate parties in a point-to-point connection that uses L2TP or PPTP tunneling.

Figure 6-8 PPP

| »

©

Device Management > Clean Access Servers > 10.201.240.10

Authentication
PPTP - PPP

Advanced
IPSec - L2TP -

Filter
Certs -

Network
DHCP - DNS -

Status
P -

User Name |*

[enter * to accept any user narme)

Password |cisco123
(shared by PPTP and L2TP)

Update |
|

| B = W s -

In most cases, the User Name value should be an asterisk, which means that any user name is accepted.
The password should be the secret key used to authenticate the client participating in the point-to-point
connection. By default, this is cisco123. Since the user is typically authenticated through the web login
page prior to the establishment of the secure tunnel, you do not need to require unique login
names/passwords for the encrypted connection.

e After changing the values in the form, click the Update button to save your changes.

¢ Allow the use of encryption by setting user role VPN policies to Enforce or Optional (under User
Management > User Roles)

e In the IPSec form (Figure 6-2), set the VPN Policy for Clean Access Server to Enforce or
Optional.

[ oL-9040-01
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Example Windows L2TP/IPSec Setup

LA

© o N &

From the Start menu on a Windows XP system, right-click My Network Places.
Select Properties.

In the left window click “Create a new connection.”

Click Next in the New Connection Wizard that appears.

In the Network Connection Type dialog, choose the second option “Connect to the network at my
workplace” and click Next.

In the Network Connection dialog, choose Virtual Private Network connection and click Next.
In the Connection Name dialog, type a new name for the connection (e.g. test-12tp) and click Next.
In the VPN Server Selection dialog, type the Host name or IP address for the untrusted site (ethl).

You can add a shortcut to your desktop or just click Finish.

VPN Sign In

1.

From the Network Connections window, right-click the new Virtual Private Network connection you
just made (test-12tp), and select Properties.

Click the General Tab. Enter the IP address of the Untrusted Interface as the Host name or IP address
of destination.

test-12tp Properties @

General Options | Security | Metwarking | Advanced

Host name or [P address of destination [such as microgoft. com or
157.54.01):

192 168 93 249

First corinect

Windows can first connect the public networks, such as the
Internet, befare trying to establish this vitual connection.

[C] Dial another connection first:

Show icon in notification area when connected

3. Click the Networking Tab.

4. Change the Type of VPN from Automatic to L2ZTP/IPSEC VPN.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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test-12tp Properties @

| General | Options Security! Metworking | Advanced

Settings

This connection uses the following items:

|5 Intemet Protocel (TCRAF)

42} Qo5 Packet Scheduler

S Filz and Printer Sharing for Microzaft Metwaorks
B [ eterministic Network Enharicer

| Client for Miciosoft Metworks

Drezciiption

Trangmizzion Control Protocol/ntemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

5. Click the Security tab.

test-12tp Properties

General | Options | Security | Netwarking | Advanced

Securty options

Walidate my identity as follows:
| Require secured password

[[] Automatically uss my *windows logon name and
pazzword [and domain if any]

Require data encryption [dizconnect if none]

(O Advanced [custom setlings)

|IPSec Settings...

6. Click the IPSec Settings button.

7. Enter the user name and the default password “ciscokey” and click OK.

IPSec Settings

Use pre-thared key for authentication

0K ] [ Cancel

8. Click OK.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Overview

CHAPTER 7

Integrating with Cisco VPN Concentrators

This chapter describes the configuration required to integrate the Clean Access Server with Cisco VPN
Concentrators. Topics include:

Overview, page 7-1
Configure Clean Access for VPN Concentrator Integration, page 7-4

Clean Access Agent with VPN Concentrator and SSO, page 7-11

Cisco Clean Access enables administrators to deploy the Clean Access Server (CAS) in-band behind a
VPN concentrator, or router, or multiple routers. Multi-hop Layer 3 in-band deployment is supported by
allowing the Clean Access Manager (CAM) and CAS to track user sessions by unique IP address when
users are separated from the CAS by one or more routers. Note that you can have a CAS supporting both
L2 and L3 users. With layer 2-connected users, the CAM/CAS continue to manage these user sessions
based on the user MAC addresses, as before.

For users that are one or more L3 hops away, note the following considerations:

User sessions are based on unique IP address rather than MAC address.

If the user’s IP address changes (for example, the user loses VPN connectivity), the client must go
through the Clean Access certification process again.

In order for clients to discover the CAS when they are one or more L3 hops away, the Clean Access
Agent must be initially installed and downloaded via the CAS. This provides clients with the CAM
information needed for subsequent logins when users are one or more L3 hops away from the CAS.
Acquiring and installing the Agent by means other than direct download from the CAS (for example,
Cisco Secure Downloads) will not provide the necessary CAM information to the Agent and will
not allow those Agent installations to operate in a multi-hop Layer 3 deployment.

Since the Certified List tracks L2 users by MAC address, multi-hop L3 users do not appear on the
Certified Devices List and the Certified Devices Timer does not apply to these users. The L3 users
will only be on the Online User list (In-Band).

All other user audit trails, such as network scanner and Clean Access Agent logs, are maintained for
multi-hop L3 users.

The Session Timer will work the same way for multi-hop L3 In-Band deployments and L2 (In-Band
or Out-of-Band) deployments.

[ oL-9040-01
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Note that when the Single Sign-On (SSO) feature is configured for multi-hop L3 VPN concentrator
integration, if the user’s session on the CAS times out but the user is still logged in on the VPN
concentrator, the user session will be restored without providing a username/password.

e The Heartbeat Timer will not function in L3 deployments, and does not apply to Out-of-Band
deployments.

Note that the HeartBeat Timer will work if the CAS is the first hop behind the VPN concentrator.
This is because the VPN concentrator responds to the ARP queries for the IP addresses of its current
tunnel clients.

The topology and configuration required is fairly straightforward. Figure 7-1 illustrates a Cisco Clean
Access network integrated with a VPN concentrator. Figure 7-2 illustrates the VPN concentrator
configuration “before” and Figure 7-3 illustrates the configuration “after” integration with Cisco Clean
Access when multiple accounting servers are being used. The Clean Access Server needs to be
configured as the sole RADIUS accounting server for the VPN concentrator. If the VPN concentrator is
already configured for one or more RADIUS accounting server(s), the configuration for these needs to
be transferred from the concentrator to the CAS.

Single Sign-On (SSO)

Note

In addition to being deployable with VPN concentrators, Cisco Clean Access provides the best user
experience possible for Cisco VPN concentrator users through Single Sign-On (SSO). Users logging in
through the VPN Client do not have to login again to Cisco Clean Access. Cisco Clean Access leverages
the VPN login and any VPN user group/class attributes to map the user to a particular role.

This level of integration is achieved using RADIUS Accounting with the Clean Access Server acting as
a RADIUS accounting proxy. Cisco Clean Access supports Single Sign-On (SSO) for the following:

e Cisco VPN Concentrators

e Cisco ASA 5500 Series Adaptive Security Appliances
¢ Cisco Airespace Wireless LAN Controllers

e Cisco SSL VPN Client (Full Tunnel)

e Cisco VPN Client (IPSec)

The “Enable L3 support” option must be checked on the CAS (under Device Management > Clean
Access Servers > Manage[ CAS_IP] > Network > IP) for the Clean Access Agent to work in VPN
tunnel mode.

The Clean Access Server can acquire the client's IP address from either Calling_Station_ID or
Framed_IP_address RADIUS attributes for SSO purposes. Cisco Clean Access RADIUS Accounting
support for Single Sign-On (SSO) includes the Cisco Airespace Wireless LAN Controller. For SSO to
work with Cisco Clean Access, the Cisco Airespace Wireless LAN Controller must send the
Calling_Station_IP attribute as the client's IP address (as opposed to the Framed_IP_address attribute
that the VPN concentrator uses).

See Configure Single Sign-On (SSO) on the CAS/CAM, page 7-9 for further details.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 7-1 VPN Concentrator Integrated with Cisco Clean Access
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Figure 7-3 VPN Concentrator After Clean Access Integration

(Optional) with accounting server(s) configured:

ffffffffffffffffffffffffffffffffffffffffffffffffff

_

VPN users ==k Shared secret
0
P

VPN Concentrator Clean Access
Server
(CAS)

Accounting
server 1

Accounting
server 2

Accounting
server 3

Configure Clean Access for VPN Concentrator Integration

The following steps are needed to configure Cisco Clean Access to work with a VPN concentrator.

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11

Configure User Roles and Clean Access Requirements for your VPN users.
Enable L3 Support on the CAS

Add VPN Concentrator to Clean Access Server

Make CAS the RADIUS Accounting Server for VPN Concentrator

Add Accounting Servers to the CAS

Map VPN Concentrator(s) to Accounting Server(s)

Create (Optional) Auth Server Mapping Rules

Configure Single Sign-On (SSO) on the CAS/CAM

Create (Optional) Auth Server Mapping Rules on the CAM for Cisco VPN Server.
Test as Clean Access Agent with VPN Concentrator and SSO

View Active VPN Clients (for troubleshooting)

Configure User Roles and Clean Access Requirements

User roles must be configured along with Clean Access requirements to enforce the Clean Access
process on VPN users. See the Cisco Clean Access Manager Installation and Administration Guide for

configuration details.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Configure Clean Access for VPN Concentrator Integration

Enable L3 Support on the CAS

Note

The “Enable L3 support” option must be checked on the CAS (under Device Management > Clean
Access Servers > Manage[ CAS_IP] > Network > IP) for the Clean Access Agent to work in VPN

tunnel mode.

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] > Network >
IP.
Figure 7-4 CAS Network Tab — Enable L3 Support

L4

Device Management > Clean Access Servers > 10.201.5.35

©

Status
P -

Network
DNS -

Filter
IPSec -

Advanced
L2TP -

Authentication
PPTP - PPP

DHCP - Certs -

Clean Access Server Type: | FeaHP Gateway |

[T Enable L3 support

[T Enable L2 strict mode for Clean Access Agent

Trusted Interface (to protected netwark) Untrusted Interface (toc managed netwaork)

IP Address IW IP Address W
Subnet Mask W Subnet Mask W
Default Gateway IW Default Gateway W
[T Set management WLAN ID: ID— [T Set management WLAN ID: ID—

[T Pass through WLAN ID to managed network [T Pass through WLAN 1D to protected network

[Make sure the Clean Access Server is on WLAN » before you set its management WLAN I to &)

Update | Feboot | n

s I_I_ITQTIW-

2. The Clean Access Server Type, Trusted Interface, and Untrusted Interface settings should
already be correctly configured (from when the CAS was added).

3. Click the checkbox for Enable L3 support.

4. Click Update.

5. Click Reboot.

The enable/disable L3 feature is disabled by default, and ALWAYS requires an Update and Reboot
of the CAS to take effect. Update causes the web console to retain the changed setting until the next

reboot. Reboot causes the process to start in the CAS.

L3 and L2 strict options are mutually exclusive. Enabling one option will disable the other option.

See also the “Clean Access Agent” chapter of the Cisco Clean Access (NAC Appliance) Manager
Installation and Administration Guide for additional information.

[ oL-9040-01
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Add VPN Concentrator to Clean Access Server

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] >
Authentication > VPN Auth > VPN Concentrators.

Figure 7-5 Add VPN Concentrator

L3 ~
Device Management > Clean Access Servers > 10.201.240.10 2

Status
Login Page -

Network Filter Advanced Authentication
¥PN Auth - Windows Auth - SIdent Auth - 0S Detection
General | ¥PW Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Shared Secret: l:l Confirm Shared Secret: l:l

Description: | |
[ Add WPN Concentrator ]
VPN Concentrator IP Address | Description | Del |
test 10.201.1.11 *
vpn_con 10.201.11.101 b4
W W

2. Type a Name for the concentrator.
3. Type the Private IP Address of the concentrator.

4. Type a Shared Secret between the CAS and VPN concentrator. The same secret must be configured
on the concentrator itself.

5. Retype the secret in the Confirm Shared Secret field.
6. Enter an optional Description.

1. Click Add VPN Concentrator.

Make CAS the RADIUS Accounting Server for VPN Concentrator

Make the CAS the RADIUS accounting server on the VPN concentrator (for example, on the VPN 3000
series, this is done under Configuration > System > Servers > Accounting). It is a good idea to record
the settings for each accounting server to transfer to the CAS later. The CAS should be the only
accounting server for the VPN concentrator, and the VPN concentrator should be configured with the
trusted-side IP address of the CAS and have the same shared secret as the CAS.

For further details, refer to the appropriate product documentation, such as:
http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Add Accounting Servers to the CAS

If the VPN concentrator is configured to work with an accounting server, the information for the
accounting server(s) needs to be transferred to the CAS. The CAS maintains these associations instead.

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP]>
Authentication > VPN Auth > Accounting Servers.

Figure 7-6 Add Accounting Server(s)

LY e
Device Management > Clean Access Servers > 10.201.240.10 2

Status Network Filter Advanced Authentication
Login Page - ¥PN Auth - Windows Auth - SIdent Auth - 0S5 Detection
General | ¥PW Concentrators | Accounting Servers | Accounting Mapping | Active Clients

IP Address: l:l Part: l:l
Retry: l:l Timeout (seconds): l:l
Shared Secret: l:l Confirm Shared Secret: l:l

Description: | |
[ Add Accounting Server ]
Accounting Server | _IP Address_|Port|Retry[Timeoutl _________Description _________|Del
AccServerl 10.201.2.10 1813 2 &) test accounting server on CAM X
” AccServer? 10,201,211 1813 2 1 test accouting server 2 X -

Type a Name for the accounting server.
Type the IP Address of the accounting server.
Type the Port of the accounting server (typically 1813)

e R W N

Type the Retry number for the accounting server. This specifies the number of times to retry a
request attempt if there is no response within the Timeout specified. For example, if the Retry is 2,
and the Timeout is 3 (seconds), it will take 6 seconds for the CAS to send the request to the next
accounting server on the list.

6. Type the Timeout of the accounting server (in seconds). This specifies how long the CAS should
wait before retrying a request to the accounting server when there is no response.

7. Type a Shared Secret between the CAS and accounting server. You can transfer the settings from
the VPN concentrator or create a new secret; however the same secret must be configured on the
accounting server itself.

8. Retype the secret in the Confirm Shared Secret field.
9. Enter an optional Description.

10. Click Add Accounting Server.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Map VPN Concentrator(s) to Accounting Server(s)

If managing multiple VPN concentrators and multiple accounting servers, you can create mappings to
associate the VPN concentrator(s) with sets of Accounting Servers. This allows the CAS to continue to
the next server on the list in case an accounting server becomes unreachable.

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] >
Authentication > VPN Auth > Accounting Mapping.

Figure 7-7 Accounting Mapping

L3
Device Management > Clean Access Servers > 10.201.240.10 2

Status Network

Filter Advanced Authentication

Login Page - ¥PN Auth - Windows Auth - SIdent Auth - 0S5 Detection
General | ¥PW Concentrators | Accounting Servers | Accounting Mapping | Active Clients
WPN Concentrator: | test[10.201.1.11] hd

Accounting Server: | AccServer] [10.201.210:1813] »

Add Entry
test [10.201.1.11]
Accounting Server IP Address | Port [ Del | tove |
AccServerl 10,201.2.10 1813 b4 ¥
AccServer? 10,201.2.11 1813 b4 A

ypn_con [10.201.11.101]

Accounting Server IP Address | Port [ Del | tove |
AccServer? 10,201.2.11 1813 b4 ¥
AccServerl 10,201.2.10 1813 b4 A

v

o

2. Choose a VPN Concentrator from the dropdown menu. The menu displays all VPN concentrators
added to the CAS.

3. Choose an Accounting Server from the dropdown menu. The menu displays all accounting servers
configured for the CAS.

4. Click the Add Entry button to add the mapping. The list below will display all the accounting
servers associated per VPN concentrator by name, IP address, and port.

Add VPN Concentrator as a Floating Device

In general, if the Clean Access Server is not on the same subnet as clients, the CAS will not obtain client
MAC information for IP addresses as clients log into the system. Where there is a VPN concentrator
between users and the CAS (all Server Types), the CAS will see the MAC address of the VPN
concentrator with each new client IP address because the VPN concentrator performs Proxy ARP for the
client IP addresses. Unless the VPN concentrator is configured as a floating device, only the first user
logging into Clean Access will be required to meet Clean Access requirements. Therefore,
administrators must add the MAC address of the router/VPN concentrator to the Floating Device list
under Device Management > Clean Access > Certified Devices > Add Floating Device (example
entry: 00:16:21:11:4D:67 1 vpn_concentrator). See “Add Floating Devices” in the Cisco Clean Access
Manager Installation and Administration Guide for details.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Configure Clean Access for VPN Concentrator Integration

Configure Single Sign-On (SSO) on the CAS/CAM

Single Sign-On (SSO) allows the user to login only once via the VPN client before being directed
through the Clean Access process. To perform SSO, Cisco Clean Access takes the RADIUS accounting
information from the VPN concentrator/wireless controller for the user authentication and uses it to map
the user into a user role. This allows the user to go through the Clean Access process directly without
having to also login on the Clean Access Server. SSO is configured on both the CAS and CAM as
described below. The Clean Access Server can acquire the client's IP address from either
Calling_Station_ID or Framed_IP_address RADIUS attributes for SSO purposes.

Note RADIUS Accounting support for Single Sign-On (SSO) includes the Cisco Airespace Wireless LAN
Controller. For SSO to work with Cisco Clean Access, the Cisco Airespace Wireless LAN Controller
must send the Calling_Station_IP attribute as the client's IP address (as opposed to the
Framed_IP_address attribute that the VPN concentrator uses).

Configure SSO on the CAS

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] >
Authentication > VPN Auth > General.

Figure 7-8 General Settings (SSO / Logout / RADIUS Accounting Port)

[ 4

Device Management > Clean Access Servers > 10.201.240.10 2

Status Network Filter Advanced Authentication

Login Page - ¥PN Auth - Windows Auth - SIdent Auth - 0S5 Detection
General | ¥PW Concentrators | Accounting Servers | Accounting Mapping | Active Clients

Single Sign-On:
Auto Logout:

RADIUS Accounting Port: 813

Update

13 “

= R

2. Click the checkboxes for Single Sign-On and Auto-Logout to enable these features for VPN users.
3. Leave the default port (1813) or configure a new one for RADIUS Accounting Port.
4. Click Update.

Configure SSO on the CAM

To support SSO when configuring Cisco Clean Access VPN Concentrator integration, a Cisco VPN
Server authentication source must be added to the CAM.

1. Go to User Management > Auth Servers > New Server.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 7-9

|+

User Management > Auth Servers

Add New Auth Server (in CAM)

©

List of Servers New Server

Mapping Rules

Authentication Provider

|Cisco WM Server

[

Type MName
Default Raole |Unauthenticated Faole j
& I:Eescription I
Add Server | Cancel |

Auth Test

ICisco WM

|
2.
3.
4,

for the Clean Access process.

Accounting

=

Choose Cisco VPN Server from the Authentication Type dropdown menu.
The Provider Name is set by default to Cisco VPN.

From the Default Role dropdown, choose the user role you want VPN client users to be assigned to

5. Enter an optional Description to identify the VPN concentrator in the list of auth servers

6. Click Add Server.

The new Cisco VPN Server appears under User Management > Auth Servers > List of Servers.

e Click the Edit button (g#]) next to the auth server to modify settings.

e Click the Mapping button () next to the auth server to configure RADIUS attribute-based
mapping rules for the Cisco VPN Server.

See the Cisco Clean Access Manager Installation and Administration Guide for further details.

Create (Optional) Auth Server Mapping Rules

For the Cisco VPN Server type, you can create mapping rules based on the RADIUS Auth Server
attributes that are passed from the VPN Concentrator. The following RADIUS attributes can be used to

configure Cisco VPN Server mapping rules:
e C(lass
e Framed_IP_Address
e NAS_IP_Address
e NAS_Port
e NAS_Port_Type
e User Name
e Tunnel_Client_Endpoint
e Service_Type
e Framed_Protocol

e Acct_Authentic

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Clean Access Agent with VPN Concentrator and SSO 1l

Mapping rules are configured in the CAM web admin console under User Management > Auth Servers
> Mapping Rules. For complete configuration details, see “User Management: Auth Servers” in the
Cisco Clean Access Manager Installation and Administration Guide.

Clean Access Agent with VPN Concentrator and SSO

Note

The Clean Access Agent supports multi-hop L3 deployment and VPN/L3 access from the Agent. The
Agent will:

1. Check the client network for the Clean Access Server (L2 deployments), and if not found,

2. Attempt to discover the CAS by sending discovery packets to the CAM. This causes the discovery
packets to go through the CAS even if the CAS is multiple hops away (multi-hop deployment) so
that the CAS will intercept these packets and respond to the Agent.

In order for clients to discover the CAS when they are one or more L3 hops away, clients must initially
download the Agent from the CAS. This can be done in two ways:

e From the Download Clean Access Agent web page (i.e. via web login)

e By client auto-upgrade to the 3.6.0.0 or above Agent. For this work, clients must have the 3.5.1 or
above Agent already installed.

Either method allows the Agent to acquire the IP address of the CAM in order to send traffic to the
CAMY/CAS over the L3 network. Once installed in this way, the Agent can be used for both L3/VPN
concentrator deployments or regular L2 deployments. See Enable L3 Support, page 4-10 for details

For VPN-concentrator SSO deployments, if the Agent is not downloaded from the CAS and is instead
downloaded by other methods (e.g. Cisco Secure Downloads), the Agent will not be able to get the
runtime IP information of the CAM and will not pop up automatically nor scan the client.

Note that:
e Uninstalling the Agent while still on the VPN connection does not terminate the connection.

e Ifa3.5.0 or prior version of the Agent is already installed, or if the Agent is installed through
non-CAS means, such as Cisco Secure Downloads, you must perform web login to download the
latest Agent setup files from the CAS directly and reinstall the Agent to get the L3 capability.

Clean Access Agent L3 VPN Concentrator User Experience

1. From the VPN Client, double-click the VPN connection entry for the VPN Concentrator configured
for Cisco Clean Access.

2. Login as a user to the VPN Client | User Authentication dialog
3. Once logged in, open a browser and attempt to go to an intranet or extranet site.

Figure 7-10 illustrates the Clean Access process for a VPN user using the Clean Access Agent with
Single Sign-On. Note that the initial download of the Clean Access Agent must be performed via the
VPN connection.

[ oL-9040-01
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Figure 7-10 Clean Access Agent with SSO for VPN Users
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With Single Sign-On, the Clean Access Agent performs automatic login and scanning as shown in
Figure 7-11 and Figure 7-12.
Figure 7-11 Agent Automatic Login (SSO)

o= Cisca Clean Access Agent

Clean Access Agent

Performing automatic login into Clean Access
environment for remote user

—

Figure 7-12 Clean Access Agent Scanning
x|
@

Clean Access Agent

Checking required software and scanning
machine for vulnerabilities

NN NN NN N NN

R — — |
In addition, the “Login” option on the taskbar menu will be disabled for the Agent (Figure 7-13)
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Figure 7-13
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Note

Web login always works in L2 or L3 mode, and L3 capability cannot be disabled.

View Active VPN Clients

With release 3.6(2) and above, an Active VPN Clients page is added to the CAS management pages and
CAS direct access console to list IP addresses known to the CAS through VPN Single Sign-On (SSO).
This page is intended to facilitate troubleshooting for VPN SSO.

To view active VPN clients:

1. Go to Device Management > CCA Servers > List of Servers > Manage [CAS_IP] >
Authentication > VPN Auth > Active Clients

Figure 14

Active Clients (VPN Concentrator)

Device Management > Clean Access Servers > 10.201.216.8

@

Network
¥PN Auth

Status
Login Page -

List All VPN Clients: Show Al |

Filter

- Windows Auth -
General | ¥PW Concentrators | Accounting Servers | Accounting Mapping | Active Clients

SIdent Auth -

Advanced Authentication
0S5 Detection

(For performance considerations, this page does not show all active ¥PN clients by default.)

=

Search IP Address: |equals

Clear All Active YPN Clients Clear |

Total Active VPN Clients: 3

10.0.0.50 testerl

10.0.0.51 tester

i0.0.0.52 testers

Search |

Active WPM Clients 1 - 3 of 3 | First | Previous | Mext | Last |
¥PN Server IP

10.0.0.102
10.0.0.102

miinlinl B

10.0.0.102

2. The Active Clients page is initially blank until you click the Show All button to List All VPN

Clients or perform a Search.

a. Click Show All to display all current IP/user information from the system Single Sign-On

(SSO) table.

Cisco Clean A
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b.

Alternatively, type an IP address in the Search IP Address text field, select an operator from
the dropdown menu (equals, starts with, ends with, contains), and click the Search button to
display results.

3. The table at the bottom of the page is populated with the following information. Entries are sorted
by Client IP address.

N

Note

Total Active VPN Clients—Displays the current number of active VPN clients in the SSO
table.

Client IP—The client IP address received from the RADIUS accounting packet.
Client Name—The client name received from the RADIUS accounting packet.

VPN Server IP—The IP address of the Cisco VPN Server being used for Single Sign-On.

Clicking Show All or performing a new search refreshes the page with the latest SSO table
information.

4. To remove entries from the Active Client page, either:

Click the Clear button to Clear All Active VPN Client entries from the SSO table. For
example, if VPN users lose their sessions due to a VPN server crash, the RADIUS accounting
stop message will not be sent to the CAS, and those users will remain in the system SSO table
until manually removed. Removing all entries from the Active VPN Clients page allows the
system to restart from a fresh SSO table.

Click the checkbox for an individual entry and click the Delete button at the top of the colum
to remove that entry from the SSO table.

Note  Clicking the Clear or Delete button only removes the user(s) from the system’s current SSO client table;
it does not remove the user(s) from the Online Users list.

Tip You can also view active VPN clients from the direct console of the CAS (https://<CAS_IP>/admin),
from the Monitoring > Active VPN Clients page (Figure 7-15).

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 7-15 CAS Direct Access Console — Monitoring Active VPN Clients

Cisco SYSTEMS )
Cisco Clean Access Server vesinzc.

Monitoring > Active ¥PN Glients

- Network Settings
- Software Update List All vPN Clients: Show All |

- S5L Certificate (For performance considerations, this page does not show all ¥PN clients by default.)

- Time Server
Search |

- Admin Password Search IP Address: |equals = |

- Active VPN Clients
- Support Logs Clear aAll Active ¥PN Clients Clear

Total Active YPN Clients: 3
Active VPN Clients 1 - 2 of 3 | First | Previous | Mext | Last |

Client IP Client Name ¥PHN Server IP

10.0.0.50 tester 10.0.0.102 -
10.0.0.51 testerl 10.0.0.102 -
10.0.0.52 testerd 10.0.0.102 -

T e e

|@ Done
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CHAPTER

Local Traffic Control Policies

This chapter describes how to set up traffic filtering rules in the Clean Access Server. Topics include:
e Overview, page 8-1
e Local vs. Global Traffic Policies, page 8-2
e View Local Traffic Control Policies, page 8-3
e Add Local IP-Based Traffic Control Policies, page 8-4
e Add Local Host-Based Traffic Control Policies, page 8-6
¢ Controlling Bandwidth Usage, page 8-10

Traffic control policies let you control what network resources can be accessed, and which users can
access them. Traffic control policies are configured by user role, and must be configured for Clean
Access Agent Temporary and quarantine roles.

Cisco Clean Access offers two types of traffic policies: IP-based policies, and host-based policies.
IP-based policies are fine-grained and flexible and can stop traffic in any number of ways. IP-based
policies are intended for any role and allow you to specify IP protocol numbers as well as source and
destination port numbers. For example, you can create an IP-based policy to pass through IPSec traffic
to a particular host while denying all other traffic.

Host-based policies are less flexible than IP-based policies, but have the advantage of allowing traffic
policies to be specified by host name or domain name when a host has multiple or dynamic IP addresses.
Host-based policies are intended to facilitate traffic policy configuration for Clean Access Agent
Temporary and quarantine roles and should be used for cases where the IP address for a host is
continuously changing or if a host name can resolve to multiple IPs.

Traffic control policies are directional. [P-based policies can allow or block traffic moving from the
untrusted (managed) to the trusted network, or from the trusted to the untrusted network. Host-based
policies allow traffic from the untrusted network to the specified host and trusted DNS server specified.
When you create a new user role, it has the following default IP-based traffic control policies:

e All traffic from the untrusted network to the trusted network is blocked.
e All traffic from the trusted network to the untrusted network is allowed.

Since all traffic from the untrusted network is initially blocked, after creating a role you typically must
create policies for permitting traffic as appropriate for the role.

[ oL-9040-01
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Alternatively, a traffic control policy can block traffic to a particular machine or limit users to particular
activities, such as email use or web browsing. Examples of policies are:

deny access to the computer at 191.111.11.1, Or
allow www communication from computers on subnet 191.111.5/24

Finally, traffic control policies are hierarchical, and the order of the policy in the policy list affects how
traffic is filtered. The first policy at the top of the list has the highest priority. The following examples
illustrate how priorities work for Untrusted->Trusted traffic control policies.

Example 1:

e Priority 1: Deny Telnet

e Priority 2: Allow All
Result: Only Telnet traffic is blocked and all other traffic is permitted.
Example 2 (priorities reversed):

e Priority 1: Allow All

e Priority 2: Deny Telnet
Result: All traffic is allowed, and the second policy blocking Telnet traffic is ignored.
Example 3:

1. Allow TCP *.# 10.10.10.1/255.255.255.255

2. Block TCP *.* 10.10.10.0/255.255.255.0

Result: Allow TCP access to 10.10.10.1 while blocking TCP access to everything else in the subnet
(10.10.10.%).

Local vs. Global Traffic Policies

Most traffic control policies are set globally for all Clean Access Servers using the Clean Access
Manager global forms. By adding local traffic policies in individual Clean Access Servers, you can
specialize filtering for the network managed by that CAS by extending policies defined globally.

This chapter describes the local traffic control policies configured on a CAS under Device Management
> CCA Servers > Manage [CAS_IP] > Filter > Roles.

Note that global policies appear with yellow background while local policies appear with white
background in the local list of traffic policies. To delete a policy, use the global or local form you used
to create it.

Global policies can only be accessed and modified from the User Management > User Roles > Traffic
Control global forms. For details, see the Cisco Clean Access (NAC Appliance) Manager Installation
and Administration Guide.

Note A local traffic control policy for a CAS takes precedence over a global policy for all Clean Access
Servers if the local policy has a higher priority.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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View Local Traffic Control Policies

To view and configure local traffic control role policies, go to Device Management > CCA Servers >

Manage [CAS_IP] > Filter > Roles. The policies appear by role in the Traffic Control form, as shown
in Figure 8-1.

Figure 8-1 Local Traffic Control Policies

L

Device Management > Clean Access Servers > 10.201.240.10

e

Status Network Filter Advanced Authentication

Devices - Subnets - Roles - Clean Access
Traffic Control | Allowed Hosts | Bandwidth
- - ~| Select .
|ROI92 J |Untrusted TrustedJ | Add Policy to All Roles
Add Policy
SR  Action | Protocol | Untrusted | Trusted ___|Enable| Edit [ Del |Move]

Allow ALL TRAFFIC * * | ———— Global policy
allow UDFP * *153 trusted dns server ————=———1 0cal policy
Block ALL

|

[T 3 (@ torarnet N
By default, the page lists the policies for traffic traveling from the untrusted network as the source to the

trusted network as the destination. To view the policies for the opposite direction, with the trusted

network as the source and the untrusted network as the destination, choose Trusted->Untrusted from
the direction field and click Select.

Figure 8-2 Trusted -> Untrusted Direction Field

User Management > User Roles

role List of Roles New Role Traffic Control
dropdown E—— source-to-destination
menu | [ direction field
|AII Roles v| Untrusted -> Trusted + [ Select l

Untrusted -> Trusted

Trusted -» Untrusted

You can similarly display the policies for a single role by choosing the role from the role dropdown menu
and clicking Select.

The priority of a policy corresponds to the order in which it appears in the list, the first item having the

highest priority. You can change a policy’s priority by clicking the corresponding up or down arrow in
the Move column.

Cisco Clean A (NAC Appli ) Server Installation and Administration Guide
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Add Local IP-Based Traffic Control Policies

Traffic control policies permit or block traffic to resources on the network and are created per role.
Before creating a traffic control policy, make sure the role to which you want to assign the policy already
exists.

With release 3.6(1) and above, you can specify individual ports, a port range, a combination of ports and
port ranges, or wildcards when configuring IP-based traffic policies.

Add / Edit Local IP-Based Traffic Policy

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Roles.

2. Inthe Traffic Control form, select the source-to-destination direction for which you want the policy
to apply. Chose either Trusted->Untrusted or Untrusted->Trusted, and click Select.

3. For a new policy:
— Click the Add Policy link next to the role for which you want to create the policy, or
— Click Add Policy to All Roles to add the new policy to all the roles at once.
To modify an existing policy:
— Click Edit (g}) next to the policy you want to modify.
Figure 8-3 shows the Add Policy form.

Figure 8-3 Add New Local IP Policy

Device Management > Clean Access Servers > 10.201.240.10 ]

Filter Advanced Authentication

Clean Access

Network

Roles -

Status

Devices -

Subnets -

Traffic Control | Allowed Hosts | Bandwidth

Add Policy for Rolel [Untrusted->Trusted]

Priority IEI
Action @ alow  © Block
Category P v

Protocal TCP M1
n i F
[ /

Untrusted (IP/Mask:Part) (et "*", "21,1024-1100", "1024-65535")

n

Trusted [IP/Mask:Part) (e "*",'21,1024-1100", "1024-65535")

Description |

AddPoiey | Cancel |

[ _pri [ acton | Protocol | Untrusted

A =

N

Note  After creating a policy for all roles, you can remove or modify it only on an individual basis.
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4. Set the Priority of the policy from the Priority dropdown menu. The IP policy at the top of the list
will have the highest priority in execution. By default, the form displays a priority lower than the
last policy created (1 for the first policy, 2 for the second policy, and so on). The number of priorities
in the list reflects the number of policies created for the role. The built-in Block All policy has the
lowest priority of all policies by default.

S

Note  To change the Priority, of a policy later, click the Up or Down arrows for the policy in the Move
column of the IP policies list page.

5. Set the Action of the traffic policy as follows:
— Allow (default)— Permit the traffic.
— Block — Drop the traffic.

6. Set the Category of the traffic as follows:

— ALL TRAFFIC (default) — The policy applies to all protocols and to all trusted and untrusted
source and destination addresses.

- IP — If selected, the Protocol field displays as described below.

— IP FRAGMENT - By default, the Clean Access Server blocks IP fragment packets, since they
can be used in denial of service attacks. To permit fragmented packets, define a role policy
allowing them with this option.

1. The Protocol field appears if the IP Category is chosen, displaying the options listed below:

— CUSTOM:—Select this option to specify a different protocol number than the protocols listed
in the Protocol dropdown menu.

— TCP (6) — For Transmission Control Protocol. TCP applications include HTTP, HTTPS, and
Telnet.

— UDP (17) — For User Datagram Protocol, generally used for broadcast messages.
- ICMP (1) — For Internet Control Message Protocol.

- ESP (50) — For Encapsulated Security Payload, an IPsec subprotocol used to encrypt IP packet
data typically in order to create VPN tunnels

— AH (51) — Authentication Header, an IPSec subprotocol used to compute a cryptographic
checksum to guarantee the authenticity of the IP header and packet.

8. In the Untrusted (IP/Mask:Port) field, specify the IP address and subnet mask of the untrusted
network to which the policy applies. An asterisk in the IP/Mask:Port fields means the policy applies
for any address/application.

If you chose TCP or UDP as the Protocol, also type the TCP/UDP port number for the application
in the Port text field.

Note = With 3.6(1) and above, you can specify individual ports, a port range, a combination of ports and
port ranges, or wildcards when configuring TCP/UDP ports. For example, you can specify port
values such as: “*” or “21, 1024-1100" or “1024-65535” to cover multiple ports in one policy.
Refer to http://www.iana.org/assignments/port-numbers for details on TCP/UDP port numbers.

9. In the Trusted (IP/Mask:Port) field, specify the IP address and subnet mask of the trusted network
to which the policy applies. An asterisk in the IP/Mask:Port fields means the policy applies for any
address/application. If you chose TCP or UDP as the Protocol, also type the TCP/UDP port number
for the application in the Port text field.

[ oL-9040-01
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Note

Note

10. Optionally, type a description of the policy in the Description field.
11. Click Add Policy when finished. If modifying a policy, click the Update Policy button.

The traffic direction you select for viewing the list of policies (Untrusted -> Trusted or Trusted ->
Untrusted) sets the source and destination when you open the Add Policy form:

e The first [IP/Mask/Port entry listed is the source.
e The second IP/Mask/Port entry listed is the destination.

For release 3.6.0.1 and below, you must choose the TCP/UDP port number from the Port (CUSTOM)
dropdown menu, and the protocol port number is automatically populated by default for the
Untrusted/Trusted (IP/Mask:Port) fields.

Add Local Host-Based Traffic Control Policies

Default host policies for the Unauthenticated, Temporary, and Quarantine roles are automatically
retrieved and updated after a Clean Access Agent Update or Clean Update is performed from the CAM.

You can configure custom DNS host-based policies for a role by host name or domain name when a host
has multiple or dynamic IP addresses. Note that to use any host-based policy, you must first add a Trusted
DNS Server for the user role.

e After a software upgrade, new default host-based policies are disabled by default but enable/disable
settings for existing host-based policies are preserved.

e After a Clean Update, all existing default host-based policies are removed and new default
host-based policies are added with default disabled settings.

Local policies allow you to control traffic for roles for a particular Clean Access Server.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 8-4 Local Allowed Hosts Page

Device Management > Clean Access Servers > 10.201.240.10 2

Status Network Filter Advanced

Devices Subnets Roles Clean Access
Traffic Control | Allowed Hosts | Bandwidth ot
IA” Roles j Sel_el:tl ¥iew Current IP Addresses for All Roles
[Corresponding DNS traffic is automatically allowed when tusted DNS serveris added)
Yiew Current IP Addresses
[ allowedHost | mMatch [ Description [ Enable | _Del |
rmicrosoft.com ends Microsoft Windows Update 7
windowsupdate.com ends Microsoft Windows Update 7
liveupdate.symantecliveupdate.com equals Symantec AntiVirus HTTP Update 7
liveupdate.symantec.com equals Symantec AntiVirus HTTP Update 7
update.symantec.com equals Symantec AntiVirus FTP Update 7
update.nai.com equals Mcafee AntiVirus HTTP Update 7
ftp.nai.com equals Mcafee AntiVirus FTP Update 7
pcoreg.antivirus.com equals TrendMicro Antivirus Update 7
activeupdate trendmicro.com ends TrendMicro Antivirus Update 7
mcafee.com ends Mcafee AntiVirus Update [}
|equals j | I~ Add

A
Note  When a trusted DNS server is added, an IP-based traffic policy allowing that server is automatically
added for the role.

Add Local Allowed Host

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Roles > Allowed
Hosts and select the role for which to add a DNS host.

RoleD1 View Current IP Addresses
| AllowedHost | Match | Description | Enable | Del |
wiww allowedhost.com equals local allowed remediation site = X
|www allowedhast.com |equals j Illowed remediation site I3 Add |
-51!-
IAny DMNS Server Add

2. Type the hostname in the Allowed Host field (e.g. “allowedhost.com”).

3. In the Match dropdown menu, select an operator to match the host name: equals, ends, begins, or
contains.

4. Type a description for the host in the Description field, such as “Allowed Host Update”
5. Click Enable.
6. Click Add.

S

Note  You must add a Trusted DNS Server to the role to enable host-based traffic policies for the role.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Add Local Trusted DNS Server

1. Enter an IP address in the Trusted DNS Server field, or enter an asterisk “*” to specify any DNS
server.

RoleD1 Yiew Current IP Addresses
Allowed Host Match | Description | Enable | _Del |
wiww allowedhost.com equals local allowed remediation site I~ b4

Illowed remediation site I Add

|www.allowedhost.com

|equals j
Trusted DNS Server Description

I* IAny DMNS Server

2. Type a description for the DNS server in the Description field.
3. Click Add.

Note  When you add a specific DNS server, then use this form later to add any (“*””) DNS server, the previously
added server becomes a subset of the overall policy allowing all DNS servers, and will not be displayed.
If you later delete the any (“*”’) DNS server policy, the specific trusted DNS server you had previously
allowed will be displayed again.

View IP Addresses Used by DNS Host

You can view the IP addresses used for the DNS host when clients connect to the host to update their

systems.
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Roles > Allowed
Hosts

2. To view all IP addresses for DNS hosts accessed across all roles, click the View Current IP
addresses for All Roles at the top of the page.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Note

Figure 8-5

Device Management > Clean Access Servers > 10.201.240.10

Add Local Host-Based Traffic Control Policies

View Current IP Addresses for All Roles

Status
Devices Subnets
Traffic Control |

Refresh Clear IP Addresses for All Roles
Unauthenticated Role Clear IP Addresses
IP Address [ Host | EwpireTime | Del |
Temporary Role Clear IP Addresses
IP Address [ Host | EwpireTime | Del |
63.236.48,222 download.windowsupdate .com Fri fug 192]600??:24 FOT
64,423,221 update.microsoft.com Fri fug 26 15:56:34 POT
64,421,125 update.microsoft.com Fri fug 26 15:56:34 POT
64.4.21.61 update.microsoft.com Fri Aug 26 15:53:44 POT
2005
64.4.,21.93 update.microsoft.com Fri Aug 26 15:51:30 POT

64,154 125,222

64.4.23.157

64.4.21.1589

Network

Filter

Clean Access

Allowed Hosts | Bandwidth

[All Roles ~] sslect |

download.windowsupdate .com
update.microsoft.com

update.microsoft.com

Advanced Authentication

Fri Aug 26 05:24:03 PDT

Fri Aug 26 00:16:11 PDT
2005

Thu Aug 25 19:03:09 POT

KX X X X X X X

-

I - 3

You can view this list here from the CAS management pages, but modifying this list is done from the
Clean Access Manager global filters forms. See the Cisco Clean Access Manager Installation and
Administration Guide for details.

To view the IP addresses for DNS hosts accessed by clients in a specific role, click the View Current
IP addresses link next to the desired role.

The IP address, Host name, and Expire time will display for each IP address accessed. Note that the

Expire time is based on the DNS reply TTL. When the IP address for the DNS host reaches the

Expire time, it becomes invalid.

[ oL-9040-01
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Controlling Bandwidth Usage

Cisco Clean Access lets you control how much network bandwidth is available to users by role. You can
independently configure bandwidth management using global forms in the CAM as needed for system
user roles, or only on certain Clean Access Servers using local forms. However, the option must first be
enabled on the CAS for this feature to work. You can also specify bandwidth constraints for each user
within a role or for the entire role.

For example, for a CAM managing two CASes, you can specify all the roles and configure bandwidth
management on some of the roles as needed (e.g. guest role, quarantine role, temporary role, etc.). If
bandwidth is only important in the network segment where CAS1 is deployed and not on the network
segment where CAS2 is deployed, you can then turn on bandwidth management on CAS1 but not CAS2.

With bursting, you can allow for brief deviations from a bandwidth constraint. This accommodates users
who need bandwidth resources intermittently (for example, when downloading and reading pages),
while users attempting to stream content or transfer large files are subject to the bandwidth constraint.

By default, roles have a bandwidth policy that is unlimited (specified as -1 for both upstream and
downstream traffic).

To configure local bandwidth settings for a role:

1. First, enable bandwidth management on the CAS by going to Device Management > CCA Servers
> Manage[ CAS_IP] > Filter > Roles > Bandwidth.

2. Select Enable Bandwidth Management and click Update.

Figure 8-6 Enable Bandwidth Management for the CAS

Device Management > Clean Access Servers > 10.201.19.10 2

Status Network Filter Advanced Authentication

Devices - Subnets - Roles - Clean Access
Traffic Control | Allowed Hosts | Bandwidth

Enable Bandwidth Management Update
I 0 N

Unauthenticated Role Unlimited Shared ﬁ

- Termporary Raole Unlimited Shared 1 ﬁ
Quarantine Role Unlimited Shared 1 ﬁ

Role19 Unlimited Shared 1 ﬁ

Rolels Unlimited Shared 1 ﬁ

[ |

e T

3. Click the Edit button (ﬁ) next to the role for which you want to set bandwidth limitations. The
Role Bandwidth form appears.
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Figure 8-7 Local Bandwidth Form for User Role

Device Management > Clean Access Servers > 10.201.19.10 2

Status Network Filter Advanced [ Authentication

Devices - Subnets - Roles - Clean Access
Traffic Control | Allowed Hosts | Bandwidth
Current Status: Local Setting
Role Mame: Temporary Role

Upstream Bandwidth ISDD Khits/sec

(the minirmum recornmended value iz 100; use -1 for
unlirmited)

Downstream ISDD Khits/sec

Bandwidth (the minirmum recornmended value iz 100; use -1 for
unlirmited)

Burstable Traffic |2

(from 1 to 10; the burst rate is determined
by raultiplying this nurmber by the bandwidth)

Shared Mode |Each user owns the specified bandwidth j

Description |

Sawve I Femowve | Cancel

TS @

4. The Current Status field lists either:

— Default Setting: Local bandwidth management is not enabled (and settings from User
Management > User Roles > Bandwidth are being used), or a local policy has not been set.

— Local Setting: The configured local settings for this CAS apply for the selected role.
5. The Role Name fields lists the user role for which to configure local settings.

6. Set the maximum bandwidth in kilobits per second for upstream and downstream traffic in
Upstream Bandwidth and Downstream Bandwidth. Upstream traffic moves from the untrusted
(managed) to trusted side, while downstream traffic moves from the trusted to untrusted side.

1. Enter a Burstable Traffic level from 2 to 10 to allow brief (one second) deviations from the
bandwidth limitation. A Burstable Traffic level of 1 has the effect of disabling bursting.

The Burstable Traffic field is a traffic burst factor used to determine the “capacity” of the bucket.
For example, if the bandwidth is 100 Kbps and the Burstable Traffic field is 2, then the capacity of
the bucket will be 100Kb*2=200Kb. If a user does not send any packets for a while, the user would
have at most 200Kb tokens in his bucket, and once the user needs to send packets, the user will be
able to send out 200Kb packets right away. Thereafter, the user must wait for the tokens coming in
at the rate of 100Kbps to send out additional packets. This can be thought of as way to specify that
for an average rate of 100Kbps, the peak rate will be approximately 200Kbps. Hence, this feature is
intended to facilitate bursty applications such as web browsing.

8. In the Shared Mode field, choose either:

— All users share the specified bandwidth — The setting applies for all users in the role. In this
case, the total available bandwidth is a set amount. In other words, if a user occupies 80 percent
of the available bandwidth, only 20 percent of the bandwidth will be available for other users in
the role.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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— Each user owns the specified bandwidth — The setting applies to each user. The total amount
of bandwidth in use may fluctuate as the number of online users in the role increases or
decreases, but the bandwidth for each user is equal.

9. Optionally, type a Description of the bandwidth setting.
10. Click Save when finished.
The bandwidth setting is now applicable for the role and appears in the Bandwidth tab.

See the Cisco Clean Access Manager Installation and Administration Guide for additional details on
bandwidth management.
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CHAPTER

Local Authentication Settings

This chapter describes Authentication tab settings in the CAS management pages (other than VPN Auth
settings which are described in Chapter 7, “Integrating with Cisco VPN Concentrators”). Topics include:

e Overview, page 9-1

e Local Heartbeat Timer, page 9-2

e Local Login Page, page 9-3

e Enable Transparent Windows Login, page 9-6
e OS Detection, page 9-7

Overview

Most user-related configuration settings, such as roles, authentication sources, and local users, are
configured for all Clean Access Servers in the global forms of the CAM web console. However, several
aspects of user management can be configured locally for an individual CAS. These include:

e User presence scanning — Checks online users to see if their connections are still active. If not, the
user session is terminated after a configurable period of time. This setting can be set globally or
locally.

e Login pages — Prompts users accessing the network for their login credentials.

e Transparent Windows login — Allows single sign-on in Windows domains.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Local Heartheat Timer

The heartbeat timer checks the connection status of online users by attempting to contact the client. If
the client fails to respond, the user session can be timed out after a configurable amount of time. You can
configure how long Cisco Clean Access waits to time out disconnected users, as well as how often it
attempts to contact users. The actual connection check is performed by ARP message rather than by
pinging. This allow the heartbeat check to function even if ICMP traffic is blocked.

Note The CAS checks the connection of all users at once, regardless of when an individual user’s session
started.

The timer is configurable globally when accessed from User Management > User Roles > Schedule >
Heartbeat Timer. By configuring a local setting in the Clean Access Server, you can override the global
setting in the Clean Access Manager for that particular CAS.

To configure timeout properties based on connection status:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Misc > Heartbeat Timer.

Figure 9-1 Local Heartbeat Timer

-

Device Management > Clean Access Servers > 10.201.240.10 2

Network Filter
Heartbeat Timer -

Status
Update

Advanced QAuthentication

- Time - Support Logs

[T override Global Settings

¥ Enable Heartheat Timer

Log Out Disconnected Users After: |5 minutes

Update |

[ B (@ trrarmat -
2. Click the Override Global Settings checkbox.
3. Click the Enable Heartbeat Timer checkbox.

4. Specify a value for the Log Out Disconnected Users After field. After the system detects a
disconnected user, this field sets the period of time after which the disconnected user is logged off
the network.

5. Click Update.

For complete details on user session timeouts see Chapter 8, “User Management: Traffic Control,
Bandwidth, Schedule” in the Cisco Clean Access Manager Installation and Administration Guide.
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Local Login Page

A login page configured locally for a CAS takes precedence over the global login pages configured for
all Clean Access Servers. If creating login pages local to a Clean Access Server, you can customize pages
for particular VLANS, operating systems, and subnets.

Add Local Login Page

1. Go to the CAS management pages under Device Management > CCA Servers > Manage
[CAS_IP] > Authentication > Login Page.

2. Select the Override Global Settings option and Update.

Figure 9-2 Override Global Login Page
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Device Management > Clean Access Servers > 10.201.240.10 2
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0S5 Detection
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Login Page - ¥PN Auth - Windows Auth -
List | Add | File Upload

V¥ override Glohal Settings Update |
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e e

Click the Add link that appears. Leave asterisks as default values for the VLAN and Subnet field
to set the page for any VLAN/subnet or enter values to specify a VLAN/subnet. Likewise, leave the
Operating System field as ALL, or specify an OS for which the login page will apply.

Click the Add button to add the page to the login page list.
In the login page list, click Edit next to the page to modify page contents and properties.

The General options page appears. Select a Page Type: Frameless, Frame-based, or Small Screen
(frameless).

Optionally enter a Description for the page.

Click Update to commit the changes made on the General page, then click View to see the login
page with the updated changes.

Click the Content link. Specify the following content to appear on the login page:
— Image: Use the dropdown menu to choose the logo to appear on the login page.
— Title: Type the title of the login page.

— Username Label, Password Label, Login Label, Provider Label, Guest Label, Help Label,
Root CA Label: Use the checkboxes to specify the fields/buttons to appear on the login screen.
Enter a label for each of the fields selected.

— Default Provider: Use the dropdown menu to choose the default provider for the login page.

— Available Providers: The authentication sources you want to appear in the providers dropdown
menu on the login page.

[ oL-9040-01
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10.

1.

12.

13.

Instructions: Type the instructions to be shown on the login page.
Root CA File: The root CA certificate file to use, if the Root CA Label is enabled.

Help Contents: Type help text to be presented to users on the login page. Note that only HTML
content can be entered in this field (URLs cannot be referenced).

Click Update to commit the changes made on the Content page, then click View to see the login
page with the updated changes.

Click the Style link. You can change the background (BG) and foreground (FG) colors and
properties. Note that Form properties apply to the portion of the page containing the login fields.

Click Update to commit the changes made on the Style page, then click View to see the login page
with the updated changes.

If frames are enabled in the Login Page > General settings, click the Right Frame link. You can
enter either URL or HTML content for the right frame as described below:

b.

Enter URLs: (for a single webpage to appear in the right frame)
For an external URL, use the format http: //www.webpage.com.

For a URL on the Clean Access Manager use the format:

https://<CAM_IP_address>/upload/file_name.htm

where <caM_IP_address> is the domain name or IP listed on the certificate.

If you enter an external URL or Clean Access Manager URL, make sure you have created a
traffic policy for the Unauthenticated role that allows the user HTTP access to the external
server or Clean Access Manager.

For a URL on the local Clean Access Server use the format:

https://<CAS_eth0_IP_address>/auth/file_name.htm

Enter HTML: (to add a combination of resource files, such as logos and HTML links)
Type HTML content directly into the Right Frame Content field.

To reference any resource file you have already uploaded in the File Upload tab as part of the
HTML content (including images, JavaScript files, and CSS files) use the following formats:

To reference a link to an uploaded HTML file:

<a href="file_name.html"> file_name.html </a>

To reference an image file (such as a JPEG file) enter:

<img src="file_name.jpg”>

14. Click Update to commit the changes made on the Right Frame page, then click View to see the login
page with the updated changes.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Local File Upload

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Authentication > Login Page.
2. Make sure the Override Global Settings option is enabled.
3. Click File Upload.

Figure 9-3 Upload Local File to CAS

L3 ,
Device Management > Clean Access Servers > 10.201.5.35

@

Status Network Filter Advanced

Login Page - ¥PN Auth - Windows Auth -
List | Add | File Upload

Authentication
SIdent Auth - 0S Detection

Filename | |[ Browse...

Description | |

| Name | size | Date | Description | Preview [pell

Bali 030.jpg 1099223 03/14/06 15:28:22 ] *

4. Browse to a logo image file or other resource file on your workstation and select it in the Filename
field.

5. Optionally enter text in the Description field.
6. Click Upload. The file should appear in the resources list.

Note e Files uploaded to a specific Clean Access Server using Device Management > CCA Servers >
Manage [CAS_IP] > Misc > Login Page > File Upload are available to the Clean Access Manager
and the local Clean Access Server only. On the Clean Access Server, uploaded files are located under
/perfigo/access/tomcat/webapps/auth.

¢ Files uploaded to the CAM using Administration > User Pages > File Upload are available to the
Clean Access Manager and all Clean Access Servers. With release 3.6(2) and above, these files are
located under /perfigo/control/tomcat/normal-webapps/upload in the CAM.

¢ Files uploaded to the CAM prior to 3.6(2)+ are not removed and continue to be located under
/perfigo/control/tomcat/normal-webapps/admin.

See the Cisco Clean Access Manager Installation and Administration Guide for further details.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Enable Transparent Windows Login

With transparent Windows login, users who are authenticated in their Windows domain can be
automatically logged into the trusted network.

Implementing transparent login involves several steps:

1. Add a transparent Windows authentication provider to the list of authentication servers in the CAM.
(See Chapter 6, “User Management: Auth Servers” in the Cisco Clean Access Manager Installation
and Administration Guide.)

2. Modify the policy of the Unauthenticated role to allow users access to the domain controller.
(See Chapter 8, “User Management: Traffic Control, Bandwidth, Schedule” in the Cisco Clean
Access Manager Installation and Administration Guide.)

3. Enable Transparent Windows Login and specify the Windows domain controller in the CAS
management pages (see steps below).

To configure the Windows domain controller:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Authentication > Windows
Auth the CAS for which you want to enable transparent Windows login.

Figure 9-4 Enable Transparent Windows Login

Device Management > Clean Access Servers > 10.201.240.10 2

Status
Login Page -

Network
¥PN Auth -

Filter
Windows Auth -

Authentication
SIdent Auth - 0S Detection

[T Enable Transparent Windows Lagin Update |

Advanced

Windows Domain Controller IP I Add Server |

(To complete the configuration to enable Transparent Windows login, you also need to
1. Add a Transparent Windows auth provider in User Managerment = Auth Servers; and
2. Edit the traffic control policy for the Unauthenticated Role to allow access to the
dormain controller.)

Windows Domain Controller

2. Click the Enable Transparent Windows Login checkbox and then click Update.

3. Type the IP address of your Windows domain controller in the Windows Domain Controller IP
field.

4. Click Add Server.
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0S Detection

By default, the system uses the User-Agent string from the HTTP header to determine the client OS.
With release 3.6(x) the platform information from JavaScript or the OS fingerprinting from the TCP/IP
handshake can also be used to determine the client OS. This enhanced OS fingerprinting feature is
intended to prevent users from changing identification of their client operating systems through
manipulating HTTP information. Note that this is a “passive” detection technique (accomplished without
Nessus) that only inspects the TCP handshake and is not impacted by the presence of a personal firewall.

Additionally, release 3.6(x) provides “Current Version of OS Detection Fingerprint” updates via the
Device Management > Clean Access > Clean Access Agent > Updates interface. Updates to OS
Detection Fingerprints (or signatures) will be made as new operating systems become available for
Windows machines. See the Cisco Clean Access (NAC Appliance) Manager Installation and
Administration Guide for additional details.

To Set 0S Detection Settings:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Authentication > OS
Detection in the CAS management pages of the web console.

Figure 9-5 OS Detection
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2. Click the checkbox for Set client OS to WINDOWS_ALL when Win32 platform is detected to
add this as an additional detection option.

3. Click the checkbox for Set client OS to WINDOWS_ALL when Windows TCP/IP stack is
detected (Best Effort Match) to add this as an additional detection option.

4. Click Update.

See also Device Management > Clean Access > Clean Access Agent > Updates > Current Version
of OS Detection Fingerprint in the CAM web console, and the Cisco Clean Access (NAC Appliance)
Manager Installation and Administration Guide for additional details.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CHAPTER

Local Clean Access Settings

This chapter describes local settings that can be configured at the CAS level for Clean Access
implementation For complete information on Clean Access configuration in the CAM web console, see
the Cisco Clean Access Manager Installation and Administration Guide. Topics in this chapter include:

Overview, page 10-1

Clear Certified Devices, page 10-3
Add Exempt Devices, page 10-2
Clear Exempt Devices, page 10-2
Specify Floating Devices, page 10-4

Most elements of Clean Access, such as login pages, Nessus scan plugin behavior, Clean Access Agent
requirements, and Clean Access user roles, are configured at the global level for all CASes. However,
certain tasks can also be performed at the local level for an individual CAS. These include the following.

Clearing certified devices

The Clean Access module on each Clean Access Server automatically adds devices to the Certified
Devices list after the user authenticates and the device passes network scanning with no
vulnerabilities found and/or meets Clean Access Agent requirements. Certified devices are
considered clean until removed from the list. You can remove devices at a specified time or interval
from the Certified Devices list in order to force them to repeat network scanning/Agent checking.
Note that devices for Clean Access Agent users are always scanned for requirements at each login.

Adding/clearing exempt devices

An exempt device is one which is never subject to Clean Access requirements. You can specify a
device as exempt to allow it to bypass Clean Access requirements, or you can clear an exempt device
to force it to meet Clean Access requirements. Adding or clearing exempt devices is always done
manually.

Specifying floating devices

A floating device requires Clean Access certification at every login and is certified only for the
duration of a user session. Floating devices are always added manually.

[ oL-9040-01
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Add Exempt Devices

Designating a device as exempt is the way a device can be manually added to the
automatically-generated Certified Devices list. The CAS only adds a device to the Certified Devices list
if the device has passed network scanning with no vulnerabilities found, or met Clean Access Agent
system requirements, or both. Once added to the list, the device is considered clean and therefore exempt
from having to go through certification while its MAC address remains on the Certified Devices list.
Adding an exempt device in effect bypasses the automated Clean Access process to certify that the
device you are adding to the list is clean.

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Clean Access >
Certified Devices.

Figure 10-1 Certified Devices (Local)
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2. Type the MAC address of the exempt device in the text field. Use line breaks to separate multiple
addresses.

3. Click Add Exempt.

Clear Exempt Devices

Clearing an exempt device means you are removing it from the Certified Devices list and forcing it to
go through Clean Access certification. Because exempt devices are manually added to the list, they must
also be manually removed. This also means that an exempt device on the Certified Devices list is
protected from being automatically removed when the global Certified Devices Timer is used to clear
the list at regularly scheduled intervals.

To manually clear exempt devices from the list:

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Clean Access >
Certified Devices (see Figure 10-1).

2. Click Clear Exempt. All exempt devices for this Clean Access Server will be cleared from the list.
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Clear Certified Devices

Note

S

Note

Devices are added to the Certified Devices list by the Clean Access Server and are considered clean until
removed from the list.

If a certified device is moved from one CAS to another, it must go through Clean Access certification
again for the new CAS unless it has been manually added as an exempt device at the global level for all
CASes. This allows for the case where one CAS has more restrictive Clean Access requirements than
another.

The CAM maintains the central Certified Devices list, which stores device information according to the
certifying Clean Access Server. The CAM then publishes each Clean Access Server’s certified devices
to the appropriate CAS as well as any globally exempt devices to all Clean Access Servers.

Though devices can only be certified and added to the list per CAS, you can remove certified devices
globally from all Clean Access Servers or locally from a particular CAS. Clearing certified devices
means you want to force the devices to repeat the Clean Access scanning/requirement checking.

¢ Global level (auto) — You can clear the list at regular intervals using the Certified Devices Timer
form (Device Management > Clean Access > Certified Devices > Timer)

¢ Global level (manual) — You can manually clear the Certified Device list using the global form
Device Management > Clean Access > Certified Devices.

e Local level (manual) — You can manually clear certified devices for a specific Clean Access Server
using the local form Device Management > CCA Servers > Manage [CAS_IP] > Filter > Clean
Access > Certified Devices

¢ C(Clearing the Certified Device list either manually or automatically also logs the user off the network.

¢ Removing a user from Monitoring > Online Users > View Online Users does not remove the client
from the Certified Devices list. This allows the user to log in again without forcing the client device
to go through the Clean Access certification process when it is still considered clean.

To manually clear devices from the list for a specific Clean Access Server:

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Clean Access >
Certified Devices (see Figure 10-1).

2. Click Clear Exempt to remove the devices that were added manually (using Add Exempt).

3. Click Clear Certified to remove the devices that were added to the list by meeting the Clean Access
criteria.

4. Click Clear All to remove both types.

5. Remove individual users by selecting the checkbox next to the user’s MAC address and clicking the
Kick Individual User (X)) button.

Only certified devices for the particular CAS will appear in the local list. To view certified devices for
all Clean Access Servers, go to Device Management > Clean Access.

[ oL-9040-01
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Specify Floating Devices

A floating device is certified only for the duration of a user session. Once the user logs out, the next user
of the device needs to be certified again. Floating devices are useful for shared equipment, such as kiosk
computers or wireless cards loaned out by a library.

You can also specify devices that are never exempt from certification requirements by MAC address.
This is useful for multi-user devices, such as dialup routers that channel multi-user traffic from the
untrusted (managed) network. In such cases, the Clean Access Server will see only the MAC address of
that device as the source address of traffic from the trusted network. If the device is not configured as a
floating device, this means that after the first user is certified, additional users will be unintentionally
exempt from certification. By configuring the router’s MAC address as a floating device that is never
certified, you can ensure that each user accessing the network through the device is individually assessed
for vulnerabilities/requirements met.

In this case, the users are distinguished by IP address. Note that users must have different IP addresses
for this to work. If the router performs NATing services, the users are indistinguishable to the Clean
Access Manager and only the first user will be certified.

See also Add VPN Concentrator as a Floating Device, page 7-8.

To specify a local floating device:

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Filter > Clean Access >
Floating Devices.

Figure 10-2 Floating Devices (Local)
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2. Specify a floating device by MAC address in the form:

<MAC> <type> <description>

Where:

— wmac is the MAC address of the device (in standard hexadecimal MAC address format, e.g.,
00:16:21:23:4D:00).

— typeis either:
0 - for session-scope certification, or

1 - if the device should never be considered certified

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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— description is an optional description of the device.

Be sure to include spaces between each element and use line breaks to separate multiple entries. For
example:

00:16:21:23:4D:00 0 LibCardl
00:16:34:21:4C:00 0 LibCard2
00:16:11:12:4A:00 1 Routerl

3. Click Add Device to save the setting.
To remove a floating MAC address, click the Delete icon (¥ ) next to the address.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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CHAPTER

Administer the Clean Access Server

This chapter describes Clean Access Server (CAS) administration. Topics include:
e Status Tab, page 11-1
¢ Clean Access Server Direct Access Web Console, page 11-2
e Manage CAS SSL Certificates, page 11-3
e Specify DNS Servers on the Network, page 11-16
e Synchronize System Time, page 11-17
e Support Logs and Loglevel Settings, page 11-18

The Status tab of the CAS management pages displays high-level status information on which modules
are running in the Clean Access Server.

Figure 11-1 CAS Management Pages Status Tab
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Administration
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e [P Filter—An IP packet filter that analyzes packets to ensure that they come from valid,
authenticated users.
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e DHCP Server—The CAS’s internal DHCP (Dynamic Host Configuration Protocol) server.
e DHCP Relay—The module that relays address requests and assignments between clients and an
external DHCP server.

e IPSec Server — The module for establishing a secure, IP Security-based channel between the CAS
and a client device. The module encrypts and decrypts data passed between the client and server.

¢ Transparent Windows Login—The module that enables transparent WLAN login for
authenticated Windows users.

Clean Access Server Direct Access Web Console

The CAS management pages of the CAM web admin console (Figure 11-1) are the primary
configuration interface for the Clean Access Server(s). However, each Clean Access Server has its own
web admin console that allows configuration of certain limited Administration (and Monitoring with
3.6(2)+) settings directly on the CAS (Figure 11-2). The CAS direct access web console is used to
download CAS support logs and is primarily used for configuring pairs of Clean Access Servers for High
Availability. See Chapter 12, “Implement High Availability (HA) Mode” for details. If the CAS
management pages become unavailable, you can also use the direct console interface for other functions
such as managing SSL certificates for the CAS or performing system upgrade.

To access the Clean Access Server’s direct access web admin console:

1. Open a web browser and type the IP address of the CAS’s trusted (ethO) interface in the URL/address
field: https://<CAS_eth0_IP>/admin (for example, https://172.16.1.2/admin)

2. Accept the temporary certificate and log in as user admin (default password is cisco123).

Figure 11-2 CAS Direct Access Web Admin Console

iCisco Clean Access Server - Microsoft Internet Explorer provided by Cisco Systems, Inc.
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e Make sure to precede the CAS IP address with “https://” and append it with “/admin”; otherwise you
will see the redirect page for web login users.

e For security purposes, it is recommended to change the default password for the CAS web console.

Note that almost all of the settings in the CAS web console can be configured via the CAS management
pages in the CAM web admin console, with the exception of the Failover, DHCP Failover, Admin
Password, and Support Logs. The CAS direct access web console provides the following
Administration pages for the local CAS:

e Network Settings (IP, DNS, Failover, DHCP Failover)
¢ Software Update

e SSL Certificates (Generate Temporary Certificate, Import Certificate, Export CSR/Private
Key/Certificate)

e Time Server
¢ Admin Password
The Monitoring module of the CAS direct access console provides the following pages:
e Active VPN Clients
e Support Logs

Manage CAS SSL Certificates

The elements of Cisco Clean Access communicate securely over Secure Socket Layer (SSL)
connections. Cisco Clean Access uses SSL connections for the following:

e Between the CAM and the CAS

e Between the CAM and the browser accessing the CAM web admin console

e Between the CAS and end-users connecting to the CAS

e Between the CAS and the browser accessing the CAS direct access web console

During installation, the configuration utility script for both the CAM and CAS requires you to generate
a temporary SSL certificate for the server being installed (CAM or CAS). A corresponding private key
is also generated with the temporary certificate.

For a production deployment, you will typically want to replace the temporary certificate for the Clean
Access Server with a CA-signed SSL certificate, since the CAS certificate is the one that is visible to
the end user. Otherwise, if the Clean Access Server has a temporary certificate, users accessing the
network will have to explicitly accept the certificate from the CAS each time they login.

For the Clean Access Manager, it is not necessary to use a CA-signed certificate and you can continue
to use a temporary certificate, if desired. For details on managing SSL certificates for the CAM, see the
Cisco Clean Access (NAC Appliance) Manager Installation and Administration Guide.

The following sections describes how to manage SSL certificates for the CAS:
e Generate Temporary Certificate, page 11-5
e Export CSR/Private Key/Certificate, page 11-7
e Verify Currently Installed Private Key and Certificates, page 11-8

[ oL-9040-01
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e Import Signed Certificate, page 11-11
e View Certificate Files Uploaded for Import, page 11-13

¢ Troubleshooting Certificate Issues, page 11-13

~

Note  You cannot use a CA-signed certificate that you bought for the Clean Access Manager on the Clean
Access Server. You must buy a separate certificate for each Clean Access Server.

Web Console Pages for SSL Certificate Management

The actual CAM SSL certificate files are kept on the CAM machine, and the CAS SSL certificate files
are kept on the CAS machine. After installation, the CAM and CAS certificates can be managed from
the following web console pages (respectively):

Clean Access Manager Certificates:
e Administration > CCA Manager > SSL Certificate

Clean Access Server Certificates:

¢ CAS management pages: Device Management > CCA Servers > Manage [CAS_IP] > Network
> Certs , or

e CAS direct access console: Administration > SSL Certificate

~

Note  You can use the CAS direct access console interface if the CAS management pages become
unavailable. See Clean Access Server Direct Access Web Console, page 11-2 for further details.

The CAS management pages and CAS direct access console provide the same controls and allow you to
perform the following SSL certificate-related operations:

e Generate a temporary certificate (and corresponding private key).

e Generate a PEM-encoded PKCS #10 Certificate Signing Request (CSR) based on the current
temporary certificate.

e Import and export the private key. The Export Key feature is used to save a backup copy of the
Private Key on which the CSR is based. When a CA-signed certificate is returned from the
Certificate Authority and imported into the CAS, this Private Key must be used with it.

Typical Steps for CAS New Installs

For new installations, the typical steps for managing the CAS certificate are as follows:
1. Synchronize time

After CAM and CAS installation, make sure the time on the CAM and CAS is synchronized before
regenerating the temporary certificate on which the Certificate Signing Request will be based. See
the next section, Synchronize System Time, page 11-17, for details.

2. Check DNS settings for the CAS

If planning to use the DNS name instead of the IP address of your servers for CA-signed certs, you
will need to verify the CAS settings and regenerate a temporary certificate. See Regenerating
Certificates for DNS Name Instead of IP, page 11-15 for details.

3. Generate Temporary Certificate, page 11-5
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A temporary certificate and private key are automatically generated during CAS installation. If
changing time or DNS settings on the CAS, regenerate the temporary certificate and private key
prior to creating the Certificate Signing Request.

4. Export (Backup) the private key to a local machine for safekeeping/backup.

Itis a good idea to always back up the private key corresponding to the current temporary certificate
to a local hard drive for safekeeping before you generate and export the Certificate Signing Request.
See Export CSR/Private Key/Certificate, page 11-7.

5. Export (save) the Certificate Signing Request (CSR) to a local machine.
See Export CSR/Private Key/Certificate, page 11-7.

6. Send the CSR file to a Certification Authority (CA) authorized to issue trusted certificates.
1. After the CA signs and returns the certificate, import the CA-signed certificate to your server.

When the CA-signed certificate is received from the CA, upload it as PEM-encoded file to the CAS
temporary store. See Import Signed Certificate, page 11-11.

8. If necessary, upload any required intermediate CA certificate(s) as a single PEM-encoded file to the
CAS temporary store.

9. Click Verify and Install Uploaded Certificates to verify the entire certificate chain and private key
in the temporary store and install the verified certificates to the CAS.

10. Test as a client accessing the Clean Access Server.

Make sure the CA-signed certificate you are importing is the one with which you generated the CSR and
that you have NOT subsequently generated another temporary certificate. Generating a new temporary
certificate will create a new private-public key combination. In addition, always export and save the
private key to a secure location when you are generating a CSR for signing (for safekeeping and to have
the private key handy).

For additional details, see also Troubleshooting Certificate Issues, page 11-13.

Generate Temporary Certificate

The following procedure describes how to generate a new temporary certificate for the CAS. Keep in
mind that if the Clean Access Server has a temporary certificate, users accessing the network will have
to explicitly accept the certificate from the CAS at each login. After generating a temporary certificate,
you can generate a Certificate Signing Request (CSR) suitable for submission to a Certification
Authority (CA). See also Regenerating Certificates for DNS Name Instead of IP, page 11-15 for
additional details.

To generate a certificate:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > Certs.

2. If not already selected, choose Generate Temporary Certificate from the Choose an action
dropdown menu.

[ oL-9040-01
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Figure 11-3 Certs—Generate Temporary Certificate
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3. Type appropriate values for the form fields:

— Full Domain Name or IP — The fully qualified domain name or IP address of the CAS for
which the certificate is to apply. For example: caserver.<your_domain_name>

- Organization Unit Name — The name of the unit within the organization, if applicable.
— Organization Name — The legal name of the organization.

— City Name — The city in which the organization is legally located.

— State Name — The full name of the state in which the organization is legally located.

— 2-letter Country Code — The two-character, ISO-format country code, such as GB for Great
Britain or US for the United States.

4. When finished, click Generate. This generates a new temporary certificate and new private key.

S

Note  The Current SSL Certificate Domain: <IP or domain name> field at the bottom of each form displays
the IP address or domain name of the current SSL certificate being used to access the web console page
displayed. For example, if you are accessing the SSL Certificate management pages of a CAS, the
domain name or IP address that is on the SSL certificate of that CAS will be shown. If accessing the SSL
Certificate management pages of the CAM, the domain name/IP on the SSL certificate of the CAM will
be shown.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Exporting a CSR generates a PEM-encoded PKCS#10-formatted Certificate Signing Request suitable
for submission to a certificate authority. The CSR will be based on the temporary certificate and private
key currently in the keystore database.

To create a certificate request:

1.

Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > Certs

(Figure 11-4).

2. Choose Export CSR/Private Key/Certificate from the Choose an action dropdown menu.

Figure 11-4 Certs —Export CSR/Private Key/Certificate
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-

Create a backup of the private key used to generate the request by clicking the Export button for

Currently Installed Private Key (A) in the Export CSR/Private Key/Certificate form. You are
prompted to save or open the file (see Filenames for Exported Files, page 11-8). Save it to a secure

location.

Click Export CSR (B). A certificate signing request file for the CAS is generated and made
available for downloading (see Filenames for Exported Files, page 11-8).

N

Note

This step will generate a certificate request based on the currently installed (temporary)

certificate and private key pair. Make sure these are the ones for which you want to submit the

CSR to the certificate authority.

5. Save the CSR file to your hard drive (or Open it immediately in a text editor if you are ready to fill
out the certificate request form). Use the CSR file to request a certificate from a certificate authority.
When you order a certificate, you may be asked to copy and paste the contents of the CSR file into

a CSR field of the order form.

[ oL-9040-01
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6. When you receive the CA-signed certificate back from the certification authority, you can import it
into the Clean Access Server as described in Import Signed Certificate, page 11-11.
After the CA-signed cert is imported, the “currently installed certificate” is the CA-signed
certificate. You can always optionally Export the Currently Installed Certificate if you need to
access a backup of this certificate later.

The Current SSL Certificate Domain: <IP or domain name> field at the bottom of each form displays
the IP address or domain name of the current SSL certificate being used to access the web console page
displayed. For example, if you are accessing the SSL Certificate management pages of a CAS, the
domain name or IP address that is on the SSL certificate of that CAS will be shown. If accessing the SSL
Certificate management pages of the CAM, the domain name/IP on the SSL certificate of the CAM will
be shown.

Filenames for Exported Files

File names for SSL Certificate files that can be exported from the CAS are as follows:

File Name ' Description

secsmart_csr.pem CAS Certificate Signing Request (CSR)
secsmart_key.pem CAS Currently Installed Private Key
secsmart_crt.cer 2 CAS Currently Installed Certificate

1. For release 3.6.0.1 and below filename extensions are .csr instead of .pem.

2. For release 3.6(1) only, the filename is secsmart_crt.pem.

Verify Currently Installed Private Key and Certificates

Note

You can verify the following files by viewing them under Device Management > CCA Servers >
Manage [CAS_IP] > Network > Certs | Export CSR/Private Key/Certificate (Figure 11-4):

e Currently Installed Private Key

e Currently Installed Certificate

e Currently Installed Certificate Details

e Currently Installed Root/Intermediate CA Certificate

e Currently Installed Root/Intermediate CA Certificate Details

You must be currently logged into your web console session to view any certificate files.

On the CAS, if a particular file is not currently installed (for export) or not uploaded (for import), a
dialog message “Unable to read certificate from Clean Access Server” will appear when you
click the View or Details button. For example, if only a temporary certificate is present on the CAS, this
message will appear if you click the View/Details buttons for “Root/Intermediate CA” or “Currently
Installed Root/Intermediate CA” on the Import and Export forms, respectively.

Clicking View for “Currently Installed Private Key” brings up the dialog shown in Figure 11-5
(BEGIN PRIVATE KEY/END PRIVATE KEY).

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Figure 11-5 View Currently Installed Private Key
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Clicking View for “Currently Installed Certificate” brings up the dialog shown in Figure 11-6 (BEGIN
CERTIFICATE / END CERTIFICATE).

Figure 11-6 View Currently Installed Certificate
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Clicking Details for “Currently Installed Certificate” brings up the dialog shown in Figure 11-7
(“Certificate:”). The Currently Installed Certificate Details form provides an easy way to verify
whether you have a temporary or CA-signed certificate. The most important fields to check are:

Issuer —Who signed the current certificate. The temporary certificate generated during installation
will have the Issuer information shown in Figure 11-7.

Validity—The creation date (“Not Before:”) and expiry date (“Not After”:) of the certificate.

N

Note  The time set on the CAS must fall within the creation date/expiry date range set on the SSL
certificate of the CAM. The time set on the user machine must fall within the creation
date/expiry date range set on the SSL certificate of the CAS.

Subject—The server and organizational information you entered when you generated the temporary
certificate.

Begin Certificate/End Certificate—The actual certificate is displayed in this section. It is identical
to the information shown when you click View “Currently Installed Certificate”.

[ oL-9040-01
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Figure 11-7 View Currently Installed Certificate Details (Example Temporary Certificate)
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Clicking View or Details for “Currently Installed Root/Intermediate CA Certificate” will bring up
similar dialogs for the root or intermediate certificates you have installed on your CAS.
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Import Signed Certificate

If you have received a CA-signed PEM-encoded X.509 certificate for the Clean Access Server, you can
import it into the Clean Access Server as described here. Before starting, make sure that the root and

CA-signed certificate files are in an accessible file directory location. If using a certificate authority for
which intermediate CA certificates are necessary, make sure these files are also present and accessible.

To import a CA-signed certificate:

1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network > Certs
(Figure 11-8).

2. Choose Import Certificate from the Choose an action dropdown menu.

Figure 11-8 Certs —Import Certificate

Device Management > Clean Access Servers > 10.201.5.35

©

Status
IP

Network
DNS

Filter
IPSec

Advanced
L2TP

Authentication

DHCP PPTP - PPP

Certs

Choose an action: |Imp0rt Cerificate |

Certificate File: | Browse... |
File Type |CA—signed PEM-gncoded *.509 Certj Upload |

Uploaded Certificate List:

Private Key Viewl
Ca-signed Certificate Viewl Details |

Root/Intermediate Ca Viewl Details | Delete |

Yerify and Install Uploaded Certificates |

[* "Trust Mon-Standard CA" is for comrmunication between the Clean Access Manager and Clean Access
Server, If the Clean Access Manager cert iz signed by a CA that is not well known, import the CA cert here to
have it accepted. Clean Access Server must be rebooted to take effect)

Current S5L Certificate Domain:  10.201.5.35
[This is the domain nare for which you have the S50 certificate of the web login page.)
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3. Click the Browse button next to the Certificate File field and locate the certificate file on your
directory system.

S

Note = Make sure there are no spaces in the filename when importing files (you can use underscores).

4. Select the File Type from the dropdown menu:

— CA-signed PEM-encoded X.509 Cert — Select this option to upload the PEM-encoded
CA-signed certificate.

— Root/Intermediate CA — Select this option to upload the PEM-encoded intermediate CA
certificate or root certificate.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Note

Note

N

Note If there are multiple intermediate CA files, you must copy and paste them into a single
Intermediate CA PEM-encoded file for upload to the CAS. Only one Intermediate CA file
can be uploaded to the CAS.

— Private Key — Select this option if you need to upload the Private Key for the CAS (from
backup). Typically, you only need to do this if the current Private Key does not match the Private
Key used to create the original CSR on which the CA-Signed certificate is based.

— Trust Non-Standard CA — On the CAS, select this option if uploading a certificate needed
for communication between the CAM and CAS that is signed by a non-standard organization.
For example, you may have a non-standard certificate for the CAM that is signed by your
institution (e.g. university), but a CA-signed certificate from VeriSign for your CAS. If the
Clean Access Manager certificate is signed by a CA that is not well known, import the CA cert
using the Trust Non-Standard CA option to have it accepted. The Clean Access Server must
be rebooted for this to take effect.

Click Upload to upload the certificate file to the temporary store on the Clean Access Server.

Click Verify and Install Uploaded Certificates to verify the entire certificate chain and private key
in the temporary store and install the verified certificate files to the correct locations in the CAS. If
any files are missing, errors will be displayed indicating which files need to be uploaded. For
example, if an intermediate CA certificate is required for the certificate authority you are using,
upload it to the CAS temporary store in order for the certificate chain to be verified and installed on
the CAS.

With release 3.6(x), neither the CAM nor CAS will install an unverifiable certificate chain. You
must have delimiters (Begin/End Certificate) for multiple certificates in one file, but you do not
need to upload certificate files in any particular sequence because they are verified in the
temporary store first before being installed.

If you try to upload a root/intermediate CA certificate for the CAS that is already in the list, you may
see an error message “this intermediate CA is not necessary” after you click the Verify and Install
Uploaded Certificates button. You must Delete the uploaded Root/Intermediate CA in order to
remove any duplicate files.

The

Current SSL Certificate Domain: <IP or domain name> field at the bottom of each form displays

the IP address or domain name of the current SSL certificate being used to access the web console page

disp

layed. For example, if you are accessing the SSL Certificate management pages of a CAS, the

domain name or IP address that is on the SSL certificate of that CAS will be shown. If accessing the SSL
Certificate management pages of the CAM, the domain name/IP on the SSL certificate of the CAM will
be shown.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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View Certificate Files Uploaded for Import

You can verify certificate files you have uploaded to the temporary store for import into the CAS under
Device Management > CCA Servers > Manage [CAS_IP] > Network > Certs | Import Certificate
(Figure 11-4), as follows:

e Uploaded Private Key

e Uploaded CA-Signed Certificate

e Uploaded CA-Signed Certificate Details

¢ Uploaded Root/Intermediate CA Certificate

e Uploaded Root/Intermediate CA Certificate Details

Note  You must be currently logged into your web console session to view any certificate files.

On the CAS, if a particular file is not currently installed (for export) or not uploaded (for import), a
dialog message “Unable to read certificate from Clean Access Server Will appear when you
click the View or Details button. For example, if only a temporary certificate is present on the CAS, the
message will appear if you click the View/Details buttons for “Root/Intermediate CA” or “Currently
Installed Root/Intermediate CA” on the Import and Export forms, respectively.

Troubleshooting Certificate Issues

Issues can arise during Cisco Clean Access certificate management, particularly if there are mismatched
SSL certificates somewhere along the certificate chain. Common problems on SSL certificates can be
time-oriented (if the clocks are not synchronized on the CAM and CAS, authentication fails), IP-oriented
(certificates are created for the wrong interface) or information-oriented (wrong or mistyped certificate
information is imported). This section describes the following:

e CAS Cannot Establish Secure Connection to CAM

e Private Key in Clean Access Server Does Not Match the CA-Signed Certificate
e Regenerating Certificates for DNS Name Instead of IP

e C(Certificate-Related Files

CAS Cannot Establish Secure Connection to CAM

If clients attempting login get the following error message, “Clean Access Server could not establish a
secure connection to the Clean Access Manager at <IPaddress or domain> (see Figure 11-9), this
commonly indicates one of the following issues:

e The time difference between the CAM and CAS is greater than 5 minutes.

e Invalid IP address

¢ Invalid domain name

e CAM is unreachable
The time set on the CAM and the CAS must be 5 minutes apart or less. To resolve this issue:

1. Set the time on the CAM and CAS correctly first (see Synchronize System Time, page 11-17)

2. Regenerate the certificate on the CAS using the correct IP address or domain.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Note

3. Reboot the CAS.
4. Regenerate the certificate on the CAM using the correct IP address or domain.

5. Reboot the CAM.

Figure 11-9

Troubleshooting: “CAS Cannot Establish Secure Connection to CAM”

&< Cisco Clean Ac

Clean Access Agent

& Login Failed !

Detail :

Clean Access Server could not establish a secure connection to
Clean Access Manager at 10.201.240.11. This could be due to
one or more of the following reasons: 1) Clean Access Manager
certificate has expired 2) Clean Access Manager certificate
cannot be trusted or 3) Clean Access Manager cannat be
reached. Please report this to your netwaork administrator.
HTTP-ErrarCode=-1-

e

If you check ns1lookup and date from the CAS, and both the DNS and TIME settings on the CAS are
correct, this can indicate that the cacerts file on the CAS is corrupted. In this case it is recommended to
back up the existing cacerts file from /usr/java/j2sdk1.4/lib/security/cacerts, then override it with the file
from /perfigo/common/conf/cacerts, then perform “service perfigo restart” on the CAS.

If the error message on the client is “Clean Access Server is not properly configured, please report to
your administrator,” this typically is not a certificate issue but indicates that a default user login page has
not been added to the CAM. See “Add Default Login Page” in the Cisco Clean Access (NAC Appliance)
Manager Installation and Administration Guide for details.

Private Key in Clean Access Server Does Not Match the CA-Signed Certificate

This issue can arise if a new temporary certificate is generated but a CA-signed certificate is returned
for the CSR (certificate signing request) generated from a previous temporary certificate and private key
pair.

For example, an administrator generates a CSR, backs up the private key, and then sends the CSR to a
CA authority, such as VeriSign.

Subsequently, another administrator regenerates a temporary certificate after the CSR has been sent.
When the CA-signed certificate is returned from the CA authority, the private key on which the
CA-certificate is based no longer matches the one in the Clean Access Server.

To resolve this issue, re-import the old private key and then install the CA-signed certificate.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Regenerating Certificates for DNS Name Instead of IP

If planning to regenerate certificates based on the DNS name instead of the IP address of your servers:

Make sure the CA-signed certificate you are importing is the one with which you generated the CSR
and that you have NOT subsequently generated another temporary certificate. Generating a new
temporary certificate will create a new private-public key combination. In addition, always export
and save the private key when you are generating a CSR for signing (to have the private key handy).

When importing certain CA-signed certificates, the system may warn you that you need to import
the root certificate (the CA’s root certificate) used to sign the CA-signed certificate, or the
intermediate root certificate may need to be imported.

Make sure there is a DNS entry in the DNS server.

Make sure the DNS address in your Clean Access Server is correct.

For High-Availability (failover) configurations, use the DNS name for the Service IP (virtual DNS)
It is recommended to reboot when you generate a new certificate or import a CA-signed certificate.

When using a DNS-based certificate, if it is not CA-signed, the user will simply be prompted to
accept the certificate.

Certificate-Related Files

For troubleshooting purposes, Table 11-1 lists certificate-related files on the Clean Access Server. For
example, if the admin console becomes unreachable due to a mismatch of the CA-certificate/private key
combination, these files may need to be modified directly in the file system of the Clean Access Server.

Table 11-1 Clean Access Server Certificate-Related Files

File Description
/root/.tomcat.key Private key
/root/.tomcat.crt Certificate
/root/.tomcat.csr Certificate Signing Request
/root/.chain.crt Intermediate certificate
/perfigo/common/conf/perfigo-ca-bundle.crt | The root CA bundle
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Specify DNS Servers on the Network

The DNS form lets you specify the DNS (Domain Name Servers) to be queried for host name lookups.

To configure a DNS for your environment:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Network >DNS.

Figure 11-10 DNS Form

Device Management > Clean Access Servers > 10.201.240.10 2

Status
P -

Network
DHCP - DNS -

Filter
Certs - IPSec -

Authentication
PPTP - PPP

Advanced
L2TP -

Host Name |casewer1ﬂ

Host Domain |

DNS Servers [171.68.226.120
[separate rultiple addresses with a comma)

- .

B B - eror—

2. Type the IP addresses of one or more domain name servers in the DNS Servers field. If entering
multiple servers, use commas to separate the addresses. The Clean Access Server attempts to contact
the DNS servers in the order they appear in the list.

— Host Name —The host name you want to use for the Clean Access Server.
- Host Domain—The domain name applicable in your environment.

— DNS Servers —The IP address of the DNS (Domain Name Service) server in your environment.
Separate multiple addresses with commas. If you specify more than one DNS server, the Clean
Access Server tries to contact them sequentially, until one of them returns a response.

3. Click Update.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Synchronize System Time

Note

For logging purposes and other time-sensitive tasks (such as SSL certificate generation), the time on the
Clean Access Manager and Clean Access Servers needs to be correctly synchronized. The Time form
lets you set the time on the Clean Access Server and modify the time zone setting for the CAS operating
system.

After CAM and CAS installation, you should synchronize the time on the CAM and CAS before
regenerating a temporary certificate on which a Certificate Signing Request (CSR) will be based. The
easiest way to ensure this is to synchronize time with the time server (Sync Current Time button)

The time set on the CAS must fall within the creation date/expiry date range set on the CAM’s SSL
certificate. The time set on the user machine must fall within the creation date /expiry date range set on
the CAS’s SSL certificate.

The time can be modified on the CAM under Administration > CCA Manager > System Time. See
the Cisco Clean Access (NAC Appliance) Manager Installation and Administration Guide for details.

To view the current time:
1. Go to Device Management > CCA Servers > Manage [CAS_IP] > Misc > Time.

2. The system time for the Clean Access Server appears in the Current Time field.

Figure 11-11 Time Form

| »

Device Management > Clean Access Servers > 10.201.240.10 2

Network Filter Advanced Authentication

Heartbeat Timer -

Status
Update

- Time - Support Logs

Current Time |Thursday, July 21, 2005 B:22:31 P

[using time zone setting of this browser client computer)
Time Zone |America,-"Los_Angeles j Update Time Zone |
Date & Time |D?,-"21,-"DS 18:21:49 Update Current Time |
Time Servers |time.nist.g0v Sync Current Time |

[separate rmultiple addresses with white space)

|

| B = W s -

There are two ways to adjust the system time —manually, by typing in the new time, or automatically,
by synchronizing from an external time server.

To modify the system time:
1. In the Time form of the Misc tab, either:

2. Type the time in the Date & Time field and click Update Current Time. The time should be in the
form: mm/dd/yy hh:ss PM/AM

3. Or, click the Sync Current Time button to have the time updated by the time servers listed in the
Time Servers field.

[ oL-9040-01
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To modify the time server:

The default time server is the server managed by the National Institute of Standards and Technology
(NIST), at time.nist.gov. To specify another time server:

1. In the Time form of the Misc tab type the URL of the server in the Time Servers field. The server
should provide the time in NIST-standard format. Use a space to separate multiple servers.

2. Click Update Current Time.

If more than one time server is listed, the CAS tries to contact the first server in the list when
synchronizing. If available, the time is updated from that server. If it is not available, the CAS tries the
next one, and so on, until a server is reached.

To change the time zone of the server system time:

1. In the Time form of the Misc tab, choose the new time zone from the Time Zone dropdown menu.

2. Click Update Time Zone.

Support Logs and Loglevel Settings

The Support Logs page on the Clean Access Server is intended to facilitate TAC support of customer
issues. The Support Logs page allows administrators to combine a variety of system logs (such as
information on open files, open handles, and packages) into one tarball that can be sent to TAC to be
included in the support case. Administrators should download these support logs when sending their
customer support request.

With release 3.6(2)+, the Support Logs pages on the CAM web console and CAS direct access web
console (Figure 11-12)provide web page controls to configure the level of log detail recorded for
troubleshooting purposes in /perfigo/logs. These web controls are intended as convenient alternative to
using the CLI 1oglevel command and parameters in order to gather system information when
troubleshooting.

For normal operation, the log level should always remain at the default setting (severe). The log level is
only changed temporarily for a specific troubleshooting time period —typically at the request of the
customer support/TAC engineer. In most cases, the setting is switched from “Severe” to “All” for a
specific interval, then reset to “Severe” after data is collected. Note that once you reboot the CAM/CAS,
or perform the service perfigo restart command, the log level will return to the default setting
(Severe).

Caution

Note

Do not leave the log level set at “All” or “Info” indefinitely, as this will cause the log file to grow very
quickly.

To Download CAS Support Logs:

With release 3.6(2)+ , the CAS support logs page is removed from the CAS management pages (to
optimize memory usage), and only available from the CAS direct access console under “Monitoring.”

1. Open the CAS direct access console from a browser using https://<CAS_eth0_IP>/admin as the
URL/Address.

2. Go to Monitoring > Support Logs (Figure 11-12)
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Figure 11-12 CAS Support Logs

| Qback - © - [ @ G Psearch JeFavortes @ (3- L W] - [J @ 3

Administration

- Metwaork Settings
- Software Update
- S5L Certificate

- Time Server

_ Active VPN Clients CCA Server General Logging: Oall Oinfo @ Severe
= SO LW CAS/CAM Communication Logging: ol Olnfo @ Severe
SWISS Communication Logging: Oall Oinfo @ Severe
Radius Accounting Proxy Server Logaing: Oall Oinfo @ Severe

@j Done

Cisco SYSTEMS

- &dmin Password

Cisco Clean Access Server

Monitoring > Support Logs

Download the archive of debug logging
files:

Logging settings will be reset to default values after rebootf/restart,

é 0 Inkernet

3. Click the Download button to download the cas_logs.<cas-ip-address>.tar.gz file to your local
computer.

4. Send this .tar.gz file with your customer support request.

)

Note  To retrieve the compressed support logs file for the Clean Access Manager, go to Administration >
CCA Manager > Support Logs. See the Cisco Clean Access (NAC Appliance) Manager Installation
and Administration Guide for details.

To Change the Loglevel for CAS Logs:
1. Open the CAS direct access console(https://<CAS_eth0_IP>/admin).

2. Go to Monitoring > Support Logs .

3. Choose the CAS log category to change:

CCA Server General Logging: This category contains general logging events for this CAS not
contained in the other three categories listed below. For example a user that logs in (needs to
post request to the CAM) will be logged here.

CAS/CAM Communication Logging: This category contains the majority of relevant logs:
CAMY/CAS configuration or communication errors specific to this CAS. For example, if the
CAM’s attempt to publish information to this CAS fails, the event will be logged here.

SWISS Communication Logging: This category contains log events related to SWISS
(proprietary communication protocol) packets sent between this CAS and the Clean Access
Agent.

Radius Accounting Proxy Server Logging: This category contains RADIUS accounting log
events related to Single Sign-On (SSO) for this CAS when integrated with a Cisco VPN Server.

4. Click the loglevel setting for the category of log:

All: This is the lowest loglevel, with all events and details recorded.

[ oL-9040-01
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— Info: Provides more details than the Severe loglevel. For example, if a user logs in successfully
an Info message is logged.

— Severe: This is the default level of logging for the system. A log event is written to /perfigo/logs
only if the system encounters a severe error, such as:

- CAM cannot connect to CAS

- CAM and CAS cannot communicate

Note  To discover the CAS, the Clean Access Agent sends SWISS (proprietary CAS-Agent communication
protocol) packets on UDP port 8905 for L2 users and on port 8906 for L3 users. The CAS always listens
on UDP port 8905 and 8906 and accepts traffic on port 8905 by default. The CAS will drop traffic on
UDP port 8906 unless L3 support is enabled. The Agent performs SWISS discovery every 5 seconds.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Implement High Availability (HA) Mode

This chapter describes how to set up two Clean Access Servers in high availability (HA) mode. Topics
include:

e Overview, page 12-1

e Plan Your Environment, page 12-2

e Upgrading an Existing Failover Pair, page 12-3

e Before Starting, page 12-4

¢ Configure High Availability, page 12-5

e Configure DHCP Failover, page 12-14

e Modifying High Availability Settings, page 12-17

By implementing high availability, you can ensure that Clean Access Server activities continue in the
event of an unexpected CAS shutdown. Cisco Clean Access supports two-node Clean Access Server
clusters in which a standby Clean Access Server backs up a primary CAS (Figure 12-1).

The standby monitors the health of the primary CAS via a heartbeat signal exchanged on a dedicated
Ethernet and/or serial connection. If the standby cannot detect a heartbeat signal from the primary CAS,
it takes over the activities for the primary CAS.

Figure 12-1 Clean Access Server High-Availability Configuration

Clean Access Serverl
(primary)
ethl g eth0
eth2/ tyso

heartbeat v
connection

trusted
network

= thi eth2/ttySO
el g
_— T / eth0

Clean Access Server2
(standby)

[ oL-9040-01

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide g



Chapter 12 Implement High Availability (HA) Mode |

I Plan Your Environment

Although you specify a primary and standby CAS at configuration time, the roles are not permanent. If
the primary goes down, the standby becomes the primary CAS. When the first primary CAS restarts, it
assumes the backup role.

Similarly, when starting up the CAS checks to see if its peer is active. If not, the starting CAS assumes
the primary role. If the peer is active, on the other hand, the starting CAS becomes the standby.

Plan Your Environment

Planning your environment is the first step in implementing high availability. Planning considerations
include:

A

Note

Physical Connection — For the heartbeat signals, ethO can be used for UDP heartbeat and the serial
port (ttySO) can be used for serial heartbeat.

If a third network interface (e.g. eth2) is available, it can be used for UDP heartbeat instead of eth0.
In this case, the eth2 interfaces on the two machines are connected using a crossover cable. If
installing an additional Ethernet interface, configure the IP address for the interface.

If a dedicated Ethernet interface (e.g. eth2) is not available on the server machine, ethO is supported
for the Heartbeat UDP interface. See Selecting and Configuring the Heartbeat UDP Interface, page
12-4.

Serial heartbeat connection generally requires the server machine to have at least two serial ports:
one port is used for the serial heartbeat connection and the other is used to access to the server for
configuration tasks. For details, see Serial Port High-Availability Connection, page 12-4.

Do not connect the serial cable before starting HA (failover) configuration. The serial cable must be
connected after the configuration is complete. See Configure High Availability, page 12-5.

Switch Interfaces for OOB Deployment — For Out-of-Band deployments, ensure that Port Security
is not enabled on the switch interfaces to which the CAS and CAM are connected. This can interfere
with CAS HA and DHCP delivery.

Service IP addresses — In addition to the IP addresses for the trusted and untrusted interfaces for
each individual CAS, you will need to provide two Service IP addresses for the trusted and untrusted
interfaces of the CAS cluster. (See Figure 12-2 for sample architecture.) A Service IP address is
the common IP address that the external network uses to address the pair.

Host Names — Each CAS needs to have a unique host name.

DHCP synchronization — If the Clean Access Servers operate as DHCP Servers (not in DHCP relay
or passthrough mode) additional configuration steps must be taken to enable the Clean Access
Servers to keep their DHCP-related information synchronized. DHCP information, such as
information regarding active leases and lease times, is exchanged by SSH tunnel, which you
configure as described in Configure DHCP Failover, page 12-14.

SSL Certificates — As in standalone mode, in HA mode the Clean Access Servers can use either a
temporary, self-signed certificate or a CA (Certificate Authority)-signed certificate. A temporary
certificate is useful for testing or development. A production deployment should have a CA-signed
certificate. Considerations in either case are:

1. Both the temporary or CA-signed certificates can use either the Service IP address (for either
the trusted interface or untrusted interface) or a domain name as the certificate domain name.

[l Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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2. If creating a certificate using a domain name, then the domain name must map to the Service IP
in DNS. If you are not using a domain name in the certificate, then the DNS mapping is not

necessary.
3. For a temporary certificate, generate the temporary certificate on one of the Clean Access
Servers, and transfer it from that CAS to the other CAS.

4. For a CA-signed certificate, you will need to import the CA-signed certificate into each of the
Clean Access Servers in the cluster.

A
Note  The CA-signed certificate must be either based on the Service IP or a hostname/domain name
resolvable to the Service IP through DNS.

Note  The Clean Access Server maintains session information during failover. For example, if user A is logged
into the system in role B, when failover occurs, user A will still be logged in and have access specified
by role B. If the CAS is the DHCP server and a user has a particular IP address prior to failover, DHCP
failover on the CAS will ensure that the user is given the same IP address when the IP address is renewed.

See Configure DHCP Failover, page 12-14.

Sample HA Configuration

Figure 12-2 illustrates a Clean Access Server cluster with sample values for the configuration.

Figure 12-2 Sample High-Availability (Failover) Cluster

to trusted network

Service IP: 172.16.1.4

p
{ Clean Access Server Cluster

172.16.1.2‘ ‘ 172.16.1.3

ethO ethO

primary Clean Access Server standby Clean Access Server
host name: caserverl10 host name: caserverl2

ethl ethl

[10.1.51.3

10.1.51.2

Service IP: 10.1.51.1

to untrusted network

Upgrading an Existing Failover Pair

For instructions on upgrading an existing failover pair, see Upgrading High Availability Pairs, page
13-20.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Before Starting

1. Before starting, make sure that both Clean Access Servers are installed and accessible over the
network. See Perform the Initial Configuration, page 3-9.

2. If the Clean Access Servers have already been added to the management domain of a CAM, they
should be removed. Use the Delete button in the List of Servers tab to remove the CASes.

Figure 12-3 List of Servers

Device Management > Clean Access Servers

e

List of Servers New Server

1P Address | Type [ Location | Status [Manage|Disconnect{Reboot] Delete |

Qut-of-Band Real-IP o
10.201.240.12 Gateway caserverl? Connected ﬁ ¥ 3 b4

10.201.240.10  NAT Gateway  caserverll Connected & o ) Delete

N

Note Clean Access web consoles support the Internet Explorer 6.0 or above browser only.

Selecting and Configuring the Heartbeat UDP Interface

The Heartbeat UDP interface, if specified, is used to send UDP heartbeat traffic related to high
availability. The interface used depends on the interfaces available on the server machine and the load
level expected. This interface can use either the trusted interface ethO or a dedicated interface such as

eth2. If a dedicated interface is used, then the dedicated interfaces on both machines should be connected
using a crossover cable.

Servers running a CAS typically use both available interfaces (ethO and eth1), with ethO configured as
the trusted network interface. The trusted network interface can be shared in most deployments. In some
cases, an additional network interface card (NIC) can be installed to provide an additional interface (e.g.
eth2) dedicated to UDP heartbeat. In this case, configure the IP address for the new interface.

Serial Port High-Availability Connection

If each machine running the CAS software has two serial ports, use one of the ports for the serial cable
connection. By default, the first serial connector detected on the server is configured for console
input/output (to facilitate installation and other types of administrative access).

When high-availability mode is selected, the serial console login (ttyS0) is automatically disabled to free
the serial port for HA mode. To re-enable ttySO as the console login, deselect the Disable Serial Login
checkbox on the Failover tab after clicking Update and before clicking Reboot. For details, see steps

c. Configure HA-Primary Mode and Update, page 12-6 and c. Configure HA-Standby Mode and Update,
page 12-10.

Note  The serial console login and HA cannot be located on the same serial port.
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Configure High Availability

The following sections describe how to set up high availability in four general procedures:

Step 1: Configure the Primary Clean Access Server, page 12-5

Step 2: Configure the Standby Clean Access Server, page 12-10

Step 3: Connect the Clean Access Servers and Complete the Configuration, page 12-13
Step 4: Test the Configuration, page 12-13

Step 5: Configure DHCP Failover, page 12-14
If configuring high availability for Clean Access Servers that operate as DHCP servers (not in DHCP
relay or passthrough mode), you also need to configure the SSH tunnel between them.

Configure the Primary Clean Access Server

The general sequence to configure the primary CAS is as follows:

a. Access the Primary CAS Directly

b. Configure the Host Information for the Primary
c. Configure HA-Primary Mode and Update

d. Configure the SSL Certificate

e. Reboot the Primary Server

These steps are detailed in the following sections.

When done, continue to Configure the Standby Clean Access Server, page 12-10.

a. Access the Primary CAS Directly

Each Clean Access Server has its own web admin console that allows configuration of certain limited
Administration settings directly on the CAS. The CAS direct access web console must be used to
configure CAS pairs for HA.

To access the primary Clean Access Server’s direct access web admin console:

1.

Open a web browser and type the IP address of the trusted (eth0) interface of the CAS in the
URL/address field, as follows: https://<PrimaryCAS_eth0_IP>/admin (for example,
https://172.16.1.2/admin)

Accept the temporary certificate and log in as user aamin (default password is cisco123).

In order to copy and paste values to/from configuration forms, it is recommended to keep both web
consoles open for each CAS (primary and standby). See also a. Access the Standby CAS Directly,
page 12-10.

To ensure security, it is recommended to change the default password of the CAS.
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b. Configure the Host Information for the Primary

3. Click the Network Settings link, then the DNS tab.

4. In the Host Name field, type the host name for the primary CAS (for example, caserver10). Make
sure there is a domain in the Host Domain field, such as cisco.com. If necessary, add one and click
Update.

DNS Tab

Figure 12-4

isco Clean Access Server - Microsoft Internet Explorer provided by Cisco Systems, Inc.
Edit  View

: File Favorites  Tools  Help

Cisco SYSTEMS )
Cisco Clean Access Server

Administration > Network Settings
Administration
- Netwaork Settings : i (BIRIEL
=] P DNS Failover Eeiher
- Software Update
- S5L Certificate
- &dmin Password
Monitoring
- Active VPN Clients DNS Servers 163.93.95.20
- Support Logs [Separate multiple servers with a
cormmal
Update
@ é 0 Inkernet

c. Configure HA-Primary Mode and Update

5. Click the Failover tab and choose HA-Primary Mode from the Clean Access Server Mode
dropdown menu.

Figure 12-5

Failover —Choose Mode

Administration > Network Settings

DHCP

e (S Failover

Failover

Current Status

Local Node: OK [Inactive] Peer Mode: OK

UNKNOWN
Clean Access Server Mode: | HA-Primary Mode v
Trusted-side tnlone M
gﬁg\frlcc.sqlp 10101000 b Standby Mode a

=N N "

6. In the HA-Primary Mode form that opens, type values for the following fields.
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Figure 12-6 Failover —HA-Primary Mode

Administration > Network Settings

IP DNS Failover DHCP Failover

Current Status
Local Node: OK [Inactive] Feer Node: UNKNOWN

Clean Access Server Mode: IHA—Primary tMode 'l

Trusted-side Service IP Address |1?1.16.1.4
Untrusted-side Service IP I—
Addrass 101511
[Primary] Local Host Mame Icasewer1ﬂ

[Primary] Local Serial No. |DD_DZ_BB_C4_DD A0_00_02_B3_c4_Do_31

[Primary] Local MAC Address Im (trusted-side interface)
[Primary] Local MAC Address Im (untrusted-side interface)
[Standby] Peer Host MName Icasewer1 2

[Standby] Peer MAC Address Im (trusted-side interface)
[Standby] Peer MAC Address Im (untrusted-side interface)

Heartheat UDP Interface IethD 'l

[Standby] Heartheat IP Address |1?:2'16'1'3 (peerip on heartbeat udp
interface)

Heartheat Serial Interface |COM1 [port:3Fa.irg:4] j

Heartbeat Timeout (seconds) ISD

{rmake longer than 15 seconds)

Disable Serial Login V' (serial Login disabled by default when HA mode selected)

Update | Feboot |

— Trusted-side Service IP Address: The common IP address by which the pair is addressed from
the trusted network (172.16.1.4 in the sample in Figure 12-2).

— Untrusted-side Service IP Address: The common address for the pair on the untrusted
(managed) network (10.1.51.1 in the sample).

— [Primary] Local Host Name: Filled in by default for the CAS.

— [Primary] Local Serial No: Filled in by default for the CAS.

— [Primary] Local MAC Address (trusted-side interface): Filled in by default for the CAS.

— [Primary] Local MAC Address (untrusted-side interface): Filled in by default for the CAS.

Note * You may want to copy and paste the [Primary] Local Host Name, [Primary] Local Serial No, and
[Primary] Local MAC Address (trusted/untrusted) values into a text file. These values are
necessary later when configuring the Standby CAS.

e To enter the Standby CAS information into the form for the Primary CAS, copy and paste the
corresponding fields from the Standby CAS web console.

— [Standby] Peer Host Name: The host name for the standby CAS (caserver12 in the sample).
You will need to specify this value again as the Host Name value in the peer machine's DNS tab.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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[Standby] Peer MAC Address (trusted-side interface): This is the peer MAC address from
the trusted (ethO) side of the standby CAS.

[Standby] Peer MAC Address (untrusted-side interface): This is the peer MAC address from
the untrusted (eth1) side of the standby CAS.

Heartbeat UDP Interface: Options are N/A, ethQ, eth2, eth3, eth4. If a dedicated Ethernet
connection is not available, it is recommended to use ethO for the Heartbeat UDP interface when
configuring a Clean Access Server in HA mode.

[Standby] Heartbeat IP Address: The IP address of the trusted interface (eth0O) of the standby
CAS (in the sample, 172.16.1.3).

Heartbeat Serial Interface: Select the COM port for the serial connection. It is recommended
to use both serial and UDP connections for the Heartbeat interface.

Heartbeat Timeout (seconds): Choose a value greater than 10 seconds.

Disable Serial Login: Serial login is disabled by default when HA mode is selected. To
re-enable the serial console (ttyS0), deselect the Disable Serial Login checkbox at this stage
(after Update and before Reboot).

Update: Click to update the HA configuration information for the CAS without rebooting it.

Reboot: This is used to reboot the CAS at the end of HA-Primary CAS configuration. (Do not
click Reboot at this point.)

d. Configure the SSL Certificate

7. Now configure the SSL certificate for the primary CAS. Click the SSL Certificate link from the
Administration menu. The Generate Temporary Certificate form appears.

Figure 12-7

Generate Temporary Certificate

<3 Cisco Clean Access Server - Microsoft Internet Explorer provided by Cisco Systems, Inc.

© File Edit ‘View Favorites Tools  Help

Cisco SYSTEMS

Administration

- Metwaork Settings

Cisco Clean Access Server

Administration > SSL Certificate

- Software Update
- S5L Certificate
- Time Server

Choose an action:

Generate Temporary Cedificate
Generate Temporary Cerificate
Expont CSR/Private Kew/Certificate
Full Domain Name dlmpon Certificate

- Admin Password

- Active VPN Clients
- Support Logs

Qrganization Unit Mame

Qrganization Mame

City Name
State Mame

2-letter Country Code

Current SSL Certificate Domain:

[This is the domain narme for which you have the S50 certificate of the web login page.)

Generate

10.201.240.10

v

@ Done

é 0 Inkernet

8. In the SSL Certificate page, perform one of the following procedures, depending on whether you
intend to use a temporary, self-signed certificate or a CA-signed certificate:
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If using a temporary certificate for the HA pair:

Complete the Generate Temporary Certificate form and click Generate. The certificate must
be associated with the Service IP addresses of the HA pair.

When finished generating the temporary certificate, select Export CSR/Private
Key/Certificate from the Choose an action dropdown menu.

Click the Export button for Currently Installed Private Key to export the SSL private key.
Save the key file to disk. You must import this key file later when configuring the standby CAS.

Click the Export button for Currently Installed Certificate to export the current temporary
certificate. Save the certificate file to disk. You will have to import this file into the standby CAS
later.

If using a CA-signed certificate for the HA pair:

~

a.
b.

C.

Choose Import Certificate from the Choose an action menu
Use the Browse button next to the Certificate File field and navigate to the certificate file.
Choose CA-signed PEM-encoded X.509 Cert from the File Type dropdown menu:

Click Upload to import the certificate. Note that you will need to import the same certificate
later to the standby CAS.

Click Verify and Install Uploaded Certificates.
Choose Export CSR/Private Key/Certificate from the Choose an action list.

Click the Export Private Key button. You must import this key later when configuring the
standby CAS.

See Manage CAS SSL Certificates, page 11-3 for additional details.

Note  The CA-signed certificate must either be based on the Service IP or a host name/domain name resolvable
to the Service IP through DNS.

e. Reboot the Primary Server

9.

10.

1.

Reboot the Clean Access Server from either the CAS direct access interface (Network Settings >
Failover > Reboot button) or from the CAM web console (Administration > CCA Manager >
Network & Failover > Reboot button).

In the CAM web console, add the CAS to the List of Servers in the Clean Access Manager using the
Service IP for the cluster (172.16.1.4) as the Server IP address.

Configure any other settings desired, such as DHCP settings, to control the runtime behavior of the
CAS.

Test the configuration by trying to log into the untrusted (managed) network from a computer connected
to the untrusted interface of the Clean Access Server. Proceed to the next step only if you can
successfully access the network.

[ oL-9040-01
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Configure the Standby Clean Access Server

The general sequence to configure the standby CAS is as follows:

a. Access the Standby CAS Directly

b. Configure the Host Information for the Standby
c. Configure HA-Standby Mode and Update

d. Configure the SSL Certificate

e. Reboot the Standby Server

a. Access the Standby CAS Directly

1. Access the web console for the standby CAS by opening a web browser and typing the IP address
of the trusted (eth0) interface of the standby CAS in the URL/address field, as follows:
https://<StandbyCAS_eth(0_IP>/admin (for example, https://172.16.1.3/admin)

2. Login as user admin (default password is cisco123). (It is recommended that you change the default
password for the CAS to ensure the security of your network environment.)

Note e In order to copy and paste values to/from configuration forms, it is recommended to keep both web
consoles open for each CAS (primary and standby). See also a. Access the Primary CAS Directly,
page 12-5.

e To ensure security, it is recommended to change the default password of the CAS.

b. Configure the Host Information for the Standby

3. Inthe Network Settings page, open the DNS tab.

4. Change the host name to the unique host name for the standby CAS, such as caserver12. You must
have the same domain name specified in this tab as you did for the primary Clean Access Server (see
b. Configure the Host Information for the Primary, page 12-6).

c. Configure HA-Standby Mode and Update

5. Click the Failover Setting tab and select HA-Standby Mode from the Choose Clean Access
Server Mode dropdown menu.
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Figure 12-8 Failover —HA-Standby Mode

Administration > Network Settings

IP DNS Failover DHCP Failover

Current Status
Local Mode: OK [Active] Peer Node: UMKNOWM

6.

Clean Access Server Mode: IHA—Standby tMode 'l

Trusted-side Service IP Address |1?2.16.1.4
Untrusted-side Service IP Address |1D.1.51.1
[Standby] Local Host Mame Icasewer12

[Standby] Local Serial Mo, 00_11_43_CD_52_56_00_11_43_CD_k2_&7

[Standby] Local MAC Address IDD:11:43:CD:52:58 (trusted-side interface)
[Standby] Local MAC Address IDD:11:43:CD:52:5? (untrusted-side interface)
[Primary] Peer Host Mame Icasewer1 1]

[Primary] Peer Serial Ma. |DD_DZ_BB_C4_DD 30_00_02_B3_C4_Do_31

[Primary] Peer MAC Address IDD:DZ:BS:C4:DD:SD (trusted-side interface)
[Primary] Peer MAC Address IDD:DZ:BS:C4:DD:31 (untrusted-side interface)

Heartheat UDP Interface IethD 'l
[Primary] Heartbeat IP Address |1?2.16.1.2 (peer ip on heartbest udp interface)
Heartheat Serial Interface |COM1 [port:3Fa.irg:4] j

Heartbeat Timeout (seconds) ISD

{rmake longer than 15 seconds)

Disable Serial Login V' (serial Login disabled by default when HA mode selected)

Update | Feboot |

In the Failover standby form, complete the following fields:

— Trusted-side Service IP Address: The IP address by which the pair is addressed from the
trusted network. Use the same value as for the primary CAS (172.16.1.4 in the sample in
Figure 12-2).

— Untrusted-side Service IP Address: The IP address by which the pair is addressed from the
untrusted (managed) network. Use the same value as for the primary CAS (10.1.51.1 in the
sample).

— [Standby] Local Host Name: Filled in by default for the CAS.

— [Standby] Local Serial No: Filled in by default for the CAS.

— [Standby] Local MAC Address (trusted-side interface): Filled in by default for the CAS.

— [Standby] Local MAC Address (untrusted-side interface): Filled in by default for the CAS.

You may want to copy and paste the [Standby] Local Host Name, [Standby] Local Serial No. and
[Standby] Local MAC Address (trusted/untrusted) values into a text file. These values are
needed to configure the primary CAS.

To enter the Primary CAS information into the form for the Standby CAS, copy and paste the
corresponding fields from the Primary CAS web console.
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[Primary] Peer Host Name: The host name of the primary CAS, as specified in the Host Name
field in the primary’s DNS tab (caserverl0 in the sample).

[Primary] Peer Serial No: The serial number of the primary Clean Access Server. This is the
value you noted when configuring the primary CAS.

[Primary] Peer MAC Address (trusted-side interface): The peer MAC address from the
trusted side (ethO) of the primary CAS.

[Primary] Peer MAC Address (untrusted-side interface): The peer MAC address from the
untrusted side (eth1) of the primary CAS.

Heartbeat UDP Interface: Options are N/A, ethQ, eth2, eth3, eth4. If a dedicated Ethernet
connection is not available, it is recommended to use ethQ for the Heartbeat UDP interface when
configuring a Clean Access Server in HA mode.

[Primary] Heartbeat IP Address: The IP address of the trusted-side interface (ethO) of the
primary CAS (in the sample, 172.16.1.2)

Heartbeat Serial Interface: Select the COM port for the serial connection. It is recommended
to use both serial and UDP connections for the Heartbeat interface.

Heartbeat Timeout (seconds): Choose a value greater than 10 seconds.

Disable Serial Login: Serial login is disabled by default when HA mode is selected. To
re-enable the serial console (ttyS0), deselect the Disable Serial Login checkbox at this stage
(after Update and before Reboot).

Update: Click to update the HA configuration information for the CAS without rebooting it.

d. Configure the SSL Certificate

7. Now configure the SSL certificate for the standby CAS. Click the SSL Certificate link. In the SSL
Certificate page, perform one of the following procedures:

If using a temporary certificate for the HA pair:

b.

Select Import Certificate from the Choose an action menu.

Use the Browse button next to the Certificate File field to find the private key associated with
temporary certificate file that you previously exported from the primary CAS.

Choose Private Key as the File Type.
Click Upload to upload the private key.

With Import Certificate selected from the Choose an action: menu, browse to the temporary
certificate associated with the private key.

Choose CA-signed PEM-encoded X.509 Cert as the File Type.
Click Upload to upload the temporary certificate.
Click Verify and Install Uploaded Certificates.

If using a CA-signed certificate for the HA pair:

b.

Select Import Certificate from the Choose an action menu.

Use the Browse button next to the Certificate File field to select the private key file you
exported from the primary CAS.

Choose Private Key as the File Type.
Click Upload to upload the private key.
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e. With Import Certificate selected from the Choose an action: menu, browse to the same
CA-signed certificate file you imported into the primary Clean Access Server.

f. Choose CA-signed PEM-encoded X.509 Cert as the File Type.
g. Click Upload to upload the CA-signed certificate.
h. Click Verify and Install Uploaded Certificates.

Note  In some cases, you will be required to import a CA-Root certificate and/or an Intermediate Root
certificate. If so, choose the Root/Intermediate Certificate file type when importing the file(s). See
Manage CAS SSL Certificates, page 11-3 for additional details.

e. Reboot the Standby Server

8. From the CAS direct access interface (Network Settings > Failover), click the Reboot button to
reboot the Clean Access Server.

Connect the Clean Access Servers and Complete the Configuration

1. Shut down the primary Clean Access Server machine and connect the caserver10 and caserverl2
machines using a serial cable (connecting available serial ports) and/or a crossover cable
(connecting Ethernet ports if using a third Ethernet interface such as eth2 for failover).

2. Open the Clean Access Manager administration console.

3. Inthe Device Management > CCA Servers > List of Servers page, click the Manage button for
the cluster. Since the primary Clean Access Server is off, you are taken to the configuration settings
of the standby Clean Access Server.

4. Configure the DHCP settings so that they match the DHCP settings of the primary Clean Access
Server, as described in Configure DHCP Failover, page 12-14.

From a client computer connected to the Clean Access Server’s untrusted interface, test the configuration
by trying to log on to the untrusted (managed) network as an authorized user. If successful, remain
logged on and proceed to the next step.

Test the Configuration

1. Turn on the primary Clean Access Server machine. Make sure that the CAS is fully started and
functioning before proceeding.

2. From the client computer, log off the user’s session and try to log on to the untrusted (managed)
network again as the user.

The standby Clean Access Server should still be providing services for the user.
3. Shut down the standby Clean Access Server computer.
~

Note Ciscorecommends “shutdown” or “reboot” on the machine to test failover, or, if a CLI command
is preferred, service perfigo stop and service perfigo start.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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After about 15 seconds, you should be able to continue browsing, with the primary CAS providing
the service.

4. Turn on the standby Clean Access Server computer.

5. Check the event log on the Clean Access Manager. It should correctly indicate the status of the Clean
Access Servers (“caserver10 is dead. caserverl2 is up").

The primary high availability configuration is now complete. If the Clean Access Servers operate as
DHCP servers, follow the steps in the next section to allow the peer Clean Access Servers to keep DHCP
information in synchronization.

Configure DHCP Failover

High-availability peer Clean Access Servers (CASes) that operate in DHCP server mode exchange
information regarding their DHCP activities, such as active leases and lease times, by secure SSH
connection (tunnel). If configuring high availability for Clean Access Servers that will operate as DHCP
servers (not in DHCP relay or passthrough mode), you need to configure DHCP failover. Keys for the
server and for the account accessing the server are required for both the primary and secondary Clean
Access Server. As a result, a total of four keys must be exchanged. The interface described below is
provided to facilitate the generation and exchange of the security keys necessary to transfer DHCP
failover information between the primary and secondary Clean Access Servers.

Note  After the DHCP server and CAS failover have been configured, both primary and standby Clean Access
Servers must be failed over in order to create the /var/state/dhcp directory on each server. The
/var/state/dhcp directory must exist on both servers for DHCP failover to function correctly. See Connect
the Clean Access Servers and Complete the Configuration, page 12-13 and Test the Configuration, page
12-13.

To Configure DHCP Failover

To start, open the admin console of the primary CAS and the secondary CAS
(https://<ServerIP>/admin). You will have two browsers open during this process.

1. Go to the admin console of the primary CAS and click the DHCP Failover tab.

2. Click the Enable button to enable DHCP failover on the primary CAS (notice that this button
toggles to Disable afterwards).

Figure 12-9 Enable DHCP Failover

Administration > Network Settings

P DNS Failover DHCP Failover

DHCP Failover is disabled

SSH Client Key:

3. Copy the value from the SSH Client Key field from the primary CAS.
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Figure 12-10 DHCP Failover — Primary CAS

Administration > Network Settings

P DNS Failover DHCP Failover

DHCF Failover is Enabled

SSH Client Key

Enter peer SSH Client key here:

S5H Server Key:

Enter peer SSH Server key here:

Write peer SSH keys: | Ypdate i

M
< | =

4. Go to the admin console of the secondary CAS and click the DHCP Failover tab.
5. Click the Enable button to enable DHCP failover on the secondary CAS.

6. Paste the SSH Client Key you copied from the primary CAS into the field Enter peer SSH Client
key here:

7. While still in the admin console of the secondary CAS, copy the value from the SSH Client Key
field.

8. Now go back to the admin console of the primary CAS and paste the SSH Client Key of the
secondary CAS into the Enter peer SSH Client key here: field.

9. While still in the admin console of the primary CAS, copy the value from the SSH Server Key field.

10. Now go to the admin console of the secondary CAS and paste the SSH Server Key of the primary
CAS into the Enter peer SSH Server key here: field.

11. While in the admin console of the secondary CAS, copy the value from the SSH Server key field.
12. Click the Update button to write the peer SSH keys to the secondary CAS.

13. Go to the admin console of the primary CAS and paste the SSH Server Key from the secondary CAS
into the Enter peer SSH Server key here: field.

14. Click the Update button to write the peer SSH keys to the primary CAS. DHCP failover
configuration is now complete.
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Figure 12-11

DHCP Failover — Configuration Complete

Administration > Network Settings

P DNS Failover DHCP Failover

DHCP Failover is Enabled

SSH Client Key:

AAAABINzaClycZEAAAABWAAAIEAICN ghENLUET 45 quldy]

Current peer 55H Client key:

LRRRE3NzaClycZEALAAE TwARATEALOSUNDtmwOTZIe01 10T 1g+X0s2hExh
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DINT+kgEhWVOEBl6eQa+Thxn Vo OVAZIgdyZ QgYOHTwE0x igUdmS e/ QIcKDQ
IHiTgZm3eWl Zxud3 fviygl=

Enter peer SSH Client key here:

S5H Server Key:

AAAABINzaClycZEAAAABIWAAAIEAUBCIkEJ+ T+Le2vGI TSmO

Current peer 55H Server key:

ARARAR3INzaClycZEARRARIWARAIEAGMIDroM/ IECT?VucetLi0L+EKIpYacy
EZhetiTE8THEGE6 Ie+x0HE SHNwAZT+Y003Dhb v  ZBy1L3 Jer EHxF3 6387 vkul

LLxoiT+n0Fgbt igHId/ 1spSPvA+ClUpKZ 37/ COZ5AS3 phVeF TahEEL 1hGe
ZwzgHhEUL+LsLPEC=sjrENE=

Enter peer SSH Server key here:

Write peer SSH keys: | Ypdate
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Modifying High Availability Settings

The following instructions describe how to change settings for an existing high-availability Clean
Access Server cluster. Changing the Service IP, the subnet mask, or the default gateway for a
high-availability cluster requires updating the Clean Access Manager and rebooting the Clean Access
Server.

Additionally, if the Service IP address is changed and the SSL certificate for the Clean Access Server is
based on the Service IP, a new certificate must be generated and imported to each Clean Access Server
in the high-availability pair. If the SSL certificate is based on the host name of the Clean Access Server,
generating a new certificate is not necessary. However, make sure to change the IP address for that host
name in your DNS server.

The general sequence of steps is as follows:

1.
2.

Update the Clean Access Server settings in the Clean Access Manager first (but do not reboot).

Update the high-availability settings in the direct access web console for the primary Clean Access
Server and reboot the primary CAS.

While the primary Clean Access Server reboots, wait for the secondary CAS to become active in the
Clean Access Manager List of Servers.

Repeat steps 1-3 for the secondary Clean Access Server and reboot the secondary CAS.

While the secondary CAS reboots, the primary Clean Access Server becomes active in the Clean
Access Manager and displays the new settings.

To change IP Settings for a High-Availability Clean Access Server:

Eal N

A

From the Clean Access Manager web admin console, go to Device Management > CCA Servers
Click the Manage button ( &) for the Clean Access Server.
Click the Network tab.

Change the IP Address, Subnet Mask, or Default Gateway settings for the trusted/untrusted
interfaces as desired.

Click the Update button only.

Caution Do not click the Reboot button at this stage.

6.

If the SSL certificate for the CAS was based on the previous IP address, you will need to generate
a new SSL certificate based on the new IP address configured. This can be done under Device
Management > CCA Servers > Manage [CAS_IP] > Network > Certs. See Manage CAS SSL
Certificates, page 11-3 for details.

If the SSL certificate was based on the host name of your Clean Access Server, you do not need to
generate a new certificate. However, make sure to change the IP address for that host name in your
DNS server.

Next, open the direct access web admin console for the primary Clean Access Server as follows:

https://<ServerIP>/admin

where <serverzp> is the IP address of the primary Clean Access Server’s trusted (ethO) interface.

[ oL-9040-01
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The IP form for the primary Clean Access Server will reflect the changes you made in the Clean
Access Manager web admin console under Device Management > CCA Servers > Manage
[CAS_IP] > Network > IP.

9. In Clean Access Server direct access console, click the Network > Failover tab.
10. Change the following as needed:

— Trusted-side Service IP Address

— Untrusted-side Service IP Address

— [Standby] Peer Host Name
— [Standby] Peer MAC Address (trusted-side interface)

[Standby] Peer MAC Address (untrusted-side interface)

— [Standby] Heartbeat IP Address

11. Click the Update button, then the Reboot button.

12. Next, from to the Clean Access Manager web admin console, go to Device Management > CCA
Servers and wait for the secondary Clean Access Server to become active. (Note that this can take
up to a few minutes.) The active CAS of a high-availability pair is displayed in brackets next to the
Service IP for the pair, as shown in Figure 12-12. The IP address of the secondary CAS should
appear in brackets in the List of Servers with a status of Connected.

Figure 12-12 Active Servers

-~ .
Device Management > Clean Access Servers

List of Servers Mew Server

1P Address

10.20.10.5 e Connected &
Service IP 10.10.t0.15 [10.10.10.17] MG Connected &
10,10.10.10%10.10.10.12] RGW Connected &

. 10.10.20.20' WEW wAILAN Mapping  Connected
Active server — PRINg 4

13. Once the IP address of the secondary CAS appears in brackets in the List of Servers, and the CAS
has a status of Connected, repeat steps 1-11 for the secondary CAS.

14. Once changes are made and the secondary CAS is rebooted, the primary CAS will appear as the
active server on the List of Servers and displays all the new IP information.
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Upgrading to a New Software Release

This chapter provides the following software installation and upgrade information:
e Determining the Software Version, page 13-1
e New Installation of Release 3.6(x), page 13-2
e Migrating/Upgrading from 3.5(x) to 3.6(x), page 13-3
e Upgrade Instructions for 3.6(x) Minor Releases and Patches, page 13-12
e Upgrading High Availability Pairs, page 13-20

Determining the Software Version

Clean Access Manager

e From the web administration console, you can determine the version of the CAM from
Administration > CCA Manager > System Upgrade. The software version and date are listed in
the Current Version field.

e From an SSH connection to the machine, you can determine the version of code running on a Clean
Access server image by entering: cat /perfigo/build

Clean Access Server

¢ From the CAM web administration console, you can determine the version of the CAS by going to
Device Management > CCA Server, clicking the Manage icon for the Server in the List of
Servers, then clicking the Misc tab, which displays the Update page by default. The software
version and date are listed in the Current Version field.

¢ From an SSH connection to the machine, you can determine the version of code running on a Clean
Access server image by entering: cat /perfigo/build

e From the CAS’s direct access web console (https://<CAS_eth0_IP>/admin), you can determine
the version of the CAS by going to Administration > Software Update. The software version and
date are listed in the Current Version field.

Clean Access Agent

e From the web admin console, you can determine the version of the Clean Access Agent from either:
— Monitoring > Summary, or
— Device Management > Clean Access > Clean Access Agent > Distribution, or

— Device Management > Clean Access > Clean Access Agent > Updates

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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M New Installation of Release 3.6(x)

e From the Clean Access Agent itself, you can determine the version of the client by right-clicking
the Clean Access Agent icon from the task bar and choosing About.

S

Note  Stating with Cisco Clean Access release 3.6(0) and above, the Clean Access Agent has four-digit
versioning (e.g. 3.6.0.0). The last digit reflects versioning of the Agent to support updates to the
Supported AV/AS Product List.

New Installation of Release 3.6(x)

If you purchased and are performing a first installation of Cisco Clean Access, use the following steps.

For New Installation:

1. If you have a previous version of Cisco Clean Access, back up your current Clean Access Manager
installation and save the snapshot on your local computer, as described inPreparing for Upgrade,
page 13-4.

2. Follow the instructions on your welcome letter to obtain a license file for your installation. See
“Cisco Clean Access (NAC Appliance) Licensing” in the Cisco Clean Access (NAC Appliance)
Manager Installation and Administration Guide for details. (If you are evaluating Cisco Clean
Access, visit http://www.cisco.com/go/license/public to obtain an evaluation license.)

3. Install the latest version of 3.6 on each Clean Access Server and Clean Access Manager, as follows:

a. Insert the product CD in the CD-ROM drive for each target installation machine, and follow the
auto-run procedures.

b. Or, download the 3.6.x.ISO from
http://www.cisco.com/kobayashi/sw-center/ciscosecure/cleanaccess.shtml and burn it to CD-R.
Insert the CD into the CD-ROM drive of each of installation server. Follow the instructions in
the auto-run installer.

4. After software installation, access the Clean Access Manager web admin console by opening a web
browser and typing the IP address of the CAM as the URL. The Clean Access Manager License form
will appear the first time you do this to prompt you to install your FlexLM license files.

5. Install a valid FlexLM license file for the Clean Access Manager (either evaluation, starter kit, or
individual license).

6. At the admin login prompt, login with the default user name and password admin/cisco123 or with
the username and password you configured when you installed the Clean Access Manager.

7. Inthe web console, navigate to Administration > CCA Manager > Licensing if you need to install
any additional FlexL.M license files for your Clean Access Servers.

8. For detailed software installation steps and further steps for adding the Clean Access Server(s) to
the Clean Access Manager and performing basic configuration, refer to the following guides,
available from: http://www.cisco.com/en/US/products/ps6128/products_user_guide_list.html:

— Cisco Clean Access (NAC Appliance) Manager Installation and Administration Guide, Release
3.6

— Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide, Release 3.6
See Chapter 3, “Installing the Clean Access Server NAC Appliance”

N

Note  Cisco Clean Access Manager 3.6(2) is bundled with Cisco Clean Access Agent 3.6.2.0.
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Migrating/Upgrading from 3.5(x) to 3.6(x)

Cisc

o Clean Access recommends performing new installation of the latest 3.6(x) release if you have an

immediate need for a new installation or new deployment of Cisco Clean Access NAC Appliance. (See
New Installation of Release 3.6(x), page 13-2 for details.)

If pl

anning to migrate to release 3.6(x) from release 3.5(x), Cisco Clean Access provides a 3.6(2)

migration procedure from release 3.5(7)/3.5(8)/3.5(9)/3.5(10) only. In this case, before upgrading to
3.6(2) ED, please ensure you understand the following:

Note

Cisco Clean Access release 3.6(2) ED is a major software release with Early Deployment status.
You can only upgrade to 3.6(2) from release 3.5(7), 3.5(8), 3.5(9), or 3.5(10).

Read and review the installation or upgrade/migration procedure completely before starting.
The 3.6(2) upgrade/migration process differs considerably from minor release upgrades and
requires physical CD installation, in addition to an upgrade file.

If you have existing users, test the ED release in your lab environment first and complete a pilot
phase prior to production deployment.

Your production license will reference the MAC address of your production CAM. When testing
on a different box before upgrading your production Clean Access environment, you will need
to get a trial license for your test servers. See the Cisco Clean Access (NAC Appliance) Manager
Installation and Administration Guide for details.

Do not upgrade to release 3.6(x) if you are currently using Monitoring > SNMP traps from the Clean
Access Manager.

OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured
as “uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x)
Upgrade, page 13-5 for details.

If you need further assistance, contact TAC as described in Obtaining Technical Assistance, page -iv.

This section contains the following topics:

Preparing for Upgrade
General Procedure for 3.6(2) Migration
Migration Procedure from 3.5(7)/3.5(8)/3.5(9)/3.5(10) to 3.6(2)
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Preparing for Upgrade
A

Caution  Please review this section carefully before commencing any Cisco Clean Access upgrade.

e Homogenous Clean Access Server Software Support

You must upgrade your Clean Access Manager and all your Clean Access Servers concurrently. The
Clean Access architecture is not designed for heterogeneous support (i.e., some Clean Access
Servers running 3.6 software and some running 3.5 software).

e Upgrade Downtime Window

Depending on the number of Clean Access Servers you have, the upgrade process should be
scheduled as downtime. For minor release upgrades (e.g. 3.6.1 to 3.6.2), our estimates suggest that
it takes approximately 15 minutes for the Clean Access Manager upgrade and 10 minutes for each
Clean Access Server upgrade. Use this approximation to estimate your downtime window.

)

Note  For the 3.5 (x) to 3.6(x) migration process, allow considerably more time particularly for
high-availability (failover) pairs of machines.

e Clean Access Server Effect During Clean Access Manager Downtime

While the Clean Access Manager upgrade is being conducted, the Clean Access Server (which has
not yet been upgraded, and which loses connectivity to the Clean Access Manager during Clean
Access Manager restart or reboot) continues to pass authenticated user traffic.

A

Caution  New users will not be able to logon or be authenticated until the Clean Access Server re-establishes
connectivity with the Clean Access Manager.

e Database Backup (Before and After Upgrade)

For safekeeping, it is recommended to back up your current Clean Access Manager installation
(using Administration > Backup) both before and after the upgrade and to save the snapshot on
your local computer. Make sure to download the snapshots to your desktop/laptop for safekeeping.
Backing up prior to upgrade enables you to revert to your previous 3.5(x) database should you
encounter problems during upgrade. Backing up immediately following upgrade preserves your
upgraded tables and provides a baseline of your 3.6(x) database. After the migration is completed,
go to the database backup page (Administration > Backup) in the CAM web console. Download
and then delete all earlier snapshots from there as they are no longer compatible. See also Create
CAM DB Backup Snapshot, page 13-13.

A

Warning  You cannot restore a 3.5 or earlier database to a 3.6 Clean Access Manager.

e Software Downgrade

Once you have upgraded your software to 3.6, if you wish to revert to 3.5, you will need to reinstall
3.5 from the CD and recover your configuration based on the backup you performed prior to
upgrading to 3.6.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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00B Switch Trunk Ports and 3.6(x) Upgrade

Because Cisco Clean Access can control switch trunk ports for OOB (starting from release 3.6(1) and
above), please ensure the uplink ports for controlled switches are configured as “uncontrolled” ports
before or after upgrade. This can be done in one of two ways:

Before upgrading, change the Default Port Profile for the entire switch to “uncontrolled” under
Switch Management > Devices > Switches > List > Config[Switch_IP] > Default Port Profile |
uncontrolled, or

After upgrading, change the Profile to “uncontrolled” for the applicable uplink ports of the switch
under Switch Management > Devices > Switches > List > Ports [Switch_IP] | Profile

This will prevent unnecessary issues when the Default Port Profile for the switch has been configured as
a managed/controlled port profile. For additional troubleshooting, see the Cisco Clean Access (NAC
Appliance) Manager Installation and Administration Guide for details..

General Procedure for 3.6(2) Migration

The underlying kernel is changed with release 3.6(x) and you can only perform migration to 3.6(2) from
release 3.5(7)/3.5(8)/3.5(9)/3.5(10). The following is a summary of the general upgrade/migration
procedure:

1.

A

For safekeeping, BACKUP your 3.5(x) Clean Access Manager using Administration > Backup and
save the snapshot on a local computer (as described in Create CAM DB Backup Snapshot, page
13-13).

From your existing CAM, run the upgrade script to generate a backup tarball of your entire system
and send the file off the CAM (by SCP (default) or FTP) to another machine. For users whose
networks do not have convenient SSH servers available for SCP, the configuration snapshot can be
transferred automatically via FTP to any Windows (IIS) FTP server.

Warning  The 3.6(2) upgrade script must only be run immediately prior to the CD re-install. The script assumes
that the hard drive will be destroyed shortly after the upgrade script is run.

o o B oW

You must then perform CD-ROM install (.iso files) of release 3.6(2) on all CAM and CAS boxes.
After installation is complete on all boxes, copy the system backup tarball back to the CAM.
Untar the system backup file and execute the restore command.

You must then reboot each CAM and CAS machine in your system. For CAM or CAS failover
(high-availability) configurations, the Primary machine must be rebooted first, then the Standby
machine.

After reboot, your Cisco Clean Access configuration will be propagated to all your CASes and
Standby machines.

After performing 3.5(x)-to-3.6(x) migration, the very first time you log into the 3.6(x) CAM web
console, the CAM will attempt an automated Cisco Update to populate the AV/AS tables in the
database. A popup dialog with following message will appear:

“The system detects that it has just been upgraded to a newer version. It is now

trying to connect to the Cisco server to get the checks/rules and AV/AS support list
update. It might take a few minutes.”
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If the automated update fails (for example, due to incorrect proxy settings on your CAM), you will
be prompted to perform Cisco Updates manually from Device Management > Clean Access >
Clean Access Agent > Updates. A Cisco Update must be performed (whether automated or manual)
before any new AV/AS rules can be configured.

Migration Procedure from 3.5(7)/3.5(8)/3.5(9)/3.5(10) to 3.6(2)

A

Warning

A

Warning

Note

Note

Please make sure you have thoroughly reviewed Migrating/Upgrading from 3.5(x) to 3.6(x), page 13-3,
Preparing for Upgrade, page 13-4, and General Procedure for 3.6(2) Migration, page 13-5 before
proceeding.

Do NOT upgrade to 3.6(x) if currently using Monitoring > SNMP traps from the Clean Access Manager.

The Cisco Clean Access 3.6 upgrade differs considerably from previous upgrades. Please be sure to read
the documentation before proceeding.

The Cisco Clean Access 3.6 upgrade will create a complete snapshot of the configuration of your
existing deployment, including failover information. This snapshot will be automatically copied to a
remote server. The remote server must not be a Cisco Clean Access Server or Manager.

After the upgrade is run, you will be required to install from the provided 3.6 CDs. After this install, the
snapshot created here must be copied back to the Clean Access Manager, un-tarred and the RESTORE.pl
script run to restore your systems' previous configuration information.

e DHCP configuration is preserved for each CAS in the configuration during upgrade.

¢ For users whose networks do not have convenient SSH servers available for SCP, the configuration
snapshot can be transferred automatically via FTP to any Windows (IIS) FTP server.

When upgrading from 3.5(x) to 3.6(2) only, if DHCP failover was enabled on the CAS HA pair, DHCP
failover must be re-enabled on both Clean Access Servers after upgrade. Log in to the web console of
each CAS (https://<CAS_IP>/admin; default username/password is admin/cisco123), click the DHCP
Failover tab, then click the Enable button to enable DHCP failover.

The sequence of steps is described as follows:

1. Download the Upgrade File

Run the Upgrade File on the CAM and Perform System Backup
Perform CD Installation

Copy System Backup File Back to CAM

Restore System Backup File

Reboot All Machines

U
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Download the Upgrade File

Step 1 Log into Cisco Downloads (http://www.cisco.com/kobayashi/sw-center/sw-ciscosecure.shtml) and click
the link for Cisco Clean Access Software. On the Cisco Secure Software page for Cisco Clean Access,
click the link for the appropriate 3.6 release. Download the following file to a local computer:

cca_upgrade_3.5.x-t0-3.6.2.tar.gz

Step2  Copy the file to the Clean Access Manager only using WinSCP, SSH File Transfer or PSCP, as described
below.

If using WinSCP or SSH File Transfer:
a. Copy cca_upgrade_3.5.x-t0-3.6.2.tar.gz to the /store directory on the Clean Access Manager.

If using PSCP:

a. Open a command prompt on your Windows computer.

b. Cd to the path where your PSCP resides (e.g, C:\Documents and Settings\desktop).
c. Enter the following command to copy the file to the Clean Access Manager:

> pscp cca_upgrade_3.5.x-to-3.6.2.tar.gz root@ipaddress_manager:/store
Run the Upgrade File on the CAM and Perform System Backup
A

Note  Before running the upgrade, please document the ethO IP addresses of your CAM and CAS (including
Primary and Standby ethO IP addresses for HA systems). These must be given during the system backup
procedure, and are needed for the CD install and to SCP the backup file back to the system after the CD
upgrade.

>

Warning  The 3.6(x) upgrade script must only be run immediately prior to the CD re-install. The script assumes
that the hard drive will be destroyed shortly after the upgrade script is run.

Step3  Connect to the Clean Access Manager to upgrade using Putty or SSH.
a. SSH to the Clean Access Manager.
b. Login as user root with the root user password (default password is cisco123)
¢. Change directory to /store:

> cd /store

d. Uncompress the downloaded file:

> tar xzvf cca_upgrade_3.5.x-to-3.6.2.tar.gz

1. Change directory to the upgrade folder:

> cd cca_upgrade_3.5.x-to-3.6.2

Step4  Run the upgrade file:

> ./UPGRADE-3.6.2.pl

Step5  You will see the following banner:

. /UPGRADE-3.6.2.pl

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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Step 6

Step 7

Note

Step 8

Step 9

Step 10

Step 11

Note

Step 12

LR R R R R iR i i i

# Welcome to Cisco Clean Access 3.6 upgrade #

HA#HAHHAHH AR AR AR HAH AR AR A HH RS H SRS RS SRS RS RS S R S R H
The Cisco Clean Access 3.6 upgrade.

The 3.6 upgrade is different from previous upgrades. Please

be sure to read the documentation before proceeding.

The Cisco Clean Access 3.6 upgrade will create a complete
snapshot of the configuration of your existing deployment,
including failover information. This snapshot will be auto-
matically copied to a remote server. The remote server must

not be a Cisco Clean Access server or manager.

After the upgrade is run, you will be required to install from
the provided 3.6 CDs. After this install, the snapshot created
here must be copied back to the Clean Access Manager, un-tarred
and the RESTORE.pl script run to restore your systems' previous
configuration information.

Upgrading TCL RPM

Upgrading expect RPM

It is strongly recommended that the snapshot be automatically transferred to a non-CCA
machine via SCP or FTP.

At the following prompt, type y or press Enter:

Perform the transfer automatically? [v] ¥

Type the method of transfer to send the backup file off the CAM or press Enter for the default (scp) :

Transfer using SCP or FTP? [scp] scp

For users whose networks do not have convenient SSH servers available for SCP, the configuration
snapshot can be transferred automatically via FTP to any Windows (IIS) FTP server.

Type the IP address of the machine on which to save the system backup file:

Please enter the IP address of the destination (non-CCA) machine: 10.201.2.40

Type the destination directory:

Please choose a directory on the destination machine that the configuration snapshot will
be placed in. A small test file will be copied into that directory to verify connectivity.
Please enter the destination directory now: /store

Type the username account and password for the destination machine:

Please enter the username to be used for the transfer: root

What is the password for account root at 10.201.2.407

At the following prompt, type y or press Enter to start the system backup :

Backup entire system? [y] ¥

Typically, the entire system should be backed up. If you enter n (no) at this prompt, only the CAM is
backed up and it is expected that you will run the upgrade/migration script on each of your individual
CAS systems to back up each CAS system individually.

This starts the backup of the first Clean Access Server. At the next prompt, type the root user password
for the CAS and press Enter to continue:

Backing up Clean Access Server 10.201.200.214
Please enter the root password for Clean Access Server at 10.201.200.214:
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You will see a status message corresponding to the number of machines in your deployment. For failover
(HA) pairs, the script will locate the Service IP first, followed by the real IP address of each machine in
the failover pair. In the example deployment below, two failover CAS machines and two failover CAM
machines are backed up. When finished, the Backup complete prompt indicates the system backup file
(i.e. cam-<cam_ip_address>-backup.tar.gz) has been successfully created and transferred to the
external machine.

Clean Access Server ip 10.201.200.214 is a service IP, adding real IP at 10.201.200.212
and proceeding

Backing up Clean Access Server 10.201.200.212

Located Clean Access Server peer at 10.201.200.213, adding to list

Backing up Clean Access Server 10.201.200.213

Locating Clean Access Manager standby server

Backing up Clean Access Manager at 10.201.200.211

Backing up Clean Access Manager 10.201.200.209

File “cam-10.201.200.209-backup.tar.gz” successfully transferred to 10.201.2.40:/store
Backup complete

Cisco recommends performing automatic transfer of the backup configuration file. If you do not select
automatic transfer at step 6, the following warning message will appear:

HEHAHHHH AR R AR A
# WARNING #
HHHEH AR

File “cam-<cam_ip_address>-backup.tar.gz” MUST be transferred safely off this machine
before the 3.6.x install is run.

Failure to do this will result in complete loss of configuration information for this
deployment.

Perform CD Installation

A

Caution

Step 14

Step 15

The Clean Access Manager and Server software is not intended to coexist with other software or data on
the target machine. The installation process formats and partitions the target hard drive, destroying any
data or software on the drive. Before starting the installation, make sure that the target computer does
not contain any data or applications that you need to keep.

Install 3.6(2) on each CAS and CAM machine. Connect to each server machine directly or via serial
connection using terminal emulation software (such as HyperTerminal or SecureCRT) and insert the
3.6(2) product CD in the CD-ROM drive. Follow the auto-run procedures.

At the first screen prompt, press Enter if connected directly to the server machine, or type serial and
press Enter if connected serially to the machine:

Cisco Clean Access Installer (C) 2006 Cisco Systems, Inc.
Welcome to the Cisco Clean Access Installer!
- To install a Cisco Clean Access device, press the <ENTER> key.

- To install a Cisco Clean Access device over a serial console,
enter serial at the boot prompt and press the <ENTER> key.

boot: serial
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A

Caution  With release 3.6(x), only one CD is used for installation of the Clean Access Server or Clean Access
Manager software. The installation script does NOT automatically detect or select CAS or CAM
installation for the target server. You MUST select the appropriate type, either CAS or CAM, for the
target machine on which you are performing installation. Do NOT select either both packages or no
packages.

Step16 Release 3.6(x) presents an additional screen prompt for selection of CCA Manager software installation
or CCA Server software installation. At the following screen prompt, you must select EITHER cca
Manager Or CCA Server and select ok to begin the installation. Use the space bar and the “+” and “-”
keys to select the appropriate type. Use the Tab key to tab to the OK field, and press the Enter key when
done to start the installation of the package type selected.

Welcome to Cisco Clean Access
++ Package Group Selection ++

Total install size: 606M

| \
| |
| |
| [ ] CCA Manager #

| [ ] CCA Server #

| # |
| # \
| # |
| # |
| # \
| # |
| |
| Fo———t Fommm o + |
| | oK | | Back | \
| ot Fommm o + \
| \
| \
e et e e e +

<Space>, <+>,<-> selection | <F2> Group Details \ <F12> next screen

Note Do not select the “Back” option from the Package Group Selection screen (known issue).

Step17  After the CCA Manager or CCA Server type is chosen and before the prompts appear to configure the
IP address of the server, a warning message may be displayed:
Initial RAM disk image
Turning off some packages..
Initializing JDK links...
CCA has detected a change in your network hardware configuration. Please switch the
network cables between eth0 and ethl
Press [ENTER] to continue..

This message is displayed when the new kernel has detected that NIC cards have been re-ordered. If this
occurs, the Ethernet cables for ethO and ethl must be swapped. After swapping cables, press the Enter
key and proceed with the installation as usual. NIC card re-ordering only occurs when upgrading from
previous 3.5 installations; it will only occur only once and only during this stage of the installation.

Step 18  For step-by-step CD installation instructions, refer to the installation chapters of the Cisco Clean Access
(NAC Appliance) Manager Installation and Administration Guide, Release 3.6 and the Cisco Clean
Access (NAC Appliance) Server Installation and Administration Guide, Release 3.6.

Cisco Clean Access (NAC Appliance) Server Installation and Administration Guide
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When CD installation on all target server machines is complete, continue to the next step.

Copy System Backup File Back to CAM

Step 20

After CD installation is completed on all machines, copy the system backup file to your Primary Clean
Access Manager using WinSCP, SSH File Transfer or PSCP, as described below. The name of the system
backup file will reflect the name and IP address of your Clean Access Manager and will be in the form
cam-<cam_ip_address>-backup.tar.gz.

If using WinSCP or SSH File Transfer (replace <cam_ip_address> with the actual IP of your CAM)

a. Copy cam-<cam_ip_address>-backup.tar.gz to the /store directory on your Primary Clean
Access Manager.

If using PSCP:
a. Open a command prompt on your Windows computer.

b. Cd to the path where your PSCP resides (e.g, C:\Documents and Settings\desktop).

c. Enter the following command to copy the file (replace <cam_ip_address> with the actual IP of your
CAM) to the Clean Access Manager:

> pscp cam-<cam_ip_address>-backup.tar.gz root@ipaddress_manager:/store

Restore System Backup File

Step 21

Step 22

Step 23

Step 24

Step 25

Step 26

Cd to the /store directory on your Primary CAM or the directory in which you copied the system
backup file (cam-<cam_ip_address>-backup.tar.gz)

Uncompress the backup file (replace <cam_ip_address> with the actual IP of your CAM):

> tar xzvf cam-<cam_ip_address>-backup.tar.gz

Execute the RESTORE command:

> ./RESTORE.pl

This starts the configuration restoration utility. The configuration information for the Primary CAM is
restored first:

[root@caml storel#./RESTORE.pl

Welcome to the Clean Access 3.6 configuration restoration utility.

This utility will restore configuration information from a previous system.
Restoring Clean Access Manager 10.201.200.9

Stopping Perfigo Service

pg_autovacuum: no process killed

Type y or press Enter at the next prompt to continue the rest of the system restore:

Restore the rest of the system? [y]
Restoring Clean Access Manager at 10.201.200.14

Type the root password of the Standby CAM (for an HA deployment) and press Enter at the next prompt
to complete the rest of the system restore:

Please enter the root password for Clean Access Manager at 10.201.200.14:
Done

Restoring Clean Access Server at 10.201.200.16

Restoring Clean Access Server at 10.201.200.18

Restoring Clean Access Server at 10.201.200.217

Done!
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Reboot All Machines

Step 27

~

Note

Step 28

Note

After restore is complete, you MUST reboot all server machines to complete the upgrade and restoration
of the backup configuration to all machines. For failover (HA) deployments, reboot the Primary CAM
or CAS first, then reboot the Standby CAS.

When upgrading from 3.5(x) to 3.6(2) only, if DHCP failover was enabled on the CAS HA pair, DHCP
failover must be re-enabled on both Clean Access Servers after upgrade. Log in to the web console of
each CAS (https://<CAS_IP>/admin; default username/password is admin/cisco123), click the DHCP
Failover tab, then click the Enable button to enable DHCP failover.

This completes the 3.6(2) upgrade/migration.

For OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured as
“uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x) Upgrade,
page 13-5 for details.

Upgrade Instructions for 3.6(x) Minor Releases and Patches

A

Warning

Note

Your CAM/CAS must already be running 3.6(0) or above to perform minor release upgrades to a later
3.6(x) release. If your system is on 3.5(x), refer to the instructions in Migrating/Upgrading from 3.5(x)
to 3.6(x), page 13-3.

This section describes how to upgrade an existing 3.6(x) system to a minor release (e.g. 3.6(2)) or new
patch release (e.g. 3.6.1.1). Web upgrade is recommended for minor releases.

For OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured as
“uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x) Upgrade,
page 13-5 for details.

Before performing any upgrade, refer to Preparing for Upgrade, page 13-4 for general information, then
follow the instructions below.

e Create CAM DB Backup Snapshot

e Download the Upgrade File

e Upgrade via Web Console

e Upgrading via SSH (alternate instructions if not performing web console upgrade)
For details on upgrading failover pairs, see:

e Upgrading High Availability Pairs, page 13-20
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Create CAM DB Backup Snapshot

A

Perform a full backup of your CAM database by creating a backup snapshot both before and after the

upgrade. Make sure to download the snapshots to your desktop/laptop for safekeeping. Backing up prior

to upgrade enables you to revert to your previous database should you encounter problems during
upgrade. Backing up immediately following upgrade preserves your upgraded tables and provides a
baseline of your 3.6 database.

Warning
Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Back up your database BEFORE you upgrade.

From the CAM web console, go to the Administration > Backup page.
Type a name for the snapshot in the Database Snapshot Tag Name ficld.

The field automatically populates with a name incorporating the current time and date (such as
03_20_06-14:43_snapshot). To facilitate backup file identification, it is recommended to insert the
release version in the snapshot, for example, 03_20_06-14:43_3.6.2_snapshot. You can also either
accept the default name or type another.

Click Create Snapshot. The CAM generates a snapshot file, which is added to the snapshot list.

A

Note  The file still physically resides on the CAM machine, and can remain there for archiving
purposes. However, to back up a configuration for use in case of system failure, the snapshot
should be downloaded to another computer.

To download the snapshot to another computer, click the tag name of the snapshot to be downloaded.

In the file download dialog, select the save file to disk option to save the file to your local computer.

Download the Upgrade File

Step 1

Step 2

For Cisco Clean Access 3.6 minor release upgrades, a single file, cca_upgrade_3.6.x-to-3.6.y.tar.gz, is

downloaded to each Clean Access Manager (CAM) and Clean Access Server (CAS) installation
machine. The upgrade script automatically determines whether the machine is a CAM or CAS.

For Cisco Clean Access patch upgrades, the upgrade file can be for the CAM only, CAS only, or for both

CAM/CAS, depending on the patch upgrade required.

Log into Cisco Downloads (http://www.cisco.com/kobayashi/sw-center/sw-ciscosecure.shtml) and click

the link for Cisco Clean Access Software.

On the Cisco Secure Software page for Cisco Clean Access, click the link for the appropriate release.

Upgrade files use the following format (replace the .y in the file name with the version number to which

you are upgrading, for example, cca_upgrade_3.6.x-to-3.6.2.tar.gz):
— cca_upgrade_3.6.x-to-3.6.y.tar.gz (CAM/CAS release upgrade file)
- cca-3.6.x-to-3.6.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file)
— cam-3.6.x-t0-3.6.x.y-upgrade.tar.gz (CAM-only patch upgrade file)

cas-3.6.x-t0-3.6.x.y-upgrade.tar.gz (CAS-only patch upgrade file)
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Step3  Download the file to the local computer from which you are accessing the CAM web console.

Upgrade via Web Console
N

Note  Web upgrade is recommended for 3.6(x) minor release upgrades.

Administrators have the option of performing software upgrade on the CAS and CAM via web console:
e CAM web console: Administration > Clean Access Manager > System Upgrade

¢ CAS management pages (in CAM web console): Device Management > CCA Servers > Manage
[CAS_IP_address] > Misc

e CAS direct web console: https://<CAS_eth(0_IP>/admin

For web console upgrade, you will need your CAM web console admin user password (and, if applicable,
CAS direct access console adamin user password).

Note e For web upgrade, you must upgrade each CAS first, then the CAM.

e Release 3.6(0) or above must be installed and running on your CAM/CAS(es) before you can
upgrade to a later 3.6(x) release via web console.

e If upgrading failover pairs, refer to Upgrading High Availability Pairs, page 13-20.

e Alternatively, you can always upgrade using the instructions in Upgrading via SSH, page 13-17.

With web upgrade, the CAM and CAS automatically perform all the upgrade tasks that are done
manually for SSH upgrade (for example, untar file, cd to /store, run upgrade script). The CAM also
automatically creates snapshots before and after upgrade. When upgrading via web console only, the
machine automatically reboots after the upgrade completes. The steps for web upgrade are as follows:

1. Upgrade CAS from CAS Management Pages, or
2. Upgrade CAS from CAS Direct Access Web Console, and
3. Upgrade CAM from CAM Web Console

Upgrade CAS from CAS Management Pages

Once release 3.6(x) is installed on the CAS, web upgrades to the CAS (e.g. to 3.6(2) or above) can be
performed via the CAS management pages as described below, or if preferred, using the instructions for
Upgrade CAS from CAS Direct Access Web Console, page 13-15.

Step 1 Create CAM DB Backup Snapshot, page 13-13.

Step2  Download the Upgrade File, page 13-13.

Step3  From the CAM web console, access the CAS management pages as follows:
a. Go to Device Management > CCA Servers > List of Servers

b. Click the Manage button for the CAS to upgrade. The CAS management pages appear.
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¢. Click the Misc tab. The Update form appears by default.

Click Browse to locate the upgrade file you just downloaded from Cisco Downloads (replace the .y in
the filename with the upgrade version, for example, cca_upgrade_3.6.x-to-3.6.2.tar.gz):

cca_upgrade_3.6.x-t0-3.6.y.tar.gz (CAM/CAS release upgrade file), or
cca-3.6.x-to-3.6.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.6.x-t0-3.6.x.y-upgrade.tar.gz (CAS-only patch upgrade file)

Click the Upload button. This loads the upgrade file into the CAM’s upgrade directory for this CAS and
all CASes in the List of Servers. (Note that at this stage the upgrade file is not yet physically on the
CAS.) The list of upgrade files on the page will display the newly-uploaded upgrade file with its date
and time of upload, file name, and notes (if applicable).

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. The CAS will show a status of “Not connected” in the List of Servers during
the upgrade. After the upgrade is complete, the CAS automatically reboots.

For web console upgrades only, the machine automatically reboots after upgrade.

For 3.6.0.1 patch upgrade via web console only, the machine (CAS or CAM) will NOT automatically
reboot. The patch upgrade should complete in 2-5 minutes.

Wait 2-5 minutes for the upgrade and reboot to complete.The CAS management pages will become
unavailable during the reboot, and the CAS will show a Status of “Disconnected” in the List of Servers.

Access the CAS management pages again and click the Misc tab. The new software version and date will
be listed in the Current Version field. (See also Determining the Software Version, page 13-1)

Repeat steps 3, 6, 7 and 8 for each CAS managed by the CAM.

The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT”). The “state after upgrade” should be free of any warning or error messages.

Upgrade CAS from CAS Direct Access Web Console

Step 1
Step 2
Step 3

You can upgrade the CAS from the CAS direct access web console using the following instructions. To
upgrade the CASes from the CAM web console, see Upgrade CAS from CAS Management Pages, page
13-14.

Create CAM DB Backup Snapshot, page 13-13.
Download the Upgrade File, page 13-13.
To access the Clean Access Server’s direct access web admin console:

a. Open a web browser and type the IP address of the CAS’s trusted (ethQ) interface in the URL/address
field, as follows: https://<CAS_eth0_IP>/admin (for example, https://172.16.1.2/admin)

a. Accept the temporary certificate and log in as user admin (default password is cisco123).
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Step4  In the CAS web console, go to Administration > Software Update.

Step5  Click Browse to locate the upgrade file you just downloaded (replace the .y in the file name with the
upgrade version, for example, cca_upgrade_3.6.x-to-3.6.2.tar.gz):

cca_upgrade_3.6.x-to-3.6.y.tar.gz (CAM/CAS release upgrade file), or
cca-3.6.x-to-3.6.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
cas-3.6.x-t0-3.6.x.y-upgrade.tar.gz (CAS-only patch upgrade file)

Step6  Click the Upload button. This loads the upgrade file to the CAS and displays it in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Step7  Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAS upgrade. The CAS will show a status of “Not connected” in the List of Servers during
the upgrade. After the upgrade is complete, the CAS will automatically reboot.

Note  For web console upgrades only, the machine automatically reboots after upgrade.

Note  For 3.6.0.1 patch upgrade via web console only, the machine (CAS or CAM) will NOT automatically
reboot. The patch upgrade should complete in 2-5 minutes.

Step8  Wait 2-5 minutes for the upgrade and reboot to complete.The CAS web console will become unavailable
during the reboot.

Step9  Access the CAS web console again and go to Administration > Software Update. The new software
version and date will be listed in the Current Version field. (See also Determining the Software Version,
page 13-1)

Step10 Repeat steps 3 to 9 for each CAS managed by the CAM.

Note  The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT”). The “state after upgrade” should be free of any warning or error messages.

Upgrade CAM from CAM Web Console

After you have upgraded each CAS, upgrade your CAM as described below.

Step 1 Create CAM DB Backup Snapshot, page 13-13.
Step2 Download the Upgrade File, page 13-13.

Step3  Log into the web console of your Clean Access Manager as user admin (default password is cisco123),
and go to Administration > CCA Manager > System Upgrade.

Stepd  Click Browse to locate the upgrade file you just downloaded from Cisco Downloads (replace the .y in
the file name with the upgrade version, for example, cca_upgrade_3.6.x-to-3.6.2.tar.gz):

cca_upgrade_3.6.x-t0-3.6.y.tar.gz (CAM/CAS release upgrade file)
cca-3.6.x-to-3.6.x.y-upgrade.tar.gz (CAM/CAS patch upgrade file), or
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cam-3.6.x-t0-3.6.x.y-upgrade.tar.gz (CAM-only patch upgrade file)

Click the Upload button. This loads the upgrade file to the CAM and displays it in the upgrade file list
with date and time of upload, file name, and notes (if applicable).

Click the Apply icon for the upgrade file, and click OK in the confirmation dialog that appears. This
will start the CAM upgrade. After the upgrade is complete, the CAM will automatically reboot.

For web console upgrades only, the machine automatically reboots after upgrade.

For 3.6.0.1 patch upgrade via web console only, the machine (CAS or CAM) will NOT automatically
reboot. The patch upgrade should complete in 2-5 minutes.

Wait 2-5 minutes for the upgrade and reboot to complete. The CAM web console will become unavailable
during the reboot.

Access the CAM web console again. You should now see the new version, “Cisco Clean Access Manager
Version 3.6.x”, at the top of the web console. (See also Determining the Software Version, page 13-1.)

The format of the Upgrade Details log is: state before upgrade, upgrade process details, state after
upgrade. It is normal for the “state before upgrade” to contain several warning/error messages (e.g.
“INCORRECT?”). The “state after upgrade” should be free of any warning or error messages.

For OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured as
“uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x) Upgrade,
page 13-5 for details.

Upgrading via SSH

A

Warning

Note

Your CAM/CAS must already be running 3.6(0) or above to perform minor release upgrades to a later
3.6(x) release. If your system is on 3.5(x), refer to the instructions in Migrating/Upgrading from 3.5(x)
to 3.6(x), page 13-3.

Web upgrade is recommended for 3.6(x) minor release upgrades (as described Upgrade via Web
Console, page 13-14). However, you can alternatively perform SSH upgrade, if preferred.

For upgrade via SSH, you will need your CAM and CAS root user password.

For CAM/CAS 3.6(1)+, the default username/password for SSH/console login is root/cisco123.
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A single file, cca_upgrade_3.6.x-to-3.6.y.tar.gz, is downloaded to each installation machine. The
upgrade script automatically determines whether the machine is a Clean Access Manager (CAM) or
Clean Access Server (CAS), and executes if the current system is running release 3.6(0) or above.

For Cisco Clean Access patch upgrades, the upgrade file can be for the CAM only, CAS only, or for both
CAM/CAS, depending on the patch upgrade required.

Steps are as follows:

1. Download the Upgrade File and Copy to CAM/CAS
2. Perform SSH Upgrade on the CAM

3. Perform SSH Upgrade on the CAS

Download the Upgrade File and Copy to CAM/CAS

Step 1 Create CAM DB Backup Snapshot, page 13-13.
Step2  Download the Upgrade File, page 13-13.

Step3  Copy the upgrade file to the Clean Access Manager and Clean Access Server(s) respectively using
WinSCP, SSH File Transfer or PSCP as described below (replace the .y in the file name with the upgrade
version number, for example, cca_upgrade_3.6.x-to-3.6.2.tar.gz)

If using WinSCP or SSH File Transfer (replace .y with upgrade version number):
a. Copy cca_upgrade_3.6.x-to-3.6.y.tar.gz to the /store directory on the Clean Access Manager.

b. Copy cca_upgrade_3.6.x-t0-3.6.y.tar.gz to the /store directory on each Clean Access Server.

If using PSCP (replace .y with upgrade version number):

a. Open a command prompt on your Windows computer.
b. Cd to the path where your PSCP resides (e.g, C:\Documents and Settings\desktop).

c. Enter the following command to copy the file (replace .x with minor upgrade version number) to the
CAM:

> pscp cca_upgrade_3.6.x-to-3.6.y.tar.gz root@ipaddress_manager:/store

d. Enter the following command to copy the file (replace .y with upgrade version number) to the CAS
(copy to each CAS):

> pscp cca_upgrade_3.6.x-to-3.6.y.tar.gz root@ipaddress_server:/store

Perform SSH Upgrade on the CAM

Step4  Connect to the Clean Access Manager to upgrade using Putty or SSH.
a. SSH to the Clean Access Manager.
b. Login as the root user with root password (default password is cisco123)

c¢. Change directory to /store:

> cd /store

d. Uncompress the downloaded file (replace .y with upgrade version number):

> tar xzvf cca_upgrade_3.6.x-to-3.6.y.tar.gz
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4. Execute the upgrade process (replace .y with upgrade version number):

~

> c¢d cca_upgrade_3.6.x-to-3.6.y
> sh ./UPGRADE.sh

Note = With upgrade to release 3.6(2) and above, when upgrading the CAM, the script provides an additional
prompt to choose whether or not to upgrade the Clean Access Agent files inside the Clean Access
Manager. Choosing ves upgrades the Agent Setup Installation and Patch Installation files to the latest
Agent version bundled with the release (for example, Agent 3.6.2.0 for release 3.6(2)). Choosing No
leaves the original Agent Setup and Patch Installation files that were on your CAM prior to upgrade.

At the following prompt enter Y to upgrade the Agent on your CAM to the version bundled with the
CCA release, or enter N to keep the version of the Agent currently on your CAM.

> Upgrade CCA Agent version to 3.6.x.x? (y/n)? [yl

When the upgrade is complete, reboot the machine:

> reboot

Perform SSH Upgrade on the CAS

Step5  Connect to the Clean Access Server to upgrade using Putty or SSH:

a.
b.

C.

SSH to the Clean Access Server.
Login as user root with root password (default password is cisco123)/

Change directory to /store:

> cd /store

Uncompress the downloaded file (replace .y with upgrade version number):

> tar xzvf cca_upgrade_3.6.x-to-3.6.y.tar.gz

Execute the upgrade process (replace .y with upgrade version number):

> c¢d cca_upgrade_3.6.x-to-3.6.y
> sh ./UPGRADE.sh

When the upgrade is complete, reboot the machine:

> reboot

Repeat steps a-e for each CAS managed by the CAM.

Note  For OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured as
“uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x) Upgrade,
page 13-5 for details.
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Upgrading High Availability Pairs
A

Warning  Your CAM/CAS must already be running 3.6(0) or above to perform minor release upgrades to a later
3.6(x) release. If your system is on 3.5(x), refer to the instructions in Migrating/Upgrading from 3.5(x)
to 3.6(x), page 13-3.

This section describes the following:
e Accessing Web Consoles for High Availability
e Instructions for Upgrading High Availability CAM and CAS

Accessing Web Consoles for High Availability
CAM High Availability (failover) is configured in the CAM web console under Administration > CCA
Manager > Network & Failover | High Availability Mode
e The Primary CAM is the CAM you configured as the HA-Primary when you initially set up HA.
e The Secondary CAM is the CAM you configured as the HA-Standby when you initially set up HA.

CAS High Availability (failover) is configured in the CAS direct access web console under
Administration > Network Settings > Failover | Clean Access Server Mode.

e The Primary CAS is the CAS you configured in HA-Primary-Mode when you initially set up HA.

e The Secondary CAS is the CAS you configured in HA-Standby-Mode when you initially set up
HA.

Determining Active and Standby Clean Access Manager

For a Clean Access Manager High-Availability pair:
e Access the Primary CAM by opening the web console for the Primary’s IP address.
e Access the Secondary CAM by opening the web console for the Secondary’s IP address.
The web console for the standby (inactive) CAM will only display the Administration module menu.

S

Note  The CAM configured as HA-Primary may not be the currently Active CAM.

Determining Active and Standby Clean Access Server

For a Clean Access Server High-Availability pair:

e Access the primary CAS by opening the CAS direct access web console for the trusted-side (eth0Q)
IP address of the primary CAS, as follows:

https://<primary CAS (eth0)IP>/admin

For example, https://172.16.1.2/admin

e Access the secondary CAS by opening CAS direct access web console for the trusted-side (ethO) IP
address of the secondary CAS, as follows:

https://<secondary CAS (eth0)IP>/admin

For example, https://172.16.1.3/admin
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For failover CAS pairs, Device Management > CCA Servers > List of Servers in the CAM web
console displays the Service IP of the CAS pair first, followed by the IP address of the active CAS in
brackets. When the secondary CAS takes over, its IP address will be listed in the brackets as the active
server.

The CAS configured in HA-Primary-Mode may not be the currently Active CAS.

Instructions for Upgrading High Availability CAM and CAS

A

Warning

Step 1

Step 2

Step 3

Note

Step 4

Step 5
Step 6

Step 7

The following steps show the generally recommended way to upgrade an existing high-availability
(failover) pair of Clean Access Managers or Clean Access Servers.

Make sure to follow this procedure to prevent the database from getting out of sync.

SSH into each machine in the failover pair. Login as the root user with the root password (default is
ciscol23)

Verify that the upgrade package is present in the /store directory on each machine. (Refer to Download
the Upgrade File and Copy to CAM/CAS, page 13-18 for instructions.)

Determine which box is active, and which is in standby mode, and that both are operating normally, as
follows:

a. Untar the upgrade package in the /store directory of each machine (replace the .y in the file name
with the upgrade version number):

tar xzvf cca_upgrade_3.6.x-to-3.6.y.tar.gz
b. CD into the created “cca_upgrade_3.6.x-to-3.6.y” directory on each machine.

¢. Run the following command on each machine:

./fostate.sh
The results should be either “My node is active, peer node is standby” or “My node is standby, peer node
is active”. No nodes should be dead. This should be done on both boxes, and the results should be that
one box considers itself active and the other box considers itself in standby mode. Future references in
these instructions that specify “active” or “standby” refer to the results of this test as performed at this
time.

The fostate.sh command is part of the upgrade script (starting from 3.5(3)+). You can always
determine which box is active or standby by accessing the web console as described in Accessing Web
Consoles for High Availability, page 13-20.

Bring the box acting as the standby down by entering the following command via the SSH terminal:

shutdown -h now

Wait until the standby box is completely shut down.
CD into the created “cca_upgrade_3.6.x-t0-3.6.y” directory on the active box.

cd cca_upgrade_3.6.x-to-3.6.y

Run the following command on the active box:

./fostate.sh
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Step 8

Note

A

Make sure this returns “My node is active, peer node is dead” before continuing.
Perform the upgrade on the active box, as follows:
a. Make sure the upgrade package is untarred in the /store directory on the active box.

b. From the untarred upgrade directory created on the active box (for example
“cca_upgrade_3.6.x-t0-3.6.y”), run the upgrade script on the active box:

. /UPGRADE. sh

With upgrade to release 3.6(2) and above, when upgrading the CAM, the script provides an additional
prompt to choose whether or not to upgrade the Clean Access Agent files inside the Clean Access
Manager. Choosing ves upgrades the Agent Setup Installation and Patch Installation files to the latest
Agent version bundled with the release (for example, Agent 3.6.2.0 for release 3.6(2)). Choosing No
leaves the original Agent Setup and Patch Installation files that were on your CAM prior to upgrade.

Caution

Step 9

Step 10
Step 11
Step 12

A

For HA-CAM upgrade, make sure to use the same upgrade option for the CCA Agent on both the
HA-Primary and HA-Standby CAM.

7. At the following prompt enter ¥ to upgrade the Agent on your active CAM to the version bundled
with the CCA release, or enter N to keep the current version of the Agent.

> Upgrade CCA Agent version to 3.6.x.x? (y/n)? [yl

After the upgrade is completed, shut down the active box by entering the following command via the
SSH terminal:

shutdown -h now
Wait until the active box is done shutting down.

Boot up the standby box by powering it on.
Perform the upgrade to the standby box:
a. Make sure the upgrade package is untarred in the /store directory on the standby box.

b. CD into the untarred upgrade directory created on the standby box:

cd cca_upgrade_3.6.x-to-3.6.y

c. Run the upgrade script on the standby box:

. /UPGRADE. sh

Caution

Step 13

Step 14
Step 15

For HA-CAM upgrade, make sure to use the same upgrade option for the CCA Agent on both the
HA-Primary and HA-Standby CAM.

8. At the following prompt enter ¥ to upgrade the Agent on the standby CAM to the version bundled
with the CCA release, or enter N to keep the version of the Agent.

> Upgrade CCA Agent version to 3.6.x.x? (y/n)? [yl
Shut down the standby box by entering the following command via the SSH terminal:

shutdown -h now

Power up the active box. Wait until it is running normally and connection to the web console is possible

Power up the standby box.
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Note  There will be approximately 2-5 minutes of downtime while the servers are rebooting.

Note  For OOB Deployments: Because Cisco Clean Access can control switch trunk ports for OOB (starting
from release 3.6(1) and above), please ensure the uplink ports for controlled switches are configured as
“uncontrolled” ports either before or after upgrade. See OOB Switch Trunk Ports and 3.6(x) Upgrade,
page 13-5 for details.
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