C1sco SYSTEMS

Cisco Clean Access Server Installation and
Administration Guide

Release 3.5
December 2005

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

Text Part Number: OL-7045-01 R

7/

4


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THISMANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program devel oped by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS1S” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITSSUPPLIERSBE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITSORLOSSOR DAMAGE TODATA ARISING OUT OF THEUSE OR INABILITY TOUSE THISMANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, and
iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Empowering the Internet Generation,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ
Net Readiness Scorecard, LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing,
ProConnect, RateMUX, ScriptShare, SlideCast, SMARTnet, StrataView Plus, TeleRouter, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered
trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0502R)

Nessus is the trademark of Tenable Network Security.

Cisco Clean Access includes software developed by the Apache Software Foundation (http://www.apache.org/) Copyright © 1999-2000 The Apache Software Foundation.
All rights reserved. The APACHE SOFTWARE ISPROVIDED "ASIS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITSCONTRIBUTORS OR CISCO OR ITSCONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THE APACHE SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Cisco Clean Access Server Installation and Administration Guide
© 2005 Cisco Systems, Inc. All rights reserved.



CONTENTS

About This Guide i
Document Objectives i
Audience i
Document Conventions i
Product Documentation i

Obtaining Documentation i
Cisco.com i
Product Documentation DVD i
Ordering Documentation iii

Documentation Feedback iii

Cisco Product Security Overview iii
Reporting Security Problems in Cisco Products v
Obtaining Technical Assistance v
Cisco Technical Support & Documentation Website v
Submitting a Service Request v
Definitions of Service Request Severity v

Obtaining Additional Publications and Information  vi

cHaprTER 1 Introduction  1-1
What Is Cisco Clean Access?  1-1
Cisco Clean Access Components — 1-2
Clean Access Server Features  1-3
Installation Requirements ~ 1-3
Cisco Clean Access Licensing  1-3
CAS Management Pages Summary  1-4

Global vs. Local Administration Settings  1-5
Priority of Settings  1-5

cHAPTER 2 Planning Your Deployment  2-1
Overview  2-1

Clean Access Server Operating Modes  2-1
Real-IP Gateway 2-2
Virtual Gateway  2-3

Cisco Clean Access Server Installation and Administration Guide
[ oL-7045-01 .—




W Contents

NAT Gateway  2-4
CAS Operating Mode Summary — 2-4
Central Versus Edge Deployment  2-6
Routed Central Deployment (L2)  2-6
Multi-Hop L3 Deployment  2-8
Bridged Central Deployment  2-8
Edge Deployment  2-9

cHapTER 3 Install the Clean Access Server  3-1
Overview  3-1
Set Up the Clean Access Server Machine  3-2
Virtual Gateway Mode Connection Requirements  3-3
Access the CAS Over a Serial Connection ~ 3-4
Set Up the Terminal Emulation Console Connection  3-4
Install the Clean Access Server Software from CD-ROM  3-6
Custom Installation  3-6
CD Installation Steps  3-6

Perform the Initial Configuration ~ 3-7
Configuration Utility Script ~ 3-7

Using the Command Line Interface  3-12
CAM/CAS Connectivity Across a Firewall ~ 3-13
Configuring the CAS Behind a NAT Firewall ~ 3-13

Troubleshooting the Installation ~ 3-14
Network Interface Card (NIC) Driver Not Supported ~ 3-14
Resetting the Clean Access Server Configuration — 3-14

cHapTER 4 Clean Access Server Managed Domain  4-1
Overview 4-1
Add the CAS to the CAM  4-2
Add New Server  4-2
IP Addressing Considerations  4-4
Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments)  4-4
List of Clean Access Servers  4-5
Troubleshooting ~ 4-5
Navigating the CAS Management Pages  4-6
Network IP Settings for the CAS ~ 4-7
IPForm  4-7
Change Clean Access Server Type  4-9

Cisco Clean Access Server Installation and Administration Guide
“. oL-7045-01 |




Switching Between NAT and Real-IP Gateway Modes ~ 4-9
Switching Between Virtual Gateway and NAT/ Real-IP Gateway Modes
Enable L3 Support for Clean Access Agent  4-10
VPN/L3 Access for Clean Access Agent  4-11
Configuring Managed Subnets or Static Routes ~ 4-12
Overview  4-12
Configure Managed Subnets for L2 Deployments ~ 4-14
Adding Managed Subnets  4-14
Configure Static Routes for L3 Deployments  4-16
Configuring Static Routes for Layer 2 Deployments  4-16
Add Static Route ~ 4-17
Understanding VLAN Settings ~ 4-18
Enable Subnet-Based VLAN Retag in Virtual Gateway Mode ~ 4-19
VLAN Mapping in Virtual Gateway Modes ~ 4-20
VLAN Mapping for In-Band ~ 4-20
VLAN Mapping for Out-of-Band  4-20
Switch Configuration for Out-of-Band Virtual Gateway Mode  4-20
Configure VLAN Mapping for Out-of-Band ~ 4-21
Local Device and Subnet Filtering ~ 4-23
Configure Device Access Filter Policies ~ 4-23
Configure Subnet Access Filter Policies  4-25
Configure 1:1 Network Address Translation (NAT) ~ 4-26
Configure 1:1 NATing  4-26
Configure 1:1 NATing with Port Forwarding ~ 4-27
Configure ARP Entries  4-28
Add ARP Entry  4-28

Configure Proxy Ports  4-29

cHAPTER D Configuring DHCP 541
Overview 5-1

Enable the DHCP Module  5-2
Configure DHCP Mode for the Clean Access Server  5-2
Viewing the DHCP Server Startup Message  5-3

Configuring IP Ranges (IP Address Pools)  5-4
Auto-Generated versus Manually Created Subnets  5-4
Subnetting Rules  5-4
Create IP Pools Manually  5-6
Auto-Generating IP Pools and Subnets  5-8

4-9

Contents I

Cisco Clean Access Server Installation and Administration Guide
[ oL-7045-01 .“



W Contents

Add Managed Subnet  5-8
Create Auto-Generated Subnet  5-9
Working with Subnets  5-12
View Users by MAC Address/VLAN  5-12
View or Delete Subnets from the Subnet List ~ 5-13
Edita Subnet  5-14

Reserving IP Addresses  5-15
Add a Reserved IP Address  5-15
User-Specified DHCP Options  5-17
DHCP Global Scope Example  5-20

CHAPTER 6 IPSec/L2TP/PPTP/PPP on the CAS  6-1

Overview  6-1
Enable VPN Policies  6-2

Configure IPSec Encryption  6-3

Configure L2TP Encryption  6-6

Configure PPTP Encryption  6-8

Configure PPP 6-9

Example Windows L2TP/IPSec Setup  6-10

cHaPTER 7 Integrating with Cisco VPN Concentrators = 7-1

Overview 7-1
Single Sign-On (SSO)  7-2
Configure Clean Access for VPN Concentrator Integration  7-4
Configure User Roles and Clean Access Requirements  7-4
Enable L3 Support on the CAS  7-5
Add VPN Concentrator to Clean Access Server  7-6
Make CAS the RADIUS Accounting Server for VPN Concentrator ~ 7-6
Add Accounting Servers to the CAS ~ 7-7
Map VPN Concentrator(s) to Accounting Server(s)  7-8
Add VPN Concentrator as a Floating Device  7-8
Configure Single Sign-On (SSO) on the CAS/CAM  7-9
Configure SSO on the CAS  7-9
Configure SSO on the CAM  7-9
Create (Optional) Auth Server Mapping Rules  7-10
Clean Access Agent with VPN Concentrator and SSO  7-11
Clean Access Agent L3 VPN Concentrator User Experience  7-12

Cisco Clean Access Server Installation and Administration Guide
“. oL-7045-01 |



Contents I

cHAPTER 8 Local Traffic Control Policies  8-1
Overview 8-1
Extending Global Policies  8-2
View Local Traffic Control Policies  8-3

Add Local IP-Based Traffic Control Policies  8-4
Add / Edit Local IP-Based Traffic Policy ~ 8-4
Add Local Host-Based Traffic Control Policies  8-6
Add Local Allowed Host  8-7
Add Local Trusted DNS Server  8-7
View IP Addresses Used by DNS Host ~ 8-7

Controlling Bandwidth Usage  8-9

cHapTER 9 Local Authentication Settings ~ 9-1
Overview  9-1
Local Heartbeat Timer ~ 9-2
Local Login Page  9-3
Enable Transparent Windows Login ~ 9-5

chapTer 10 Local Clean Access Settings  10-1
Overview  10-1
Add Exempt Devices  10-2
Clear Exempt Devices  10-2
Clear Certified Devices  10-3
Specify Floating Devices  10-4

cuapTER 11 Administer the Clean Access Server 11-1
Status Tab  11-1

Manage SSL Certificates  11-2
Generate Temporary Certificate  11-3
Export Certificate Request ~ 11-4
Import Signed Certificate  11-5

Identify DNS Servers on the Network ~ 11-6
Synchronize System Clock  11-7

Support Logs  11-8

Clean Access Server Direct Access Web Console  11-9

Cisco Clean Access Server Installation and Administration Guide
[ oL-7045-01 .“



W Contents

cHapTER 12 Implement High Availability (HA) Mode  12-1
Overview — 12-1

Plan Your Environment  12-2
Sample HA Configuration  12-3

Upgrading an Existing Failover Pair  12-3

Before Starting  12-4
Selecting and Configuring the Heartbeat UDP Interface  12-4
Serial Port High-Availability Connection ~ 12-4

Configure High Availability — 12-5
Configure the Primary Clean Access Server  12-5
a. Access the Primary CAS Directly  12-5
b. Configure the Host Information for the Primary ~ 12-6
c. Configure HA-Primary Mode and Update  12-6
d. Configure the SSL Certificate  12-8
e. Reboot the Primary Server  12-10
Configure the Standby Clean Access Server  12-11
a. Access the Standby CAS Directly  12-11
b. Configure the Host Information for the Standby  12-11
c. Configure HA-Standby Mode and Update  12-11
d. Configure the SSL Certificate  12-13
e. Reboot the Standby Server  12-14
Connect the Clean Access Servers and Complete the Configuration  12-14
Test the Configuration  12-14

Configure DHCP Failover  12-15
To Configure DHCP Failover  12-15
Modifying High Availability Settings ~ 12-18
To change IP Settings for a High-Availability Clean Access Server:  12-18

cHapTer 13 Upgrading to a New Software Release  13-1

General Procedure  13-1

New Installation of 3.5(x)  13-2

Upgrade Procedure for 3.5(x)  13-3
Before You Upgrade  13-3
Preparing for Your Upgrade 13-4

Upgrading via Web Console (from 3.5.3 and Above Only)  13-5
Download the Upgrade File  13-5
Upgrade CAS from CAS Management Pages (3.5.5 and above) 13-6
Upgrade CAS from CAS Web Console (3.5.3/3.5.4)  13-8

] Cisco Clean Access Server Installation and Administration Guide

0L-7045-01 |



Contents

Upgrade CAM from CAM Web Console  13-10

Upgrading via SSH ~ 13-12
Download the Upgrade File and Copy to CAM/CAS  13-12
Perform the Upgrade on the CAM  13-12
Perform the Upgrade on the CAS ~ 13-13

Upgrading High Availability Pairs ~ 13-14

Accessing Web Consoles for High Availability — 13-14
Determining Active and Standby Clean Access Manager — 13-14
Determining Active and Standby Clean Access Server — 13-14
Instructions for Upgrading High Availability CAM and CAS ~ 13-14

INDEX

Cisco Clean Access Server Installation and Administration Guide
[ oL-7045-01 .“



W Contents

Cisco Clean Access Server Installation and Administration Guide
m. oL-7045-01 |



About This Guide

This preface includes the following sections:
» Document Objectives
- Audience
» Document Conventions
» Product Documentation
« Obtaining Documentation
- Documentation Feedback
» Cisco Product Security Overview
» Obtaining Technical Assistance

» Obtaining Additional Publications and Information

Document Objectives

This document describes how to install and configure the Cisco Clean Access Server to implement the
Cisco Clean Access solution on your network. The Clean Access Server is the gateway server and
enforcement engine between the untrusted and trusted sides of a Cisco Clean Access network. Thisguide
provides additional information specific to the Clean Access Server, such as how to configure DHCP,
perform CAS-specific (local) configuration tasks, and implement High Availability.

Audience

This guide is for network administrators who are implementing the Cisco Clean Access solution to
manage and secure their networks. Use this guide along with the Cisco Clean Access Manager
Installation and Administration Guide to install and administer your Cisco Clean Access deployment.

Cisco Clean Access Server Installation and Administration Guide
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M Document Conventions

Document Conventions
Convention Item
Screen font I ndicates command line output.
Boldface screen fOnt Indicates information you enter.
Ttalic screen font Indicates variables for which you supply values.
Boldface font Indicates web admin console modules, menus, tabs, links and
submenu links.
Administration > User Pages Indicates a menu item to be selected.

Product Documentation

The following documents are available for Cisco Clean Access on Cisco.com at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca3s/index.htm

S

Cisco Clean Access Installation Quick Start Guide

Cisco Clean Access Manager Installation and Administration Guide
Cisco Clean Access Server Installation and Administration Guide
Release Notes for Cisco Clean Access Version 3.5(x)

Certified Hardware and System Requirements for Cisco Clean Access

Note  You can send comments about Cisco Clean Access documentation to cca-docs@cisco.com.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL :

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Cisco Clean Access Server Installation and Administration Guide
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Documentation Feedback

Product Documentation DVD

Cisco documentation and additional literature are availablein the Product Documentation DV D package,
which may have shipped with your product. The Product Documentation DV D is updated regularly and
may be more current than printed documentation.

The Product Documentation DV D is a comprehensive library of technical product documentation on
portable media. The DV D enables you to access multiple versions of hardware and software installation,
configuration, and command guides for Cisco products and to view technical documentationin HTML.
With the DV D, you have access to the same documentation that is found on the Cisco website without
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DV D isavailable asasingle unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DV D (product number
DOC-DOCDVD=) from Cisco Marketplace at this URL :

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product
Documentation Store in the Cisco Marketplace at this URL :

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security _vulnerability policy.html

Cisco Clean Access Server Installation and Administration Guide
[ oL-7045-01 .“


http://www.cisco.com/go/marketplace/
http://www.cisco.com/go/marketplace/
mailto:tech-doc-store-mkpl@external.cisco.com
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

About This Guide |

M Obtaining Technical Assistance

From this site, you can perform these tasks:

» Report security vulnerabilities in Cisco products.

- Obtain assistance with security incidents that involve Cisco products.

» Register to receive security information from Cisco.
A current list of security advisories and notices for Cisco products is available at this URL :
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products _psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Ciscoiscommitted to delivering secure products. Wetest our productsinternally before werelease them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

» Emergencies— security-al ert@cisco.com

An emergency is either acondition in which a system isunder active attack or acondition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

» Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
- 1877 228-7302
- 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use arevoked or an expired encryption key. The correct public key to usein your correspondence
with PSIRT isthe one linked in the Contact Summary section of the Security Vulnerability Policy page
at thisURL:

http://www.cisco.com/en/US/products/products_security vulnerability policy.html

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have avalid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.
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Obtaining Technical Assistance

Cisco Technical Support & Documentation Website

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have avalid service contract but do not have a user 1D or password, you can
register at this URL.:

http://tools.cisco.com/RPF/register/register.do

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and $4 service requests. (S3
and $4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool islocated at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(S1 or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is“down,” or thereisacritical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network isimpaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereislittle or no effect on your business operations.

| oL-7045-01
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M Obtaining Additional Publications and Information

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis available from various online
and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL :

http://www.cisco.com/go/marketplace/

Cisco Press publishes awide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technol ogies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal is aquarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL :

http://www.cisco.com/en/US/products/index.html

Networking Professional s Connection isan interactive website for networking professionalsto share
guestions, suggestions, and information about networking products and technol ogies with Cisco
experts and other networking professionals. Join a discussion at this URL :

http://www.cisco.com/discuss/networking

World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Introduction

This chapter introduces the Cisco Clean Access Server. Topics include:
» What Is Cisco Clean Access?, page 1-1
» Cisco Clean Access Components, page 1-2
» Clean Access Server Features, page 1-3
» Cisco Clean Access Licensing, page 1-3
- CAS Management Pages Summary, page 1-4
» Global vs. Local Administration Settings, page 1-5
» Installation Requirements, page 1-3

What Is Cisco Clean Access?

The Clean Access Server (CAS) acts as the gateway between the untrusted and trusted networksin a
Cisco Clean Access deployment. The Clean Access Server enforces the policiesyou defined in the Clean
Access Manager web admin console, including network access privileges, authentication requirements,
bandwidth restrictions, and Cisco Clean Access client system requirements.

Other services the Clean Access Server can perform include DHCP address all ocation, network address
translation, and traffic routing services. For wireless clients, the CAS supports subnet roaming and
traffic encryption.

For user authentication, the Clean Access Server can validate user credentials locally, or it can relay
them to an external sourcefor validation. The CASworkswith the foll owing authentication mechanisms:
Kerberos, LDAP, RADIUS, Windows NT, S/Ident, transparent Windows, and transparent 802.1x.

The Clean Access Server gets many of itsruntime parameters from the Clean Access Manager and must
be added to the domain of a Clean Access Manager before it can operate. Once it is added to the Clean
Access Manager, the Clean Access Server is configured and monitored through the web administration
console.

| oL-7045-01
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M Cisco Clean Access Components

Cisco Clean Access Components

Cisco Clean Access is a network-centric integrated solution administered from the Clean Access
Manager web console and enforced through the Clean Access Server and (optionally) the Clean Access
Agent. Cisco Clean Access checks client systems, enforces network requirements, distributes patches
and antivirus software, and quarantines vulnerable or infected clients for remediation before clients
access the network. Cisco Clean Access consists of the following components (in Figure 1-1):

Figure 1-1

Clean Access Agent

Clean Access Manager (CAM)—The administration server for Clean Access deployment. The
secure web console of the Clean Access Manager is the single point of management for up to 20
Clean Access Servers in a deployment. For Out-of-Band deployment, the web admin console also
provides Switch Management capability.

N

Note

The CAM web admin consol e supports Internet Explorer 6.0 or above only, and with release
3.5(7) and above, requires high encryption (64-bit or 128-bit). High encryption is also
required for client browsers for web login and Clean Access Agent authentication.

Clean Access Server (CAS)—Gateway server and enforcement engine between the untrusted
(managed) network and the trusted network. The CAS enforces the policies you have defined in the
CAM web admin console, including network access privileges, authentication requirements,
bandwidth restrictions, and Clean Access system requirements. It can be deployed in- band or
out-of-band.

Clean Access Agent (CAA)—Optional read-only agent that resides on Windows clients. The Clean
Access Agent checks applications, files, services or registry keys to ensure that clients meets your
specified network and software requirements prior to gaining access to the network.

Clean Access Policy Updates—Regular updates of pre-packaged policies/rules that can be used to
check the up-to-date status of operating systems, antivirus software, and other client software.
Provides built-in support for over 15 vendors.
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Clean Access Server Features

The following are key features and benefits of the Clean Access Server:
« In-Band or Out-of-Band deployment
» Integration with Cisco VPN concentrators
» Secure user authentication
» Cisco Clean Access network-based and agent-based scanning and remediation
» Role-based access control
» DHCP address allocation for untrusted (managed) clients, or DHCP relay or passthrough modes

- Network address translation (NAT) services, with support for dynamic or 1:1 NAT (non-production
only)
- Bandwidth management

- Event logging and reporting services

« VLAN support in which the Clean Access Server can beaVLAN termination point, provide VLAN
passthrough, and provide VLAN-based access control.

« Subnet roaming support

» Flexible deployment options enabling the Clean Access Server to be integrated into most network
architectures

- High availability to ensure that services continue in the event of unexpected shutdowns.

Installation Requirements

The Clean Access Server is available as software that can beinstalled on the certified hardware platform
of your choice. Refer to the following documents for details on minimum system requirements:

» Certified Hardware and System Requirements for Cisco Clean Access:
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccalcca3sb/srvr.htm
» Release Notes for Cisco Clean Access, Version 3.5(x):

http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/ccal/cca3s/35rn.htm

Cisco Clean Access Licensing

Cisco Clean Access (3.5) uses alicensing mechanism based on the industry standard FlexL M license

manager product. Thisallows for the support of flexible licensing schemes. The licensing status pagein
the web admin console (Administration > CCA Manager > Licensing) allows administratorsto install
FlexLM license files, view the set of features associated with the license, and remove FlexLM licenses.

Note  To purchase Cisco® Clean Access Out-of-Band (the Switch Management features of release 3.5), you
must use the FlexLM licensing model.

For complete details on how to acquire and install Cisco Clean Access FlexLM license files, see “ Cisco
Clean Access Licensing” in the Cisco Clean Access Manager Installation and Administration Guide.

Cisco Clean Access Server Installation and Administration Guide
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CAS Management Pages Summary

~

Note

A Clean Access Server must be added to the Clean Access Manager domain before it can be managed

from the web admin console, as described in Add the CAS to the CAM, page 4-2. Once you have added
the Clean Access Server, you access it from the admin console as shown in the following steps. In this
document, CAS management pages refers to the set of pages, tabs, and forms accessed as shown below.

1. Click the CCA Serverslink in the Device Management module. The List of Serverstab appears
by default.

CAS mgmt Device Management

Device Management > Clean Access Servers ()]

List of Servers Naw Server

Switch Management Manage
Profiss 1P Address | Type | Location | Status [Man: ge|Disconnect[Reboot] Delete |

~Devices 10.201.240,12 Qut-of-Band RealIP oo connscted | & o ] x button

Gateway

User Management 10.201.24010  NAT Gateway  caserverl0 Connected &7 & b x

- User Roles
- futh Seruers

& [ [ (4 nternet y

link - CCA Servers
- Filters

- Roaming

- Clean Access

2. Click the Manage button (&) for the Clean Access Server you want to access.

For high-availability Cisco Clean Access Servers, the Service IP is automatically listed first, and the IP
address of the currently active CASis shown in brackets.

3. The CAS management pages are shown in Figure 1-2. The Status tab of appears by default.

Figure 1-2 CAS Management Pages
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- Roaming
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- Local Users 502.1x Filter Stopped

Monitoring Transparent Windows Lagin Stopped
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e
- Online Users

e
B

Status Network Filter Advanced §Authentication

- Event Logs
- SNMP

[-CcAManager
- User Pages
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- Backup

| &) pone [ [ [ |4 nternet 7
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Global vs. Local Administration Settings

The Clean Access Manager web admin console has the following types of settings:

» Clean Access Manager administration settings are relevant only to the Clean Access Manager.
These include its | P address and host name, SSL certificate information, and High-Availability
(failover) settings.

» Global administration settings are set from the Clean Access Manager and applied to all Clean
Access Servers. These include authentication server information, global device/subnet filter
policies, user roles, and Cisco Clean Access configuration.

» Local administration settings are set in the CAS management pages of the admin console and
apply only to that Clean Access Server. These include CA S network settings, SSL certificates, VPN
concentrator integration, DHCP and 1:1 NAT configuration, |PSec key changes, local traffic control
policies, and local device/subnet filter policies.

The global or local scope of a setting isindicated in the Clean Access Server column in the web admin
console, as shown in Figure 1-3.

Figure 1-3 Scope of Settings
[ Reset View ] [ View ] ClearE
Certified [
Clean Access server| —MAC Address | user | provd
GLOBAL 00:11:5B:22:27:CF exempt exerr

Scope

indicators GLOBAL 00:0F:1F:1E:C5:28 exempt exerr
GLOBAL 00:0C:76:0E:1E:28 exempt exerr
192.168.0.100 00:0B:DB:DC:8F:AB userl Local

« GLOBAL — Theentry was created using aglobal forminthe CAM web admin console and applies
to all Clean Access Serversin the CAM’s domain.

e <IP Address> — The entry was created using alocal form from the CAS management pages and
applies only for the Clean Access Server with this IP address.

In most cases, global settings are added, edited, and deleted from the global forms used to create them,
and local settings are added, edited, and deleted from the local forms used to create them.

Some pages may display global settings (referenced by GLOBAL) and local settings (referenced by 1P
address) for convenience. Usually, the local settings may be edited or deleted from the global pages but
can be added only from the local CAS management pages for a particular CAS.

Priority of Settings

Global and local settings can coexist on the same Clean Access Server. However, if aglobal and local
setting conflict, the following rules apply:

» For device/subnet filter policies (in which authentication requirements are determined), local
settings override any global settings.

Types of settings that can be set at the local level are:
» Device- or subnet-based network access filters
» Role-based traffic control policies

Cisco Clean Access Server Installation and Administration Guide
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- Bandwidth usage restrictions
» Heartbeat timers
» With Cisco Clean Access enabled, floating devices, and exempt devices

» User login pages

Cisco Clean Access Server Installation and Administration Guide
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CHAPTER 2

Planning Your Deployment

This chapter discusses planning considerations for deploying the software. Topics include:
- Overview, page 2-1
» Clean Access Server Operating Modes, page 2-1
» Central Versus Edge Deployment, page 2-6

Beforeinstalling the Clean Access Server (CAS), you should consider how the Clean Access Server will
fit into your existing network:

» Choose the operating mode for the Clean Access Server—The operating mode determines the
services the Clean Access Server will provide. For example, the CAS can operate as a bridge
between the untrusted and trusted network, or it can operate as a gateway for the untrusted network.

» Deploy the Clean Access Server centrally or at the edge of your network.

This chapter describes operating modes and deployment options for the Clean Access Server. It also
provides an overview of how the deployment options affect configuration of the Clean Access Server as
well as any external elementsin your network, such as routers.

Clean Access Server Operating Modes

The Clean Access Server can operate in one of six modes:

» Virtual Gateway — Operates as an | P bridge between the untrusted network and an existing gateway,
while providing IPSec, filtering, and other services.

« Real-IP Gateway — Operates as the default gateway for the untrusted network.

« NAT Gateway — Operates as an | P gateway and performs NAT (Network Address Translation)
services for the untrusted network.

Note  NAT Gateway mode is primarily intended to facilitate testing, as it requires the least amount of
network configuration and is easy to initially set up. However, because NAT Gateway islimited
in the number of connectionsit can handle, NAT Gateway mode (in-band or out-of-band) isNOT
recommended for production deployment. In release 3.5(x), ports 49152~65535 are used for
NAT Gateway mode, supporting a maximum of 16,384 simultaneous connections.

| oL-7045-01

Cisco Clean Access Server Installation and Administration Guide ]



Chapter 2 Planning Your Deployment |

M Clean Access Server Operating Modes

- Out-of-Band Virtual Gateway — Operates as a Virtual Gateway during authentication and
certification, before the user is switched out-of-band (i.e., the user is connected directly to the access
network).

- Out-of-Band Real-I P Gateway — Operates as a Real-1P Gateway during authentication and
certification, before the user is switched out-of -band (i.e., the user is connected directly to the access
network).

- Out-of-Band NAT Gateway — OperatesasaNAT Gateway during authentication and certification,
before the user is switched out-of-band (i.e., the user is connected directly to the access network).

The Out-of-Band Server Types only appear in the dropdown menu when you add an Out-of-Band
enabled license (e.g. a CCA OOB Server license) to a Clean Access Manager.

The Clean Access Manager can control both in-band and out-of-band CASes in its domain. However,
the Clean Access Server itself must be either in-band or out-of-band.

For more information on out-of-band operation, see the Cisco Clean Access Manager Installation and
Administration Guide. The following sections further describe each mode.

Real-IP Gateway

In the Real-1P Gateway configuration, the Clean Access Server operates as the default gateway for
untrusted network (managed) clients. All traffic between the untrusted and trusted network passes
through the Clean Access Server, which applies the P filtering rules, access policies, and any other
traffic handling mechanisms you configure.

Figure 2-1 Real-IP Gateway Configuration

10.1.2.1 ¢ 192.168.12.6 trusted
network

Clean Access Server

When using the Clean Access Server as a Real-1P Gateway, you need to specify the |P addresses of its
two interfaces: one for the trusted side and one for the untrusted side. The two addresses should be on

different subnets. The Clean Access Server can manage one or more subnets, with its untrusted interface
acting as agateway for the managed subnets. For details on setting up managed subnets, see Configuring
Managed Subnets or Static Routes, page 4-12.

The Clean Access Server does not advertise routes. Instead, static routes must be added to the next hop
router indicating that traffic to the managed subnets must be relayed to the Clean Access Server’strusted
interface.

Additionally, when the Clean Access Server isin Real-1P Gateway mode, it can act asa DHCP server or
relay. With DHCP server functionality enabled, the CAS provides the appropriate gateway information
to the clients, that is, the appropriate gateway |1P held by the CAS for the particular managed subnet. If
the CASisworking asaDHCP relay, then the DHCP server must be configured to provide the managed
clients with the appropriate gateway information (that is, the appropriate gateway I1P held by the CAS
for the particular managed subnet). For further details, refer to Configuring Managed Subnets or Static
Routes, page 4-12 and Chapter 5, “Configuring DHCP”.

Cisco Clean Access Server Installation and Administration Guide
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Virtual Gateway

In Virtual Gateway deployment, the Clean Access Server operates as a standard Ethernet bridge, but with
the added functionality provided by the IP filter and IPSec module. This configuration istypically used
when the untrusted network already has a gateway and you do not wish to alter the existing
configuration.

For example, if there are two untrusted subnets, 10.1.1.0/24 and 10.1.2.0/24, with gateways 10.1.1.1 and
10.1.2.1, respectively, the CASin Virtual Gateway mode is deployed between the untrusted subnets and
their gateways (Figure 2-2). The untrusted subnets are configured as “Managed Subnets” in the CAS.
Note especially that:

« The CAS needsto have an | P address on each managed subnet.
« Traffic from clients must pass through the CAS before hitting the gateway.

Figure 2-2 Virtual Gateway Configuration
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When the CASisaVirtual Gateway:
« The CASand CAM must be on different subnets.

ethO and ethl of the Clean Access Server can have the same | P address.

« All end devices in the bridged subnet must be on the untrusted side of the CAS.
« The CAS should be configured for DHCP forwarding.

» Make sure to configure managed subnets for the CAS. For the example in Figure 2-2, you would
configure two managed subnets:

- 10.1.1.2/ 255.255.255.0 1001
- 10.1.2.2/ 255.255.255.0 1002
When the CASis an Out-of-Band Virtual Gateway, the following also applies:
» The CAS and CAM must be on different VLANS.
« The CAS should be on a different VLAN than the user or Access VLANS.
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N

Note

For Virtual Gateway (In-Band or OOB), it isrecommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM viathe web console.

For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers>Manage[CAS _|P] >Advanced > VLAN Mapping.
See Configure VLAN Mapping for Out-of-Band, page 4-21.

NAT Gateway

Inthe NAT Gateway configuration, the Clean Access Server functions similarly to the Real-1P Gateway
configuration, but adds Network Address Translation (NAT) services. With NAT, clients are assigned | P
addresses dynamically from a private address pool. The Clean Access Server performs the translation
between the private and public addresses as traffic is routed between the untrusted (managed) and
external network. The Clean Access Server supports standard, dynamic NAT and 1:1 NAT. In 1:1 NAT,
there is a one-to-one correlation between public and private addresses. With 1:1 NAT, you can map port

num

N

Note

bers as well as |P addresses for translation.

NAT Gateway mode (In-Band or Out-of-Band) is not recommended for production deployment.

CAS Operating Mode Summary

Table 2-1

Table 2-1 summarizes the features and advantages for each operating mode.

CAS Operating Mode Summary

CAS Type

Features

Advantages

Virtual Gateway

CAS acts like a bridge for the managed
network

CAS acts as a DHCP passthrough.

CAS acts in an unobtrusive manner.

Good you do not want to modify the existing
network.

Thereisno need to define static routes on the
main router.

Real-1P Gateway

CAS acts as a gateway for the managed
subnet.

CAS s designated as a static route for the
managed subnet.

CAS can perform DHCP services, or act as a
DHCP relay.

Good for situations in which a new subnet
can be used for the managed network.

Clients are assigned real |P addresses.

Takes advantage of the CAS's advanced
DHCP services.

] Cisco Clean Access Server Installation and Administration Guide
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Table 2-1 CAS Operating Mode Summary
CAS Type Features Advantages
NAT Gateway e CASperforms NAT (Network Address « Allowsthe use of aprivate address range for
Translation) or PAT (Port Address managed clients.
Tr_anastl aggg) services, so that clientscanuse | | Setup is easy: does not involve setting up
privale addresses routes or creating subnets.
+ Performs DHCP address allocation for - Only requires two |P addresses.
managed clients.
« All traffic originating from managed clients
appears on the trusted side as originating
from the Clean Access Server.
OOB Virtual  CASactslike abridge for the managed » Once successfully logged on, user traffic
Gateway network only during the authentication, bypasses the CAS and traverses the switch
posture assessment and remedi ation process. ports directly.
« CAS acts as a DHCP passthrough for » User can belogged out viarole-based session
Authentication VLAN. timer or link-down SNMP traps.
« Can be deployed in Edge or Core (central)
switches.
« No need to bounce client ports.
+ Recommended configuration if sharing ports
between IP phones and PCs.
OOB Real-IP « CASactsasaninline L3 router for the « Clients are assigned real |P addresses.
Gateway managed network only during the

authentication, posture assessment and
remediation process.

CAS can perform DHCP services, or act asa
DHCP relay.

User obtains DHCP address from
Authentication VLAN.

L 3 Switch/router configuration: Configure
CAS as default gateway for managed
subnets.

Once successfully logged on, user traffic
bypasses the CAS and traverse the switch
ports directly.

Need to bounceinterface for client to acquire
new DHCP address from Access VLAN.

OOB NAT Gateway

CASactsasaninline L3 router for the
managed network only during the
authentication, posture assessment and
remediation process.

CAS can perform DHCP services, or act as a
DHCP relay.

User obtains DHCP address from
Authentication VLAN.

Allows private address range via NAT
configuration.

L 3 Switch/router configuration: Turn off
routing for managed network on L3 Switch
or router

Clients are assigned NAT | P addresses while
on Authentication VLAN.

Once successfully logged on, user traffic
bypasses the CAS and traverses the switch
ports directly.

Need to bounceinterfacefor client to acquire
new DHCP address from Access VLAN.
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Central Versus Edge Deployment

The Clean Access Server can be deployed either centrally or at the edge of your network. A central
deployment reduces the number of Clean Access Servers you need to deploy, facilitating management
and scalability. In a central deployment, the Clean Access Server can be configured to perform either
routing or bridging for the untrusted network.

Release 3.5(3) and above of Cisco Clean Access allows you to achieve multi-hop L3 deployment if you
want to move the CAS several hops away from users.

Routed Central Deployment (L2)

In arouted central deployment, the Clean Access Server is configured to act as the Real-1P Gateway for
each of the subnets that you wish to manage.

Deployment Steps
The specific steps to deploy a centrally routed Clean Access Server in atypical network include:

1. Turn off routing on your existing Layer 3 switch or router for the subnets that you wish to manage
through the CAS.

2. Configure the untrusted interface of the CAS to be the gateway for the managed subnets.
3. Configure the default gateway of the CAS's trusted interface to be the L3 switch or the router.

4, Add static routes on the L3 switch or router to route traffic for the managed subnets to the CAS's
trusted interface.

5. If using your own DHCP server, modify its configuration so that the default gateway address that
the DHCP server passes to clients with the lease is the address of the CAS's untrusted interface.

In aVLAN-enabled environment, multiple VLANS are trunked through a single Clean Access Server.
Aggregating multiple VLANs—organized by location, wiring, or shared needs of users—through a
single CAS (by VLAN trunking) can help to simplify your deployment. Figure 2-3 shows a
centrally-routed deployment:

Cisco Clean Access Server Installation and Administration Guide
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Figure 2-3 Routed Central Deployment in a VLAN-Enabled Network
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Multi-Hop L3 Deployment

With release 3.5(3) and above of Cisco Clean Access, you can choose to deploy the CAS either closer
to the edge of the network or several hops away from the network. With centralized L 3 deployment, the
CAS(es) may be placed several hops away from users. Multi-hop L3 deployment allows:

- Easier deployment. The CAS(es) are deployed between routers, spanning VLANS is not hecessary
and fewer CASes are needed.

» Not every packet hasto go through the CAS. User traffic only needs to traverse the CASfor trusted
network access.

However, note that Cisco Clean Access policies are enforced at the CAS only. Traffic which does not
reach the CASis not subject to policy enforcement.

Deployment Steps
The specific steps to deploy a centrally routed Clean Access Server in atypical network include:

1. Enable L3 onthe CAS by going to Device Management > CCA Servers> Manage [CAS |P] >
Network and clicking the checkbox for “Enable L 3 support for Clean Access Agent”

2. Use static routes instead of managed subnets (remove managed subnets if they already exist).

3. Setthe Discovery Host field under Device M anagement > Clean Access > Clean Access Agent >
Distribution.

4, If enabling the L3 multi-hop feature for VPN concentrator integration, perform all the configuration
described in Chapter 7, “Integrating with Cisco VPN Concentrators.”

Bridged Central Deployment

In acentral deployment with the Clean Access Server configured as a bridge (Virtual Gateway), VLAN
trunks are used to aggregate the traffic from the managed subnetsto the CAS before being forwarded to
their respective gateways on the L3 switch or router.

To ensure that no path exists from the clients to the gateway, it is recommended that you deploy a switch
that aggregates all VLANSs to the untrusted interface of the CAS, while the trusted interface of the CAS
isdirectly connected to the L3 switch or the router, as shown in Figure 2-4. Note that the Clean Access
Server interfaces will be connected to trunked ports and should provide VLAN passthrough.

Figure 2-4 Bridged Central Deployment in a VLAN-Enabled Network
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Edge Deployment

While central deployment has advantages in terms of reducing the number of required Clean Access
Servers, a central deployment is not always possible. For example, if using gigabit throughput to your
network’s edge, an edge deployment is required. In edge deployment, the Clean Access Server is placed
between each managed subnet and router in the network, asillustrated in Figure 2-5. This allows the
Clean Access Server to continue to capture MAC addresses for the devices to be managed. In edge
deployment, the CAS can act as either a Virtual Gateway or a Real-1P Gateway.

Figure 2-5 Edge Deployment
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CHAPTER 3

Install the Clean Access Server

This chapter describes how to install the Cisco Clean Access Server (CAS). Topicsinclude:
» Overview, page 3-1
» Set Up the Clean Access Server Machine, page 3-2
» Accessthe CAS Over a Serial Connection, page 3-4
« Virtual Gateway Mode Connection Requirements, page 3-3
« Install the Clean Access Server Software from CD-ROM, page 3-6
- Perform the Initial Configuration, page 3-7
- Using the Command Line Interface, page 3-12
« CAM/CAS Connectivity Across a Firewall, page 3-13
» Configuring the CAS Behind a NAT Firewall, page 3-13
« Troubleshooting the Installation, page 3-14

Overview
The Clean Access Server is distributed as software you can install to a dedicated server machine (the
software is installed with a hardened Linux kernel). If you received the Clean Access Server on the
distribution CD-ROM, you will need to install it on the target machine as follows:
Stepl  Physically connect the server machine to the network. If intending to configure the CASin Virtual
Gateway mode, see Virtual Gateway Mode Connection Requirements, page 3-3.
Step2  Connect amonitor and keyboard to the server machine, or connect to the machine from aworkstation by
serial cable.
Step3  For the CD-ROM installation, mount the CD-ROM and run the installation program.
Step4  Perform theinitial configuration. For CD-ROM installation, the initial configuration is part of the
installation sequence.
Step5  Add the Clean Access Server to the list of managed serversin the Clean Access Manager, as described
in the Cisco Clean Access Manager Installation and Administration Guide.
Step6  Configure the Clean Access Server using the Clean Access Manager web administration console.
Cisco Clean Access Server Installation and Administration Guide
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M Set Up the Clean Access Server Machine

These steps are described in the following sections. When finished, you will be able to administer the
Clean Access Server through the Clean Access Manager’s web admin console.

S

Note « The CAS does not advertise routes. Instead, static routes must be added to the next hop router
indicating that traffic to the managed subnets must be relayed to the Clean Access Server’s trusted
interface.

« Additionally, when the CASisin Real-IP Gateway mode, it can act as a DHCP Server or DHCP
Relay. With DHCP functionality enabled, the CAS provides the appropriate gateway information
(that is, the CAS's untrusted interface | P address) to the clients. If the CAS isworking asa DHCP
Relay, then the DHCP server in your network must be configured to provide the managed clients
with the appropriate gateway information (that is, the CAS's untrusted interface | P address).

Set Up the Clean Access Server Machine

These instructions describe how to set up the Cisco Clean Access Server on an example Dell
PowerEdge™ 350 server. If you are using different hardware, the connectors on your computer may not
match those shown. If needed, refer to the documentation that came with your server machine to find the
serial and Ethernet connectors equivalent to those described here.

To set up the Clean Access Server

1. Connect one end of the included power cable to the power receptacle (1) on the server machine and
the other end to a wall socket (see Figure 3-1).

2. Connect the server machine to the network. The Clean Access Server machine is equipped with two
network adapters as shown in the figure. The lower adapter/eth0 (6) isfor connecting the CASto the
trusted network or the network backbone. The upper adapter/ethl (5) is for connecting the CAS to
the untrusted network (that is, user devices). See also Virtual Gateway Mode Connection
Requirements.

3. Connect a console to the server machine either by connecting a serial cable to connector 7 (for the
Dell 350) or a monitor to connector 8. If not using a Dell 350, be sure to connect the cable to the
tty SO connector (serial connect 0) on your box.

4, Turnon the power by pressing the“ power” button on the front of the server machine. The diagnostic
LEDs in the front of the server machine will flash a few times as part of a diagnostic test. Status
messages appear in the console as the server boots up.

Cisco Clean Access Server Installation and Administration Guide
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Virtual Gateway Mode Connection Requirements

Figure 3-1 Back Panel of the Dell PowerEdge™ 350 Server
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Virtual Gateway Mode Connection Requirements

If intending to configure the Clean Access Server in Virtual Gateway mode (IB or OOB), you must
disable or unplug the untrusted interface (ethl) of the CAS until after you have added the CAS to the
CAM from the web admin console. Keeping the ethl interface connected while performing initial
installation and configuration of the CAS for Virtual Gateway mode can result in network connectivity
issues.

When setting up a CASin Virtual Gateway mode, you specify the same | P address for the trusted (ethO)
and untrusted (ethl) network interfaces during the initial installation of the CAS via CLI. At this point
in the installation, the CAS does not recognize that it is a Virtual Gateway. It will attempt to connect to
the network using both interfaces, causing collisions and possible port disabling by the switch.
Unplugging or disabling the untrusted interface until after adding the CAS to the CAM in Virtual
Gateway mode prevents these connectivity issues. Once the CAS has been added to the CAM in Virtual
Gateway mode, you can re-enable or reconnect the untrusted interface.

To disable the untrusted (ethl) interface of the Clean Access Server machine, use the following steps:
1. Usethe CLI to configure the CAS.
2. Shut down the eth1(untrusted) interface of the CAS using the following command:

ifconfig ethl down

3. Physically connect the ethO and ethl interfaces of the CAS to the network.

4. Addthe CAStothe CAM inthe CAM web console under Device Management > CCA Servers >
New Server, as described in Add the CAS to the CAM, page 4-2.
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5. Manage the CAS by accessing the CAS management pages, via Device Management > CCA
Servers> List of Servers> Manage [CAS_|P_address] as described in Navigating the CAS
Management Pages, page 4-6.

6. Configure VLAN mapping (for Central Deployment only) using Device M anagement > CCA
Servers> List of Servers> Manage [CAS _|P_address| > Advanced > VLAN Mapping
as described in VLAN Mapping in Virtual Gateway Modes, page 4-20.

7. Gotothe CLI of the CAS, and re-enable the ethl interface using the following command:

8. ifconfig ethl up

Access the CAS Over a Serial Connection

To install the Clean Access Server software from the CD-ROM or to perform itsinitial configuration,
you will need to access the server machine’s command line. This can be done in one of two ways:

1. Connect a monitor and keyboard directly to the machine via the keyboard connector and video
monitor/consol e connector on the back panel, or

2. Connect a serial cable from an external workstation (PC/laptop) to the server machine and open a
serial connection using terminal emulation software (such as HyperTerminal or SecureCRT) on the
external workstation.

This section describes how to access the server machine over a serial connection.

Note  The steps described here for accessing the server directly through a serial connection can be used later
for troubleshooting. If the server cannot be reached through the web admin console, you can serially
connect to the server to restore the server to areachable state, usually by correcting its network settings.

Touseaserial connection, first connect the computer you will be using as the workstation to an available
serial port on the server machine with a serial cable.

Note  If the server isalready configured for high availability, its serial port may already be in use for the peer
connection. In this case, the computer needs to have at least two serial ports to be able to manage the
server over aserial connection. If it does not, you have the option of freeing the serial port by using an
Ethernet connection for the peer connection. For more information, see Chapter 12, “Implement High
Availability (HA) Mode.”

After physically connecting the workstation to the server, you can access the serial connection interface
using any terminal emulation software. The following steps describe how to connect using Microsoft®
HyperTerminal. If you are using different software, the steps may vary.

Set Up the Terminal Emulation Console Connection

The following steps describe how to connect using Microsoft® HyperTerminal. If you are using different
software, the steps may vary.

1. Openthe HyperTerminal window by clicking Start > Programs > Accessories> Communications
> Hyper Terminal

Cisco Clean Access Server Installation and Administration Guide
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2. Give any name to the session and click OK:

& Mew Connection

Enter a name and choose an icon for the connection:

Mame:

IEIean Acocess Server Serial Connection

lecon:

i
()8 I Cancel |

3. Inthe Connect using dropdown list, choose the COM port on the workstation to which the serial
cable is connected, generally either com1 or com2 and click OK.

MW Clean Access Server Senial Cormection

Enter details for the phone number that you want to dial:

Country/region: IUnited States of America [1] j

Area code: |1

Phone number: I

Comest using: [EETTERMRGRG——E - |
()8 I Cancel |

4. Configure the Port Settings as follows:
— Bitsper second — 9600
— Databits—s
— Parity —none
— Stop bits—1
— Flow control — none

5. Go to File > Properties, or click the Propertiesicon ( E&') to open the Properties dialog for the
session. Change the Emulation setting to:

— Emulation—vr100
You should now be able to access the command interface for the server. You can now:
« Install the Clean Access Server Software from CD-ROM, page 3-6
- Perform the Initial Configuration, page 3-7

- If you already performed theinitial installation, but need to modify the original settings, you canlog
in as user root and run the service perfigo config command.
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Install the Clean Access Server Software from CD-ROM

A

This section describes how to install the software from the distribution CD-ROM. It is assumed that you
have already connected the server to the network, as described in Set Up the Clean Access Server
Machine, page 3-2 and are working on the server either directly from a console or from terminal
emulation software over a serial connection, as described in Access the CAS Over a Serial Connection,

page 3-4

Caution

The Clean Access Server software is not intended to coexist with other software or data on the target
machine. The installation process formats and partitions the target hard drive, destroying any existing
data or software on the drive. Before starting the installation, make sure that the target computer does
not contain any data or applications that you need to keep.

The entire installation process, including the initial configuration described in Perform the Initial
Configuration, page 3-7 should take about 15 minutes.

Custom Installation

If installing Cisco Clean Access software on a server that requires custom installation, follow the
“Custom Installation” instructions in the Certified Hardware and System Requirements for Cisco Clean
Access (NAC Appliance) first before starting the CD installation:

http://www.cisco.com/en/US/products/ps6128/products _device_support_table09186a008043a8d9.html

CD Installation Steps

1. Insert the distribution CD-ROM that contains the Clean Access Server .iso file into the CD-ROM
drive of the target server machine.

2. Reboot the machine. The installation script starts automatically after the machine restarts:

Welcome to Cisco Clean Access Server!

- To install Clean Access Server, press the <ENTER> key.

- To install Clean Access Server over a serial console, enter serial at the boot
prompt and press the <ENTER> key.
boot:

3. At the“boot:” prompt, either:

— Type“serial” and press enter if you are accessing the target computer from the terminal
emulation console over a serial connection, or

— Pressthe Enter key if you are working directly on the target machine (i.e., the monitor and
keyboard are directly connected to the computer), or

— Type custom if your server hardware requires custom installation. Follow the Custom
Installation instructions first to create the appropriate diskettes before starting CD installation.

4, The Package Installation then executes, and Clean Access Server packages are installed. The
installation takes a few minutes.

5. When finished, the welcome page for the configuration utility appears, and a series of questions
prompt you for the initial server configuration. The next section describes the configuration steps.

Cisco Clean Access Server Installation and Administration Guide
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Perform the Initial Configuration 1l

Note that you can modify the values you enter in the installation script later by running the service
perfigo config command. See Using the Command Line Interface, page 3-12 for details.

Many other settings can also be modified later from the web admin console.

Perform the Initial Configuration

When installing the Clean Access Server from CD-ROM, the Configuration Utility Script automatically
appears after the software packages install to prompt you for the initial server configuration.

Y

Note

If necessary, you can always manually start the Configuration Utility Script as follows:

1.

Over aserial connection or working directly on the server machine, log onto the server as user root
with default password cisco123.

Run the initial configuration script (ssconf) by entering the following command:

service perfigo config

Youcanrunthe service perfigo configcommand to modify the configuration of the server if it cannot
be reached through the web admin console. For further details on CLI commands, see Using the
Command Line Interface, page 3-12.

Configuration Utility Script

1.

The configuration utility script suggests default values for particular parameters. To configure the
installation, either accept the default value or provide a new one, as described bel ow.

After the software isinstalled from the CD and package installation is compl ete, the welcome script
for the configuration utility appears:

Welcome to the Cisco Clean Access Server quick configuration utility.
Note that you need to be root to execute this utility.

The utility will now ask you a series of configuration gquestions.
Please answer them carefully.

The script first asks for settings for the trusted interface (eth0). The trusted interface is the interface
to the protected, backend network.
>>> Configuring the wired (trusted) network interface ethO:

The IP address of the wired interface (ethO) is 192.168.1.1.
Would you like to change it? (y/n)

At the prompt, enter » to accept the default address, or y to specify another. If entering another, type
the address you want to use for the trusted network interface in dotted-decimal format. Confirm the
value when prompted.

Similarly specify the subnet mask of the trusted interface or accept the default of 255.255.255.0. A
network mask identifies the network and host portions of the IP address. The default is
255.255.255.0.

Specify the default gateway address for the trusted interface.
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6. Now specify your preference for VLAN ID passthrough behavior. At the prompt, enter y to enable
VLAN ID passthrough for traffic passing from the trusted network to the untrusted network, or n to
accept the default behavior (in which the ID is stripped).

By default, the VLAN ID isnot passed through, that is, the VLAN identifier is stripped from packet
passed through the CAS, asillustrated in Figure 3-2. The IDs are retained by the Clean Access

Server and attached to response messages passed from the untrusted network back to the trusted
network.

Figure 3-2 VLAN ID Termination
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Figure 3-3 VLAN ID Passthrough
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Note « In most cases, enabling VLAN passthrough is not needed. Only enable passthrough if you are sure
you need it. If you choose not to enable it at thistime, you can change the option later in the console
or usi ng the service perfigo config CLI command.

- Alsonotethat faulty VLAN settings can render the Clean Access Server unreachable from the Clean
Access Manager, so be sure to use care when configuring VLAN settings.

7. At the next prompt enter n to accept the default behavior for VLAN tagging, in which Management
VLAN tagging is not used, or enter v to enable Management VLAN tagging and enter the value of
the identifier to use asthe VLAN ID.

Cisco Clean Access Server Installation and Administration Guide
m. oL-7045-01 |



| Chapter3

Install the Clean Access Server

Perform the Initial Configuration 1l

A Management VLAN identifier isadefault VLAN identifier that is added to a packet if it does not
have its own VLAN identifier or if the identifier was originally stripped by the adjacent interface.
The setting at the prompt applies to traffic passing from the untrusted network to the trusted
network.

Figure 3-4 EthO Egress Packets with Management VLAN ID Tagging
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In most cases, enabling Management VLAN tagging is not needed. You should only enableit if you
aresureit is necessary. If you choose not to enable it at thistime, you can change the option later in
the console or by using the service perfigo config CLI command.

Also notethat faulty VLAN settings can render the Clean A ccess Server unreachable from the Clean
Access Manager, so be sure to use care when configuring VLAN settings.

10.

11.

Next configure the untrusted interface. Thisisthe interface to the untrusted (managed) network. At
the prompt press enter to specify the address of the untrusted interface (ethl) and type the IP address
you want to use for the interface. Unless deploying the Clean Access Server in a bridge (Virtual
gateway) configuration, the trusted and untrusted interfaces must be on separate subnets.

Type the network mask of the IP address of the untrusted interface or confirm the default,
255.255.255.0.

Enter the default gateway address for the untrusted interface:

— If the Clean Access Server will act as a Real-1P gateway or NAT gateway, this should be the P
address of the CAS's untrusted interface ethl).

— If the Clean Access Server will act as a Virtual gateway (i.e., a bridge), this can be the same
default gateway address used for the trusted side.

Now configure the VLAN behavior for traffic passing from the untrusted to the trusted network.
Enter y to enable VLAN ID passthrough for traffic from the untrusted network (by default, VLAN
IDs are stripped from traffic passing through the interface).
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Figure 3-5 VLAN ID Passthrough
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12. At the next prompt, enter y if you want Management VLAN ID tagging for traffic passing from the
trusted to the untrusted network, and specify the ID valueto use. (A Management VLAN ID isadded
to traffic that does not already have aVLAN ID.)

Figure 3-6 Ethl Egress Packets with Management VLAN ID Tagging
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13. Type a host name for the Clean Access Server.

14. Press Enter to specify the IP address of the Domain Name System (DNS) server in your
environment, and type the address at the following prompt:

packet

nim  \g

=5
Y3
i
YL

oye

Please enter the IP address for the name server:

15. Next, specify the time zone settings for the Clean Access Server, as follows:

a. Choose your region from the continents and oceans list. Type the number next to your location

on thelist, such as 2 for the Americas, and press enter. Enter 11 to enter the time zone in Posix
TZ format, such asast-10.

b. The next list shows the countries for the chosen region. Select your country from the country
list, such as 45 for the United States, and press enter.

c. If the country contains more than one time zone, the time zones for the country appear. Choose
the appropriate time zone from the list and press enter.

d. Choose the appropriate time zone from the list and press enter.

e. Confirmyour choices or cancel your choices and start over, by entering 1 to confirm or 2 to start
over.

f. Confirm the current date and time at the next prompt by pressing enter, or provide the correct
date and time in the format shown.

Confirm the values when prompted.
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17.

Perform the Initial Configuration 1l

Press enter to generate atemporary SSL certificate. The certificate secures the login exchange
between the Clean Access Server and untrusted (managed) clients. Configure the certificate as
follows:

a. Atthefollowing prompt, type the | P address or domain name for which you want the certificate
to be issued.

Enter fully qualified domain name or IP:
b. For the organization unit name, enter the group within your organization that is responsible for
the certificate (for example, 1T Or engineering).

c. For the organization name, type the name of your organization or company for which you would
like to receive the certificate, and press enter.

d. Type the name of the city or county in which your organization is legally located, and press
enter.

e. Enter the two-character state code in which the organization is located, such as CA or NY, and
press enter.

f. Type the two-letter country code and press enter.

g. A list of the values you entered appears. Press enter to accept the values or ~ to restart.
When you confirm your values, the certificate is generated and the Clean Access Server database is
initialized.
The Clean Access Manager and Clean Access Serversin a deployment authenticate each other

through a shared secret. The shared secret serves as an internal password for the deployment. Type
a shared secret at the prompt.

Caution

The shared secret must be the same for the Clean Access Manager and all Clean Access Serversin the
deployment. If they have different shared secrets, they cannot communicate.

18.

19.

Now configure passwords for the CAS. There are three passwords to set: the first two are for user
accounts on the operating system (SSH users), and the third is for the Clean Access Server direct
access web console. The Clean Access Server web console gives you direct access to limited Clean
Access Server-specific settings, and is primarily used to set up High Availability. The specific
passwords to set are as follows:

a. Thefirst password isfor the root user of theinstalled Linux operating system. You can usethis
account when accessing the CAS over a serial connection.

b. Next, type the password for the aamin user of the installed Linux operating system.

c. Thethird password is for the web user aamin t0 access the web console of the Clean Access
Server. Note that adamin Web user account is different than the aamin Linux OS user account.

If installing from the CD-ROM, press the Enter key to reboot the CAS. If running the service
perfigo config configuration utility, run the following command to reboot the server:

service perfigo reboot

Theinitial configuration is now complete. Once the Clean Access Manager isalso installed and initially
configured, you can use the CAM web administration console to add the CAS to the CAM as described
in Chapter 4, “Clean Access Server Managed Domain.”
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Using the Command Line Interface

The Clean Access Manager web admin console allows you to perform most of the tasks required for
administering Cisco Clean Access deployment. However, in some cases you may need to access the
Clean Access Server configuration directly, for example if the web admin console is unavailable due to
incorrect network or VLAN settings. You can use the Cisco Clean Access command lineinterface (CLI)
to set basic operational parameters directly on the CAS.

To run the CLI commands, access the CAS using SSH and log in as user root (default password is
cisco123) If already serially connected to the server, you can run CLI commands from the terminal
emulation console after logging in as root (See Access the CAS Over a Serial Connection, page 3-4).
Theformat service perfigo <commands iSused to enter acommand from the command line. Table 3-1
lists the commonly used Cisco Clean Access CLI commands.

Table 3-1 CLI Commands
Command Description
service perfigo start Starts up the server. If the server is already running, a warning message

appears. The server must be stopped for this command to be used.

service perfigo stop Shuts down the Cisco Clean Access service.

service perfigo restart |Shutsdown the Cisco Clean Access service and startsit up again. Thisis
used when the service is already running and you want to restart it.

Note service perfigo restart Should not be used to test high
availability (failover). Instead, Cisco recommends “ shutdown” or
“reboot” on the machine to test failover, or, if aCLI command is
preferred, service perfigo stop aNd service perfigo start

service perfigo reboot Shuts down and reboots the machine. You can also use the Linux reboot
command.

service perfigo config |Startsthe configuration script to modify the server configuration. After
completing service perfigo config, YOU must reboot the server. For
instructions on using the script, see Perform the Initial Configuration,
page 3-7

service perfigo time Use to modify the time zone settings.

Cisco Clean Access Server Installation and Administration Guide
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CAM/CAS Connectivity Across a Firewall

The Clean Access Manager uses RMI for parts of its communication with the Clean Access Server,
which means it uses dynamically allocated ports for this purpose. For customer deployments that have
firewalls between the CAS and the CAM, Cisco recommends setting up rules in the firewall that allow
communication between the CAS and CAM machines, that is, arule that allows traffic originating from
the CAM destined to the CAS (and vice versa).

For release 3.5(x), TCP ports 80, 443, 1099, and 32768~61000 (usually 32768~32999 are sufficient) are
required.

Configuring the CAS Behind a NAT Firewall

If deploying the Clean Access Server behind afirewall (thereisaNAT router between CAS and CAM),
you will need to perform the following steps to make the CAS accessible:

1.

o M~ DN

© © N o

Connect to the CAS by SSH or use a serial console. Log in as root user.
Change directoriesto /perfigo/agent/bin/.

Edit thefile startagent.

Locate the sava_opts variable definition in the file.

Add -pjava.rmi.server.hostname=<caserverl hostname> tO the variable, replacing
caserverl_hostname With the host name of the server you are modifying. For example:

JAVA OPTS="-server
-Djava.util.logging.config.file=/perfigo/agent/conf/logging.properties
-Dperfigo.jmx.context= ${PERFIGO SECRET} -Xms40m -Xmx40m -Xincgc
-Djava.rmi.server.hostname=caserverl"

Restart the CAS by entering the service perfigo restart command.

Repeat the preceding steps for each Clean Access Server in your deployment.

Connect to the Clean Access Manager by SSH or using a serial console. Login as root.
Change directoriesto /etc/.

Edit the hosts file by appending the following line:

<public_ IP address> <caserverl hostname> <caserver2 hostname>
where:

— <public_IP address™> — The address that is accessible outside the firewall.

— <caservern_hostname> — The host name of each Clean Access Server behind the firewall.

The CA Ses should now be addressabl e behind the firewall.
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Troubleshooting the Installation

N

Note  For further troubleshooti ng information, see also the latest version of the Release Notes for Cisco Clean
Access at http://www.cisco.com/en/US/products/ps6128/prod_release_notes_list.html.

Network Interface Card (NIC) Driver Not Supported

Typically, the installation program automatically detects NIC cards on the target machine and loads the
appropriate drivers. However, on certain machines, the cards may not be detected properly and the
drivers need to be loaded manually. The following shows how to load drivers for several types of cards.

To manually load the driver:

1
2.
3.

Connect to the Clean Access Server by SSH.
Edit thefile /etc/modules.cont.
Insert the following lines in the file for Broadcom 5700-based NICs:

alias eth0O bcm5700
alias ethl bcm5700

For Intel €1000-based cards, the following lines would be used instead:

alias ethO e1000
alias ethl e1000

The network card's operating parameters, such as speed and duplex, may also need to be specified
in the configuration file. To configure the Intel gigabit cards (ethO and ethl) mentioned above for
100Mbps full duplex, for example, add the following line to the file /etc/modules. conf:

options el000 Speed=100,100 Duplex=2,2

Save and close the files, and reboot the CAS using:

# service perfigo reboot

Resetting the Clean Access Server Configuration

If incorrect network, shared secret, or VLAN settings have rendered the Clean Access Server
unreachable from the Clean Access Manager, you can reset the Clean Access Server’s configuration.
Note that resetting the configuration restores the Clean Access Server configuration to itsinstall state.
Any configuration settings made since installation will be lost.

To reset the configuration:

1.
2.

Connect to the Clean Access Server by SSH.
Delete the env file:

# rm /perfigo/access/bin/env

Then reboot using:

# service perfigo reboot

You can now add the CAS to the CAM. See Chapter 4, “Clean Access Server Managed Domain.”
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Overview

CHAPTER I

Clean Access Server Managed Domain

This chapter describes how to set up the Clean Access Server’s managed domain. Topics include:
- Overview, page 4-1
» Addthe CAStothe CAM, page 4-2
» Navigating the CAS Management Pages, page 4-6
« Network IP Settings for the CAS, page 4-7
» Configuring Managed Subnets or Static Routes, page 4-12
« Understanding VLAN Settings, page 4-18
« VLAN Mapping in Virtual Gateway Modes, page 4-20
» Local Device and Subnet Filtering, page 4-23
» Configure 1:1 Network Address Translation (NAT), page 4-26
« Configure ARP Entries, page 4-28
» Configure Proxy Ports, page 4-29

After installing the Clean Access Server, it needs to be added to the Clean Access Manager’s domain.

You can then configure the Clean Access Server’'s managed (untrusted) network.

Configuring the Clean Access Server managed network involves setting up passthrough policies,

specifying managed subnets (subnets you want to manage that are not within the address space specified

at the untrusted network interface), setting up static routes, along with other tasks described here.
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Add the CAS to the CAM

This section describes the following topics:
Add New Server, page 4-2

IP Addressing Considerations, page 4-4
Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4
List of Clean Access Servers, page 4-5

Troubleshooting, page 4-5

The Clean Access Server gets many of its runtime parameters from the Clean Access Manager, and
cannot operate unlessit is added to the domain of a Clean Access Manager. Onceit isadded to the Clean
Access Manager, the Clean Access Server can be configured and monitored through the admin console.

Add New Server

1.

2.

Open aweb browser and type the I P address of the CAM asthe URL to access the CAM web admin

console.

Go to the Device Management module and click CCA Servers.

|- Roaming

[- Clean access

3.

Figure 4-1
|

-

Click the New Server tab to add anew CAS.

New Server

Device Management > Clean Access Servers
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Server Type

Out-of-Band Yirual Gateway j

Yirual Gatewsay
FealP Gatewsay
MAT Gatews:
[ Out-o-Biand irual Gateweay
Out-of-Band ReaHP Gateway
Outof-Band NAT Gatewsa:

’_ ’_ E |4 tnternet

4

The Server Type dropdown menu determines whether the Clean Access Server operates as a bridge
or a gateway. For in-band operation, choose one of the following CAS operating modes as

appropriate for your environment:
— Virtual Gateway —CAS acts as a bridge between the untrusted network and an existing

gateway

] Cisco Clean Access Server Installation and Administration Guide
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Note .

For Virtual Gateway (In-Band or OOB), it isrecommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM viathe web console.

For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers>Manage[CAS | P] >Advanced > VLAN Mapping.
See Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4.

~

Note

5.

— Real-IP Gateway — CAS acts as a gateway for the untrusted network
— NAT Gateway — CAS acts as a gateway and performs NAT services for the untrusted network

NAT Gateway mode is primarily intended to facilitate testing, as it requires the least amount of
network configuration and is easy to initially set up. However, because NAT Gateway islimited
in the number of connectionsit can handle, NAT Gateway mode (in-band or out-of-band) isNOT
recommended for production deployment. In release 3.5(x), ports 49152~65535 are used for
NAT Gateway mode, supporting a maximum of 16,384 simultaneous connections.

The Out-of-Band Server Types appear in the dropdown menu when you apply an OOB-enabled
license to a Clean Access deployment. For OOB, the CAS operates as a Virtual, Real-IP, or NAT
Gateway while client traffic isin-band (in the Clean Access network) during authentication and
certification. Once clients are authenticated and certified, they are considered “out-of-band” (no
longer passing through the Clean Access network) and allowed directly onto the trusted network.
Choose one of the following operating modes for the CAS:

— Out-of-Band Virtual Gateway — CAS acts a Virtual Gateway while traffic isin-band for
authentication and certification.

— Out-of-Band Real-1P Gateway — CASis a Real-IP Gateway while traffic is in-band for
authentication and certification.

— Out-of-Band NAT Gateway — CASisaNAT Gateway while traffic isin-band for
authentication and certification.

~

Note  NAT Gateway (in-band or out-of-band) is not recommended for production deployment.

Note that the CAM can control both in-band and out-of-band Clean Access Serversin its domain.
However, the CAS itself must be either in-band or out-of-band.

For details on in-band operating modes, see Clean Access Server Operating Modes, page 2-1. For
details on OOB operating modes, see “ Switch Management and Cisco Clean Access Out-of-Band
(OOB)” in the Cisco Clean Access Manager Installation and Administration Guide.

Click Add Clean Access Server. The Clean Access Manager looks for the CAS on the network, and
adds it toitslist of managed Clean Access Servers.

| oL-7045-01
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IP Addressing Considerations

Note the following:

» eth0 and ethl generally correlate to the first two network cards—NIC 1 and NIC 2—on most types
of server hardware.

« If using DHCP relay, make sure the DHCP server has a route back to the managed subnets.
Real-IP:
» Thetrusted (ethO) and untrusted (ethl) interfaces of the CAS must be on different subnets.

» OntheL3router inyour network, you must add a static route for the managed subnets to the trusted
interface (eth0) of the CAS.

NAT Gateway M ode:

» Thetrusted (ethO) and untrusted (ethl) interfaces of the CAS must be on different subnets.
Virtual Gateway M ode;

« The CASand CAM must be on different subnets.

» Thetrusted (ethO) and untrusted interfaces (ethl) of the CAS can have the same IP address.

« All end devices in the bridged subnet must be on the untrusted side of the CAS.

« The CAS should be configured for DHCP forwarding.

» Make sure to configure managed subnets for the CAS.

» The CAS needs to have an |P address on each managed subnet.

- Traffic from clients must pass through the CAS before hitting the gateway.
When the CAS is an Out-of-Band Virtual Gateway, the following also applies:

» The CASinterfaces must be on a separate VLAN from the CAM.

« The CAS should be on a different VLAN than the user or Access VLANS.

Note « For Virtual Gateway (In-Band or OOB), it is recommended to connect the untrusted interface (ethl)
of the CAS to the switch only after the CAS has been added to the CAM viathe web console.

« For Virtual Gateway with VLAN mapping (In-Band or OOB), the untrusted interface (ethl) of the
CAS should not be connected to the switch until VLAN mapping has been configured correctly
under Device Management > CCA Servers>Manage[CAS | P] >Advanced > VLAN Mapping.
See Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments), page 4-4.

Additional Notes for Virtual Gateway with VLAN Mapping (L2 Deployments)

1. There should be a management VLAN setting on the CAS I P page (and in your network
configuration) to allow communication to the CAS's trusted and untrusted 1P addresses.

2. TheNative VLAN ID on the switch portsto which CAS ethO and ethl are connected should ideally
be two otherwise unused VLAN IDs (e.g. 999, 998). Choose any two VLAN IDS from arange that
you are not using anywhere on your network.

Cisco Clean Access Server Installation and Administration Guide
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3. Do not connect eth1(untrusted interface) of the CAS until after you have configured and enabled
VLAN Mapping entries in the CAS (under Device Management > CCA Servers> Manage

[CAS_IP] > Advanced > VLAN Mapping). See Configure VLAN Mapping for Out-of-Band, page
4-21 for detailed steps.

Caution

To avoid switch errors, make sureto correctly set VLAN Mapping in the CAS before connecting the ethl
interface of the CAS. Failure to do so could cause spanning tree loops and shut down the switch.

List of Clean Access Servers

Once you add the CAS to the Clean Access Manager, the CAS appears in the List of Servers tab.

Figure 4-2 List of Servers

Device Management = .
Device Management > Clean Access Servers o)l

- CCA Servers

[- Filters

|- Roaming

List of Servers New Server

[- Clean access

Switch Management
[“Frofies 1P Address | Type [ Location | Status [Manage|Disconnect{Reboot] Delete |
[~ Devices 10.201.240.12 Out-of-Band Real-IP oo oo connected & & o X
Gateway
User Management 10.201.240.10 MAT Gateway caserverld Connected ﬁ Q@ ) x
- User Roles
[- nuth Servere hd
[& |—§|Q Internet v

Each Clean Access Server entry lists the | P address, server type, location, and connection status of the
CAS. In addition, four management control icons are displayed: Manage ( s'), Disconnect (), Reboot

(¥3), and Delete ( % ). You access the management pages of a Clean Access Server by clicking the
M anage icon next to the CAS.

Troubleshooting

If the Clean Access Manager cannot add the Clean Access Server to its managed List of Servers:

- Make surethe CASis pingable. If not, the network settings may be incorrect. Reset them using the
service perfigo config CLI command. See Using the Command Line Interface, page 3-12.

- |If the CASis pingable but cannot be added to the CAM:
« Go to the command line of the CAS and enter:

ifconfig ethl down

» Wait 2 minutes, then add the CAS again from the CAM web console.
» When the CASis successfully added, go to the command line of the CAS and enter:

ifconfig ethl up

« The CAM and CAS must have the same shared secret. If thisis the problem, reset the shared secret
with service perfigo config.

- InVirtual Gateway mode, ensure that the CAM and CAS are on different subnets.

OL-7045-01
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For further details on disconnecting, rebooting or deleting a Clean Access Server see “Working with
Clean Access Servers’ in the Cisco Clean Access Manager Installation and Administration Guide.

Navigating the CAS Management Pages

When you click the Manageicon for a Clean Access Server inthe List of Serverstab, the Clean Access
Server management pages appear with a default view of the CAS Status tab, as shown in Figure 4-3.

Figure 4-3 Clean Access Servers Management Pages

Device Management .
Device Management > Clean Access Servers > 10.201.240.12
- Filters

e

- Roaming

Status Network Filter Advanced QAuthentication

- Clean Access

- Profiles
|- Devices _ Modue | Status |
IF Filter Started
DHCP Server Started
= User Rels DHCP Relay Stopped
|' Buii SSRICE IPSec Server Started
- Local Users 802 1% Filter Stopped
Transparent Windows Login Stopped
- Sumnrmmary
& rena T T [ terarnar )

The Status tab lists the status of the modules in the Clean Access Server. The other tabs in the Clean
Access Server management pages are:

- Network — Interface settings for the CAS, such as |P address and VLAN settings, and the operating
mode of the CAS. Also, DHCP configuration for managed subnets, SSL certificate, and
| PSec/L2TP/PPTP settings.

» Filter —Local device and subnet access policies, traffic control policies (role policies), bandwidth,
and local Cisco Clean Access settings.

» Advanced — Routing settings, such as ARP and static routes, 1:1 NAT, and managed (untrusted
network) subnets.

« Authentication — Add VPN concentrators, enable Transparent Windows Login, local login page.

« Misc— Administration settings, such as software update control and system time. Local scheduling
and Windows login configuration settings.

Within each tab, click the submenu links to access individual configuration forms.

Device Management > Clean Access Servers > 10.201.240.10 2

Status
P -

Network
DHCP - DNS -

Filter
Certs - IPSec -

Advanced
L2TP -

Authentication

PPTP - PPP
t t submenu

links
Clean Access Server Type: |NAT Gateway |
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Network IP Settings for the CAS

This section describes the following:
« |P Form, page 4-7
» Change Clean Access Server Type, page 4-9
» Enable L3 Support for Clean Access Agent, page 4-10

IP Form

The I P forminthe Network tab (Figure 4-4) contains the general network settings for the Clean Access
Server. Most settings in the page are provided for at installation time, and can also be set using the
service perfigo config configuration utility. The IP form allows you to change or view the network
settings after the initial installation. The form includes the following settings:

« Clean Access Server Type (operating mode):
— In-Band: Virtual Gateway, Real-1P Gateway, or NAT Gateway

— OOB: Out-of-Band Virtual Gateway, Out-of-Band Real-1P Gateway, Out-of-Band NAT
Gateway

Enable L3 support for Clean Access Agent: When using multi-hop L3 In-Band deployment
(3.5.3+), this setting allows you to enable/disable L3 discovery of the CAS by the Clean Access
Agent at the CAS level. See Enable L3 Support for Clean Access Agent, page 4-10 for details.

N

Note  Web login (3.5.3+) always worksin L2 or L3 mode, and L 3 capability cannot be disabled.

Trusted Interface/Untrusted | nterface settings: The untrusted interface connects the CAS to the
managed network, while the trusted interface connects the CAS to the trusted backend network.

« VLAN settings: General settings for how the CAS handles VLAN traffic on its interfaces.

Figure 4-4 Network Tab IP Form

|
~

Device Management > Clean Access Servers > 10.140.10.2

@

Status
IP - DHCP -

Network
DNS - Certs -

Filter
IPSec - L2TP -

Advanced
PPTP - PPP

Authentication

Clean Access Server Type: | Vitual Gateway v

Enable L3 support for Clean Access Agent

Trusted Interface (to protected netwaork) Untrusted Interface (toc managed netwaork)

IP Address 10140002 IP Address

10.140.10.2
Subnet Mask 255.265.255.0 Subnet Mask 255.265.255.0
Default Gateway 10140101 Default Gateway 10140101
[ set management WLAN ID: [ set management WLAN ID:

[ Pass through WLAN ID to managed network [ Pass through WLAN ID to protected netwaork

[Make sure the Clean Access Server is on WLAN » before you set its management WLAN I to &)

!

B & e alinkeanak
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» Tomodify anetwork setting in the [P form, type anew value or choose the desired options and click
Update. Table 4-1 details the controls on the form.

- After the Update, click Reboot for the changes to take effect. This restarts the CAS with the new

settings.
Table 4-1

IP Form

Control

Description

Clean Access Server
Type

The operating mode of the Clean Access Server:
» Virtual Gateway — CAS operates as a bridge with an 1P filter.
- Real IP Gateway — CAS operates as a gateway.

» NAT Gateway — CAS operates as a gateway and performs Network
Address Translation (NAT). This generally involves using the DHCP
module to allocate private addresses.

- Out-of-Band Virtual Gateway — CAS operates as a bridge while the
client isin-band.

- Out-of-Band Real-1P Gateway — CAS operates as a gateway while the
client isin-band.

« Out-of-Band NAT Gateway — CAS operates as a NAT gateway while the
client isin-band.

Enable L3 support
for Clean Access
Agent

To enable L3 deployments, click this option, then perform an Update and
Reboot.

Note If using L2 deployment only, make sure this option is not checked.

IP Address

The IP address for the trusted and untrusted interface.

Subnet M ask

The subnet mask indicating the network and host portion of the address.

Default Gateway

The address of the default gateway.
Real-1 P Gateway:

- For the Trusted interface, thisis the address of the default gateway on the
trusted network, such as a network central router address.

» For the Untrusted interface, the default gateway isthe address of the Clean
Access Server’s untrusted interface.

Virtual Gateway: The default gateway is the address of the existing gateway
on the trusted network side of the Clean Access Server.

Set management
VLAN ID

The VLAN identifier added to packets that originate from the CAS. Set at the
untrusted interface to have the VLAN 1D added to packets directed to clients,
or at the trusted interface to have the VLAN ID added to packets destined for
the trusted network.

Passthrough VLAN
ID to managed
network

If selected, VLAN identifiersin the packets are passed through the interface
unmodified.

] Cisco Clean Access Server Installation and Administration Guide
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Change Clean Access Server Type

When you add the CAS to the Clean Access Manager, you specify its operating mode: In-Band or
Out-of-Band Real-1P, NAT, or Virtual Gateway. This section describes how to change the Server Type of
the CAS after it has been added to the CAM as a different operating mode.

S

Note  You must have an OOB-enabled license to change the CAS from In-Band to Out-of-Band mode.

Switching Between NAT and Real-IP Gateway Modes

To switch between NAT and Real |P Gateway modes, simply make the necessary configuration changes
within the CAM admin console (for example, choose the type in the IP form, configure NAT behavior
and DHCP properties, and so on).

Switching Between Virtual Gateway and NAT/ Real-IP Gateway Modes

To switch between Virtual and Real IP/NAT Gateway modes, you will need to change the topology of
the network to reflect the modification. You must also modify the routing table on the upstream router
to reflect the change. For more information on possible topology changes that are required, see
Chapter 2, “Planning Your Deployment.” The general steps for switching between these types are:

1. Delete the CAS from the list of managed Clean Access Serversin the CAM.
2. Modify the network topology as appropriate. Change the cable connections to the CAS, if needed.

3. Accessthe CASvia SSH console and executethe service perfigo config Utility to changethe IP
address of the CAS (see Perform the Initial Configuration, page 3-7). You must change the ethl |P
address of the CAS.

4, Ping the CAS from the CAM’s subnet to make sure that the topology is correctly changed.
5. Addthe CASinthe CAM admin console.

6. Add or re-add managed subnets with the address that the CAS will represent. The managed subnet
entries must specify the CAS as the default gateway for each of the managed subnets.

7. Add static routes in the upstream router for the subnets managed by the CAS.

8. Change the CAS configuration on the CAM from the Device Management > CCA Servers >
Manage [CAS | P]> Network page, and Update and Reboot the CAS.

9. Set up the CAS as either a DHCP server or relay.
10. Update relevant configuration settings such as certificates.

11. If changing to an Out-of-Band Real-1P Gateway, make sure to enable Port Bouncing (Switch
Management > Profiles > Port | “Bounce the port after VLAN is changed”) to help Real-I1P or
NAT gateway clients get a new |P address after successful authentication and certification.

Cisco Clean Access Server Installation and Administration Guide
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Enable L3 Support for Clean Access Agent

Note

Note

Note

Release 3.5(3) and above of Cisco Clean Access provides support for multi-hop L3 in-band
deployments. With release 3.5(5) and above, the administrator has the option of enabling or disabling
the L3 feature at the CAS level. L3 capability will be disabled by default after upgrade or new install of
3.5(5), and enabling L3 support requires an update and reboot of the Clean Access Server.

With release 3.5(3) and 3.5(4), support for multi-hop L3 in-band is enabled by default.

To Enable L3 Capability:

1.

Go Device Management > CCA Servers> Manage [CAS | P] > Network and click the checkbox
for “Enable L3 support for Clean Access Agent” (see Figure 4-4 on page 4-7).

Click Update.
Click Reboot.

The Discovery Host field (under Device M anagement > Clean Access > Clean Access Agent >
Distribution) automatically populates with the IP address of the CAM by default after new install
or upgrade to 3.5(5).

For releases prior to 3.5(7), the Discovery Host field is called “CAS Discovery Host.”

To Disable L3 Capability:
To disable L3 discovery of the Clean Access Server at the CAS level for all Clean Access Agents:

1.

Go Device Management > CCA Servers> Manage[CAS | P] > Networ k and uncheck the option
for “Enable L3 support for Clean Access Agent” (see Figure 4-4 on page 4-7).

Click Update.
Click Reboot.

To disable L3 discovery for releases prior to 3.5(5), the “CAS Discovery Host” field should be set to
either 127.0.0.1 or to a hostname/I P in your network that is behind the CAS (on the trusted side).

Cisco Clean Access Server Installation and Administration Guide
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VPN/L3 Access for Clean Access Agent

Note

Releases 3.5(3) and above of the CAM/CAS/Agent introduce support for in-band multi-hop L3
deployment. VPN/L 3 access from the Clean Access Agent is only supported with the 3.5.3+ Agent.

Starting with release 3.5(3)+ of the CAM/CAS/Agent, the Agent will:
1. Check the client network for the Clean Access Server (L2 deployments), and if not found,

2. Attempt to discover the CAS by sending discovery packets to the CAM. This causes the discovery
packets to go through the CAS even if the CAS is multiple hops away (multi-hop deployment) so
that the CAS will intercept these packets and respond to the Agent.

In order for clients to discover the CAS when they are one or more L3 hops away, clients must initially
download the 3.5.3+ Agent from the CAS (via download web page or auto-upgrade). Either method
allows the Agent to acquire the | P address of the CAM in order to send traffic to the CAM/CAS over the
L3 network. Once installed in this way, the Agent can be used for both L3/VPN concentrator
deployments or regular L2 deployments.

Acquiring and installing the 3.5.3+ Agent on the client by means other than direct download from the
CAS (e.g. from Cisco Downloads) will not provide the necessary CAM information to the Agent and
will not allow those Agent installations to operate in a multi-hop Layer 3 deployment.

To support VPN/L3 Access, you must:
- Berunning 3.5(3) or above CAM/CAS/Agent.

» For 3.5(5) or above CAM/CAS, you must check the option for “ Enable L 3 Support for Clean Access
Agent” and perform an Update and Reboot under Device M anagement > CCA Servers> Manage
[CAS_IP] > Network > |P.

A
Note  3.5.5+ Agentsonly support multi-hop L3 operation with 3.5(5)+ CAM/CAS. L3 discovery will
not work with older CAM/CAS versions.

« Theremust beavalid Discovery Host under Device Management > Clean Access > Clean Access
Agent > Distribution (set by default to the trusted | P address of the CAM).

« Clients must initially download the 3.5.3+ Agent from the CAS, in one of two ways:
— “Download Clean Access Agent” web page (i.e. viaweb login)

— Auto-Upgrade to 3.5.3 or above Agent. You must be running 3.5(3) or above CAM/CAS, and
clients must have 3.5.1 or above Agent already installed.

» SSOisonly supported when integrating Cisco Clean Access with Cisco VPN Concentrators.

Uninstalling a 3.5.3+ Agent while still on the VPN connection does not terminate the connection.

- For VPN-concentrator SSO deployments, if the 3.5.3+ Agent is not downloaded from the CAS and
is instead downloaded by other methods (e.g. Cisco Downloads), the Agent will not be able to get
the runtime | P information of the CAM and will not pop up automatically nor scan the client.

3. Ifa3.5.00r prior version of the Agent isalready installed, or if the 3.5.3+ Agent isinstalled through
non-CA S means (e.g. Cisco Downloads), you must perform web login to download the 3.5.3+ Agent
setup files from the CAS directly and reinstall the Agent to get the L3 capability.
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Configuring Managed Subnets or Static Routes

This section describes the following:
- Overview, page 4-12
» Configure Managed Subnets for L2 Deployments, page 4-14
- Configure Static Routes for L3 Deployments, page 4-16

Overview

For all CAS modesin L2 deployment (Real-IP/NAT/Virtual Gateway) when configuring additional
subnets, you must configure Managed Subnetsin the CAS so that the CAS can send ARP queries with
appropriate VLAN IDs for client machines on the untrusted interface.

For all CAS modes in L3 deployments, only Static Routes should be configured in the CAS, and
managed subnets should be removed if previously configured. See Configure Static Routes for L3
Deployments, page 4-16 for details.

Note  Inthe case of a multi-hop L3 deployment where the VPN concentrator performs Proxy ARP for client
machines, managed subnets can be used instead of static routes and should be created in the CAS.

Table 4-2 summarizesthe steps required for each deployment. Forms mentioned below are located in the
CAS management pages under Device Management > CCA Servers> Manage [CAS_|P].

Table 4-2 Guidelines for Adding Managed Subnets vs. Static Routes

Layer 2—In-Band or Out-of-Band Layer 3 (Multi-Hop) —In-Band Only

(CAS has L2 proximity to users) (e.g. CAS is behind VPN Concentrator or Router or L3 Switch)
For Real-IP and NAT Gateways: For Real-IP and NAT Gateways:
If the router below the CAS  |If the router below the CAS does NOT perform proxy ARP:
performs proxy ARP:
Add a managed subnet under Always add a managed 1. Alwaysadd static routesfor the subnets on the untrusted
Advanced > Managed Subnet to  ||subnet under Advanced side under Advanced > Static Routes. For example:
assign the gateway | P address of the ||> Managed Subnet Network Mask  Interface Gateway
subnet to the CAS. For example, for 10.10.10.0 /24 ethl 10.10.10.1
managed subnet: 10.10.20.0 /24 ethl 10.10.20.1
10.10.10.1/255.255.255.0 vian x Note /24 subnet mask = 255.255.255.0
The CASisthegateway (10.10.10.1) )
for this VL AN/subnet 2. Specify an ARP entry for the gateway |P that the CAS
needs to hold under Advanced > ARP. For example:
10.10.10.0 255.255.255.255 ethl
See Figure 4-5 on page 4-13.

Cisco Clean Access Server Installation and Administration Guide
m. oL-7045-01 |



| Chapter4 Clean Access Server Managed Domain

Configuring Managed Subnets or Static Routes Il

Table 4-2 Guidelines for Adding Managed Subnets vs. Static Routes

Layer 2—In-Band or Out-of-Band
(CAS has L2 proximity to users)

Layer 3 (Multi-Hop) —In-Band Only
(e.g. CAS is behind VPN Concentrator or Router or L3 Switch)

For Virtual Gateways:

For Virtual Gateways:

If the router below the CAS  |If the router below the CAS does NOT perform proxy ARP:
performs proxy ARP:

Add a managed subnet under
Advanced > Managed Subnet to
assign an | P addressthat is otherwise
unused on the subnet to the CAS. For
example, for managed subnet:

10.10.10.2/255.255.255.0 vlan x

The CASis not the gateway, but
owns the 10.10.10.2 address for this
VLAN/subnet.

Always add a managed 1. Add static route for the subnets on the untrusted side
subnet under Advanced under Advanced > Static Routes. For example:
> Managed Subnet

Network Mask Interface Gateway
10.10.10.0 /24 ethl 10.10.10.1

Note  When deploying the CASin L3 VGW mode, the
gateway is not optional and you must specify the
gateway for the static route.

~

Note  In general, when the CASisin Virtual Gateway mode for Layer 2 or Layer 3, you cannot ping the
gateways of the subnets being handled by the CAS. This should not affect the connectivity of the users
on these subnets.

Figure 4-5

Configuring Static Routes for CAS in L3 Real-IP Gateway Deployment

Rest of the

Clean Access -'

10.10.10.0/24

Server — —]
eth1 | 10.10.0.1/255.255.0.0

L3 switch

10.10.10.1
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Configure Managed Subnets for L2 Deployments

Note

When the Clean Access Server isfirst added to the Clean Access Manager, the untrusted |P address
provided for the CAS is automatically assigned a VLAN ID of -1 to denote a Main Subnet. By default,
the untrusted network the Clean Access Server initially manages is the Main Subnet.

You can configure the CAS to manage additional subnets by adding them under Device M anagement >
CCA Servers> Manage [CAS_IP] > Advanced > Managed Subnet. In this case, the Clean Access
Server acts as the virtual default gateway for the managed subnets, and puts a virtual IP for the added
managed subnet on the untrusted interface.

If the Clean Access Server is a Real-IP Gateway, you will need to add a static route on the upstream
router to send traffic to the CAS. For example, for managed subnet 10.0.0.0/24, you will need to add
static route 10.0.0.0/255.255.0.0 gateway <CAS _trusted_| P> to the upstream router.

To modify the Main Subnet of the CAS, go to Device Management > CCA Servers> Manage
[CAS IP] > Network > IP. To changethe VLAN ID of the Main Subnet, enter it in the Set management
VLAN ID field in the Untrusted I nter face side of the form. If modifying the IP Address, Subnet Mask,
Default Gateway, or management VLAN ID for the untrusted interface of the CAS, you must click
Update then Reboot for the new settings to take effect on the CAS and on the network.

When you create a managed subnet, an ARP entry is automatically generated for the gateway of the
subnet. Therefore, to manage asubnet of 10.1.1.0/255.255.255.0, configure the managed subnet with the
following values:

» [P Address: 10.1.1.1 (if 10.1.1.1 is the desired default gateway)
e Subnet Mask: 255.255.255.0

An ARP entry is automatically generated for the 10.1.1.1 address, the presumed gateway. However, if
using a non-standard gateway address (such as 10.1.1.213 for the 10.1.1.0/255.255.255.0 subnet), you
will need to create the managed subnet as 10.1.1.213/255.255.255.0.

Adding Managed Subnets

1. Goto Device Management > CCA Servers > Manage [CAS_|P] > Advanced > Managed
Subnet.

2. InthelP Addressfield, type the | P address of the gateway for the subnet. As mentioned, this should
be the address assigned to the CA S to route the subnet, not the network address, which is calculated
by applying the subnet mask to the gateway address.

3. Typethe mask for the network address in the Subnet M ask field. The CAM calculates the network
address by applying the subnet mask to the gateway addressin the IP Addressfield.
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Figure 4-6 Managed Subnet
- Device Management > Clean Access Servers > 10.201.240.10 )] a
Status Network Filter Advanced QAuthentication Misc
Managed Subnet - YLAN Mapping - 1:1 NAT - Static Routes - ARP - Proxy
IP Address |1D.1D.30.1
Subnet Mask |255.255.255.D
WLAN ID ISD (-1 for non-WLAN]
Description |VLAN 30 managed subnet
| Add Managed Subnet I
-
> 1650, Main Subnet _—
10.10.30.1 / 255.255.255.0 WLAM 30 managed subnet 30 | |
z E
T e T T e e = T e B = T =
4. 1f aVLAN ID is associated with this subnet, typeit inthe VLAN ID field. Use -1 if the subnet is
not on aVLAN.
S
Note  The VLAN column for the main subnet displays the ethl Management VLAN of the CAS (if
available) or “-1" if no ethl Management VLAN is set for the CAS.
5. Click Add Managed Subnet to save the subnet.
If you need to provide an ARP entry for the managed subnet other than the one created by default, use
the instructionsin Add ARP Entry, page 4-28. For the entry, use the gateway address for the subnet and
set the Link value to Untrusted (ethl).
Cisco Clean Access Server Installation and Administration Guide
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Configure Static Routes for L3 Deployments

Note

L 3 deployments (and some VPN concentrators deployments) should not use Managed Subnets and
should only use Static Routes to tell the CAS how route packets. The Static Route form (Figure 4-9)
lets you set up routing rules in the Clean Access Server. Static Routes have the form:

Network / subnet mask / send packets to interface (trusted or untrusted) / Gateway | P address (optional)

Any packet that comesinto the CASis evaluated based on static routes, then routed appropriately to the
router. When the CAS receives a packet, it looks through its static route table, finds the most specific
match, and if that route has a gateway specified, the CAS sends packets through that gateway. If no
gateway is specified, then the CAS puts packets on the interface specified for the route (ethO or ethl).

If converting from L2 to L3 deployment, remove managed subnets and add static routes instead.

Figure 4-7 illustrates a Layer 3 deployment scenario that requires a static route.

Figure 4-7 Static Route Example (Layer 3)

Rest of the
Network

@ 10.1.1.1

ethO

Clean Access CAS needs to have 3 static routes:
Server E'— 10.1.51.0/ 255.255.255.0 eth1 10.1.51.1
10.1.52.0 / 255.255.255.0 eth1 10.1.52.1
ethl 10.1.1.0/ 255.255.255.255 eth0

Ua
10.1.51.1 10.1.52.1

10.1.52.0/24

10.1.51.0/24

Configuring Static Routes for Layer 2 Deployments

Figure 4-7 illustrates a Layer 2 deployment scenario that requires a static route. In this case, the Clean
Access Server operates as a Virtual Gateway. Two gateways exist on the trusted network (GW1 and
GW?2). The addressfor the second gateway, GW?2, is outside the address space of the first gateway, which
includes the Clean Access Server interfaces. The static route ensures that traffic intended for GW2 is
correctly passed to the Clean Access Server’s trusted interface (eth0).

Cisco Clean Access Server Installation and Administration Guide
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Figure 4-8 Static Route Example (Layer 2)

GW1 GW2

10.1.51.1 ‘ 10.1.52.1

eth0|10.1.51.10
Clean Access
) Slerver static routing table:
(Vinual Gateway) | 1 5 1 255.255.255.255 etho,
eth1/10.1.51.10 10.1.52.0 255.255.255.0 ethl

Add Static Route

1. Open the Static Routes form in the Advanced tab of the CAS management pages.

Figure 4-9 Static Routes

Device Management > Clean Access Servers > 10.201.240.12 2

Status Network
Managed Subnet -

Filter
YLAMN Mapping -

Advanced
1:1 NAT -

Authentication
Static Routes -

ARP -

Dest, Subnet Address/Mask | J.fl

Gateway (optional)

[gateway should be the address of an external gateway
for the dest. subnet, not of the Clean Access Server)

Link

Description |

Add Route

L subnet | Gateway | Link | Description | _ Delete [
o -

S @

2. Inthe Static Routes form, type the destination | P address and subnet mask in the Dest. Subnet
Address/M ask fields. If the destination address in the packet matches this address, the packet is
routed to the specified interface.

3. If needed, type the external, destination Gateway address (such as 10.1.52.1 in Figure 4-8).

Note  For Virtual Gateway mode, the Gateway address is not optional and must always be specified.

4, Choose the appropriate interface of the Clean Access Server machine from the Link dropdown list.
In most cases thisis ethO, since most static routing scenarios involve directing traffic from the
untrusted to the trusted network.

5. Optionally, type a Description of the route definition.
6. Click Add Route.
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Understanding VLAN Settings

Note

Note

The Clean Access Server can serve either asa VLAN termination point or it can perform VLAN
passthrough. In a Virtual Gateway configuration, VLAN IDs are passed through by default.

InaReal-1P or NAT Gateway configuration, by default the VLAN identifiers are terminated at the CAS
(thatis, identifiersare stripped from packetsreceived at the trusted and untrusted interfaces). I n contrast,
if you enable VLAN |D passthrough, packets retain their VLAN identifiers.

If you are unsure of which mode to use, you should use the default behavior of the CAS.

For the VLAN identifier to be retained, passthrough only needs to be enabled for the first of the two
interfaces that receives the message. That is, if VLAN ID passthrough is enabled for the untrusted
interface, but terminated for the trusted interface, packets from the untrusted (managed) clients to the
trusted network retain identifiers, but packets from the trusted network to the untrusted (managed)
clients have their identifiers removed. Note, however, that in most cases you would enable or disable
VLAN ID passthrough on both interfaces.

A management VLAN identifier is adefault VLAN identifier. If a packet does not have its own VLAN
identifier, or if the identifier was stripped by the adjacent interface, a management VLAN identifier
specified at the interface is added to the packets (in order to route them properly through VLAN enabled
equipment on the network).

The Clean Access Server istypically configured such that the untrusted interface is connected to atrunk
port with multiple VLANS trunked to the port. In such a situation, the management VLAN ID isthe
VLAN ID of the VLAN to which the IP address of the CAS belon