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Introduction

Cisco Adaptive Security Device Manager (ASDM) delivers world-class security management and
monitoring services for the FWSM through an intuitive, easy-to-use management interface. Bundled
with the FWSM, the device manager accelerates FWSM deployment with intelligent wizards, robust
administration tools, and versatile monitoring services that complement the advanced security and
networking features offered by FWSM software Release 3.1. Its secure design enables anytime,
anywhere access to security appliances.
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Bl FWSM and ASDM Release Compatibility

ASDM 5.0(1)F is the next generation release of PDM, which was the device manager compatible with
earlier versions of FWSM.

FWSM and ASDM Release Compatibility

Table 1 shows the ASDM or PDM versions that can be used with each FWSM release.

Table 1 FWSM and ASDM /PDM Release Compatibility
FWSM Release |ASDM/PDM Version

3.1(1) ASDM 5.0(1)F!

2.3(x) PDM 4.1(3)

2.2(x) PDM 4.1(3)

1.1(x) PDM 2.1(1)

L.

This ASDM version only works with FWSM; it is not compatible with ASA or PIX security appliances.

New Device Manager Features

ASDM Version 5.0(1)F includes the following new features:

Supports all new FWSM Release 3.1 features. See the Catalyst 6500 Series Switch and Cisco 7600
Series Router Firewall Services Module Release Notes for a list of platform features.

New GUI look-and-feel

The overall look-and-feel of the application has changed from PDM 4.1. There is a sidebar that
highlights the high-level features. The Home Page has a live system log message section at the
bottom of the panel. The categories (for example, Configuration > Properties) have been
reorganized and are in alphabetical order.

(Windows only) Demo mode

If you use the ASDM Launcher to start ASDM, there is a Run in Demo Mode option. This option
allows you to use ASDM without actually having a real FWSM. You must install the ASDM demo
image to get the demo mode feature.

Back and Forward buttons

The Back and Forward buttons allow you to move back and forth between categories much like the
browser Back and Forward buttons.

See the Toolbar.
Search button

This allows you to search for a category in ASDM. For example, you can do a search on SIP to find
out where to configure SIP.

See the Toolbar.
Real-time Log Viewer

The Real-time Log Viewer shows you real-time system log messages. The system log message
information is transferred over HTTPS.

See Monitoring > Logging > Real-time Log Viewer.

Cisco ASDM Release Notes Version 5.0(1)F



New Device Manager Features 1l

e System log message enhancements
— Identify the access rule that generated the syslog.

Using the Log Buffer or Real-time Log Viewer for system log messages 106100 and 106023,
you can click this rule and click the Show Rule button. This shows you the Access Rules table
and highlights the rule that triggered this system log message.

See Monitoring > Logging > Log Buffer > View button and Show Rule button.

See Monitoring > Logging > Real-time Log Viewer > View button and Show Rule button.
— Filter system log messages.

You can filter the system log messages shown on any output device, including ASDM.

See Configuration > Properties > Logging > Logging Filters.
— Create the opposite access rule to permit or deny the traffic from the system log message

Using the Log Buffer or Live Log for system log messages 106100 and 106023, you can click
this rule and click the Create Rule button. This brings up an Add Rule dialog box to create the
rule to permit or deny the traffic. The rule is placed at the beginning of the access list.

See Monitoring > Logging > Log Buffer > View button and Create Rule button.

See Monitoring > Logging > Real-time Log Viewer > View button and Create Rule button.
— Color Settings

You can set different colors for different syslog levels.

See Monitoring > Logging > Real-time Log Viewer > View button and Color Settings button.
- Find

You can search on any text in the syslog table.

See Monitoring > Logging > Log Buffer > View button and Find field.

See Monitoring > Logging > Real-time Log Viewer > View button and Find field.

e (Windows only) You can run ASDM without a browser using the Cisco ASDM Launcher.

— The ASDM Launcher lets you download and run ASDM locally on your PC.

— Multiple instances of the ASDM Launcher provide administrative access to multiple FWSMs
simultaneously, from the same management workstation.

— The ASDM Launcher automatically updates the software based on the installed version on the
FWSM, enabling consistent security management throughout the network.

¢ File Management

This allows you to view, cut, copy, paste, delete, and rename files on the Flash file system. You can
create directories and transfer files to and from other systems using HTTP, HTTPS, FTP, or TFTP.

See Tools > File Management

In multiple context mode, you must be in System mode to access this menu item.
e Upgrade Software

You can upgrade the FWSM image or the ASDM image.

See Tools > Upgrade Software

In multiple context mode, you must be in System mode to access this menu item.
e System Reload

You can reload the FWSM now or schedule a reload at a later time.
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Client PC Operating System and Browser Requirements

See Tools > System Reload
In multiple context mode, you must be in System mode to access this menu item.
Context Caching

Up to two contexts can be cached in memory. This allows switching between contexts without
having to reread the configuration each time. It takes about ten seconds before the caching takes
effect so if you switch between contexts rapidly, it does not cache the context.

Better support for handling large number of contexts

If you click the down arrow button from the File menu, it changes the context choice list to a list
shown on the left-hand side. This allows you to view many contexts at once.

If you now click the < button, it shifts the context panel to the edge. If you mouse over the vertical
text labeled Mode: Refresh, it expands the context choice list so you can click an item.

Online Help

The online help has been revised and has a new look-and-feel. It also supports searching.

Client PC Operating System and Browser Requirements

Table 2 lists the supported and recommended platforms for ASDM. While ASDM might work on other
browsers and browser versions, these are the only officially supported browsers. Note that unlike earlier
PDM versions, you must have Java installed. The native JVM on Windows is no longer supported and

does not work.
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Table 2 Operating System, Browser, and Java Requirements
Operating System Browser with Java Applet ASDM Launcher |Other Requirements
Windows' Windows 2000 (Service |Internet Explorer 6.0 with Java |Java1l.4.20r5.0 |SSL Encryption
) Pack 4) or Windows XP |Plug-in® 1.4.2 or 5.0 (1.5) (1.5)% Settings—All
Processor: Intel ; : .
Pentium IV, AMD oP ergtmg systems, Note HTTP 1.1—Settings for ava.ﬂable encryption
Athlon or equivalent English or Japanese Internet Options > (f)ptlggi gretinabled
or in the
Memory: Min. 512 MB Advanced > HTTP 1.1 browser
RAM should use HTTP 1.1 for p
. . both proxy and preferences.
Display: Min. non-proxy connections.
1024x768 resolution
and 256 colors Firefox 1.5 with Java Plug-in?
1.4.2 0or 5.0 (1.5)
Sun SPARC Solaris Sun Solaris 8 or 9 Firefox 1.5 with Java Plug-in?> | Not available.
Memory: Min. 512 MB 142 0r5.0(1.5)
RAM

Display: Min.
1024x768 resolution
and 256 colors

Linux Red Hat Linux Desktop |Firefox 1.5 with Java Plug-in?>  |Not available.
Memory: Min. 256 MB or Red Hat Linux 1.42 0r 5.0 (1.5)
RAM ’ ’ Enterprise WS, Version 3

GNOME or KDE

Display: Min. desk )
1024x768 resolution esktop environment

and 256 colors

1. ASDM is not supported on Windows 3.1, 95, 98, ME or Windows NT4.

2. Download the latest Java from http://java.sun.com/.

Upgrading ASDM

This section describes how to upgrade ASDM. If you have a Cisco.com login, you can obtain ASDM
from the following website:

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-fwsm
This section includes the following topics:

e Upgrading from PDM, page 5

e Upgrading to a New ASDM Version, page 7

Upgrading from PDM

Before you upgrade your device manager, upgrade your platform software to Version 3.1. See Upgrading
the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module to Release 3.1
for more information.
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M Upgrading ASDM

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

To upgrade from PDM to ASDM, perform the following steps:

Copy the ASDM binary file to a TFTP or FTP server on your network.
Log in to the FWSM and enter privileged EXEC mode:

hostname> enable
password:
hostname#

Ensure that you have connectivity from the FWSM to the TFTP/FTP server.
Copy the ASDM binary to the FWSM using the appropriate command:
e TFTP

hostname# copy tftp://server ip/pathtofile flash:asdm

e FTP
hostname# copy ftp://[username:password@]server_ip/pathtofile flash:asdm
For more information on the copy command and its options, see the Catalyst 6500 Series Switch and
Cisco 7600 Series Router Firewall Services Module Command Reference.

To enable the HTTPS server (if it is not already enabled), enter the following command:

hostname# configure terminal
hostname (config)# http server enable

To identify the IP addresses that are allowed to access ASDM, enter the following command:

hostname (config)# http ip_address mask interface

Enter 0 for the ip_address and mask to allow all IP addresses.
Save your configuration by entering the following command:

hostname (config) # write memory

Deleting Your Old Cache

In early beta versions of ASDM and in previous versions of PDM (Versions 4.1 and earlier), the device
manager stored its cache in <userdir>\pdmcache (Windows) or ~/pdmcache (Linux and Solaris) . For
example, D:\Documents and Settings\jones\pdmcache.

Now, the cache directory for ASDM is in the following location:
¢  Windows—-<userdir>\.asdm\cache
e Red Hat Linux and Sun Solaris—~/.asdm/cache

The File > Clear ASDM Cache option in ASDM clears this new cache directory. It does not clear the
old one. To free up space on your system, if you are no longer using your older versions of PDM or
ASDM, delete your pdmcache directory manually.
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Upgrading to a New ASDM Version

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

If you have a previous version of ASDM on your FWSM and want to upgrade to the latest version, you
can do so from within ASDM. We recommend that you upgrade the ASDM image before the platform
image. ASDM is backwards compatible, so you can upgrade the platform image using the new ASDM;
you cannot use an old ASDM with a new platform image.

To upgrade from ASDM to a new version of ASDM, perform the following steps:

Download the new ASDM image to your PC.

Launch ASDM.

From the Tools menu, click Upgrade Software.

With the ASDM Image radio button selected, click Browse Local to select the new ASDM image.
Click Upload Image.

When ASDM is finished uploading, you see the following message:

“ASDM Image is Uploaded to Flash Successfully.”

To run the new ASDM image, you must quit out of ASDM and reconnect.

Download the new platform image using the Tools > Upgrade Software tool.

To reload the new image, reload the FWSM using the Tools > System Reload tool.

Getting Started with ASDM

This section describes how to connect to ASDM and start your configuration. You can log in to the CLI
and run the setup command to establish connectivity. See “Before You Begin” for more detailed
information about networking.

This section includes the following topics:
e Before You Begin, page 7
¢ Downloading the ASDM Launcher, page 8
e Starting ASDM from the ASDM Launcher, page 8
e Using ASDM in Demo Mode, page 9
e Starting ASDM from a Web Browser, page 10
e Using the Startup Wizard, page 11
e Configuring Failover, page 11
e Printing from ASDM, page 13

Before You Begin

If you have a new FWSM, you can enable ASDM access by sessioning into the FWSM CLI from the
switch and entering the setup command. The setup command prompts you for a minimal configuration
to connect to the FWSM using ASDM. See the Caralyst 6500 Series Switch and Cisco 7600 Series
Router Firewall Services Module Configuration Guide to session into the FWSM. You must have an
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inside interface already configured to use the setup command. Before using the setup command, enter
the interface vlan vian_id command, and then the nameif inside command. For multiple context mode,
enter these commands in the admin context.

Downloading the ASDM Launcher

Step 1

Step 2

Step 3

Step 4

The ASDM Launcher is for Windows only. The ASDM Launcher is an improvement over running
ASDM as a Java Applet. The ASDM Launcher avoids double authentication and certificate dialog boxes,
launches faster, and caches previously-entered IP addresses and usernames.

To download the ASDM launcher, perform the following steps:

From a supported web browser on the FWSM network, enter the following URL:

https://interface ip_address

In transparent firewall mode, enter the management IP address.

~

Note Be sure to enter https, not http.

Click OK or Yes to all prompts, including the name and password prompt. By default, leave the name
and password blank.

A page displays with the following buttons:

¢ Download ASDM Launcher and Start ASDM

e Run ASDM as a Java Applet
Click Download ASDM Launcher and Start ASDM.
The installer downloads to your PC.

Run the installer to install the ASDM Launcher.

Starting ASDM from the ASDM Launcher

Step 1
Step 2

The ASDM Launcher is for Windows only.
To start ASDM from the ASDM Launcher, perform the following steps:

Double-click the Cisco ASDM Launcher shortcut on your desktop, or start it from the Start menu.
Enter the FWSM IP address or hostname, your username, and your password, and then click OK.

If there is a new version of ASDM on the FWSM, the ASDM Launcher automatically downloads it
before starting ASDM.
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Using ASDM in Demo Mode

ASDM Demo Mode is available as a separately installed application running under Windows. It makes
use of the ASDM Launcher and pre-packaged configuration files to let you run ASDM without having
a live device available. ASDM Demo Mode lets you:

Perform configuration and select monitoring tasks via ASDM as though you were interacting with
a real device.

Demonstrate ASDM or FWSM features using the ASDM interface.

Perform configuration and monitoring tasks with the Content Security and Control SSM (CSC
SSM).

ASDM Demo Mode provides simulated monitoring data, including real-time system log messages. The
data shown is randomly generated, but the experience is identical to what you would see when
connecting to a real device.

ASDM Demo Mode has the following limitations:

Changes made to the configuration will appear in the GUI but are not applied to the configuration
file. That is, when you click the Refresh button, it will revert back to the original configuration. The
changes are never saved to the configuration file.

File/Disk operations are not supported.
Monitoring and logging data are simulated. Historical monitoring data is not available.
You can only log in as an admin user; you cannot login as a monitor-only or read-only user.
Demo Mode does not support the following features:
- File menu:
Save Running Configuration to Flash
Save Running Configuration to TFTP Server
Save Running Configuration to Standby Unit
Save Internal Log Buffer to Flash
Clear Internal Log Buffer
- Tools menu:
Command Line Interface
Ping
File Management
Update Image
File Transfer
Upload image from Local PC
System Reload
— Toolbar/Status bar > Save
— Configuration > Interface > Edit Interface > Renew DHCP Lease
— Failover—Configuring a standby device

These operations cause a reread of the configuration and therefore will revert it back to the original
configuration.

[ oL-8123-01

Cisco ASDM Release Notes Version 5.0(1)F ]



W Getting Started with ASDM

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

- Switching contexts
— Making changes in the Interface panel
— NAT panel changes
— Clock panel changes
To run ASDM in Demo Mode, perform the following steps:

If you have not yet installed the Demo Mode application, perform the following steps:

a. Download the ASDM Demo Mode installer from
http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-fwsm.

The filename is asdm-version-demo.msi.
b. Double-click the installer to install the software.
Double-click the Cisco ASDM Launcher shortcut on your desktop, or start it from the Start menu.
Click the Run in Demo Mode check box.

To set the platform, context and firewall modes, and ASDM Version, click the Demo button and make
your selections from the Demo Mode area.

If you want to use new ASDM images as they come out, you can either download the latest installer, or
you can download the normal ASDM images and install them for Demo Mode:

a. Download the image from http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-fwsm.
The filename is asdm-version.bin

b. In the Demo Mode area, click Install ASDM Image.
A file browser appears. Find the ASDM image file in the browser.

Click OK to launch ASDM Demo Mode.

You see a Demo Mode label in the title bar of the window.

Starting ASDM from a Web Browser

Step 1

Step 2

To start ASDM from a web browser, perform the following steps:

From a supported web browser on the FWSM network, enter the following URL:

https://interface ip_address

In transparent firewall mode, enter the management IP address.

~

Note Be sure to enter https, not http.

Click OK or Yes to all browser prompts, including the name and password prompt. By default, leave the
name and password blank.

A page displays with the following buttons:
¢ Download ASDM Launcher and Start ASDM
e Run ASDM as a Java Applet
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Step3  Click Run ASDM as a Java Applet.

Step4  Click OK or Yes to all Java prompts, including the name and password prompt. By default, leave the
name and password blank.

Using the Startup Wizard

The Startup Wizard helps you easily configure a single mode FWSM or a context in multiple context
mode.

To use the Startup Wizard to configure the basic set-up of your FWSM, perform the following steps:

Step1  Launch the wizard according to the steps for your security context mode.

¢ In single context mode, perform the following steps:
a. Click Configuration > Properties > Startup.
b. Click Launch Startup Wizard.

¢ In multiple context mode, for each new context, perform the following steps:
a. From the Mode drop-down list on the left of the toolbar, choose System.
b. Create a new context using the Configuration > Security Context panel.
c. Be sure to allocate interfaces to the context.
d. When you apply the changes, ASDM prompts you to use the Startup Wizard.

e. From the Mode drop-down list on the left of the toolbar, choose the context you want to
configure.

f. Click Configuration > Properties > Startup.
g. Click Launch Startup Wizard.

Step2  Click Next as you proceed through the Startup Wizard panels, filling in the appropriate information in
each panel, such as device name, domain name, passwords, interface names, IP addresses, basic server
configuration, and access permissions.

Step3  Click Finish on the last panel to transmit your configuration to the FWSM. Reconnect to ASDM using
the new IP address, if the IP address of your connection changes.

Step4  You can now enter other configuration details in the Configuration panels.

Configuring Failover

This section describes how to implement failover on FWSMs.

As specified in the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Configuration Guide, both devices must have appropriate licenses and have the same hardware
configuration.

Before you begin, decide on active and standby IP addresses for the interfaces ASDM connects through
on the primary and secondary devices. These IP addresses must be assigned to device interfaces with
HTTPS access.

Cisco ASDM Release Notes Version 5.0(1)F
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Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13

To configure failover on your FWSM, perform the following steps:

Configure the secondary device for HTTPS IP connectivity. See the “Before You Begin” section on
page 7, and use a different IP address on the same network as the primary device.

If the units are in different switches, make sure the switches can communicate with each other over a
trunk that includes the failover and/or state VLANSs.

Start ASDM from the primary device.
Perform one of the following steps, depending on your context mode:

a. If your device is in multiple context mode, choose the admin context from the Mode drop-down list,
and click Configuration > Properties > Failover.

b. If your device is in single mode, click Configuration > Properties > Failover. Click the Interfaces
tab.

Perform one of the following steps, depending on your firewall mode:
a. If your device is in routed mode, configure standby addresses for all routed mode interfaces.

b. If your device is in transparent mode, configure a standby management IP address for each bridge
group.

~

Note Interfaces used for failover connectivity should not have names (in single mode) or be allocated
to security contexts (in multiple security context mode). In multiple context mode, other security
contexts may also have standby IP addresses configured.

Perform one of the following steps, depending on your security context mode:

a. If your device is in multiple security context mode, choose System from the Mode drop-down list,
and click Configuration > Failover.

b. If your device is in single mode, click Configuration > Properties > Failover.

On the Setup tab of the Failover panel under LAN Failover, choose the VLAN you want to use for the
failover link.

~

Note In single mode, be sure to first add the failover link VLAN in the Configuration > Interfaces
pane. Do not configure any parameters for the interface when you add it; all parameters are
configured in the Configuration > Properties > Failover pane.

Configure the remaining LAN Failover fields.

(Optional) Provide information for other fields in all of the failover tabs. If you are configuring
Active/Active failover, you must configure failover groups in multiple security context mode. If more
than one failover pair of devices coexist on a LAN in Active/Active failover, provide failover-group
MAC addresses for any interfaces on shared LAN networks.

On the Setup tab, check the Enable Failover check box.

Click Apply, read the warning dialog that appears, and click OK. A dialog box about configuring the
peer appears.

Enter the IP address of the secondary device, which you configured as the standby IP address of the

ASDM interface. Wait about 60 seconds. The standby peer still could become temporarily inaccessible.

Click OK. Wait for configuration to be synchronized to the standby device over the failover LAN
connection.
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The secondary device should now enter standby failover state using the standby IP addresses. Any
further configuration of the active device or an active context is replicated to the standby device or the
corresponding standby context.

Securing the Failover Key

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

To prevent the failover key from being replicated to the peer unit in clear text for an existing failover
configuration, disable failover on the active unit (or in the system execution space on the unit that has
failover group 1 in the active state), enter the failover key on both units, and then reenable failover. When
failover is reenabled, the failover communication is encrypted with the key.

To secure the failover key on the active unit, perform the following steps:

Perform one of the following steps, depending on your security context mode:
a. If your device is in single mode, navigate to Configuration > Properties > Failover > Setup.

b. If you device is in multiple mode, choose System from the Mode drop-down list, and navigate to
Configuration > Failover > Setup.

Turn off failover. (The standby should switch to pseudo-standby mode.)
a. Uncheck the Enable failover check box.

b. Click Apply. (Click OK if CLI preview is enabled.)

Enter the failover key in the Shared Key field.

Reenable failover.

a. Check the Enable failover check box.

b. Click Apply. (Click OK if CLI preview is enabled.) A dialog box about configuring the peer
appears.

Enter the IP address of the peer. Wait about 60 seconds. Even though the standby peer does not have the
shared failover key, the standby peer still could become inaccessible.

Click OK. Wait for configuration to be synchronized to the standby device over the encrypted failover
connection.

Printing from ASDM

ASDM supports printing for the following features:
e The Configuration > Interfaces table
e All Configuration > Security Policy tables
e All Configuration > NAT tables

e The Monitoring > Connection Graphs and its related table

[ oL-8123-01
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Unsupported

Commands

ASDM does not support the complete command set of the CLI. In most cases, ASDM ignores
unsupported commands, and they can remain in your configuration. In the case of the alias command,
ASDM enters into Monitor-only mode until you remove the command from your configuration.

See

the following sections for more information:
Effects of Unsupported Commands, page 14
Ignored and View-Only Commands, page 14
ASDM Limitations, page 15
ASDM Limitations, page 15

Effects of Unsupported Commands

Note

If ASDM loads an existing running configuration and finds IPv6-related commands, ASDM
displays a dialog box informing you that it does not support IPv6. You cannot configure any IPv6
commands in ASDM, but all other configuration is available.

If ASDM loads an existing running configuration and finds other unsupported commands, ASDM
operation is unaffected. To view the unsupported commands, see Options > Show Commands
Ignored by ASDM on Device.

If ASDM loads an existing running configuration and finds the alias command, it enters
Monitor-only mode.

Monitor-only mode allows access to the following functions:
— The Monitoring area
— The CLI tool (Tools > Command Line Interface), which lets you use the CLI commands.

To exit Monitor-only mode, use the CLI tool or access the FWSM console, and remove the alias
command. You can use outside NAT instead of the alias command. See the Catalyst 6500 Series
Switch and Cisco 7600 Series Router Firewall Services Module Command Reference for more
information.

You might also be in Monitor-only mode because your user account privilege level, indicated in
the status bar at the bottom of the main ASDM window, was set up as less than or equal to 3 by
your system administrator, which allows Monitor-only mode. For more information, see
Configuration > Device Administration > User Accounts and Configuration > Device
Administration > AAA Access.

Ignored and View-Only Commands

The

following table lists commands that ASDM supports in the configuration when added by the CLI,

but that cannot be added or edited in ASDM. If ASDM ignores the command, it does not appear in the
ASDM GUI at all. If it is view-only, then the command appears in the GUI, but you cannot edit it.
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Unsupported Commands ASDM Behavior

access-list Ignored if not used.

capture Ignored.

established Ignored.

failover timeout Ignored.

ipv6, any IPv6 addresses Ignored.

logging (in system in multiple context mode) Ignored.

object-group icmp-type View-only.

object-group network Nested group is view-only.

object-group protocol View-only.

object-group service You can view, edit, and delete nested service object
groups. However, you cannot add a nested group.

pager Ignored.

pim accept-register route-map Ignored. Only the list option can be configured
using ASDM.

prefix-list Ignored if not used in an OSPF area.

route-map Ignored.

service-policy global Ignored if it uses a match access-list class. For
example:

access-list myacl line 1 extended permit ip
any any

class-map mycm

match access-list mycl

policy-map mypm

class mycm

inspect ftp

service-policy mypm global

sysopt uauth allow-http-cache Ignored.
terminal Ignored.
virtual Ignored.

ASDM Limitations

ASDM does not support the one-time password (OTP) authentication mechanism.

Other CLI Limitations

e ASDM does not support discontinuous subnet masks such as 255.255.0.255. For example, you
cannot use the following:

ip address inside 192.168.2.1 255.255.0.255

Cisco ASDM Release Notes Version 5.0(1)F
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The ASDM CLI tool does not support interactive user commands. ASDM provides a CLI tool
(choose Tools > Command Line Interface) that lets you enter certain CLI commands from ASDM.
The ASDM CLI tool does not support interactive user commands. You can configure most
commands that require user interaction by means of the ASDM panels. If you enter a CLI command
that requires interactive confirmation, ASDM prompts you to enter “[yes/no]” but does not
recognize your input. ASDM then times out waiting for your response. For example, if you enter the
crypto key generate rsa command, ASDM displays the following prompt and error:

Do you really want to replace them? [yes/no]:WARNING: You already have RSA

ke0000000000000$A key
Input line must be less than 16 characters in length.

%Please answer 'yes' or 'no'.
Do you really want to replace them [yes/no]:

%ERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

For commands that have a noconfirm option, use the noconfirm option when entering the CLI
command. For example, enter the crypto key generate rsa noconfirm command.

Open Caveats

This section lists the open caveats, and includes the following topics:

Open Caveats in ASDM 5.0(1)F, page 16
Open Caveats in FWSM 3.1(1) that Affect ASDM, page 18

Open Caveats in ASDM 5.0(1)F

This section describes open caveats in the 5.0(1)F version.

~

Note

If you are a registered Cisco.com user, view Bug Toolkit on Cisco.com at the following website:

http:/www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl

To become a registered cisco.com user, go to the following website:

http://tools.cisco.com/RPF/register/register.do

CSCei84173

A Security Policy rule might be added to the Security Policy table before the Service Policy Rule
Wizard completes. For example, if you add a rule that uses the Source and Desitination IP address
traffic classification, but do not specify a rule action before you click OK, you get an error messgage
to choose a rule action, but the rule already appears in the table even though it is not properly
configured.

Workaround: None.

CSCei87803
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Open Caveats W

The Edit Service Policy Rule dialog box does not warn of potential loss of settings when switching
between tabs. For example, if you select Source and Desitination IP address on the Traffic
Classification tab, then configure some connection settings on the Rule Actions tab, ASDM does not
warn you immediately against later selecting the Default Inspection Traffic on the Traffic
Classification tab, even though that type of traffic classification is not compatible with connection
limits.

Workaround: You are warned when you exit the Edit Service Policy Rule dialog box, so you can
fix the configuration error.

CSCsd66311

In multiple context mode, when you switch between contexts, the Home > Traffic Status graph starts
showing new information related to the current context, but past statistics are not derived from the
current context; they are inherited from the previous context.

Workaround: None.
CSCsd71927

After a successful ASDM or FWSM image download (See Tools > Upgrade Software), an error
dialog box opens. The dialog box shows that the correct number of bytes transferred, so it should
not be an error dialog box, which is confusing because it was a successful download.

Workaround: Dismiss the dialog box.
CSCsd77211

If you configure static PAT, and the PAT address and port is specificed in an access rule as the
destination address, you cannot remove the PAT rule even if you remove the access rule; you see the
following error:

“The operation you are trying to perform will result in some security rules being nullified. Please
review the translation/security rules and try this operation again”

Workaround: Remove the static PAT rule using the CLI tool.
CSCsd80391

In single routed mode, an error dialog box opens when you add an interface without an IP address
(See Configuration > Interfaces > Add).

For failover and state links, the name and IP address must be assigned in the Configuration >
Properties > Failover > Setup pane.

Workaround: Assign a dummy IP address in the Configuration > Interfaces > Add dialog box. Go
to the Failover configuration screen and assign the real IP addresses and do a Refresh. This will clear
out the dummy addresses.

CSCsd82445

When you configure an OSPF filter rule, if you do not specify a lower and higher range for the
routing entry being matched, ASDM shows -1 for it.

Workaround: None.
CSCsd83057

You cannot add a failover interface in the System > Configuration > Failover > Setup tab. Interfaces
that are already present in the configuration without a name configured appear in this tab.

Workaround: In single mode, add the interface in the Configuration > Interfaces > Add Interface
dialog box. Enter a dummy IP address for the interface; do not configure the name. When you add
the interface on the Failover > Setup tab, enter the correct IP address. The dummy IP address is
removed from the Interfaces pane.

[ oL-8123-01
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In multiple context mode, you cannot add an interface to the system configuration using ASDM, so
you cannot forcibly populate the Failover > Setup tab with interfaces. You must add the interface(s)
at the CLI using the Tools > Command Line Interface dialog box. Be sure you are in the system
configuration, and enter the following command for the failover interface, and again for the state
link:

interface vlan number

Open Caveats in FWSM 3.1(1) that Affect ASDM

This section describes open caveats in FWSM Release 3.1(1) that affects the ASDM operation.

~

Note If you are a registered Cisco.com user, view Bug Toolkit on Cisco.com at the following website:

http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl

To become a registered cisco.com user, go to the following website:

http://tools.cisco.com/RPF/register/register.do

CSCsc70975
Names are used instead of port numbers while calculating ACE hash.

Effect on ASDM: Due to this defect, a change was made in ASDM to disable the Show Rule feature
in Monitoring > Logging > Real-time Log Viewer and Monitoring > Logging > Log Buffer unless
you use FWSM Release 3.1(1.5) or later.

Workaround: Upgrade to FWSM Release 3.1(1.5) or later.
CSCsd47160

With 100 contexts configured, when you switch between contexts using ASDM, the FWSM tells
ASDM that the session limit was reached; but in this case the session limit was not reached. When
the session limit is reached, ASDM shows an error dialog box.

Effect on ASDM: Due to this defect, a change was made in ASDM to not display an error message
when the ASDM session limit is reached.

Workaround: None.

Related Documentation

For additional information on ASDM, refer to the ASDM online Help or the following documentation
found on Cisco.com:

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Configuration
Guide

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Logging
Configuration and System Log Messages

Cisco ASDM Release Notes Version 5.0(1)F
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Obtaining Documentation

e Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Release Notes

e Upgrading the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
to Release 3.1

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DVD enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DVD, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

[ oL-8123-01
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Documentation Feedback

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

e For Emergencies only—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For Nonemergencies — psirt @cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877228-7302
e 1408 525-6532
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Tip

Obtaining Technical Assistance 1l

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL.:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, go to this URL:

http://www.cisco.com/go/guide
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Obtaining Additional Publications and Information

e Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

e [nternet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

¢ Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, I0S,
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