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M Important Notes

Important Notes

See the following important notes for configuring the FWSM:

e In some circumstances, when you configure a limit on TCP connections as well as a limit on
embryonic connections in a nat or static statement, a denial of service (DoS) condition might occur.
We recommend that you configure only one of these limits at a time for a given nat or static
statement, and leave the other at the default of 0 (unlimited, up to the maximum for the system).
UDP connection limits are not affected. See caveat CSCee47998 for more information.

e  When you configure the embryonic limit for an inside static statement, and you also configure
dynamic PAT for an outside interface, then a SYN attack from the outside to the inside static address
causes a large number of PAT translations with associated connections, even though the connections
are not established. These PAT translations do not time out within the default 30 second interval for
translations without associated connections because the FWSM thinks there are valid connections
associated. The pool of addresses and ports for the outside addresses gets used up, and no additional
clients can connect. We recommend that you do not configure outside PAT in this situation. See
caveat CSCee48769 for more information.

Chassis System Requirements

The switch models that support the FWSM include the following platforms:
e Catalyst 6500 series switches, with the following required components:

- Supervisor engine with Cisco IOS software (known as supervisor IOS) or Catalyst operating
system (OS). See Table 1 for supported supervisor engine and software releases.

— Multilayer Switch Feature Card (MSFC 2) with Cisco I0S software. See Table 1 for supported
Cisco IOS releases.

e Cisco 7600 series routers, with the following required components:

— Supervisor engine with Cisco I0S software. See Table 1 for supported supervisor engine and
software releases.

— MSEFC 2 with Cisco IOS software. See Table 1 for supported Cisco I0S releases.

Table 1 shows the supervisor engine version, software, and supported FWSM features.

Table 1 Support for FWSM 2.2 Features

FWSM Features:
Transparent Firewall
Supervisor Engines'  |Multiple SVIs? with Failover®

Cisco 10S

12.1(13)E 2 No No
12.1(19)E 2 Yes No
12.1(22)E and higher 2 Yes Yes
12.2(14)SY and higher 2 Yes No
12.2(14)SX 2,720 No No
12.2(17a)SX3 2,720 Yes Yes
12.2(176)SXA 2,720 Yes Yes
12.2(17d)SXB and higher 2,720 Yes Yes
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Table 1 Support for FWSM 2.2 Features

FWSM Features:
Transparent Firewall
Supervisor Engines' | Multiple SVIs? with Failover®
Catalyst 0S*
7.5(x) 2 No No
7.6(1) through 7.6(4) 2 Yes No
7.6(5) and higher 2 Yes Yes
8.2(x) 2,720 Yes Yes
8.3(x) 2,720 Yes Yes
The FWSM does not support the supervisor 1 or 1A.
2. Supports multiple switched VLAN interfaces (SVIs) between the MSFC and FWSM. An SVIis a VLAN interface that is
routed on the MSFC.
3. Supports transparent firewall mode when you use failover. Failover requires BPDU forwarding to the FWSM, or else you can
have a loop. Other releases that do not support BPDU forwarding only support transparent mode without failover.
4. When you use Catalyst OS on the supervisor, you can use any of the supported Cisco [0S releases above on the MSFC. (When

you use Cisco IOS software on the supervisor, you use the same release on the MSFC.) The supervisor software determines
the FWSM feature support. For example, if you use Catalyst OS Release 7.6(1) on the supervisor and Cisco 10S 12.1(13)E
on the MSFC, then the switch does support multiple SVIs, because Catalyst OS Release 7.6(1) supports multiple SVIs.

Management Support

The FWSM supports the following management methods:

Cisco PDM for FWSM—Release 4.0 supports FWSM Release 2.2 features. PDM is a browser-based
configuration tool that resides on the FWSM. The system administrator can configure multiple
security contexts. If desired, individual context administrators can configure only their contexts.

Cisco Firewall MC—Release 1.3.1 supports FWSM Release 2.2 features. For multiple context
mode, Release 1.3.1 supports management of each context separately but does not support
system-level operations, such as adding or deleting contexts, or the provisioning of failover in
multiple mode.

Command-line interface (CLI)—Access the CLI by sessioning from the switch or by connecting to
the FWSM over the network using Telnet or SSH. The FWSM does not have its own external console
port.

[ oL-5892-01
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M New Features

New Features

Table 2 lists the new features for FWSM release 2.2.

Table 2 New Features

Feature

Description

Transparent firewall or routed
firewall mode

The firewall can run in one of the following modes:

e Routed—The FWSM is considered to be a router hop in the network. It performs NAT!

between connected networks. In single context mode, you can use OSPF? or passive RIP.

e Transparent—The FWSM acts like a “bump in the wire,” and is not a router hop. The
FWSM connects the same network on its inside and outside interfaces, but each interface
must be on a different VLAN. No dynamic routing protocols or NAT are required.

See the firewall mode command.

Multiple security contexts

In multiple context mode, you can create up to 100 separate security contexts (depending on
your software license). A security context is a virtual firewall that has its own security policy
and interfaces. Multiple contexts are similar to having multiple stand-alone firewalls.
Contexts are conveniently contained within a single module.

You can run all security contexts in routed mode or in transparent mode; you cannot run some
contexts in one mode and others in another.

With the default software license, you can run up to two security contexts in addition to a
special admin context. For more contexts, you must purchase a license.

See the context command.

Resource management for
security contexts

You can limit resources per context so one context does not use up too many resources. You
create classes that define resource limitations as an absolute value or as a percentage, and then
assign a context to one of these classes.

See the class command.

Communication between
same security level

You can configure interfaces on the same security level to communicate with each other. This
feature is off by default, and you can enable or disable this feature on a per context basis. In
earlier releases, no communication between interfaces with the same security level was
possible.

See the same-security-traffic command.

Bidirectional NAT and policy
NAT

You can perform NAT on inside and outside addresses. For policy NAT, you can identify
addresses to be translated using an extended ACL*, which allows you more control in
determining which addresses to translate.

For outside NAT, see the nat outside command or the static command. For policy NAT, see
the nat access-list or static access-list command.

r Release Notes for the Catalyst 6500 Series and Cisco 7600 Series Firewall Services Module, Software Release 2.2(1)

0L-5892-01



New Features W

Table 2 New Features (continued)

Feature

Description

Several ACL types

The FWSM supports the following ACLs:
e Extended ACL to control IP traffic on an interface:
— Inbound
— Outbound
See the access-list extended command.
e For transparent firewall mode, EtherType ACL to control non-IP traffic on an interface:
— Inbound
— Outbound
See the access-list ethertype command.
e Standard ACL for OSPF route redistribution.
See the access-list standard command.
ACL enhancements include:
e Comments in ACLs.
See the access-list remark command.
e System messages when traffic matches an ACE.

See the log keyword for the access-list command.

DHCP server and DHCP relay

The FWSM acts as a DHCP® server. The FWSM also supports DHCP relay to forward DHCP
requests to an upstream router. The DHCP server supports options in DHCP requests,
including option 150 and option 66 for VoIP” applications.

See the dhcpd and dheprelay commands.

Login banners

You can define a text message to display when users log into the FWSM.

See the banner command.

Failover enhancements

The FWSM supports the following failover enhancements:
e Per-interface monitoring (up to 250 interfaces) and configurable failure threshold.
See the monitor-interface command and the failover interface-policy command.
e Shorter configurable poll interval.
See the failover polltime command.

e Configurable holdtime, which sets the time threshold for the standby unit to become
active when a unit failure is detected.

See the failover polltime holdtime command.

e Zero downtime when upgrading to a maintenance release. For example, you can upgrade
from 2.2(1) to 2.2(2) without disabling failover even though the software release number
does not match exactly on both units.

[ oL-5892-01
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Table 2 New Features (continued)

Feature

Description

System message
enhancements

The FWSM supports the following system message enhancements:

ACLs can generate system messages when they match traffic.

See the log keyword for the access-list command.

You can set the level for a system message.

See the logging message level command.

System messages are now compatible with CiscoWorks RME® (emblem format).
See the logging host format emblem command.

You can include the hostname in the system message.

See the logging device-id command.

Inspection engine
enhancements

The FWSM supports the following inspection engine enhancements:

MGCP? inspection engine support.

See the fixup protocol mgep command.

H.323 inspection engine support for Versions 3 and 4.
See the fixup protocol h323 command.

ICMP!'? inspection engine support.

See the fixup protocol icmp command.

ICMP error inspection engine support.

See the fixup protocol icmp error command.

Sun RPC!! over TCP inspection engine support.

This inspection engine supports services such as NFS!2 or NIS+!3. See the fixup protocol
rpc command and the rpc-server command.

DNS!* inspection engine support.
See the fixup protocol dns command.

PAT" support for the H.323, Skinny, and SIP inspection engines.

Filtering enhancements

The FWSM supports the following filtering enhancements:

HTTPS' filtering (Websense only).
See the filter https command.
FTP!” filtering (Websense only).
See the filter ftp command.

N2H2 support for HTTP'? filtering.
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Table 2 New Features (continued)
Feature Description
AAA" enhancements The FWSM supports the following AAA enhancements:

e Fallback to the local database when the server is unreachable for CLI authentication,
enable authentication, command authorization, or VPN authentication.

e Downloadable ACLs per user from a RADIUS?! server.
SNMP?? enhancements The FWSM supports the following SNMP enhancements:

e You can change the UDP? port on which traps are sent to the server.
See the udp-port keyword in the snmp-server command.
* You can specify traps to be sent by feature and name.
See the snmp-server enable traps command.
e Cisco Firewall MIB?* support
- cfwEvents
- cfwSecurityNotification trap

¢ Cisco Process MIB support—cpmCPUTotalTable. The CPU usage described in this table
applies only to the FWSM general-purpose processor, and not to the network processors.
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Upgrading the Software

The following command allows you to upgrade from Release 1.1 (or pre-release versions of 2.x) to
Release 2.2. For other upgrade options for upgrading from Release 2.x, such as upgrading to a different
application partition or from a different type of server, see the Catalyst 6500 Series Switch and Cisco
7600 Series Router Firewall Services Module Configuration Guide.

To upgrade the application software to the current application partition, enter the following command.
For multiple context mode, you must be in the system execution space.

FWSM# copy tftp://server[/pathl/filename flash:

For example, enter the following command:

FWSM# copy tftp://209.165.200.226/cisco/c6svc-fwm-k9.2-1-1.bin flash:

Software License Information

FWSM Release 2.2 introduces a software license for multiple security context support. With the basic
license, the FWSM supports two contexts plus the special admin context. You can buy a license for
additional security context support, up to 100 contexts. See the Cisco.com website for more information
about licensing options. See the Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall
Services Module Configuration Guide for more information about entering a license activation key.

Limitations and Restrictions

This section lists the limitations and restrictions for the following operating systems:
e Limitations and Restrictions on the FWSM, page 9
e Limitations and Restrictions in Cisco IOS Software, page 9

e Limitations and Restrictions in Catalyst OS, page 10
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Limitations and Restrictions on the FWSM

See the following limitations and restrictions on the FWSM:

e Multiple context mode does not support dynamic routing protocols such as RIP and OSPF. Use static
routing instead.

e Transparent firewall mode supports a maximum of two interfaces per context.
e For transparent firewall mode, you must configure a management IP address.

¢ Outbound connections (from a higher security interface to a lower security interface) from an
interface that is shared between contexts can only be classified and directed through the correct
context if you configure a static translation for the destination IP address. This limitation makes
cascading contexts generally unsupported, because configuring static translations for all outside
hosts is typically not feasible.

e There might be commands that are CPU intensive and could affect the system performance.
Therefore, we suggest that you perform actions such as loading a large configuration or compiling
a large ACL with caution.

Limitations and Restrictions in Cisco 10S Software

See the following limitations and restrictions in Cisco IOS software for interoperating with the FWSM.
See also the “Chassis System Requirements” section on page 2 for FWSM feature support in Cisco IOS
software.

e Although the FWSM can handle jumbo Ethernet frames, the switch does not handle jumbo frames
through the FWSM. See caveat CSCee(03625 for more information.

¢ For some releases of Cisco I0S software, you cannot install the FWSM in slot 13. This problem
occurs with all service modules. See caveat CSCed82263 for more information.

e For some releases of Cisco IOS software, if the supervisor fails over, the FWSM switching mode
might change from crossbar mode to bus mode. This change causes FWSM traffic to be disrupted
until the switching mode returns to crossbar (see the show fabric switching-mode command to
view the FWSM switching mode). The crossbar mode can be restored by the failed supervisor
coming online again, by inserting a new crossbar module, or by reloading the FWSM. See caveat
CSCee62630 for more information.

Release Notes for the Catalyst 6500 Series and Cisco 7600 Series Firewall Services Module, Software Release 2.2(1)
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Limitations and Restrictions in Catalyst 0S

See the following limitations and restrictions in Catalyst OS for interoperating with the FWSM. See also
the “Chassis System Requirements” section on page 2 for FWSM feature support in Catalyst OS.

Although the FWSM can handle jumbo Ethernet frames, the switch does not handle jumbo frames
through the FWSM. See caveat CSCee(03625 for more information.

If you reload the switch or the FWSM, the switch might lose the configuration that assigns VLANSs
to the FWSM. You need to re-enter the set vlan firewall-vlan command after the reload. See caveat
CSCed69941 for more information. This problem is resolved in Release 8.3(1), and might be
resolved in earlier versions.

If you reload the switch, the switch might lose the configuration for SVIs on the MSFC. You need
to re-enter the interface vlan command on the MSFC after the reload. See caveat CSCed69931 for
more information. This problem was found in Release 7.6(5) and might exist in later releases as
well.

Open Caveats in Release 2.2(1)

See the following sections for open caveats in Release 2.2(1):

AAA Caveats

AAA Caveats, page 10

Connection Caveats, page 11

Display Caveats, page 12

Failover Caveats, page 13

NAT Caveats, page 14

System Message and SNMP Caveats, page 14
Voice Over IP Caveats, page 15

Miscellaneous Caveats, page 16

CSCed30210, CSCed31179

If you configure authentication for traffic through the FWSM, and a user triggers authentication
using HTTP, then the HTTP GET request fails if it is segmented into more than one packet and the
browser receives an HTTP 404-Not Found message. Similarly, if you are filtering HTTP requests
using a Websense server, the lookup request to the Websense server fails and you see the following
error message: websense encryption is not supported. This problem only occurs when the HTTP
request initially triggers authentication.

Workaround: Refresh the browser.
CSCed83182

If a user authenticates with RADIUS for a management connection to the FWSM, and you configure
a downloadable ACL on the RADIUS server for the user, then the FWSM downloads the ACL but
fails to bind it to the user authentication session. If the user sends traffic through the FWSM while
this authentication session is active, the ACL will not be in effect, and the user will have unrestricted
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access (according to the ACL associated with the interface). Also, because the ACL is not bound to
the session, when the session times out, the ACL is not removed from the running configuration.
This ACL uses up memory on the FWSM.

Workaround: You cannot remove this ACL alone because it has a special name. You can either
remove all ACLs using the clear access-list command or reload the FWSM. To ensure authorization
for users who have administrative access, we suggest you use a TACACS+ server for authorization
instead of downloadable ACLs, or use the local database for CLI authentication so the RADIUS
authentication is not triggered.

CSCed83385

In routed mode, you must add static statements for the virtual telnet and virtual http IP addresses
when they are on any interface, and not just when they are on an outside interface. Otherwise, the
FWSM fails to respond to ARP requests for these addresses and also fails to create translation
sessions.

Workaround: Add a static statement specifying the interface connected to the virtual IP address
network as the global interface. Any other interface can be used for the local interface. Specify the
virtual address as the global address, and any IP address not in use for the local address. For
example, if you configure virtual telnet 10.5.5.5, and this address is connected to the inside
interface network, then create the following static statement:

static (outside,inside) 10.5.5.5 10.6.6.6 netmask 255.255.255.255

CSCee37328

In transparent firewall mode, if you configure virtual http or virtual telnet, there is a delay in
establishing a connection to the virtual IP address on the FWSM.

Workaround: The connection eventually goes through.
CSCee46135

For user authorization in single context mode, the FWSM does not support downloadable ACLs
from a RADIUS server.

Workaround: Configure ACLs on the FWSM and then download the ACL name from the RADIUS
server.

Connection Caveats

CSCec02764
When you use Reflection X as an XDMCP client, the connection gets reset after 2 hours.

Workaround: Set the TCP connection timeout to 4 hours on the FWSM instead of the default 1 hour
using the timeout conn command.

CSCec44081

The ILS inspection engine supports only one ILS message per TCP segment. If the ILS server
encapsulates multiple ILS messages within one TCP segment, the FWSM interprets them as a single
message, causing a parsing error. Also, the FWSM does not perform NAT on this type of packet.

Workaround: None.
CSCed43330

If you configure outside NAT for a host, a SQL*Net session through the FWSM for the host fails.
The FWSM sends the local untranslated IP address of the outside host to the inside host, and
eventually the session times out.

[ oL-5892-01
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Display Caveats

Workaround: Use static NAT for outside hosts that use SQL*Net.
CSCed88264

When you enable same security level communication and set connection limits for an interface in
an identity NAT or NAT exemption statement, then the FWSM counts connections toward the
maximum connection limit only for traffic inbound to the interface, and not for traffic in both
directions.

~

Note NAT exemption is not currently working according to CSCee32145.

Workaround: None.
CSCed90656

If you configure a static PAT statement to change UDP DNS port 53 to another port, and you enabled
the DNS inspection engine (on by default), then the connection is not allowed because the FWSM
applies the DNS Guard protection feature to the connection.

Workaround: None.
CSCee20506

The resource manager does not count more than one FTP data channel per FTP control channel, and
therefore does not count any additional data channel connections towards the connection limit. Also,
the show resource usage command does not display these connections.

Workaround: None.
CSCee47998

In some circumstances, when you configure a limit on TCP connections as well as a limit on
embryonic connections in a nat or static statement, a denial of service (DoS) condition might occur.
UDP connection limits are not affected.

Workaround: We recommend that you configure only one of these limits at a time for a given nat
or static statement, and leave the other at the default of 0 (unlimited, up to the maximum for the
system). If you configure both limits, and the show local-host command indicates that the maximum
number of TCP connections has been reached, then enter the clear local-host command to clear the
condition.

CSCeb00636

When you set the fragment command to 1, the show fragment command displays the value as 0.
The FWSM uses the correct value of 1 even though the display is incorrect.

Workaround: None.
CSCee25850

In manual commit mode for ACLs, the show access-list command shows standard (OSPF) ACLs as
not being committed. The display is incorrect, and the standard ACLs behave as expected.

Workaround: None.
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CSCec68302

After a unit fails over, connections that are not actively exchanging data are not replicated back to
the original active unit. As a result, if the current active unit fails over, the state of the connection is
lost.

Workaround: None.
CSCed51205

If you configure the active unit for manual ACL commitment (the access-list mode manual-commit
command), when the active unit replicates the configuration to the standby unit, none of the ACLs
on the standby unit are committed, even when they are committed on the active unit.

Workaround: Do not use manual commitment (set the access-list mode auto-commit command)
on the active unit, at least while the standby unit is synchronizing the configuration. Or, after the
standby unit syncs, enter the access-list commit command on the standby unit to commit all ACLs.

CSCeel0485

When there is a high rate of RTSP traffic, and the RTSP inspection engine is enabled, the FWSM
fails to replicate the configuration to the standby unit.

Workaround: Disable the RTSP inspection engine using the no fixup protocol rtsp command.
CSCee24631

In single context mode, when you replicate the configuration to the standby unit, the standby unit
RSA key becomes invalid.

Workaround: After synchronization, regenerate the RSA key on the standby unit.
CSCee31514

In single context mode, the standby unit might reboot if you attempt to copy a configuration to the
running configuration on the standby unit, and simultaneously enter copy running-config
startup-config (or write memory) on the active unit.

Workaround: Do not configure the standby unit while you are configuring the active unit; the
standby unit should get all its configuration through the replication process. Configuring the standby
unit causes the units to get out of sync.

CSCee4d7137

If you configure the failover poll and hold times (failover polltime unit) to be less than the default,
and enable manual commitment of ACLs (the access-list mode manual-commit command), when
you commit a large ACL on the active unit using the access-list commit command, then failover
communication is disrupted and the active unit fails over to the standby unit.

Workaround: Increase the failover unit poll and hold times to greater values (for example, the
default of 1 second for the polltime and 15 seconds for the holdtime.

[ oL-5892-01
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NAT Caveats

CSCea75037

If you configure a static command using the interface keyword to specify the interface address, if
you change the interface IP address, the change is not reflected in the static translation.

Workaround: None.
CSCed78642

If you configure the dns option in a static statement, and the static statement specifies a network
instead of a single host, then in some cases, the DNS reply is translated to the network address
instead of the corresponding host address.

Workaround: None.
CSCee28447

If you erroneously configure static statements in two contexts that identify the same global address
on a shared interface (such as the outside interface), neither static statements work. If you delete one
statement, the remaining statement still does not work.

Workaround: Remove both static statements, and reconfigure them correctly.
CSCee32145

When you configure same security interfaces, NAT exemption statements (nat 0 access-list) are
ignored. You might use NAT exemption statements to set connection limits when you do not want
to perform address translation.

Workaround: Use identity NAT (nat 0) or static identity NAT.
CSCee48769

When you configure the embryonic limit for an inside static statement, and you also configure
dynamic PAT for an outside interface, then a SYN attack from the outside to the inside static address
causes a large number of PAT translations with associated connections, even though the connections
are not established. These PAT translations do not time out within the default 30 second interval for
translations without associated connections because the FWSM thinks there are valid connections
associated. The pool of addresses and ports for the outside addresses gets used up, and no additional
clients can connect.

Workaround: Do not configure outside PAT if you want to protect the inside address from a SYN
attack using an embryonic limit.

System Message and SNMP Caveats

CSCed92496

When a smurf attack occurs against the FWSM, the FWSM correctly drops the traffic, but does not
generate a system message or SNMP trap about the smurf attack.

Workaround: None.
CSCee22063

When a Land Attack is issued against the FWSM, a system message displays (106017), but no
SNMP trap is sent.

Workaround: None.
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CSCee27445

When you configure ACL logging, and you reach the maximum number of deny flows several times,
the maximum deny flow system message (106101) continues to be generated even when the
maximum is not reached.

Workaround: None.
CSCee29967

In multiple context mode, the system execution space cannot send system messages to an external
syslog server through the admin context; you can only view these system messages from the buffer
Or On your session monitor.

Workaround: None.
CSCee50131

All ACLs have an implicit deny at the end consisting of deny ip any any. When a packet is dropped
because of the implicit deny, the FWSM does not generate the system message 106023 that indicates
when a packet is dropped by an ACL.

Workaround: Add an ACE consisting of deny ip any any at the end of the ACL. When you have
an explicit ACE, you can set additional logging options as well.

CSCin72275

When the maximum number of deny flows is reached for ACE logging, the FWSM generates system
message 10601. However, if you set the alert interval for this message to be greater than the default
300 seconds, then the FWSM does not generate the message.

Workaround: Set the access-list alert-interval command to be 300 seconds or less.

Voice Over IP Caveats

CSCdw13911
The FWSM drops segmented H.323, SIP, and Skinny messages.

Workaround: If both signaling devices are Cisco routers, then you can enter the following
command on each router: ip tcp path-mtu-discovery. This command might resolve the
segmentation if it is caused by the use of TCP MSS=536 by the router. Check the value of the TCP
MSS by looking at the first two packets of the connection in a sniffer program.

CSCecl1628

Inter-cluster Cisco CallManager (3.3) trunks, connected without the use of Gatekeepers (one Cisco
CallManager connected directly to another Cisco CallManager), often experience delayed or
disrupted call setup and voice path connections. The majority of calls are successful.

Workaround: Use either Gatekeeper-controlled inter-cluster trunks, or use Cisco CallManagers on
two FWSM interfaces of the same security level.

CSCed02843

If you configure PAT, the FWSM might not translate the IP address in the “o” (owner) header of the
SDP packet to the PAT address. This problem occurs when the Cisco IOS gateway is on the inside
interface and the proxy server and phones are on the outside. This symptom does not occur if the
phone is a 79xx SIP phone.

Workaround: None.
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CSCed83014

When the FWSM is between a Cisco CallManager (with SCCP phones registered) and an H.323
gateway (with plain old telephone service (POTS) phones attached), VoIP calls between a SCCP
phone and a POTS phone sometimes fails.

Workaround: None.
CSCeel4284

If you configure two interfaces on the same security level and you configure PAT for both inside
interfaces when they access the outside, then if both interfaces have a SIP phone with the proxy on
the outside, a SIP call between the two same security interfaces fails. The ACK is dropped by the
FWSM.

Workaround: Do not use PAT in this situation; use NAT instead.
CSCeel4294

If two contexts share an outside interface, and SIP phones on each context call each other, the
INVITE, 100, 180 and 200 messages are handled properly; however, the ACK message does not
have all address fields modified in the SIP payload, and the call fails.

Workaround: Do not share the outside interface between contexts with SIP phones.

Miscellaneous Caveats

CSCdz11283

Because the FWSM does not allow Telnet to the lowest security interface, if you configure a context
with only one interface, you cannot Telnet to it because it is inherently the lowest security interface.

Workaround: Configure a second interface at a lower security level, and then delete the interface;
the FWSM now allows Telnet to the one remaining interface.

CSCea93521

If you change any crypto map commands, the changes are made in the configuration, but the FWSM
still uses the old settings.

Workaround: Reapply the crypto map to the interface by entering the no crypto map interface
command to remove it, and then re-add it.

CSCee25902

After you reboot the FWSM, the FWSM might not be able to load all the ACLs in a given context,
and you see the following error:

ERROR: Unable to add, access-1list config limit reached

This memory problem occurs because contexts are assigned to one of 12 memory pools at startup or
when the context is first added. The amount of memory a context can use for ACLs depends on how
many contexts share the pool and how many ACLs each context uses. Each time you restart the
FWSM, the contexts are distributed evenly across all pools; however, the distribution across pools
might differ from the original distribution when you first added a context, resulting in (more or) less
memory being available.

Workaround: Because the pool allocation is based on an internal context ID, you might try deleting
and re-adding the context in the hopes that its new ID will cause the FWSM to assign it to a less
populated pool.
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CSCee30691

In transparent firewall mode, if you enter the no nameif command for one of the interfaces while
the other interface is shut down, then the FWSM cannot perform the no nameif action and shows
the following message:

Could not add PC mac entry for vPifNum: 4

Workaround: Make sure both interfaces are active before you enter the no nameif command.
CSCee41620

When you use Cisco VPN client Release 3.6.3 for management access in routed firewall mode, you
cannot use the local database for user authentication.

Workaround: Use RADIUS or TACACS+ for authentication.
CSCee52559

If you upgrade from Release 1.1 to Release 2.2(1), and you configured an OSPF cost for the failover
interface, then the FWSM crashes.

Workaround: Before you upgrade, remove the OSPF cost configuration from the failover interface.

Resolved Caveats in Release 2.2(1)

The following caveats are resolved in Release 2.21:

CSCec03643
Resolved

When making calls using gateways to the SIP (SMDS Interface Protocol) proxy, UDP and TCP
proxy calls fail to set up, or there is no voice path.

Workaround: Do not use gateways with the SIP proxy. SIP Proxy Gateway calls for both UDP &
TCP fail to setup or no voice path.

CSCec07318
Resolved

The NFS mount takes a long time to succeed or fails because the NFS client is on a lower security
interface relative to the NFS server.

Workaround: Configure the NFS client on a higher security interface relative to the NFS server.
CSCec19761
Resolved

Outbound TFTP requests fail if PAT is using an interface IP address that is configured on the FWSM.
The TFTP file download works correctly with other PAT IP addresses.

Workaround: None.
CSCec24882
Resolved

During failover interface testing when the shutdown command is sent manually, testing continues,
and the interface state is reported as “unknown.” The interface status should be reported as “Link
Down,” and the test should not be performed on the interfaces.

Workaround: None.
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Related Documentation

See the following sections for related documentation:

Hardware Documents, page 18

Software Documents, page 18

Hardware Documents

See the following related hardware documentation:

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Installation
Note

Catalyst 6500 Series Switch Installation Guide
Catalyst 6500 Series Switch Module Installation Guide

Software Documents

See the following related software documentation:

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Configuration
Guide

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module System
Messages Guide

Catalyst 6500 Series Cisco 10S Software Configuration Guide
Catalyst 6500 Series Cisco 10S Command Reference

Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml
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Documentation Feedback

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issues with Cisco products and technologies. The website is available 24 hours a day,
365 days a year at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID and password.
If you have a valid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

[ oL-5892-01

Release Notes for the Catalyst 6500 Series and Cisco 7600 Series Firewall Services Module, Software Release 2.2(1) ]


http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
http://www.cisco.com/en/US/partner/ordering/index.shtml
http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do

I Obtaining Additional Publications and Information

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool automatically
provides recommended solutions. If your issue is not resolved using the recommended resources, your
service request will be assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at
this URL.:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e Cisco Marketplace provides a variety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/
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Obtaining Additional Publications and Information

e The Cisco Product Catalog describes the networking products offered by Cisco Systems, as well as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

e (isco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

e Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at this
URL:

http://www.cisco.com/packet

® iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e  World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

CCVP, the Cisco logo, and the Cisco Square Bridge logo are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a
service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networking Academy,
Network Registrar, Packet, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0705R)
Copyright © 2004 Cisco Systems, Inc. All rights reserved.
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