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This preface describes the objectives, intended audience, and organization and the document
conventions in the Cisco Enterprise Policy Manager DotNet Agent Guide.

The preface contains the following sections:

Objective

Objective

Audience

Document Organization
Document Conventions
Related Documentation
Changes to This Document

Obtaining Documentation and Submitting a Service Request

This document describes how to deploy the CEPM agent for the .NET applications.

Audience

This guide is for the administrators who use CEPM and are responsible for resource modelling and
entitlement management.

Document Organization

This guide contains the following chapters and appendixes:

Chapter 1, “Introduction”

Chapter 2, “Deploying CEPM Agent in a .NET Application”
Chapter 3, “Deploying the Cisco Agent in a COM Application”
Appendix A, “Configuring pep_config.xml File”

Appendix B, “Configuring log.config File”

[ oL-19560-01
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e Appendix C, “Load Balancing in PEP”

Document Conventions
A

Caution = Means reader be careful. You are capable of doing something that might result in equipment damage or
loss of data.

N

Note  Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Related Documentation

CEPM_User_Guide_V3.3.0.0.pdf

Changes to This Document

Table 1 lists the changes made to this document since it was first released.

Table 1 Changes to This Document

Date Change Summary

July 7, 2009 Minor edits and template/boilerplate updates for publication to Cisco.com
April 3rd, 2009 Cisco Enterprise Policy Manager (EPM) Release 3.3.0.0

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Enterprise Policy Manager DotNet Agent Guide
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Introduction

CEPM Overview

To meet the demands of security, privacy, and compliance, businesses need to be able to control and audit
access to their applications, transactions, content, and data, at a fine-grain level. For example,
compliance requires them to maintain "Chinese Walls", enforce separation of duties, and protect the
privacy of information assets. Entitlement management, or the ability to consistently administer,
enforce, and audit fine-grained access to enterprise assets, has largely been addressed by ad hoc
development in different departments by different application owners.

Cisco Enterprise Policy Management (CEPM) addresses this need for consistent and externalized
management of authorization decisions with its policy management solution. A typical CEPM
deployment consists of the following components:

e The entitlement engine which is a Policy Decision Point (PDP) that evaluates application-specific
authorization policies. The PDPs connect with existing information repositories, such as LDAP,
AD, databases, and IdM, which are referred to as Policy Information Points (PIPs).

e The administration console, which is a Policy Administration Point (PAP), provides central
administration, management, and monitoring of entitlement policies with delegation and integration
with an entitlement repository.

e The agent, which is a Policy Enforcement Point (PEP), enforces entitlement policy decisions that
are made by the PDP.

This document describes about the architecture of the NET Agent.

CEPM Agent in the .NET Application

.NET based applications can be entitled using the PEP for .NET. The agent is a DLL that can be used by
any .NET based application (either a desktop or a web-based application). A COM-wrapped agent is also
supported for VB, C++, and other Windows-based applications. As with the Java PEPs, the .NET PEP
supports libraries for decision and administration APIs.

The two packages of interest are:
e Policy Administration Point (PAP) API
e Policy Decision Point (PDP) API

[ oL-19560-01
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I CEPM Agent in the .NET Application

Figure 1-1 CEPM Deployment Diagram
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These packages are intended to be used for customization and easier integration of the components with
customer deployments. The following three categories of functionality are supported:

e Creation of custom administrative consoles [use the PAP APIs]
¢ Invocation of decision queries from applications [use the PDP APIs]

e Run-time queries to the PAP for creation of automated scripts or policy queries from applications
[use the PEP APIs]

From V3.3.0.0 onwards, CEPM .NET Agent supports HTTP as transport protocol for PEP-PDP
communication. A new set of PEP API has been crafted to support HTTP as well as SOAP. You may find
examples elaborating implementation of PEP methods in both old and new authorization model.

Refer to CEPM Dotnet Developers Guide V3.3.0.0 for more information on using these APIs.

Cisco Enterprise Policy Manager DotNet Agent Guide
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CHAPTERz

Deploying CEPM Agent in a .NET Application

CEPM .NET Agent API can be deployed in any .NET application, such as Windows application, console
application, and web application.

To deploy the .NET Agent in the existing application:

Step 1 Unzip the distribution (CEPM_DotNetAgentV3.3.0.0_32b_NCache3.3.zip) in the required directory.

Step2  Copy the following files from the unzipped directory into ...\ApplicationName\bin folder (for Windows
and Web applications) or into ...\ApplicationName\bin\debug folder (for Console applications):

¢ Com.Cisco.Agent.Pep.dll
¢ Com.Cisco.Epm.Pap.dll
e Log4net.dll

e Logdnet.xml

e Log.config

e pep_config.xml

Note  You can download pep_config.xml file for your application from the PAP UI (choose Home >
System Config > Application page and click Download Agent Config button for the chosen
application). The downloaded pep_config.xml file may contain only the basic configuration
parameters and may not carry the agent related tags. Hence, it is highly reccomended to make
use of pep_config.xml file that is bundled in the build.)

Note  The pep_config.xml and log.configure files must be updated according to your current
requirement before proceeding toward final deployment of the .NET Agent. Refer to
Appendix A, “Configuring pep_config.xml File” and Appendix B, “Configuring log.config
File” for information about configuring these files.

Step3  Launch Visual Studio, choose File > Open > Projects and open the required application in which you
need to deploy the .NET Agent.

Cisco Enterprise Policy Manager DotNet Agent Guide
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Deploying CEPM Agent in a .NET Application |

Step4  In the Solution Explorer window, right-click References and click Add Reference.
The Add Reference window appears.
Figure 2-1 Add Reference
Add Reference E]. |_|:I =
[ Solution DotNetPARAPTTest (1 project) A §'
HET | com Pm]ects | Browse |Recent = (] DotNetPAPAPITest m
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Step5  Click Browse to choose the required component.
Step6 Locate Com.Cisco.Agent.Pep.dll file.
Step7  Click OK, which deploys the .NET Agent in the selected application.
Step8  Add the following piece of code to define entitlements:
To utilize the old PEP APIs (which support only SOAP):
TIAuthorizationManager manager = SoapAuthorizationManager.GetInstance() ;
bool result = manager.IsUserAccessAllowed
("Username", "CEPMAgentTest : TestWebApp3 :WebForml", "any") ;
To utilize the new PEP APIs (which support both HTTP and SOAP):
TAuthorizationManager manager =
AuthorizationManagerFactory.GetInstance () .GetAuthorizationManager () ;
bool result = manager.IsUserAccessAllowed
("Username", "CEPMAgentTest : TestWebApp3 :WebForml", "any") ;
Cisco Enterprise Policy Manager DotNet Agent Guide
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Step 1

Note

Step 2
Step 3

Step 4

CHAPTER

Deploying the Cisco Agent in a COM Application

While dealing with COM applications (for example, applications developed using VC++, ATL, VB,
C++, and C), a COM agent (PEP agent for COM) is used. This COM agent is a wrapper that provides a
wide range of configuration properties, which can be used to configure the application in appropriate
way from the command line.

To deploy the COM agent in a COM application:

Convert the dll file, Com.Cisco.Agent.Pep.dll, into a tIb file, Com.Cisco.Agent.Pep.tlb.

In the build process of COM agent, create and register a type library (Com.Cisco.Agent.Pep.tlb) of
Com.Cisco.Agent.Pep.dll using the following command lines.

regasm Com.Cisco.Agent.Pep.dll/tlb <folderpath>/Com.Cisco.Agent.Pep.tlb
regasm Com.Cisco.Agent.Pep.dll/codebase/tlb <folderpath>/Com.Cisco.Agent.Pep.tlb

This type library is created using the Assembly Registration tool (Regasm.exe) so as to enable the COM
client to use the Assembly seamlessly. This tool reads the metadata within an assembly and adds the
necessary entries to the registry, which allows COM clients to create .NET Framework classes
transparently. The Assembly Registration tool can generate and register a type library when you apply
the /tlb: option. COM clients require that the type libraries to be installed in the Windows registry.
Without this option, Regasm.exe only registers the types in an assembly, not the type library. This type
library (Com.Cisco.Agent.Pep.tlb) is created in the same folder where the corresponding dll is located.

Copy Com.Cisco.Agent.Pep.tlb file into the ...\ApplicationName folder of the application.
Copy pep_config.xml and Log.config files into \ApplicationName\Debug folder.

~

Note  You must set the application name and application group name in the pep_config file. Other
attributes like username, password, and URL related to the PDP must be mentioned in the
pep_config file.

To test whether the deployment is successful or not, refer to the following example, which states how to
use the COM agent with VB and VC++.

[ oL-19560-01
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I Using the COM Agent in VB

Using the COM Agent in VB

To deploy the COM agent in a VB application:

Step1  Open VB console.
Step2  Create a new Standard EXE or open an existing application
Step3  Choose Project > References.

Step4  Find your class in the available references list (see Figure 3-1).

Figure 3-1 Reference Class
References - Project1 '
Avalable References: O l
w1 visual Basic For Applications 3 Cancel
[ Yisual Basic runtime objects and procedures

[+ visual Basic objects and procedures
[w] OLE Automation Brawse. ..
[T 145 Helper COM Campanent 1,0 Type Library

[ 1A5 RADIUS Protocol 1.0 Type Library _ﬂ

[v)| Securent Agent

[] Active DS Type Library Priciity
[ Active Setup Control Library :

[_] ActiveMavie contral bype lbrary il

CIATL 2,0 Type Library

[ Bined package 1.0 Type Library

[] CatalogServer 1.0 Type Library

[TlCCrsWon 1,0 Tvoe Library | _IL]
4 k

Help

f L

~.MNET Wersion of PhysServer

Location:  Ci\Documents and Settings)Administratoriiy Documents) isu.

Language:  Standard

To define entitlement, select a button (for example) and add the following code:

Private Sub Commandl_Click()
Dim i As Cepm.SoapAuthorizationManager
Dim result As Boolean
Set i = Cepm.SoapAuthorizationManager.GetInstance

result = com_manager->IsUserAccessAllowed
("username", "ApplicationGroupName:ApplicationName:PageName", "any") ;
End Sub

This code deploys the COM agent in your application.

~

Note  To test whether the deployment is successful or not, run the VB application. The specified button
is rendered only if you are authorized to view it.

Cisco Enterprise Policy Manager DotNet Agent Guide
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Using the COM Agentin MFC 1l

Using the COM Agent in MFC

The implementation of COM agent in MFC includes the #import "CepmAgent3.3.tlb" statement in your
header file as well as using namespace CepmAgent.

Open your application in which you want to integrate the agent and copy the following code into the
pages or controls for which you want to define entitlement:

void CNickDlg: :0nOK()
{
CString strMessage;
CoInitialize (NULL) ;
CEPM: : TAuthorizationManager *com_manager;
CEPM: : IAuthorizationManagerPtr
pl(__uuidof (SoapAuthorizationManager.GetInstance)) ;
com_manager = pl;
VARIANT_BOOL result =
com_manager->IsUserAccessAllowed ("username", "ApplicationGroupName:ApplicationName: PageName
", "any") ;
strMessage.Format ("Result is: %d", result);
MessageBox (strMessage, "Result", MB_ICONASTERISK \ MB_ICONINFORMATION) ;
}

This code deploys the COM agent in your MFC application.

A

Note  To test whether the deployment is successful or not, run the MFC application. The specified
button is rendered only if you are authorized to view it.

[ oL-19560-01
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I Using the COM Agent in MFC
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APPENDIX A

Configuring pep_config.xml File

This appendix describes the structure of the PEP configuration file (pep_config.xml) that is embedded
into the protected .NET application to avail fine grained authorization provided by CEPM and gives
guidelines for configuring it to suit the requirements of your application.

The following is a sample pep_config.xml file:

<pep_config version="3.3">
<cache decisionCacheEnabled="true" cacherefreshtype="onlyupdated" decisionsOnly="false"
provider="net.securent.agent.sdk.cache.CacheProvider"
implementor="Com.Cisco.Epm.Cache.Impl.NCache"
eventProvider="Com.Cisco.Epm.Cache.Event.EventProvider" >

<type>TTL</type>

<refresh enable="false">update</refresh>

<interval>20</interval>

<prefetch enable="false" type="user" bulkUsersPerRequest="10">

<prefetchForApis>
<apil name="isUserAccessAllowed">
<!-- Prefetch based on message attributes -->
<!-- Attribute for Context -->
<!--<message-attribute name="urn:cisco.cepm:3.3:xacml:context-name"
override="true">TestAppGrp:TestApp:Contextl</message-attribute> -->
<!-- Attribute for Role Bundle -->
<!--<message-attribute name="urn:cisco.cepm:3.3:xacml:rolebundle-name"
override="true">Rbl</message-attribute>-->
<!-- Attribute for Resource Type -->
<!--<message-attribute name="urn:cisco.cepm:3.3:xacml:resource-type-name"
override="true">TestAppGrp:TestApp:ResType</message-attribute>-->
<!-- Attribute for any attributes -->
<!--<message-attribute name="Keyl" override="true">Valuel</message-attribute>-->
</api>
<!-- api name="getDecisionsByResourceTypeForAnyAction"/-->
</prefetchForApis>
<!-- Selective prefetch for configured Groups, Roles, Resources entities-->
<groups>
<!-- FQN of GroupName -->
<!--<group>TestAppGrp:TestApp:Grpl</group> -->
</groups>
<roles>
<!-- FQN of RoleName -->
<!-- <role>Prime group:Prime portal:Internal Dev:Internal Dev Tokyo</role> -->
</roles>
<resources>
<!-- FON of ResourceName -->
<!-- <resource>TestAppGrp:TestApp:Res3</resource> -->
</resources>
</prefetch>

<applicationgroup>Prime group</applicationgroup>

0L-19560-01
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<application>Prime portal</application>
</cache>

<logs enable="false" records="20" logsttl="10"/>

<loadbalance enabled="false">
<algorithm>roundrobin</algorithm>
<refreshtime>10</refreshtime>
<timeout>10000</timeout>
</loadbalance>
<pdps>
<pdp>
<protocol>soap</protocol>
<username>admin</username>
<password>hlBYu+lcwcM=</password>
<url>http://localhost:8080/pdp/services/AuthorizationService</url>
<timeout>1000</timeout>
</pdp>
<!--<pdp>
<protocol>http</protocol>
<username>admin</username>
<password>hlBYu+lcwcM=</password>
<url>http://localhost:8080/pdp/AuthorizationEndPoint</url>
<timeout>10000</timeout>
</pdp>-->
</pdps>

<http-proxy>
<host></host>
<port></port>

</http-proxy>

<apis>
<api>
<url>http://localhost:8080/cepm</url>
<username>superuser</username>
<password>hlBYu+lcwcM=</password>
<repositoryname>Default Domain</repositoryname>
<timeout>10000</timeout>
</api>
</apis>

<adapters>
<soap>Com.Cisco.Epm. Soap.SoapTransportAdaptor</soap>
<http>Com.Cisco.Epm.Http.HttpTransportAdaptor</http>
</adapters>

<ssl truststoreFile="C:\OpenSSL\bin\PEM\demoCA\keypair.pl2"
truststorePass="changeit"></ssl>

<dncache>
<cachepath>C:\DotnetCache\DNCache.xml</cachepath>
<cachename>Cache</cachename>

</dncache>

<ncache>
<cachename>TestCache</cachename>

</ncache>

</pep_config>

Cisco Enterprise Policy Manager DotNet Agent Guide

0L-19560-01 |



| Appendix A Configuring pep_config.xml File

<cache>
CEPM supports caching for the .NET application using NCache and DNCache. To avail the caching
facility for your .NET application, you must put DNCache.dll and dncache.xml files (which are available
in the distribution) in the ...\ApplicationName\bin\debug folder. Caching works only for the API
methods IsUserAccessAllowed, IsRoleAccessAllowed, IsGroupAccessAllowed, and GetDecisions and
their overloaded methods. The configuration to make use of the cache is done in the following tag:
<cache decisionCacheEnabled="true" cacherefreshtype="onlyupdated" decisionsOnly="false"
provider="net.securent.agent.sdk.cache.CacheProvider"
implementor="Com.Cisco.Epm.Cache.Impl.NCache"
eventProvider="Com.Cisco.Epm.Cache.Event.EventProvider" >
Update this tag by mentioning the provider and the implementor details. If you set this tag to false,
caching is disabled.
The cache tags and their corresponding parameters can be updated according to the user requirement. A
brief explanation of various parameters and child tags to be updated for caching follows.
e decisionCacheEnabled attribute
To enable the PEP cache mechanism, this attribute must be set to true.
e cacheRefreshType attribute
This attribute value can be set to onlyupdated or all. When set to onlyupdated, then during the cache
refresh process, only the changed data is copied from the PDP and is updated in the PEP cache.
When set to all, then during the cache refresh process, all the data from the PDP cache gets copied
to the PEP cache.
e decisionOnly attribute
This is a Boolean expression. If set to false, it stores the entire cache objects which contain decision,
decision lifetime, and every entity attributes related to the decisions. If set to true, it stores only the
decisions. Because the lifetime will not be persistent,, the cache for any policy will not be updated
when its lifetime expires. It is important to note that for better performance, it is highly
recommended to set this attribute to true.
e Provider attribute
Keep this tag unchanged.
e implementor attribute
The value of this implementor class is set according to the type of cache used. For DNCache, the
implementor class must be set to:
Com.Cisco.Epm.Cache.Impl.DNCacheImpl
To enable DNCache for your PEP, you must install the DNCache in your system and create your own
server instance.
For NCache, the implementor class must be set to:
Com.Cisco.Epm.Cache.Impl.NCache
Enabling NCache for PEP
~
Note  The following procedures assume that you have NCache installed on your system.
Cisco Enterprise Policy Manager DotNet Agent Guide
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Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

<type>

To enable NCache:

Go to Start > All Programs > NCahce > NCache Manager.
In the NCacheManager console, create a new project by clicking File > New > Project.

In the NCache Explorer (left navigation pane), right click NCacheManagement and click Create New
Cache. The New Cache Wizard appears.

Enter the server name of the system where this new cache is created. Click Next.

Enter the Cache Name in web.config file in the following format:

<appSettings>
<add key="CacheName" value="cepmcache"/>
</appSettings>

The same name must be mentioned in client.nconf file. Click Next.

Set the heap size. Click Next.

Follow the wizard guidelines for setting up advanced options.

Click Finish. The new cache is displayed in the NCache Explorer.

Right click the newly created cache and click Start. This starts the selected cache instance.

Open pep_config.xml file and update the <cache> tag by setting the value of implementor class as:

net.securent.admin.sdk.cache.impl.DNCacheImpl

Save and close the config file.

Copy client.nconf file into the classpath of the PEP. Update this file by entering the server name and
cache ID as configured in Step 3 and Step 4. Save and close the file.

Configuring DNCache for PEP

To enable DNCache for your PEP, you must add the <appSettings> tag (key-value pairs) in your
application.config file (or web.config file for web application). A sample tag is given here:
<appSettings>

<add key="CachePath" value="C:\DotnetCache\DNCache.xml"/>

<add key="CacheName" wvalue="Cache"/>
</appSettings>

You must replace the values in this tag as per your requirements

The above values must match with the values given in the DNCache tag in pep_config.xml file. For
example:

<dncache>
<cachepath>C:\DotnetCache\DNCache.xml</cachepath>
<cachename>Cache</cachename>

</dncache>

This tag can be set to TTL (time to live) or session.

Set its value to TTL.

Cisco Enterprise Policy Manager DotNet Agent Guide
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<refresh>
The enable attribute value can be set to true or false. If set to false, PEP will never refresh its cache
(except during start-up if the <prefetch> element’s enable attribute is set to true). If set to true, the PEP
refreshes its cache after every few second’s time interval as specified in the <interval> element (as
explained in the <interval> element below).
The <refresh> element can be set to invalidate or update. Setting <refresh> to invalidate erases the cache
during the refresh cycle. Setting <refresh> to update, updates the PEP cache according to the value set
for cacherefreshtype attribute (as explained earlier).
If the PEP is deployed in the clustered cache mode, then if the <refresh> element’s enable attribute value
is set to true, the PEP acts as a primary cache for the other PEPs in the same cluster. As primary cache,
PEP refreshes its cache with the changed data and also refreshes all the PEP caches that are present in
the same cache cluster. If this attribute value is set to false, then the PEP acts as a secondary cache and
it never refreshes its own cache, but depends upon the primary cache PEP/PDP to refresh its cache.
<interval>
This tag defines the periodicity (in seconds) of cache refresh activity. For example, if you want to refresh
the cached data after every 60 seconds, then set <interval> value to 60.
<prefetch>
This element is configured to prefetch the policy information and store in the PEP cache, when the PEP
component gets loaded in Java Virtual Machine (JVM).
e enable attribute
The enable attribute value can be set to true or false. If set to true, all the data is refreshed during
the PEP startup. If set to false, the PEP does not refresh its data during startup.
e type attribute
The type attribute can be set to user or resource.
If set to user, then all the resources belonging to all the users are refreshed in the cache. The user
value can be set when there are fewer number of users compared to the number of resources, thus
minimizing the number of API calls and reducing network traffic.
If set to resource, then all the users belonging to all the resources are refreshed in the cache. The
resource value can be set when there are few number of resources compared to the number of users.
e bulkUsersPerRequest attribute
The bulkUsersPerRequest attribute value is applicable only when the type attribute value (described
earlier) is set to user. The intention is to reduce the network traffic. The bulkUsersPerRequest
attribute value specifies the batch size of the number of users for which the prefetch will be done.
For example, if there are total of 100 users and the bulkUsersPerRequest attribute value is set to 10,
the PDP fetches the policy information (allowed/denied resources) of the 100 users in the batches
of 10 users each because the policy information is fetched in ten batches, i.e. tenrequests.
<prefetch> can have multiple <api> subelements. Each <api> subelement contains a PEP API
method name to call during prefetch operation as per the requirement.
e <prefetchForApis>
This element defines the selective prefetch mechanism to filter out with respect to the groups, roles
and resources.
Cisco Enterprise Policy Manager DotNet Agent Guide
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<applicationgroup>

<application>

<loadbalance>

Note

<groups>

This element is configured to prefetch the users that belong to the configured group. For example
there are 10 users (Userl.....to User10). User1 to User5 are mapped to Group1. Specify the <group>
that is (<group>SampleGroup:SampleApplication:Group1</group>).The <prefecthForApis>
fetches only 5 users (Userl to User5), since only 5 users are mapped to Groupl.

<roles>

This element is configured to prefetch the users that belong to the configured role. For example there
are 10 users (Userl.....to User10). Userl to User5 are mapped to Role2. Specify the <role> that is
(<role>SampleGroup:SampleApplication:Role2</role>).The <prefecthForApis> fetches only 5
users (Userl to User5), since only 5 users are mapped to Role2.

<resources>

This element is configured to prefetch the users that belong to the configured resource. For example
there are 10 users (Userl.....to User10). User4 to User9 are mapped to resource Send Trades. Specify
the <resources> that is (<resource>Prime group:Prime portal:Send Trades</resource>).The
<prefecthForApis> fetches only 6 users (User4 to User9), since only 6 users are mapped to Send
Trades.

The <prefetchForApis> element works in conjunction with <groups>,<roles> and <resources>. For
example there are 10 users (Userl.....to User10). User1 to User5 are mapped to Grp1.User3 to User7
are mapped to rolel and User4 to User9 are mapped to resource Send Trades.The <prefetchForApis>
fetches only 2 users (User4 and User5), since only 2 users are commonly mapped to Grp1,roleland
Send Trades (Grpl union Rolel union SendTrades).

Set this tag value to the application group name for which the PEP is deployed.

Set this tag value to the application name for which the PEP is deployed.

When the enabled attribute value is set to true, the PEP component implements the load-balancing
mechanism while referencing various PDPs. If set to false, the load-balancing mechanism is not
implemented.

When multiple PDPs are associated with a single PEP, the load-balancing mechanism can be used. (Refer
to the Cisco Enterprise Policy Manager Developer Guide for more information about the load-balancing
mechanism in the PEP.)

The <loadbalance> element contains the following subelements:

<algorithm>

This subelement decides the type of algorithm to run while the load-balancing mechanism is
implemented. Set it to roundrobin.

<refreshtime>

Cisco Enterprise Policy Manager DotNet Agent Guide
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<pdps>

This subelement decides the time interval (in minutes) after which PEP should check the status of
all the PDPs configured in the <pdps> element and refresh its cache with the individual PDP’s status
(that is active or inactive).

<timeout>

This element decides the time interval (in milliseconds) for which the PEP component should wait
for the response after making a request to PDP, so as to assess PDPs status as active or inactive. For
example, if the value is set to 1000, when the PEP makes a request to PDP for status check and if
the PEP does not receive response within 1000 milliseconds, the PEP sets the status of that PDP to
inactive in its own cache.

This tag contains the configuration details for all the PDPs that need to be referenced from this PEP
component. Each PDP configuration needs to be provided in a separate <pdp> tag.

The following child tags that should be configured for each PDP entry:

<http-proxy>

<protocol>

This tag decides the protocol for PEP-PDP communication. The .NET PEP Agent uses SOAP or
HTTP protocol to communicate with the PDP.

<username>

This tag contains the user name value to connect to the PDP.
<password>

This tag contains the password value for the above mentioned user name.
<url>

This tag contains the URL of the PDP service.

<timeout>

This tag decides the time interval (in seconds) for which PEP should wait for the response after
making a request to PDP. If a response is not received by the PEP from the PDP in this configured
time interval, the PEP considers it as an error request.

This tag contains the configuration details for the proxy server. If proxy server is not being used, then
give the empty values for its child tags. The following child tags should be configured to connect to the
proxy-server.

<host>
This tag contains the machine IP address of the proxy server.
<port>

This tag contains the port number for the proxy service.

<apis>
This tag contains the configuration details of the PAP server. These values are used by the PEP API to
access the PAP application. The following child tags that should be configured to access the PAP server.
e <url>
Cisco Enterprise Policy Manager DotNet Agent Guide
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This tag contains the URL of the PAP server.
e <username>

This tag contains the user name to connect to the PAP server.
e <password>

This tag contains the password for the above user.
e <repositoryname>

This tag contains the name of the repository to connect to in the PAP server.

<adapters>

This tag contains the name of the adapter that is used by the PEP application to access PDP. .NET PEP
uses SOAP and HTTP protocols to communicate with PDP. Do not update this value, which are by
default set as shown below.

<adapters>
<soap>Com.Cisco.Epm.Soap.SoapTransportAdaptor</soap>
<http>Com.Cisco.Epm.Http.HttpTransportAdaptor</http>
</adapters>

<SSL>

If you enable SSL for PEP-PDP communication, use this tag to set the directory path of the truststore
certificate and the truststore password.

Cisco Enterprise Policy Manager DotNet Agent Guide
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Configuring log.config File

This appendix describes the structure of PEP log configuration file (log.config) and guides you through

the procedures of configuring it.

The following is a sample log.config file.

<configuration>
<configSections>

<section name="logdnet"

type="System.Configuration.IgnoreSectionHandler" />

</configSections>
<logdnet>

<appender name="RollingLogFileAppender"
type="log4dnet.Appender.RollingFileAppender">

<param name="File" value="DotnetAgent.log" />
<param name="AppendToFile" value="true" />
<param name="MaxSizeRollBackups" value="10" />
<param name="MaximumFileSize" value="10MB" />
<param name="RollingStyle" value="Size" />
<param name="StaticLogFileName" value="true" />

<layout type="logdnet.Layout.PatternLayout">

<param name="Header" value="\r\n\r\n---------
<param name="Footer" value="\r\n-------------
<param name="ConversionPattern" value="%d [%t]

</layout>

</appender>
<appender name="ColoredConsoleAppender"

---\r\n" />
----\r\n\r\n" />

%$-5p -%m%n" />

type="log4net.Appender.ColoredConsoleAppender">

<mapping>
<level value="ERROR" />
<foreColor value="White" />
<backColor value="Red" />
</mapping>
<mapping>
<level value="DEBUG" />
<backColor value="Green" />
</mapping>
<mapping>
<level value="INFO" />
<foreColor value="White" />
</mapping>
<layout type="logdnet.Layout.PatternLayout">

<param name="ConversionPattern" value="%-5p:

</layout>

</appender>
<root>

<level value="ALL" />
<appender-ref ref="RollingLogFileAppender" />

mn" />

0L-19560-01
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<appender-ref ref="ColoredConsoleAppender" />
</root>
</logdnet>
</configuration>

The following are the general configurations that can be made in the log.config file.
1. Updating the File Appender

e Change the name of the log file (named as DotnetAgent.log in the sample file), update the Name
parameter in the <Appender> tag.

¢ Change the maximum file size for back up, update the MaximumFileSize parameter with the
required value. This enables the application to create back up on exceeding the specified size.

¢ Change the header and footer style of the log file, update the Header and Footer parameters in the
<layout> tag.

2. Updating the Console Appender

¢ Change the colors of individual log levels, update the corresponding <mapping> tags available for
different log levels.

3. Updating the Root

e Update the <Root> tag to specify which appender to be available in the log file. If you want to view
both appenders, keep this tag unchanged. If you want to keep only one appender, then uncomment
the other. For example, if you want to keep only the File appender then comment the Console
Appender and if you want to keep only the Console appender then comment the File Appender.
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Load Balancing in PEP

When multiple PDPs are configured to communicate with the PEP, the request- response time may be
considerably higher because the PDP is down or the PDP is busy handling other requests.
Load-balancing addresses this problem by allowing the protected application server to distribute the load
to different PDPs based on a load-balancing policy or algorithm that is configured for the PEP.

The CEPM implements the round robin load-balancing policy.

Round Robin Load Balancing

Figure C-1 Loadbalancing in PEP
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When the PEP sends a request to the PDP, the load-balancer component decides to send the request to
the first PDP registered within the cluster. If the specified PDP is down (not alive) or busy handling any
other request, the request is redirected to the second PDP as per the round robin policy configured in the

PEP component.

In this way, when the last PDP (PDP 4 in the diagram) is alive and responds to the PEP Request 3, the
very next request (Request 4) is transferred to the first PDP (that is PDP 1) as per the round robin

algorithm.

Unlike in Java PEP, the load-balancing process for the .NET PEP is not protocol-independent. The rule
is implemented within any number of the PDPs having SOAP as the transport protocol.
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