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An Introduction to Cisco ProtectLink Endpoint

This chapter contains the following topics:
» Cisco ProtectLink Overview, page 5
= Desktop Protection, page 7

Benefits of Using ProtectLink Endpoint, page 8

Cisco ProtectLink Overview

You can use two Cisco ProtectLink services to provide an integrated, multi-layer
security solution for protecting your business and your users:

ProtectLink Endpoint

= ProtectLink Gateway

ProtectLink Endpoint

Cisco ProtectLink Endpoint is a hosted security service powered by Trend Micro
Worry-Free™ Business Security Hosted. This service, working along with your
Cisco security appliance, protects Microsoft™ Windows™ PCs and servers
against spyware, viruses and other malware. ProtectLink Endpoint allows for
security appliance-based network access policy enforcement.

As a hosted service, Cisco ProtectLink Endpoint provides significant benefits over
an on-site solution:

Allows access to the console from anywhere.
Decreases on-site hardware and software maintenance.
«  Optimizes protection with updates and tuning by Cisco.

» Reduces infrastructure costs, while easing deployment and administration.

Cisco ProtectLink Endpoint Administration Guide 5



An Introduction to Cisco ProtectLink Endpoint 1
Cisco ProtectLink Overview

ProtectLink Gateway

Cisco ProtectLink Gateway offers comprehensive spam and web protection from
your Cisco security appliance. This service integrates anti-spam with antivirus and
anti-spyware, and Web Threat Protection with URL Filtering. As a result, you can
protect your network from email threats in the Internet “cloud” and web threats in
the Cisco security appliance, providing access only to email and websites that are
appropriate for your business.

As a hosted service, ProtectLink Gateway provides significant benefits over an on-
site solution:

Keeps email and web threats completely off the network.
Preserves Internet connection bandwidth and reduces storage.
Decreases on-site hardware and software maintenance.
Optimizes protection with updates and tuning by Cisco.

Reduces infrastructure costs, while easing deployment and administration.

How Cisco ProtectLink Endpoint Works

Figure 1 shows the flow of web and email traffic as it moves from the Internet
through the Cisco ProtectLink Endpoint Service and the Cisco Small Business
security appliance. Cisco ProtectLink Endpoint Service protects desktops using
Trend Micro WFBS-H.

Figure1 How ProtectLink Endpoint Works
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An Introduction to Cisco ProtectLink Endpoint 1
Desktop Protection

Desktop Protection

Cisco ProtectLink Endpoint integrates with Trend Micro WFBS-H to provide
desktop protection.

TIP For information or documents about Worry-Free Business Security Hosted, visit
http://us.trendmicro.com/us/products/sb/worry-free-business-security-hosted.

Administrators can automatically prevent threats on networks using WFBS-H, a
hosted solution. They can also create reports, view summarized and complete
threat status, security risk status, and system updates.

After installing the WFBS-H Agent on a computer, next install the Threat
Management Agent (TMAgent). The TMAgent ensures that each computer has an
antivirus solution. If a computer does not have the TMAgent installed, the security
appliance blocks access to the web. This feature provides protection by
preventing attacks on vulnerable computers that would expose your network to
threats. Figure 2 illustrates the workflow.

Cisco ProtectLink Endpoint Administration Guide 7
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An Introduction to Cisco ProtectLink Endpoint 1
Benefits of Using ProtectLink Endpoint

Figure 2 Endpoint Protection Workflow
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Benefits of Using ProtectLink Endpoint

Hosted services provide significant benefits over an on-site solution:
= Keeps email and web threats completely off the network.
= Preserves Internet connection bandwidth.
= Decreases on-site hardware and software.
= Optimizes protection with updates and tuning by Cisco.
= Reduces infrastructure costs, while easing deployment and administration.

NOTE For information regarding ProtectLink Gateway, please see the ProtectLink
Gateway Administration Guide.

Cisco ProtectLink Endpoint Administration Guide



Deploying Cisco ProtectLink Endpoint

You can deploy the Cisco ProtectLink Endpoint through a straightforward process
described in the following sections:

System Requirements, page 9

= Setting Up the Router and Upgrading the Firmware, page 11

« Registering ProtectLink Endpoint, page 12

« Activating ProtectLink Endpoint, page 19

NOTE Before following these instructions, you must first complete the initial configuration
tasks for your security appliance. For more information, refer to the documentation
for your security appliance.

System Requirements

You can use this service on computers that meet the following system and web
browser requirements:

«  Operating System:

Windows 2000 32-bit Edition

Microsoft Windows 2000 Professional Edition with Service Pack 4 or
later

Microsoft Windows 2000 Server Edition with Service Pack 4 or later
Microsoft Windows 2000 Advanced Edition with Service Pack 4 or later
Windows XP 32-bit or 64-bit Edition

Microsoft Windows XP Professional with Service Pack 2

Microsoft Windows XP Home Edition with Service Pack 2

Cisco ProtectLink Endpoint Administration Guide



Deploying Cisco ProtectLink Endpoint 2

System Requirements

- Microsoft Windows XP Tablet PC Edition with Service Pack 2

Windows Server 2003 32-bit or 64-bit Edition
- Microsoft Windows Server 2003 Standard Edition (with Service Pack 1)
- Microsoft Windows Server 2003 Enterprise Edition (with Service Pack 1)

- Microsoft Windows Server 2003 R2 Standard Edition (with Service
Pack 1)

- Microsoft Windows Server 2003 R2 Enterprise Edition (with Service
Pack 1)

Windows Small Business Server 2003 R2 32-bit or 64-bit Edition

- Microsoft Windows Small Business Server 2003 R2 Standard Edition
- Microsoft Windows Small Business Server 2003 R2 Premium Edition
Windows Vista 32-bit or 64-bit Edition

- Microsoft Windows Vista Home Basic Edition

- Microsoft Windows Vista Home Premium Edition

- Microsoft Windows Vista Business Edition

- Microsoft Windows Vista Enterprise Edition

- Microsoft Windows Vista Ultimate Edition

Windows Server 2008 32-bit or 64-bit Edition

- Microsoft Windows Server 2008 Standard Edition

- Microsoft Windows Server 2008 Datacenter Edition

- Microsoft Windows Server 2008 Enterprise Edition

Windows Small Business Server 2008 32-bit or 64-bit Edition

- Microsoft Windows Small Business Server 2008 Standard Edition

- Microsoft Windows Small Business Server 2008 Premium Edition
Windows Essential Business Server 2008 32-bit or 64-bit Edition

- Microsoft Windows Essential Business Server 2008 Standard Edition

- Microsoft Windows Essential Business Server 2008 Premium Edition

Cisco ProtectLink Endpoint Administration Guide 10



Deploying Cisco ProtectLink Endpoint 2
Setting Up the Router and Upgrading the Firmware

Windows Home Server 32-bit Edition

- Microsoft Windows Home Server

Processor: Intel™ Pentium™ or AMD™

RAM: 256 MB or more (operating system dependent)

Disk space: 350 MB

Web Browser: Microsoft Internet Explorer 6.0 or 70
Monitor that supports 800 x 600 resolution with 256 colors
Internet connection

Adobe™ Acrobat™ Reader 7.0 or 8.0 to view reports

Setting Up the Router and Upgrading the Firmware

Set up your router or security appliance and install the latest firmware by following
the instructions in the documentation for your device. With the latest firmware
installed, the Configuration Utility includes a ProtectLink module that you can find
in the menu bar. Refer to the following examples:

|EEET Netwarking  Firewall  Protectiimk)

Setup Firewall ProtectLink Qo5 Administration IP5S

NOTE If ProtectLink is supported on your router or security appliance and you do not see
ProtectLink on the menu bar, upgrade the firmware. For more information, see the
administration guide for the device.

Cisco ProtectLink Endpoint Administration Guide 11



Deploying Cisco ProtectLink Endpoint 2

Registering ProtectLink Endpoint

Registering ProtectLink Endpoint

Register your service to activate it and sign up for access to the web portal for
online administration. To register a service, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink in the menu bar, and then click ProtectLink in the navigation
tree.

The ProtectLink page appears.

FProtectlink

Gateway Desktop

193287
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Deploying Cisco ProtectLink Endpoint
Registering ProtectLink Endpoint

2

STEP 3 Click the link: Register ProtectLink services and obtain an Activation Code

(AC).

The Register Your Product page appears.

@) TREND.

[ knou;r-le.c.l.ge .éase

| Fags

| Update Center

| Supported Versions

[ B.éta. .F-’-rogra ms

.Virus Response Service |
| Submission Wizard 1
:"i?rerr;iurn Suppor‘l-:-

'.Onl-i.ne Reg"istrat.i.on
| > Help

stfraln
Ccisco.

Home Products Purchase @=ilddigdl Security Info | Partners About Us | Find a product

Home = Support > 1 > Register Your Product

Register Your Product

Fleaze enter your Registration Key (for example xe-xoooeoooooe-ooooo) below and click Next.
Contact your reseller if you cannot locate your Registration Key.

If you are a current ProtectLink Gateway user, and have purchased ancther router,
Click here to register the new router.

For further assistance, contact www.cis

193236
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Deploying Cisco ProtectLink Endpoint
Registering ProtectLink Endpoint

STEP 4 Enter your Registration Key, and then click Next.

The Confirm License Terms page appears.

|Global Sites =] |Search lz‘
Q'IEEE% B#E %+ @ HEd=s

Products : Purchase [Relgd Security Info | Partners About Us Find a product v!l

ion = License Agreerment

knowledge Base Horme = Support = Online Reai

Facs
Update Center
Supported Versions

Confirm License Terms

Beta Programs Trend Micro licenses its products worldwide in accordance with certain terms and conditions, By breaking
= = the seal on the CD jacket in the product box or registering the product's Registration Key, you or your
| Virus Response Service company or organization accepted a Trend Micro license agreement.

Submission Wizard i L i i
Below you will find a representative Trend Micro License Agreernent. If you or your company has

| Premium Support | already entered into a valid written license agreement with Trend Micro, click on the button below to

e o= 'l confirm your acceptance of that original written agreement. If, for some reason, you have not already

| online Registration accepted a license agreement with Trend Micro, review the following Trend Micro License Agreement and
> Help click on the button below if you accept its terms. If naot, or if you have any questions, contact Trend

Micro before proceeding.

BY BUSINESS AND UIHER ENTITIES In SUBJECT IO THE FULLUWING LEGAL TEFMS
AMD COMDITIONS

Ll

Enterprise and 3MB Softwars and Services
Date: April 2007 w.1
English-Multi-country

1. Binding Contract. This License Agreement (Agreement) is a binding
contract hetween Trend Micro Incorporated or a licensed affiliate
(Trend Micro) and the legal entity that will be using Trend Micro
Software or Services on a paid or trial use basis. An employes or
other agent, including a reseller or contractor which installs or
registers Software or Bervices, of this entity (Representative) must
accept this Agreement on behalf of the entity before the Software or
SJervice may be used. Entities whose Representative has wvalidly
accepted this Agreement are referred to as You. Please print this
Agreement and save a copy electronically.

NOTE: 2SECTION 20 OF THIS AGREEMENT LIMITS TREND MICROS LIABILITY.
SECTIONS 8, 16, 17 AND 18 LIMIT OUR WARRANTY OBLIGATIONS AND YOUR
REMEDIES. SECTION 10 2ETS FORTH IMPORTANT CONDITIONS OF USE FOR

SOFTWARE AND SERVICES. SECTION 14 TELLS YOU WHAT INFORMATION WE

MOTTFCT FROM THFE SOFTWARFE SOIT TRISTATT FFATIL THESF SEOTTOAMS CMARFRIITTY LI

= Printer-Friendly Format

& I accept (0 1Don't Accept #

Submit I

189892
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Deploying Cisco ProtectLink Endpoint
Registering ProtectLink Endpoint

2

STEP 5 Read the License Terms carefully. If you agree to the terms, select | Accept, and
then click Submit.

The Confirm Product or Service Information page appears.

@) 1REND.

| Products

| Fags
Update Center

.Suppur‘ted.\-’ersiuns

Beta Proﬁréms I
\irus Response Service
| Submission Wizard |

[ Premium Support

Purchase

Kn owlea-g_e_ é;s:a i [

<

[Globalsites  |¥]
BFE TP EP (R

|search

]

Support EEETGHIRUIG] ; Find a product

Partners About Us

Home > Support > On > Confirm Product Information

Confirm Product or Service Information

Thank you for choosing Trend Micro.
You get the following product/service:

Registration Key: T
ProtectLink

- Product name:

| ©nline Registration Version type: Full

| » Help Language: English

. — Operating system: Windows
Platform: Desktop Service

ProtectLink Desktop comprises two modules:
* Trend Micro Worry-Free Business Security Hosted

* Policy Enforcement

If the above information is correct, please continue with the registration process; otherwise, please
contact Trend Micro.

Continue Registration

93226
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Deploying Cisco ProtectLink Endpoint
Registering ProtectLink Endpoint

STEP 6 Click Continue Registration.

The Registration Information page appears.

| Global Sites
BAE FP

| |Search m

: About Us | Find a product v

Knowledge Base
| FAQs
Update Center

Supported Versions

1 > Registration Information

Registration Information

Beta Programs MOTICES: The following online form asks you for contact information, including certain personal data.
e By entering such information and clicking the Submit button at the bottom of the form, you are giving
Virus Response Service your express consent for Trend Micro and its authorized agents to collect such personal data and to
Submissicn Wizard process and store such personal data in countries, such as the United States, where Trend Micro has
offices and where the personal data protection laws may not be as strict as in your home country.

:Premium Support

; Agz part of its compliance with U.S. export control laws, Trend Micro may also share certain information
| online

[ g vou provide below with a third-party service provider operating in the U.5. and Canada. This shared
| » Help data iz not retained by the third-party service provider once it verifies that your use of the software will
L not violate U.S. export control laws.

(Required fields = )
Company names: B
Company address: ]
City:
State/Province: | I.v.'? ¥

ZIP/Postal code: u

|.United States Iil

Please create a logon 1D for your company profile. & temporary p ord will be sent to
via email after registering, which you should change the first time you log on.

Logen ID: B

(6 to 25 characters)

Are you a Trend Micro reseller 7 € yes 8 g

Hawve you installed an evaluation copy of any of the products you are registering?

Linksys Router English Gateway Service, OS:
Windows

189854
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Deploying Cisco ProtectLink Endpoint 2
Registering ProtectLink Endpoint

STEP 7 Enter your contact details in full, including your email address and a logon ID for
your company profile, and then click Submit.

The Confirm Registration page appears, with your contact and domain details.

|Global sites =] ISearch lz‘
o’TRENDh BFE S ET HEZ
MICRO
2V B Support i artners About Us | Find & product v!l
.Knowledge Base 1] Horr;e > Support = Cnline Registration > Confirm Registration Information
FAQs

|Lndste Lenter Confirm Registration Information
.Suppor‘ted \ersions

Beta Programs

.\.-'irus RBS_PDHSE Service || Please confirm that the information displayed below is correct:

Subrnission Wizard
Company:

Premiurmn Support Street:

— City:

online Registration State/Province:

3 Help Country/Region:

L ~ ZIP/Postal code:
Product purchase date: 3/9/2009
Maintenance expiration date: 3/9/2010

An gmail notification will be sent to your contact email address before the product maintenance contract
expires.

Account Administrator Contact

Name:

Title:

Phone number:
Email address:
Mailing address:

193227
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Deploying Cisco ProtectLink Endpoint
Registering ProtectLink Endpoint

STEP 8 Make sure the information is correct.

= Click Edit if you need to make changes.

= If the information is correct, click OK. ProtectLink Endpoint is activated.

The Activation Code page appears and displays your Activation Code. You may
print this page for your records.

(@) TREND.

Home Products

Knowledge Base

| Fags

.Upd.a.te Center
."Suppor{ed-\.-'ersions
.Be.te.n.Programs

| virus ﬁesponse Service
| submission Wizard
Prermium Support

Online Registration
| 2 Help

|Global Sites =1 |Search

B#E P @Y W=

L]

Find a product

B

Activation Code

Thank you for registering.

Your logon ID, temporary password, and an Activation Code will be sent to the following

email address: john_smith{@example.com

You can visit https:f folr.trendmicro.com fregistration/ and enter the logon ID and
password to view your Online Registration account or register additional products.

Product Name Language

ProtectLink English Windows |Desktop Service Rl W08 - RERDE 85

Platform Platform

(08) {Application) Activation Code

e . T L.

From the router's console, click ProtectLink and then click I have my Activation
Code (AC) and want to activate ProtectlLink Desktop

Your account administrator ( pls_charlene@trend.com.tw) will receive a
confirmation email with your Trend Micro Worry-Free Business Security Hosted
account access information.

For technical support, contact http://www.cisco.com/support

Questions? Contact Trend Micro.

[ox ]

193212

s2d. Legal Motice | Privacy Policy | Contact Uz

NOTE In the future, you can visit https://olrtrendmicro.com/registration/ to
view your Online Registration Account or to register additional Cisco
ProtectLink products.

STEP 9 Click OK to finish the registration process.

Cisco ProtectLink Endpoint Administration Guide
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Deploying Cisco ProtectLink Endpoint

Activating ProtectLink Endpoint

Activating ProtectLink Endpoint

You should receive an email indicating you have successfully registered your

ProtectLink Endpoint account within 24 hours (See Appendix 6, “Post-

Registration and Post-Activation Emails”). The email includes the URL to access
the console, your logon ID, and a temporary password, which you should change
the next time you log on.

To start using ProtectLink Endpoint, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink on the menu bar.

The ProtectLink page appears.

» License

[J Protectlink

» Global Settings

» Web Protection

» Email Protection
» Deskiop Protection

ProtectLink
ProteciLink License Expired/Not Activated

Trend Micro ProtectLink

is a hosted security service that,

» Learn mare about Trend Micro Protectlink

» Contact your reseller to purchase ProtectLink

» Register ProtectLink senvices and obtain an Activation Gode (AC)
» Use the Activation Code (AC) to activate ProtectLink services

()1rene.

193224

STEP 3 Atthe bottom of the page, click the link: Use the Activation Code (AC) to activate
ProtectLink services.
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Deploying Cisco ProtectLink Endpoint
Activating ProtectlLink Endpoint

The Activate Your Product: > Step 1: Enter Activation Code page appears.

N
@YTREND. | dcs

: Products : Purchase [RE[Ns::g8 Security Info @ Partners : About Us ;i Find a product
Knowledge Base Home > Support * Online Registration > Activate your product
FAQs i
[Update Canter || Activate your product

| Suppo r'fed \..-’e rsiuons

> Step 1: Enter Activation Code
Beta Programs

| Virus Response Service |
Submission Wizard Your Activation Code(for example s X0 Koo X0 30000 30000¢) is located on the Product
Registration Certificate you received. You can contact Trend Micro if you cannot locate your Activation

Premium Support Code. Enter your Activation Code below and click Next.
Online Registration
» Help Enter Activation code

4. Leqgal Notice | Privacy Policy | Contact Us

19321

STEP 4 Enter your Activation Code, and then click Next.

The Activate Your Product: > Step 2: Verify Product Information page appears.

stfran]n,
@IREND. |Gty

Products : Purchase QEMQiGIgd Security Info About Us Find a product
Knowledge Base Home > Support * Online Registration > Activate your product
FAQs .
Update Center Activate your product

Supported Versions . .
= Step 2: Verify Product Information
Beta Programs

\irus Response Service

Submission Wizard Thank you for choosing Trend Micro. You purchased the following product(s):

TR SRR Product Group Application Activation Code Registration Key Seat No. Expiry Date
Cnline Registration ProtectLink Desktop Service 15 03/11/2011
> Help

Back

Legal Notice | Privacy Policy | Contact Us

193214
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Deploying Cisco ProtectLink Endpoint
Activating ProtectlLink Endpoint

2

STEP 5 Verify that the details are correct.

= A message appears if the details need to be corrected. You can click Back
and edit your details.

= If the details are correct, click Next.

The Activate Your Product: > Step 3: Finish Activation page appears. You have
successfully activated the product.

stfran]n,
CisCo.

@) TREND.

Home Products Purchase EEIJLIgd Security Info Partners About Us Find a product A
Knowledge Base Home > Support * Online Registration > Activate your product
FAQs

Update Center
Supported Versions
Beta Programs

\irus Response Service

Submission Wizard

Premium Support

Activate your product

= Step 3: Finish Activation

Congratulations! You have activated your product.

The Activation Code(s) for your product(s) are listed below:

Online Registration
> Help

Product Group Application
ProtectLink

Activation Code Registration Key Seat No. Expiry Date
Desktop Service I 15 03/11/2011

® Your service will be active immediately.

# Your account administrator (pls_charlene@trend.com.tw) will receive an account initiation email

with your Trend Micro Worry-Free Business Security Hosted account access information.

For further assistance, contact http://www.cisco.com/support. Include your Product Name(s),
Registration Key(s), Operating System, and any other details that would expedite yvour query.

193214
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Configuring Cisco ProtectLink Endpoint

After you have activated your account, configure your security appliance for
Desktop Protection, as described in the following sections:

Providing Desktop Protection to the Computers on the Network,
page 22

Enabling Policy Enforcement, page 30
Configuring Global Settings, page 31
= License Status and Renewal, page 34

= Enabling the Syslog > Outbound Blocking Event Log, page 52

Providing Desktop Protection to the Computers on the
Network

Desktop Protection is powered by Trend Micro WFBS-H. Before enabling policy
enforcement, you must install the required components on all computers that use
the security appliance for Internet access. When policy enforcement is enabled,
only computers with a Worry-Free Business Security Hosted Agent (or any other
antivirus application) with updated pattern files and a Threat Management Agent
are allowed to access the web.

The following list summarizes the required tasks. Detailed procedures are
provided below this summary.

1. Create the WFBS-H Packages.
2. Install the Packages on the Computers.

3. Download and Install the TMAgent on all computers.

Cisco ProtectLink Endpoint Administration Guide 22



Configuring Cisco ProtectLink Endpoint 3
Providing Desktop Protection to the Computers on the Network

1. Create the WFBS-H Packages.

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink in the menu bar, and then click Web Protection > Desktop
Protection in the navigation tree.

STEP 3 On the ProtectLink Endpoint page, click the WFBS-H link to connect to the WFBS-
H web portal at the following URL:

https://wfbs-h.trendmicro.com/wfbsh/protectlinklogin.aspx

The login page appears.

M treno | el ProtectLink” Desktop

Flease type your user name and password to access the product console.

® User name: Imax_kurn

® Password: | ---------
N d3S W ?

193266

STEP 4 Enter the WFBS-H User name and temporary Password that you received when
you activated the Cisco ProtectLink Endpoint. Click Log on.

The Welcome page appears. You can view your Activation Code on the Welcome
page.
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Configuring Cisco ProtectLink Endpoint
Providing Desktop Protection to the Computers on the Network

STEP 5 Click Next to create packages.

The Create Installation Package page appears.

Create Download
Welcome Installation Installation
Package Package

To create an installation package:

Done!

Step 1. Hame the package and provide a password for sercurity.

Package name: IAEICDE computers' package

Pazsword: I

Step 2. Do you use proxy settings to connect to the Internet?

' ha, | da nat.
& Yes, ldo,

<gack |[ new= |

183228
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Configuring Cisco ProtectLink Endpoint 3
Providing Desktop Protection to the Computers on the Network

STEP 6 To create the packages that install the Agents on the client computers, enter the
following information:

Package Name: Enter a name for the package.

Password: Enter a password to be used when extracting the package.
Do you use proxy settings to connect to the Internet?:

- If you do not use proxy settings, click No, | do not.

- If you use proxy settings, click Yes, | do. The configuration options
appear.

If you use proxy settings, select the required proxy settings for the agents
to communicate with the WFBS-H server:

- Automatically detect settings: Agent installer automatically detects the
settings required to install the package.

- Automatic configuration script: WFBS-H updates the location of the
configuration script in the Address field. It uses the configuration script
from this URL to install the package.

- Manual configuration: WFBS-H updates the following proxy
configuration in the Manual configuration field.

If you chose manual configuration, enter the following information:

- Server IP Address: Enter the IP address of the proxy server. You can get
the IP address for the proxy server from the Internet Explorer settings.

- Port: Enter the port number that is used by the proxy server for client
connections.

- User ID: Enter the account name used by the client machine to connect
to the proxy server.

- Password: Enter the password for the User ID.
STEP 7 Click Next.

The Download Installation Package page appears.
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Create Download
Welcome Installation Installation Done!
Package Package

Install Agents!

The installation package installs an Agent on the computer to protect it. Share the URL with your users and instruct
them to install the package. Alternatively, download the installation package from the URL and install it on all the
computers.

Link to download the installation package: Ml S s S st s s it
Password to extract your package: .

Alternatively, use the following text to inform your users to install Worry-Free Business Security Hosted Beta directly:

Copy the text below

Dear Siradam,

WFEBS-H protects your computer from viru O e, malware/grayware, and other threats. Please contact me if you have frouble

installing the package or have any other guestions.
Regards,

Administrator

193235

MNext =

STEP 8 To download the installation package, click the Link to download the installation
package.

Alternatively, click Copy the text below to copy the text in the box. You can use
this text to inform your users to install the Agent.
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STEP 9 Click Next.

The Done page appears.

Create
Welcome Installation
Package

Download
Installation
Package

Start using Worry-Free Business
Security Hosted to:

0 Protect your users
0 View network security status
@ Acton vulnerable computers

Note: If you havent installed the Agent on the computers you need to
protect create an installation package from the Packages tab.

ary Reports Packages Administration S

193233

STEP 10 Click OK.

The Summary page appears.

NOTE Next, continue to 2. Install the Packages on the Computers.
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NOTE

STEP 1

STEP 2

STEP 3

STEP 4

NOTE

2. Install the Packages on the Computers.

After creating a package, follow these steps to download and install these
packages on computers that connect to your security appliance.

After installing a package, it takes approximately one hour for the agents to start
reporting to WFBS-H.

Continuing from the previous procedure, click the Packages tab in the WFBS-H
web portal.

NOTE To connect to the WFBS-H web portal, launch the Configuration Utility
for your security appliance, and then log in. Click ProtectLink in the menu
bar, and then click Web Protection > Desktop Protection in the navigation
tree. On the ProtectLink Endpoint page, click the WFBS-H link. Then log on to
the WFBS-H web portal.

The Packages page appears.

Summary Reports [ Packages f Administration

Packages L]
Use Packages to install Agents on computers. From here, you can create a new package, download an existing package, or delete an existing
package.
DNEW Package ]j[DeletE Packages: 1-2 of 3
[ He. Package Hame Password URL Created On v
[0 1 package il 2P T/29/2008 12:02:34 AW -
[0 2 package New 693' '5? TI28/2008 7:20:54 PM §
Click to download package :package New

Click the package name from the list. A File Download dialog box appears.
Click Save to save the package on your machine.
Install these packages on computers you want to protect.

NOTE On Windows Vista computers, install the package with Administrator
rights (using the Run as administrator option).

Next, continue to 3. Download and Install the TMAgent on all computers.
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STEP

STEP

STEP

STEP

STEP

3. Download and Install the TMAgent on all computers.

The TMAgent ensures the client has an antivirus solution installed. If a computer
does not have an antivirus solution installed, the TMAgent alerts the security
appliance. When policy enforcement is enabled on the security appliance,
unprotected computers are prevented from accessing the web.

Download the TMAgent from the following URL:
http://www.trendmicro.com/download/product.asp?productid=94
Click the link for the file (.MSl).

When the Security Warning appears, click Save, and then choose a location on
your computer.

After the file is downloaded, double-click it to run the installation program.

Install the TMAgent on all computers that connect to your security appliance.
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Enabling Policy Enforcement

Enable policy enforcement to ensure that only protected computers can access
the Internet.

To enable policy enforcement, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink in the menu bar, and then click Web Protection > Desktop
Protection in the navigation tree.

The Desktop Protection Policy Enforcement page appears.

» Protectlink .
TREND,
T v— Desktop Protection @)rmene

+ YWeh Pratection

» Email Pratection
L3 Enable Policy Enforcement: [~
+ License

Policy Enforcement

Worry-Free Business Security Hosted

To access Worry-Fres Business Security Hosted, goto URL

Apply | | Reset

2009 Trend Micro Incorporated. Al rights reserved

53232

STEP 3 Check the Enable Policy Enforcement box. When this feature is enabled, only
computers with a Worry-Free Business Security Hosted Agent (or any other
antivirus application) with updated pattern files and a Threat Management Agent
are allowed to access the web.

NOTE Only port 80 will be blocked on computers not meeting these
requirements.

STEP 4 Click Apply to save your settings.
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Configuring Global Settings

This section contains the following tasks:
= Configuring Approved Clients, page 31
= Configuring Approved URLs, page 32

Configuring Approved Clients

= The Approved Clients List details the computers that have unrestricted web
access. To configure Approved Clients, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink on the menu bar, then click Global Settings > Approved
Clients.

STEP 3 To enable this feature, check the Enable Approved Clients List box, and click
Apply.

STEP 4 To add a new computer to the list, click Add.
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3

STEP 5 Enter the following information:

to specify a range of IP addresses.

IP Address Type: Choose Single to enter one IP address, or choose Range

Start IP Address: For Single, enter the IP address. For Range, enter the first

IP address in the range.

End IP Address: For single, leave this field blank. For Range, enter the last IP
address in the range. ProtectLink will approve all URL requests from the
specified IP addresses. For example, 1.1.1.2 - 1.1.1.10 will approve all the IP
addresses that fall in the range.

STEP 6 Click Apply to save the settings. The details appear in the Approved Clients List

on the Approved Clients page.

Configuring Approved URLs

The Approved URLs List is a list of the websites that can always be accessed. The

approved sites are defined by specific URLs or keywords within URLs.

To configure Approved URLSs, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink on the menu bar, then click Global Settings > Approved URLs.

» ProtectLink
~ Global Settings
Approved Clients

» Web Protection
» Email Protection
» Desktop Protection

Approved URLs

Approved URLs List Enable

Enable Approved URLs List: %

Approved URLS List

[T Approved URL Type  Edit
[~ wwwirendmicro.com  Web site
ul cisco URL keyword

©2008 Trend Micro Incorporated. All rights reserved.

@)mene

193223

STEP 3 To enable this feature, check the Enable Approved URLs List box, and click Apply.
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STEP 4 To add a new URL or keyword to the list, click Add.

» Protectlink
¥ Global Settings
Approved Clients

» Web Protection
» Email Protection

Approved URLs TREND,

Approved URL Configuration

Match Type: | Web ste hd

® 2009 Trend Micro Incorporated. All rights reserved

93216

STEP 5 Enter the following information:

URL: Enter the name of the site or keyword.

Match Type: Choose one of the following options:

Web site: Choose this option if you want to allow access only to the exact
URL that you entered in the URL box. For example, if you entered
www.yahoo.com for the URL, then your users can access
www.yahoo.com, but they will be blocked from www.yahoo.com.uk or
www.yahoo.co.jp.

URL keyword: Choose this option if you want to allow access to any URL
that contains the keyword that you entered in the URL box. For example,
if you enter yahoo for the URL, then your users can access websites such
as www.yahoo.com, tw.yahoo.com, www.yahoo.com.uk, and
www.yahoo.co.jp.

STEP 6 Click Apply to save the settings. The details appear in the Approved Clients List
on the Approved Clients page.
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License Status and Renewal

STEP 1

STEP 2

From the Configuration Utility for your security appliance or router, you can review
your license status, renew your license, and to add seats to your ProtectLink
account.

This section contains the following tasks:
= Renewing a License, page 36
« Adding Seats, page 43

To review license information, follow these steps:

Launch the Configuration Utility for your security appliance, and then log in.

Click the ProtectLink on the menu bar, and then click License > Summary in the
navigation tree.

The License Summary page appears, displaying the status of the license.

¥ Protectlink a
TREND,
+ Global Settings Heznss STy @' 158
» Web Protection
» Email Protection @ Trend Micre ProteciLink Desklop is active.
» Desktop
- License [ Licanse information kest updated on: 03/15/2009 07:13:41 Update Information ]
R License Information View detailed license online
Add Seat .
Status Activated —
Platform: Deskiop 3
License Expires On. 03/19/2010 g

You can perform the following tasks:
= View detailed license information
= Renew your license

= Add seats to your existing license
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The Status Icon and the message indicate the status of the license.

Icon Message
i; Cisco ProtectLink Service is Active.

Cisco ProtectLink Service will expire in 30 days.

; Cisco ProtectLink Service has expired.

STEP 3 Click Update Information to update your license information. Your license
information is updated and stamped with a date indicating when the license

information was last updated.

STEP 4 Click the View detailed license online link to view more details of your product

license.

The My Product Details page appears.

| Global Sites ~| [search lz‘
o’TRENDh BFE B9 BT WEZ
MICRO

Home Products Purchase E=ULILigdl Security Info Partners About Us Find a product W

.KI'IDW|EdgE Base 1] Hon';e > Support * Online Registration > My products > My Product Details )

FAQs

Update Center :

- _ {| My Product Details

Supported Versions

Beta Programs

| Virus Response Service

Submission Wizard Product:

P Version: Full

T———— = Operating system: Windows

Online Registration p

Platform: Gateway Service
> Help
' Language: English
Licenses: 25
Activation Code: [Your Activation Code]
License expiration: | 1/4/2009 12:00:00 AM

=
=]
o
o
o

d. Legal Notice | Privacy Policy | Contact Us
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Renewing a License

NOTE You must first purchase an Extension Key (EK) from your Cisco reseller.

To renew your license, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink on the menu bar, and then click License > Renewal.

» ProtectLink
» Global Gettings Renewal —
» i#fab Protection
» Email Protection
» Desktop Protection Stept:

Renewal Instructions

~ License Cortact your Cisco reseller to purchase an extension key (EK) to renews your Protectlink license.
Sumrnary e

Add geat Register your extension key (EK) at itns:/fialr
by Ingjeing i with your existing I anel passwiord

@ 2003 Trend Micra Incarporated. All rights reserved.

193255

STEP 3 Proceed by following the instructions on the page:

a. Contact your Cisco reseller to purchase an extension key (EK) to renew your
ProtectLink license.

b. Click the Cisco link to launch the Cisco web portal and register your extension
key.
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The Cisco Online Registration page appears.

Products

Purchase

:E}Iql_a_a_l_si_tes_ -v {Search m
BFE T ET HEOS

Support

Security Info

Find a product W

Knowledge Base
| FAGs

Update Center

E!E,_ta Programs

Supported Versions

!Submission Wizard

Home > Support > Online Registration

Online Registration

Welcome to the Online Registration site for Enterprise and Small/Medium Business (SMB) Customers.

Home users should search the Trend Micro Knowledge Base for instructions to register PC-cillin Internet
Security or GateLock.

|Pre.n'|iurn Support

| Online Registration
> Help

Returning, registered users: Mot registered:

- I need to activate purchased software or
service(s)

Logon ID:
Password:
Login

Forgot vour 1D/Password?

- I need to activate evaluation software

| United States-English v |

Continue

Instructions:
= Purchasing the software

Mote: As part of the registration process, Trend Micro will collect certain contact information, which may
include personal data, for business reasons. Trend Micro agrees not to share this information generally
with third parties other than as required to directly provide you with the services for which you or your
company or organization have paid. For details about our information collection and use practices,
pleasze review our Privacy Policy.

=d. Legal Motice | Privacy Policy | Contact Us

189922
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STEP 4 Enter your ProtectLink Logon ID and Password, then click Login.

Support

Security Info

|Global Sites v| |search
B#E P @ W=

O

Find a product

Purchase

Partners About Us

Knowledge Base
FAGS
Update Center

My Products

Supported Versions

Home > Support = On tion

> My Products

Beta Programs

ITE MERATEE SHTIE Company Name: Trend Micro Inc.

View/Edit Company Profile

Submission Wizard

Premium Support

Register New Product/Add Seat

| Renew Product

Online Registration

> My Products

» My Company Item Product Sales Registration Registration Activation Code Expiration
» Logout Type Key Date Date
> Help 1 ProtectLink|License [Your RK] 1/9/2008 [Your AC] 1/4/2009

* DD/ MM/ YYYY

89923

STEP 5 Click Renew Product.

The Renew Licenses > Step 1 of 4: Select Product page appears.

@) TREND.

Products Purchase E:LIg@ Security Info

Knowledge Base Home > Support > Cnline

Partners

About Us

FAQs
e S Renew Licenses

Supported Versions

Beta Programs

|Global Sites

v| |search

B#E P @ W=

Find a product

ts > Renew Licenses

B step 1 of 4: Select Product

\irus Response Service

Submission Wizard

Select the License you wish to Renew using Extension Key (=).

Premium Support Product
Name

= Protectlink

Activation Code
Online Registration [Your AC]

> My Products

Registration Key
[Your RK]

Maintenance
Expiration
1/4/2009

Seats

25

» My Company
» Logout
> Help

Back

189924

Legal Notice

Privacy Policy

Contact Us
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STEP 6 Select the license to renew, and then click Next.

The Renew Licenses > Step 2 of 4: Enter Extension Key page appears.

|Global Sites v| |search lz‘
,'TREN 3 B#E %P EP ez
MICRO
Home Products Purchase EEIJd0Igd Security Info : Find a product 4
Knowledge Base Home > Support = Online Registration > My products > Renew Licenses
FAQs

Update Center Renew Licenses
Supported Versions

Beta Programs B Step 2 of 4: Enter Extension Key

\irus Response Service

Submission Wizard Flease enter the Extension Key (EK) for the product you wish to renew, in the column indicated. Your EK
iz located on the Product Renewal Certificate provided in your Renewal Pack. If you have purchased

Premium Support meore than cne EK to renew your total velume of licenses, enter each individual EK in the boxes

provided, corresponding to the product you wish to renew.
Online Registration

» My Products Product Name Activation Key Extension Key
» My Company

» Logout ProtectLink [Your AC] ,—
> Help -

Back Nesct

Legal Motice | Privacy Policy | Contact Us

189925
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STEP 7 Enter the Extension Key for the product you wish to renew (ProtectLink), and then

click Next.

The Renew Licenses > Step 3 of 4: Confirmation page appears.

@) 1REND.

: Products

: Purchase

| Global Sites |
B#E P @ W=

Search lz‘

| Partners | About Us

Support LG Find a product w
.Knowledge Base Horr;e = Support > Online = D ctz > Renew Licenses
FAQS
Update Center .
- _ Renew Licenses
Supported Versions
.Bé.ta Programs B Step 3 of 4; Confirmation
:Virus Response Service |
.Submissio.n Wizard | Please confirm that the information you have entered is correct. If the information listed below is
incorrect, click the Back button to return to Step 2.
Premium Support : _ % .
— — - To continue with the renewal process, click the Submit button.
Online Registration
> My Products
My C 3
O COITRIRY Current product and Extension Key information:
» Logout
Hel
[> R Currrent License Information Renewal Information
: = Current
Product  Activation Current Exiration [Extension Ko Renewed Ren_ewal
Name Code Seats Seats Period
Date
Protectlink  [Your AC] 25 1/4/2009 [Your EK] 25 12(Months)
To read Trend Micro's License Agreement, please click here.
Back Submit

i, Legal Motice | Privacy Policy | Contact Us

189926
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STEP 8 Check your current product and Extension Key information, and then click Submit.

The Renew Licenses > Step 4 of 4: Update Activation Code page appears,
indicating that you have successfully renewed your license.

| Global Sites ~| [search lz‘
(’;mggg BFEE Tt Bt TR

Home :

Find a product v

Knowledge Base Home > Support * Online Registration > My products > Renew Licenses
FAQS
Update Center

- _ Renew Licenses
| S.u.ppor‘ted ersions

Beta Programs | B Step 4 of 4; Update Activation Code

| Virus Response Service

.Submissio.n Wizard . - s ”
Updated license and corresponding Activation Code:

Premium Support

e T Product name Activation Code Seats New-bxpiration
Online Registration Date
» My Products ProtectLink LR-SURA-TVCFQ-9WVW3A- 25 1/4/2010
» My Company GTDWA-3FSSR-3R20OM
» Logout
> Help
L You have successfully completed your renewal process. Your product has been updated.
Please go to your updated Trend Micro product management console and click on the
Product License section under Administration. Click on Check Status Online. This will
complete the renewal process and the page will display your new expiration date. Thank
you for choosing Trend Micro.

Renew Additional Products Back to My Products

189927
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STEP 9 To complete the renewal process, return to the security appliance Configuration
Utility.

STEP 10 Click ProtectLink on the menu bar, and then click License > Summary.

+ Protectlink a

TREND,
» Global Setfings License Summary () mrene
» Web Protection
» Email Protection &9 Trend Micro ProtectLink Desklop is active.

» Deskiop Protection

 License License information last updated on: 03/19/2009 07.33:41 Update Information

Renewal License Information I:View detailed license online
Add Seat Status Activated i
Platform Desktop
License Expires On: 0319/2010

193239

© 2009 Trend Micro Incorporated. All rights reserved.

Cisco ProtectLink Endpoint Administration Guide 41




Configuring Cisco ProtectLink Endpoint
License Status and Renewal

3

STEP 11 Click View detailed license online.

The My Product Details page appears, indicating your ProtectLink product details
and the new license expiration date.

Search lz‘

| Global Sites <~
BFE EY B s

@) IREND

Purchase REGIGE Security Info Find a product vl

Partners About Us

Home :

Products

Knowledge Baze Home > Support > Online Registration > cducts = My Product Details
FAQs

Update Center

My Product Details

| Supported Versions

Beta Programs
| Virus Response Service
Product: Protectlink

Version: Full

Submission Wizard

Premium Support

Operating system:

[online Registration
J Platform:

| Help
Language:

Licenses:
Activation Code:

License expiration:

Windows

Desktop Service
English

25

[Your Activation Code]
1/4/2010 12:00:00 AM

193245
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STEP 12 Return to the security appliance Configuration Utility.

STEP 13 Click ProtectLink on the menu bar, and then click License > Summary.

b Protectlink

» Global Settings

* Web Protection

» Email Protection

» Deskiop Protection

License Summary

@ Trend Micro ProtectLink Desktop s active

o e Livense information lsst updated on: 03/18/2009 07:33:41 Update Information
Renewal License Information View detailed license online
Add Seat
Status: Activated
Platfarm

Deskiop
License Expires On: 03/19/2010

© 2009 Trend Micro Incorporated. All rights reserved

193240

STEP 14 Click Update Information. Your License Information is updated, indicating your
new ProtectLink expiration date.
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Adding Seats

When you purchase ProtectLink services, you can choose from the 5-seat or the

25-seat option. To add seats to your license, allowing additional computers to be
protected, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click ProtectLink on the menu bar, and then click License > Add Seat.

» Protectlink
» Global Gettings Add Seat @I'.‘E!L‘
» Wb Protection

» Email Protestion
» Desktop Protection Stept:
~ License

Add Seat Instructions

Contact your Cisoo reseller to purchase an additionsl registration key (RK) to add more seats

Surmrary
Renewal

Step2:

Register your registration key (RIC st https:/iok trendmicr ddseat sy
Iy loggeline in with your existing ID andl password

193217
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STEP 3 To proceed, follow the instructions on the page:

a. Contact your Cisco reseller to purchase an additional registration key (RK) to
add more seats.

b. Click the link to log in to the web portal and register the product.

| Global Sites | |Search lz‘
B#E P @ W=

Purchase [B[fM::Igd@ Security Info : Partners : About Us Find a product »
.Knowledge Base 1] Horr;e = Support > Online Registration
FAQs
Update Center || Online Registration

| Supported Versions
| Welcome to the Online Registration site for Enterprise and Small/Medium Business (SMB) Customers.
Beta Programs

| Virus Response Service Home users should search the Trend Micro Knowledge Base for instructions to register PC-cillin Internet

I S = 5 it Gatelock.
Submission Wizard EIHEREAESENE

.Pre.rniurn Support Returning, registered users: Not registered:

[ ;Jnliﬁe R.eg.istrati.sn

| > Help - I need to activate purchased software or

service(s)

Logon ID:
Password: :
Login : |United States-English |

Forgot vour I0/Password? ﬂﬂ-le_l

- I need to activate evaluation software

Instructions:
= Purchasing the software

Mote: As part of the registration process, Trend Micro will collect certain contact information, which may
include personal data, for business reasons. Trend Micro agrees not to share this information generally
with third parties other than as required to directly provide you with the services for which you or your
company or organization have paid. For details about our information collection and use practices,
pleasze review our Privacy Policy.

189922
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STEP 4 Enter your Logon ID and Password, and then click Login.

:E}Iql_a_a_l_si_tes_ v {Search m
6’1'.“5':'0 AFE P EP LR

Home Products Purchase R=ll:higd Security Info i Partners About Us Find a product M

|Knowledge Base Home > Support > Online R tion = My Products
| FAGs

Update Center

My Products

Supported Versions

E!E,_ta Programs

| —— S ———————— Company Name: Trend Micro Inc. view'Edit Company Profile 1

!Submission Wizard

|Pre.n'|iurn Support

_— Register New Product/Add Seat | Renew Product
Online Registration
> My Products
3 My Company Ttem{Product Sales Registration Registration Activation Code Expiration
> Logout Type Key Date Date
» Help 1 Protectlink|License [Your RK] 1/9/2008 [Your AC] 1/4/2010

* DD/ MM/ YYYY

end cra, Inc. All rights reserved. Legal Notice | Privacy Policy | Contact Us

189932
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STEP 5

Click the Register New Product/Add Seat button above the table.

The Register New Product > Step 1: Enter Registration Key page appears.

Q’TREN ) BEE ST HT W2
MICRO

Global S"i-tE§ v| [search lz‘

Home Products Purchase =ilidigdl Security Info ;| Partners About Us Find a product

roducts > Register New Product

.Knuwledge Base | Home > Support > Online Reg
FAGS
Update Center

- _ Register New Product
.Supported Versions

Beta Programs | H Step 1: Enter Registration Key
.Virus Re.s;pon.se Service |
| ERmieson Wieatd | Please enter your Registration Key and Purchase Date.
| | (Required form fields are marked with a "*" )

Premium Support
— - - Your Registration Key (for example xc-aoooe-m0ooe-0000-x0000) is located on the Product Registration
Online Registration Certificate you received.

> My Products
» My Company
» Logout

» Help

Once you have registered your Registration Key you will receive an Activation Code for your Trend
Micro Product or Service so you can retrieve the latest pattern and program updates.

Fleaze contact Trend Micro if you cannot locate yvour Registration Key.

Enter your Registration Key Purchase Date

- - | - - (2 w|/[26 ¥]/[2008 ¥ -

Back | MNext

89533
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STEP 6 Enter your Registration Key and Purchase Date, and then click Next.

The Register New Product > Step 2: Verify Product or Service Information page
appears, with the new Seats showing in the Registration table.

| Global Sites ~| [search lz‘

o’TRENDh AFE P EP LR

MICRO

Home Products Purchase E=ULILigdl Security Info | Partners About Us Find a product W
.Knowledge Base 1] Horr;e > Support > Online Registration = My Products > Register New Product or Service

FAQs

Update Center = %

Eets || Register New Product or Service

Supported Versions

Beta Programs B Step 2: Verify Product or Service Infarmation

| Virus Response Service

| Submissiﬁn Wizard Thank you for choosing Trend Micro. You purchased the following product/service:

Premium Support :
= — ee = :::::ct Language E!}ast)form E:\Zt;‘lji:-:r:tion) ?;';: Seats | Registration Key
Online Registration

» My Products ProtectlLink | English Windows Desktop Seat/User | 25 [Your RK]

» My Company Service base

» Logout

> Help

ProtectLink Desktop comprises two modules:
* Trend Micro Worry-Free Business Security Hosted

* Policy Enforcement

Have you installed an evaluation copy of any of the products you are registering?

ProtectLink English Desktop Service, 05: Windows ™ ves " No

If the information is correct, continue with the registration; otherwise, please contact Trend Micro.

Eack | MNext

193218
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STEP 7 Verify your product or service information.

STEP 8 Click Yes or No to answer the question: Have you installed an evaluation copy of
any of the products you are registering?
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STEP 9

If the information is correct, click Next.

The Register New Product > Step 3: Similar Product Check page appears.

Q'TRENDM BEE ST T W
MICRO

T:G-I.o-bai-s;i-i.:es ] v' Search lz‘

Home Products Purchase @=iddigdl Security Info | Partners | About Us Find a product
;-Knowledge Base [T Home > Support > Online s > Register Mew Product
| FaGs
Update Center .
oot ol Register New Product
| Supported Versions
.Beta Programs | B Step 3: Similar Product Check
[ virus .Iiesponse“éér{.‘rice 1
| B mn N e | These products are similar to the ProtectLink you are registering.
| i Support 1 If the new 5 seats of ProtectLink you are registering will be installed on the same network as one of the
L -'|  below existing registered products, select that product =o their seats can be merged into one License
| Online Registration and corresponding Activation Code.
» My Products -
> My Company Product Name Activation Code Registration Key Seats Mall_lter!ance
» Lo t Expiration
gou
| > Help " Protectlink e — - 5 3/9/2010
Add Seats to Selected License Register New Product Separately

193259

1. Legal Notice | Privacy Policy | Contact Us
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STEP 10 Select the required license, and then click Add Seats to Selected License.

The Register New Product > Step 4 of 6: Confirm Adding Seats page appears.

Home

Products
_.Knowledge Base
FAGS

| Update Center
Supported Versions

| Beta Programs

ESubrni.ssion Wizard
Premium Support

Online Registration
> My Products

» My Company

» Logout

» Help

Purchase

| Virus Response Service |

Support EE=TI=TTdiaT ]

Home > Support > Onlin

| Partners About Us

Find a product

s * Register New Product

Register New Product

B step 4 of 6: Confirm Adding Seats

License details after merging new seats with existing license{A+B):

Product Name Activation Code

Protectlink

A. Newly Registered Seats:

Product Name Registration Key

ProtectLink

B. Existing Registered Seats:

Product Name Activation Code

ProtectLink

Registration Key

Purchase Date

3/9/2009

Registration Key

Select Next to finish adding the new seats to your existing registration

Back | Next

= Find Out More

Updated New

Seat
Count

10

Seats

w

Seats

w

Maintenance
Expiration

23/10/2010

License
Period
(Months)

iz

Maintenance
Expiration

3/9/2010

193246
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STEP 11 Click Next to confirm the changes highlighted in red.

The Register New Product > Step 4 of 6: License Terms page appears.

| Knowledge Base |
|Fags

| Update Center

| Supported Versions
| Beta Programs

\irus Response Service

Purchase

Search m

Global Sites |
BAE P EY WS

Support EEEENGETRG] rtners : About Us Find a product bt

ome = Support > Onli t= = Register New Product

Register New Product

B Step 5 of &: License Term

n
m

n

Submission Wizard
Premium Support

| online Registration
» My Products
» My Company
» Logout
» Help

Trend Micro License Agreemnent o

({Package Version)

READ THESE TEREMS CAREFULLY BEFCORE EREAKING THE SEAL ON THE
ACCOMPANYING CD JACKET OR USING THE SERIAL HUMBER. THESE ACTIOHS
CONSTITUTE AN ACENOWLEDGEMEHNT THAT YOU HAVE READ AND UNDERSTOOD THIS
AGREEMENT AND AGREE TO BE BOUND EY ITS TERMS

IF ¥OU DO HOT AGREE TO THESE TERMS. LICENSOR IS UNWILLING TO LICENSE
THE SOFTWARE TO YOU AND YOU KUST RETUEN THE SOFTWARE (INCLUDING THE
UHOPENED CD PACKAGE., WRITTEN MATERIALS AND PACKAGING) TO THE SELLER
HO LATER THAN 30 DAYS AFTER RECEIPT OF THE SOFTWARE FOR & FULL REFUND.

Ezcept as set forth in the paragraph below, Trend Hicro Incorporated
("Trend Micro") offers to license the Trend Hicro software (including
documentation) in this package ("Software") subject to the terms and
conditions of this License Agreement (the "Agreement”). IF YOU ARE
ACQUIRING THE SOFTWARE ON BEHALF OF YOUR COMPANY OR ORGANIZATION
(COLLECTIVELY "COMPANY"), BY EREAKING THE SEAL ON THE ACCOMPANYING CD

JACKET OR INSTALLING THE SERIAL NUMBER. ¥OU REPRESENT THAT (&) YOU w

= Printer-Friendlv Format
& I accept €01 Don't Accept *

Subrnit I

193245
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STEP 12 Click I Accept, and then click Submit.

The Register New Product > Step 6 of 6: Updating Activation Code page appears.

:_-G-I.o-bai.f;i-i.:es v_' Search lz‘
Q'TRENDM B#E %P EP e
MICRO
Home Products Purchase @=U00Ligd Security Info Partners About Us Find a product b
;-Knowledge Base [T Home > Support > Online Registration > My products > Register New Product
| FAQs

i Register New Product

[ Suppor‘téd.\a’e rsi.ons

Beta Programs | B Step 6 of 6: Updating Activation Code
.\;-’.irus .I.lesponse .S.érC'ic:e 1
| Sitmesan Weard | To help ensure the following products can retrieve the latest pattern and program updates,
= = update the license information in each product’s management console by selecting " Check
Premium Support Status Online .
| Online Registration - Updated license and corresponding Activation Code:

» My Products
» My Company

» Logout Product Name Activation Code New Seats count NE“{ Ma_i"te:.“a“ce
Expiration *
| 2 Help
ProtectLink i0 3/10/2010

Back to My Products

193247

=d. Legal Motice | Privacy Policy | Contact Us

STEP 13 When these steps are completed, your ProtectLink Endpoint account is updated
and will accommodate the new seats.
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Enabling the Syslog > Outbound Blocking Event Log

ProtectLink Endpoint can provide a System log (Syslog) as well as an Outbound
Blocking Event log for all outbound events that it blocks. Enable these features to
maintain the logs.

To enable the Syslog and the Outbound Blocking Event Log, follow these steps:

STEP 1 Launch the Configuration Utility for your security appliance, and then log in.

STEP 2 Click the Administration on the menu bar, and then click Logging > Remote
Logging link.

Never |2

Sunday =

00 =] ]

83242

STEP 3 Inthe Syslog Server section, enter the Name or IP Address of the Syslog Server.
STEP 4 Click Apply to save your settings.
STEP 5 When you have log data, click View Log to view your logs.

The Log page appears, where you can view All, System, Access, Firewall, and
VPN logs page by page.
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Use the web portal for the following administrative tasks:
« Launching the Web Portal, page 53
« Working with Summaries, page 54
Working with Packages, page 59
Working with Reports, page 63

Administering Cisco ProtectLink Endpoint, page 70

Launching the Web Portal

STEP 1

STEP 2

STEP 3

STEP 4

You can launch the web portal from the Configuration Utility for your security
appliance. The web portal provides access to summaries, packages, reports, and
administrative features for WFBS-H.

Launch the Configuration Utility for your security appliance, and then log in.

Click ProtectLink in the menu bar, and then click Web Protection > Desktop
Protection in the navigation tree.

On the ProtectLink Endpoint page, click the WFBS-H link to go to the following
URL:

https://wfbs-h.trendmicro.com/wfbsh/protectlinklogin.aspx

When the WFBS-H web portal log in page appears, enter your login ID and
password, and then click Log on.

You are now ready to start using the web portal.
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Working with Summaries

Open the Summary page to display the security risks detected on computers and
the status of the service.

To open the Summaries page:

STEP 1 Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.

STEP 2 Click the Summary tab.

Summary 9)

The Summary screen shows security risks detected on vour computers and the service status. This information is updated every 2 hours.

[Irhreat Status i

[+ Antivirus

@ & B0 attempts to take action were unsuccessiul
» hore than 5 thrests found betvween 113325 and 1203325 on 047 202008

g
[+] Anti-spyware \‘\__fy“ # hore than 15 thrests regquired action betweeen 10:33:25 and 12:33:25 on 044 202006

[+] web Protection 6 & flormal

|I5ystem Status i

. g & YYour license will expire on 033002008
+
[ License k‘t’) # Total sest icense usage is more than 0%
[#] Updates @ & 30% of your computers have outdated pattern files (a= of 16:25:45 on 120302007

eNolmal @ miarning @Acﬁon Required

Security Risks . I\u"irusfMaIware Fanking ;I

» Wiorry-Free Business Security Hosted has idertified the follosving security rizks on your netwark within the last 24 hours

Most Vulnerable Computers Top Infections (VirusesMalware)

vulnerable wulnerable  wulnerable  vulnerable  vuinerable
PC's name  PC'sname PFCaname PC'sname FC's name

BlBEaBEEsER

1zt Theedfw mal wiurhe (35%)
Wznd Graoi virus (25%)

Srod uerwy spyewvare [15%)

dthe ey threst (15%)
Bsth: Cthers (5%)

Incidents count

93260

NOTE WFBS-H updates the summary information every two hours.

Cisco ProtectLink Endpoint Administration Guide 54



Using the Web Portal for Administration 4
Working with Summaries

STEP 3 Click the buttons and the links on the page to view more information.
Refer to the following topics for details:
Notification Icons, page 55
Threat Status, page 56
System Status, page 57

Security Risks, page 58

Notification Icons

The notification icons on the Summary page indicate the status of the Worry-Free
Business Security Hosted service on your computer, and also alerts you when a
virus or spyware is detected.

The following table describes the notification icons status.

Table1 Notification Icons

Icon Status Description

@ Normal: No action required.

= Warning: Typically, a warning icon means that you have many
L ¢ 4 vulnerable computers that are reporting too many virus/malware or
spyware incidents.

Action Required: Take action to prevent further risk to your
@ network.
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Threat Status

The Threat Status section of the Summary page indicates the total incidents found
on your network, the number of threats resolved, and the number of threats that
require action. This section includes the following sub-sections:

= Antivirus
= Anti-spyware
= Web Protection

To view details of a particular threat type, click = next to the subheading. Figure 1
shows an example of the information that appears.

Figure1 Threat Status for Antivirus section

Summary Y

The Summary screen showes security risks detected on your computers and the service status. This information is updated every 2 hours.

Threat Status

6 & B0 attempts to take action were unsuccesstul

= Antivirus o Wore than 5 threats found between 11:33:25 and 12:33:25 on 044 212006

Total incidents:

(==
[mu] =

Threats resabved:

12

I Action required: || i)

4 Anti-spyware l\_/.' # More than 15 threats required sction between 10:33:25 and 12:33:25 on 044 202006

4+l web Protection @ ® Mormal

193261

To view detailed information including the name of the computer and the number
of threats found, click the incident count. Figure 2 shows an example of the
information that appears.
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Figure 2 Detailed Virus/Malware Status page

Reports > Log Query = Virus/Malware Logs ()]
Click on the virus/malware name for more information and solutions.
I Results from 7/117/2008 3:07:00 PM to 7/24/12008 3:07:59 PM
Gb Export 4 Page: |2 of 2 P 30 v per page
. & +  VMirusiMalware =« - - - - -
Date/Time ~ Computer Name - Name ~ File Name - Path - Scan Type -~  Action Taken -~
712212008 Lgovgel " - piiglat: [ YL T e L L™ e = g Quarantined

T28:31 PM

93263

The generated log contains information about the name of the virus/malware or
spyware found in the specified time range, and actions taken. Click on the virus/
malware or spyware/grayware name for more information and solutions.

System Status

In the System Status section of the Summary page, you can view the status for the
license and the file updates.

= Licenses: This section includes information about the number of seats
purchased, the number of seats in use, and the number of seats available. It
also provides information about the license expiration date.

= Updates: The updates summary provides the updates on the outdated
computers in your network.

NOTE Outdated computers are the computers that do not have latest
virus pattern updates from WFBS-H.

To view the license information, click It next to the License sub-heading. A
detailed graphical representation is displayed with information about the number
of seats purchased, seats in use, seats available, and the Expiration date. Figure 3
shows an example of the information that appears.
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Figure 3 License System Status section

System Status

& Your icense will expire on 033072002

& H \ i
=l License S e Total seat license usage i more than 50%

Seats purchased: 14
Seats inuse: 13 @‘_3,

B etz avaisble 1
Expiration Date: 0353002005

Wiy product license detials...

1983262

You can perform the following tasks:

Click the underlined seat count to view details about the name of each
computer and the version of the installed WFBS-H Agent.

Click the product license link to view details about the license.

Security Risks

The Security Risks section of the Summary page displays the status of the
security risks found on your network. It displays a list of most common infections,
which may include virus/malware, spyware/grayware, or malicious URLs. This
section also displays a graphical representation of the most vulnerable computers
on your network. You control the display by choosing one of the options from the
drop-down list in the section heading:

Virus/Malware Ranking
Spyware/Grayware Ranking
Malicious URLs Ranking
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Figure 4 Security Risks section

Security Risks Virusitalware Ranking = |

& Worry-Free Business Security Hosted has identified the following security risks on your netwaork within the last 24 hours
Most Yulnerahle Computers Top Infections (VirusesMalware)

vulnerable  wulnerable  wulnerable  wulnerable  vulnerable
PC'sname PC'sname PCsname PC'sneme  POC's name

BBEaBaEEEE

1st Theegfvw mal wiurhig (35%)
B 2rGrani virus (25%)
l3rd: uery spyeare (15%)
[t Uewy threst (15%)
Wath: Others (5%)

Incidents count

133258

Working with Packages

Packages are programs that install the agents on the client computers. Use
WFBS-H to create, configure, and download packages to computers on your
network.

NOTE After installing a package, it takes approximately one hour for the agents to start
reporting to WFBS-H.

Refer to the following topics:
= Creating New Packages, page 60
- Downloading Existing Packages, page 62

= Deleting Existing Packages, page 62

VN

WARNING Users can uninstall the Agent without a password.
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4

Creating New Packages

You can create new packages to store different connection settings. To create a

new package:

STEP 1 Launch the WFBS-H web portal.

NOTE For more information, see Launching the Web Portal, page 53.

STEP 2 Click the Packages tab.

Packages

package.

L7

Usze Packages to install Agerts on computers. From here, you can create s new package, dovwnlosd sn existing package, or delete an existing

I:-_]_New Fackage ml:lelete

Padiages 1-2 of 2

[~ 'Ho. Packane Hame

Password URL Created On ~
[T 1 ABC Computer's package g;/:’ 'E‘P 102172007 1253436
e
e = o o
[T 2 ABC Computer's package &~ g 1102172007 1203456 o
STEP 3 Click the New Package button above the table.
Packages > Create New Package (7}
Create packages to install Agents on computers. After creating & package, deploy it to all the computers on your network.
Step 1. Hame the package and provide a password for sercurity.
Package Mame: IAEICDE computers' package
Pazsweard: I
Step 2. Do you usge proxy =ettings to connect to the Internet ?
" Na, | do nat.
o Yes, | do.
[ mutomatically detect settings
[ &itomatic configuration script
Address: Ihﬂp:mwproxycfg.trendmicro LCOMmIpr oy pac [example proxy address)
™ Manual caonfiguration
Address: [140.411.222
Fart: [zran
Uzer IC: Iuser_name
Password:l“““
[=7]
o
Lo
Create e
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STEP 4 Enter the following information:

Package Name: Enter a name for the package.

Password: Enter a password to be used when extracting the package.

Do you use proxy settings to connect to the Internet?:

If you do not use proxy settings, click No, | do not.

If you use proxy settings, click Yes, | do. The configuration options
appear.

If you use proxy settings, select the required proxy settings for the agents
to communicate with the WFBS-H server:

Automatically detect settings: Agent installer automatically detects the
settings required to install the package.

Automatic configuration script: WFBS-H updates the location of the
configuration script in the Address field. It uses the configuration script
from this URL to install the package.

Manual configuration: WFBS-H updates the following proxy
configuration in the Manual configuration field.

If you chose manual configuration, enter the following information:

Server IP Address: Enter the IP address of the proxy server. You can get
the IP address for the proxy server from the Internet Explorer settings.

Port: Enter the port number that is used by the proxy server for client
connections.

User ID: Enter the account name used by the client machine to connect
to the proxy server.

Password: Enter the password for the User ID.

STEP 5 Click Create.

A link for a new package with specified name is created. Click the package name
link to download the package.
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STEP 1

STEP 2

STEP 3

STEP 4

STEP 1

STEP 2

Downloading Existing Packages

After creating a package, follow these steps to download these packages on
computers you want to protect:

Launch the web portal, and then click the Packages tab to see this page.

Summary Reports [ Packages f Administration

Packages L2)]

Use Packages to install Agents on computers. From here, you can create a new package, download an existing package, or delete an existing
package.

,New Package Tl Delete ackages: = o
L Pack 1-2 of 3
0. ackage Hame ASSWOr reated nv
Ho. Package H 2 1 URL 10
[] 1 package & 2P T/29/2008 12:02:34 AW -
o ; o
[0 2 packageNew P P /282008 7:20:54 PR §

Click to download package package New

Find the package that you want to download, and then click the link in the Package
Name column.

A File Download dialog box appears.
Click Save to save the package on your machine.
Install these packages on computers you want to protect.

NOTE On Windows Vista computers, install the package with Administrator
rights (using the Run as administrator option).

Deleting Existing Packages

Follow these steps to delete an existing package:

Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.

Click the Packages tab.
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STEP 3 Check the box for each package that you want you want to delete. To select all
packages, check the box at the top of the first column.

Packages L2

Use Packages to install Agents on computers. From here, you can create & new package, dovenload an existing package, or delete an existing
package.

[MNew Package | [l Delete Packages: 1-2 of3
[~ Ho. Package Hame Password URL Created On ~
[T 1 ABC Computers packace cy}’ '5" 12102007 123456 -
o
w 43 o4
[T 2 ABC Computer's packace & 'g 12102007 123456 o

STEP 4 Click the Delete button above the table.

Working with Reports

Worry-Free Business Security Hosted allows you to create and view reports that
contain detailed information about detected threats. Reports also include ranking
to identify the most vulnerable computers. WFBS-H generates reports as a PDE

You can generate a log query from the Reports page. A log query displays
information about the virus/malware, spyware/grayware, or malicious URLs
detected on your network for the specified time. It also provides detailed
information about the names of the affected computers, threats, and affected files.
It also lists the scan type and action taken on that particular threat.

Refer to the following topics:
Creating Reports, page 64
Deleting Existing Reports, page 67

Generating a Log Query, page 67
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Creating Reports

You can create a report for files and data that were collected during the previous
90 days.

NOTE WFBS-H stores files and data for a maximum of 90 days.

You can create reports for a specific time period or time zone depending on your
needs. The reports contain the following information:

Time, date, and time zone for which the report is generated.
Virus/Malware Summary:
- The activities, number of incidents, and percentage of the virus/malware

- Rankings for the virus/malware based on the number and percentage of
incidents

- A graphical representation of the activities
Most Vulnerable Computers to Virus/Malware Infection:

- A graphical representation of the virus/malware count for each
computer

- Rankings based on the number and percentage of incidents
Spyware/Grayware Summary:

- The activities, number of incidents and percentage of the spyware/
grayware

- Rankings for the spyware/grayware based on the number and
percentage of incidents

- A graphical representation of the activities
Most Vulnerable Computers to Spyware/Grayware:

- A graphical representation of the spyware/grayware count for each
computer

- Rankings for the computers based on the number and percentage of
incidents
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= Malicious URL Summary: Ranks malicious URLs based on number of
incidents and percentage

«  Top Computers Accessing Malicious URLSs:

- Rankings for computers based on the number of malicious URLs
accessed

- A graphical representation of the malicious URLs count for each
computer

Follow these steps to create a new report:

STEP 1 Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.
STEP 2 Click the Reports tab.

The Reports page appears.

Reports 7))
Repoarts contain summaries and detailed information of all threats. Reports also include ranking to identity most vuinerable computers. “You can
store & maximum of 2 reports.
D MNewy Report IIleeIE'te z): Log Guery Reports: 1 -4 of 5
[~ Ho. Report Hame Generated On Status
I~ 1 ABCD Daily report 12032007 12:34:56 Successtul
[T 2 ABCDAS days report 1200172007 12:34: 56 Successful
T 3 ABCD 24 days report 11032007 12:34:56 Unzuccessful |
.
L
I 4 ABCD 90 days report 10012007 12:534:56 Successtul §
STEP 3 Click the New Report button above the table.
Reports > New Report )
Report Mame: I
Time Range
Time Zone: I(GMT +08:000T aipei ;I i
From: [p2720/2008 iy [13 7] a0 =]
To: [p2r27 12008 iy [13=] 3o =]
Hote: WFBS-H can stores log filesfdata for a maximum of 30 days. Set the search criteria within that period.
X
Lo
Generate I Cancel I b
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STEP 4 Enter the following information:
Report Name: Enter a descriptive name for this report.

Time Range: Choose the time zone, dates, and times for the content that you
want to include in the report.

Time Zone: Choose the correct time zone for the location.

From: Choose the start date for the report contents by clicking the
calendar icon. Enter the start time by using the drop-down lists for hours
(O to 24) and minutes (O to 60).

To: Choose the end date for the report contents by clicking the calendar
icon. Enter the end time by using the drop-down lists for hours (0 to 24)
and minutes (0 to 60).

STEP 5 Click Generate. When the report is successfully generated, click the report name
to view it. WFBS-H requires Adobe Acrobat Reader 7.0 or later to view reports.

STEP 6 If needed, save the report locally.
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VN

WARNING

STEP 1

STEP 2

STEP 3

STEP 4

Deleting Existing Reports

Deleted reports cannot be recovered. Cisco recommends downloading reports
before deleting them.

Follow these steps to delete an existing report:

Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.

Click the Reports tab.

Reports L2
Reportz contain summaries and detailed information of all threst=. Reports alzo include ranking to identify most wuinerable computers. You can
=tore a maximum of 5 reports.

[New Report | [[Delete | 0 Log Query Reports: 1- 4 of §

[T Ho. Report Hame Generated On ~ Status

T 1 ABCD Daily report 1200302007 12:34:56 Successful

T 2 ABCDAS davs report 1200102007 12:34:56 Successiul

T 3 &BCD 24 days report 110302007 12:34:56 Unzuccessful |Li -

o
T 4 ABCD 90 days report 100112007 12:34:56 Successiul §

On the Reports page, check the box for each report that you want to delete. To
select all reports, check the box at the top of the first column.

Click the Delete button above the table.

Generating a Log Query

A log query displays information about the virus/malware, spyware/grayware, or
malicious URLs detected on your network at the specific time. It also provides
detailed information about the names of computers, threats, files, scan type and
action taken on that particular threat.

The data is exported in the CSV (Comma Separated Values) format, which can be
open for analysis in various third-party spreadsheet programs and database
programs.
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WEFBS-H can query the logs for the following types:
Virus/Malware
Spyware/Grayware
Malicious URLs

Follow these instructions to generate a log query:

STEP 1 Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.
STEP 2 Click Reports tab.

STEP 3 Click the Log Query button above the table.

Reports > Log Query L]

Time Range

Time Zone: I(GMT +05: 00 Taipei ﬂ i

& [Last T days =

" Specified range (Max. 90 days)
Fram  [02i20/2005 iy [13 ] - [30 =]
To: 212712008 iy [13 ] [0 =]

Log Type

& irusialvare
& SpywearelGrayware
7 Malicious URLs

193243

Generate Cancel

STEP 4 Inthe Time Range section, enter the following parameters for the query:
Time Zone: Choose the correct time zone for the location.
Range: Use the drop-down list or specify a range.
- Drop-down list: Choose All dates, Today, Last 7 days, or Last 30 days.

Specified Range: Click the button and then enter the date range by
specifying the From and To values. Choose the dates by clicking the
calendar icons. Enter the times by using the drop-down lists for hours (0
to 24) and minutes (0 to 60).

NOTE By default, the Last 7 days option is selected.
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STEP 5 Inthe Log Type section, select the type of threat to include in the log: Virus/
Malware, Spyware/Grayware, or Malicious URLs.

STEP 6 Click Generate. A log for the selected type and time range is displayed.

The generated log contains information about the name of the virus/malware or
spyware found in the specified time range, and actions taken.

Reports > Log Query > Virus/Malware Logs w

Click on the virus/malware name for more information and solutions.

I Results from 7/17/2008 3:07:00 PM to 7/24/2008 3:07:59 PM

[5» Export 4 Page: |2 of 2 P 30 [ | per page
" - - Virus/Malware « _ - - - . -
Date/Time ~ Computer Hame - F ~ File Name - Path - Scan Type -~  Action Taken -~
72202008 - - - - — — .
72631 PM L, N " 5 it b By L it 1T g L ) R L. b Quarantmed

93263

NOTE By default, you can view 10 records per page. You can select the
number of records you want to view from the per page list. You can also
browse through the pages using the pagination option.

STEP 7 Click the Export button above the table to export the data in the CSV format.
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Administering Cisco ProtectLink Endpoint

Worry-Free Business Security Hosted needs minimal administration. From the
Administration page you can:

View the product, license, and account related information. You can view
when your license is expiring and renew your service agreement to protect
your computers from the latest threats.

Add or renew the service to the existing WFBS-H services using the
Renewal/Additional Service link on the Administration page. The
Administration page displays information about your activation code,
product version, seats purchased, registration status, and license expiration
date.
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Managing Licenses

Follow these steps to renew or add a service:

STEP 1 Launch the WFBS-H web portal.
NOTE For more information, see Launching the Web Portal, page 53.

STEP 2 Click the Administration tab.

Summary Reports Packages Administration

Administration Q)

Product Information

o Your license will expire within 15 day(s}.
k’&") License expiration day is 8/8/2008.

License Information

Product Name: Worry-Free Business Security Hosted

Version: Full

Activation Code: f " RenewallAdditional Service
Seats Purchaszed: 005

Registration Status: Activated

Product Expiration Date: BB2008

Account information

Company Mame: -

Company Address; RCTIT SRR
City:

State/Province:

ZIP/Postal code:

First Name: [
Last name: wreanil
Title: -

Phone number:

193219

Email address: L TR

STEP 3 Click the Renewal/Additional Service link next to the activation code.

The registration website appears. You can renew your license on this website.

Cisco ProtectLink Endpoint Administration Guide



Using the Web Portal for Administration
Administering Cisco ProtectLink Endpoint

4

Using WFBS-H Agent Proxy Configuration Tool

If the proxy settings have changed, use the proxy configuration tool to reconfigure

an Agent's proxy settings.
NOTE On Windows Vista computers, run this program as an Administrator.

Follow these steps to reconfigure an Agent's proxy settings:

STEP 1 On your computer, click the Windows Start button.

STEP 2 Choose My Computer and then choose the drive where you installed the files,

typically Local Disk (C:).

A window appears, displaying the files and folders on the selected drive.

STEP 3 Open Program Files > Trend Micro > RAgent.

STEP 4 Double-click ProxyCfg.exe.

The Worry-Free Business Security Hosted Agent Proxy Configuration Tool

window appears.

Proxy Configuration Tool

prosy settings.

& Trend Micro Womy-Free Business Security Hosted Proxy Configuration Tool

[ the prosy settings have changed, uge the Proxy Configuration Tool to reconfigure the Agent's

 Prosy Settingz
¥ Use Prosy settings

V¥ Automatically detect settings

¥ Use automatic configuration script

Address; Iwww.example.coma’plm:y.pad

¥ Manual Configuration

Semver [P Iwww. example. com

Fort: ISDSD

User ID: Jbruce_k

xxxxxxxxxxx

Fazzwaord: I

Update I Exit

233221

STEP 5 Configure the required connection options:

- Automatically detect settings: The Agent gets the settings from the DHCP

and DNS.
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Use automatic configuration script: Enter the location of the configuration
script in the Address text box.

Use HTTP Proxy: Provide the Server IP, Port, User ID, and Password for the
HTTP proxy.

Automatic configuration may override manual settings: To ensure the use
of manual settings, disable automatic configuration.

STEP 6 Click Apply. The changes take effect immediately.
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Terminology

Computer security is a rapidly changing subject. Administrators and information
security professionals invent and adopt a variety of terms and phrases to describe
potential risks or uninvited incidents to computers and networks. The following is a
discussion of these terms and their meanings as used in this document:

Viruses/Malware, page 74

Spyware/Grayware, page 75

Viruses/Malware

A computer virus is a program that has the unique ability to replicate. Viruses can
attach themselves to almost any type of executable file and are spread as files
that are copied and sent from individual to individual. In addition to replication,
some computer viruses also include a damage routine that delivers the virus
payload. While payloads may only display messages or images, they can also
destroy files, reformat your hard drive, or cause other damage.

ProtectLink Endpoint can detect viruses/malware. The Cisco recommended
action for viruses/malware is clean.

You should be aware of additional terms related to viruses and malware:

Backdoors—A backdoor is a method of bypassing normal authentication,
securing remote access to a computer, and/or obtaining access to
information, while attempting to remain undetected.

Macro Viruses—Macro viruses are application-specific. The viruses reside
within files for applications such as Microsoft Word (.doc) and Microsoft
Excel (.xIs). Therefore, they can be detected in files with extensions
common to macro capable applications such as .doc, .xls, and .ppt. Macro
viruses travel amongst data files in the application and can eventually infect
hundreds of files if undeterred.
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Malware—Malware is software designed to infiltrate or damage a
computer system without the owner's consent.

Rootkit—A rootkit is a set of programs designed to corrupt the legitimate
control of an operating system by its users. Usually, a rootkit will obscure its
installation and attempt to prevent its removal through a subversion of
standard system security.

Trojans—A Trojan is a malicious program that masquerades as a harmless
application. Unlike viruses, Trojans do not replicate but can be just as
destructive. An application that claims to rid your computer of viruses when
it actually introduces viruses onto your computer is an example of a Trojan.

Worms—A computer worm is a self-contained program (or set of
programs) that is able to spread functional copies of itself or its segments to
other computer systems. The propagation usually takes place through
network connections or email attachments. Unlike viruses, worms do not
need to attach themselves to host programs.

Spyware/Grayware

ProtectLink Endpoint can detect spyware/grayware. The Cisco recommended
action for spyware/grayware is clean.

Spyware—Spyware is computer software that is installed on a computer
without the user's consent or knowledge and collects and transmits
personal information.

Grayware—Grayware is a program that performs unexpected or
unauthorized actions. It is a general term used to refer to spyware, adware,
dialers, joke programs, remote access tools, and any other unwelcome files
and programs. Depending on its type, it may or may not include replicating
and non-replicating malicious code.

Adware—Adware, or advertising-supported software, is any software
package, which automatically plays, displays, or downloads advertising
material to a computer after the software is installed on it or while the
application is being used.

Bots—A bot (short for “robot”) is a program that operates as an agent for a
user or another program or simulates a human activity. Bots, once executed,
can replicate, compress, and distribute copies of themselves. Bots can be
used to coordinate an automated attack on networked computers.
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Dialers—Dialers are necessary to connect to the Internet for non-
broadband connections. Malicious dialers are designed to connect through
premium-rate numbers instead of directly connecting to your ISP. Providers
of these malicious dialers pocket the additional money. Other uses of
dialers include transmitting personal information and downloading
malicious software.

Hacking Tools—A hacking tool is a program, or a set of programs, designed
to assist hacking.

Keyloggers—A keylogger is computer software that logs all the keystrokes
of the user. This information could then be retrieved by a hacker and used
for his/her personal use.
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Post-Registration and Post-Activation Emails

Upon registering for Cisco ProtectLink Endpoint, you are automatically sent post-
registration and post-activation emails that provide instructions on the next step.
Below are samples of these emails.

This chapter contains the following sections:
= Registration and Activation Email—ProtectLink Endpoint, page 77

« Policy Enforcement Activation, page 78

Registration and Activation Email—ProtectLink Endpoint

Subject: Successful Cisco ProtectLink Endpoint - Registration
Greetings from Cisco!

You have successfully registered ProtectLink(TM) Endpoint — an online hosted
service powered by Trend Micro(TM) Worry-Free(TM) Business Security Hosted.

ProtectLink Endpoint comprises two modules:

* Worry-Free Business Security - Hosted

* Policy Enforcement

Worry-Free Business Security — Hosted has been activated. Refer to the
following instructions to activated Policy Enforcement:

1. From the security appliance®s configuration page, click ProtectLink and
then click 1 have my Activation Code (AC) and want to activate ProtectLink
services.

2. Activate Policy Enforcement using the following Activation Code:
ProtectLink Endpoint Service:

Logon information

* ProtectLink Endpoint Web console URL: http://WFBS-H.trendmicro.com
* User name: #LOGINID#

* Password: #PWD#

To log onto the Worry-Free Business Security - Hosted console:
1. Access the ProtectLink Endpoint console URL to view the logon page.
2. Use the above logon information to log onto the console.
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For more details, refer to the resources below:

* ProtectLink Administrator®"s Guide - <Link>

Tip: Refer to Chapter 2 of the Administrator"s Guide to help you get started
using ProtectLink Endpoint.

* ProtectLink Endpoint landing page: http://www.trendmicro.com/go/wfbsh

IT you have any technical issues with your product, please contact the Cisco
helpdesk.

http://www.cisco.com/support

Best regards,
Cisco

This message was automatically issued by the Cisco Registration services. The
account is not attended. Please do not reply to this message.

Policy Enforcement Activation

Greetings from Cisco!

Congratulations. You have successfully activated Cisco ProtectLink Endpoint -
Policy Enforcement.

Policy Enforcement is now active. From the security appliance®s configuration
page, click ProtectLink > Desktop Protection > Policy Enforcement to
customize the settings.

To view your customer profile, modify your profile, or register additional
Cisco ProtectLink products, visit: https://olr_trendmicro.com/registration/

Logon ID: #Logon I1D#

For more details, refer to the resources below:

* ProtectLink Administrator®s Guide - <New Link>

Tip: Refer to Chapter 2 of the Administrator"s Guide to help you get started
using ProtectLink Endpoint.

IT you have any technical issues with your product, please contact the Cisco
helpdesk.

http://www.cisco.com/support

Best regards,
Cisco

This message was automatically issued by the Cisco Registration services. The
account is not attended. Please do not reply to this message.

Cisco ProtectLink Endpoint Administration Guide 78



Where to Go From Here

Cisco provides a wide range of resources to help you and your customer obtain
the full benefits of the <edit PRODUCT NAME>.

Support

Cisco Small Business
Support Community

www.cisco.com/go/smallbizsupport

Online Technical Support
and Documentation (Login
Required)

WWwWWw.cisco.com/support

Phone Support Contacts

www.cisco.com/en/US/support/
tsd_cisco_small_business
_support_center_contacts.html

Software Downloads
(Login Required)

Go to tools.cisco.com/support/downloads, and
enter the model number in the Software Search box.

Product Documentation

Technical Documentation

www.cisco.com/en/US/products/ps9952/
tsd_products_support_series_home.html.

Cisco Small Business

Cisco Partner Central for
Small Business (Partner
Login Required)

www.cisco.com/web/partners/sell/smb

Cisco Small Business
Home

www.cisco.com/smb

Marketplace

www.cisco.com/go/marketplace
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