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Preface

This manual describes how to configure the Management Center for Cisco
Security Agents on Microsoft Windows 2000 operating systems and the Cisco
Security Agent on supported Microsoft Windows 2003, Microsoft Windows XP,
Microsoft Windows 2000, Microsoft Windows NT, Sun Solaris 8, and RedHat
Enterprise Linux 3.0 operating systems.

In addition to the information contained in this manual, the release notes contain
the latest information for this release. Note that this manual does not provide
tutorial information on the use of any operating systems.

Audience
This manual is for system managers or network administrators who install,
configure, and maintain Management Center for Cisco Security Agents software.
Installers should be knowledgeable about networking concepts and system
management and have experience installing software on Windows operating
systems.

Installing Management Center for Cisco Security Agents 4.5.1
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Conventions
This manual uses the following conventions.
Convention Purpose Example
Bold text User interface field names and Click the Groups option. The
menu options. Groups edit page appears.
Italicized text Used to emphasize text. You must save your
configuration before you can
deploy your rule sets.
Keys connected Keys pressed simultaneoudly. CtrI+Alt+Delete
by the plussign
Keys not Keys pressed sequentialy. Esc027
connected by plus
signs
Monospaced Text displayed at thecommand | >pi ng www. exanpl e. com
f ont line.

Identifies information to help you get the most benefit from your product.

Means reader take note. Notes identify important information that you should

reflect upon before continuing, contain hel pful suggestions, or provide references
to materials not contained in the document.

Caution

Means reader be careful. In this situation, you might do something that could

result in equipment damage, loss of data, or a potential breach in your network

Ssecurity.

i Installing Management Center for Cisco Security Agents 4.5.1
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Obtaining Documentation

These sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at
thisURL:

http://www.cisco.com
Translated documentation is available at this URL:
http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

Cisco documentation is available in these ways:

¢ Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

¢ Registered Cisco.com users can order the Documentation CD-ROM through
the online Subscription Store;

http://www.cisco.com/go/subscription

¢ Nonregistered Cisco.com users can order documentation through alocal
account representative by calling Cisco corporate headquarters (California,
USA) at 408 526-7208 or, elsewhere in North America, by calling 800
553-NETS (6387).

Installing Management Center for Cisco Security Agents 4.5.1
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Documentation Feedback

You can submit comments electronically on Cisco.com. In the Cisco
Documentation home page, click the Fax or Email option in the “Leave
Feedback” section at the bottom of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco provides Cisco.com as a starting point for all technical assistance.

Customers and partners can obtain online documentation, troubleshooting tips,
and sample configurations from online tools by using the Cisco Technical
Assistance Center (TAC) Web Site. Cisco.com registered users have complete
access to the technical support resources on the Cisco TAC Web Site.

Cisco.com

Cisco.com is the foundation of a suite of interactive, networked services that
provides immediate, open access to Cisco information, networking solutions,
services, programs, and resources at any time, from anywhere in the world.
Cisco.comisahighly integrated I nternet application and a powerful, easy-to-use
tool that provides a broad range of features and services to help you to

e Streamline business processes and improve productivity
¢ Resolve technical issues with online support

¢ Download and test software packages

o Order Cisco learning materials and merchandise

Installing Management Center for Cisco Security Agents 4.5.1
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o Register for online skill assessment, training, and certification programs

You can self-register on Cisco.com to obtain customized information and service.
To access Cisco.com, go to this URL :

http://www.cisco.com

Technical Assistance Center

The Cisco Technical Assistance Center (TAC) is available to all customers who
need technical assistance with a Cisco product, technology, or solution. Two
levels of support are available: the Cisco TAC Web Site and the Cisco TAC
Escalation Center. Cisco TAC inquires are categorized according to the urgency
of theissue:

o Priority level 4 (P4) You need information or assistance concerning Cisco
product capabilities, product installation, or basic product configuration.

e Priority level 3 (P3) Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue.

e Priority level 2 (P2) Your production network is severely degraded, affecting
significant aspects of business operations. No workaround is available.

e Priority level 1 (P1) Your production network is down, and a critical impact
to business operations will occur if serviceis not restored quickly. No
workaround is available.

Which Cisco TAC resource you choose is based on the priority of the problem and
the conditions of service contracts, when applicable.

Cisco TAC Web Site

You can use the Cisco TAC Web Site to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online tools,
knowledge bases, and software. To access the Cisco TAC Web Site, go to this
URL:

http://www.cisco.com/tac

Installing Management Center for Cisco Security Agents 4.5.1
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All customers, partners, and resellers who have a valid Cisco service contract
have complete access to the technical support resources on the Cisco TAC Web
Site. The Cisco TAC Web Site requires a Cisco.com login ID and password. If
you have a valid service contract but do not have alogin ID or password, go to
thisURL to register:

http://www.cisco.com/register/

If you are a Cisco.com registered user, and you cannot resolve your technical
issues by using the Cisco TAC Web Site, you can open a case online by using the
TAC Case Open tool at thisURL:

http://www.cisco.com/tac/caseopen

If you have Internet access, it is recommended that you open P3 and P4 cases
through the Cisco TAC Web Site.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2
issues. These classifications are assigned when severe network degradation
significantly impacts business operations. When you contact the TAC Escalation
Center with a P1 or P2 problem, a Cisco TAC engineer automatically opens a
case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country,
go to thisURL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the
level of Cisco support services to which your company is entitled: for example,
SMARTnet, SMARTnet Onsite, or Network Supported Accounts (NSA). When
you call the center, please have available your service agreement number and your
product serial number.

Installing Management Center for Cisco Security Agents 4.5.1
“. 78-16726-02 |




| Preface

Obtaining Additional Publications and Information 1l

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis
available from various online and printed sources.

The Cisco Product Catalog describes the networking products offered by
Cisco Systems as well as ordering and customer support services. Accessthe
Cisco Product Catalog at this URL :

http://www.cisco.com/en/US/products/products_catalog_links launch.html

Cisco Press publishes a wide range of networking publications. Cisco
suggests these titles for new and experienced users: Internetworking Terms
and Acronyms Dictionary, Internetworking Technology Handbook,

Inter networ king Troubleshooting Guide, and the Internetworking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press
online at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco monthly periodical that provides industry
professionals with the latest information about the field of networking. You
can access Packet magazine at this URL :

http://www.cisco.com/en/US/about/ac123/acl14/about_cisco_packet maga
zine.html

iQ Magazine is the Cisco monthly periodical that provides business leaders
and decision makers with the latest information about the networking
industry. You can access iQ Magazine at this URL:

http://business.cisco.com/prod/tree.taf %3fasset_id=44699& public_view=tru
e& kbns=1.html

Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in the design, development, and
operation of public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/acl47/about_cisco_the internet
protocol_journal.html

Training—Cisco offers world-class networking training, with current
offerings in network training listed at this URL.:

http://www.cisco.com/en/US/learning/le31/learning_recommended_training
_list.html

[ 78-16726-02
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CHAPTER 1

Preparing to Install

How the Cisco Security Agent Works

The Cisco Security Agent provides distributed security to your enterprise by
deploying agents that defend against the proliferation of attacks across networks
and systems. These agents operate using a set of rules provided by the
Management Center for Cisco Security Agents and selectively assigned to each
client node on your network by the network administrator.

This section includes the following topics.
o Cisco Security Agent Overview, page 1-2
¢ Before Proceeding, page 1-2
e System Requirements, page 1-3
e DNSand WINS Environments, page 1-8
e Browser Requirements, page 1-8
¢ Time and Date Requirements, page 1-9
e Windows Cluster Support, page 1-9
¢ Internationalization Support, page 1-9
¢ Internationalization Support Tables, page 1-11
e CSA MC Local Agent and Policies, page 1-15
¢ |Installation Note, page 1-16
e About CSA MC, page 1-17

[ 78-16726-02
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M Cisco Security Agent Overview

Cisco Security Agent Overview

Cisco Security Agent contains two components:

e The Management Center for Cisco Security Agents (CSA MC)- installson a
secured server and includes a web server, a configuration database, and a
web-based user interface.

e The Cisco Security Agent (the agent)- installs on desktops and servers across
your enterprise and enforces security policies on those systems.

Administrators configure security policies on CSA MC using the web-based
interface. They distribute these policies to agents installed on end user systems
and servers. Policies can allow or deny specific system actions. The agents check
policies before allowing applications access to system resources.

Figure 1-1 Product Deployment
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Before Proceeding

Beforeinstalling CSA MC software, refer to the Release Notes for up-to-date
information. Not doing so can result in the misconfiguration of your system.

Installing Management Center for Cisco Security Agents 4.5.1
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Note

System Requirements W

Make sure that your system is compatible with the Cisco product you are
installing and that it has the appropriate software installed.

Read through the following information before installing the CSA MC software.

The acronym CSA MC is used to represent the Management Center for Cisco

Security Agents.

CSA MC isacomponent of the CiscoWorks VV PN/Security M anagement Solution
(VMS). The CSA MC installation also checks for the required version of VMS
and will abort the installation if the correct version is not present.

For information on all bundle features and their requirements, see the
CiscoWorks2000 V PN/Security Management Solution Quick Start Guide.

Table 1-1 shows VM S bundle server requirements for Windows 2000 systems.

Table 1-1

Server Requirements

System Component

Requirement

Hardware ¢ |IBM PC-compatible computer
e Color monitor with video card capable of
16-bit
Processor 1 GHz or faster Pentium processor

Operating System

Windows 2000 Server or Advanced Server
(Service Pack 4)

Note: Terminal services are not supported on
Server and Advanced Server running CSA MC.

Note: Running CSA MC on dual homed systems
is not supported.

File System

NTFS

Memory

1 GB minimum memory

[ 78-16726-02
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System Component Requirement
Virtual Memory 2 GB virtual memory
Hard Drive Space 9 GB minimum available disk drive space

Note  The actual amount of hard drive space
required depends upon the number of
CiscoWorks Common Services client
applications you are installing and the
number of devices you are managing
with the client applications.
Additionally, alarge agent deployment
requires substantial space for the
database to operate properly.

Pager alerts require a Hayes Compatible Modem.

For optimal viewing of the CSA MC UlI, you should set your display to a
resolution of 1024x768 or higher.

On a system where CSA MC has not previously beeninstalled, the CSA MC
setup program first installs the Microsoft SQL Server Desktop Engine
(MSDE) with Service Pack 3a. If the CSA MC installation detects any other
database type attached to an existing installation of MSDE, the installation
will abort. This database configuration is not supported.

If you are planning to deploy no more than 500 agents, the shipped version of
Microsoft SQL Server Desktop Engine should be adequate. For alarger
deployment, you also have the option of installing Microsoft SQL Server
2000 instead of using the Microsoft SQL Server Desktop Engine that is
provided. Note that of you are using SQL Server 2000, it must be licensed
separately and it must be installed on the system before you begin the CSA
MC installation. See Chapter 3, “Installing the Management Center for Cisco
Security Agents” for details.

Installing Management Center for Cisco Security Agents 4.5.1
m. 78-16726-02 |



| Chapter1

Preparing to Install

System Requirements W

To run the Cisco Security Agent on Windows servers and desktop systems, the
requirements are as follows:

Table 1-2 Agent Requirements (Windows)
System Component Requirement
Processor Intel Pentium 200 MHz or higher

Note  Uni-processor, dual processor, and quad
processor systems are supported.

Operating Systems e Windows Server 2003 (Standard,
Enterprise, Web, or Small Business
Editions)

e Windows XP (Professional or Home
Edition) Service Pack 0O, 1, or 2

e Windows 2000 (Professional, Server or
Advanced Server) with Service Pack 0, 1, 2,
3,or4

e Windows NT (Workstation, Server or
Enterprise Server) with Service Pack 6a

¢ All Windows, Internet Explorer 4.0 or
higher required.

Note Citrix Metaframe and Citrix XP are
supported. Terminal Services are
supported on Windows 2003, Windows
XP, and Windows 2000 (Terminal
Services are not supported on Windows
NT.)

Supported language versions are as follows:

e For Windows 2003, XP, and 2000, all
language versions, except Arabic and
Hebrew, are supported.

e For Windows NT, US English is the only
supported language version.

Memory 128 MB minimum—all supported Windows
platforms

[ 78-16726-02
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System Component

Requirement

Hard Drive Space

15 MB or higher

Note  Thisincludes program and data.

Network

Ethernet or Dial up

Note Maximum of 64 IP addresses supported
on a system.

To run the Cisco Security Agent on your Solaris server systems, the requirements

are as follows:

Table 1-3 Agent Requirements (Solaris)

System Component

Requirement

Processor

UltraSPARC 400 MHz or higher

Note  Uni-processor, dual processor, and quad
processor systems are supported.

Operating Systems

Solaris 8, 64 bit 12/02 Edition or higher (This
corresponds to kernel Generic_108528-18 or
higher.)

Note If you have the minimal Sun Solaris 8
installation (Core group) on the system
towhich you areinstalling the agent, the
Solaris machine will be missing certain
libraries and utilities the agent requires.
Before you install the agent, you must
install the "SUNWIibCx" library which
can be found on the Solaris 8 Software
disc (1 of 2) inthe /Solaris_8/Product
directory. Install using the pkgadd -d .
SUNWIibCx command.

Memory

256 MB minimum

Installing Management Center for Cisco Security Agents 4.5.1
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System Component

Requirement

Hard Drive Space

15 MB or higher

Note  Thisincludes program and data.

Network

Ethernet

Note Maximum of 64 IP addresses supported
on a system.

Caution

Note

On Solaris systems running Cisco Security Agents, if you add a new type of
Ethernet interface to the system, you must reboot that system twice for the agent
to detect it and apply rulesto it accordingly.

To run the Cisco Security Agent on your Linux systems, the requirements are as

follows:

Table 1-4 Agent Requirements (Linux)

System Component

Requirement

Processor

500 MHz or faster x86 processor

Note  Uni-processor, dual processor, and quad
processor systems are supported.

Operating Systems

RedHat Enterprise Linux 3.0 WS, ES, or AS

Memory

256 MB minimum

Hard Drive Space

15 MB or higher

Note  Thisincludes program and data.

Network

Ethernet

Note = Maximum of 64 |IP addresses supported
on a system.

Agent systems must be able to communicate with CSA MC over HTTPS.

[ 78-16726-02
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Note  The Cisco Security Agent uses approximately 20 MB of memory. This applies to
agents running on all supported Windows and UNIX platforms.

A

Caution  When upgrading or changing operating systems, uninstall the agent first. When
the new operating system isin place, you can install a new agent kit. Because the
agent installation examines the operating system at install time and copies
components accordingly, existing agent components may not be compatible with
operating system changes.

DNS and WINS Environments

For agents and browsers to successfully communicate with CSA MC, the CSA
M C machine name must be resolvable through DNS (Domain Name Service) or
WINS (Windows Internet Naming Service).

Browser Requirements

You use aweb browser to access the Ciscoworks Ul. In order to view CSA MC
both locally on the system where you are installing CiscoWorks and for remote
access. Browser requirements are as follows:

Internet Explorer:
e Version 6.0 or later

¢ You must have cookies enabled. This means using a maximum setting of
"medium" as your Internet security setting. Locate this feature from the
following menu, Tools>Internet Options. Click the Security tab.

e JavaScript must be enabled.
Netscape:
e Version 7.1 or later

¢ You must have cookies enabled. L ocate this feature from the following
menu, Edit>Preferences>Advanced.

e JavaScript must be enabled.

Installing Management Center for Cisco Security Agents 4.5.1
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Note

Internationalization Support W

Java Virtual Machineis required to access the CiscoWorks Ul and subsequently
CSA MC. Javaplug-in version 1.4.2_06 is the current supported version. If you
do not have this plug-in, when you attempt to access CiscoWorks, you are
prompted to download and install it.

Time and Date Requirements

Before you install CSA MC, make sure that the system to which you plan install
the software has the correct and current time, date, and time zone settings. If these
settings are not current, you will encounter MC/agent certificate issues.

Windows Cluster Support

Cisco Security Agent supports Network Load Balancing and Server Cluster for
Windows 2003 and 2000 Server platforms. Cluster support may require certain
network permissions to operate. As with other network services, your CSA MC
policies must account for these network permissions. (Component L oad
Balancing, and Solaris and Linux Clusters are not officially supported in this
release.)

Internationalization Support

All Cisco Security Agent kits contain localized support for English, French,
German, Italian, Japanese, Korean, Simplified Chinese, and Spanish language
desktops. This support is automatic in each agent kit and no action is required by
the administrator. The agent Ul, events, and help system will appear in the
language of the end user’s desktop.

The following table lists CSA localized support and qualification for various OS
types.

[ 78-16726-02
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Table 1-5 CSA Localizations
Language Operating System Localized |Qualified
Chinese (Simplified) |Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
French Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
German Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
Italian Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
Japanese Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
Korean Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes
Spanish Windows 2000 Yes Yes
Windows XP Yes Yes
Windows 2003 Yes Yes

Explanation of terms:

Localized: Cisco Security Agent kits contain localized support for the
languages identified in Table 1-5. This support is automatic in each agent kit
and no action is required by the administrator. The agent Ul, events, and help
system will appear in the language of the end user’s desktop. All localized
languages are agent qualified and supported. (CSA MC is not localized.)

i Installing Management Center for Cisco Security Agents 4.5.1
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Qualified: The Cisco Security Agent wastested on these language platforms.
Cisco security agent drivers are able to handle the local charactersin file
paths and registry paths. All qualified languages are supported.

Supported: The Cisco Security Agent is suitable to run on these language
platforms. The localized characters are supported by all agent functions.

Refer to the following tables.

Internationalization Support Tables

The following tables detail the level of support for each localized version of
Windows operating systems. Note that support for a localized operating
system is different from localized agent. A localized operating system may be
supported even though the corresponding language is not translated in the agent.
In this case, the dialogs will appear in English. The tables below define the
operating system support, not agent language support. Note, for Multilingual User
Interface (MUI ) supported languages, installsare alwaysin English (Installshield
does not support MUI), and the Ul/dialogs are in English unless the desktop is
Chinese (Simplified), French, German, Italian, Japanese, Korean, or Spanish.

Any Windows 2000, Windows XP or Windows 2003 platforms/versions not
mentioned in the tables below should be treated as not supported.

The following letter combinations are used to describe the level of support:

Table 1-6 Support Level Key

L Agent localized, supported and qualified. (Note: L(S) —
Localized and supported only)

T Supported and qualified.

S Supported but not qualified — Bugs will be fixed when
reported by customers, but the exact configuration was not
tested.

NA Not applicable — Microsoft does not ship this combination.

NS Not supported.

Installing Management Center for Cisco Security Agents 4.5.1
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Table 1-7 Windows 2000 Support
Advanced
Professional Server Server

MUI T S S
Arabic NS NA NA
Chinese (Simplified) |L L(S) L(S)
Chinese (Traditional) |T S S
Czech S S NA
Danish T NA NA
Dutch S NA
English L L L
Finnish S NA NA
French L L(S) L(S)
German L L(S) L(S)
Greek S NA NA
Hebrew NS NA NA
Hungarian S S NA
Italian L L(S) NA
Japanese L L(S) L(S)
Korean L L(S) L(S)
Norwegian S NA NA
Polish S S NA
Portuguese S S NA
Russian S S NA
Spanish L L(S) L(S)
Swedish S S NA
Turkish S S NA
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Table 1-8 Windows XP Support
Professional Home

Arabic NS NS
Chinese (Simplified) |L L(S)
Chinese (Traditional) |T S
Chinese (Hong Kong) |S S
Czech S S
Danish T S
Dutch S S
English L L
Finnish S S
French L L(S)
German L L(S)
Greek S S
Hebrew NS NS
Hungarian S S
Italian L L(S)
Japanese L L(S)
Korean L L(S)
Norwegian S S
Polish S S
Portuguese S S
Russian S S
Spanish L L(S)
Swedish S S
Turkish S S

Installing Management Center for Cisco Security Agents 4.5.1
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Table 1-9 Windows 2003 Support
Standard Web Enterprise

Chinese (Simplified) |L L(S) L(S)
Chinese (Traditional) |T S S
Chinese (Hong Kong) |S S S
Czech S S S
Dutch S NA NA
English L L L
French L L(S) L(S)
German L L(S) L(S)
Hungarian S S S
Italian L L(S) L(S)
Japanese L L(S) L(S)
Korean L L(S) L(S)
Polish S S S
Portuguese S S S
Russian S S S
Spanish L L(S) L(S)
Swedish S S S
Turkish S S S

On non-localized but tested and supported language platforms, the administrator
is responsible for policy changes arising from directory naming variations

between languages.

If the previous operating system tables do not indicate that CSA islocalized (L)
then the system administrator is responsible for checking to ensure that the tokens
are in the language they expect and the directory path is the one they intend to

protect.

To determine if language tokens are correct, follow this procedure:

i Installing Management Center for Cisco Security Agents 4.5.1
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Step 1

Step 2
Step 3
Step 4
Step 5

CSA MC Local Agent and Policies I

Move your mouse over Systems in the menu bar and select Hosts from the
drop-down menu.

Click the link to the host name using the language you want to verify.
In the Host Status area, click the Detailed Status and Diagnostics link.
Click the Diagnose button.

Look at the folder information in the Data area of the Diagnosis Data page. (See
Figure 1-2 on page 1-15.) These are the values of the directory tokens CSA needs
for localization. Make sure that the folder paths are in the language you expect
and that they protect the correct directory.

Figure 1-2 Diagnosis for Localized Host
; Management Center for Cisco Security Agents ¥4.5 - Hoskt Diagnostic {cisco- - |E||1|
Diagnostic Data for cisco-db-Zkit.okena.cisco.com =
Received: 6/2/2005 12:20:03 PM
Data: CTA Posture:  Unknown
Security: Mediurn
Darmain: okena.cisco.cam
Folder: Desitop:  CiDocuments and Settingsi*\Desktopi#*
Folder: Docurnents:  CihDocuments and Settingsh*\Docurmenti** o
Falder: Programfites:  CAProgrammibnt*
Falder: Programfites:  CA\ProgrammibFile comuniy#*
Falder: Startveny:  CihDocuments and Settingsh*WWMenu Avwioh**
Falder: Startup:  ChDocuments and Settingsy*WMenu Avvic\ProgrammibEsecuzione
automaticay**
IP Address: 172.31.10.120
System State: Management Center reachable - | =
=t
Diagnose I Reset Cisco Security Agent I Auto-refresh Ievary 30 saconds;l (=]
[
|@ Host Diagnostic {refreshing in 21 seconds) ré_ E Local intranet Rt

CSA MC Local Agent and Policies

The CSA recommended deployment is to have only CSA MC and Security
Monitor installed as part of your VMS bundle on the CSA MC system. When you
install CSA MC, an agent containing the policies necessary to protect CSA MC
and other limited CiscoWorks daemons and operations is automatically installed
aswell. The policies that are enforced by this agent are fairly restrictive and are
appropriate if you are running the recommended deployment.

[ 78-16726-02
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Note

A

If you are running other non VM S products or software on the CiscowWorks
system, this restrictive policy may impede these other products. Although, itis
recommended that you do not install other products on the CSA MC system (other
than Security Monitor), you can do so if you remove the restrictive policy from
the agent protecting the system, leaving you with a more open policy. Without the
restrictive policy, the system remains protected, but the policy allows more
productsto run on the system and access network resources. Therefore, the system
isinherently less secure. If you wish to deploy CSA M C on asystem running other
software, navigate to the "CiscoWorks VM S Systems" Group and remove the
"CiscoWorks Restrictive VMS Module" from the group.

If you feel comfortable doing so, rather than removing the CiscoWorks
Restrictive VMS Module, you can edit it to allow the actions your other installed
products require.

Caution

If you are installing or uninstalling various VM S components, and you have a
Cisco Security Agent protecting the VMS bundle, you should disable the agent
service before you begin theinstall/uninstall of any other VMS component. (You
do not haveto do thiswhen installing/uninstalling CSA MC.) To disable the agent
service, from a command prompt type net stop “Cisco Security Agent”.
(You may receive a prompt asking if you want to stop the agent service. You
should answer Yes.) To enable the service, typenet start “C sco Security
Agent”.

If you do not disable the agent service and you attempt to alter a CiscoWorks
system configuration, the agent may disall ow the action or it may display multiple
gueries to which you must respond.

Installation Note

Any system to which you are installing CSA MC or the Cisco Security Agent
itself must not have the Cisco IDS Host Sensor Console or the Cisco IDS Host
Sensor installed. If the CSA MC or the agent installer detect the presence of any
Cisco IDS Host Sensor software on the system, the installation will abort.

Installing Management Center for Cisco Security Agents 4.5.1
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Because there may be incompatibilities between Cisco IDS Host Sensor software
and CSA M C or agent software, you must uninstall the Cisco | DSHost Sensor and
Cisco IDS Host Sensor Console software before installing CSA MC or agent
software. Documentation for uninstalling Cisco IDS Host Sensor software can be
found at the following location:

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/host/host25/install
/hidsch2.htm#1024883

About CSA MC

The CSA MC user interface installs as part of the overall Cisco Security Agent
solution installation and is managed from CiscoWorks 2000. It is through a
web-based interface that all security policies are configured and distributed to
agents. CSA MC provides monitoring and reporting tools, letting you generate
reportswith varying views of your network enterprise health and status. Providing
thisweb-based user interface allows an administrator to access CSA MC from any
machine running aweb browser.

See the User Guide for further details.
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Figure 1-3 CSA MC, Top Level View
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Overview

CHAPTER 2

Deployment Planning

This section provides information on deploying the product as part of pilot
program and scaling the product to 100,000 agent deployments.

This section contains the following topics:

Piloting the Product, page 2-2

Running a Pilot Program, page 2-2

Scalable Deployments, page 2-3

Hardware Sizing, page 2-3

Configuration Recommendations for Scalability, page 2-4
Policy Migration, page 2-5

Configuration Item Mapping, page 2-5

Policy Tuning and Troubleshooting, page 2-7
Overall Guidelines, page 2-7

Using Test Mode, page 2-10

Disabling Specific Rules, page 2-11

Caching and Resetting Query Responses, page 2-12
Setting Up Exception Rules, page 2-13
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Piloting the Product

Before deploying Cisco Security Agents (CSA) on alarge scale, it is critical that
you run a manageable and modest initial pilot of the product. Even in a CSA
upgrade situation, a pilot program is required. Due to the unique configuration of
every individual enterprise, the pre-configured policies that ship with CSA will
not fit every site perfectly. A certain amount of policy tuning is always necessary.
Thistuning is best done on a small sample of systems that are representative of
the whole.

Once the pilot is operating satisfactorily, with CSA protecting systems using
properly tuned policies, you can turn your pilot into a larger deployment.

The following sections provide a guideline for conducting a pilot of CSA and
deploying the product on alarge scale.

Running a Pilot Program

Your pilot program should proceed in the following manner:

* How large should a pilot program be? Select a logical, manageable, sample
of systems on which agentswill beinstalled. A good rule of thumb isto make
your pilot approximately one /one-hundredth the size of what the entire
deployment will be.

Details:

— If your entire deployment will be very small, be sure to pilot at |east
15-20 systems.

— If your entire deployment will be very large, roll out your pilot in steps.
For example, do not pilot 1,000 systems initially and all at once. Start
with a smaller sample and gradually expand the pilot.

The pilot should include machines that you can access readily (either yourself
or through aresponsive end-user). If you will eventually be installing agents
on multiple, supported operating systems, your pilot should include machines
running those operating systems. Again, systemsin your pilot should be
representative of the whole deployment to which you intend to scale.

Installing Management Center for Cisco Security Agents 4.5.1
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¢ Howlong should a pilot program run? Basically, the deploying and tuning of
policiesis an iterative process. Initially, you will have a great deal of event
log noise to parse. You must examine the data coming in and edit your
policies accordingly.

Details:

— Although every siteis different, it would not be unusual to run a pilot
program for approximately 90 days. All possible application usage
should take place within the pilot time frame. It isimportant to note that
this recommended time frame allows you to exercise applications, their
deployment and usage, within an entire fiscal quarter. The idea being,
every application you use and every manner is which you use it will
occur during this piloting period.

Scalable Deployments

The Cisco Security Agent V4.5 release offers scaling of agents to 100,000
systems. To reach this deployment number, there are recommended multi-tiered
CSAMC server system hardware, CPU, and memory requirements. Pleaserefer to
the following section.

Hardware Sizing

This section provides three server configuration examples and three hardware
configuration examples. The server and hardware combinationswill be charted in
three tables providing information on how many agents can be deployed using
each server and hardware configuration combination. This should give you an
idea of how to configure CSA to scale up to a 100,000 agent deployment.

For the purpose of this guide, we will use three server configuration examples.
Server Configurations:

1. Single server

2. Two servers: one server for polling and configuration, one database server

3. Three servers: one server for polling, one server for configuration, one
database server

We will use the following hardware configurations.

[ 78-16726-02
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Hardware Configur ations:

1. Single processor Pentium 4 (3Ghz+) with 2 GB RAM
2. Dual processor Xeon (2.5 Ghz+) with 4 GB RAM
3. Quad processor Xeon (2.5 Ghz+) with 8 GB RAM

The following tables approximate the number of agents you could deploy with
each server configuration installed on one of three hardware configurations

provided.
Table 2-1  Server Configuration 1: Single Server
Hardware Configuration Number of Agents
Hardware Configuration 1 5,000
Hardware Configuration 2 10,000
Hardware Configuration 3 20,000

Table 2-2  Server Configuration 2: Two Servers
Hardware Configuration Number of Agents
Hardware Configuration 1 15,000
Hardware Configuration 2 30,000
Hardware Configuration 3 75,000

Table 2-3 Server Configuration 3: Three Servers
Hardware Configuration Number of Agents
Hardware Configuration 1 20,000
Hardware Configuration 2 50,000
Hardware Configuration 3 100,000

Configuration Recommendations for Scalability

If youintend to scaleto a deployment of approximately 100,000 agents, there are
some configuration recommendations you should consider.

i Installing Management Center for Cisco Security Agents 4.5.1
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Set Polling Interval

With 100,000 agents deployed across your enterprise, you want to ensure that
no more than 20 agents are communicating with the M C approximately every
second or so. Therefore, with a deployment of this size, it is recommended
that you set the polling interval to no less than 1 hour. You can have some
systems polling in every hour and others polling in later than that. But on
average, a1 hour or higher polling interval is appropriate. Be sure to have the
polling hint functionality enabled, as well.

Use Content Engines

For largedeployments, it is highly recommended that you use content engines
with transparent web caching. It makes sense to direct groups of agents to
different content engines in large deployment scenarios. Content engines
reduce the load on the MC by caching rule downloads and software updates.

Policy Migration

If you are upgrading to CSA MC V4.5 from a previous version, you may want to
continue to use policies that you've created and deployed successfully with CSA
MC V4.0.x. Because some configuration items, such as rule types and application
classes, have changed in V4.5, you cannot do a straight import of your existing
configurations into V4.5 and expect them to behave as they did previously.

The next section provides information on configuration item mapping from
previous CSA MC versionsto thislatest release. Because feature implementation
has changed in V4.5, you should plan to pilot even those imported configuration
items that you've successfully run with a previous version. CSA MC V4.5
contains significant changes which will require some administrator oversight that
is best performed in the process of a pilot program.

Configuration Item Mapping

You should refer to Using Management Center for Cisco Security Agents 4.5 for
details on the hierarchal changes that have been made to the CSA MC
configuration process. More specifically, the following features that appeared in
V4.0.x now appear in V4.5 as follows:

[ 78-16726-02
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Note  Thisisnot alisting of new featuresin CSA MCV4.5. Thisissimply alist of items
that were previously in the product and have been changed in asignificant manner
in this release. This change will affect any existing configurations you import
from aprevious version into CSA MC V4.5. Therefore, you should double-check
and possibly tweak affected, imported items to correctly adapt them to V4.5.

Downloaded Content Application Class Change

The configuration application class named “ Processes executing
downloading content” in previous versions has been split into two
non-configurable application classes in V4.5. Those new classes are
“Processes executing untrusted content” and “Applications internally
interpreting content.” These classes are now built through pre-configured
policies.

If you were using the “ Processes executing downl oading content” application
classin aprevious version, and you have imported those policies into V4.5,
you may heed to manually add “ Processes executing untrusted content” and
“Applications internally interpreting content” to those imported rulesin
V4.5,

Mandatory Group Enrollment

This functionality takes the place of mandatory settings on the individual
policy level. CSA MC now provides three auto-enrollment architectural
groups (Windows, Solaris, Linux) that are mandatory for all hosts of a given
OS architecture. By providing group auto-enrollment for hosts, any policies
you attach to these groups also become mandatory by association.

Monitoring Rule Action Functionality

The File monitor rule has been removed in this release in favor of adding
Monitor as a new action type available for most rules. This way, in addition
to file monitoring, you can configure network, registry, etc., monitoring
rules.

Network Shield Rule Change

The Network shield rule page now contains a network address field. This
allows you to optionally apply network shield settings to specified system
addresses. Thispage now has an action pulldown field so that it can bewritten
as an Allow or Deny, etc.

Network Worm Detection Rule Change

Installing Management Center for Cisco Security Agents 4.5.1
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The Network worm detection heuristic is no longer configured using a
checkbox on/off switch. Thisfunctionality still exists and has been enhanced.
It is now provided as a self-contained policy that can be edited by the
administrator.

Query Settings Variable Addition

You must now configure the query text in combination with the query buttons
that appear in the query pop-up box the end user will see when query rules
are triggered. Query responses are now also persistent across reboots.

System API Control Rule Change

What was called the Trojan detection rule in previous releases is now called
the System API control rule. The look and feel of this page has been changed
and new functionality has been added. This page now has an action pulldown
field so that it can be written as an Allow or Deny, etc.

Policy Tuning and Troubleshooting

Once you have started your CSA pilot, you need to tune the policies to suit your
needs and troubleshoot any problems that occur.

Overall Guidelines

This section presents some overall guidelines for tuning and troubl eshooting your
CSA pilot. Please read through this section carefully and consider the specific
needs and requirements of your pilot before moving on to actually using the
techniques. Here are the most important guidelines to follow when tuning and
troubleshooting policies:

¢ Never directly modify one of the supplied groups, policies, or rule modules.
If you need to change a group, policy, or rule module, make sure you clone
and rename it first so you preserve it for use later. Modifying the supplied
groups, policies, and rule modules directly makes it difficult to back out of
any inadvertent mistakes.

e Use the supplied groups and if necessary define additional groups for each
distinct desktop and server type in your network. In your pilot, you should
have some participants that are using each desktop and server type so you can
tune and troubleshoot all policies before deployment.
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Group membership is cumulative, which can be useful in tuning and
troubleshooting. For example, at the beginning of a pilot, participating hosts
that are Windows desktops would be attached to the All Windows and
Desktops - All Types groups on the Systems -> Groups menu. Once you
have tuned the basic desktop policies, you might attach some of those hosts
to the Desktops - Remote or mobile group. Once you are satisfied with the
performance of the remote/mobile policies, you could define a new group for
a specific department’s applications, attach hosts to the new group, and pilot
those policies.

e Start piloting all groupsin test mode and examine the event log (Events ->
Event L og menu) for possible tuning and troubleshooting needs before
moving to enforcement mode (also known as live mode). With the current
release, you can place all policies for a group in test mode or asinglerule
module in test mode. Therefore, as you tune and troubleshoot, you can
incrementally move rule modules to enforcement mode if need be. Keep in
mind when using test mode that the area under test is completely vulnerable
from a security standpoint.

¢ Policy tuning and troubleshooting is an iterative process. Focus on asingle
policy for improvement at a time and then verify that the tuning and
troubleshooting techniques did what you expected before deploying the
improved policy.

e Prioritize the security features you want to implement with CSA policies.
You can also prioritize applications and groups. By having clear priorities
and working through a single policy improvement at atime, you can manage
the complexity of deploying large policy setsin large networks. For example,
based on priorities, you can keep a specific rule module in test mode while
the rest of the rule modules in the policy are in live mode.

e Large policy sets can generate enormous numbers of log messages, so you
need to use the tools provided that help filter out extraneous information and
isolate the specific policy to be improved or behavior to be studied. For
example, you can log only the eventsthat result in Deny actions or create an
exception rule that stopslogging a specific event to reduce the overall number
of log messages. In addition, host diagnostics can be used to filter rules based
on the user state (that is, the user and group) the host isin, such as only
logging the behavior of the rules used by members of the Administrator
group. Monitor policies can be used in clever ways to focus in on specific
behavior without interrupting applications and services.
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Set up separate agent kits to support the different features of your pilot. For
example, you might have some desktop kits that have all policiesin test
mode, some desktop kits with a basic set of well-tested policiesin live mode
plus one experimental policy in test mode, and so forth. Labelling these kits
clearly will help your pilot participants download the right set of policiesyou
want to test and give you clear feedback on areas needing improvement.

There are two general approachesto policy creation, and the approach you choose
affects how you tune and troubleshoot the policies:

Using the supplied Desktop and Server group policies plus afew
application-specific policies. In this scenario, you attach each participating
host to the following groups:

- <All <platform>>

— Desktops- All types or Servers - All types

— A task-specific group, such as Servers - Apache Web Serversor
Servers- SQL Server 2000

Then, you attach each group to the following policies:

— AVirusScanner policy. CSA suppliespoliciesfor Norton, McAfee, and
Trend antivirus software. If you are using a different antivirus product,
you might need to use the generic Virus Scanner policy, or clone it and
make modifications to suit your virus scanner application.

- Anlnstallation Applications policy. CSA suppliesinstallation software
policies for Windows, Linux, and Solaris.

S,
Note If you do not attach antivirus and installation policies to each

participating group of hosts, the CSA event logs will contain alarge
number of false positives, making it difficult to manage the pilot.

After attaching the Desktop and Server groups, Virus Scanner policy, and
Installation Application policy, you are ready to create agent Kits, start the
pilot, examinethe event log, and stage the next policy additions. For example,
if you have a prioritized list of applications to protect, start with the first on
the list, use the Analysis -> Application Behavior | nvestigation tool to
understand the behavior of the application, craft apolicy, placeitintest mode
on the pilot machines, and examine the event log. Use the techniquesin the
rest of this section to tune/troubleshoot that application’s policy, re-examine
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the event log, and if you are satisfied with the result, place the application’s
policy in live mode on the pilot machines. You repeat these steps with each
application on your prioritized list.

¢ Creating a completely custom set of policies. In this scenario, you have a
team of network security experts who have assembled a detailed list of
security features and studied the many supplied rule modules. The experts use
the Analysis -> Application Behavior Investigation tool to thoroughly
study the applications for which they will write rules. Then, the experts will
craft custom policies by selecting the desired rule modules and rules. With
this custom approach, consider conducting a small pilot of afew systemsin
atest lab and then expanding to a larger and more thorough pilot.

Using Test Mode

CSA policies can execute in live mode, where they enforce rules by denying or
allowing events, or test mode, where they indicatein the event log what the action
would have been to the given event. All entriesin the event log for rules in test
mode begin with the label TESTMODE: to make it easy to scan for events relating
to rules under test. In general, you start a pilot in test mode and gradually change
over to live mode as you examine the performance of each policy. You can use
test mode in two different ways:

e Place all policiesfor a group in test mode.

From the Systems->Groups menu, you use the supplied Systems - test mode
group, which is available for Windows, Linux, and Solaris. You attach hosts
(both desktops and servers) to each appropriate test mode group. You can
make one or more agent kits available for download with the test mode
groups. Be sure to include “test mode” in the name of the agent kit.

When the “test mode” phase of the pilot is completed, you can unattach hosts
from the test mode groups to place the hosts in live mode.

¢ Place a specific rule module in test mode.

If one of the rule modules within a policy is not behaving as expected, you
can placeit in test mode while still keeping the remaining rule modulesin live
mode. To do this, select the Test M ode checkbox on any Configuration ->
Rule Modules -> <platform> Rule M odules -> <module name> page.
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When running your pilot, explain to participants the difference between test mode
and live mode, clearly label whether agent kits are for test mode or live mode, and
tell participants which kitsto download and use during various phases of the pilot.

Test mode is not intended to be used indefinitely because the area under test is
completely vulnerable from a security standpoint. Groups and rule modulesin test
mode should move to live mode in atimely fashion. Once the pilot is over, you
need to carefully control which hostsif any arein test mode. You can remove the
test mode kits to ensure they do not get downloaded during deployment and
periodically monitor the Systems - test mode group to ensure that all pilot
participants have migrated to live mode agent kits. You want to avoid the situation
where a security hole exists after deployment because some groups or rule
modules were inadvertently left in test mode.

Disabling Specific Rules

When you examine the event log with the Events -> Event L og menu, the
description of each event references the rule number. If you find a consistent
pattern of false positives with the same specific rule number, you can disable that
rule if desired. There are two different approaches to disabling rules:

* You can disable the rule temporarily. At alater time, you can go back and
modify the rule, set up aquery with a cached response, or set up an exception
rule.

¢ You can disable the rule permanently if the rule protects a resource that you
don’t need protected as part of your security policy.

The easiest way to disable aruleis by clicking on the rule number at the bottom
of the event description in the event log. On the rule page, you click on the
Enabled checkbox to uncheck it and disable the rule. Once you generate therules,
thisrule will be disabled.
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Note

If you are trying to reduce the number of events reported to the MC you can
eval uate the most active hosts or most active rules reporting events. The Status
Summary page provides information on which rules are being triggered most
often and which hosts are most active.

Oncethe MC isinstalled, go to Events > Status Summary page. Click either the
“Most active hosts” link or the “Most active rules” link.

Caching and Resetting Query Responses

Note

Rules can be configured with enforcement actions of allow, deny, terminate, or
guery the user. In some cases, there are rules that already query the user but do so
repeatedly instead of caching the user’s response to make it persistent. In other
cases, there are rules that are generating a mix of false positives and valid
enforcementsin the event log and need to be modified so they query the user and
cache the user’s response for the false positives.

You set up a query and cache the answer with different MC menus:;

e To set up aquery, you display the rule you wish to modify by clicking on the
rule number in the event log. You then select Query User from the action
popup menu.

e To cachethe response for a query, select the Configuration -> Variables ->
Query Settings menu option, and then select the desired query from the page.
Then, click on the Enable “don’t ask again” option checkbox if it is not
already checked. When users receive the query and indicate they don’t want
to be asked this query again, their answer is cached.

One trade-off of setting up a cached query response is that users can answer the
guery inappropriately and then the inappropriate response becomes persistent.
After setting up a cached query response, review the event log to make sure users
are responding appropriately to the query. If some users give inappropriate
responses, you can reset their agents and then give the users more information
about responding to the query.
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If auser has responded to a query inappropriately and the response is being
cached, you can reset the user’s cache by doing the following:

1. Select the Systems -> Hosts menu option.
2. Click onthe <hostname>.
3. Click onthe Reset Cisco Security Agent button.

Setting Up Exception Rules

In some cases, you need two or more different rules to completely specify the
desired actions to a specific event. For example, you could have one rule that
denies all applications from writing to the //blizzard/webdocs directory and
another rule that allows the WebGuru application with authenticated user
webmaster to write to the //blizzard/webdocs directory. The second rule allowing
write access for WebGuru is considered an exception rule because it overrides a
small part of the overall deny rule for the //blizzard/webdocs/ directory. The MC
mani pul ates the precedence of exception rules so that they are evaluated before
the rules that they override.

Although you can create exception rules with the M C rule pages, the easiest way
to create exception rules is using the Event Management Wizard from the event
log. The wizard tailors its behavior to the event from which you launch it. You
can use the wizard to create two general types of exception rules:

o Exception rules that under certain conditions allow an event that was denied
e Exception rules that stop logging similar events
To launch the wizard:

1. Select Events-> Event Log.

2. Click onthe Wizard link at the bottom of the desired event’s description.
The wizard asks you questions about the following:

¢ Whether the exception rule applies to the user/state conditions of the
triggering rule or the user/state conditions of the specific event where you
launched the wizard. If you want the exception to apply to all users, you
typically want the user/state conditions of the triggering rule (the default). If
you want to create an exception rule only for the user specified in the event,
you need to explicitly select the specific user state conditions radio button
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Whether the description of the proposed exception rule looks correct. Keep
in mind that if you need to make some small changes to the rule, such as the
applications specified, you can do so later. After the wizard finishes, you can
still modify the exception rule further before saving it.

Whether you want to put this new exception rule in a separate exception rule
module (the default) or modify the rule module that triggered the event. In
most cases, you want to put this in a separate exception rule module so you
can preserve the supplied rule modules.

Whether you want the exception rule based on the application specified in the
event or whether you want to base it on a new application class.

After you click Finish in the wizard, the M C displays the new exception rule. At
this point, you should do the following:

1.
2.

Change the Description field to an appropriate name.

Examine the details in the when box. If necessary, you can change these
details to expand or narrow the conditions for the exception.

Click the Save button.
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Installing the Management
Center for Cisco Security
Agents

Overview

This chapter provides instructions for installing CSA MC. Once you have
reviewed the preliminary information outlined in the previous chapter, you are
ready to proceed.

Itisthrough CSA MC that you create agent installation kits. Thetoolsfor creating
agent kits are installed as part of CSA MC.

This section contains the following topics.
e Licensing Information, page 3-2
e Upgrading from Version 4.0.x to 4.5.x, page 3-3
e Upgrade Instructions, page 3-4
e Solaris Agent Migration, page 3-7
e Upgrading from CSA Version 4.5t0 4.5.1, page 3-7
¢ Piloting the Upgrade of CSA from Version 4.5 to 4.5.1, page 3-8
¢ Installing Management Center for Cisco Security Agents, page 3-9
e Installing CSA MC with a Local Database, page 3-11
e Microsoft SQL Server 2000 Local Installation Notes, page 3-19

Installing Management Center for Cisco Security Agents 4.5.1
[ 78-16726-02 .m




Chapter3 Installing the Management Center for Cisco Security Agents |

M Licensing Information

¢ Installing CSA MC with a Remote Database, page 3-20

e Installation Log, page 3-26

e Accessing Management Center for Cisco Security Agents, page 3-27

¢ |nitiating Secure Communications, page 3-29

¢ Uninstalling Management Center for Cisco Security Agents, page 3-36
e Copying Cisco Trust Agent Installer Files, page 3-37

Licensing Information

During installation

Note

CSA MC and agentsrequire alicense obtained from Cisco in order to operate with
full functionality. You can install and run both the MC and the agent without a
license. If you do not have avalid license, CSA MC and all associated agents will
not operate until you obtain avalid license.

The information contained in your license includes the number of server-agent
licensesthat have been allotted to you. When you receive your license from Cisco,
you should copy it to the system to which you are installing CSA MC (or to afile
share accessible from the CSA MC system). Then you can copy the licenseto the
CSA MC directory in one of the following manners;

During the installation, you are prompted to copy the license into the CSA MC
directory. If you choose Yes, you can browse to the license file on the system (or
in an accessible file share), save it, and continue the installation. Or you can
choose No when prompted and copy the license when the installation has
completed and the system is rebooted.

If you copy avalid license key to CSA MC during theinstallation, after the system
reboots, all downloaded and installed agent kits immediately operate with full
functionality. You do not have to login and generate rules to have this occur.

Installing Management Center for Cisco Security Agents 4.5.1
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After installing CSA MC, to copy the license to the CSA MC directory, click
Maintenance in the menu bar and select License | nformation. The License
Information screen appears. You can browse to the license file by clicking the
Browse button. Once the license file is located, click the Upload button to copy
the file into the CSA MC directory.

Upgrading from Version 4.0.x to 4.5.x

A

Upgrading from versions of the product earlier than version 4.0.x to version 4.5.x
is not supported. (If you are trying to upgrade from version 4.5 to version 4.5.1
see Upgrading from CSA Version 4.5 t0 4.5.1, page 3-7.)

You have two options when upgrading from CSA MC 4.0.x to CSA MC 4.5.x.
e Install V4.5.x on the same machine as V4.0.x.

Caution

Both CSA MC 4.0.x and CSA MC 4.5.x will co-exist on the same system after
upgrading. Therefore you should note that if you select thisfirst option, you
cannot apply any upgrades that may be released to the V4.0.x CSA MC once
V4.5.x isinstalled. Additionally, after upgrading to the same machine, Profiler
will no longer work with the V4.0.x CSA MC and agents.

Also note the following about this first upgrade option: You CANNOT select the
Remote Database option if you upgrade on the same machine. (If you are planning
to increase your number of deployed agents, it is highly recommended that you
install CSA MC V4.5.x to a fresh machine and use a remote database.)

¢ Install V4.5.x on a different machine with the knowledge that VV4.0.x agents
will eventually be migrated to the new V4.5.x machine.

The CSA MC V4.5.x installation does not automatically upgrade or overwrite the
V4.0.x installation. Ultimately, the upgrade process described here will allow you
toimport your V4.0.x configuration itemsinto the newly installed V4.5.x system.
It will also allow you to migrate V4.0.x hosts to V4.5.x. After installing V4.5.x,
it is expected that you will spend some time examining how policies and other
functionality has changed between versions and you will gradually apply the
V4.5.x policies to the migrated hosts.
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A

Caution  You should not uninstall V4.0.x until you have migrated all agentsto V4.5.x.

Whenyouinstall CSA MC V4.5.x, anew Security Agents V4.5 menu item appears
in your CiscoWorks Ul. If you install CSA MC V4.5.x on the same machine as
V4.0.x, your original Security Agents menu item remains in place and you
continue to manage your existing V4.0.x configurations from there. The CSA MC
V4.5.x installation also creates anew directory structure. (If you install CSA MC
V4.5.x on the same machine as V4.0.x, your original CSAMC directory structure
remains in place, co-existing with the new V4.5 structure.) Note that subsequent
releases of CSA MC will continue to include the new version number in the
directory structure. Refer to the following chart.

Table 3-1 Menu Item and Directory Path

Menu ltem Directory Path

CSA MC V4.5.1 Security Agents V4.5 CSCOpx\CSAMC45
CSA MC V4.5 Security Agents V4.5 CSCOpx\CSAMC45
CSAMC V4.0 Security Agents CSCOpx\CSAMC

Upgrade Instructions

The following upgrade process contains instructions for installing CSA MC
V4.5.x on the same system as CSA MC V4.0.x and for installing CSA MC V4.5.x
to a separate machine. Both scenarios are covered here.

A

Caution  If youintend to upgrade 4.0.x Solarisagents, pleaseread Solaris Agent Migration,
page 3-7 before starting your upgrade.

To upgrade to V4.5.x, do the following:

Step 1 Install the Management Center for Cisco Security Agents V4.5.x. See page 3-9
for instructions.

Installing Management Center for Cisco Security Agents 4.5.1
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Step 2

Step 3

Step 4

Step 5

Step 6

Note

Upgrading from Version 4.0.x to 4.5.x ||

e |f you'reinstalling CSA MC V4.5.x on the same machine running CSA MC
V4.0.x, an xml file containing V4.0.x configuration items and host
information is automatically generated by the installation and ready for
importing once the install is complete.

e |f you'reinstalling CSA MC V4.5.x on a different machine from the system
running V4.0.x, after installing V4.5.x, you must copy and manually run an
executabl e file on the V4.0.x machine to create the xml file needed for
importing V4.0.x configuration and host information to V4.5.x.

If you have installed V4.5.x on the same machine as VV4.0.x, you can skip to the
end of Step 6. Otherwise, once you'veinstalled CSA MC V4.5.x and rebooted the
system, navigate to the CSCOpx\CSAM C45\migration directory. Copy the file
named pr epar e_ni grat i on. exe to your V4.0.x system. (You can copy it to any
place on the system.)

On your CSA MC V4.0.x, disable agent security and run the

prepare_nmni gration. exe filethat you copied from the V4.5.x system. (You
must disable security in order to run the executable file and create the import xml
data.) This launches a command prompt which displays the progress of the
migration.

When the prepare_nmi grati on. exe fileisfinished, on the V4.0.x system,
navigate to the CSCOpx\CSAMC\bin directory and locate a newly created file
named ni grati on_data_export. xm .

ThenfromtheV4.5 system, importtheni grati on_dat a_export. xn filetothe
CSA MC V4.5 machine. If V4.5.x and V4.0.x are on different machines, do this
by either copying the xml file to the V4.5.x system first and then importing it or
by browsing to it from the V4.5.x system if you have network shares set up.

You must generate rules once the import is complete. If you do not generate rules
at this point, you cannot upgrade and migrate agent hosts as described in the next
section.

CSA MC V4.5.x shipswith policies that contain new V4.5.x functionality. This
new functionality does not match all V4.0.x configurations. Beginning with V4.5,
CSA MC configuration item names are labeled with the release version number
to distinguish them from older (or newer) configuration items or items created by
administrators. When you import your V4.0.x configuration, new V4.5.x items
are not overwritten. You will likely have items from both versions in your CSA
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Step 7

MC V4.5.x. If theimport process finds that two items have the exact same
contentsand the only differenceisthe V4.5.x appended namefield, the old V4.0.x
item is not imported and the newer V4.5.x item is used in its place.

To upgrade and migrate V4.0.x agents to V4.5.x, schedule V4.5.x software
updates for V4.0.x agents. You schedule this upgrade from CSA MC V4.0.x
system. (Performing the V4.5.x installation placed a V4.5.x software update on
the V4.0.x machine.)

Once V4.0.x agents receive the schedul ed software update, they will point to and
register with the new CSA MC V4.5.x. The update contains the appropriate new
certificates to allow thisto occur.

Caution

~

Note

When upgrading 4.0.x agents to software version 4.5.x, the upgrade program
disables the system network interfaces to ensure a secure upgrade process. The
agent service is also stopped to allow the update to occur. Once the update is
complete, the agent serviceis restarted and the network interfaces are enabled.
Note that thisinformation only appliesto 4.0.x to 4.5.x software upgrades. (Also
note, that secure upgrades are not supported for Windows NT systems.)

Note that when you import your V4.0.x configurations to the V4.5.x system, old
V4.0.x agent kits are also imported. When V4.0.x hosts perform software updates
and register with the V4.5.x system, they are placed in groups according to the
group information that was part of their original installation kit. If you want ahost
to be placed in adifferent group when it registerswith VV4.5.x, you have the ability
to click on the original agent kit now listed along with the new V4.5.x agent kits
and change the group association. You must generate rules after you change a
group kit association.

Note that when hosts register with CSA MC V 4.5.x, they appear in their assigned
group(s) and they also appear in the mandatory V 4.5.x groups that match their OS

type.

Also note, the once you have migrated all V4.0.x agentsto V4.5.x, you can
uninstall CSA MC V4.0.x.

Installing Management Center for Cisco Security Agents 4.5.1
m. 78-16726-02 |



| Chapter3

Installing the Management Center for Cisco Security Agents

Upgrading from CSA Version 4.5 to 4.5.1 ||

Solaris Agent Migration

A

You should note that Solaris host migration is a bit different than Windows
migration.

Caution

Only Solaris agent versions 4.0.3.735 or higher can be upgraded to version 4.5.x
Earlier Solaris agents cannot be upgraded.

Once scheduled, Solaris software upgrades must be launched manually by
accessing the csactl command line tool on the Solaris systems and typing in the
software update command. When the update is complete, network connectivity is
disabled and remains disabled until the system automatically reboots within 5
minutes. This reboot cannot be stopped. Therefore, once you launch the Solaris
software update, you must understand that the system will reboot when the update
completes.

Upgrading from CSA Version 4.5 to 4.5.1

Step 1

Step 2
Step 3
Step 4
Step 5

Upgrading Cisco Security Agent from 4.5t0 4.5.1 is supported. (If you are trying
to upgrade from CSA version 4.0.x to 4.5.1 see, Upgrading from Version 4.0.x to
4.5.x, page 3-3). The new software and policy changes are included in one
self-extracting executable file and they can be installed alongside version 4.5.
You do not need to uninstall CSA version 4.5 to proceed.)

If theinstallation processfindsthat two security componentsareidentical, and the
only difference is the version number appended name field, the newer item
fromV4.5.1 overwrites the older version.

To upgrade CSA 4.5 to CSA 4.5.1, follow this procedure;

From the system running CSA MC V4.5, download the new kit from Cisco’sweb
site (http://www.cisco.com/cgi-bin/tablebuild.pl/csa).

Choose to Save the download locally rather than to open it.
Open the folder where you saved the self-extracting ZIP file.
Double-click the self-extracting ZIP file to open it.
Double-click setup.exe to begin the installation.

Installing Management Center for Cisco Security Agents 4.5.1
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Step6  Click OK.
Step7 At the Welcome screen (Figure 3-1), click Next.

Step8  CSA prompts you with message that an attempt is being made to disable security
for the Cisco security Agent. Select Yes and click Apply to allow the activity.

Step9  Your response is then challenged. Type the letters you see in the Cisco Security
Agent Challenge window in the text field and click OK.

Step10 New files are copied to your system. (See Figure 3-7.)

Step11  Once al thefiles are copied, the installation performs some preliminary system
setup tasks. (See Figure 3-8.)
)

Note  The agent protecting the system on which CSA MC runs is upgraded at
the same time as CSAMC.

Step12  You receive a message that installation is complete. Save and close any open files
and click OK for the system to be restarted.

Step13 In order for all the agents to receive the software upgrade, you must schedule a
software upgrade for all the groups running version 4.5 software. See Using
Management Center for Cisco Security Agents for information about scheduling
a software upgrade.

~

Note  The software upgrade deployed to agents does not contain policy
changes, it only upgrades the agent application.

Piloting the Upgrade of CSA from Version 4.5 to 4.5.1

Once you have upgraded CSA MC with the version of 4.5.1 software and have
distributed the software upgrade to all the agents running version 4.5, you should
review the policy changes that came with version 4.5.1 and determine which of
these changes you should deploy.

Step 1 Move the mouse over Systems and click Groups from the drop-down menu.

Step2  Fromthe GroupsList pageyou can see which groups have both an old version and
anew version and how many hostswould be affected by receiving policy changes.

Installing Management Center for Cisco Security Agents 4.5.1
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Step 3

Step 4

~

Note

Installing
Agents

A

Installing Management Center for Cisco Security Agents Il

See the Release Notes for CSA version 4.5.1 for alist of policies that have
changed to provide greater security, be less restrictive, or to be more efficient.
Evaluate the policies that have changed in a particular group.

¢ |f apolicy changed because its rules were made more efficient or less
restrictive, do not move existing hostsinto the CSA version 4.5.1 groups
associated with CSA version 4.5.1 policies. Your systemis up and
running and these sorts of changes were probably accounted for when
CSA was originally piloted.

¢ If the policies have changed in order to enforce security more strictly,
begin a pilot program by associating a small number of systemswith the
new CSA version 4.5.1 groups and see how the policy changes affect day
to day work on those systems.

After the pilot program has ended, and you are satisfied with the security provided
by the new policies, associate the remaining hosts with the CSA version 4.5
groups with the CSA version 4.5.1 groups. See Using Management Center for
Cisco Security Agents for information about bulk transferring hosts from one
group to another.

CSA version 4.5 policies will contine to function with the version 4.5.1 agent.

Management Center for Cisco Security

Caution

CSA MC isacomponent of the CiscoWorks VPN/Security M anagement Solution
(VMS). You must have CiscoWorks Common Services installed on the system to
which you are installing CSA MC. See the CiscoWorks2000 V PN/Security
Management Solution Quick Start Guide for details.

You must havelocal administrator privileges on the system in question to perform
the installation. Once you've verified system requirements, you can begin the
installation.
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Installation Configuration Options

A

You have threeinstallation configuration optionsto consider before launching the
CSA MC installation process.

You can install CSA MC and the database on the same machine. (Select the
L ocal Database radio button during the CSA MC installation.)

For alocal database configuration, you have the option of installing CSA MC
and the included Microsoft SQL Server Desktop Engine (provided with the
product) on the same system if you are planning to deploy no more than 500
agents. In this case, the CSA MC installation also installs its own version of
Microsoft SQL Server Desktop Engine on the system.

For alocal database configuration, you also have the option of installing
Microsoft SQL Server 2000 instead of using the Microsoft SQL Server
Desktop Engine that is provided. Microsoft SQL Server Desktop Engine has
a2 GB limit. In this case, you can have CSA MC and Microsoft SQL Server
2000 on the same system if you are planning to deploy no more than 5,000
agents. Note that of you are using SQL Server 2000, it must be licensed
separately and it must be installed on the system before you begin the CSA
MC installation.

Also note that if your plan isto use SQL Server 2000, it isrecommended that
you choose one of the other installation configuration options rather than the
local database configuration.

You can install CSA MC on one machine and install the database on aremote
machine. (Select the Remote Database radio button during the CSA MC
installation. Note that you must install a Cisco Security Agent on this remote
database to protect this system. See Microsoft SQL Server 2000 Remote
Setup, page 3-21.)

Use this configuration option if you are planning to deploy more than 5,000
agents and are using a separately licensed, managed, and maintained SQL
Server 2000 database. SQL Server 2000 must be installed and configured on
the remote system before you begin the CSA MC installation.

Caution

If you are installing CSA MC and the database to multiple machines, make sure
the clocks of each machine are in sync. If all clocks are not in sync, unexpected
behavior may occur.

Installing Management Center for Cisco Security Agents 4.5.1
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¢ You caninstall two CSA MCs on two separate machines and install the
database on aremote machine. In this case, both CSA MCs use the same
remote database. (Select the Remote Database radio button during the CSA
MC installation. Note that you must install a Cisco Security Agent on this
remote database to protect this system. See Microsoft SQL Server 2000
Remote Setup, page 3-21.)

Thisisthe recommended configuration if you are deploying more than 5,000
agents and are using a separately licensed, managed, and maintained SQL
Server 2000 database. SQL Server 2000 must be installed and configured on
the remote system before you begin the MC installations.

Using this configuration, you can deploy up to 100,000 agents. Having two
CSA MCslets you use one MC for host registration and polling and another
MC for editing configurations. Thisway, if your network is under attack and
aflurry of eventsis causing one MC’'s CPU to spike, for example, your
configuration MC remains unaffected and you can still push configuration
changes to your hosts.

Caution

If you are installing two CSA MCs with one of the MCs residing on the machine
wherethe database isinstalled, you must sel ect the Remote Database radio button
during the installation of both MCs. Even though one MC is “local” to the
database, for the two MCs configuration to work properly, they must both be
configured to communication with the database as though it were remote.

Installing CSA MC with a Local Database

Step 1

If you areinstalling both CSA M C and the database to the same machine, you will
first install Microsoft SQL Server Desktop Engine (as part of the CSA MC
installation) and then install CSA MC.

Before beginning, exit any other programs you have running on the system where
you are installing CSA MC.

To install the CSA MC, do the following:

Log on as alocal Administrator on your Microsoft Windows 2000 server system
with Service Pack 4 installed.
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Step2  Insert the VPN/Security Management Solution CD into the CDROM drive. When
the installation screen listing all available VMS products appears, select the
checkbox beside M anaging Cisco Security Agents—Server sand Desktopsand
click Next to start the installation. The welcome screen appears. See Figure 3-1.

Figure 3-1 CSA MC Installation Welcome Screen

Management Center for Cisco Security Agents ¥4.5

Welcome to the Installation Wizard for Management Center for Cisco Security
Agents V4.5

26372

[ Cancel |

InstallShield

Step3  After you click Next in the welcome screen, the install begins by prompting you
to choose a database setup type. See Figure 3-2. In this case, you will keep the
default selection of Local Database and click the Next button.
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Figure 3-2 Database Setup Type
Management Center for Cisco Security Agents ¥4.5

Please select one database

configuration information in the local dat:

all configuration data on

databaze mair

InstallShield I < Back “

26374

‘ | Cancel ‘

Step4  If installing locally, the installation next checksto seeif you have Microsoft SQL
Server Desktop Engine (MSDE) installed. CSA MC uses M SDE for its local

configuration database. If this softwareis not detected, you are prompted to install
it. See Figure 3-3.

~

Note  For installations exceeding 500 agents, it isrecommended that you install
Microsoft SQL Server 2000 instead of using the Microsoft SQL Server
Desktop Engine that is provided with the product. Refer to Installation
Configuration Options, page 3-10 for more information. If you are using
Microsoft SQL Server 2000, refer to Microsoft SQL Server 2000 Local
Installation Notes, page 3-19 for details.

Installing Management Center for Cisco Security Agents 4.5.1
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A

Caution

On asystem where CSA MC has not previously been installed, the setup program
first installs MSDE. If the CSA MC installation detects any other database type

attached to an existing installation of MSDE or aversion of MSDE or SQL Server
2000 that does not have at least Service Pack 3a, the installation will abort. This
database configuration is not qualified.

Figure 3-3 Install Microsoft SQL Server Desktop Engine

Management Center for Cisco Security Agents ¥4.5 5[

Management Center For Cisco Security Agents requires Yersion 8.0 or higher of Microsoft SOL Server 2000 Deskkop
Engine {MSDE). Setup will install the necessary components, After the MSDE installation is completed, vou must
reboot and then run Management Center For Cisco Security Agents Setup again, Do you want ko continue?

5
126377

Onceyou click Yes, you proceed through the Microsoft SQL Server installation.
It only takes a few minutes.

Thefirst installation screen prompts you to accept the default SQL Server install
directory path. The default is selected by searching the system disk for alocation
that provides the most space for the database. You can select a different path if
you choose.
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Step 5

Step 6
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Figure 3-4 Microsoft SQL Server Directory Prompt

Management Center for Cisco Security Agents ¥4.5

Specify The Installation Path For MSDE

Setup has chosen to install the Microsoft SQOL Server Desktop Edition (MSDE] on drive [ F: ]
becausze it has the most free space [ 23463 MB |.

Chooze MEXT to accept this default or select another location,

Destination Falder
’7F:\F‘rogram Files'Microsaft SOL Server Browse. .. |

| mstallShield

Cancel |

126375

S

Note = When the Microsoft SQL Server installation finishes, you must begin the
CSA MC installation again. You may have to restart your system before
beginning the CSA MC installation.

Begin the CSA MC installation again. This time the installation detects the
Microsoft SQL Server software and proceeds.

You are reminded that you must obtain alicense key (see page 3-2 for
information). If you already have alicense key file on the system to which you
areinstalling CSA MC, you can copy it to theinstallation directory at thistime by
clicking the Yes button (see Figure 3-5) and browsing to it on the system. You can
also click No and copy it any time after the installation.

S

Note If you copy avalid license key to CSA MC during the installation, after
the system reboots, all downloaded and installed agent kits immediately
operate with full functionality. You do not have to login and generate
rules to have this occur.
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Figure 3-5 License Key Popup

Management Center For Cisco Security Agents Y¥4.5 requires a license to be Fully functional. 'Without a walid license
new agents will not be able to reqister, Security policies will not be enforced,

If vou have a license file, setup can copy it to the installation directory or wvou can add a license at any time after
installation through the management console interface. Would you like to copy the File now?

B
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Once you copy avalid license key to the system, you are prompted to begin the
installation (see Figure 3-6). The install then proceeds copying the necessary files
to your system (see Figure 3-7).

Figure 3-6 Installation Prompt

FReady to Install the Program
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InstalIShield <Back ||
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Figure 3-7 Copy Files
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Once all the files are copied, the installation performs some preliminary system
setup tasks (see Figure 3-8).
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Figure 3-8 System Setup

Setup Status

InstallShield
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Note = When the CSA MC installation completes, an agent install ation automatically
begins. It is recommended that an agent protect the CSA MC system. (You may
uninstall the agent separately if you choose, but this is not the recommended
configuration.)

If an agent is already installed on a system to which you are installing CSA MC,
that agent will automatically be upgraded by the CSA MC agent installation.

When the MC and agent installs are complete, you are prompted to reboot the
system. It will automatically reboot within 5 minutes.

Note = When youinstall CSA MC, the installation enables SSL in CiscoWworks. When
you access the CSA MC Ul from CiscoWorks, you must have SSL enabled in
CiscoWorks for CSA MC to allow the connection.
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Microsoft SQL Server 2000 Local Installation Notes

A

Note

Note

Thefollowing instructionsare only intended for administrators choosing to install
CSA MC and Microsoft SQL Server 2000 to the same system. These instructions
are not for administrators using CSA MC with a remote database. If you are
choosing to use Microsoft SQL Server 2000 as a remote database, information is
provided in the section titled Installing CSA MC with a Remote Database,

page 3-20.

For local database installations exceeding 5,000 agents, it is recommended that
you install Microsoft SQL Server 2000 instead of using the Microsoft SQL Server
Desktop Enginethat is provided with the product. Microsoft SQL Server Desktop
Engine hasa2 GB limit. SQL Server 2000 must belicensed separately and it must
be installed on the local system before you begin the CSA MC installation.

In order for Microsoft SQL Server 2000 to function properly with CSA MC, you
must select certain settings during the installation. Those settings are listed here.
(Refer to your Microsoft SQL Server 2000 manual for detailed installation
information.)

You should not change the default instance name of “MSSQLSERVER” for the
SQL Server 2000 database. If you change this, the CSA MC installation will not
detect the database.

When installing Microsoft SQL Server 2000, choose the default settings except in
the following instances:

¢ Inthe Setup Typeinstallation window, choose the Typical radio button and
inthe Destination Folder section, click the various Browse buttonsto install
SQL Server on the system.

¢ Inthe Services Accountsinstallation window, choose the Use the same
account for each service radio button. In the Service Settings section,
choose Use a Domain User Account. In the edit fields, enter a Username
and Password for the local administrator account.

¢ Inthe Choose Licensing M ode installation window, select the Per Seat for
radio button and then increment the devices number field to a positive
value—at least 1 or 2.

[ 78-16726-02
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Reboot the system and install the most recent service pack for SQL Server 2000.
CSA MC has been qualified with Service Pack 3a. When installing the service
pack, choose the default settings except in the following instances

e When you install the service pack, in the Installation Folder screen, you
should select adrive that has at least 140 MB of free space. For the service
pack installation, choose the default settings in all instances.

¢ Inthe SA Password Warning installation screen, select the Ignore the
security threat warning, leave the password blank radio button.

¢ Inthe SQL Server 2000 Service Pack Setup installation screen, select the
Upgrade Microsoft Search and apply SQL Server 2000 SP3a (required)
checkbox.

Installing CSA MC with a Remote Database

If you areinstalling one or two CSA MCs and their corresponding database to
different machines, you must first install and properly configure Microsoft SQL
Server 2000 on the remote system according to Microsoft’s instructions. You
should restrict access to this database machine as much as possible using any
access control systems you already have in place on your network.

A

Caution It isrecommended that all installed CSA MCs and remote databases be placed on
aprivate LAN. If you cannot provide a private LAN, then you should follow
Microsoft’s recommendations for securing communication between database
servers and application servers.

A

Caution In adistributed (multiple MC) environment, when installing, upgrading, or
uninstalling any MC in the distributed configuration, the service must be stopped
onthe other MCs. For example, in aconfiguration with 2 M Cs, you must first stop
the CiscoWorks Daemon Manager (net stop cr ndngt d) on one MC before you
install the software update on the other MC.

A

Caution It isimportant that the time on the database server system closely match the time
on the CSA MC system. Additionally, make sure both times are set correctly.

Installing Management Center for Cisco Security Agents 4.5.1
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Caution

You must install a Cisco Security Agent on this remote database. This agent
should be in the following groups: Servers-SQL Server 2000, Servers-All types,
Systems-Mission Critical, and Systems-Restricted Networking.

Microsoft SOL Server 2000 Remote Setup

~

Note

Step 1

The following section contains overview information for setting up the Microsoft
SQL Server 2000 database to work correctly with CSA MC. More detailed SQL
Server configuration information should be obtained from your Microsoft
documentation.

In order to enter the requested remote database information during the CSA MC
installation, you must first setup the SQL Server database system by doing the
following. (Note that these steps may be performed by your database
administrators.)

¢ Create an empty database.

e You must configure anew login ID and password and associate it with a new
user ID which has the standard access rights on the CSA M C database,
including db_ddladmin, db_datareader, and db_datawriter. Note that the
login ID and user ID must be identical. (db_owner privileges are not
required.)

* Make surethat the database is configured to accept SQL Server
authentication.

* You also need to create a file group for the database called “analysis’ and it
must have at least one file attached.

Once thisis configured, you can begin the CSA MC installation.

Before beginning, exit any other programs you have running on the system where
you are installing CSA MC. To install the CSA MC, do the following:

Log on as alocal Administrator on your Microsoft Windows 2000 server system
with Service Pack 4 installed.

[ 78-16726-02
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Step2  Insert the VPN/Security Management Solution CD into the CDROM drive. When
the installation screen listing all available VMS products appears, select the
checkbox beside M anaging Cisco Security Agents—Server sand Desktopsand
click Next to start the installation.

Step3  Theinstall begins by prompting you to choose a database setup type. See
Figure 3-2. In this case, you will select the Remote Database radio button and
click the Next button.

When you select the Remote Database radio button, you are next prompted to
enter the following information for the remote SQL Server database (see
Figure 3-9):

¢ Name of the server

¢ Name of the database
e LoginID

e Password

Installing Management Center for Cisco Security Agents 4.5.1
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Step 4

Step 5

Installing Management Center for Cisco Security Agents

Figure 3-9 Remote Database Information
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Once you enter the database information and click Next, theinstallation attempts
to locate the database and verify that it is configured appropriately. If the database
is not setup correctly, you are prompted with this information and the installation
will not continue. Otherwise, the installation proceeds.

You are next reminded that you must obtain a license key (see page 3-2 for
information). If you already have alicense key file on the system to which you
areinstalling CSA MC, you can copy it to theinstallation directory at thistime by
clicking the Yes button (see Figure 3-10) and browsing to it on the system. You
can also click No and copy it any time after the installation.

S

Note If you copy avalid license key to CSA MC during the installation, after
the system reboots, all downloaded and installed agent kits immediately
operate with full functionality. You do not have to login and generate
rules to have this occur.
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Figure 3-10 License Key Popup

Management Center For Cisco Security Agents Y¥4.5 requires a license to be Fully functional. 'Without a walid license
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installation through the management console interface. Would you like to copy the File now?
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Step6  Once you copy avalid license key to the system, you are prompted to begin the
installation (see Figure 3-11). The install then proceeds copying the necessary
files to your system (see Figure 3-12).

Figure 3-11 Installation Prompt
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Figure 3-12 Copy Files
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Once all the files are copied, the installation performs some preliminary
system setup tasks.

Note = When the CSA MC installation completes, an agent installation automatically
begins. It is recommended that an agent protect the CSA MC system and thisis
done automatically for you. (You may uninstall the agent separately if you
choose, but this is not the recommended configuration.)

You are prompted to reboot the system after the CSA MC protecting agent
installation is complete. The reboot occurs automatically after 5 minutes.

Note for installing two CSA MCs on two separate machines

If you are installing two CSA MCs using one remote database, repeat the steps
detailed in this section, entering the same remote database information for the
second MC.

Installing Management Center for Cisco Security Agents 4.5.1
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A

Caution  When installing two CSA MCs, the first MC you install automatically becomes
the polling and logging MC. The second M C acts asthe configuration MC. During
the installation process, the CSA MCs know the order in which the MCs were
installed and direct polling, logging, and management tasks to the appropriate
MC.

A

Caution In adistributed MC environment, when installing, upgrading, or uninstalling any
MC in the distributed configuration, the service must be stopped on the other
MCs. For example, in a configuration with 2 MCs, you must first stop the
CiscoWorks Daemon Manager (net stop crndngt d) on one MC before you
install the other MC.

Installation Log

The installation of CSA MC produces alog file. Thislog file, called
"CSAMC-Install.log" and located in the CSCOpx\CSAMC45\log directory,
provides a detailed list of installation tasks that were performed. If thereisa
problem with the installation, this text file should provide information on what
task failed during the install.

S
Note  Theinstallation of the agent produces a similar file called “ CSAgent-Install.log”
and islocated in the Cisco Systems\CSAgent\log directory on agent host systems.
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Accessing Management Center for Cisco Security
Agents

When the installation has completed and you've rebooted the system, a Security
Agent category becomes available in the left pane of the CiscoWorks Ul. Cisco
Security Agent management screens are accessible from the CiscowWorks
VPN/Security Management Solution “drawer”. Security Agents (the category by
which you access the CSA MC Ul) are located in the Management Center and
Administration>Management Center folders.

Note  Refer to the Using CiscoWorks Common Services manual for CiscoWorks
installation instructions and login information.

Local Access

To access CSA MC locally on the system hosting CSA MC and CiscoWorks
software:

¢ From the Start menu, go to Programs>CiscoWor ks>CiscoWorks to
open the CiscoWorks 2000 management Ul.

¢ Login to CiscoWorks. To access CSA MC, open the VPN/Secur ity
Management Solution “drawer”. The Security Agents4.5itemis
located inthe M anagement Center and Administration>M anagement
Center folders. See Figure 3-13.

S
Note  SeeInitiating Secure Communications, page 3-29 if you cannot connect to CSA
MC.

Remote Access

To access CSA MC from aremote location,

e Launch abrowser application on the remote host and enter the following:

http://<ci scowor ks system host nane>: 1741
inthe Address or Location field (depending on the browser you're using)
to access the Login view.

Installing Management Center for Cisco Security Agents 4.5.1
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Note

For example, enter ht t p: // storntent er: 1741

In this example, the CiscoWorks and CSA MC areinstalled on ahost system with

the name stormcenter.

Figure 3-13
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Initiating Secure Communications

CSA MC uses SSL to secure all communications between the CSA MC user
interface (locally and remotely) and the Management Center for Cisco Security
Agents server system itself. Thisway, all configuration data travels over secure
channels irrespective of the location of the CSA MC host system.

During installation, CSA MC generates private and public keys to be used for
secure communi cations between any system accessing the CSA M C user interface
and the CSA MC itself.

When your browser connectsto the server, it receives the server’s certificate. You
are then prompted to accept this certificate. It is recommended that you import it
into your local certificate database so that you are not prompted to accept the
certificate each time you login. The following sections show the process of
importing certificates into Internet Explorer and Netscape Web browsers.

Internet Explorer: Importing the Root Certificate

Step 1

Step 2
Step 3

You import the certificate from the CiscowWorks Ul. From the VPN/Security
Management Solution drawer, expand the Administration folder and click the
Import Root Certificate item. See Figure 3-14.

Select the Open thisfile from its current location button and click OK.

The certificate information box appears (see Figure 3-15). It containsinformation
on the system the certificate isissued to and it displays expiration dates. Click the
Install Certificate button to start the Certificate Manager Import Wizard.

[ 78-16726-02
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Figure 3-14
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Figure 3-15 Certificate Information
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Stepd  Thefirst Certificate Manager Import page contains an overview of certificate
information. Click Next to continue.

Step5  From the Select a Certificate Store page, make sure the Automatically select the

certificate store based on the type of certificate radio button is selected. Click
Next.

Figure 3-16 Certificate Wizard
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Step6  You've now imported your certificate for the server. Click the Finish button
(Figure 3-17) to continue.

Figure 3-17 Certificate Wizard Finish Page
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You have specified the following settings:

Certificate Store Selected  Autormatically determined by
Content Certificate

4 | ]

< Back | Finish I Cancel |

126375

Installing Management Center for Cisco Security Agents 4.5.1
[ 78-16726-02 .m



Chapter3 Installing the Management Center for Cisco Security Agents |

M Initiating Secure Communications

Step7  Now, you must save the certificate. Click the Yes button in the Root Certificate
Store box (see Figure 3-18).

Figure 3-18 Root Certificate Store Box
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Thumbprint (mdS) : FOO4C 130 ACDESS4F 57 2BSFAE E4540291
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Step8  You are next prompted with a confirmation box informing you that your
certificate was created successfully. Lastly, the View Certificate box remains on
the screen (see Figure 3-15). Since your certificate has been generated, you can
click the Yes button here.

)

Note  You must perform this certificate import process the first time you login
to CSA MC from any remote machine. Once the certificate import is
complete, you can access the login page directly for all management
sessions. To access the login page remotely, enter the URL in the
following format.

http://<ci scowor ks system host nane>: 1741

For example, enter htt p: // storncenter: 1741

A

Caution If you have not obtained avalid license from Cisco, when you login to CSA MC,
you'll receive awarning informing you that your license is not valid. Refer back
to page 3-2 for further licensing information.
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Netscape: Importing the Root Certificate

Step1  You import the certificate from the CiscoWorks Ul. From the VPN/Security
Management Solution drawer, expand the Administration folder and click the
Import Root Certificate item. See Figure 3-14.

Step2  Inthe Downloading Certificate window, select the Trust this CA to identify web
sites checkbox.

Figure 3-19 Downloading Certificate Window
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Step3  Click OK to import the certificate.

~

Note  You should perform this certificateimport processthefirst timeyou login
to CSA MC from any remote machine. Once the certificate import is
complete, you can access the login page without further certificate
prompts.

Installing Management Center for Cisco Security Agents 4.5.1
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Uninstalling Management Center for Cisco Security
Agents

Uninstall the CSA MC software as follows:

Step 1 From Start>Settings>Control Panel, access the Add/Remove Programs
window. Locate the CiscoWorks item and click Change/Remove.

Step2  From the window that appears, select the appropriate checkbox to remove the
Management Center for Cisco Security Agents program item and click
Uninstall. Thisalso removes the Cisco Security Agent and Cisco Security Agent
Profiler programs on the CSA MC system.

S

Note  Uninstalling CSA MC does not uninstall the Microsoft SQL Server
Desktop Engine (database). You must uninstall this separately from the
Control Panel>Add/Remove Programs window if you are completely
removing the product from your system.

A

Caution If you are upgrading to a new version of CSA MC, or if you are reinstalling the
product on the same system, and you want to preserve your current configuration,
you should select to Backup the Database during the uninstall when you are
prompted to do so. If you do not backup the database, the uningtall removes all
program files and configurations. (Note that this only appliesto local database
installations. CSA MC does not provide a backup mechanism for remote databases.)

Figure 3-20 Backup Database Prompt
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Copying Cisco Trust Agent Installer Files

Step 1

Step 2

Step 3

Note

Cisco Trust Agent (CTA) is an optional application you may install as part of an
agent kit. The goal of bundling CTA in an agent kit isto facilitate the distribution
of CTA. CTA is aseparate application from CSA and has its own security
objectives.

If you intend to distribute CTA through an agent kit, install your desired CTA
installer files on the system running CSA MC.

To install the CTA installer files follow this procedure:

Obtain the desired CTA installer filesfrom Cisco Systems.

S
Note Itisthe user'sresponsibility to verify that they have obtained the correct
CTA installer files.

Copy the CTA installer filesto the
% Program Files% \CSCOpx\CSAM C45\cfg\cta directory.

The default Cisco Security Agent policies protect this directory. When you copy
the files into the directory, CSA prompts you to determine if you want to allow
the action. Select the Yesradio button and click Apply. Repeat this step for every
file you copy into this directory.

Refer to the Agent kits section of the User Guide for information on installing the
CTA files you have just copied.
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CHAPTER I

Quick Start Configuration

Overview

This chapter provides the basic setup information you need to start using the
Management Center for Cisco Security Agents to configure some preliminary
groups and build agent kits. The goal of this chapter is to help you quickly
configure and distribute Cisco Security Agent kits to hosts and have those hosts
successfully register with CSA MC. Once this is accomplished you can configure
some policies and distribute them to installed and registered Cisco Security
Agents.

For detailed configuration information, you should refer to the User Guide.
This section contains the following topics.

e Access Management Center for Cisco Security Agents, page 4-2

e CiscoWorks Administrator Rolesin CSA MC, page 4-3

e Cisco Security Agent Policies, page 4-4

e Configure a Group, page 4-5

¢ Creating Agent Kits, page 4-7

e The Cisco Security Agent, page 4-12

* View Registered Hosts, page 4-13

e Configure a Rule Module, page 4-14

e Configure a Policy, page 4-20

e Attach a Rule Module to a Policy, page 4-21

Installing Management Center for Cisco Security Agents 4.5.1
[ 78-16726-02 .m




Chapterd4  Quick Start Configuration |

B Access Management Center for Cisco Security Agents

e Attach a Policy to a Group, page 4-21
e Generate Rule Programs, page 4-22

Access Management Center for Cisco Security
Agents

You access CSA MC from the CiscoWorks Ul. An initial administrator account
was created as part of the CiscoWorks installation process. Once that
administrator account is entered to login into CiscoWorks, it is not necessary to
login again to CSA MC.

e Toaccess CSA MC locally on the system hosting CSA MC software, launch
the CiscoWorks Ul from Start> Programs>CiscoWor ks>CiscoWorks.
Login into CiscoWorks.

e Toaccess CSA MC from aremote location, launch a browser application and
enter

http://<ci scowor ks system host nane>: 1741

For example, enter http://storncenter: 1741

¢ From the CiscoWorks Ul, the Security Agentsitem is located in the
VPN/Security Management Solution “drawer.” Expand the M anagement
Center or the Administration>M anagement Center folders.

A

Caution If you have not obtained avalid license from Cisco, when you login to CSA MC,
you'll receive awarning informing you that your license is not valid. Any newly
deployed agents will not be able to register with the unlicensed CSA MC. Refer
back to Chapter 3, “Installing the Management Center for Cisco Security Agents”
for further licensing information.
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CiscoWorks Administrator Roles in CSA MC

Administrators can have different levels of CSA MC database access privileges.
Theinitial administrator created by the CiscoWorksinstallation automatically has
configuration privileges.

CiscoWorks/CSA M C Administrator Roles:

¢ Configure—If the CiscoWorks administrator has the Network Administrator
or System Administrator option enabled, this provides full read and write
access to the CSA MC database.

o Deploy—If the CiscoWorks administrator has only the Network Operations
option enabled, thisprovidesfull read and partial write accesstothe CSA MC
database. Administrators can manage hosts and groups, attach policies, create
kits, schedule software updates, and perform all monitoring actions.

¢ Monitor—If the CiscoWorks administrator has none of the roleslisted in the
first two bullets enabled, this provides administrators with read access to the
entire CSA MC database. Administrators can also create reports, alerts, and
event sets.

S
Note  To view or edit your CiscoWorks administrator profile, in the CiscoWorks Ul go
to Server Configuration>Setup>Security>M odify My Profile.

Installing Management Center for Cisco Security Agents 4.5.1
[ 78-16726-02 .m



Chapterd4  Quick Start Configuration |

M Cisco Security Agent Policies

Cisco Security Agent Policies

Note

CSA MC default Cisco Security Agent Kits, groups, policies, and configuration
variables are designed to provide a high level of security coverage for desktops
and servers. These default Cisco Security Agent kits, groups, policies, rule
modules and configuration variables cannot anticipate all possible local security
policy requirements specified by your organization's management, nor can they
anticipateall local combinations of application usage patterns. Cisco recommends
deploying agents using the default configurations and then monitoring for
possible tuning to your environment.

If you are using shipped policies, you can also use shipped, pre-built agent kits.
Therefore, if you're not creating your own configurations, you can simply refer
to Chapter 3 and Chapter 8 in the User Guide for information on deploying kitsto
end users and viewing the event log.

Each pre-configured rule module, policy, and group page has data in the
expandable +Detailed description field explaining the item in question. Read the
information in these fields to learn about the items described and to determine if
the item in question meets your needs for usage.

As ajumping off point for creating your own configurations, the following
sections in this manual take you through the step by step process of configuring
some of the basic elements you need to initiate server/agent communications and
to begin the distribution of your own policies.

Installing Management Center for Cisco Security Agents 4.5.1
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Configure a Group

Host groups reduce the administrative burden of managing alarge number of
agents. Grouping hosts together also lets you apply the same policy to a number
of hosts.

A group is the only element required to build Cisco Security Agent kits. When
hosts register with CSA MC, they are automatically put into their assigned group
or groups. Once hosts are registered you can edit their grouping at any time.

Note = Management Center for Cisco Security Agents ships with preconfigured groups
you can use if they meet your initial needs. If you use a preconfigured group, you
do not have to create your own group as detailed in the following pages.

To configure a group, do the following.

Step 1 Move the mouse over Systems in the menu bar of CSA MC and select Groups
from the drop-down menu that appears. The Groups list view appears.

Step2  Click the New button to create a new group entry. You are prompted to select
whether thisis a Windows, Linux, or Solaris group. For this example, click the
Windows button. This takes you to the Group configuration page.

Step3  In the available group configuration fields, enter the following information:

e Name—Thisisaunique name for this group of hosts. Names are case
insensitive, must start with an alphabetic character, can be up to 64
characters long and can include al phanumeric characters, spaces, and
underscores.

e Description—Thisis an optional line of text that is displayed in the list
view and helps you to identify this particular group.

Installing Management Center for Cisco Security Agents 4.5.1
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Figure 4-1
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Step 4

Cisco suggests that you select the Test M ode checkbox (available from the Rule

overrides section) for this group. In Test Mode, the policy we will later apply to
this group will not be active. In other words, the agent will not deny any action

even if an associated policy saysit should be denied. Instead, the agent will allow
the action but log an event letting you know the action would have been denied.

Using Test Mode helps you to understand the impact of deploying a policy on a
host before enforcing it. If examining the logs shows you that the policy is
working as intended on a group, you can then remove the Test M ode designation.
For detailed information on Polling intervals, Test Mode, Ver bose L ogging
Mode, Log deny actions and Filter user from events refer to the User Guide.

Step 5

Click the Save button to enter and save your group in the CSA MC database.

i Installing Management Center for Cisco Security Agents 4.5.1
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Creating Agent Kits

Note

Step 1

Step 2

The Management Center for Cisco Security Agent allows for the creation of
custom agent installation kits that greatly reduce the administrative burden of
deploying the agent on new systems. CSA MC also ships with preconfigured
agent kits you can use if they meet your initial needs. There are kits for generic
desktops, generic servers, and CSA MCs (CiscoWorks VMS). These kits place
hosts in the corresponding groups and enforce the associated policies of each
group.

At the time of creation of the agent kit, it must be associated with one or more
groups. The particular agent kit a host installs determines with what groups(s) the
host is associated. You can create as many Kits as necessary to distribute your
policies to targeted hosts.

After akitisinstalled on ahost, the agent running on that host registersitself with
CSA MC. CSA MC then automatically places the host in the groups that were
associated with the installed kit.

CSA MC ships with preconfigured agent kits that you can use if they meet your
needs. The desktop and server kits are distributed in test mode so they will not
interfere with you work before you have had a chance to study their behavior. (If
you use a preconfigured agent kit, you do not have to build your own kit as
detailed in the following pages.)

To create agent kits, do the following.

Move the mouse over Systems in the menu bar and select Agent Kits from the
drop-down menu that appears. Existing agent kits are displayed.

Click the New button to create a new agent kit.

~

Note If you have"All" designated as the operating system type for your
administrator session, you are prompted to select whether thisisa
Windows, Linux, or Solariskit. (YYou cannot select a Solaris group for an
agent kit that you have configured for Windows systems.)

[ 78-16726-02
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Step3  Inthe agent kit configuration view (see Figure 4-2), enter a Name for this kit.
This must be a unique name. Agent kit names cannot have spaces. Generally, it's
agood idea to adopt a naming convention that lets you and the systems that will
be downloading the kit, recognize it easily.

Stepd  (Optional) Enter a description in the Description field. The description appears
in the agent kit list view to help you identify this particular kit.

Figure 4-2 Create Agent Kit
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¥ Force reboot after install
¥ Quiet install | ?
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[
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Logged in asi admin

Step5  From the available list box, select the group or groups of host systems that will
download and install thiskit. To select multipleitemsin alist box, hold down the
Ctrl key as you select each item. To unselect a single item, hold down the Ctrl
key when you click on the item in question. Press and hold the Shift key when
you click on an item to select multiple successive items.

Step6  You have the option of forcing systems to reboot after the agent installation
completes (Windows and Linux only). If you select the Force reboot after install
checkbox, when the install finishes, a message appears to the end user warning
that the system will automatically reboot in 5 minutes. This reboot cannot be
stopped by the end user. Keep in mind, if you are selecting to force a reboot, the
installation must also be "Quiet." (See the User Guide for details.)

Installing Management Center for Cisco Security Agents 4.5.1
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Creating Agent Kits

For Windows kits, if you select Quiet install, you can also select whether the
Network shim is enabled or not during the installation. (See the User Guide for
more informatioin on enabling the Network Shim.)

Click the Make Kit button. A new page opens with the message, “ The kit was
successfully created.”

Click the rule generation link to advance to the Generate Rule Program page.
The rules that require generation are listed at the bottom of the page.

Click Generate to generate these rules and make your kit available for
deployment. Once the generation rules operation compl etes, you receive the
message, “Rule program generation successful.”

Move the mouse over Systems in the menu bar and select Agent Kits from the
drop-down menu that appears. The agent kit you just created has been added to
the list of available kits.

Click the name of your new kit to see its agent kit page. The page displaysaURL
for this particular kit (see Figure 4-3). You may distribute thisURL, viaemail for
example, to the host systems the kit is designated for. They access the URL to
download and then install the kit. This is the recommended method of agent kit
distribution.

But you may also point usersto aURL for the CiscoWorks system. This URL will
allow them to see all kits that are available. That URL is:

https://<ci scoworks system name>/csanc45/kits
If you are pointing usersto the “kits” URL and you have multiple agent kits listed
here, be sure to tell users which kits to download. See Figure 4-4.

~

Note  Notethat the Registration Control feature also appliesto the <ciscoworks
system name>/csamc45/kits URL. If the Registration Control feature (see
the User Guide for details on the feature) prevents your |P address from
registering, it also prevents you from viewing this “kits” URL.

[ 78-16726-02
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Figure 4-3 Agent Kit Download URL
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Figure 4-4 Download Agent Kits
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The Cisco Security Agent

e Usersmust have administrator privileges on their systemsto install the Cisco
Security Agent software.

e The Cisco Security Agent installs on supported Windows, Linux, and Solaris
platforms. (Note that on Solaris systems there is no agent user interface. See
Appendix A in the User Guide for information on the Solaris agent utility.)

Once users successfully download and install Cisco Security Agents, they can
optionally perform areboot for full agent functionality.

When the system restarts, the agent service starts immediately and the flag icon
appears in the system tray (if end user systems are configured to have an agent
Ul). At this time, the agent automatically and transparently registers with CSA
MC. Agents are immediately enforcing rules.

To open the agent user interface, end users can double-click on the flag icon in
their system tray. The user interface opens on their desktop.

Installing Management Center for Cisco Security Agents 4.5.1
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Figure 4-5 Agent Status
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Note  For detailed information on installing both the Windows and UNIX agents, refer
to Appendix A in this manual or in the User Guide.

View Registered Hosts

From CSA MC, you can see which hosts have successfully registered by
accessing Hosts from the Systems link in the menu bar. This takes you to the
Hosts list page. On theright side of this page is a column that displays varying
types of information on each host. Use the pulldown menu for this column to filter
your host list based on the status in question.

To search for specific hosts based on more status data, use the Search option in
CSA MC. Search for Hosts using available status information such as:

¢ Active hosts—A host is activeif it pollsinto CSA MC at regular intervals.

¢ Not active hosts—A host isinactive if it has missed three polling intervals or
if it has not polled into the server for at least one hour.

Installing Management Center for Cisco Security Agents 4.5.1
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You can also view registered hosts by accessing the Groups page. From the
groups list view, click the link for the group you created in the previous sections.
Now click the M odify host member ship link. All hosts who installed the kit
created using this group should appear here as part of the group. (You might want
to click the Refresh button on your browser to ensure you are viewing updated
information.)

Configure a Rule Module

This section provides brief instructions for configuring and distributing a policy
to Cisco Security Agents. For afull discussion of rule modules and policies, you
should refer to the User Guide. In the meantime, use the following instructionsto
distribute a fairly simple policy to the agents that are currently installed on end
user systems.

When you configure a policy, you are combining rule modules under a common
name. Those rule modules are then attached to apolicy. That policy is attached to
agroup of hostsand it usesthe rulesthat comprise the policy to control the actions
that are allowed and denied on those hosts.

For this example, we will configure a rule module containing file access control
rule that protects systems from a known email virus. In this example, aVBSfile
(badfile.vbs) is detected, correlated across systems, and quarantined by CSA MC.
This quarantine list updates automatically (dynamically) as logged quarantined
filesarereceived. You can use afileaccess control ruleto permanently quarantine
aknown virus as shown in this example.

Note  Cisco recommends that you do not edit the preconfigured policies shipped with
the Management Center for Cisco Security Agents, but instead add new policies
to groups for any changes you might want.

To configure this file quarantine rule module, do the following.

Step 1 Move the mouse over Configuration in the menu bar and select Rule M odules
[Windows] from the drop-down list that appears. The Windows Rule Module list
view appears.

Step2  Click the New button to create a new module. This takes you to the Rule Module
configuration page. See Figure 4-6.

Installing Management Center for Cisco Security Agents 4.5.1
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Configure a Rule Module W

Step3  Intheconfiguration view, enter the Name Email Quarantine. Note that names are
case insensitive, must start with an alphabetic character, can be up to 64
characters long. Spaces are also allowed in names.

Step4  Enter aDescription of your module. We'll enter Prevent email applications from
accessing quarantined files.

Step5  Click the Save button. (We will not use State Sets in this example.)
Now we add our file access rule to this module.

Installing Management Center for Cisco Security Agents 4.5.1
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Figure 4-6 Rule Module Creation View
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Create a File Access Control Rule

Step1  From the Rule Module configuration page (Figure 4-6), click the M odify rules
link at the top of the page. You are now on the Rules page.

Step2 IntheRule page, click the Add rulelink. A drop down list of available rule types
appears.

Step3  Click the File access control rule from the drop down list (see Figure 4-7). This

takes you to the configuration page for this rule.
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Step 4

Step 5

Configure a Rule Module W

Figure 4-7 Add Rules to Module
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In the File access control rule configuration view (see Figure 4-8), enter the
following information:

e Description—Email applications, read/write access for known virus files

¢ Enabled—(Thisis selected by default. Don’t change this setting for this
example.)

Select High Priority Deny from the action pulldown list.

By selecting High Priority Deny here, we are stopping the application we're going
to specify later from performing a selected operation on the fileswe will indicate.
By default, when you create a deny rule, all other actions are allowed unless
specifically denied by other rules. See the User Guide for information on
allow/deny specifics.
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Step 6

Step 7

Step 8

Step 9

Step 10

Select the L og checkbox.

This means that the system action in question is logged and sent to the server.
Generally, you will want to turn logging on for all deny rules so you can monitor
event activity.

Select a preconfigured Application class from the available list to indicate the
applications whose access to files we want exercise control over. For thisrule,
we'll select Email applications. Note that when you click Save, selected
application classes move to the top of the list.

Select the Read and Write Files checkboxes to indicate the actions we are
denying.

Now we’'ll enter the system fileswe are protecting with thisrule. In thefilesfield,
enter the following:

**\ padfil e.vbs
It isimportant to use the correct syntax when specifying files and file pathnames.
The User Guideincludes adiscussion on this subject. In the meantime, in thefiles
field, with this syntax we haveindicated all executablesin system directories and
their subfolders found on any system drive.

Click the Save button.
Next, we will create a policy to attach our rule module to.
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Figure 4-8 File Access Control Rule
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Configure a Policy

Note

Step 1

Step 2

Step 3

Step 4

Generally, when you configure apolicy, you are combining multiple rule modules
under acommon name. That policy name is then attached to a group of hosts and
it uses the rules that comprise the policy to control the actions that are allowed
and denied on those hosts. You can have several different types of rulesinarule
module and consequently within one policy.

Thepolicy level isthe common ground by which host groups acquire the rulesthat
make up their security policy. You can attach rule modules of differing
architectures to the same policy. This way, you can configure a task-specific,
self-contained, inclusive policies across all supported architectures (Windows,
Solaris, Linux) for software that is supported on all platforms.

Management Center for Cisco Security Agents ships with preconfigured policies
you can use if they meet your initial needs. If you use a preconfigured policy, you
do not have to create your own policy as detailed in the following pages.

To configure a policy, do the following.

Move the mouse over Configuration in the menu bar of CSA MC and select
Policies from the drop-down menu that appears. The policy list view appears.

Click the New button to create a new policy entry. This takes you to the policy
configuration page.

In the available policy configuration fields, enter the following information:

e Name—Thisisaunique name for this policy grouping of rule modules.
Names are case insensitive, must start with an alphabetic character, can
be up to 64 characters long and can include al phanumeric characters,
spaces, and underscores. For this exercise, enter the name Email
guarantine.

e Description—Thisis an optional line of text that is displayed in the list
view and helps you to identify this particular policy.

Click the Save button.
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Attach a Rule Module to a Policy

Step 1

Step 2

To apply our configured email quarantine rule module to the policy we've
created, do the following.

From Policy edit view, click the M odify rule module associations link. This
takes you to a view containing a swap box list of available modules.

Select the Email Quarantine module from the list box on the left and click the
Add button to move it to the right side box.

The rule module is now attached to this policy.

Attach a Policy to a Group

Step 1

Step 2

Step 3

Step 4

Step 5

To apply our configured email quarantine policy to a particular group of host
systems, we must attach this policy to that group.

Move the mouse over Systems in the menu bar and select Groups from the
drop-down menu that appears.

From the group list view, click thelink for the group you want to attach the policy
to. This brings you to that group’s edit view.

From the edit view, click the M odify policy associations link. This takes you to
aview containing a swap box list of available policies (see Figure 4-9).

Select the Email Quarantine policy from the list box on the left and click the
Add button to move it to the right side box.

The policy is now attached to this group.

[ 78-16726-02
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Figure 4-9 Attach Policy to Group
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Saved changes.

Email Quarantine Email Quarantine
is not attached to the following groups: iz attached to the following groups:

Systems - Test Mode [W, ¥4.9]

<AllWindows> W] }
Deskiops - Remote [W, v4.5] Addz>

Servers - All types [W, v4 5]

SErvers - Apache Web Servers [W, v4.5] <<Remove
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Note: Email Quarantine targets the following architecture: Windows.
Therefore it can only be attached to groups matching this architecture,

=]
o
Gancrats rues Logged i 35: admin |5
©
@'] Management Center for Cisco Security Agents V4.5 | ‘ ‘[3 ‘IJ Local intranet v ﬁ

Generate Rule Programs

Now that we've configured our policy and attached it to a group, we'll next
distribute the policy to the agents that are part of the group. We do this by first
generating our rule programs.

Click Generate rulesin the bottom frame of CSA MC. All pending database
changes ready for distribution appear (see Figure 4-10).

If everything looks okay, you can click the Gener ate button that now appears in
the bottom frame. This distributes your policy to the agents.
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Figure 4-10 Generate Rule Programs
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Warning

The following policies are not attached to any hosts or groups:
Eile System Lockdown Module
Insecure Management Module
Restrictive SendiMail Module
CiscoWorks Restrictive ¥MS Module
Data Theft Prevention Module
Distributed Firewall Module

File Integrity Module

Windows Security Events Module
Windaws P Help Center Module

8 changes since the last rule program generation:

Press the Generate button to create and distribute rule programs based on the current configuration:

Action Time

Maodify policy 'Email Quarantine’ [Details] 12/30/2004 3:14:39 PM
Add File access control rule to policy 'Email Quarantine® 12/30/2004 3:14:50 PM
Modify File access control rule in policy 'Email Quarantine' [Details] 12/30/2004 3:15:12 PM
Create FS variable "Untitled_1" 12/30/2004 3:15:21 PM
Modified file set variable 'Known virus files' [Details] 12/30/2004 3:18:23 PM
Modify File access control rule in policy 'Email Quarantine’ [Ostails] 12/30/2004 3:19:07 PM
Modify File access control rule in policy 'Email Quarantine' [Details] 12/30/2004 3:38:49 PM
Add policy 'Email Quarantine' to group 'Default Desktops' 12/30/2004 4:47:50 PM

E

@
©
ej Management Center for Cisco Security Agents v4.5 ‘ ‘ \[g ‘lj Loca intranet 4|

You can ensure that agents have received this policy by clicking Hosts (accessible
from Systemsin the menu bar) and viewing theindividual host statusviews. Click
the Refresh button on your browser and look at the host Configuration version

datain the host view to make sure it’s up-to-date.

Hosts poll into CSA MC to retrieve policies. You can shorten or lengthen this
polling time in the Group configuration page. You can also send a hint message
to tell hosts to poll in before their set polling interval. See the User Guide for

details.
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Now your agents are installed and protecting end user systems using the macro
policy we've configured.

Refer to the User Guide to read about the configuration tasks described herein
more detail.
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APPENDIX A

Cisco Security Agent
Installation and Overview

This chapter describes the Cisco Security Agent and provides information on the
agent user interface. It also includesinstallation information for Windows, Linux,
and Solaris agents. (This information, with additional details, also appearsin a
similarly titled Appendix A in the User Guide.)

Once the agent isinstalled, there is no configuration necessary on the part of the
end user in order to run the agent software. Optionally, as the administrator, you
can ask usersto enter individualized contact information into the fields provided.
If required, the agent user interface makes it easy for the user to enter this data
and send it to CSA MC.

This section contains the following topics.
¢ Downloading and Installing, page A-2
¢ Network Shim Optional, page A-2
¢ The Cisco Security Agent User Interface, page A-5
¢ Installing the Solaris Agent, page A-7
¢ |Installing the Linux Agent, page A-9
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Downloading and Installing

Note

Note

Once you build an agent kit on CSA MC, you deliver the generated URL, via
email for example, to end users so that they can download and install the Cisco
Security Agent. They access the URL to download and then install thekit. Thisis
the recommended method of agent kit distribution. But you may also point users
toaURL for the CiscoWorks system. This URL will allow them to see all kitsthat
are available. That URL is:

https://<ci scoworks system name>/ csant45/kits
If you are pointing usersto the “kits” URL and you have multiple agent kits listed
here, be sure to tell users which kits to download.

Note that the Registration Control feature also applies to the <ciscoworks system
name>/csamc45/kits URL. If the Registration Control feature (see the User Guide
for details on the feature) prevents your |P address from registering, it also
prevents you from viewing the agent kits URL.

Cisco Security Agent systems must be able to communicate with the Management
Center for Cisco Security Agents over HTTPS.

Network Shim Optional

In some circumstances, you may not want users to enable the network shim on
their systems as part of the agent installation. (Note that the network shim is not
optional on UNIX systems.) For example, if users have VPN software or a
personal firewall installed on their systems, the network shim's Portscan
detection, SYN flood protection, and malformed packet detection capabilities
may be in conflict with VPNs and personal firewalls. (There are no conflictswith
the Cisco VPN client.)

If you check the Quiet install checkbox when you make kits, you can also select
whether the network shim isinstalled as part of the Quiet install process.

Installing Management Center for Cisco Security Agents 4.5.1
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To allow usersto select whether or not to install the network shim themselves, you
would create kits as non-quiet installations. (Do not select the Quiet install
checkbox.) This way, users are prompted to enable the network shim during the
agent installation. See Figure A-1.

Not enabling the network shim does not mean that Network Access Control rules
won't work. It only means that the system hardening features are not enabled.

Figure A-1 Optional Network Shim (Windows)

Cisco Security Agent x|
Cizco Security Agent %

A

Pleaze chooze the componetts you wizh to install. IF you are not sure leave the default values
EENES

—Descriptioh—————————————

The Network Shim protects
against SN floods, port scans
and malformed packets.

2.09 kB of space required on the C drive
1802.27 MB of space available on the C diive
| mstallShield

< Back | Mesit » I Cancel |

126402

Once users install agents on their systems, they can optionally perform areboot
(if Forcereboot is not selected). See Figure A-2. Whether a system isrebooted or
not, the agent service starts immediately and the system is protected. (Note that
Windows NT4 systems must be rebooted after an agent installation.)

[ 78-16726-02
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Figure A-2 Optional Agent Reboot

Cisco Security Agent

Cisco Security Agent

Cigco Secunty Agent has completed installation. Partial securiby
iz now being enforced. Full secunty requires a reboot, “would
you like to do 5o now?

@ ez, | want bo restart my computer now

© Mo, | will restart my computer later,

After making pour selection click Finish to exit the setup.

< Back | Firizh I Caticel |

126403

If asystem is not rebooted following the agent installation, the following
functionality is not immediately available. (This functionality becomes available
the next time the system is rebooted.)

Windows agents

Network Shield rules are not applied until the system is rebooted.

Network access control rulesonly apply to new socket connections. Network
server services should be stopped and restarted for full network access
control security without a system reboot.

Data access control rules are not applied until the web server serviceis
restarted.

Solaris and Linux agents, when no reboot occurs after install, the following
caveats exist

Network access control rulesonly apply to new socket connections. Network
server services should be stopped and restarted for full network access
control security without a system reboot.

Buffer overflow protection is only enforced for new processes.

File access control rules only apply to newly opened files.

Installing Management Center for Cisco Security Agents 4.5.1
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o Dataaccess control rules are not applied until the web server serviceis
restarted.

After installation, the agent automatically and transparently registers with CSA
MC. You can see which hosts have successfully registered by clicking the Hosts
link available from the Systems category in the menu bar. This displays the hosts
list view. All registered host system names appear here.

The Cisco Security Agent User Interface

~

Note

~

Note

The Cisco Security Agent user interface does not run on Solaris systems.

If agent user inter action isnot enabled (available on Windows and Linux groups
only) for the system group, no agent Ul appears on the end user system.

To open the Cisco Security Agent user interface on Windows and Linux systems,
users can double-click on the flag icon in their system trays. The user interface
opens on their desktop.

As the administrator, you decide which agent Ul options to provide to the end
user. These options are controlled by the Agent Ul control rule. Available options
are asfollows:

o Allow user toreset agent Ul default settings—Selecting this checkbox in
the Agent Ul control rule causes the end user to have a product reset option
availablefrom the Start>Programs>Cisco Security Agent menu. Selecting the
"Reset Cisco Security Agent" option puts all agent settings back to their
original statesand clears almost all other user-configured settings. This does
not clear configured Firewall Settings or File Protection settings. But if these
features are enabled, they are disabled as thisis the default factory setting.
The information entered into the edit boxes for these featuresis not lost.

¢ Allow user interaction—Selecting this checkbox in the Agent Ul control
rule causes the end user to have a visible and accessible agent Ul, including
ared flag in the system tray.

[ 78-16726-02
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o Allow user accessto agent configuration and contact infor mation—
Selecting this checkbox in the Agent Ul control rule provides Status,
Messages, and Contact Information features, including the ability to
manually poll the MC. It also provides the User Query Responses window.

e Allow user to modify agent security settings—Selecting this checkbox in
the Agent Ul control rule provides System Security and Untrusted
Applications features.

e Allow user to modify agent personal firewall settings—Selecting this
checkbox in the Agent Ul control rule provides Local Firewall Settings and
File Protection features.

The options availableto the user in the agent Ul depend upon the features sel ected
in the Agent Ul control rule governing the agent in question. All possible agent
features are described in Appendix A of the User Guide.

Uninstall Windows Cisco Security Agent

To uninstall the Cisco Security Agent, do the following:

From the Start menu, go to Programs>Cisco Security Agent>Uninstall Cisco
Security Agent. Reboot the system when the uninstall is finished.
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Installing the Solaris Agent

~

Note

Step 1

Step 2

Step 3

Step 4

This section details the commands you enter and the subsequent output that is
displayed when you install the Cisco Security Agent on Solaris systems.

Seethe similarly titled Appendix A inthe User Guide for information on a Solaris
agent utility which allows you to manually poll to CSA MC and perform other
tasks.

When you download the Cisco Security Agent kit from CSA MC, do the
following to unpack and install it. (Note that you can put the downloaded tar file
in any temp directory. Do not put it in the opt directory, for example, as you may
then experience problems with the installation.)

You must be super user on the system to install the agent package.

$ su
Untar the agent kit.

# tar xf
CSA- Test _Mode_Server _V4.5. 0. 265- sol - set up-f 734064be5a448b88e2a2786
7059113c. tar

Install the agent package.(Use the command listed below when you install. This
command forces the installation to use a package administration file to check the
system for the required OS software agent dependencies. If the required
dependencies are not present, such as the "SUNWIibCx" library, the install
aborts.)

# pkgadd -a CSCCcsal/reloc/cfg/admin -d .

[ Qut put:]
The foll owi ng packages are avail abl e:
1 CSCOcsa CSAagent
(sun4u) 4.5.0.15
Select the correct package or press enter to unpack all current packages.

Sel ect package(s) you wish to process (or '"all' to process
al | packages). (default: all) [?, 2?2, q]:
[ Qut put:]

Processi ng package i nstance <CSCOcsa> from </ space/ user>
Theinstall now displays the Cisco copyright and prompts you to continue the
installation.

[ 78-16726-02
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Step 5

Step 6

Step 7

Answer yes (y) to continue the installation.

Thi s package contains scripts which will be executed with
super-user perm ssion during the process of installing this
package.

Do you want to continue with the installation of <CSCCcsa>
[y.n?] y

[ Qut put:]

Installing CSAagent as <CSCCcsa>

The installation continues to copy and install files. When the install is compl ete,
the following is displayed:

[ Qut put:]
The agent installed cleanly, but has not yet been started.
The command: /etc/init.d/ciscosec start
will start the agent. The agent will also start
automatically upon reboot. A reboot is reconmended to
ensure conpl ete system protection.
The foll owi ng packages are avail abl e:
1 CSCCcsa CSAagent
(sundu) 4.5.0.15
Quit (q) when installation is finished.

Sel ect package(s) you wish to process (or '"all' to process
al | packages). (default: all) [?,??2,9]: q
Optionally, reboot the system by entering the following.

# shutdown -y -i6 -g0

Caution

If asystem is not rebooted following the agent installation, the following
functionality is not immediately available: Buffer overflow protection isonly
enforced for new processes, network access control rules only apply to new socket
connections, file access control rules only apply to newly opened files, and data
access control rules are not applied until the web server serviceisrestarted. (This
functionality becomes available the next time the system is rebooted.)

The agent installs into the following directory:
/ opt/ CSCCcsa

Some files are put into additional directories such as
/ kernel / strnod/ sparcv9,usr/lib/csa,/etc/init.dand/etc/rc?.d.
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Caution

If you are upgrading the Solaris agent and you encounter the following error,
"There is already an instance of the package and you cannot install due to
administrator rules", you must edit the file

/var/sadniinstal | /adni n/defaul t.Change"i nst ance=uni que" to

"i nstance=overw ite" and then proceed with the upgrade.

Uninstall Solaris Agent

~

Note

To uninstall the Cisco Security Agent, enter the following command:
# pkgrm CSCCcsa

If an agent is running a policy which contains an Agent self protection rule, the
agent cannot be uninstalled unless this rule is disabled. (Administrators can
generally do this through a remote management session if the default policies
applied to the CSA MC/VMS system are not changed to restrict this access.) See
Agent self protection in the User Guide for details on this rule type.

A shipped UNI X policy allows secured management applicationsto stop the agent
service. For example, after having logged in by selecting Command Line Login
in the options menu of the login screen, all login applications are considered
secure management applications. You can now run the pkgr mcommand to
uninstall the agent.

Installing the Linux Agent

Step 1

This section details the commands you enter and the subsequent output that is
displayed when you install the Cisco Security Agent on Linux systems.

When you download the Cisco Security Agent kit from CSA MC, do the
following to unpack and install it.

Move the tar file downloaded from CSA MC to atemporary directory, e.g.

$ nv
CSA- Server _V4.5.0. 218-1i n-set up- 1a969c667ddb0a2d2a8da3e7959
a30b2.tar /tnp

[ 78-16726-02
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Step 2

Step 3

Step 4

~

Note

A

Untar thefile.

$cd/tnp
$ tar xvf
CSA- Server_V4.5.0.218-1i n- set up- 1a969c667ddb0a2d2a8da3e7959
a30b2.tar
cd to CSCOcsa directory where the rpm package is located.

$ cd /tnp/ CSCQcsa
Run script install_rpm.sh as root.

# sh ./install _rpmsh

The package will be installed to / opt / CSCOcsa, with some files being put into
directoriessuch as/ i b/ modul es/ CSCQcsa, /i b/csa,/etc/init.d and
letc/rc?.d.

CSAagent rpm packages are not relocatable.

Caution

Note

If asystem is not rebooted following the agent installation, the following
functionality is not immediately available: Buffer overflow protection is only
enforced for new processes, network access control rules only apply to new socket
connections, file access control rules only apply to newly opened files, and data
access control rules are not applied until the web server serviceisrestarted. (This
functionality becomes available the next time the system is rebooted.)

Linux Agent Ul: For gnome desktop environments, the install script will only
modify the default session config file for launching the agent Ul automatically
every time a user starts a gnome desktop session. But if a user already has their
own session file ( ~/.gnome2/session ), the default session file
(/usr/share/gnome/default.session) will not be effective. Therefore, the agent Ul
will not automatically start when the user logs in. In such a case, the user must
add the agent Ul (/opt/CSCOcsa/bin/ciscosecui) manually (using
"gnome-session-properties” utility) to make the agent Ul auto-start.
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Caution  On Linux systems, if you upgrade the kernel version or boot a different kernel
version than the initial version where the agent was installed, you must uninstall
and reinstall the agent.

Uninstall Linux Agent

To uninstall the Cisco Security Agent, do the following.

Step1  You must know the version number of the currently installed agent. Keep in mind
that upgrades may have beeninstalled since the first installation. When you know
the version, run the following, using the correct version number.

# rpm -qgf /opt/ CSCCcsal bi n/ci scosecd
CSAagent - 4. 5-218
Step2  Remove that rpm with rpm -ev, e.g.

# rpm -ev CSAagent-4.5-218

Caution If an agent isrunning a policy which contains an Agent self protection rule, the
agent cannot be uninstalled unless this rule is disabled. (Administrators can
generally do this through a remote management session if the default policies
applied to the CSA MC/VMS system are not changed to restrict this access.) See
Agent self protection in the User Guide for details on this rule type.

You can uninstall the linux agent regardless of policiesif you login using single
user mode.
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