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Preface

The preface contains the following topics.

• Audience, page v

• Related Documentation, page v

• Conventions, page v

• Obtaining Documentation and Submitting a Service Request, page vii

Audience
This document is for network and security personnel who install, configure, deploy, and manage security
infrastructure.

Related Documentation
Use the following documentation road maps to find related documentation.

• Finding ASA CX and Cisco Prime Security Manager Documentation

http://www.cisco.com/en/US/docs/security/asacx/roadmap/asacxprsmroadmap.html

• Navigating the Cisco ASA 5500 Series Documentation

http://www.cisco.com/en/US/docs/security/asa/roadmap/asaroadmap.html

Conventions
This document uses the following conventions:

IndicationConvention

Commands, keywords, buttons, field names, and user-entered
text appear in bold font. For menu-based commands, the full
path to the command is shown.

Command

Menu >Menu Item
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IndicationConvention

Variables, for which you supply values, are in italic font.

Italic font is also used for document titles and for general
emphasis.

variable

Elements in square brackets are optional.[ ]

Required alternative keywords are grouped in braces and
separated by vertical bars.

{x | y | z}

Optional alternative keywords are grouped in brackets and
separated by vertical bars.

[x | y | z]

Terminal sessions and information that the system displays
appear in courier font.

courier font

Nonprinting characters such as passwords are in angle brackets.< >

Default responses to system prompts are in square brackets.[ ]

An exclamation point (!) or a pound sign (#) at the beginning of
a line of code indicates a comment line.

!, #

Reader Alert Conventions

This document uses the following conventions for reader alerts:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Note

Means the following information will help you solve a problem.Tip

Means reader be careful. In this situation, you might do something that could result in equipment damage
or loss of data.

Caution

Means the described action saves time. You can save time by performing the action described in the
paragraph.

Timesaver

   Installation Guide for Cisco Prime Security Manager 9.0
vi OL-26832-02  

Preface
Conventions



Means reader be warned. In this situation, you might perform an action that could result in bodily
injury.

Warning

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthlyWhat's New in Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to theWhat's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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C H A P T E R  1
Cisco Prime Security Manager Installation

Cisco Prime Security Manager (PRSM) runs on VMware. The following sections explain the VMware setup
and how to install and manage the PRSM virtual machine (VM). You must learn how to use VMware to
effectively manage a PRSM Multiple Device mode server.

• Preparing the Server for PRSM Installation, page 1

• Open CX and PRSM Ports, page 2

• Installing the PRSM Virtual Machine, page 3

• Managing PRSM Disk Space, page 7

• Installing Upgrade Packages, page 9

• Logging Into the System, page 11

Preparing the Server for PRSM Installation
PRSMMultiple Device mode uses VMware as the base operating environment. You must select a server that
meets the VMware installation requirements and follow the VMware documentation to install and configure
VMware correctly prior to installing PRSM.

At minimum the hardware platform should be Intel Xeon Dual Core 64-bit processor with Intel VT-x
support, 6GB RAM, 500 GB hard drive (RAID 5 recommended), and one or more Gigabit or 10 Gigabit
Ethernet controllers. The server you select should appear on the VMware list of compatible hardware for
ESXi, http://www.vmware.com/resources/compatibility/search.php. Youmust ensure that Intel Virtualization
Technology (VT-x) is enabled in BIOS on the ESXi host.

Tip

Install the following VMware software:

• VMware vSphere Hypervisor (ESXi) 4.1 Update 2.

You are responsible for obtaining the required VMware licenses to implement your desired configuration.

• (Optional, but recommended.) VMware vCenter Server compatible with ESXi.

• VMware vSphere Client compatible with ESXi. You must install the client on your workstation, which
should have at least 2 GB RAM.
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Although PRSM does not have special requirements for the VMware installation, you should consider the
following PRSM VM sizing recommendations when selecting an appropriate server based on the number of
devices you will manage with PRSM. These are the recommended sizes for the virtual machine (VM) that
you configure for PRSM. The default values shown are those that are initially configured when you install
the application.

Table 1: Recommended PRSM Virtual Machine Sizing

25 Devices10 DevicesDefault ValuesCharacteristic

422Cores (virtual CPUs)

8 GB6 GB4 GBMemory

3 TB secondary disk
space.

2 TB secondary disk
space.

Two disks, 276 GB total:

• 40 GB primary disk (disk
1) for application and
database.

• 256 GB secondary disk
(disk 2) for event and
report data.

Disk Space

The large size is required for
storing event and report data.

Important Considerations

VMware allows you to configure a number of settings for a VM, but not all settings are meaningful for PRSM.
Keep the following in mind:

• Virtual NICs (network interface cards)—PRSM uses a single network interface. Adding virtual NICs
will have no effect on system performance or behavior. A single interface is used and additional interfaces
will not be detected or available.

• SCSI controller—Do not change the SCSI controller type. The LSI Logic Parallel controller is the only
supported type.

Open CX and PRSM Ports
The firewall on the management interface for CX devices and the PRSM server close almost all ports for
incoming connections. The following lists explain which ports remain open and their use.

CX Devices

• ICMP echo requests (ping)—icmp/8

• SSH—tcp/22

• HTTPS—tcp/443

• CDA or AD Agent communications—udp/3799
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PRSM Server

• ICMP echo requests (ping)--icmp/8

• SSH—tcp/22

• HTTPS—tcp/443

• CX Event Reception—tcp/4466

• Syslog—udp/514

• CDA or AD Agent communications—udp/3799

Installing the PRSM Virtual Machine
These installation instructions assume that you have installed the required VMware software and that you
have verified that the software is functioning correctly (see Preparing the Server for PRSM Installation, on
page 1). The instructions also assume that you have added the server that will host PRSM to the vCenter
Server, if you use that software.

Before You Begin

During the VM installation and startup, the setup wizard will ask for the information required to make the
PRSM server operational. Before you start the installation, be sure you determine the correct input for the
following values:

Host name for the system.

The hostname must be fewer than 65 characters and can contain characters, numbers, and hyphens
only. The first and last character must be a letter or number and the hostname cannot be all numbers.
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The type of addressing to use for the management IP address.

You can configure the following types of address: static IPv4, DHCP for IPv4, static IPv6, IPv6 stateless
autoconfiguration. You can configure both IPv4 and IPv6 addressing. Do the following:

• IPv4 static address—Determine the IPv4 management IP address, subnet mask, and gateway.

• DHCP—Ensure there is a DHCP server that will respond on the management network.

DHCP is not recommended. The systemwill stop functioning correctly if DHCP changes
the assigned address due to lease expiration or other reasons. We suggest you use static
addressing instead.

Note

• IPv6 static address—Determine the IPv6 management IP address and prefix length and gateway.

• IPv6 stateless autoconfiguration—IPv6 stateless autoconfiguration will generate a global IPv6
address only if the link on which the device resides has a router configured to provide IPv6
services, including the advertisement of an IPv6 global prefix for use on the link. If IPv6 routing
services are not available on the link, you will get a link-local IPv6 address only, which you cannot
access outside of the device’s immediate network link.

IPv6 stateless autoconfiguration assigns a global address based on network prefix and
a device identifier. Although this address is unlikely to change, if it does change, the
system will stop functioning correctly. We suggest you use static addressing instead.

Note

DNS information.

If you do not use DHCP, you need to specify the IP addresses (IPv4 or IPv6) of the primary and
optionally, secondary, DNS servers and the local domain name. If you configure both IPv4 and IPv6
management addresses, you can enter DNS addresses in either or both formats; otherwise, you must
match the format of the management address.

You can also enter a comma-separated list of search domains, which are sequentially appended to host
names that are not fully qualified in an attempt to resolve the name to an IP address. For example, a
search domain list would allow you to ping www instead of a fully-qualified name such as
www.example.com.

NTP information.

You can decide whether to configure Network Time Protocol (NTP) for system time. When using NTP,
specify the NTP server names or IPv4 addresses.
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It is critical that system time be consistent among the CX device, its parent device, and PRSMmanagement
server. The best solution is to use NTP servers to maintain consistent time; time zones can be different,
but the relative time must be equivalent. If there is a significant time mismatch, PRSM might not be able
to add a device to the inventory, for example, if the start time of the CX CA certificate generated during
the installation process is later than the current time on the PRSM server. Also, event and dashboard data
can be skewed.

Note

Procedure

Step 1 Either download the PRSM VM image (an OVA file) to your workstation, or place it on an HTTP server that
is accessible from your vSphere Client.

Step 2 Log into the vSphere client, connecting to the vCenter Server on which you will install the PRSM VM.
Step 3 Add the PRSM VM:

a) Select File > Deploy OVF Template to start the wizard. The wizard steps can vary depending on how
you have configured the server; the following steps might be slightly different on your system, including
additional steps or skipping some steps mentioned here.

b) On the Source page, enter the URL of the OVA file or clickBrowse to select the file from your workstation.
Click Next.

c) On the OVF Template Details page, view the product details and click Next.
d) On the End User License Agreement page, click Accept and then click Next.
e) On the Name and Location page, enter the name you want to give the VM and click Next. The name you

select has no operational impact on PRSM.
f) On the Disk Format page, we recommend you select Thick Provisioned Format, which should provide

better performance, but you can use thin provisioned if you prefer. Make your selection and click Next.
g) On the Network Mapping page, select the required mapping for your network (if it is not already selected

correctly). The source network will be Bridged and the destination network should be the network
corresponding to the management network mapping configured on the VMware server. Click Next.

h) On the Ready to Complete page, verify the configuration and click Finish.
The Deploying status dialog should appear, showing you the progress and estimated time to complete the
installation and deployment of the OVF template. Wait for the Deployment Completed Successfully
message before continuing.

Step 4 (Optional but recommended.) When the template deployment process completes, edit the VM settings to
adjust them for your requirements. Right-click the PRSM VM from the list of VMs on the server and select
Edit Settings.
The settings to consider are mainly the following:

• Memory—The default is 4 GB. The vSphere client provides recommendations on the ideal settings;
increase the allocation as desired to improve performance.

• CPUs—The default is 2 virtual CPUs. You can increase this number to improve performance.

• Hard Disks—The installation creates the following disks:

• Hard Disk 1—This primary disk contains the application and the configuration database. It is a
fixed size. You should regularly take snapshots of this drive so that you can restore the system if
necessary.
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• Hard Disk 2—This secondary disk is used for storing event and report data. Any disks that you
add to the VM are treated as extensions of this disk, which is referred to as /var/data when you use
the show diskusage command in the CLI. Click the Add button to add new disks. For more
information, see Managing PRSM Disk Space, on page 7.

Ensure that you mark all secondary disks to run in Independent-Persistent mode, so that
they are not included in snapshots.

Note

Step 5 Select the PRSM VM from the list of VMs on the server, and open the VM Console, either in the right pane
or as a separate window (by clicking the Launch Virtual Machine Console button in the toolbar or selecting
Inventory > Virtual Machine > Open Console).

Step 6 Power on the VM by clicking the Power On (Play) button in the main or Console window, or by selecting
Inventory > Virtual Machine > Power On.
You will see the boot messages for PRSM in the Console window. Wait until you see the following message
about configuring the admin password:

Press Enter to configure the password for ‘admin’ user ...

Step 7 Press Enter and specify the password for the admin user; your typing is not displayed.

Example:

The password must be at least 8 characters long and must contain
at least one uppercase letter (A-Z), at least one lowercase letter
(a-z) and at least one digit (0-9).

Enter password: (type password)
Confirm password: (retype password)
SUCCESS: Password changed for user admin

Welcome to Cisco Prime Security Manager Setup
[hit Ctrl-C to abort]

Default values are inside [ ]

Enter a hostname [prsm-vm]:

Step 8 You are now at the first prompt for the system setup wizard, which will guide you through the initial setup.
You can rerun this wizard later using the setup command.

Example:
Enter the values that you determined prior to VM installation. The following example shows the configuration
of both IPv4 and IPv6 static addresses.

Do you want to configure IPv4 address on management interface?(y/n) [Y]: Y
Do you want to enable DHCP for IPv4 address assignment on management
interface? (y/n) [N]: N
Enter an IPv4 address [192.168.8.8]: 10.89.31.65
Enter the netmask [255.255.255.0]: 255.255.255.0
Enter the gateway [192.168.8.1]: 10.89.31.1
Do you want to configure static IPv6 address on management interface?(y/n) [N]: Y
Enter an IPv6 address: 2001:DB8:0:CD30::1234/64
Enter the gateway: 2001:DB8:0:CD30::1
Enter the primary DNS server IP address [ ]: 10.89.47.11
Do you want to configure Secondary DNS Server? (y/n) [N]: N
Do you want to configure Local Domain Name? (y/n) [N] Y
Enter the local domain name: example.com
Do you want to configure Search domains? (y/n) [N] Y
Enter the comma separated list for search domains: example.com
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Do you want to enable the NTP service?(y/n) [N]: Y
Enter the NTP servers separated by commas: 1.ntp.example.com, 2.ntp.example.com
Please review the final configuration:
Hostname: prsm-vm
Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.89.31.65
Netmask: 255.255.255.0
Gateway: 10.89.31.1

IPv6 Configuration: static
IP Address: 2001:DB8:0:CD30::1234/64
Gateway: 2001:DB8:0:CD30::1

DNS Configuration:
Domain: example.com
Search:

example.com
DNS Server:

10.89.47.11

NTP servers:
1.ntp.example.com 2.ntp.example.com

Apply the changes?(y,n) [Y]: Y
Configuration saved successfully!
Applying...
Done.
Generating self-signed certificate, the web server will be restarted after that
...
Done.
Press ENTER to continue...

Step 9 Press Enter to continue.
The system places you at the login prompt and displays the URL you can use to open the web interface. Use
your browser to log in as admin (with the password you configured) and begin using the application.

If your web browser cannot open the URL, because it cannot find the server or the server is taking too
long to respond, go to the PRSM console, log in as admin, and use the ping command to ping your
workstation IP address. Then, retry the browser connection. Also, verify that you are using https://
instead of http://.

Tip

Step 10 If necessary, configure the time settings.
Use the show time command to determine the current date, time, and time zone for the system. The default
is to use the UTC time zone.

If you are using NTP, you can configure the local time zone using the config timezone command. If you are
not using NTP, also configure the local time using the config time command.

Managing PRSM Disk Space

PRSMSingle Device mode, the built-in management application for the CX device, automaticallymanages
its disk space and you cannot modify disk usage.

Note

When you install PRSM Multiple Device mode, the image contains the following disks:
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• Hard Disk 1—The primary disk, which is used for the product and the configuration database. You
cannot change the size of this disk.

• Hard Disk 2—The secondary disk, which is used for event and report data. When you use the show
diskusage command in the CLI, this disk is represented as the /var/data disk. You can expand or contract
the storage allocated to this disk, or add additional disks that will be used in conjunction with this disk;
that is, the storage on the added disks will become part of /var/data and be used to store event and report
data.

As data fills the secondary storage, older data is automatically deleted to make room for newer data.

The maximum allowed disk size and your ability to change disk size is controlled by
VMware and the block size that you configured for the datastore.

Note

Use the VMware vSphere client to manage secondary disk space. You can do any of the following, and PRSM
automatically detects the change during boot, formats or repartitions disks as necessary, and starts using any
added space for event and report data.

• Change the size of an existing secondary disk—You can expand or contract the space on a disk if that
disk is running in Independent mode (which means that it is not enabled for snapshots). All secondary
disks should run in Independent mode.

• Add an additional secondary disk—Depending on the blocking factors on your hard disks, the maximum
size of a virtual disk has an upper limit. However, you can create multiple secondary disks to collectively
supply the amount of space you want for event and report data storage. PRSM automatically uses the
additional space for event and report data.

Do not delete any disks. When you delete a secondary disk, all data that was on /var/data is lost, even data
contained on disks you are not deleting. This can remove data required for the proper functioning of the
system. If you inadvertently delete a disk, you must install a system software package to repair the system.
Alternatively, you can recover a VMware snapshot.

Caution

The following procedure provides the detailed steps to accomplish these changes.

Procedure

Step 1 Open the VMware vSphere client and select the PRSM VM.
Step 2 The VM must be powered off to modify storage. If the VM is currently powered on, do the following:

a) Right click and select Open Console.
b) Log into the PRSM CLI using the admin username and password.
c) Enter the system shutdown command to shut down PRSM services. Wait for the shutdown to complete.
d) In the vSphere Client main window, right click the PRSM VM and select Power > Power Off.

Step 3 Right click the PRSM VM and select Edit Settings to open the VM Properties dialog box.
Step 4 To add space to an existing secondary disk:

a) Select the disk.
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b) Ensure that Independent mode is selected. You cannot change the size of a disk that is enabled for
snapshots. (The VM must be powered down to change this option.)

c) Use the Provisioned Size disk provisioning fields to specify the new size.
d) Click OK.

Step 5 To add a new secondary disk:
a) Click Add to start the new device wizard.
b) Follow the wizard to add the drive, ensuring that you select at least the following options:

• Device Type—Select Hard Disk.

• Disk Provisioning (Create a Disk page)—We recommend that you select the Support Clustering
Features Such As Fault Tolerance option for the best thick-provisioning performance. However,
thin provisioning is supported if you would rather take that approach.

• Virtual Device Node (Advanced Options page)—Select an open SCSI slot.

• Mode (Advanced Options page)—Select the Independent and Persistent options, so that the disk
is not included in snapshots.

c) ClickFinish in the wizard to create the disk. The new disk will be formatted, provisioned, and automatically
used in conjunction with all existing secondary disks to provide expanded event and report data storage
when you restart the VM.

Step 6 When you are finished with your storage changes, click OK in the VM Properties dialog box to save the
changes.

Step 7 In the vSphere Client console window for the PRSM VM, click the Power On button to restart PRSM.
Wait until you see the login prompt, which indicates the restart is completed. During the restart, your storage
changes are recognized and PRSM performs the actions required to integrate your changes into the system.
You should see a message that the system is initializing the new disk and expanding the data volume.

Step 8 Log into the PRSM CLI and enter the show diskusage command.
Your changes should be visible in the disk space metrics for the /var/data file system.

If it appears your changes have not been recognized, verify that the disk space changes are reflected in the
vSphere settings for the VM, then use the system reload command in the console to reboot the system and
check again.

Installing Upgrade Packages
The upgrade process for ASA CX and PRSM is the same. Upgrade packages have the file extension .pkg.
System Software packages are named asacx-sys-*.pkg for ASA CX and prsm-sys-*.pkg for PRSM, and are
unique to the identified platform.

When upgrading ASA CX, the device will not process traffic during the upgrade. The effect on your
network depends on whether you configured fail-open or fail-close in the policy that redirects traffic to
the ASA CX. If you selected fail-close, all traffic is dropped during the upgrade; if you selected fail-open,
the parent ASA will pass all traffic that meets its access policy requirements.

Tip
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Before You Begin

You should back up the database before installing an upgrade package.

As a general rule, the software version running on the PRSMMultiple Device mode server must be the same
version that is running on all ASA CX being managed by the server.

If you are using PRSM Multiple Device mode, you should first upgrade all managed ASA CX, then update
the PRSM server. Typically, you need to upgrade all systems to the same version or package number. If the
systems are running incompatible versions, you will see Version Mismatch alerts in PRSM Multiple Device
mode for the ASA CX. While a version mismatch exists, PRSM cannot deploy changes to the managed
devices. Thus, plan on upgrading all systems within a short time window.

The PRSM server automatically detects when an ASACX has been upgraded to a compatible software version.
When this happens, the Version Mismatch state is removed and you can deploy changes to the device.

Although you can unmanage an ASA CX that is in the Version Mismatch state so that you can make
configuration changes directly to the ASA CX, unmanaging the device means that you will have to delete it
from the PRSM device inventory and add it back if you want to manage the device through the PRSM server
again. Unmanage the device as a last resort.

Procedure

Step 1 Place the upgrade package on a server that is accessible from the management interface. You can use HTTP,
HTTPS, or FTP for downloading the package.

Step 2 Log into the CLI using the console or an SSH session.
Log in as the admin user. For Cisco Prime Security Manager, access the console using the vSphere Client
application.

Step 3 Enter the system upgrade command with the URL to the package file.

Example:
The following example applies the system upgrade named prsm-sys-9.0.2.pkg from the upgrades.example.com
web server. In this example, the web server does not require authentication; you are prompted for a username
and password if the server requires authentication.

prsm-vm> system upgrade http://upgrades.example.com/packages/prsm-sys-9.0.2.pkg
Verifying
Downloading
Extracting
Package Detail

Description: Cisco Prime Security Manager 9.0.2 System Upgrade
Requires reboot: Yes

NOTE: You must upgrade all ASA CX managed by this PRSM server to same version
or you will not be able to deploy configurations to those devices.

Do you want to continue with upgrade? [n]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Extracting the upgrade image
Updating the system and network configuration

Reboot is required to complete the upgrade. Press Enter to reboot the system.
(press Enter)

   Installation Guide for Cisco Prime Security Manager 9.0
10 OL-26832-02  

Cisco Prime Security Manager Installation
Installing Upgrade Packages



Broadcast message from root (pts/0) (Tue May 15 22:50:17 2012):

The system is going down for reboot NOW!

Step 4 Log back into the CLI after the system reboots.
Step 5 Verify the installation by doing the following:

a) In the CLI, enter the show services status command and verify that all processes are up.
b) Log into the web interface to verify that it is accessible.
c) Use Event Viewer or other features to verify that the system is functional.

What to Do Next

If you need to, you can uninstall the upgrade and return to the previously installed package, if there is a
previously installed package. To return to the previous package, log into the CLI console and use the system
revert command.

Logging Into the System
There are two interfaces to the PRSM and CX products:

Web Interface

The main interface to the product runs in your web browser. Whether you are using Multiple Device
mode to manage several devices, or Single Device mode when logging directly into a CX device, the
web interface is called Cisco Prime Security Manager (PRSM). Multiple Device mode and Single
Device mode interfaces look the same so that you can directly transfer your experience with one mode
to the other mode. The differences relate to the availability of features related to managing multiple
devices, such as the device inventory.

When you add a CX to the PRSMMultiple Device mode inventory, the web interface for the managed
device becomes limited, so that you cannot inadvertently configure policies directly on the device that
should be configured in PRSM Multiple Device mode. The web interface will clearly show you that
the device is in managed mode, including the address of the PRSM server that is managing the device.

Command Line Interface (CLI, Console)

Use the CLI for initial system setup and troubleshooting. Once you have the system configured and
running correctly, you should rarely need to enter the CLI. The method for logging into the CLI console
differs based on the PRSM mode.

The following topics explain how to log into these interfaces.

Browser Requirements
To access the web interface, your browser must support and be enabled to accept JavaScript and cookies. It
must be able to render HTML pages containing Cascading Style Sheets (CSS).

The following list indicates the minimum supported browser version for Windows 7. In many cases, you
might be able to use a more recent version, or another operating system, but these versions and operating
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systems might not have been tested with the application, and some functions might work differently or not at
all.

• Mozilla Firefox 11

To use an IPv6 address, Firefox 11 is the minimum release you can use.Note

• Windows Internet Explorer 8 with Google Chrome Frame

If you try to log into the web interface using Internet Explorer 8 without Google Chrome
Frame, you are prompted to install the add-on. This is an easy way to get to the required
application.

Note

• Google Chrome 17

Some buttons and links open additional windows. Therefore, youmight need to configure the browser’s pop-up
blocking settings to at least allow pop-ups from the application’s host device.

Logging Into the Web Interface
Use the web interface to configure policies, settings, and other properties. To log in, you use a web browser
to open the site, then log in with your username and password. The features that you can configure through
the browser are not configurable through the command-line interface (CLI); you must use the web interface
to implement your security policies.

The log in procedure for Single Device mode or Multiple Device mode web interface is the same; you are
simply opening different web sites.

When you log into a CX device that is currently being managed by a PRSM server, the home page tells you
that the device is in managed mode and it provides the address of the PRSM server that is managing it. Most
of the web interface for a CX device is disabled in managed mode.

Before You Begin

Before anyone can log into the web interface, you must complete the initial system setup and connect the
system to the network.

Procedure

Step 1 Using a browser, open the home page of the system, for example, https://cx.example.com.
You can use the IPv4 or IPv6 address or the DNS name, if you have configured one. Use the management
address configured during system setup.

If your browser is not configured to recognize the server certificate, you will see a warning about an
untrusted certificate. Accept the certificate as an exception, or in your trusted root certificate store.
Some versions of Firefox do not allow you to create an exception if you connect using an IPv6 address.
In these cases, use a different supported browser, or configure the systemwith a certificate the browser
will trust.

Tip
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Step 2 Enter your username and password defined for the CX device or for PRSM, then click Login.
You can use the admin username, which is a pre-defined user. The default admin password for a CX device
is Admin123. There is no default password for PRSMMultiple Device mode; you are prompted to configure
the password during initial system setup.

If the administrator defined your normal directory username as your CX device or PRSM username, you can
log in as DOMAIN\username (e.g. EXAMPLE\user1), username@domain (e.g. user1@example.com), or
just username.

Logging Into the ASA CX CLI
Use the ASA CX command-line interface (CLI) to set up the system and do basic system troubleshooting.
You cannot configure policies through a CLI session.

To log into the ASA CX CLI, do one of the following:

• Use the console cable included with the ASA product to connect your PC to the console using a terminal
emulator set for 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control. See the hardware guide
for your ASA for more information about the console cable.

• Use an SSH client to make a connection to the management IP address. Log in using the admin username
(default password is Admin123).

After logging in, for information on the commands available in the CLI, enter help or ?.

Logging Into the PRSM CLI
Use the PRSMMultiple Device mode command-line interface (CLI) to set up the system and do basic system
troubleshooting. You cannot configure policies through a CLI session.

To access the PRSM CLI, you use an SSH client or the VMware vSphere console for the PRSM virtual
machine (VM). Read the vSphere help for detailed information about how to use the console.

The following procedure explains both methods.

Procedure

Step 1 To use an SSH client, make a connection to the management IP address and log in using the admin username
and password.

Step 2 To use the VMware vSphere console, do the following:
a) Log into the vSphere client, connecting to the vCenter Server on which you are running the PRSM VM.
b) Select the PRSM VM from the list of VMs on the server, and open the VM Console, either in the right

pane or as a separate window (by clicking the Launch Virtual Machine Console button in the toolbar
or selecting Inventory > Virtual Machine > Open Console).

c) Double-click in the Console window to enter the console, then log in using the admin username and
password.
If you are logging into the console to recover the admin password, or to reset the system to factory defaults,
log in using the recovery username. You must use the console to log in as the recovery user; you cannot
use an SSH client.
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Step 3 After logging in, for information on the commands available in the CLI, enter help or ?.

   Installation Guide for Cisco Prime Security Manager 9.0
14 OL-26832-02  

Cisco Prime Security Manager Installation
Logging Into the PRSM CLI



I N D E X

A

ASA CX 9, 13
installing upgrades 9
logging in 13

CLI console 13

B

browser 11
requirements 11

C

console 13
logging into ASA CX 13
logging into PRSM 13

CX devices 2, 11, 12
logging in 11, 12

overview 11
web interface 12

open management ports 2

D

disk space (PRSM VM) 7
managing 7

E

events 7
managing PRSM storage space 7

P

ports 2
open management 2

PRSM 1, 2, 3, 7, 9, 11, 12, 13
installation 1, 3

overview 1
preparing server 1
virtual machine 3

installing upgrades 9
logging in 11, 12, 13

CLI console 13
overview 11
web interface 12

managing disk space 7
open management ports 2

R

reports 7
managing PRSM storage space 7

S

server requirements 1
PRSM installation 1

storage space 7
managing PRSM 7

U

upgrade packages 9
installing 9

Installation Guide for Cisco Prime Security Manager 9.0    
   OL-26832-02 IN-1



V

virtual machine (VM) 3, 7

virtual machine (VM) (continued)
installing PRSM 3
managing disk space 7

   Installation Guide for Cisco Prime Security Manager 9.0
IN-2 OL-26832-02  

Index


	Installation Guide for Cisco Prime Security Manager 9.0
	Contents
	Preface
	Audience
	Related Documentation
	Conventions
	Obtaining Documentation and Submitting a Service Request

	Cisco Prime Security Manager Installation
	Preparing the Server for PRSM Installation
	Open CX and PRSM Ports
	Installing the PRSM Virtual Machine
	Managing PRSM Disk Space
	Installing Upgrade Packages
	Logging Into the System
	Browser Requirements
	Logging Into the Web Interface
	Logging Into the ASA CX CLI
	Logging Into the PRSM CLI


	INDEX

