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Preface

This preface includes the following sections:
e Obtaining Documentation and Submitting a Service Request, page v

e Obtaining Additional Tools Application Documentation, page v

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Obtaining Additional Tools Application Documentation

For more tools application information, see the following list of documents:
e Net-SNMP Version 5.1.2 documentation and online help (Linux)
e IWL Silvercreek Test Suite tutorial and online help (most recent version)
e HP OpenView NNM SPI Version 7.53 documentation
e Ipswitch WhatsUp Gold Version 12.3 documentation and online help
e CiscoWorks for Windows LMS Version 3.1 online help and tutorials

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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= CHAPTER 1

Overview

SNMP Version 3 provides secure communication of SNMP transactions with an SNMP agent by
providing authentication and privacy options through the User-based Security Model (USM) and
View-based Access Control Model (VACM). SNMP Versions 1 and 2¢ have no knowledge of the user
for access control to MIBs, nor do they provide encrypted privacy options for authentication. VACM
support has been deferred to a future release.

This chapter describes the installation, configuration, and use of CiscoWorks and several third-party
tools that can communicate with the adaptive security appliance through SNMP Version 3 on a device
running ASA 5500 series software Version 8.2(1) or higher.

The chapter includes the following sections:
e Network Management Tools, page 1-1
e Network Topology, page 1-2
e Adaptive Security Appliance Setup, page 1-2

Network Management Tools

This document describes the following network management tools:
e Net-SNMP (CLI application)
e WL SilverCreek, the SNMP Test Suite
e Ipswitch WhatsUp Gold
e HP OpenView NNM
e CiscoWorks for Windows LMS

Cisco has tested these tools for interoperability between the NMS and the adaptive security appliance.

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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I Network Topology

Network Topology

Figure 1-1 shows the network topology for implementing SNMP Version 3.

Figure 1-1 Network Topology for SNMP Version 3 Implementation
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Adaptive Security Appliance Setup

The adaptive security appliance requires that you configure the SNMP server group, the SNMP server
user associated with the group, and the SNMP server host, which specifies the user for receiving SNMP
traps.

To configure SNMP Version 3 operations, the required sequence of commands is as follows:
e snmp-server group
* snmp-server user
e snmp-server host

The following shows an example adaptive security appliance configuration:

hostname# snmp-server group authPriv v3 priv
hostname# snmp-server group authNoPriv v3 auth
hostname# snmp-server group noAuthNoPriv v3 noauth

hostname# snmp-server user md5des authPriv v3 auth md5 mysecretpass priv des passphrase
hostname# snmp-server user md5user authNoPriv v3 auth md5 mysecretpass
hostname# snmp-server user noauthuser noAuthNoPriv v3

hostname# snmp-server host mgmt 10.0.0.1 version 3 md5des
hostname# snmp-server host mgmt 10.0.0.2 version 3 md5des
hostname# snmp-server host mgmt 10.0.0.3 version 3 md5des

hostname# snmp-server location Anywhere, USA

hostname# snmp-server contact admin@example.com

hostname# snmp-server enable traps snmp authentication linkup linkdown coldstart
hostname# snmp-server enable traps syslog

hostname# snmp-server enable traps ipsec start stop

hostname# snmp-server enable traps entity config-change fru-insert fru-remove
hostname# snmp-server enable traps remote-access session-threshold-exceeded

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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Using Network Management Tools

This chapter describes CiscoWorks and several third-party network management tools, and includes the
following sections:

e Net-SNMP, page 2-1
e SilverCreek SNMP Test Suite, page 2-3
e Ipswitch WhatsUp Gold, page 2-17

HP OpenView Network Node Manager, page 2-30
CiscoWorks, page 2-46

Net-SNMP

Net-SNMP Version 5.1.2 provides the following tools and libraries:
e An extensible agent
e An SNMP library
e Tools to request or set information from SNMP agents
e Tools to generate and handle SNMP traps
You can download the Net-SNMP network management tool from the following URL:
http://sourceforge.net/projects/net-snmp/
This section includes the following topics:
e Polling a MIB, page 2-1
¢ Sending a Trap, page 2-2

Polling a MIB

To poll a MIB, after you have finished configuring the adaptive security appliance, run the snmpwalk
command from the NMS to the adaptive security appliance:

N

Note  No specific configuration is required for Net-SNMP on Linux when you run the snmpwalk command.

[root@iLinux2 ~]# snmpwalk -v3 -u md5des -1 authPriv -a MD5 -A mysecretpass -x des -X
passphrase 10.31.8.254 1.3.6.1.2.1.1

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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H Net-SNMP

The following is sample output from the snmpwalk command:

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Adaptive Security Appliance Version 8.2(0)227

SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.915
SNMPv2-MIB: :sysUpTime.0 = Timeticks: (486600) 1:21:06.00

SNMPv2-MIB: :sysContact.0 = STRING: admin admin

SNMPv2-MIB: :sysName.0 = STRING: ciscoasa

SNMPv2-MIB: :sysLocation.0 = STRING: sjc - 190 W Tasman Drive, San Jose,
USA

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

Sending a Trap

When the adaptive security appliance sends a trap, it is authoritative, which means that the user created

within the snmptrapd command must be associated with the EnginelD sending the trap.

To establish this association, perform the following steps:

Step 1 In the /var/net-snmp/snmptrapd.conf file, enter the following statement:

createUser -e ENGINEID myuser authentication protocol “my authentication pass” AES "my

privacy pass”
For this statement, define the listed parameters, which include the following:

— ENGINEID—The EnginelD of the application that is going to be sending the trap

— myuser—The USM username that is going to be sending the trap

— authentication protocol—The authentication type (SHA or MDS5, with SHA the preferred

setting.)

— “my authentication pass”’—The authentication pass-phrase to use to generate the secret
authentication key. Enclose the pass-phrase in quotation marks if it includes spaces.

— privacy protocol—The encryption type to use (AES or DES, with AES the preferred setting)

— “my privacy pass”—The encryption pass-phrase to use to generate the secret encryption key.
Enclose the pass-phrase in quotation marks if it includes spaces. If you do not enclose the
encryption pass-phrase in quotation marks, it is set to the same value as the authentication

pass-phrase.

Step2 In the /tmp/snmptrapd.conf file, enter the following statement:

createUser -e 80000009fe8949e0b20319e2d175b93fe7dc24af0df£7db915 md5des MD5 mysecretpass

DES passphrase

Step3  Run the snmptrapd command, pointing to that file.

N

Note  This process runs in the foreground, uses only the specified configuration file, and logs messages

to the stderr file.

[root@iLinux2 net-snmp]# snmptrapd -f -C -c /tmp/snmptrapd.conf -Le

Step4  Run the snmptrap command from the adaptive security appliance to send a linkdown or linkup trap by

entering the following commands:

hostname (config)# int g3/1.391
hostname (config-if)# shut
hostname (config-if)# no shut

r Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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SilverCreek SNMP Test Suite

The following is sample output from the snmptrap command:

2009-03-18 23:52:06 NET-SNMP version 5.1.2 Started.
2009-03-18 23:52:20 10.31.8.254 [10.31.8.254]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (938700) 2:36:27.00 SNMPv2-MIB: : snmp
TrapOID.0 = OID: IF-MIB::linkDown IF-MIB::ifIndex.l1 = INTEGER: 1 IF-MIB::
ifAdminStatus.l = INTEGER: down(2) IF-MIB::ifOperStatus.l = INTEGER: down (2

)
2009-03-18 23:52:22 10.31.8.254 [10.31.8.254]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (939000) 2:36:30.00 SNMPv2-MIB: : snmp
TrapOID.0 = OID: IF-MIB::1inkUp IF-MIB::ifIndex.l = INTEGER: 1 IF-MIB: :ifAdminS
tatus.l = INTEGER: up(1l) IF-MIB::ifOperStatus.l = INTEGER: up(1l)

SilverCreek SNMP Test Suite

The SilverCreek SNMP test suite enables the detection of SNMP compliance problems and
implementation errors in private and standard MIBs. You can download a free version of the software
from the following URL:

http://www.iwl.com/trial-downloads/silvercreek-trial.html?Itemid=
This section includes the following topics:

e Running SilverCreek, page 2-3

e Setting Up an SNMP Version 3 Agent, page 2-5

e Loading and Deleting MIBs, page 2-7

e Running a Test Suite, page 2-8

e Enabling Debugging, page 2-9

e Testing MIBs, page 2-12

e Receiving Notification Trap Messages, page 2-15

e Testing Performance, page 2-16

Running SilverCreek

To run the SilverCreek software, choose Start > All Programs > SilverCreekMx Evaluation > Run
Test Suite and Tools (Start Here).

When the application starts, along with the SilverCreek main window (see Figure 2-1), a console
window (see Figure 2-2) appears that shows the following information:

¢ Logging messages

e Debugging messages

e Other message exchanges that occur between the NMS and the SNMP Version 3 agent
e MIBs that are loaded

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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SilverCreek SNMP Test Suite

Figure 2-1

' SilverCreek - No Agent Selected
File MIE Log Test Motification Packet

SilverCreek Main Window

Testsuite  Wiew  Tools  Help

iy K@ O

-
Bs

eE

& (M ?

Mo Agert Selected
Test Suites ] MIB Testing 1

Test Suite 1.0

| Protocol %

1 MEXT
e GET
-1 SET
—H Boundary Conditions

—HE Module Compliance

B SHMPy2c Tests for &0 WMIBs Loadec
B SMMPy3 Tests for Al MBS Loaded

| Standard

5 SMMP3 USM-MIB (RFC-3414)

5 SHMPy3 WACM-MB (RFC3415)

= SHMPY3 SHMP Apps (RFC3413)

B SHMPy3 MPD-MIB (RFC3412)

By MIE-Il Tests(RFCI 2132011 2012420
B IPvE IP-MIB Tests(RFC4293)

By IPYE ipForwsad MIB Tests(RFC4232)
B IPvE TCP-MIB Tests(RFC4022)

Sy IPvE LDP-MIB Tests(RFC4113)

y Diffie-Helman Key Change Tests (S

£ | b

[~ Grouping Testz az Levels (if applicakle).

ShtPy1 Tests for All MBs Loaded

Test Mame Purpose Status Remarks e
1.1.2 Wialk MBs to collect variables MEVET FLIN

1.1.22 wyialk by column and scalar NEVEr run

1111 MEXT request from 0.0 MEYER FLIN

1112 MEXT request from 1.0 NEVEr FLN B
1.1.21 wyalk and check object syntax NEvEr FLn

1.1.3 MWEXT from 2.0 MEVEr PN

1.1.4 MEXT weith arbitrary QD= NEVEr run

1.1.5 MEXT with large instance-Ds MENER PLIN

.16 MEXT with padded GlD= NEYELN PN

1171 MEXT on unrelated tables nEver ruUn

1.1.7.2 MEXT wvith unrelsted varishles MEVEr PN

1173 MEXT on columnar objects NEVEr FLN

1.1.8 GET an every varisble MENER PLIN

1.1.9 GET on padded ODs NEYER FLIN

JERCE PET i mme mciedmed S —— -
£ | *

Mo Details To Display

Ready...

Ww'arning m Uninitiated “ Untested n Error | 0 |Unsupp0rted| 0 | MoResult | 0 |UnH esolved | i |Notl nllze | i

|A|lead}' Run | I}

|Hemaining | 55 |Passed n Failed “

275367

r Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide

oL-19726-01 |



| Chapter2

Using Network Management Tools

Figure 2-2 SilverCreek Console Window
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Setting Up an SNMP Version 3 Agent

Step 1

To set up the SNMP Version 3 agent, perform the following steps:

Choose File > New Agent Setup.

275376
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M SilverCreek SNMP Test Suite

Figure 2-3 shows how the new agent must be configured.

Figure 2-3 New Agent Setup Dialog Box
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Step 2 Enter the hostname or the IP address, port number, and SNMP Version 3 parameters.

After the agent is connected, as shown in Figure 2-4, you can run SNMP test suites from the Test Suites
tab in the left pane.
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Figure 2-4
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To load and delete MIBs, perform the following steps:

To manually load and delete MIBs, choose MIB > Load | Delete MIBs.
To view the loaded MIBs, click View Loaded Modules (see Figure 2-5).

You can maintain all the MIB files in the default mibs directory, which is defined by the environment

variable, MIB_PATH.
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M SilverCreek SNMP Test Suite

Figure 2-5 Load and Delete MIBs Dialog Box
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Ffc2790-HOST-RESCURCES-MIB
It 281 3-RMON-MIB.dets

fil ing Tools-=Cptions-=hi lect muttiple MIB fil h ki ith GLIL
ez uzing Toolz-=0ptions-=kizc) or select mutiple iles when wwarking i fooBESIF-MIB defs

fo 341 1 -SHMP-FRAMEWORK-ME
o34 2-SHMP-MPD-MIB defs
Ffc34 3-SNMP-TARGET-NOTIFIC
Ffo 341 4-SHMP-USER-BASED-SN
fo34 5-SHMP-YIEW-BASED-AC
Ffc 341 6-SMMPY2-PDULdefs
Ffo3a 7-SHMPY2-TM.dats
I fo34 B-SHNMPY2-MIBLdets
Ffo3419-TRANSPORT-ADDRESS
b fC3534- SHMP-COMMUNTY -tIE
I fo3635-EtherLike-MIB defs
Closs fo3526-SNMP-LSM-SES-MIB de
fc4001 INET-ADDRESS-MIE et:

3 The Order of MIB loading:

You can load any number of MIBs without worrying about the loading arder and the toaol
will figure out the QID tree automstically. MIB files are loaded inthe alphabetical order of
their file names internally. For example, ricd 0mib would be loaded before ric 1 mib. If you
load two MIB files that define satmne object, the last loaded defintion wil take precedence.

< | > v
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Running a Test Suite

To run a test suite, perform the following steps:

Step 1 In the main window, select a test category (for example, MIB-II tests) in the left pane (see Figure 2-6).
The list of available tests for the selected test category appears in the right pane, and test details appear
in the bottom pane.

Step2  Select a single test or multiple tests, and click Run All or Selected Tests.

The test status appears in the Status column. The total number of tests run, passed, failed, and so on
appears at the bottom of the window.
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Figure 2-6 SilverCreek Main Window Showing Selected Tests

" SilverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version 8. 2(0)227

File MIE Log Test Motfication Packet Testsuite Wiew Tools Help
=k OLBEERV £ ;
M2 lOOEE?
authPriv - Connected to @ Cisco Adaptive Security Applisnce Yersion 3. 2(00227 [172.23 62 198 SNMPv3E]
Test Suites ] MIE Testing 1 MIB-Il Tests(RFC1 21 32011 201 2/201 342096 -- Interfaces Group Group
Test Suite 100 Test Mame |Purpose |Status Remarks
— - 3 1011 Scan ifTable ) fTable entries match expecte:
115 Module Complisnce = o2 Check ifSpecific fSpecific rowes poit to valid b
I:I—'@I ShPw2c Tests for Al MIE [10.1.3 Determine device interface UMIMITIATED  This test is unavailable in Eval
[]_% ShMPYE Tests for Al MIE: [10.1.7 Check ifOutOctets and ifOutUcastPkis coUMIMITIATED  Test 10.1.3 must pass befare
B[] Standard
BTy SHMPY3 USM-MIB (RFC-3
BTy ShPY3 v ACKM-MIB (RFC:
BTy SHMPYS ShMP Apps (RFC
F—TBy SHhP3 MPO-MIB (RFC34
BBy MBI Tests(RFC12135201
—HE System Group
—+F P Group
—## inCidrRouteTable < *
—HE ISP Group = .
—H TCP Group Mo Details To Display
—H UDP Group
3 SMNMP Grougp
BTy IPvE IP-MIB Tests(RFC429
B2y IPvE ipForwad MIB Tests(
By IPvE TCP-MIB Tests(RFC4 2
< | >
[~ Grouping Testz az Levels (if applicakle).
— - =]
Ready... |A|lead}' Fun | 4 |Hemalnlng | 0 |Passed n Failed “ E
Ww'arning m Uninitiated n Untested n Error | 0 |Unsupp0rted| 0 | MoResult | 0 |UnH esolved | i |Notl nllze | i iy

Enabling Debugging

To enable debugging, choose Tools > Options (see Figure 2-7).
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Figure 2-7 Debug Tab of the Options Dialog Box

Debug | Display | Test | Journal | Ntification | Misc |

Packet trace wil be output to Console when you run selected test(s) or issue SNMP commands.
Sent Packets
[ Packet Summary - Summarized form of packets sent by SilverCresk Evalustion
[ Packet Watch - 25K .1 pzeudo code of packets sent by SilverCresk Evaluation

[” Packet Debug - HEX dump of packets sent by SiverCreek Evaluation

Received Packets
[ Packet Summary - Summarized form of packets sent by the agent
[ Packet \Watch - 85N pseudo code of packets zent by the agent

[ Packet Debug - HEX dump of packets sent by the agent

Ok Cancel

275379

Figure 2-8 shows the warning message that appears to indicate that the test runs more slowly with
debugging turned on.

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide



| Chapter2 Using Network Management Tools

SilverCreek SNMP Test Suite

Figure 2-8 Warning Notes Dialog Box

One or more debug options are enabled.

Funning tests in batch mode with debug options turned on il substantially slow dossen the
automated testing process.

ou can dizable debugy options wsing Yiew-=Packet Trace menu if you don't intend to run batch
tests in debuy mocde.

Save... M

275418

Figure 2-9 shows the console dialog box that lists the debugging messages, which appear when you run
a test.
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Figure 2-9 Console Dialog Box Listing Debugging Messages

Debug | Display | Test | Journal | Ntification | Misc |

Packet trace wil be output to Console when you run selected test(s) or issue SNMP commands.
Sent Packets
[ Packet Summary - Summarized form of packets sent by SilverCresk Evalustion
[ Packet Watch - 25K .1 pzeudo code of packets sent by SilverCresk Evaluation

[” Packet Debug - HEX dump of packets sent by SiverCreek Evaluation

Received Packets
[ Packet Summary - Summarized form of packets sent by the agent
[ Packet Watch - 25K pzeudo code of packets sent by the agent

[ Packet Debug - HEX dump of packets sent by the agent

Ok Cancel

275379

Testing MIBs

To test MIBs, perform the following steps:

Step 1 In the left pane of the main window, click the MIB Testing tab.

All the MIB modules that are loaded and available for testing appear (see Figure 2-10).
Step2  Click the radio buttons for the MIBs that need to be tested.
Step3  In the right pane, select the tests that need to be run.

The purpose and details of the tests appear in the bottom pane.
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Figure 2-10 SilverCreek Main Window Showing MIB Testing Details

" SilverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version B.2{0)227

File MIE Log Test Motification Packet Testsuite Wiew Tools Help
A" COLBPEER A ‘
.. 0|5 @ e OO HE?
authPriv - Connected to : Cisco Adaptive Security Appliance Yersion 8200227 [172.23 62198 SMMPv3]
Test Sutes  MIB Testing ] Tests to Run for the Selected MIBs with SHPYS
Select MB= to Test Groups: ¢ AllTests  NEXT ( BULK (" GET ( SET ( Boundary Condtions ¢ Module C
AT | MIE Module N Test Mame Purpose |Status |Remarks ¢
O BRIDGE-MB 3421 Wialk MIB to collect varishles ke "Details for Test 31.2)
O EtherLike-MIB 3123 wWialk by column and scalar ot conzistent resutts win
O HOST-RESOURCES-MIB 3111 MEXT recuest from 0.0 toent returned SMMPY2-h
O IF-MIB 31.1.2 MEKT recuest from 1.0 BAgent returned ShibdPw2-h
O P-FORWARD-MB 3113 MEXT recuest from 2.0 o variables lexi-greater th
O P-MIB (3.1.2.2 Wialk and check ohject syrtax e "Details for Test 31.2
O RFC1 21 3-MIB (5.13.1 MERT with arbitrary OlDs 03020 of 3020 terations pa
O RMON-MIB (3.1.3.2 MEXT wwith large instance-IDs URIMITIAThiz test iz unavailable in E
O RMONZ-MIB (3.1.3.3 MEXT swith padded OIDs UIMITIAThis test iz unavailable in E
O SHMP-COMMUNITY -MIB (5.1.4.1 MEXT on unrelated tables LIMIMITIAThi= test iz unavailable in E
O SHMP-MPD-MIB (3142 MEXT wwith unrelated variablas URIMITIAThiz test iz unawailable in E =
O T L2 _< L I . | L. .. . .. >_ v
[ | SHMP-PROKY-MIB b b
SHMP-TARGET-MIB Grouping by Test Levels: ¢ Basic Lewel  Intermediate Level  Advanced Level
SHMP-USER-BASED-SM-MIB
O SHMP-UEM-DH-OBJECTS-MIB !
| SHMP-YIEW-BASED-ACK-ME Details of Test 3.9.2
E fggd;\;;-nma Details of Test 3.9.2
h 53.9.2 The purpose of this test is to detect objects defined in the loaded MIBs but are not returned by the
d Wlel2 agent during the MIB walking.
If the ohjects not implemented were found then aWarning is reported with & list of not-found object
name on the defined MB walking scopes. Mote: missing ohjects in the agert are not by default
considered as a failure. The uszer should inspect the results and determine if it iz in fact an error. The
deprecated or obsoleted objects are not reported. The not-accessible objects are naot reparted.
" ErterprizeMBs (¢ Stancsrd MBS [UMIFITISTED] Remarks: This test is unavailable in Evalustion Edition
Ready... |Alread}l Run | a2 |F|emaining | 1] |F'assed Fail=d “ §
WamingmumnitiatedEUntested“Enorl 0 |Unsupported| 0 |NOHesult| 0 |UnF|eso|ved| 0 |Not|nUse| i E

Accessing the MIB Browser
To access the MIB Browser, perform the following steps:

Step 1 In the main window, choose MIB > MIB Browser.

The MIB Browser (see Figure 2-11) provides more detailed access to the agent MIBs, including the
ability to poll an individual MIB, walk a selected tree, and so on.
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Figure 2-11 MIB Browser: Local MIB Tree Mode Dialog Box

I MIB Browser: Local MIB Tree mode - tree reflects Iocally loaded MIBs

File Wiew Operation

Tool Mode: Local MIB Tree 3
'- s standard [0] - A

(L7 registration-authorit:
(2 membet-bady [2]

™

Ho. 4| OID-Hame Syntax Value Full_0ID

— @ =ysDesc
— i =ysChiec
— @ =ysUpTir
— @ =ysCont:
— @ =yshlame
— i =vysLoca
— i =ysServi
— ¥ =y=CORL:
[J—ﬁ =ysORT:
B[] interfaces <
B st [3] —
B—ip 4] '
[]_[:l icmp [5] MIB Info
B top (6]
B—( udp 7]
[E
[
£
[k
[
H

|

Descriptor: SMMP2-MIB: 2vstem
H—|_ ] eap [3] Synta: 7L, Access:  not-accessible

t—[_] transmissic olD: 1361211
o] snimp [11] —_
H—(_7] rman [16] Inclex ohject:

("] dot1 dBricy
017 hnst 1751 | W Index instance:  Click on & row to display ..

< | >

275303

Ready...

Step2  Scroll down to the OID, .iso.org.dod.internet.mgmt.mib-2.system and right-click system; then choose
the option to walk this tree.

The MIB browsing results appear in the right pane, as shown in Figure 2-12.
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Figure 2-12 MIB Browser: Local MIB Tree Mode Dialog Box Showing MIB Results

' MIB Browser: Local MIB Tree mode - tree reflects locally loaded|MIBs Z §|E|

File Wiew Operation
Tool Mode: Local MIB Tree 3 § § E
'- atandard [0] i
c:registration-authari: Ho. 4 OID-Hame Syntax Value Full_0ID
s member-bocdy [2]
1 sysDescr0 DisplayString Cisco Adaptive =) 1 36121110
2 sysOhjectiD.0 Chject|D 1361419167 1361211.20
3 syspTime .0 TimeTicks 252500 1361211350
4 sysContact.0 DisplayString harid 136121140
—' sysDesc 5 sysiMame.0 DisplayString Cistoasa 136121150
— i =v=Chiec
_' sysUpTie ] ayslocation. O Dizplaystring 3o 136121180
[ M sysCort: INTEGER :
— @ =yshiame
— i =ysLoca
— i =y=Servi
— @ =vsORLz
B[] sysORTe|
B[] interfaces < S
Bt [3] — £
B ip 4] '
B[] icmp [5] MIB Infa
[]_[:l tep (8] Descriptar: ShMPY2-MIB: sy stem
B udp [7]
B eap (8] Syritan: (UIE Access: not-accessible
B[] transmissic fulln5 1361211
B snmp [11] i,
B[] rman [16] Indlez: ohject:
B[] dot1 dBricy
F—I" A hnst 1751 | Index instance:  Click on & row to dizplay..
< | >
Ready... o
; &

See the Release Notes for the Cisco ASA 5500 Series Version 8.2(1) for a list of the open caveats that
apply to SNMP MIBs.

Receiving Notification Trap Messages

Step 1
Step 2

To receive notification trap messages, perform the following steps:

In the main window, choose Notifications >Notifications Monitor.
To configure the agent-specific information, click V3 Inform.

The Received Notifications dialog box (see Figure 2-13) shows the trap messages that are received,
along with the notification details displayed at the bottom.

N
Note = SNMP Version 3 does not send authentication failure traps; an SNMP Version 3 agent sends a
PDU report instead.
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Figure 2-13 Notification Monitor Dialog Box

" Notification Monitor,

Received notifications will be tested against their MIB definitions. Error messages will be printed to Wiew-=Consale.
Options
[v Check variahle hindings | Check time windowe (v3) v Autherticate notificstions (v3)  General | W3 Trap | W3 Infarm

Received Motifications

Crcler Time Motifications...

i or:
[+] |2 17:01:35 22 |IF-MIB:linkUp trap SMMPy3 from [172.23 62193 Port: 162] User: mdS3des authPriv

Details of Motification 1

SMMPY2-MIBsysUpTime 0 (84686000 Syntae TimeTicks
ShMPy2-MIB snmpTrapolD 0 : (IF-MIBlinkDown)  Syntax: ObjectlD
IF-MIB:iflndex.3 : (3] Syrtax: IF-MIB:Interfacelndex, Instance D= (3)
IF-tMIB:ifAdminStatus 30 (down) Syntax: INTEGER, Instance IDs: (3)
IF-MIB:ifOperStatus. 3 (down) Syrtsx: INTEGER, Instance IDs: (3)

Listening Traps from Al Source Addresses
Click "Configuration' to change source fiter ... Open Log | Save Al | Cleat | Cloze |
Click rows to see trap details
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Testing Performance

To test performance, perform the following steps:

Choose Tools > Performance Monitoring Tool, select an operation that you want to perform (for

Step 1
example, Walk (get-bulks), and provide an Object name. You can run various commands multiple times.

Step2  Click Send Synchronously.

The selected SNMP operations start. Results appear in a separate window.

The following example (see Figure 2-14) uses if Type, asks how many times you want to repeat the

operation, and uses the value, 10.
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Figure 2-14 Performance Measuring Dialog Box

I performance Measuri ng E]@

"Send Synchronously™ a request is sent only after the response for the previous reguest has been received. This is
the: mast commonly seen mode of SMMP communication.

"Send Asynchronously", requests are sent continuously without weaiting for the responses coming in first for the
previous reguests . When round-trip time is significant ssynchronous mode should be much faster than synchronous
maode. You can adiust the maximum number of requests sent in a burst to make sure the sender does not overrun the
agent under test,

Reszults are tab delimited so that it can be imported into spreadsheet application such as Excel.

Select a SMMP Operation to add to the list of commands to measure performance:

Get | Set | Mext | Walk (get-nexts) | Bulk | Walk (get-bulks) Clear All

ulkwealk +10 0 1
ifType

Load Commancs | Save Commands |

I2D7 Maximum number of requests sent in an asynchronous burst,
Mote if this value iz set too high the agent may drop requests.

Send Asynchronously Send Synchronoushy | Cancel |
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Ipswitch WhatsUp Gold

Ipswitch WhatsUp Gold is network management software that enables network discovery, and SNMP
monitoring and polling. You can download a free version of the software at the following URL:

http://www.whatsupgold.com/products/download/
This section includes the following topics:
e Starting Ipswitch WhatsUp Gold, page 2-17
e Adding a New SNMP Agent, page 2-18
e Adding SNMP Version 3 Credentials, page 2-19
e Using the WhatsUp Gold Web Interface, page 2-22
e Walking an SNMP MIB or an OID, page 2-23
e Configuring SNMP Traps, page 2-27

Starting Ipswitch WhatsUp Gold

To start the Ipswitch WhatsUp Gold application, choose Start > Programs > Ipswitch WhatsUp Gold
12.3 > WhatsUp Gold.

The main network explorer window appears (see Figure 2-15).
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Figure 2-15

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group ERamples]

E Eile Edit ‘iews Configure Iools|ﬂeports wifindow  Help

Network Explorer Main Window

=0l x|
=171 x|

e

4 | Host Mame

Address

Device Type =1

. & Display Mame
T8 Device Groups | ¥ Cigco Devices
D: My Metwork [#] Completely down devices

7] 8l devices (dynamic group)
{771 Al routers (dynammic group)
-Eﬂ [rynamic Group Examples

EDevices collecting CPU .
EIDevices collecting Disk ...
EDevices collecting Inkerf....
P 1D evices collecting Mem...
EIDevices collecting Ping ...
mDevices in maintenance ...
P 1Devices with at least on...
EDevices with SMMP cre...
m Devices with Windows ...
EI Devices without credenti...
EDevices without SMMP .
1D evices without Wind

mPlinters )

P 1Unacknowledged Devices
m\n\-’indows Devices
& Device Types [Basic] | | i
& Device Types [Advanced) iz Device Viewl 2k Map View I dw o §
Ready 4 E

Adding a New SNMP Agent

To add a new SNMP agent, perform the following steps:

Step 1 Choose File > New > New Device.
The Add New Device dialog box appears (see Figure 2-16).
Figure 2-16 Add New Device Dialog Box
x
IP address or host name of the new device: fdvanced.., |
I
Example: 192, 168,200,123 or www, somedomain, com
|
v add device immediately without scanning Cail
Help | ﬁ
uw
b
Step2  Enter the IP address or hostname.
Step 3

After the device has been added, enter device properties in the General pane, as shown in Figure 2-17.
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Figure 2-17 Device Properties Dialog Box
® pevice Properties : 172.23.62.198 il
’ @ General Display narne: Device bype:
L Performance Monitars - s
N Polling type:
b> Active Monitors IICMP (TCP{UDF) j
7 Pall using: IWorkstation vI
Pazzive Monit
\:) assive Mantors Inddress (IP Address) j
% Actions Host name; (DHS name)

| 172.23.62,198

-e Credentials Address: (IP Address)
| 172,23.62,198

Additional Network Inkerfaces. ..

fana gt

“ tenu
Altributes

OF Cancel Help
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Adding SNMP Version 3 Credentials

To add SNMP Version 3 credentials, perform the following steps:

Step 1 Click the Credentials link (see Figure 2-18), and enter the SNMP device object ID information.
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Figure 2-18

Device Properties Dialog Box Showing SNMP Credentials

® pevice Properties : 172.23.62.198

LQT General

Lﬂ Performance Momitors

L-:& Actions

[ -ﬁ Credentials
@ Paling
j Mobes
% fenu
a aftributes

b) Active Monibars
(- | Passive Monitors

——— Credentials

Windows credentials:
I {Mone)

SMMP w123 credentials:

I (Mone)

——— SNMP

Device Object ID; (OID)

syskem

oK Cancel

Help

Step 2
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Click the button next to the SNMP v1/v2/v3 credentials drop-down list and enter the username,

authentication and encryption algorithms, and corresponding passwords, then click OK (see Figure 2-19

and Figure 2-20).

Figure 2-19 Edit SNMP v3 Credential Type Dialog Box

Edit SNMP ¥3 Credential Type: mdSdes x|

Descripkion:

I mdSdes

Username:

I mdSdes

Conkexk:

Authentication ————————————

Protocal:

Emcryption ——————— |

Protocal:

fMDs

Password:

| [pEsse |

Password:

K

Cancel |

Help |
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Credentials Library

Credentials Library Dialog Box

éugmrndE- 3
ﬂ public:

W
S ok Edit...
SHMP v1

Copy...

Ul

Delete...

K

Cancel

d:
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Help

Figure 2-21 shows the added SNMP Version 3 node on the network.

Figure 2-21

Network Explorer Window with Added SNMP Version 3 Node

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group ERamples]

E Eile Edit Miews Configure Tools Reports  Window Help

Ipswitch WhatsUp Goid T
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[ My Metwork
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--|77] Devices without credentials
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& Device Types [Basic]

E Devices collecting CPU perform
@ Devices collecting Disk perform.
@ Devices collecting Interface per
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@ Devices callecting Ping perfarm
@ Devices in mainkenance mode
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--{77] Devices without SMMP crederti
-{77] Devices without Windows crede—
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»
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EDevices collecting CPU .
EIDevices collecting Disk ...
EDevices collecting Inkerf....
P 1D evices collecting Mem...
EIDevices collecting Ping ...
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P 1Devices with at least on...
EDevices with SMMP cre...
m Devices with Windows ...
EI Devices without credenti...
EDevices without SMMP .
P 1D evices without wWinda...
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m\n\-’indows Devices
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Display Mame a | Host Mame Address Device Type 3l
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Using the WhatsUp Gold Web Interface

To start the WhatsUp Gold application, perform the following steps:

Choose Start > Programs >IpSwitch WhatsUp Gold v12.3 > WhatsUp Web Interface. You can
perform SNMP Version 3 walks and polls from this location.
Figure 2-22 shows the initial login window. Enter the default username and password, which is “admin.’

Step 1

il

Step 2

Figure 2-22 WhatsUp Gold Login Window for Web Interface

¥JLogin - WhatsUp Gold - Mozilla Firefox _1al x|
File Edit ‘iew History Bookmarks Tools Help
i;' |~ c x oY I @ |http:HlZT.D.D.1:808D,I’NmCUnsUIe,l’CDreNm,iUserp’DIgUSErLUginp’DlgUSErLUgin.asp b |'| Google )"::'
Most visited #® Getting Started | Latest Headlines |j Custamize Links |j Fres Hotmail \j Windowes Marketplace |j ‘Windmws Media \j Windows
| Q Try WhatsUp Gold Yersion 12,4, YalP, ... | | ] -'l Mozilla Firefox Start Page les } & Login - WhatsUp Gold ﬁ \ ’T
-
Q\/\7h tsUpGold
Qm\um Edition w12 3.1
User name:
Pasgword
Start page:
|What5Up Horme YWarkspace j
Login
Evaluation License: 30 days remaining
TPSWITCH
The admin’ password has not yet been changed. The default usemarne and password is: admin’. Once you login you can
change your password on the Preferences dialog. To do this, after you login you can =]
-
1__Clirk the G renn in the tan l=ft = =
J
# A5

| Done

Figure 2-23 shows the Home Workspace pane that appears after the user logs in.
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Figure 2-23 WhatsUp Gold Home Workspace Pane

©JwhatsUp Gold - Home Workspace - Mozilla Firefox _1al x|
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CS' Es c x oY I @ |http:HlZT.D.D.1:SDSD,I’NmCUn5UIe,l’WUrkspace,l’HDmeWUrkspacefHUmEWDrkspacE.asp b |'| Google )"::'
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BB e Task Manager Menu specific device or device group will be able to select that device or
@ Active Discovery Loy group for a workspace report.
&) General Error Log [» Mavigating through the ¥Web interface

Health B Learning about workspaces
— [ Creating access rights for a device group

Devices

3

Reports

TIPSWITCH

» HetFlow

Logged in as: admin Log out

| State Change Timeline B The WhatsUp User Guide
Top 10 B Monitoring Performance Data in Real Time

jawascript:; W 4

Walking an SNMP MIB or an OID

To walk a MIB or an OID, perform the following steps:

Step 1 Choose GO > Tools > SNMP MIB Walker (see Figure 2-24).
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Figure 2-24 SNMP MIB Walker Menu Option
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271 web Performance Moritor group or device to be selected. Only users with access rights to a
BB eb Task Manager Menu specific device or device group will be able to select that device or
@ Active Discovery Log group for a workspace report.
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Step2  In the Network Tool: SNMP MIB Walker dialog box (see Figure 2-25), enter the following information:

Logged in as: admin Log out

e The agent IP address or hostname
e The OID or MIB that needs to be walked
e The SNMP Version 3 credentials
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Figure 2-25 Network Tool: SNMP MIB Walker Dialog Box

i network Tool: SNMP MIB Walker - Mozilla Firefox =10 x|
| @& ‘http:p’,l'lZ?.D.D‘1:SDED,I'NmCUnsuIep'CDreNm,iTUulsiDIgMibWalkerp’D\gMibWa\k&r‘asu 7y
=3 Network Tool: SNMP MIB Walker 2 MibFileExplorer =2 Mib\Walker QJ
Address or hostharme: Credentials:
172.23.62.198 | [wasdes @HvPa) =l
Object 1D Eilter: Advanced
|5nmpTargetM\B | Whialk
3
| Done ’? v Rj

Step3  Click Walk.
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Figure 2-26 shows the walk results in a tree format.

Figure 2-26 Network Tool: SNMP MIB Walker Results - Tree View
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1

Stop Back
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| Done

+
BN
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Figure 2-27 shows the results in sequence.
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Figure 2-27 Network Tool: SNMIP MIB Walker Results Window
il
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=3 Network Tool: SNMP MIE Walker
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|5nmpTargetM\B | Walk

Walking 1.3.6.1.6.3.12 (snmpTargetMIB) on 172.23.62.198

Object ID Value
snmpTargetAddrTDomain, 116,114 97 1121041111 1.36.1.61.1
snmpTargetAddrTAddress. 116.114.97 112.104.111.1 AC17:20:98:0:A2
snmpTargetAddrTimeout. 116.114.57.112.104.111.11 1500
snmpTargetAddrRetryCount 116.114.97 112104111 3
snmpTargetAddrTaglist. 116.114.97 112,104, 111.11£ trap
snmpTargetAddrPararms. 116.114.97. 112 104.111.11: traphost. mdSdes. 172.23.32.152.65538
snmpTargetAddrStorageType. 116.114.97 112.104.11 nonvalatile (3)
snmpTargetAddrRowStatus. 116.114.97. 112104111 active (1)
snmpTargetParamshPModel. 116.114.97 112.104.11 3
snmpTargetParams SecurityhModel 116811497 112,10 3
snmpTargetParamsSecurityMame. 116.114.97. 11210 mdSdes
snmpTargetParamsSecurityLevel. 116.114.97 11210 authPriv (3)
snmpTargetParamsStorageType. 116,114 87 112104 nonvolatile (3)
snmpTargetParamsRowStatus. 116.114.97 1121041 active (1)

Walk completed.

14 ohjects successfully retrieved

Stop Back =]

Done

+
BN
275395

Configuring SNMP Traps

To configure SNMP traps, perform the following steps:

Step 1

Choose Program Options > Passive Monitor Listeners > SNMP Trap > Configure (see Figure 2-28).

[ oL-19726-01
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Figure 2-28
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The SNMP Listener Configuration dialog box appears (see Figure 2-29). From here you can configure

Step 2

the listener port and forward traps to a host.
Figure 2-29

SNMP Listener Configuration
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Ix

v Listen For messages on pork:

v #ccept unsalicited SMMP braps:

I Eorward traps

I™ Forward unsolicited traps

Forward traps to:
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=L
i

PLL]

Hask Part

Editie.

Bemoye, .

o]

Cancel

Help

g
&

SNMP Listener Configuration Dialog Box

Click the Reports tab and select SNMP Trap Log (see Figure 2-30).
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Figure 2-30 SNMP Reports Pane
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Figure 2-31 shows the SNMP trap log.

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
[ oL-19726-01 .m



Chapter2  Using Network Management Tools |

B HP OpenView Network Node Manager

Figure 2-31 SNMP Trap Log Pane
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Done ’? %

HP OpenView Network Node Manager

HP OpenView Network Node Manager (NNM) 7.53 is a management tool that is used to automatically
create network topologies, manage devices, and monitor device health. The adaptive security appliance
is integrated into the HP NNM device topology, and communicates device statistics and SNMP traps
using SNMP Version 3.

Note  See the Cisco ASA 5500 Series Adaptive Security Appliance Version 8.2(1) Release Notes for a list of
the open caveats that apply to NNM 8.x.

This section includes the following topics:
e Installing NNM, page 2-31
e Starting the NNM, page 2-31
e Loading MIBs, page 2-32
e Adding a Network to the Current Map, page 2-33
e Configuring Specific SNMP Version 3 Parameters, page 2-36
e Setting Global SNMP Version 3 Credentials, page 2-37
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e Viewing Node Information, page 2-38
e Configuring the NNM MIB Browser, page 2-39
e Using the HP OpenView NNM Web Application, page 2-44

Installing NNM

NNM 7.53 was tested on the Windows 2003 Server platform. A trial version with the required
installation instructions is available at the following URL:

https://h10078.www 1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-15-1197115
5_4000_100__

Starting the NNM

To start the NNM, perform the following steps:

Step 1 From the command prompt of the NNM server, choose one of the following:

e Start > Programs > HP OpenView > Network Node Manager Admin > Network Node
Manager.

e Double-click the ovw.exe file, located in C:\Program Files\HP OpenView\bin.

The Root window appears, with the Internet map icon displayed (see Figure 2-32).

Figure 2-32 NNM Console Root Window

1ol x|
Map Edit Miew Performance Configuration Faulk Tools  ©plions  Window Help
] 57 = e;l
é. %lﬂ.\}u nl B |""& i)
nterne
default [Read-write] | [Auto-Layout] [Connection Labels OFF] i ﬁ
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Step2  Double-click the Internet map icon.

The Internet window appears, with the network nodes displayed (see Figure 2-33).

Figure 2-33 NNM Console Internet Window Showing Network Nodes

Internet

ol /2 2
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Loading MIBs

To load MIBs, perform the following steps:

Step1  In the NNM main window, choose Options > Load/Unload MIBs: SNMP.
A list of currently loaded MIBs appears.
Step2  Click Load to select additional MIBs from the server file system (see Figure 2-34).
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Figure 2-34 Load/Unload MIBs: SNMP Dialog Box

Map Edit iew Performance Configuration Fault  Tools Options  Window Help

4l 428 @l L)

Loaded SMNMP MIBs:

1302 SNMPv 2SI T, |
He190FSHMPY2TC =
He1I06-SHMPY2TM
He1907-SHMPy 2 MIB &l
IAMAHT ype-MIB
o1 213 MIBH| ; i’
ife2011-1P-MIB Load/Unload MIBs:SNMP / Load MIB from File
He2012-TCP-MIB
He201 +UDP-HIE o r—— = i -
286 HF-MIE Lack | L mibs Fl7e =
EH L';\Té’_“gg o himports SMMP-MOTIFICATION-MIE.my
SNMF‘-CDMMU-NIJ%Y-MIB.W | ") silvercreek_mandated SNMP—TARGET-MIB.my
SNMP-FRAMEWOREMIB.my ([ IF-MIB.my =) SHMP-1USM-AES-MIE. my
SHMP-USH-MIB. my (=] SHMP-COMMUNITY-MIEmy (2] SHMP-USM-MIB, mry
SMMP-FRAMEWORK-MIB. Iy SHMPv2-MIB. my
SMMP-MPD-MIE. rry v

File name: ISNMP-\-’ACM-MIB.m},J Open I
Files of type: |A|| Files [%.%] =] Cancel |

275388

Adding a Network to the Current Map

To add a network to the current map, perform the following steps:

Step 1 Find the IP address and hostname of at least one high-traffic device within the network that you want to
add.

Step2 In the Internet-level submap, choose Edit > Add Objects.
The Add Object Palette dialog box appears (see Figure 2-35).
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Figure 2-35 Add Object Palette Dialog Box
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Step3  Click the Connector Symbol Class icon, and drag the Gateway Symbol Subclass icon onto the
Internet-level submap. Choose this gateway connector, regardless of the type of device you are using to
start the discovery.

The Add Object dialog box appears (see Figure 2-36).
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Figure 2-36 Add Object Dialog Box
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Double-click IP Map.
The Add Object — Set Attributes dialog box appears (see Figure 2-37).
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Figure 2-37 Add Object - Set Attributes Dialog Box
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Step5  Type the IP address and hostname of an SNMP-enabled device within the network that you want to add
to your management domain, and click Verify.

Step6  After NNM checks the configuration, NNM corrects the symbol choice and (if necessary) its placement
for you. The device is now configured to be managed by NNM and should be visible on the Internet map.

Configuring Specific SNMP Version 3 Parameters

To configure credentials for specific SNMP nodes, perform the following steps:

Step 1 Double-click the xnmsnmpconf.exe file, located in C:\Program Files\HP OpenView\bin.
Step2 In the NNM main window, choose Options > SNMP Configuration.

A configuration pane appears.
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Note  When you set SNMP Version 3 credentials, you must use the overloaded SNMP string. For more
information, see Step 2 in the “Configuring the NNM MIB Browser” section on page 2-39.

Setting Global SNMP Version 3 Credentials

To set global SNMP Version 3 credentials, in the Global Settings section, enter an SNMPv3 user and
password to be used for default communication (see Figure 2-38). For the format of the community
string, see Step 2 in the “Configuring the NNM MIB Browser” section on page 2-39.

Figure 2-38 SNMP Configuration
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Setting Specific SNMP Version 3 Credentials

To set specific SNMP Version 3 credentials, enter SNMP Version 3 users and passwords for individual
SNMP nodes by clicking the Specific Nodes tab (see Figure 2-39).
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Figure 2-39 SNMP Configuration Dialog Box
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Viewing Node Information

To view node information, perform the following steps:

Step 1

Step 2
Interface Status.

Made | Comriutity | Set Cammunity | Prawy | Retmy | Timeout | Part | F'olhng |
1000254 3Fauthp.. [] [no.. [ [-] [-]

10.0.0.33 Fcauthp.. [ [ha... [-] [ 5.IJD.
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10202252 3Fauthp.. [ [no.. [ [] [] [-]
1020234 3MAitann.. [ [ho.. [ [-] [] [-]
1020310 3P.authp.. [] [ho..  [] [l [ []

A |
Modify... |
[elete |

SMNMP Configuration - 10.20.2.252 E

The Network Interface Properties dialog box appears (see Figure 2-40).

il

114
Cancel

Help
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From the Internet map, drill down to a specific node for a view of all available interfaces.

To view additional interface information, right-click an interface, then choose Interface Properties or
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Configuring the NNM MIB Browser

To configure the NNM MIB Browser, perform the following steps:

Step 1
OpenView\bin\xnmbrowser.exe.

Step 2

From the NNM server command prompt, start the MIB Browser, located in C:\Program Files\HP

community string uses the syntax for the overloaded community string.

The following is an example of the syntax used for the overloaded community string:

SNMPv3 noAuthNoPriv
3N[/KEEP]/[ [contextEngineID]
SNMPv3 authNoPriv

3A[; [MD5" |SHA" JauthKey [/KEEP]]/[ [contextEngineID]

Jusername
SNMPv3 authPriv

[-contextName] / ]Jusername

[-contextName] /

3P[; [MD5" |SHA" JauthKey[; [DES" |AES" |3DES" ]privKey] [/KEEP]]/ [
[contextEngineID] [-contextName]/ ]Jusername

[ oL-19726-01

Enter the IP address of the SNMP host and the community string. For SNMP Version 3 connections, the
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Note  The default authentication is MDS5, and the default encryption is DES.

This section includes the following topics:
e Configuring SNMP Version 3 No-auth/No-priv Connections, page 2-40
e Configuring SNMP Version 3 MDS5 Auth/No-priv Connections, page 2-40
e Configuring SNMP Version 3 SHA Auth/No-priv Connections, page 2-40
e Configuring SNMP Version 3 MDS5 Auth/Priv Connections, page 2-41
¢ Configuring SNMP Version 3 SHA Auth/Priv Connections, page 2-41
e Browsing a MIB, page 2-41
e Running a MIB Browser Packet Trace, page 2-42
e Using the NNM SNMP Version 3 Trap Viewer, page 2-43

Configuring SNMP Version 3 No-auth/No-priv Connections

To configure SNMP Version 3 No-auth/No-priv connections, perform the following steps:

Step 1 To configure the UUT group, enter the snmp-server group asanoauth v3 noauth command.
Step2  To configure the UUT user, enter the snmp-server user titannoauth asanoauth v3 command.

Step 3 For the community name, enter 3N/titannoauth.

Configuring SNMP Version 3 MD5 Auth/No-priv Connections

To configure SNMP Version 3 MD5 Auth/No-priv connections, perform the following steps:

Step 1 To configure the UUT group, enter the snmp-server group asaauth v3 auth command.

Step2  To configure the UUT user, enter the snmp-server user titanauth asaauth v3 auth md5 authpass
command.

Step 3 For the community name, enter 3A:authpass/titanauth.

Configuring SNMP Version 3 SHA Auth/No-priv Connections

To configure SNMP Version 3 SHA Auth/No-priv connections, perform the following steps:

Step 1 To configure the UUT group, enter the snmp-server group asaauth v3 auth command.

Step2  To configure the UUT user, enter the snmp-server user titanshaauth asaauth v3 auth sha authpass
command.
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Step 3

HP OpenView Network Node Manager W

For the community name, enter 3A:SHA *authpass/titanshaauth.

Configuring SNMP Version 3 MD5 Auth/Priv Connections

Step 1
Step 2

Step 3

To configure SNMP Version 3 MD5 Auth/Priv connections, perform the following steps:

To configure the UUT group, enter the snmp-server group asapriv v3 priv command.

To configure the UUT user, enter the snmp-server user titandes asapriv v3 auth mdS authpass priv
des privpass command.

For the community name, enter one of the following:
e 3P:authpass:privpass/titandes

e 3P:MDS5”authpass:DES”privpass/titandes

Configuring SNMP Version 3 SHA Auth/Priv Connections

Step 1
Step 2

Step 3

Browsing a MIB

Step 1
Step 2

To configure SNMP Version 3 SHA Auth/Priv connections, perform the following steps:

To configure the UUT group, enter the snmp-server group asapriv v3 priv command.

To configure the UUT user, enter the snmp-server user titanshades asapriv v3 auth sha authpass priv
des privpass command.

For the community name, enter 3P:SHA *authpass:DES”privpass/titanshades.

To browse a MIB, perform the following steps:

Drill down to the OID, .iso.org.dod.internet.mgmt.mib-2.system, and select the system object.

Click Start Query to fill in the MIB Values field with the DUT description (see Figure 2-41).

[ oL-19726-01
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Figure 2-41 Browse MIB Dialog Box

o Cum’ﬁ1andPrampt

C:“Program Files“HP OpenUiew bin>xnmbrowser.exe

C:“\Program Files“HF OpenlUiew~bin>*

{4 Browse MIB
File Wiew Help

Mame or address:

LCommunity name:
[1000863

3P authpass: privpaszsfitand

MIB object 1D:
|.iso. arg.dod.internet.rmgrit. mib-2

- citt - Describe |
= iso

Stop Buerny

[Hraph

interfaces

MIB instance: SHMP sef value:

MIB values:

sysDescr.0 : Cizco Adaptive Securnty Appliance Version 8.2(00210
sys0bjectlD.0 : iso.org dod.intemet. private. enterprises. 9.1.672
sysUpTime.0: [1637400) 4:42:54.00

sysContact.0: Andy Brock, GGSG

sysMame. D aza-5540-3

syzLocation.0: RTPMNC - Contest 2

sysServices.0: 4
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Running a MIB Browser Packet Trace

To run a MIB Browser packet trace, in the MIB Browser dialog box, choose View > SNMP Packet
Trace.

The Messages dialog box appears (see Figure 2-42), which shows the packet contents of the SNMP

communication between the MIB Browser and the SNMP agent. This information is helpful for
debugging.
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Figure 2-42 Packet Trace in the Messages Dialog Box

C:“Program Files“HF Openliew-bin>xnmbhrowser.exe

C:~Program Files“HP OpenlUiew-sbin>
{8 Browse MIB
File Wiew Help

HP OpenView Network Node Manager

Si[=]FS

Using the NNM SNMP Version 3 Trap Viewer

Mame or address: LCormmunity narme:
|1 00063 |3F': authpass:privpass/titand
MIB object [D:
I.iso. org.dod.intemet. mgmt. mib-2
- coit - Describe |
= iso
= dod
Bl intemet M
o dlirartann |
1
Messages:
;I Cloze I
Feceived 140 bytes from ggeg-nmz2. cizco.com [127.0.0.1] port 4747 s
0: 3081 83020101041d33503a61 75746870 0. 3P:authp T |
16: 617373 3a707269767061 7373 2f 746974 assiprivpassiit S
MIE instance: 32 B1BeB4E5 734265020237 450200 000201 andes.e.7....
- 42 003059300609 2L 06T 02 I 010004 VD7 +...... Clear |
B4 33436973636 20416461 P074B9 7665 20 3Cisco Adaptive
80 53B5E3 7R 726974732041 7070626961 B Security Applian
MIE values: 9E: B3E5 20566572 F3E96(6e 20382232 28 30 ce Version 8.2(0
spsDeser 0 Cisco 112 293231 30301606 0b 260601 04 01 Ob 0211 J2100..+.......
spsObject!D.0; iso, 128 0501000407 010a00003f00 &1 ---- ... T
syzUpTime.0: [174; 0: SMMP MESSAGE [0x30): 137 bytes LI -
sysContact.0: Andy =]
sysMame.0 : asa-50 w3
sysLocation0: ATPHC - Context 2 ]

When using the NNM SNMP Version 3 Trap Viewer, perform the following steps:

Step 1 Make sure that the SNMP Version 3 credentials of a user on the SNMP agent are cached in the NNM.
Step2  When using the MIB Browser to query an SNMP agent, enter the following community string:
3P:authpass:privpass/KEEP/titandes

N,

Note By using the KEEP parameter in the overloaded community string, you save the user credentials
in the NNM configuration file, which is required because secure SNMP Version 3 traps and
inform requests are sent from the SNMP agent to the NNM, and authentication must occur. The
user information is included in the configuration file, located in C:\etc\srconf\mgr\mgr.cnf. You
can modify this file directly. For instructions, see the NNM SPI SNMP Version 7.53
documentation.

Alternatively, you can use the snmpget command, as shown in the following example:

C:\Program Files\HP OpenView\bin>snmpget -c “3P;MD5%authpass;DESAprivpass/KEEP/titandes”

10.0.0.33 sysDescr.0

Step3  To configure the SNMP agent to send traps, enter the following command on the adaptive security
appliance:

hostname (config)# snmp-server host inside 10.0.0.10 traps version 3 titandes

[ oL-19726-01
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N

Note The command syntax may differ slightly between adaptive security appliance platforms. The
user configured in this example is the same as the user defined in the community string in the
“Configuring the NNM MIB Browser” section on page 2-39.

The NNM traprcv utility is a command-line tool that receives SNMP trap messages and responds to
SNMP inform requests from remote SNMP entities. It binds to the SNMP trap port (udp/162) to listen
for notifications, and as a result, must be run as root. It prints standard output messages about the
notifications that it has received. The traprcv utility can receive SNMP Version 1 traps, SNMP Version
2c traps, SNMP Version 2¢ inform requests, SNMP Version 3 traps, and SNMP Version 3 inform
requests. For more information, see the NNM SPI SNMP Version 7.53 documentation.

Step4  Run the traprcv utility and wait for traps on the SNMP agent. The utility is available at the following
location (see Figure 2-43): C:\Program Files\HP OpenView\snmpv3\utils\traprcv.exe.

Figure 2-43 SNMP Trap Receiver

BC:“Program Files“HP OpenUiewssnmpuvisutils>traprcu
Bilaiting for traps.

Received SHMPv3 authPriv Trap:
From: 18.28.2.2%2:162
sysUpTime A = 15646680
snmplrap0ID. B = snmpTraps .3
ifIndex.8 = 8

ifAdminStatus.8 = down{2>
HifOperStatus.8 = down(2)>

Received SHHPu3 authPriv Trap:
From: 18.20.2.252:162
sysUpTime.A = 1564768
snmpTraplID.A@ = snmpTraps .4
ifIndex.8 = &

ifAdminStatus .8 = updi>
ifOperStatus.8 = upcld
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Using the HP OpenView NNM Web Application

To start the NNM web application, perform the following steps:

Step 1 In a web browser, go to the following URL:
http://<NNM-Server-1P-Address>:7510/topology/home
Step2  To view SNMP nodes, from the drop-down menu, choose Internet View (see Figure 2-44).

The Internet View window appears (see Figure 2-45).
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HP OpenView Network Node Manager W

Figure 2-44 NNM Home Base Window
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I3+
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that can be managed is 0. For more license information, have the system administrator run %0Y_BIN% \ovnnmPassword on the server
systern, 172.15.154.102,

Network Mode Manager Starter Edition license will expire on Mar 16, 2009 8:28:00 AM EDT

Click here to get more information on obtaining a license.

Wie — @
Meighbor Wiew [ Launch iew

S {neighbor Yiew
MMode Wiew

A5tation Yiew Fepresentation of a selected device and its connector devices, within s specified
b= from the selected device.

Mode Status Summary |-;3.Iarm Browser | About |

Mode Status Surmmary as of Feb 11, 2009 11:29:22 AMEST

Wcritical : o [0%)

Onaior 0 [0%)

Minor Z [40%)

Owarning : o (0%

Muornal 3 (60%)

Eunkrom @ 0 (0%)

Total 5
Dynarmic Wiews ready

MMM Release BLO7.53 v%
Applet com,bp.ov, dynamickiews, gui.core,Dynamic. ., j o= Idle v R gy ey S B s g g — — 4] 4 5

Step3  To view node properties, double-click the selected node to open a new browser window with the node
information.

Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
[ oL-19726-01 .m



Chapter2  Using Network Management Tools |

W CiscoWorks

Figure 2-45 Internet View Window

B Internet Yiew [from 172.18.154.102]

File Edit “iew Performance Configuration Fault Tools Help
[include Unmanaged Mebwarks = ;
M ? g
araph |
as5a-5505-4
asa-5540-3
10
Tokal: 5 Critical: 1 Major: 1 Minor:  Warning: O Mormal: 1 Unmanaged:  Unknown: O g
|pynamic Views ready g

CiscoWorks

CiscoWorks LAN Management Solution (LMS) is a suite of powerful management tools that simplify
the configuration, administration, monitoring, and troubleshooting of Cisco networks. For more

information, see the following URL.:
http://www.cisco.com/en/US/products/sw/cscowork/ps2425/index.html
This section includes the following topics:

e Starting CiscoWorks, page 2-47

e Getting Started with the CiscoWorks LMS Portal, page 2-47

e Using the Device Center, page 2-48

e Performing an SNMP Walk, page 2-49

e Using the Management Station to Device Tool, page 2-54

r Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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Starting CiscoWorks

To start CiscoWorks on a Windows 2003 server, perform the following steps:

Choose Start >All Programs > CiscoWorks > CiscoWorks. Figure 2-46 shows the login page.

Figure 2-46 Login Page

e
File Edit View Favorites Tools Help | -'.,'
Qback ~ &) - [x] 2] | - Search <+ Favorites 4" Media {‘jl - B
Addvess [ hetpssjfpresm1/CSCOnmsarviet loginlogin jsp B> E |L\r|ks »
Nmm
Cisco
. presmi
JavaScript:
Enaied
Gookis TT—
Enabled

Browser:

Suppotted Yersion

Copyright (o) 1998 - 2008 Cisco Systems, Inc. ALL ;I
rights reserved.

=
[Eome B o=

275389

Getting Started with the CiscoWorks LMS Portal

The CiscoWorks LMS Portal is the first page (see Figure 2-47) that appears when you start the LMS
application. This page serves as the interface, starting point, and top-level navigation for the frequently
used functions in the application.
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[ oL-19726-01 .m



Chapter2  Using Network Management Tools |

W CiscoWorks

Figure 2-47 CiscoWorks LMS Portal Page
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Using the Device Center

To manage devices, perform the following steps:

’_ ,_ ,_ | @ Trusted sites

275386

Step 1 Choose Device Diagnostic Tools > Device Center (see Figure 2-48).

The Device Center Home page appears with the Device Selector in the left pane and Device Center
summary information in the right pane.

Step2  Enter the IP address or device name or choose a device from the list in the Device Selector pane, and

click Go.

r Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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Figure 2-48 Device Center Home Window

a prcsml - Device Center Home - Microsoft Internet Explorer _I—I_ g 5‘

File Edit View Favortes Took Help |'0'r

Qback ~ &) - [x] 2] | - Search <+ Favorites 4" Media {‘jl - B

Address Ia http: ffpresmi: 174ljcwhp,l’dewca‘Eenter.dn7DavicEID=&dsOsName=DCOhjattSelactnr1&nhjattID=&traESelactinn=&s\nglEse\ectiﬂn_sEarchtah=&DevCen=&device=172.23j

Enter Device Hame P Address: | Sommory
[7z2352.198 | Device IP Address 172.23.62.198 2]

Device Type Mot Available

Device Selector

<=Gearch Input== =G

All Search Resutts
€ £ all Devices
[ s Device Type Groups
o User Defined Groups

Functions Available

Tools

= Management Station to Device
- Ping

- Telnet

- Trace Route

- Edit Device Identity

= Packet Capture

= SHMP Set

= SHMP Walk

- Device Troubleshooting

1]
275380

(&l ’_ ,_ ,_ | @ Trusted sites

Performing an SNMP Walk

To perform an SNMP walk, perform the following steps:

Step 1 In the Functions Available pane, click the SNMP Walk link.
The SNMP Walk dialog box appears (see Figure 2-49).
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Figure 2-49 SNMP Walk Dialog Box
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[ [ [ [# Trusted sites

Step2  Choose the SNMP version to use from the following options:

a.

For SNMP Version 3 (NoAuthNoPriv and AuthNoPriv Security Levels)

Enter the SNMPv3 Username.

Enter the SNMPv3 Auth Password.

Choose the SNMP v3 Auth Protocol from the drop-down list (either MDS5 or SHA).
Enter the SNMP Context Name.

N

Note Because the adaptive security appliance does not support contexts, you must leave the
SNMP Context Name blank.

For SNMP Version 3 (AuthPriv Security Level)

Enter the SNMPv3 Username.

Enter the SNMPv3 Auth Password.

Specify the SNMP v3 Auth Protocol. Choose either MDS5 or SHA.
Enter the Privacy Password.

Choose a privacy protocol from the drop-down list. The available values are DES, 3DES, AES128,
AES192, and AES256.

Enter the SNMP Context Name.

r Using SNMP Version 3 with CiscoWorks and Third-Party Tools Implementation Guide
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Note
SNMP Context Name blank.

Because the adaptive security appliance does not support contexts, you must leave the

g. (Optional) Enter the starting OID. If you leave this field blank, the tool starts from 1.

h. Enter the SNMP Timeout. The default

value is 10 seconds.

i. (Optional) Check the Output OIDs Numerically check box to print the output OIDs numerically.

j. By default, the corresponding OID name is printed in the output window.

k. (Optional) Check the Output Indexes Numerically check box to show the output index

numerically.

. (Optional) Check the Debug check box to enable the debugging option. All the fields are

case-sensitive.

m. Click OK to obtain the results, which are based on the parameters that you entered.

n. When the walk is complete, save it as a text file (see Figure 2-50).

A

Note

A full walk may take a long time to finish.

Figure 2-50

SNMP Walk Results Example
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The read-write username and password for SNMP Version 3 and the read-write community string for
SNMP Versions 1 and 2c are case sensitive. The SNMP Walk dialog box displays the credentials (SNMP
Versions 1, 2¢, and 3) for the device from the Device and Credential Repository (DCR), if they are
available. Otherwise, the default values for the respective SNMP versions appear.

If you use the SNMP Walk feature with Network Operator/Help Desk access privileges, device credential

fetching fails and the fields of the read/write community strings for SNMP Versions 1, 2¢, and 3
credentials are set to default values.

Figure 2-49 shows the list of privacy protocols supported. You must manually enter SNMP Versions 1,
2c, and 3 credentials (see Figure 2-52).

Figure 2-51 SNMP Walk Dialog Box
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Figure 2-52 SNMP Version 3 Parameters
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Figure 2-53 shows the SNMP walk results for the MDS5 authentication and AES256 encryption algorithm

settings.

Figure 2-53 SNMP Walk Results Dialog Box
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Using the Management Station to Device Tool

Step 1
Step 2

Step 3

To troubleshoot problems with unmanaged or unresponsive devices, you can check the device
connectivity by protocol. The Management Station to Device tool helps you diagnose Layer 4
(application) connectivity problems.

Layer 4 tests include the following key services essentials that are needed to manage network devices:
e Debugging and measurement tools (UDP and TCP)
e Web server (HTTP)
e File transfer (TFTP)
e Terminal (Telnet)
e Read-write access (SNMP)

The management station to device check occurs only for protocol connectivity. Credentials for the
corresponding protocols are not tested or verified. If you enter a hostname instead of an IP address, the
tool performs a name lookup to discover the address. This task fails if the tool cannot find an address.

You can use this tool to send an SNMP GET request to the destination device for an SNMP read test
(SNMPR). The tool also sends an SNMP SET request to the device for an SNMP write test (SNMPW).
This protocol is supported for SNMP Versions 1, 2¢, and 3.

If you start the Management Station to Device tool with Network Operator/Help Desk access privileges,
device credential fetching fails and the fields of the read-write community strings for SNMP Versions 1,
2c, and 3 credentials are set to default values. You must manually enter SNMP Versions 1, 2¢, and 3
credentials.

To start the Management Station to Device tool, perform the following steps:

Choose Device Diagnostic Tools > Device Center.

Enter the name or IP address, fully qualified domain name, or hostname of the device that you want to
check in the Device Selector field or select the device from the list, and click Go.

The Summary and Functions Available panes appear.
Click Management Station to Device in the Functions Available pane.

The Management Station to Device dialog box appears (see Figure 2-54).
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Figure 2-54 Management Station to Device Dialog Box
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Step 4
case sensitive.

e If you choose SNMP v3 (NoAuthNoPriv Security Level), enter the following information:

— Read Username.

— Write Username.

— Timeout (in seconds). The default value is two seconds.

e If you choose SNMP v3 (AuthNoPriv Security Level), enter the following information:

— Read Username.

— Read Auth Password.

— Read Auth Protocol. Choose either MD5 or SHA from the drop-down list.

— Write Username.

— Write Auth Password.
— Write Auth Protocol. Choose MDS5 or SHA from the drop-down list.

— Timeout (in seconds). The default value is two seconds.

e If you choose SNMP v3 (AuthPriv Security Level), enter the following information:

— Read Username.
— Read Auth Password.
— Read Auth Protocol. Choose MD5 or SHA from the drop-down list.

— Read Privacy Password.
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Choose the connectivity applications that you want to include from the following options. All fields are
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— Read Privacy Protocol. Choose a privacy protocol from the drop-down list. The available
protocols are DES, 3DES, AES128, AES192, and AES256.

— Write Username.

— Write Auth Password.

— Write Auth Protocol. Choose MDS5 or SHA from the drop-down list.
— Write Privacy Password.

— Write Privacy Protocol. Choose a privacy protocol from the drop-down list. The available
protocols are DES, 3DES, AES128, AES192, and AES256.

— Timeout (in seconds). The default value is two seconds.

The Interface Test Results dialog box displays the results (see Figure 2-55). The Interface Details
Results dialog box shows the interfaces tested and the test results for each option.

N

Note  The read-write username and password for SNMP Version 3 and the read-write community
string for SNMP Versions 1 and 2c are case sensitive.

Figure 2-55 Management Station Device Results Dialog Box
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