CHAPTER 7

Scenario: Site-to-Site VPN
Configuration

This chapter describes how to use the adaptive security appliance to create a
site-to-site VPN.

Site-to-site VPN features provided by the adaptive security appliance enable
businesses to extend their networks across low-cost public Internet connections to
business partners and remote offices worldwide while maintaining their network
security. A VPN connection enables you to send data from one location to another
over a secure connection, or tunnel, first by authenticating both ends of the
connection, and then by automatically encrypting all data sent between the two
sites.

This chapter includes the following sections:
e Example Site-to-Site VPN Network Topology, page 7-1
e Implementing the Site-to-Site Scenario, page 7-2
e Configuring the Other Side of the VPN Connection, page 7-13
e What to Do Next, page 7-14

Example Site-to-Site VPN Network Topology

Figure 7-1 shows an example VPN tunnel between two adaptive security
appliances.
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Figure 7-1 Network Layout for Site-to-Site VPN Configuration Scenario

Creating a VPN site-to-site deployment such as the one in Figure 7-1 requires you
to configure two adaptive security appliances, one on each side of the connection.

Implementing the Site-to-Site Scenario

This section describes how to configure the adaptive security appliance in a

site-to-site VPN deployment, using example parameters from the remote-access
scenario shown in Figure 7-1.

This section includes the following topics:
e Information to Have Available, page 7-3

e Configuring the Site-to-Site VPN, page 7-3
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Information to Have Available

Before you begin the configuration procedure, obtain the following information:

IP address of the remote adaptive security appliance peer

IP addresses of local hosts and networks permitted to use the tunnel to
communicate with resources at the remote site

IP addresses of remote hosts and networks permitted to use the tunnel to
communicate with local resources

Configuring the Site-to-Site VPN

Starting ASDM

This section describes how to use the ASDM VPN Wizard to configure the
adaptive security appliance for a site-to-site VPN.

This section includes the following topics:

Starting ASDM, page 7-3

Configuring the Adaptive Security Appliance at the Local Site, page 7-5
Providing Information About the Remote VPN Peer, page 7-6
Configuring the IKE Policy, page 7-8

Configuring IPsec Encryption and Authentication Parameters, page 7-9
Specifying Hosts and Networks, page 7-10

Viewing VPN Attributes and Completing the Wizard, page 7-12

The following sections provide detailed instructions for how to perform each
configuration step.

This section describes how to start ASDM using the ASDM Launcher software.
If you have not installed the ASDM Launcher software, see Installing the ASDM
Launcher, page 4-5.

If you prefer to access ASDM directly with a web browser or using Java, see
Starting ASDM with a Web Browser, page 4-7.
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To start ASDM using the ASDM Launcher software, perform the following steps:

Step1  From your desktop, start the Cisco ASDM Launcher software.
A dialog box appears.

Step2  Enter the IP address or the hostname of your adaptive security appliance.
Step3  Leave the Username and Password fields blank.

~

Note By default, there is no Username and Password set for the Cisco ASDM
Launcher.

Step4  Click OK.

Step5  If you receive a security warning containing a request to accept a certificate, click
Yes.

The ASA 5580 checks to see if there is updated software and if so, downloads it
automatically.

The main ASDM window appears.
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Configuring the Adaptive Security Appliance at the Local Site
~

Note  The adaptive security appliance at the first site is referred to as Security
Appliance 1 in this scenario.

To configure the Security Appliance 1, perform the following steps:

Step 1 In the main ASDM window, choose the IPsec VPN Wizard option from the
Wizards drop-down menu. ASDM opens the first VPN Wizard screen.

In Step 1 of the VPN Wizard, perform the following steps:
a. In the VPN Tunnel Type area, click the Site-to-Site radio button.
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A
Note The Site-to-Site VPN option connects two IPsec security gateways,

which can include adaptive security appliances, VPN concentrators,
or other devices that support site-to-site IPsec connectivity.

b. From the VPN tunnel Interface drop-down list, choose Outside as the enabled
interface for the current VPN tunnel.

¢. Click Next to continue.

Providing Information About the Remote VPN Peer

The VPN peer is the system on the other end of the connection that you are
configuring, usually at a remote site.
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~

Note  In this scenario, the remote VPN peer is referred to as Security Appliance 2.

In Step 2 of the VPN Wizard, perform the following steps:

Step1  Enter the Peer IP Address (the IP address of Security Appliance 2, in this scenario
209.165.200.236) and a Tunnel Group Name (for example “Cisco”).

Step2  Specify the type of authentication that you want to use by selecting one of the
following authentication methods:

e To use a static preshared key for authentication, click the Pre-Shared Key
radio button and enter a preshared key (for example, “Cisco”). This key is
used for IPsec negotiations between the adaptive security appliances.

~

Note  When using preshared key authentication, the Tunnel Group Name
must be the IP address of the peer.

e To use digital certificates for authentication, click the Certificate radio
button, choose the certificate signing algorithm from the Certificate Signing
Algorithm drop-down list, and then choose a preconfigured trustpoint name
from the Trustpoint Name drop-down list.

If you want to use digital certificates for authentication but have not yet
configured a trustpoint name, you can continue with the Wizard by using one
of the other two options. You can revise the authentication configuration later
using the standard ASDM screens.

e Click the Challenge/Response Authentication radio button to use that
method of authentication.
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Step3  Click Next to continue.

Configuring the IKE Policy

IKE is a negotiation protocol that includes an encryption method to protect data
and ensure privacy; it also provides authentication to ensure the identity of the
peers. In most cases, the ASDM default values are sufficient to establish secure
VPN tunnels between two peers.

In Step 3 of the VPN Wizard, perform the following steps:

Step 1 Click the Encryption (DES/3DES/AES), authentication algorithms (MD5/SHA),
and the Diffie-Hellman group (1/2/5) used by the adaptive security appliance
during an IKE security association.
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Note  When configuring Security Appliance 2, enter the exact values for each
of the options that you chose for Security Appliance 1. Encryption
mismatches are a common cause of VPN tunnel failures and can slow
down the process.

Step2  Click Next to continue.

Configuring IPsec Encryption and Authentication Parameters

In Step 4 of the VPN Wizard, perform the following steps:
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Step1  Choose the encryption algorithm (DES/3DES/AES) from the Encryption
drop-down list, and the authentication algorithm (MD5/SHA) from the
Authentication drop-down list.

Step2  Click Next to continue.

Specifying Hosts and Networks

Identify hosts and networks at the local site that are permitted to use this IPsec
tunnel to communicate with hosts and networks on the other side of the tunnel.
Specify hosts and networks that are permitted access to the tunnel by clicking

Add or Delete. In the current scenario, traffic from Network A (10.10.10.0) is

encrypted by Security Appliance 1 and transmitted through the VPN tunnel.
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Step 1
Step 2

Step 3

Implementing the Site-to-Site Scenario

In addition, identify hosts and networks at the remote site to be allowed to use this
IPsec tunnel to access local hosts and networks. Add or remove hosts and
networks dynamically by clicking Add or Delete respectively. In this scenario, for
Security Appliance 1, the remote network is Network B (10.20.20.0), so traffic
encrypted from this network is permitted through the tunnel.

In Step 5 of the VPN Wizard, perform the following steps:

In the Action area, click the Protect radio button or Do Not Protect radio button.

Enter the IP address of local networks to be protected or not protected, or click
the ellipsis (...) button to select from a list of hosts and networks.

Enter the IP address of remote networks to be protected or not protected, or click
the ellipsis (...) button to select from a list of hosts and networks.

Step 4

Click Next to continue.
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Viewing VPN Attributes and Completing the Wizard

In Step 6 of the VPN Wizard, review the configuration list for the VPN tunnel you
just created.

If you are satisfied with the configuration, click Finish to apply the changes to the
adaptive security appliance.

If you want the configuration changes to be saved to the startup configuration so
that they are applied the next time the device starts, from the File menu, click
Save.

Alternatively, ASDM prompts you to save the configuration changes permanently
when you exit ASDM.

If you do not save the configuration changes, the old configuration takes effect the
next time the device starts.
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Configuring the Other Side of the VPN Connection W

This concludes the configuration process for Security Appliance 1.

For information about verifying or troubleshooting the configuration for the
Site-to-Site VPN, see the section “Troubleshooting the Security Appliance” in the
Cisco Security Appliance Command Line Configuration Guide. For specific
troubleshooting issues, see the Troubleshooting Technotes at the following
location:

http://www.cisco.com/en/US/products/ps6120/prod_tech_notes_list.html

Configuring the Other Side of the VPN Connection

Note

You have just configured the local adaptive security appliance. Next, you need to
configure the adaptive security appliance at the remote site.

At the remote site, configure the second adaptive security appliance to serve as a
VPN peer. Use the procedure you used to configure the local adaptive security
appliance, starting with “Configuring the Adaptive Security Appliance at the
Local Site” section on page 7-5 and finishing with “Viewing VPN Attributes and
Completing the Wizard” section on page 7-12.

When configuring Security Appliance 2, use the same values for each of the
options that you selected for Security Appliance 1, with the exception of local
hosts and networks. Mismatches are a common cause of VPN configuration
failures.

For information about verifying or troubleshooting the configuration for the
Site-to-Site VPN, see the section “Troubleshooting the Security Appliance” in the
Cisco Security Appliance Command Line Configuration Guide. For specific
troubleshooting issues, see the Troubleshooting Technotes at the following
location:

http://www.cisco.com/en/US/products/ps6120/prod_tech_notes_list.html

[ 78-18101-01

Cisco ASA 5580 Getting Started Guide g



http://www.cisco.com/en/US/products/ps6120/prod_tech_notes_list.html
http://www.cisco.com/en/US/products/ps6120/prod_tech_notes_list.html

Chapter 7 Scenario: Site-to-Site VPN Configuration |

Il Whatto Do Next

What to Do Next

If you are deploying the adaptive security appliance only in a site-to-site VPN
environment, then you have completed the initial configuration. In addition, you

may want to consider performing some of the following steps:

To Do This...

See...

Refine configuration and configure
optional and advanced features

Cisco Security Appliance Command
Line Configuration Guide

Learn about daily operations

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log
Messages

You can configure the adaptive security appliance for more than one application.
The following sections provide configuration procedures for other common
applications of the adaptive security appliance:

To Do This...

See...

Configure an SSL VPN for the Cisco
AnyConnect software client

Chapter 5, “Scenario: Configuring
Connections for a Cisco AnyConnect
VPN Client”

Configure a clientless (browser-based)
SSL VPN

Chapter 6, “Scenario: SSL VPN
Clientless Connections”

Configure a remote-access VPN

Chapter 8, “Scenario: IPsec
Remote-Access VPN Configuration”

i Cisco ASA 5580 Getting Started Guide

78-18101-01 |



	Scenario: Site-to-Site VPN Configuration
	Example Site-to-Site VPN Network Topology
	Implementing the Site-to-Site Scenario
	Information to Have Available
	Configuring the Site-to-Site VPN
	Starting ASDM
	Configuring the Adaptive Security Appliance at the Local Site
	Providing Information About the Remote VPN Peer
	Configuring the IKE Policy
	Configuring IPsec Encryption and Authentication Parameters
	Specifying Hosts and Networks
	Viewing VPN Attributes and Completing the Wizard


	Configuring the Other Side of the VPN Connection
	What to Do Next



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


