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C H A P T E R 3

Planning for a VLAN Configuration   

Grouping ports into logical VLANs on the ASA 5505 enables you to segment 
large private networks and provide additional protection to critical network 
segments that may host resources such as servers, corporate computers, and IP 
phones. 

This chapter describes the options of deploying the ASA 5505 in a VLAN 
configuration and how to determine how many VLANs you need. It also describes 
allocating ports for each of the VLANs. 

This chapter includes the following sections: 

• Understanding VLANs on the ASA 5505, page 3-1

• Deployment Scenarios Using VLANs, page 3-4

• What to Do Next, page 3-9

Understanding VLANs on the ASA 5505
After you have made a decision about how to deploy the ASA 5505 in your 
network, you must decide how many VLANs you need to support that deployment 
and how many ports to allocate to each VLAN. 

This section describes how VLANs work on the ASA 5505 to help you make those 
decisions. 

This section includes the following topics: 

• About Physical Ports on the ASA 5505, page 3-2

• About VLANs, page 3-2
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• Maximum Number and Types of VLANs, page 3-3

• Basic Deployment Using Two VLANs, page 3-5

• DMZ Deployment, page 3-7

• Teleworker Deployment Using Three VLANs, page 3-8

About Physical Ports on the ASA 5505
The ASA 5505 has a built-in switch with eight Fast Ethernet ports, called switch 
ports. Two of the eight physical ports are Power Over Ethernet (PoE) ports. You 
can connect PoE ports directly to user equipment such as PCs, IP phones, or a 
DSL modem. You can also connect to another switch. For more information, see 
Ports and LEDs, page 4-9. 

About VLANs
You can divide the eight physical ports into groups, called VLANs, that function 
as separate networks. This enables you to improve the security of your business 
because devices in different VLANs can only communicate with each other by 
passing the traffic through the adaptive security appliance where relevant security 
policies are applied. 

The ASA 5505 comes preconfigured with two VLANs: VLAN1 and VLAN2. By 
default, Ethernet switch port 0/0 is allocated to VLAN2. All other switch ports are 
allocated by default to VLAN1. 

Physical ports on the same VLAN communicate with each other using hardware 
switching. VLANs communicate with each other using routes and bridges. For 
example, when a switch port on VLAN1 is communicating with a switch port on 
VLAN2, the adaptive security appliance applies configured security policies to 
the traffic and routes or bridges the traffic between the two VLANs. 

To impose strict access control and provide protection of sensitive devices, you 
can apply security policies to VLANs that restrict communications between 
VLANs. You can also apply security policies to individual ports. You might want 
to apply security policies at the port level if, for example, there are two ports on 
the same VLAN connecting devices that you do not want to be able to 
communicate with each other. 
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Before you can enable a switch port on the ASA 5505, it must be assigned to a 
VLAN.  With the Base platform, each switch port can be assigned to only one 
VLAN at a time. With the Security Plus license, you can use a single port to trunk 
multiple VLANs on an external switch, enabling you to scale your deployment for 
larger organizations. 

You can create VLANs and allocate ports in the following ways:   

Maximum Number and Types of VLANs
Your license determines how many active VLANs that you can have on the ASA 
5505. 

Although the ASA 5505 comes preconfigured with two VLANs, you can create a 
as many as 20 VLANs, depending on your license. The security plus license 
allows you to create up to 20 VLANs in both modes—routed and transparent.

For example, you could create VLANs for the Inside, Outside, and DMZ network 
segments. Each access switch port is allocated to a single VLAN. Trunk switch 
ports may be allocated to multiple VLANs. 

With the Base platform, communication between the DMZ VLAN and the Inside 
VLAN is restricted: the Inside VLAN is permitted to send traffic to the DMZ 
VLAN, but the DMZ VLAN is not permitted to send traffic to the Inside VLAN.

The Security Plus license removes this limitation, thus enabling a full DMZ 
configuration. 

Table 3-1 lists the number and types of connections supported by each license. 

Method of Configuring VLANs For more information, see...

ASDM Startup Wizard Chapter 5, “Configuring the Adaptive 
Security Appliance”

ASDM GUI configuration ASDM online help

Command-line interface Cisco Security Appliance Command 
Reference
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Table 3-1 License Restrictions on Active VLANs

Note The ASA 5505 adaptive security appliance supports active and standby failover, 
but not Stateful Failover.

Deployment Scenarios Using VLANs
The number of VLANs you need depends on the complexity of the network into 
which you are installing the adaptive security appliance. Use the scenarios in this 
section as a guide to help you determine how many VLANs you need and how 
many ports to allocate to each. 

This section includes the following topics:

• Basic Deployment Using Two VLANs, page 3-5

• DMZ Deployment, page 3-7

• Teleworker Deployment Using Three VLANs, page 3-8

License Type Mode Connections
Base Platform Transparent Mode Up to two active VLANs.

Routed Mode Up to three active VLANs.   The DMZ VLAN is 
restricted from initiating traffic to the inside 
VLAN. 

Security Plus 
License

Transparent Mode Up to three active VLANs, one of which must be 
used for failover. 

Routed Mode Up to 20 active VLANs. For example, you can 
allocate each physical port to a separate VLAN, 
such as Outside, DMZ 1, DMZ 2, Engineering, 
Sales, Customer Service, Finance, and HR. 
Because there are only 8 physical ports, the 
additional VLANs are useful for assigning to 
trunk ports, which aggregate multiple VLANs on 
a single physical port.
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Basic Deployment Using Two VLANs
For most deployments, you only need to create two VLANs: an Inside VLAN and 
an Outside VLAN, as shown in Figure 3-1. 

Figure 3-1 Deployment Using Two VLANs

In this example, the network includes an inside VLAN that permits all devices on 
the VLAN to communicate with each other and an outside VLAN that permits 
users to communicate with devices on the Internet. 

The Inside VLAN may consist of up to seven physical ports that connect desktop 
computers, network printers, and other devices. In this scenario, the Outside 
VLAN consists of a single ISP connection using an external WAN router.

In Figure 3-1, the Inside VLAN uses four switch ports on the ASA 5505 and the 
Outside VLAN uses only one. Three switch ports are unused. 
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Note This deployment is similar to the security deployments using the PIX 501.   If you 
already have a security deployment with PIX 501 security appliances in which 
devices behind the firewall can communicate internally and externally, you can 
keep the same deployment and replace the PIX 501 devices with ASA 5505 
devices.   

If this same customer needed to have two Internet connections, the Outside VLAN 
could be allocated an additional port, as shown in Figure 3-2. This deployment 
includes an Inside VLAN and an Outside VLAN with two external connections to 
provide link redundancy if one fails.   

Figure 3-2 Inside VLAN with Dual ISP Connectivity

Even very complex networks can be deployed with only two VLANs, one for 
inside and one for outside.
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DMZ Deployment
The only deployment for which you must create three VLANs is when you have 
a DMZ to protect in addition to your Inside network. If you have a DMZ in your 
configuration, the DMZ must be on its own VLAN.   

Figure 3-3 Deployment Requiring Three VLANs

In this example, three physical switch ports are allocated to the Inside VLAN, two 
switch ports are allocated to the DMZ VLAN, and one switch port is allocated to 
the Outside VLAN. Two switch ports are left unused. 
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Teleworker Deployment Using Three VLANs
Although not required, using three VLANs can be useful in other situations, such 
as when deploying a remote VPN hardware client to support a teleworker. 

In Figure 3-4, an ASA 5505 is installed in a home office environment and used as 
a remote VPN hardware client. The ASA 5505 is configured for three VLANs:

• Inside (Work) VLAN that consists of all devices used to support access to the 
main corporate network

• DMZ (Home) VLAN that consists of devices that can be used by all members 
of the family

• Outside (Internet) VLAN that provides Internet connectivity for both the 
Inside and DMZ VLANs

In this case, the ASA 5505 protects the critical assets on the Inside (Work) VLAN 
so that these devices cannot be infected by traffic from the DMZ (Home) VLAN. 
To enable devices in the Inside (Work) VLAN to establish secure connections 
with corporate headend devices, enable the Easy VPN hardware client 
functionality so that only traffic from the Inside (Work) VLAN initiates VPN 
connections. This configuration enables users on the DMZ (Home) VLAN to 
browse the Internet independently of the Inside (Work) VLAN, and the security 
of the Inside (Work) VLAN is not compromised.
3-8
Cisco ASA 5505 Getting Started Guide

78-17612-02



Chapter 3      Planning for a VLAN Configuration
  What to Do Next
Figure 3-4 Teleworker Deployment Using Three VLANs

In this example, the physical ports of the ASA 5505 are used as follows: 

• The Inside (Work) VLAN consists of three physical switch ports, one of 
which is a Power over Ethernet (PoE) switch port that is used for an IP phone. 

• The DMZ (Inside) VLAN consists of three physical switch ports. 

• The Outside (Internet) VLAN consists of one physical switch port supporting 
a single ISP connection using an external WAN router or broadband modem.

The printer is shared by both the Inside VLAN and the DMZ VLAN.

For more scenarios with VLANs, see the Cisco Security Appliance Command 
Line Configuration Guide. 

What to Do Next
Continue with Chapter 4, “Installing the ASA 5505.”

15
37

56

Power 
cable

Personal
computer

Cisco ASA SSC-05

Status SecurityServicesCard Slot

1

2

console

RESET

POWER48VDC

7 POWER over ETHERNET 6

5

4

3

2

1

0

Internet

Outside (Internet)
VLANRouter

Notebook
computer

Printer

Inside (Work) VLAN

ASA 5505

DMZ (Home) VLAN
Game

System

IP Phone
3-9
Cisco ASA 5505 Getting Started Guide

78-17612-02



Chapter 3      Planning for a VLAN Configuration
  What to Do Next
3-10
Cisco ASA 5505 Getting Started Guide

78-17612-02


	Planning for a VLAN Configuration
	Understanding VLANs on the ASA 5505
	About Physical Ports on the ASA 5505
	About VLANs
	Maximum Number and Types of VLANs

	Deployment Scenarios Using VLANs
	Basic Deployment Using Two VLANs
	DMZ Deployment
	Teleworker Deployment Using Three VLANs

	What to Do Next



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


