CHAPTER

Installing Optional SSMs

This chapter provides information about installing optional SSMs (Security
Services Modules) and their components. You only need to use the procedures in
this chapter if you purchased an optional SSM but it is not yet installed.

This chapter includes the following topics:
¢ Cisco 4GE SSM, page 3-1
e Cisco AIP SSM and CSC SSM, page 3-8

Cisco 4GE SSM

The 4GE Security Services Module (SSM) has eight Ethernet ports: four
10/100/1000 Mbps, copper, RJ-45 ports or four optional 1000 Mbps, Small
Form-Factor Pluggable (SFP) fiber ports.

This section describes how to install and replace the Cisco 4GE SSM in the
adaptive security appliance. This section includes the following topics:

e 4GE SSM Components, page 3-2
¢ Installing the Cisco 4GE SSM, page 3-3
¢ Installing the SFP Modules, page 3-4
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4GE SSM Components

Figure 3-1 lists the Cisco 4GE SSM ports and LEDs.

Figure 3-1 Cisco 4GE SSM Ports and LEDs
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1 RJ-45 ports 5 Status LED

2 RJ-45 Link LED 6 SFP ports

3 RJ-45 Speed LED 1 SFP Link LED
4 Power LED 8 SFP Speed LED

Note  Figure 3-1 shows SFP modules installed in the port slots. You must order and
install the SFP modules if you want to use this feature. For more information on
SFP ports and modules, see the “Installing the SFP Modules” section on page 3-4.

Table 3-1 describes the Cisco 4GE SSM LEDs.

Table 3-1 Cisco 4GE SSM LEDs
LED Color |State Description
2,7 |LINK Green |Solid There is an Ethernet link.
Flashing There is Ethernet activity.
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Table 3-1 Cisco 4GE SSM LEDs (continued)
LED Color |State Description
3,8 |SPEED Off 10 MB There is no network activity.
Green |100 MB There is network activity at 100
Amber Mbps.
1000 MB There is network activity at 1000
(GigE) Mbps.
4 POWER Green |On The system has power.
5 STATUS Green |Flashing The system is booting.
Green |Solid The system booted correctly.
Amber |Solid The system diagnostics failed.

Installing the Cisco 4GE SSM

To install a new Cisco 4GE SSM for the first time, perform the following steps:

Step1  Power off the adaptive security appliance.

Step2  Locate the grounding strap from the accessory kit and fasten it to your wrist so
that it contacts your bare skin. Attach the other end to the chassis.

Step3  Remove the two screws (as shown in Figure 3-2) at the left rear end of the chassis,
and remove the slot cover.

Figure 3-2 Removing the Screws from the Slot Cover
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Step4  Insert the Cisco 4GE SSM through the slot opening as shown in Figure 3-3.

Figure 3-3 Inserting the Cisco 4GE SSM into the Slot
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Step5  Attach the screws to secure the Cisco 4GE SSM to the chassis.
Step6  Power on the adaptive security appliance.

Step7  Check the LEDs. If the Cisco 4GE SSM is installed properly the STATUS LED
flashes during boot up and is solid when operational.

Step8  Connect one end of the RJ-45 cable to the port and the other end of the cable to your
network devices. For more information, see Chapter 4, “Connecting Interface
Cables.”

Installing the SFP Modules

The SFP (Small Form-Factor Pluggable) is a hot-swappable input/output device
that plugs into the SFP ports. The following SFP module types are supported:

e Long wavelength/long haul 1000BASE-LX/LH (GLC-LH-SM=)
e Short wavelength 1000BASE-SX (GLC-SX-MM=)

This section describes how to install and remove the SFP modules in the adaptive
security appliance to provide optical Gigabit Ethernet connectivity. This section
contains the following topics:

e SFP Module, page 3-5
¢ Installing the SFP Module, page 3-6
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The adaptive security appliance uses a field-replaceable SFP module to establish
Gigabit connections.

If you install an SFP module after the switch has powered on, you must reload the
adaptive security appliance to enable the SFP module.

Table 3-2 lists the SFP modules that are supported by the adaptive security
appliance.

Table 3-2 Supported SFP Modules

SFP Module
1000BASE-LX/LH
1000BASE-SX

Type of Connection Cisco Part Number
GLC-LH-SM=

GLC-SX-MM=

Fiber-optic

Fiber-optic

The 1000BASE-LX/LH and 1000BASE-SX SFP modules are used to establish
fiber-optic connections. Use fiber-optic cables with LC connectors to connect to
an SFP module. The SFP modules support 850 to 1550 nm nominal wavelengths.
The cables must not exceed the required cable length for reliable communications.
Table 3-3 lists the cable length requirements.

Cabling Requirements for Fiber-Optic SFP Modules

SFP Module

62.5/125 micron
Multimode 850
nm Fiber

50/125 micron
Multimode 850
nm Fiber

62.5/125 micron
Multimode
1310 nm Fiber

50/125 micron
Multimode
1310 nm Fiber

9/125 micron
Single-mode
1310 nm Fiber

LX/LH

550 m at
500 Mhz-km

550 m at
400 Mhz-km

10 km

SX

275 m at
200 Mhz-km

550 m at
500 Mhz-km
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Note

A

Use only Cisco certified SFP modules on the adaptive security appliance. Each
SFP module has an internal serial EEPROM that is encoded with security
information. This encoding provides a way for Cisco to identify and validate that
the SFP module meets the requirements for the adaptive security appliance.

Only SFP modules certified by Cisco are supported on the adaptive security
appliance.

Caution

>

Warning

Protect your SFP modules by inserting clean dust plugs into the SFPs after the
cables are extracted from them. Be sure to clean the optic surfaces of the fiber
cables before you plug them back in the optical bores of another SFP module.
Avoid getting dust and other contaminants into the optical bores of your SFP
modules: The optics do not work correctly when obstructed with dust.

Because invisible laser radiation may be emitted from the aperture of the port
when no cable is connected, avoid exposure to laser radiation and do not stare
into open apertures. Statement 70

Installing the SFP Module

Step 1

To install the SFP module in the Cisco 4GE SSM, perform the following steps:

Line up the SFP module with the port and slide the SFP module into the port slot
until it locks into position as shown in Figure 3-4.
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Figure 3-4 Installing an SFP Module

1 Optical port plug |3 SFP module

2 SFP port slot

Caution

Step 2
Step 3

A

Do not remove the optical port plugs from the SFP until you are ready to connect
the cables.

Remove the Optical port plug; then connect the network cable to the SFP module.

Connect the other end of the cable to your network. For more information on
connecting the cables, see see Chapter 4, “Connecting Interface Cables.”

Caution

The latching mechanism used on many SFPs locks them into place when cables
are connected. Do not pull on the cabling in an attempt to remove the SFP.
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Cisco AIP SSM and CSC SSM

The ASA 5500 series adaptive security appliance supports the AIP SSM
(Advanced Inspection and Prevention Security Services Module) and the CSC
SSM (Content Security Control Security Services Module), also referred to as the
intelligent SSM.

The AIP SSM runs advanced IPS software that provides security inspection.
There are two models of the AIP SSM: the AIP SSM 10 and the AIP SSM 20. Both
types look identical, but the AIP SSM 20 has a faster processor and more memory
than the AIP SSM 10. Only one module (the AIP SSM 10 or the AIP SSM 20) can
populate the slot at a time.

Table 3-4 lists the memory specifications for the AIP SSM 10 and the

AIP SSM 20.
Table 3-4 SSM Memory Specifications
SSM CPU DRAM

AIP SSM 10 |2.0 GHz Celeron 1.0 GB
AIP SSM 20 |2.4 GHz Pentium 4 |2.0 GB

For more information on the AIP SSM, see the Cisco Security Appliance Command
Line Configuration Guide.

The CSC SSM runs Content Security and Control software. The CSC SSM
provides protection against viruses, spyware, spam, and other unwanted traffic.
For more information on the CSC SSM, see the Cisco Security Appliance Command
Line Configuration Guide.

This section describes how to install and replace the SSM in the adaptive security
appliance. Figure 3-5 lists the SSM LEDs.
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Figure 3-5 SSM LEDs
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Table 3-5 describes the SSM LEDs.

Table 3-5 SSM LEDs
LED Color |State Description
1 PWR Green |On The system has power.
2 STATUS Green |Flashing The system is booting.
Solid The system has passed power-up
diagnostics.
3 LINK/ACT |Green |Solid There is an Ethernet link.
Flashing There is Ethernet activity.
4 SPEED Green |100 MB There is network activity.
Amber 1000 MB (GigE) |There is network activity.

Installing an SSM

Step 1
Step 2

Step 3

To install a new SSM, perform the following steps:

Power off the adaptive security appliance.

Locate the grounding strap from the accessory kit and fasten it to your wrist so
that it contacts your bare skin. Attach the other end to the chassis.

Remove the two screws (as shown in Figure 3-6) at the left rear end of the chassis,
and remove the slot cover.
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Figure 3-6 Removing the Screws from the Slot Cover
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Step4  Insert the SSM into the slot opening as shown in Figure 3-7.

Figure 3-7 Inserting the SSM into the Slot
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Step5  Attach the screws to secure the SSM to the chassis.

Step6  Power on the adaptive security appliance.Check the LEDs. If the SSM is installed
properly the POWER LED is solid green and the STATUS LED flashes green.

Step7  Connect one end of the RJ-45 cable to the port and the other end of the cable to your
network devices.

What to Do Next

Continue with Chapter 4, “Connecting Interface Cables.”

Cisco ASA 5500 Series Adaptive Security Appliance Getting Started Guide
m. 718-173712-01 |



	Installing Optional SSMs
	Cisco 4GE SSM
	4GE SSM Components
	Installing the Cisco 4GE SSM
	Installing the SFP Modules
	SFP Module
	Installing the SFP Module


	Cisco AIP SSM and CSC SSM
	Installing an SSM

	What to Do Next



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


