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This guide describes the Cisco Guard (Guard), how it functions, and how to perform administration
tasks.

This preface describes the audience, organization, and conventions of this publication, and provides
information on how to obtain related documentation.

This preface contains the following sections:
e Audience
e How to Use This Guide
¢ Symbols and Conventions

¢ Obtaining Documentation, Obtaining Support, and Security Guidelines

Audience

The Cisco Guard Configuration Guide is intended primarily for the following audiences:
e Network administrators
e Engineers
¢ Operators
¢ Network security professionals

This guide assumes a thorough knowledge of networking and networking security.

Cisco Guard Configuration Guide
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How to Use This Guide

This guide is organized as follows:

Chapter

Description

Chapter 1, “Product Overview”

Describes the Cisco Guard (Guard) and outlines the Guard
operation states and components.

Chapter 2, “Initializing the Guard”

Describes the initial procedures required to connect and
configure the Guard. The chapter outlines the Guard CL I
environment and authentication methods.

Chapter 3, “Configuring the Guard”

Describes how to configure Guard services and access control.

Chapter 4, “Configuring Traffic
Diversion”

Describes the zone traffic diversion process and how to
configure diversions.

Chapter 5, “Configuring Zones’

Describes how to create and manage zones.

Chapter 6, “Configuring Zone
Filters’

Describes the zone filters and how to configure them.

Chapter 7, “Configuring Policy
Templates and Policies’

Describes the zone policies and policy templates and how to
configure them.

Chapter 8, “Learning the Zone
Traffic Characteristics”

Describes the learning process and how to use the learning
processto construct and tune the policies that the Guard uses for
Zone protection.

Chapter 9, “Protecting Zones”

Describes how to configure and activate zone protection.

Chapter 10, “Using Interactive
Protect Mode”

Describes the Interactive protect mode and the
recommendations, the user decision options, and the policy
interactive status.

Chapter 11, “Using Attack Reports’

Describes the attack reports, the report structure, and viewing
options.

Chapter 12, “Using Guard
Diagnostic Tools’

Describes the Guard diagnostic tools.

Chapter 13, “Performing
Maintenance Tasks’

Describes how to perform tasks that are required for Guard
mai ntenance.

Chapter 14, “Analyzing Guard
Mitigation”

Describes how to analyze the zone traffic patterns and identify
configuration problems. The chapter provides a short
explanation on how to identify the type of attack and
recommended actions that you can take according to the
analysis.

Appendix A, “Understanding Zone
Traffic Diversion”

Provides additional information relating to the traffic diversion
procedure including sample code lines.

Appendix B, “Troubleshooting
Diversion”

Provides information about the traffic diversion troubleshooting
procedure with sample screens.
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Symbols and Conventions

This guide uses the following conventions:

A

Style or Symbol

Description

boldface font

Boldface text indicates commands and keywords that you must enter exactly
as shown.

Italics font

Italic font indicates arguments arguments for which you supply the values.

Screen font

Screen font indicates the screen display, such asaprompt, and information that
the Guard displays on the screen. Do not enter screen font as part of the
command.

[x]

Square brackets indicate an optional element (keyword or argument).

[X]y] Square brackets enclosing keywords or arguments separated by a vertical line
indicate an optional choice.

{x]vy} Braces enclosing keywords or arguments separated by a vertical line indicate
arequired choice.

[x{y|z}] Braces and vertical bars within square brackets indicate a required choice

within an optional element. You do not need to select one. If you do, you have
some required choices.

This guide uses the zone name scannet and the prompt user @GUARD-conf-zone-scannet# in examples.

This guide uses the following symbols and conventions to identify different types of information:

Caution

Means reader be careful. In this situation, you might do something that could result in equipment

damage or loss of data.

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

manual.

Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information.

Timesaver

Means the described action saves time. You can save time by performing the action described in the

paragraph.

[ oL-15395-01
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Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What's New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Cisco Guard Configuration Guide
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Product Overview

This chapter provides a general overview of the Cisco Guard (Guard) including its major components
and how they work together to protect network elements from malicious attack traffic.

The chapter contains the following sections:
¢ Understanding the Guard
¢ Understanding DDoS Attacks
¢ Understanding Zones, Zone Policies, and the Learning Process
¢ Understanding Zone Protection
¢ Understanding the Protection Cycle

Understanding the Guard

The Guard isaDistributed Denial of Service (DDoS) attack mitigation device that diverts suspect traffic
from its normal network path to itself for cleaning. During the traffic cleaning process, the Guard
identifies and drops the attack packets and forwards the legitimate packets to their targeted network
destinations.

Typically, you deploy the Guard in a distributed upstream configuration at the backbone level.

You define the network elements, or zones, that the Guard protects against DDoS attacks. When a zone
isunder attack, the Guard diverts only the network traffic that is destined for the targeted zone, identifies
and drops specific attack packets, and forwards | egitimate traffic packets to the zone. The Guard
constantly filters the zone traffic and stays on the alert for evolving attack patterns. When the Guard
determines that the attack on the zone has ended, it stops diverting the zone traffic to itself. By diverting
network traffic only when needed, the Guard can assume its protective role when there is an attack but
remain unobtrusively in the network background for the rest of the time.

The Guard allows you to do the following tasks:

e Traffic learning—L earn the characteristics (services and traffic rates) of normal zone traffic using
an algorithm-based process. During the learning process, the Guard modifiesthe default zone traffic
policiesand policy thresholds to match the characteristics of normal zonetraffic. Thetraffic policies
and thresholds define the reference points that the Guard uses to determine when the zone traffic is
normal or abnormal (indicating an attack on the zone).

e Traffic protection—Distinguish between legitimate and malicious traffic and filter the malicious
traffic so that only the legitimate traffic is allowed to pass on to the zone.

o Traffic diversion—Divert the zone traffic from its normal network path to the Guard learning and
protection processes and return the legitimate zone traffic to the network.

[ oL-15395-01
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I Understanding DDoS Attacks

Figure 1-1 shows a sample network application in which the Guard diverts zone traffic to itself so it can
learn the zone traffic or protect the zone from an attack.

Figure 1-1 Cisco Guard Operation

Network
traffic

Diverting

I Zone traffic
@L’::

lf_

=

=l Zone
E=—

=

Understanding DDoS Attacks

DDosS attacks deny legitimate users access to a specific computer or network resource. These attacks are
launched by individuals who send malicious requests to targets that degrade service, disrupt network
services on computer servers and network devices, and saturate network links with unnecessary traffic.

119290

This section contains the following topics:
¢ Understanding Spoofed Attacks
¢ Understanding Nonspoofed Attacks

Understanding Spoofed Attacks

A spoofed attack is atype of DDoS attack in which the packets contain an IP address in the header that
isnot the actual | P address of the originating device. The source | P addresses of the spoofed packets can
be random or have specific, focused addresses. Spoofed attacks saturate the target site links and the
target site server resources. It is easy for a computer hacker to generate high volume spoofed attacks
even from a single device.

To overcome spoofed attacks, the Guard performs anti-spoofing processes that use challenge-response
algorithms that can distinguish spoofed traffic from nonspoofed traffic. The Guard considers the traffic
that passes the anti-spoofing mechanisms as authenticated traffic.

Understanding Nonspoofed Attacks

Nonspoofed attacks (or client attacks) are mostly TCP-based with real TCP connections that can
overwhelm the application level on the server rather than the network link or operating system.

Cisco Guard Configuration Guide
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Understanding Zones, Zone Policies, and the Learning Process

The Guard initially activates an anti-spoofing mechanism to block all spoofed packets. The Guard then
performs a statistical analysis on the traffic to detect and block anomalies in the traffic that are not

spoofed, such asan unusual number of SY N packets, alarge number of concurrent connections, or ahigh
traffic rate.

Client attacks from a large number of clients (or zombies) may overwhelm the server application even
without any of theindividual clients creating an anomaly. The zombie programstry to imitate legitimate
browsers that access the target site. The Guard anti-zombie processes mitigate such HTTP attacks by
using a challenge response authentication process to differentiate between |egitimate browsers and
zombie programs that access the attacked site.

Understanding Zones, Zone Policies, and the Learning Process

This section describes what a Guard zone represents, how zone policies detect traffic anomalies, and
how the Guard learns the zone traffic characteristics.

These sections contain the following topics:
¢ Understanding Zones
¢ Understanding the Zone Policies

¢ Understanding the Learning Process

Understanding Zones

A zone that the Guard protects can be one of the following elements:
¢ A network server, client, or router
¢ A network link, subnet, or an entire network
e Anindividual Internet user or a company
e AnInternet Service Provider (ISP)
¢ Any combination of these elements

When you create a new zone, you assign a name to it and configure the zone with network addresses.
The Guard configures the zone with a default set of policies and policy thresholds to detect anomalies
in the zone traffic.

The Guard can protect multiple zones at the same time if the network address ranges do not overlap.

For more information about zones, see Chapter 5, “Configuring Zones.”

Understanding the Zone Policies

When the Guard protects a zone, the policies associated with the zone configuration enable the Guard to
detect anomalies in the zone traffic and mitigate attacks on the zone. When the traffic flow exceeds a

policy threshold, the Guard identifies the traffic as abnormal or malicious and dynamically configures a
set of filtersto apply the appropriate protection level to the traffic flow according to the severity of the

attack. For more information about zone policies, see Chapter 7, “Configuring Policy Templates and
Policies.”
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Understanding the Learning Process

The learning process enables the Guard to analyze normal zone traffic and create a set of zone-specific
policies and policy thresholds that are based on the analyzed traffic. The zone-specific policies and
policy thresholds enable the Guard to more accurately detect zone traffic anomalies.

You enable the learning process to replace the default set of zone policies or to update the current set of
zone policies that may not be configured properly to recognize current normal traffic services and
volume. When policy thresholds are set too high compared to the current normal traffic volume, the
Guard might not be ableto detect traffic anomalies (attacks). When policy thresholds are set too low, the
Guard may mistake legitimate traffic for attack traffic.

The learning process consists of the following two phases:

¢ Policy Construction Phase—Creates the zone policies for the main services that the zone traffic
uses. To create zone policies, the Guard follows the rules established by the policy templates that
each zone configuration contains.

e Threshold Tuning Phase—Tunes the thresholds of the zone policies to values that are appropriate
for recognizing the normal traffic rates of the zone services.

For more information about the learning process, see Chapter 8, “Learning the Zone Traffic
Characteristics.”

Understanding Zone Protection

You can activate zone protection on the Guard by using one of the following methods:
e Manually—You can manually access the Guard and activate protection for a zone.

e Automatically—You can configure the Guard to accept a protection activation message from a
network attack detection device, such as the Cisco Traffic Anomaly Detector (Detector).

N

Note  The Detector is the companion product of the Guard. The Detector is a DDoS attack
detection device that can analyze a copy of the zone traffic and activate the Guard attack
mitigation services when the Detector determinesthat the zone is under attack. The Detector
can also synchronize zone configurations with the Guard. For more information about the
Detector, see the Cisco Traffic Anomaly Detector Module Configuration Guide and Cisco
Traffic Anomaly Detector Configuration Guide.

This section contains the following topics:
¢ Understanding Traffic Filters
¢ Understanding the Different Protection Modes
¢ Understanding the Protect and Learn Function
¢ Understanding On-Demand Protection
¢ Understanding Attack Reports
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Understanding Traffic Filters

The Guard uses four types of traffic filtersto apply the required protection level to the zone traffic. You
can configure these filters to customize the traffic flow and control the DDoS protection operation.

The Guard uses the following types of filters:
o User filters—Apply the required protection level to the specified traffic flows.

¢ Bypass filters—Prevent the Guard from applying DDoS protection measures to specific traffic
flows.

¢ Flex-content filters—Count or drop a specified traffic flow and filter according to fieldsin the IP
and TCP headers and content bytes.

¢ Dynamic filters—Apply the required protection level to the specified traffic flows. The Guard
creates dynamic filters only when it detects an attack on the zone and configures them based on its
analysis of the traffic flow. The Guard continuously modifies this set of filters based on the zone
traffic, type of DDoS attack, and changes to the attack characteristics.

The Guard has three protection levels that enable it to apply different processes to the traffic flows:

¢ Analysis protection level—Allows the traffic to flow monitored, but unhindered, during zone
protection if no anomalies are detected. Once the Guard detects an anomaly, it applies the
appropriate protection level to the traffic.

e Basic protection level—Activates anti-spoofing and anti-zombie functions to authenticate the
traffic by inspecting the suspicious traffic flow to verify its source.

e Strong protection level—Activates severe anti-spoofing functions that inspect the traffic flow
packets to verify the legitimacy of the flow.

The Guard analyzes the traffic and coordinates the efforts of the zone policies that monitor the zone
traffic for anomalies with the zone filters. In addition, it limits the rate of traffic that it injects on to the
zone to prevent traffic overflow.

For more information about filters, see Chapter 8, “Learning the Zone Traffic Characteristics.”

Understanding the Different Protection Modes

You can activate the Guard to perform zone protection as follows:

e Automatic protect mode—Automatically activates the dynamic filters that it creates during an
attack.

¢ Interactive protect mode—Creates dynamic filters during an attack but does not activate them.
Instead, the Guard groups the dynamic filters as recommended actions for you to review and decide
whether to accept, ignore, or direct these recommendations to automatic activation.

For more information about the protection modes, see Chapter 10, “Using Interactive Protect Mode.”

Understanding the Protect and Learn Function

You can activate the threshold tuning phase of the learning process and activate zone protection
simultaneously (the protect and learn function) to enable the Guard to learn the zone policy thresholds
and at the same time monitor the traffic for anomalies. When the Guard detects an attack, it stops the
learning process and begins mitigating the attack. The Guard resumes the learning process when the
attack ends. This process prevents the Guard from learning malicious traffic thresholds during an attack.
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For more information about the protect and learn function, see the “ Enabling the Protect and Learn
Function” section on page 8-12.

Understanding On-Demand Protection

You can use the default zone templates and associated default policiesto protect azone without enabling
the Guard to learn the zone traffic characteristics. The default policies and filters in the Guard zone
templates can protect a zone that has traffic characteristics that are unknown to the Guard.

For more information about on-demand protection, see the “ Activating On-Demand Protection” section
on page 9-3.

Understanding Attack Reports

The Guard provides an attack report for every zone that provides zone status information and detail s of
the attack, starting with the production of the first dynamic filter and ending with protection termination.

For more information about the attack reports, see Chapter 11, “Using Attack Reports.”

Understanding the Protection Cycle

The Guard protection cycle applies the zone filters, zone policies, and the Guard protection levelsto the
traffic flow to analyze and clean the zone traffic and inject | egitimate traffic only to the zone. Figure 1-2
shows the Guard protection cycle.

Figure 1-2 Guard Protection Cycle
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Once zone protection is activated by you or by an anomaly detection device such as the Detector, the
Guard diverts the zone traffic to itself where the policies of the zone configuration monitor the traffic
flow. A policy executes an action against a particular traffic flow when the flow exceeds the policy
threshold. Policy actions can range from issuing a notification to creating new filters (dynamic filters)
that direct the traffic to the appropriate protection level. The Guard analyzes the traffic flow, drops the
traffic that exceeds the defined rate that the zone can handle, and then injects the legitimate traffic back
to the zone.
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During the attack, the Guard performs a closed-loop feedback cycle in which it adjusts the zone
protection measures to the dynamically changing zone traffic characteristics. The Guard adjusts the
protection strategies to handle any changes to the DDoS attack and traffic flow. The Guard stops zone
protection if no dynamic filters are in use, the traffic to the zone has not been dropped, or no new
dynamic filters have been added over a predefined period of time.
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CHAPTERz

Initializing the Guard

This chapter describes the basic tasks required to initialize the Cisco Guard (Guard) in a network and
how to manageit.

This chapter contains the following sections:

Using the Command-Line Interface
Accessing the Guard for the First Time
Configuring the Guard Interfaces
Configuring the Default Gateway

Adding a Static Route to the Routing Table
Configuring the Proxy IP Address
Managing the Guard

Using the Command-Line Interface

You can control the Guard functions by using the command-line interface (CLI). The Guard user
interface is divided into many different command modes and the access to the CL 1 is mapped according
to user privilege levels. The commands that are available to you depend on which mode that you are
currently in.

This section contains the following topics:

Understanding User Privilege Levels
Understanding Command Modes
Entering CLI Commands

Tips for Using the CLI

Understanding User Privilege Levels

The access to the CL 1 is mapped according to user privilege levels. Each privilege level hasits own
group of commands.
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Table 2-1 describes the user privilege levels.

Table 2-1 User Privilege Levels

User Privilege Level Description

Administration (admin) |Provides access to all operations.

Configuration (config) Provides access to all operations except for operations relating to user
definition, deletion, and modification.

Dynamic (dynamic) Provides access to monitoring and diagnostic operations, protection, and
learning-related operations. Users with Dynamic privileges can also
configure flex-content filters and dynamic filters.

Show (show) Provides access to monitoring and diagnostic operations.

We recommend that users with Administration and Configuration privilege levels configure all filters.
Users with lower privilege levels can add and remove dynamic filters.

Understanding Command Modes

This section contains summaries of the command and configuration modes used in the Guard CLI. To
obtain alist of commands available for each command mode, enter ? at the system prompt.

Table 2-2 lists and describes the Guard command modes.

Table 2-2 Guard Command Configuration Modes
Mode Description
Global Allows you to connect to remote devices and list system information.

The Global prompt isthe default prompt when you log into the Guard. The command prompt is asfollows:

user@GUARD#

Configuration

Allows you to configure features that affect the Guard operation and have restricted user access.

To enter configuration mode, use the configure command in global mode. The command prompt is as
follows:

user@GUARD-conf#

Interface
configuration

Allows you to configure the Guard networking interfaces.

To enter interface configuration mode, use the interface command in configuration mode. The command
prompt is as follows:

user@GUARD-conf-if-<interface-name>#

Router
configuration

Allows you to configure the Guard routing configuration.

To enter router configuration mode, usetherouter command in configuration mode. The command prompt
isasfollows:

router>
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Table 2-2 Guard Command Configuration Modes (continued)
Mode Description
Zone Allows you to configure the zone attributes.

configuration To enter zone configuration mode, use the zone command in configuration mode or use the configure

command in global mode. The command prompt is as follows:

user@GUARD-conf -zone-<zone-names>#

Policy template |Allows you to configure the zone policy templates.

configuration To enter policy template configuration mode, use the policy-template command in zone configuration

mode. The command prompt is as follows:

user@GUARD-conf -zone-<zone-name>-policy template-<policy-template-name>#

Policy Allows you to configure the zone policies.

configuration To enter policy configuration mode, use the policy command in zone configuration mode. The command

prompt is as follows:

user@GUARD-conf -zone-<zone-name>-policy-<policy-path>#

Entering CLI Commands

This section contains the following topics:
e Using the no Form of a Command
¢ show Command Syntax
e CLI Error Messages

Table 2-3 describes the rules for entering CLI commands.

Table 2-3 CLI Rules
Action Keyhoard Sequence
Scroll through and modify the Usethe arrow keys.

command history

Display commands availableina |Press Shift and enter the ? (question mark) key.
specific command mode

Display a command completion Type the beginning of the command and press Tab.

Display a command syntax Enter the command and press Tab twice.
completion(s)

Scroll using the more command Enter the mor e number-of-lines command.

The more command configures the number of additional lines
displayed in the window once you press the Spacebar. The
default is two lines less than the capability of the terminal.

The number-of-lines argument configures the number of
additional lines to be displayed once you press the Spacebar.

Scroll on asingle screen (withina |Press the Spacebar.
command output)

Cisco Guard Configuration Guide
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Table 2-3

CLI Rules (continued)

Action

Keyboard Sequence

Scroll back asingle screen (withina
command output)

Press the b key.

Stop scroll movement

Press the q key.

Search forward for a string

Press the / (forward slash mark) key and enter the string.

Search backward for a string

Press the ? (question mark) key and enter the string.

Cancel the action or delete a
parameter

Use the no form of a specific command.

Display information relating to a
current operation

Enter the show command.

Exit from acurrent command group
level to a higher group level

Enter the exit command.

Exit all command group levels and
return to the root level

Enter the end command.

Display command output from and
including thefirst line that contains
astring

Enter the | (vertical bar) and then enter the begin string
command.

Display command output lines that
include astring

Enter the | (vertical bar) and then enter the include string
command.

Display command output lines that
do not include a string

Enter the | (vertical bar) and then enter the exclude string
command.

~

Note
login screen.

If you enter the exit command at the root level, you exit the CLI environment to the operating system

Using the no Form of a Command

Almost every configuration command also has ano form. In general, use the no form of a command to
disable a feature or function. Use the command without the keyword no to enable a disabled feature or
function. For example, the event monitor command turns on the event monitor, and the no event

monitor command turns it off.

show Command Syntax

You can execute zone-rel ated show commands from the zone configuration mode. Alternatively, you can
execute these commands from the global or configuration modes.

The following is the syntax for the show command in global or configuration modes:

show zone zone-name parameters
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The following is the syntax for the show command in zone configuration mode:

show parameters

~

Note  This publication uses the show command syntax from the zone configuration mode unless explicitly
specified.

CLI Error Messages

The Guard CLI displays error messages in the following situations:
e The syntax of the command is incomplete or incorrect.
e The command does not match the system configuration.

e The operation could not be performed due to a system failure. In this situation, an entry is created
in the system log.

Tips for Using the CLI

This section provides tips for using the CLI and includes the following topics:
e Using Help
e Using the Tab Completion
¢ Understanding Conventions of Operation Direction
e Abbreviating a Command

e Using Wildcard Characters

Using Help

The CLI provides context-sensitive help at every mode of the command hierarchy. The help information
tells you which commands are available at the current command mode and provides a brief description
of each command.

To get help, type ?.
To display help for acommand, type ? after the command.

To display all commands available in a mode along with a short description, enter ? at the command
prompt.

The help displays commands available in the current mode only.

Using the Tab Completion

You can use tab completion to reduce the number of characters that you need to type for a command.
Type the first few characters of a command and press Tab to complete the command.

Cisco Guard Configuration Guide
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After entering a command that has a value with multiple options, press Tab twice to display alist of
possible input parameters, including system-defined parameters and user-defined parameters. For
example, if you press Tab twice after entering the policy-template command in zone configuration
mode, the list of policy template namesis displayed. If you press Tab twice after entering the zone
command in configuration mode, zones that are already defined are displayed.

If multiple commands match for a Tab completion action, nothing is displayed; the system repeats the
current line that you entered.

The tab completion feature displays only commands available for the current mode.

You can disable tab completion for zone namesin all commandsin global and configuration modes such
as the zone command and the show zone commands by using the aaa authorization commands
zone-completion tacacs+ command. See the “Disabling Tab Completion of Zone Names” section on
page 3-13 for more information.

Understanding Conventions of Operation Direction

The order of keywords in the command syntax define the direction of the operation. When you enter the
keyword before you enter the command, the Guard copies the data from the Guard to the server. When
you enter the command before you enter the keyword, the Guard copies the data from the server to the
Guard. For example, the copy log ftp command copies the log file from the Guard to the FTP server.
The copy ftp new-version command copies the new software version file from the FTP server to the
Guard.

Abbreviating a Command
You can abbreviate commands and keywords to the number of characters that allow a unique
abbreviation.

For example, you can abbreviate the show command to sh.

Using Wildcard Characters

You can use an asterisk (*) as awildcard.

For example, if you enter the lear ning policy-construction * command, the policy construction phase
is activated for all the zones that are configured on the Guard.

If you enter the lear ning policy-construction scan * command, the policy construction phaseis
activated for all the zones that are configured on the Guard with names that begin with scan (such as
scannet, scanserver, and so on).

If you enter the no zone* command, all zones are removed.
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Accessing the Guard for the First Time

Step 1

Note

Step 2
Step 3

Step 4

Step 5

Note

Step 6

This section shows how to establish the initial session with the Guard by using the preconfigured
username that has an administration user privilege level. During this process, the CLI prompts you to
assign passwords to the following default user accounts:

¢ admin—Provides access to all administrative and configuration operations.

¢ riverhead—Provides access to monitoring and diagnostic operations, zone protection, and
learning-related operations. This user can also configure flex-content filters and dynamic filters.

¢ root—Provides access to the Linux shell for certain administrative operations.

To access the Guard for the first time, perform the following steps:

Press the power control button on the front of the Guard.

After the Guard boot process completes, the software prompts you to enter a username.

During power-up, the green power LED on the front of the Guard is on.

Enter admin for the username and rhadmin for the password.

Enter a password for the root user account that consists of 6 to 24 characters.
Retype the new password to verify it.

Enter a password for the admin user account that consists of 6 to 24 characters.
Retype the new password to verify it.

Enter a password for the riverhead user account that consists of 6 to 24 characters.
Retype the new password to verify it.

You can change the passwords for the admin and riverhead user accounts at any time. See the“ Changing
Your Password” section on page 3-7 for more information.

Enter configuration mode to configure the Guard by entering the following command:
configure [terminal]

The following example shows how to enter configuration mode;

user@GUARD# configure
user@GUARD-conf#
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Configuring the Guard Interfaces

The Guard has several Network Interface Cards (NICs). The ethO and the eth1 10/100/1000 Ethernet
interfaces comprise the out-of-band NICs used for management traffic.

The giga0 and gigal (Gigabit Ethernet) interfaces comprise the in-band NICs that the Guard uses for
management and zone traffic. The giga0 and gigal interfaces provide the physical interface on which
virtual interfaces (VLANS and tunnels) are configured. Configuring the Guard interfaces serves as a
basis for the traffic diversion procedures. See Chapter 4, “Configuring Traffic Diversion,” for more
information.

You configure a Guard interface by entering the inter face command and specifying the interface type
and number. Many Guard features are enabled on a per-interface basis.

The following guidelines apply to all physical and virtual interface configuration processes:

¢ Each interface must be configured with an IP address and an I P subnet mask unless you configure
IP addresses for individual VLANS.

e You must activate each interface using the no shutdown command.

To display the status or configuration of an interface, enter the show or show running-config
commands.

This section contains the following topics:
e Configuring a Physical Interface
e ConfiguringaVLAN
¢ Configuring a Loopback Interface
¢ Configuring a Tunnel
¢ Clearing the Counters of a Physical Interface

Configuring a Physical Interface

A

Configure a physical interface to connect the Guard to a network. The Guard has four physical
interfaces: ethQ, ethl, giga0, and gigal. The out-of-band interfaces are ethO and eth1 (10/100/1000
Ethernet sockets for out-of-band management).

The in-band interfaces (copper or fiber socket) are giga0 and gigal.

Caution

Step 1

Step 2

Do not configure two interfaces on the same subnet or the Guard routing may not work properly.

To configure a physical interface, perform the following steps:

Enter interface configuration mode by entering the following command in configuration mode:

interface if-name

The if-name argument specifies the interface name. The Guard supports the following interfaces:
¢ ethO or eth1—Out-of -band interfaces
e giga0 or gigal—In-band interfaces

Set the interface | P address by entering the following command:

ip address ip-addr ip-mask

Cisco Guard Configuration Guide
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Theip-addr and ip-mask arguments define the interface | P address. Enter the | P address and subnet mask
in dotted-decimal notation (for example, an IP address of 192.168.100.1 and a subnet mask of
255.255.255.0).

(Optional) Define the interface maximum transmission unit (MTU) by entering the following command:

mtu integer

The integer argument is an integer between 576 and 1800 for all interfaces. The default MTU valueis
1500 bytes.

(Optional) For the gigal or gigal in-band interface only, configure the interface speed and duplex mode
by entering the following command:

speed {auto |half speedl full speed}

Table 2-4 provides the arguments and keywords for the speed command.

Table 2-4 Arguments and Keywords for the speed Command

Parameter |Description

auto Enables the interface autonegotiation capability. The interface automatically operates at
10/100/1000 Mbps and half or full duplex, depending on environmental factors, such as
the type of media and transmission speeds for the peer routers, hubs, and switchesused in
the network configuration.

The default setting is auto.

half Specifies half-duplex operation.
full Specifies full-duplex operation.
speed Interface speed in megabits per second (Mbps). Enter 10, 100, or 1000.

Activate the interface by entering the following command:

no shutdown

After activating or deactivating a giga0O or gigal in-band interface, you must reload the Guard for the
configuration change to take effect.

The following example shows how to configure and activate interface ethl:

user@GUARD-conf# interface ethl

user@GUARD-conf-if-ethl# ip address 10.10.10.33 255.255.255.252
user@GUARD-conf-if-ethl# no shutdown

To deactivate a physical interface, use the shutdown command.

Configuring a VLAN

You can define VLANS on the in-band interfaces only.
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Step 1

Step 2

Step 3

Step 4

To define a VLAN on the Guard, perform the following steps:

Enter VLAN interface configuration mode, if one exists, or define anew VLAN by entering the
following command in configuration mode:

interface gigaX.vlan-id

The vlan-id argument is an integer that specifiesthe VLAN ID number. The VLAN ID isa TAG |IEEE
802.1Q number.

The x argument specifies the interface. Enter O or 1 for the in-band interface.
Set the VLAN IP address by entering the following command:

ip address ip-addr ip-mask

Theip-addr and ip-mask arguments define the interface | P address. Enter the | P address and subnet mask
in dotted-decimal notation (for example, an IP address of 192.168.100.1 and a subnet mask of
255.255.255.0).

(Optional) Define the interface MTU by entering the following command:

mtu integer

The integer argument is an integer between 576 and 1824 bytes. The default MTU value is 1500 bytes.

Activate the interface by entering the following command:

no shutdown

The following example shows how to configure a VLAN on the Guard:

user@GUARD-conf# interface gigal.2
user@GUARD-conf-if-gigal.2# ip address 192.168.5.8 255.255.255.0
user@GUARD-conf-if-gigal.2# no shutdown

Configuring a Loopback Interface

Step 1

Step 2

You can specify avirtual interface called aloopback interface to emulate a physical interface. You can
use theloopback interface to configure advanced traffic diversion configurations, such asthelong traffic
diversion process.

In applications where other routers or access servers attempt to reach this loopback interface, you must
configure a routing protocol to distribute the subnet assigned to the loopback address.

To configure the loopback interface, perform the following steps:

Enter the loopback interface configuration mode, if one exists, or define a new loopback interface by
entering the following command in configuration mode:

interface if-name

The if-name argument specifies the loopback interface name. The interface nameis lo:integer where
integer is an integer between 0 and 99.
Set the loopback interface | P address by entering the following command:

ip address ip-addr ip-mask
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Theip-addr and ip-mask arguments define the interface | P address. Enter the | P address and subnet mask
in dotted-decimal notation (for example, an IP address of 192.168.100.1 and a subnet mask of
255.255.255.0).

The following example shows how to configure a loopback interface:

user@GUARD-conf# interface lo:0
user@GUARD-conf-if-lo:0# ip address 1.1.1.1 255.255.255.255

Configuring a Tunnel

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

You can define a Generic Routing Encapsulation (GRE) or an IPin I P (1PIP) tunnel for the Guard to use
in the traffic diversion process.

To define a tunnel, perform the following steps:

Enter the tunnel interface configuration mode, if one exists, or define a new tunnel by entering the
following command in configuration mode:

interface {greX | ipipY}

The X argument is an integer between 0 and 1024 bytes assigned to a GRE tunnel.
The Y argument is an integer between 0 and 1024 bytes assigned to an IPIP tunnel.
Set the tunnel IP address by entering the following command:

ip address ip-addr [ip-mask]

Theip-addr and ip-mask arguments define the interface | P address. Enter the | P address and subnet mask
in dotted-decimal notation (for example, an IP address of 192.168.100.1 and a subnet mask of
255.255.255.0). The default subnet mask is 255.255.255.255.

Set the tunnel source IP address by entering the following command:

tunnel source source-ip

The source-ip argument specifies the tunnel source | P address. This|P addresswill be used as the source
address for the packets in the tunnel. Enter the | P address in dotted-decimal notation (for example,
192.168.100.1).

Set the tunnel destination | P address by entering the following command:

tunnel destination destination-ip

The destination-ip argument specifies the tunnel destination |P address. Enter the |P addressin
dotted-decimal notation (for example, 192.168.100.1).

(Optional) Define the interface MTU by entering the following command:

mtu integer

The integer argument is an integer between 576 and 1480. The default value for an IPIP tunnel is 1480
bytes. The default value for a GRE tunnel is 1476 bytes.

Activate the interface. Enter the following command:

no shutdown
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The following example shows how to configure a GRE tunnel:

user@GUARD-conf# interface gre2

user@GUARD-conf-if-gre2# ip address 192.168.121.1 255.255.255.0
user@GUARD-conf-if-gre2# tunnel source 192.168.8.8
user@GUARD-conf-if-gre2# tunnel destination 192.168.250.2
user@GUARD-conf-if-gre2# no shutdown

Checking the Status of a GRE Tunnel

You can configure the Guard to send keepalive messages over a GRE tunnel at specific timesto keep the
interface active. You can also specify the number of times that the Guard sends a keepalive packet
without receiving aresponse before the Guard brings the tunnel down.

You configure the keepalivetimeinterval in 1-second increments. If you do not change the retries default
value, the Guard declares a GRE tunnel down after 10 consecutive intervals have passed without the
Guard receiving a keepalive packet response.

A

Caution  When the Guard declares a GRE tunnel down, the Guard stops using the tunnel for injection. If no other
means of traffic injection exist, the Guard suspends zone traffic diversion along with traffic learning or
zone protection.

The Guard continues to send keepalive messages even when the GRE tunnel is declared down. If the
tunnel end returns the keepalive message, the Guard activates the tunnel and resumes traffic diversion
along with zone learning or zone protection.

To enable keepalive messages on a GRE tunnel, use the following command in GRE interface
configuration mode:

keepalive [refresh-time [retries]]

Table 2-5 provides the arguments for the keepalive command.

Table 2-5 Arguments for the keepalive Command
Parameter Description
refresh-time (Optional) Timeinterval in seconds at which keepalive messages are sent. Enter an

integer from 1 to 32767. The default refresh time is 3 seconds.

retries (Optional) Number of times that the Guard continues to send keepalive packets
without a response before bringing the tunnel interface protocol down. Enter an
integer from 1 to 255. The default number of retriesis 10.

The following example shows how to enable keepalive messages on a GRE tunnel:

user@GUARD-conf-if-gre2# keepalive 60 5

Clearing the Counters of a Physical Interface

You can clear the counters of physical interfaces that are used for data (gigal or giga?) if you are going
to perform testing and want to be sure that the countersinclude information from the testing session only.
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To clear the interface counters, use the following command in interface configuration mode:
clear counters

The following example shows how to clear the counters of the interface gigal:

user@GUARD-conf-if-gigal# clear counters

Configuring the Default Gateway

A

The default gateway receives and forwards packets containing | P addresses that are unknown to the local
network. In most cases, the Guard default gateway | P addressis the adjacent router located between the
Guard and the Internet. The default gateway | P address must be on the same network as one of the IP
addresses of the Guard network interfaces.

Caution

If you do not configure the default gateway | P address, the Guard may not be accessible to the network.

To assign a default gateway address, use the following command in configuration mode;

default-gateway ip-addr
The ip-addr argument specifies the default gateway |P address. Enter the |P address in dotted-decimal
notation (for example, enter an | P address of 192.168.100.1).
To modify the default gateway address, reenter the command.
The following example shows how to configure the default gateway:

user@GUARD-conf# default-gateway 192.168.100.1

Adding a Static Route to the Routing Table

You can add a static route to the Guard routing table to specify routes for servers or networks outside
the local networksthat are associated with the Guard | P interfaces. The static route is added permanently
and is not removed after the Guard is rebooted.

To add a static route to the Guard routing table, use the following command in configuration mode;
ip route ip-addr ip-mask nexthop-ip [if-name]

Table 2-6 provides the arguments for the ip route command.

Table 2-6 Arguments for the ip route Command
Parameter Description
ip-addr Network destination of the route. The destination can be an IP network address

(where the host bits of the network address are set to 0) or a host route | P address.
Enter the |P address in dotted-decimal notation (for example, enter 192.168.100.1).

i p-mask Subnet mask associated with the network destination. Enter the subnet mask in
dotted-decimal notation (for example, enter 255.255.255.0).
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Table 2-6 Arguments for the ip route Command (continued)
Parameter Description
nexthop-ip Forwarding or the next-hop IP address over which the set of addresses that are

defined by the network destination and subnet mask are reachable. The next-hop IP
address should be within the interface subnet. For local subnet routes, the next-hop
IP address is the IP address that is assigned to the interface that is attached to the
subnet. For remote routes available across one or more routers, the next-hop IP
address is a neighboring router |P address that is directly accessible.

if-name (Optional) Interface on the Guard over which the destination isreachable. If you do
not specify an interface, the next-hop IP address in the Guard routing table
determines the interface used.

The following example shows how to configure a static route:

user@GUARD-conf# ip route 172.16.31.5 255.255.255.255 192.168.100.34

To display the routing table, enter the show ip route command.

Configuring the Proxy IP Address

The Guard proxy IP address is required for the proxy mode anti-spoofing protection mechanismsin
which the Guard serves as a TCP proxy to the zone. The Guard first authenticates new connections and
only then initiates a connection with the zone using its own | P address as the source | P address. You must
configure a proxy |P address before activating zone protection.

A

Caution  You cannot activate zone protection without defining a proxy | P address.

Do not assign the Guard with a proxy |P address while zone protection is enabled.

We recommend that you configure three to four proxy IP addressesif your network uses load balancing
to distribute network overload or if your network requires a high number of concurrent connections.

You can configure up to 60 proxy | P addresses; however, we recommend that you do not configure more
than 20 proxy |P addresses because more proxy |P addresses consume more memory resources.

To configure a Guard anti-spoofing proxy | P address, use the following command in configuration
mode:

proxy ip-addr
The ip-addr argument specifies the proxy |P address. Enter the IP address in dotted-decimal notation
(for example, enter 192.168.100.1).

You must verify the route between every zone and the Guard proxy |P address. The Guard does not
answer ping requests to its proxy | P address.

To configure additional proxy IP addresses, reenter the command.

The following example shows how to configure a proxy |P address:

user@GUARD-conf# proxy 192.168.100.34

See the “Displaying Zone Proxy Usage” section on page 12-6 for information on displaying the
utilization of proxies by a zone.
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Managing the Guard

Initially, you can manage the Guard locally from a console. The console connection provides access to
the CLI and allows you to run the initial setup procedures when you first turn on the Guard. See the
“Assigning Privilege Levels with Passwords” section on page 3-10 for more information.

After you configure the Guard networking (see the “ Configuring the Guard Interfaces’ section on
page 2-8), you can access and manage the Guard using one of the following methods:

e Access using a Secure Shell (SSH) session.
¢ Access the Guard using a Web-Based Manager (WBM).
¢ Access the Guard using the MultiDevice Manager (MDM).

¢ Access from a DDoS-sensing network element. Refer to the appropriate documentation for more
information.

This section contains the following topics:
¢ Managing the Guard with a Web-Based Manager
e Managing the Guard with the Cisco DDoS MultiDevice Manager
¢ Accessing the Guard with SSH

Managing the Guard with a Web-Based Manager

You can manage the Guard using the WBM and a web browser.

To enable the WBM and manage the Guard, perform the following steps:

Step1  Enable the WBM service by entering the following command in configuration mode;

service wbm

Step2  Permit access to the Guard from the remote manager |P address by entering the following command in
configuration mode:

permit wbm {* | ip-addr [ip-mask]} [if-service]

Table 2-7 provides the arguments for the per mit wbm command.

Table 2-7 Arguments for the permit wbm Command

Parameter Description

*

Asterisk wildcard character that allows access by all remote manager |P addresses.

A

Caution  For security reasons, we do not recommend that you permit access to a
service from all 1P addresses.

ip-addr I P address of the remote manager. Enter the IP address in dotted-decimal notation
(for example, enter 192.168.100.1).
i p-mask (Optional) Subnet mask. Enter the subnet mask in dotted-decimal notation (for

example, enter 255.255.255.0).

Cisco Guard Configuration Guide
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Step 3

Step 4

Table 2-7 Arguments for the permit wbm Command (continued)
Parameter Description
if-service (Optional) Management port designator that restricts user access to the

management interface only. The default is all interfaces. Enter ethO, ethl, or both.

To return to the default setting, use the no version of the command.

Open the browser and enter the following address:

https://Guard-ip-address/

The Guard-ip-address argument is the | P address of the Guard.
The Guard WBM window appears.

N

Note HTTPS, not HTTR, is used to enable web-based management control.

Enter your username and password and click OK. After you enter the username and password correctly,
the Guard home page displays.

If you have the Guard configured to use Terminal Access Controller Access Control Plus (TACACS+)
authentication, the Guard uses the TACACS+ user database for user authentication instead of using its
local database. If you have configured advanced authentication attributes on the TACACS+ server, such
as password expiry, the Guard may prompt you for a new password based on the configuration of the
user on the TACACS+ server or notify you when the password is about to expire.

The following example shows how to enable the Guard WBM:

user@GUARD-conf# service wbm
user@GUARD-conf# permit wbm 192.168.30.32

For information about using the WBM to manage your Guard, see the appropriate Cisco Web-Based
Manager Configuration Guide.

Managing the Guard with the Cisco DDoS MultiDevice Manager

Step 1

The Cisco DDoS MultiDevice Manager (MDM) is a server-based application that allows you to manage
one or more Guards from the web using a web browser. To use the MDM to manage your network of
Guards, perform the following actions:

¢ Install and configure the MDM software on a network server (see the Cisco DDoS MultiDevice
Manager Configuration Guide).

e Enable the MDM service on your Guard and permit access by the MDM as described in the
following procedure.

To enable the MDM service on the Guard, perform the following steps:

Enable the MDM service by entering the following command in configuration mode:

service mdm
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Step2  Permit access to the Guard from the MDM by entering the following command in configuration mode:

mdm server ip-addr

Theip-addr argument definesthe I P address of your MDM server. Enter the | P addressin dotted-decimal
notation.

The following example shows how to enable the MDM service and permit access by the MDM:

user@GUARD-conf# service mdm
user@GUARD-conf# mdm server 192.168.30.32

For information about using the MBM to manage your Guards, see the Cisco DDoS MultiDevice
Manager Configuration Guide.

Accessing the Guard with SSH

You can access the Guard using a Secure Shell (SSH) connection.
The SSH service is enabled by default.

To access the Guard with SSH, perform the following steps:

Step1  Permit access to the Guard from the remote network IP address by entering the following command in
configuration mode:

permit ssh {ip-addr [ip-mask] | *} [if-service]

Table 2-8 provides the arguments for the per mit ssh command.

Table 2-8 Arguments for the permit ssh Command

Parameter Description

ip-addr I P address of the remote network. Enter the IP address in dotted-decimal notation
(for example, enter 192.168.100.1).

i p-mask (Optional) Subnet mask. Enter the subnet mask in dotted-decimal notation (for

example, enter 255.255.255.0).
Asterisk wildcard character that allows access by any remote network.

A

Caution  For security reasons, we recommend that you not permit access to all
remote networks.

if-service (Optional) Management port designator that restricts user access to the
management interface only. The default is all interfaces. Enter ethO, ethl, or both.

To return to the default setting, use the no version of the command.

Step2  Establish a connection from the remote network address and enter your login username and password.

Cisco Guard Configuration Guide
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If you have the Guard configured to use TACACS+ authentication, the Guard uses the TACACS+ user
database for user authentication instead of using its local database. If you have configured advanced
authentication attributes on the TACACS+ server, such as password expiry, the Guard may prompt you
for a new password based on the configuration of the user on the TACACS+ server or notify you when
the password is about to expire.

To enable the SSH connection without entering alogin username and password, perform the following:

¢ Configure the Guard to use alocally configured login and password for authentication. See the
“Configuring Authentication” section on page 3-5 for more information.

¢ Add the remote connection SSH public key to the Guard SSH key list. See the “Managing SSH
Keys’ section on page 3-24 for more information.

The following example shows how to enable an SSH connection to the Guard:

user@GUARD-conf# permit ssh 192.168.30.32

Cisco Guard Configuration Guide
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CHAPTER3

This chapter describes how to configure the Cisco Guard (Guard) services.

This chapter refers to the Cisco Detector (Detector), the companion product of the Guard. The Detector
isaDistributed Denial of Service (DDoS) attack detection devicethat analyzesacopy of the zonetraffic.
The Detector can activate the Guard attack mitigation services when the Detector determines that the
zone is under attack. The Detector can also synchronize zone configurations with the Guard. For more
information about the Detector, see the Cisco Traffic Anomaly Detector Module Configuration Guide
and Cisco Traffic Anomaly Detector Configuration Guide.

This chapter contains the following sections:

Activating Guard Services

Configuring Access Control Using AAA
Establishing Communication with the Detector
Configuring a Date and a Time

Synchronizing the Guard Clock with an NTP Server
Managing SSH Keys

Configuring the Keys for SFTP and SCP Connections
Changing the Hostname

Enabling SNMP Traps

Configuring SNMP Community Strings
Configuring the Login Banner

Configuring the WBM Logo

Configuring the Session Timeout
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Activating Guard Services

The Guard has several service options that you can activate by enabling the service and then defining
the IP address that is permitted access to the service. With the exception of the Secure Shell service
which is always active, this section describes how to activate the services.

Step 1

The Guard services are as follows:

I nternode communication service—The Guard uses this service when establishing acommunication
channel with the Cisco Traffic Anomaly Detector. See the “ Establishing Communication with the
Detector” section on page 3-18 for more information.

Network Time Protocol (NTP) service—The Guard provides a time synchronization service that
allows you to synchronize the Guard with atime synchronization server. To enable time
synchronization, you must configure an NTP server. See the “ Synchronizing the Guard Clock with
an NTP Server” section on page 3-23 for more information.

Simple Network Management Protocol (SNMP) server service—You can access the Guard using
SNMP to retrieve information as defined by the following MIBs:

- Riverhead private MIB

- MIB2 (RFC1213-MIB)—AIl of the MIB groups with the exceptions of the EGP and
transmission MIB groups.

- UCDAVIS (UCD-SNMP-MIB)—Only the following MIB groups: memory, latable,
systemStats, version, and snmperrs.

See the MIB file that is released with the software version for information about the M1B
definitions.

N

Note The Riverhead MIB contains 64-bit counters. To read the Ml B, you must use a browser that
supports SNMP version 2.

SNMP trap service—When you activate the snmp-trap service, the Guard generates SNMP traps.
See the “Enabling SNMP Traps” section on page 3-26 for more information.

Secure Shell service—The SSH service is always active. See the “ Accessing the Guard with SSH”
section on page 2-17 and the “Managing SSH Keys” section on page 3-24 for more information.

Web-Based Manager (WBM) service—You can monitor and control the Guard from the web using
aweb browser. See the “Managing the Guard with a Web-Based Manager” section on page 2-15 for
more information.

MultiDevice Manager (MDM) service—Using a web browser, you can monitor and control the
Guard and other Guard and Detector devices from the MDM server. See the “Managing the Guard
with the Cisco DDoS MultiDevice Manager” section on page 2-16 for more information.

By default, all Guard services, except SSH, are disabled.

To activate a Guard service, perform the following steps:

Enable the Guard service by entering the following command in configuration mode:

service {internode-comm | mdm | ntp | snmp-server | snmp-trap | wbm}

Cisco Guard Configuration Guide
m. 0L-15395-01 |



| Chapter3

Configuring the Guard

Step 2

Activating Guard Services W

Table 3-1 provides the keywords for the service command.

Table 3-1 Keywords for the service Command

Service Description

internode-comm Specifies the internode communication service.
mdm Specifies the MDM service.

ntp Specifiesthe NTP service.

snmp-server Specifies the SNMP server service.

snmp-trap Specifies the SNMP trap service.

wbm Specifies the WBM service.

Permit access to the Guard service by entering one of the following commands:

For the MDM service, permit access to the Guard service from the MDM by entering the following
command in configuration mode:

mdm server ip-addr

The ip-addr argument defines the IP address of your MDM server. Enter the IP addressin
dotted-decimal notation.

For all other services, permit access to the Guard service and enable connectivity by entering the
following command in configuration mode;

permit {internode-comm {ip-address-general [ip-mask] | *} | ntp {ip-address-general
[ip-mask] | *} | snmp-server {ip-address-general [ip-mask] | *} | ssh
{ip-address-general [ip-mask] | *} [if-service] | wbm {ip-address-general [ip-mask] |

*} [if-service] }

Table 3-2 provides the arguments and keywords for the per mit command.

Table 3-2 Arguments and Keywords for the permit Command

Parameter Description

internode-comm | Specifies the internode communication service.

ip-address-general |1P address from which to permit access. Enter the |P address in dotted-decimal

notation (for example, enter 192.168.10.2).

i p-mask (Optional) 1P subnet mask. Enter the subnet mask in dotted-decimal notation (for

example, enter 255.255.255.0). The default subnet mask is 255.255.255.255.

Wildcard character that permits access to a service by all device IP addresses.

A

Caution  For security reasons, we do not recommend that you permit accessto a
service from all 1P addresses.

ntp Specifiesthe NTP service.
snmp-server Specifies the SNMP server service.
ssh Specifies the SSH service.

wbm Specifies the WBM service.
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Table 3-2 Arguments and Keywords for the permit Command (continued)
Parameter Description
if-service (Optional) Management port designator that restricts user access to the

management interface only. Thedefault isall interfaces. Enter ethO, eth1, or both.

To return to the default setting, use the no version of the command.

The following example shows how to activate the WBM service:

user@GUARD-conf# service wbm
user@GUARD-conf# permit wbm 192.168.10.35

Configuring Access Control Using AAA

Authentication, Authorization, and Accounting (AAA) is amethod for controlling user access to the
Guard and the Guard services. AAA provides the following features:

e Authentication—Identifies a user before the user is allowed access to the system and system
services.

e Authorization—Determines what a user isallowed to perform once access to the system is obtained.
This process occurs after the user is authenticated.

¢ Accounting—Records what a user is performing or has performed. Accounting allows you to track
the services that users are accessing.

The Guard is preconfigured with the following system user accounts:

¢ admin—The admin user account is configured with the administration accessrights, all owing access
to the Guard CL1 and all its functionality. When connecting to the Guard CLI for the first time, you
are required to set a password for this account. Use the admin user account to configure additional
user accounts.

* riverhead—The riverhead user account is configured with dynamic access rights. The Guard uses
this user account to establish the initial communication channel with the Cisco Traffic Anomaly
Detector. When you connect to the Guard CLI for the first time, you are required to set a password
for this account.

You cannot delete system user accounts.

You can divide the Guard user community into domains and assign passwords for secure management
access. We recommend that you create new user accounts and avoid using the system user accounts after
the initial configuration so that you can monitor user actions.

The section contains the following topics:
e Configuring Authentication
e Configuring Authorization
e Configuring Accounting
e Configuring the TACACS+ Server Attributes
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Configuring Authentication

Note

Note

You can configure which authentication method that the Guard uses when a user tries to log into the
Guard or requests a higher privilege level (using the enable command). The Guard offers the following
authentication options:

¢ Local authentication—Authentication method that uses locally configured login and enable
passwords for authentication. This authentication method is the default. See the “ Configuring L ocal
Authentication” section on page 3-6 for more information.

e Terminal AccessController Access Control System Plus (TACA CS+) authenti cation—Remote user
authentication using one or more TACACS+ servers.

When you define a user to authenticate on the TACACS+ server, you must also define authorization for
the user or the user will have access to show commands only (see the “ Configuring Authorization”
section on page 3-9).

You can configure the Guard to use one or both of the user authentication methods. When using Terminal
Access Controller Access-Control System Plus (TACACS+) authentication, you can define multiple
TACACS+ servers. Defining more than one authentication method provides a backup in case the initial
method fails due to a communication error.

The Guard authenticates a user by using each of the methods that you define and in the order in which
you define them on the Guard. To view the list of defined authentication methods, enter the show
running config command. The Guard attempts to authenticate the user using the first method on thelist.
If the first authentication method does not respond, the Guard sequentially sel ectsthe next authentication
method on the list until it finds one that responds.

You can configure the action that the Guard takes when it receives a response from the first TACACS+
server by using the tacacs-server first-hit command. If you disable the first-hit option (the default
setting) and the first server rejects the authentication, the Guard sequentially scans the other TACACS+
serversto find a server that accepts the authentication. User authentication fails when no defined
TACACS+ servers accept the authentication or the Guard cannot communicate with any of the servers.
If you enable the first-hit option, the Guard accepts the authentication response (reject or accept) of the
first TACACS+ server to respond as the final decision. By default, the first-hit option is disabled. For
more information about the tacacs-server first-hit command, see the “ Configuring the TACACS+
Search Method” section on page 3-16.

You can configure the Guard to use its local database as a fallback for user authentication when the
Guard cannot communicate with the TACA CS+ servers (see the “ Configuring Authentication Methods’
section).

This section contains the following topics:
e Configuring Authentication Methods
e Configuring Local Authentication

[ oL-15395-01

Cisco Guard Configuration Guide g



Chapter3  Configuring the Guard |

I Configuring Access Control Using AAA

Configuring Authentication Methods

Step 1

Step 2

To configure the authentication method that the Guard uses, perform the following steps:

Configure the TACACS+ server connection if TACACS+ authentication is required. See the
“Configuring the TACACS+ Server Attributes” section on page 3-14 for more information.

Define the authentication method by entering the following command in configuration mode:

aaa authentication {enable | login} {local | tacacs+} [tacacs+ | local]

Table 3-3 provides the keywords for the aaa authentication command.

Table 3-3 Keywords for the aaa authentication Command

Parameter Description

enable Allows the Guard to authenticate when a user enters a higher privilege level.

login Allows the Guard to authenticate when a user logs in.

local Specifies the local database that the Guard uses to authenticate a user.

tacacs+ Allows a TACACS+ server to authenticate a user.

tacacs+ | local |(Optional) Specifies an alternative authentication method if the configured method
fails.

If you access the Guard from a console session, it uses the local user database for authentication
regardless of the defined authentication method.

To change the authentication method, reenter the command.

The following example shows how to configure authentication on entering a higher privilege level. The
primary authentication method is configured to TACACS+, and the secondary authentication method is
configured to the local user database.

user@GUARD-conf# aaa authentication enable tacacs+ local

Configuring Local Authentication

The Guard initially has a preconfigured username (called a user definition) with administration
privileges, which allows you to create new users. A user definition allows you to divide the Guard user
community into domains and to assign passwords for secure management access.

To enable authentication of CLI users with a TACACS+ server, see the “ Configuring Authentication”
section on page 3-5.

This section contains the following topics:
e Adding aUser
¢ Changing Your Password
¢ Changing the Passwords of Other Users

e Deleting a User from the Local User Database
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To add a user to the Guard local database, use the following command in configuration mode:
user name username {admin | config | dynamic | show} [password]

Table 3-4 provides the arguments and keywords for the user name command.

Table 3-4 Arguments and Keywords for the username Command
Parameter Description
user name Username. A case-sensitive alphanumeric string from 1 to 63 characters that

starts with an alphabetic letter. The string cannot contain spaces but can
contain underscores.

admin Provides access to all operations.

config Provides access to all operations except for operations relating to user
definition, deletion, and modification.

dynamic Provides access to monitoring and diagnostic operations, protection, and
learning-rel ated operations. Users with Dynamic privileges can also
configure flex-content filters and dynamic filters.

show Provides access to monitoring and diagnostic operations.

password (Optional) Password associated with the username. Enter an alphanumeric
case-sensitive 6- to 24-character string with no spaces. If you do not enter a
password, you are prompted for it.

The following example shows how to configure a new user and set the password:

user@GUARD-conf# username Robbin config 1234

Users enter passwords in clear text but the Guard configuration file displays passwords in an encrypted
manner. This example displays the Guard configuration file (running-config):

username Richard config encrypted 840xdMk3

The encrypted keyword in the previous example indicates that the password is encrypted.

To display the list of users configured on the Guard, use the show running-config or show guard
commands.

To display alist of the users currently logged into the CL1, use the show user s command.

Changing Your Password

Step 1

Step 2

You can change your own password. Administrators can change their own password and the passwords
of other users (see the “Changing the Passwords of Other Users” section on page 3-8).

To change your own password, perform the following steps:

Enter the following command in global mode:

password

Enter your current password. The system prompts you for a new password.
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Step 3

Enter a new password. The password must be an alphanumeric, 6- to 24-character string with no spaces.
The password is case sensitive. The system prompts you to confirm the new password by typing it again.

The following example shows how to change your password:

user@GUARD# password

0ld Password: <old-passwords>

New Password: <new-password>

Retype New Password: <new-password>

Changing the Passwords of Other Users

Step 1

Step 2

You must have administration user privileges to change the password of other users.

To change the password of another user, perform the following steps:

Enter the following command in global mode:

password username-password

The username-password argument is the user whose password you are changing.
Enter a new password.

The password must be an alphanumeric, 6- to 24-character string with no spaces. The password is case
sensitive. The system prompts you to confirm the new password by typing it again.

The following example shows how the administrator changes the password of the user Jose:

user@GUARD# password Jose
New Password: <new-password>
Retype New Password: <new-password>

Deleting a User from the Local User Database

When you delete a user from the local user database, the associated user cannot access the Guard if
authentication is performed using the local user database only.

To delete a user from the Guard local user database, use the no user name username command.
The following example shows how to delete a user from the local user database:

user@GUARD-conf# no username Robbin
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Configuring Authorization

A

You can limit the services avail able to auser. When you enabl e authorization, the Guard verifies the user
profile, which islocated either in the local user database or on a TACACS+ security server. The user is
permitted access to the requested service only if the information in the user profile allows it.

You can configure which authorization method that the Guard uses when a user tries to execute a
command. The Guard offers the following authorization options:

¢ TACACS+ authorization—Authorization method that authorizes users through a TACA CS+ server.
Access to a subsequent server isinitiated, if a server is defined, only if communication to a server
fails.

Two types of TACACS+ authorization are supported:

- EXEC authorization—Determines the user privilege level once when the user is authenticated
upon logging into the Guard.

— Command authorization—Consults a TACACS+ server to get authorization for each command
after the user enters the command.

TACACS+ authorization enables you to specify access rights for each command.

Caution

We recommend that you limit authorization to the copy running-config command because using the
copy running-config command allows a user to access all configuration commands, regardless of
whether the user is actually authorized every command in the configuration file.

e Local authorization—Uses locally configured user profiles for command group access control.
Authorization is defined for all commands at the specified privilege level. This authorization
method is the default.

The Guard can use local authorization when communication to the TACACS+ server fails.

You can configure a sequential authorization list that defines the methods for authorizing a user, allows
you to designate one or more methods to be used for authorization, and provides a backup if
communication to the initial method fails.

The Guard uses the first method that you listed to authorize users; if that method does not respond, the
Guard selects the second authorization method. The authorization fails only if both authorization
methods do not succeed.

To configure the Guard to consider an authentication rejection as final and stop further searching with
other TACACS+ servers or the local user database, you can configure the TACACS+ server attributes.
See the “ Configuring the TACACS+ Server Attributes’ section on page 3-14 for more information.

This section contains the following topics:
e Configuring Local Authorization
¢ Configuring Authorization Methods
e TACACS+ Server Sample Configuration
¢ Disabling Tab Completion of Zone Names
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Configuring Local Authorization

Access to Guard operations depends on the user privilege level. You can limit the operations available
to auser. The Guard checks the user profileto verify the user access rights. Once authorized, the user is
granted access to the requested operation only if the information in the user profile allows it. See
Table 2-1 for more information about user privilege levels.

This section contains the following topics:
e Assigning Privilege Levels with Passwords

e Moving Between User Privilege Levels

Assigning Privilege Levels with Passwords

You can set passwords that restrict access to user privilege levels. After you specify the privilege level
and the password, you can give the password to a user who needs to access this level. Without knowing
the privilege level password, the user cannot move to the password-protected level.

To set alocal password to control access to a privilege level, use the following command in
configuration mode:

enable password [level level] [password]

Table 3-5 provides the arguments and keywords for the enable password command.

Table 3-5 Arguments and keywords for the enable password Command
Parameter Description
level level (Optional) Specifiesthe user privilege level. The level can be one of the following:

e admin—Provides access to all operations.

¢ config—Provides accessto all operations except for operations relating to user
definition, deletion, and modification.

¢ dynamic—Providesaccessto monitoring and diagnostic operations, protection,
and learning-related operations. Users with Dynamic privileges can also
configure flex-content filters and dynamic filters.

¢ show—Provides access to monitoring and diagnostic operations.
The default level is admin.

password (Optional) Password for the privilege level. The password must be an al phanumeric,
6- to 24-character string with no spaces. The password is case sensitive. If you do
not enter a password, you are prompted for it.

The following example shows how to assign a password to the user privilege level admin:

user@GUARD-conf# enable password level admin <password>
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Moving Between User Privilege Levels

Authorized users can move between user privilege levels.

To move between user privilege levels, perform the following steps:

Step1  Enter the following command in global mode:

enable [levell

Table 3-6 provides the values for the optional level argument which specifies the user privilege level.

Table 3-6 Keywords for the enable Command

Parameter Description

admin Provides access to al operations. Thisis the default.

config Provides access to all operations except for operations relating to user definition,

deletion, and modification

dynamic Provides access to monitoring and diagnostic operations, protection, and
learning-related operations. Users with Dynamic privileges can also configure
flex-content filters and dynamic filters.

show Provides access to monitoring and diagnostic operations.

Step2  Enter the privilege level password.

The following example shows how to switch to the admin privilege level:

user@GUARD> enable admin
Enter enable admin Password: <passwords>

To return to the show privilege level (as described in Table 3-5), use the disable command.

Configuring Authorization Methods

To configure the authorization method, perform the following steps:

Step1  Configure the TACACS+ server connection if TACACS+ authorization is required. See the
“Configuring the TACACS+ Server Attributes” section on page 3-14 for more information.

Step2  Define the authorization method by entering one of the following commands in configuration mode:
e aaa authorization exec tacacs+
e aaa authorization commands level tacacs+

To remove an authorization method, use the no form of the command.

Cisco Guard Configuration Guide
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Table 3-7 provides the arguments and keywords for the aaa authorization command.

Table 3-7 Arguments and Keywords for the aaa authorization Command

Parameter Description

exec Runs authorization to determineif the user is allowed to run an EXEC shell. The Guard
consultsthe TACACS+ server to determinethe privilege level for an authenticated user.

A

Caution  You must configure authentication for the user on a TACACS+ server before
configuring user authorization or the user may not be able to access the
Guard module (see the “Configuring Authorization” section on page 3-9).

commands |Runs authorization for all commands at the specified privilege level. To configure
authorization for more than one privilege level, use the command for each privilege
level that requires authorization.

level Authorization for the specified privilege level. The level can be one of the following:
e admin—Provides access to all operations.

e config—Provides access to all operations except for operations relating to user
definition, deletion, and modification.

e dynamic—Provides access to monitoring and diagnostic operations, protection,
and learning-related operations. Users with Dynamic privileges can also configure
flex-content filters and dynamic filters.

tacacs+ Verifies the user access rights with a TACACS+ server.

We recommend that you do not configure authorization for show privilege level commands because it
may affect Guard performance.

Note = No TACACS+ authorization is performed for commands that you enter from console sessions.

The following example shows how to configure authorization for commands that require the config
privilege level:

user@GUARD-conf# aaa authorization commands config tacacs+

A

Caution  You must grant access to the Dynamic user privilege level or specify access rights to the configure
command to enable access to the configuration command mode.

TACACS+ Server Sample Configuration

You can specify authorization for each command in the TACACS+ server database.
The following example shows how to configure authorization on a TACACS+ server for the user Zoe:

user=Zoe {
cmd = protect {
permit .*

}
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cmd = "no protect" {
permit .*

cmd = learning {
deny policy*
}

cmd = "no learning" {
deny .*
}

cmd = dynamic-filter {
permit .*
}

cmd = "no dynamic-filter" {
permit .*
}

cmd = flex-filter (
deny .*
}

cmd = "no flex-filter" {
deny .*
1

Disabling Tab Completion of Zone Names

You can limit the access to the zone configurations to authorized users only by disabling the tab
completion feature when entering the zone names. This setting applies to all commands in which you
specify the zone name.

When you enter commands in global or configuration mode, such as the zone command, no zone
command, show zone command, and deactivate command, the Guard no longer displays or completes
the zone name. You must enter the compl ete zone name to configure a zone, change the zone operation
mode, or display zone statistics.

The Guard sends the tab-complete zone-list command to the TACACS+ server when you disable tab
completion of zone names. Configure authorization for the tab-complete zone-list command on the
TACACS+ server to enable tab completion of zone names to authorized users.

The following example shows how to disable tab completion of zone names for all the zone commands:

user@GUARD-conf# aaa authorization commands zone-completion tacacs+

To enable tab completion of zone names, use the no form of the command.

Configuring Accounting

Step 1

Accounting management allows you to track the services that users are accessing and save the
accounting information on a TACACS+ server. You can enable accounting of requested services for
billing, reporting, or security purposes. By default, the Guard is configured with accounting
management disabled.

To configure accounting, perform the following steps:

Configure the TACACS+ server connection. See the “Configuring the TACACS+ Server Attributes’
section on page 3-14 for more information.
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Step 2

Configure accounting by entering the following command in configuration mode:

aaa accounting commands {show | dynamic | config | admin} stop-only {local | tacacs+}

Table 3-8 provides the keywords for the aaa accounting commands command.

Table 3-8 Keywords for the aaa accounting commands Command

Parameter Description

show | dynamic | config | admin |Defines accounting for the specified privilege level (see Table 2-1
for information on user privilege levels).

stop-only Records the action when the command execution terminates.

local Does not save accounting information.

tacacs+ Uses a TACACS+ server database to record accounting
information.

To configure accounting for more than one privilege level, enter the aaa accounting command for each
privilege level for which accounting is required.

We recommend that you enable accounting management for the config user privilege level only.
Tracking and saving accounting data may affect Guard performance.

Use the no form of the command to remove the accounting management for a privilege level.

The following example shows how to configure accounting for commands that require the config
privilege level on a TACACS+ server:

user@GUARD-conf# aaa accounting commands config stop-only tacacs+

Configuring the TACACS+ Server Attributes

A

You must configure the TACACS+ server attributes to enable authentication, authorization, or
accounting with a TACACS+ server.

Caution

Step 1

Step 2

Step 3

You must configure the TACACS+ server attributes before you apply the TACACS+ authentication
method or you may not be able to access the Guard.

To configure the TACACS+ server attributes, perform the following steps:

Configure the IP address of the TACACS+ server by entering the tacacs-server host ip-address
command.

See the “ Configuring a TACACS+ Server IP Address’ section on page 3-15 for more information.

Configure the encryption key that the Guard uses to access the TACACS+ server by entering the
tacacs-server key tacacs-key command.

Seethe “ Configuring the TACACS+ Server Encryption Key” section on page 3-16 for more information.

(Optional) Configure the search method that the Guard uses for authentications by entering the
tacacs-server first-hit command.
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See the “ Configuring the TACACS+ Search Method” section on page 3-16 for more information.

(Optional) Configure the TACACS+ server connection timeout by entering the tacacs-server timeout
timeout command.

See the “ Configuring the TACACS+ Server Connection Timeout” section on page 3-17 for more
information.

Display the TACACS+ server connection statistics by entering the show tacacs statistics command.
See the “Displaying TACACS+ Server Statistics” section on page 3-17 for more information.

The Guard user privilege levels relate to the TACACS+ privilege numeration as follows:
e admin =15
e config=10
e dynamic=5
e show=0
This section contains the following topics:
e Configuring a TACACS+ Server IP Address
¢ Configuring the TACACS+ Server Encryption Key
e Configuring the TACACS+ Search Method
e Configuring the TACACS+ Server Connection Timeout
¢ Displaying TACACS+ Server Statistics

Configuring a TACACS+ Server IP Address

You can configure the Guard to use a sequential list of TACACS+ servers for authentication,
authorization, and accounting. The Guard uses the TACACS+ server list to authenticate or authorize
users or send an accounting event; if that server does not respond, the Guard sel ects the second server.
Authentication or authorization fails only if all serverslisted do not respond.

Alternatively, you can configure the Guard to use only the first TACACS+ server on thelist to
authenticate users (see the “ Configuring the TACACS+ Search Method” section on page 3-16 for more
information).

You must define the | P address of each TACACS+ server on thelist. You can define a maximum of nine
TACACSH servers.

To add a TACACS+ server to the list and assign its |P address, use the following command in
configuration mode:

tacacs-server host ip-address [port port_number]

[ oL-15395-01

Cisco Guard Configuration Guide g



Chapter3  Configuring the Guard |

I Configuring Access Control Using AAA

Table 3-9 provides the arguments and keywords for the tacacs-server host command.

Table 3-9 Arguments and Keywords for the tacacs-server host Command
Parameter Description
ip-address IP address of the TACACS+ server. Enter the IP address in dotted-decimal

notation (for example, an I P address of 192.168.100.1).

port port_number |(Optional) Specifiesthe port number to use. If you do not specify a port number,
the Guard uses port 49 by default.

The TACACS+ servers are added to the list in the order in which you enter them. You can add a
maximum of nine servers to thelist.

The following example shows how to add a server to the TACACS+ server list:

user@GUARD-conf# tacacs-server host 192.168.33.45 port 60

Configuring the TACACS+ Server Encryption Key

You must configure the encryption key to access a TACACS+ server. The key must match the key on the
TACACS+ servers. The key cannot contain spaces.

To configure the server encryption access key, use the following command in configuration mode;
tacacs-server key tacacs-key

The argument tacacs-key is an alphanumeric string that contains up to 100 characters.

Note  You candefineonly oneencryption key. When using several TACACS+ servers, the Guard usesthe same
key to encrypt communication with all TACACS+ servers.

The following example shows how to set the TACACS+ server encryption key to MyKey:

user@GUARD-conf# tacacs-server key MyKey

Configuring the TACACS+ Search Method

You can configure the Guard to consider an authentication rejection as final and stop further searching
with other TACACS+ serversby using the tacacs-server first-hit command in configuration mode. The
Guard performs user authentication using only the first TACACS+ server on the server list to respond.
If the first TACACS+ server does not respond, the Guard sel ects the next server on the list. The Guard
regards the first user authentication approval or rejection received as the final decision and stops
attempting to authenticate the user with other TACACS+ servers.

To configure the Guard to continue a sequential search of the defined TACACS+ serversin an attempt
to find a server that accepts the user authentication, use the no tacacs-server first-hit commandin
configuration mode. This method is the default setting for the first-hit operation. User authentication
failsif all of the defined TACACS+ servers reject the user authentication or the Guard cannot
communicate with any of the servers.

The following example shows how to configure the TACACS+ search method so that the Guard uses
only the first TACACS+ server on the list to authenticate users:

user@GUARD-conf# tacacs-server first-hit
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Configuring the TACACS+ Server Connection Timeout

Note

e

Tip

You can configure the amount of time that the Guard waits for areply from the TACACS+ server. When
the timeout ends, the Guard either attempts to establish a connection with the next TACACS+ server (if
a server was configured) or falls back to local AAA (if afallback was configured). Authentication and
authorization fail if no fallback method is configured.

The same server timeout is used for communication with all TACACS+ servers.

To configure the TACACS+ server connection timeout, use the following command in configuration
mode:

tacacs-server timeout timeout

The timeout argument specifies the amount of time (in seconds) that the Guard waits for a TACACS+
server to reply. The default timeout is 0.

The following example shows how to configure the TACACS+ server connection timeout to 600
seconds:

user@GUARD-conf# tacacs-server timeout 600

You may want to increase the timeout value if you have network problems or if the TACACS+ servers
are slow to respond and cause persistent timeouts.

Displaying TACACS+ Server Statistics

You can display statistical information for the TACACS+ servers that you define by using the show
tacacs statistics command in configuration mode.

To clear the TACACSH+ statistics, use the clear tacacs statistics command in configuration mode.
Table 3-10 displays the fields in the show tacacs statistics command output.

Table 3-10 Field Descriptions in the show tacacs statistics Command Output

Field Description

PASS Specifiesthe number of timesthat the Guard accessed the TACACS+ server successfully
and was granted access.

FAIL Specifiesthe number of timesthat the Guard accessed the TACACS+ server successfully
and was denied access.

ERROR Specifies the number of times that the Guard could not access the TACACS+ server.
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Establishing Communication with the Detector

You can establish a secure communication channel between a Detector and the Guards that you define
on the Detector remote Guard lists. The secure communication channel enables the Detector to perform
the following tasks:

¢ Activate the Guard—When the Detector detects a zone traffic anomaly, it uses the communication
channel to activate the Guard that provides zone protection and to poll the Guard during zone
protection.

¢ Synchronize azone configuration—The Detector usesthe communication channel to exchange zone
configuration information with the Guard.

After you configure the communication channel parameters on both the Detector and Guard, from the
Detector you initiate a connection with the Guard which enables the Detector to exchange the keys and
certificates that are required to establish a secure communication channel with the Guard. The Detector
then closes the connection and establishes the communication channel when it needs to activate the
Guard, synchronize a zone configuration, or poll the Guard.

The Detector and Guard support the following two types of communication channels:
e Secure Shell (SSH) version 2—Enables the Detector to activate the Guard.

e Secure Sockets Layer (SSL)—Enables the Detector to activate the Guard, poll the Guard, and
synchronize zone configurations.

You use the zone remote Guard list and default remote Guard list on the Detector to specify the Guards
that the Detector communicates with for zone protection and synchronization. When you specify a Guard
on aremote Guard list, you select the type of communication channel that the Detector is to establish
with the Guard: SSH or SSL. Both devices require the SSH service for establishing a SSH or SSL
communication channel. By default, the SSH service is always enabled on both devices. When you
establish an SSL communication channel, the Detector uses the SSH communication channel only for
the initial connection with a Guard, at this time the devices exchange their keys and certificates.

Note  Before you can establish a communication channel between a Detector and a Guard, you must add the
Guard to aremote Guard list on the Detector. For more information, see the Cisco Traffic Anomaly
Detector Module Configuration Guide and Cisco Traffic Anomaly Detector Configuration Guide.

This section contains the following topics:
e Configuring the SSL Communication Channel Parameters

e Configuring the SSH Communication Channel Parameters

Configuring the SSL Communication Channel Parameters

Configure an SSL communication channel between the Detector and the Guard when you need the
Detector to interact with the Guard as follows:

¢ Activate the Guard when the Detector detects a traffic anomaly.

¢ Synchronize zone configurations with the Guard.
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¢ Poll the Guard to identify that an attack on the zone has ended. If you enable the detect and learn
process on the Detector, the Detector suspends the learning process (threshold tuning) when it
detects an attack on the zone. The Detector pollsthe Guard that it activated to mitigate the attack to
determine when the attack is over. At this point, the Detector automatically resumes the learning
process.

¢ Monitor communication with the Guard and notify you if remote actions fail, such as activating the
Guard to protect the zone.

An SSL communication channel provides secure connections through a combination of authentication
and data encryption and relies upon digital certificates, private-public key exchange pairs, and
Diffie-Hellman key agreement parameters for this level of security. SSL encrypts the data so that only
the intended recipient can decipher the data.

Each Guard and Detector uses adigital certificate to authenticate the device attempting to communicate
with it over the communication channel. The identity of the Guard and the Detector in the SSL
certificates is associated with the device | P address. To ensure a secure connection, the Detector
generates a private-public key pair and distributes its public key to the Guards that you define on the
remote Guard lists.

After you configure the SSL communication parameters on both the Guard and the Detector, you must
establish the communication channel between the two devices, which you perform from the Detector.
During theinitial connection to the Guard, the Detector establishes an SSH communication channel with
the user riverhead on the Guard and then the devices exchange the keys and certificates that are required
to secure the communication channel. After the initial connection, the Detector establishes an SSL
communication channel when needed to activate the Guard, poll the Guard, or synchronize zone
configurations.

If you replace one of the devices on either end of an SSL communication channel or change one of their
I P addresses, then you must regenerate the SSL certificates in both devices so that the two devices can
successfully authenticate each other.

This section contains the following topics:
e Enabling an SSL Communication Channel
¢ Regenerating SSL Certificates

Enabling an SSL Communication Channel

A

To enable an SSL communication channel, you must configure the Guard and the Detector to allow the
following connection types:

e SSH—The Detector establishes the initial connection with the Guard using an SSH communication
channel to exchange the keys and certificates.

e SS|L—The Detector uses an SSL communication channel to establish all connections with the Guard
after the initial connection.

Caution

If the Guard is authenticating users using TACACS+ authentication, you must define the user riverhead
on the TACACS+ server to enable the Detector to establish the SSH communication channel during the
initial connection with the Guard.
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Step 1

Step 2

Step 3

To enable an SSL communication channel, perform the following steps on both the Guard and the
Detector:

Permit access to the SSH service by the companion device IP address by entering the per mit ssh
ip-address-general [ip-mask] in configuration mode.

The ip-address-general and ip-mask arguments define the IP address of the companion device.

Enable the communication channel service by entering the service internode-comm command in
configuration mode.

Permit access to the communication channel service by the companion device | P address by entering the
permit internode-comm ip-address-general [ip-mask] command in configuration mode.

The ip-address-general and ip-mask arguments define the IP address of the companion device.

After you configure the Guard and the Detector to enable the SSL communication channel, you can
establish the communication channel between them. For information on establishing the communication
channel, see the Cisco Traffic Anomaly Detector Module Configuration Guide or the Cisco Traffic
Anomaly Detector Configuration Guide.

Regenerating SSL Certificates

Step 1

Step 2

The key that identifies the Guard and the Detector in the SSL certificates is associated with the device
IP addresses. You must regenerate new SSL certificates for the Guard and the Detector on both ends of
a communication channel when you make the following changes:

¢ Change the IP address of one of the devices.
¢ Replace one of the devices.

The process of regenerating new SSL certificates includes deleting the current certificates from both
devices. To display the current SSL certificates, use the show inter node-comm certs command.

To regenerate the current SSL certificates, perform the following steps:

From the Detector, delete the SSL certificate of the Guard by using the following command in
configuration mode:

cert remove cert-host-ip

The cert-host-ip argument specifies the | P address of the Guard. Enter an asterisk (*) to delete the SSL
certificates of all Guards.

The following example shows how to delete an SSL certificate:

user@DETECTOR-conf# cert remove 10.56.36.4

From the Guard, delete the SSL certificate of the Detector by using the following command in
configuration mode:

cert remove cert-host-ip

The cert-host-ip argument specifiesthe IP address of the Detector. Enter an asterisk (*) to delete the SSL
certificates of all Detectors that have established communication channels with the Guard.
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If you replace the Guard, then you must also delete its SSH host key from the Detector. From the
Detector, use the following command in configuration mode to delete the Guard SSH host keys:

no host-keys ip-address-general

The ip-address-general argument specifies the | P address of the remote device.

From the Detector, regenerate new SSL certificates by establishing a new SSL communication channel
between the Guard and the Detector. For information about establishing a communication channel, see
the Cisco Traffic Anomaly Detector Module Configuration Guide or the Cisco Traffic Anomaly Detector
Configuration Guide.

Configuring the SSH Communication Channel Parameters

Configure an SSH communication channel between the Detector and the Guard when the only
interaction between the two devices that you need is for the Detector to activate the Guard when it
detects atraffic anomaly. An SSH communication channel does not allow the Detector to perform the
following tasks with the Guard:

¢ Synchronize zone configurations with the Guard.

¢ Poll the Guard to identify that an attack on the zone has ended. If you enable the detect and learn
process on the Detector, the Detector suspends the learning process (threshold tuning) when it
detects an attack on the zone. Because the Detector cannot poll the Guard to determine when the
attack is over, it is unable to automatically resume the learning process when the attack ends.

¢ Monitor communication with the Guard and notify you if remote actions fail, such as activating the
Guard to protect the zone.

To allow the Detector to perform these tasks, you must configure an SSL communication channel (see
the “ Configuring the SSL Communication Channel Parameters” section on page 3-18).

To ensure a secure SSH communication channel, the Detector generates a private-public SSH key pair
and distributes the public SSH key to the Guards listed in the remote Guard lists.

After you enable the SSH communication channel, you must establish the communication channel
between the Detector and the Guard, which you perform from the Detector.

If you replace a Guard at one end of an SSH communication channel, then you must regenerate the SSH
private (host) and public keys on the Detector so that it can successfully authenticate itself with the new
Guard.

This section contains the following topics:
¢ Enabling an SSH Communication Channel
¢ Regenerating SSH Communication Channel Keys

Enabling an SSH Communication Channel

A

To enable an SSH communication channel between a Guard and a Detector, permit access to the SSH
service on the Guard from the Detector | P address by entering the per mit ssh command in configuration
mode

Caution

If the Guard is authenticating users using TACACS+ authentication, you must define the user riverhead
on the TACACS+ server to enable the Detector to establish the SSH communication channel.
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After you enablethe SSL communication channel between the Guard and the Detector, you can establish
the communication channel between them. For information on establishing the communication channel,
see the Cisco Traffic Anomaly Detector Module Configuration Guide or the Cisco Traffic Anomaly
Detector Configuration Guide.

Regenerating SSH Communication Channel Keys

Step 1

Step 2

If you replace a Guard that a Detector communicates with over an SSH communication channel, then
you must perform the following steps to regenerate the SSH communication channel keys:

Delete the SSH host key from the Detector by entering the no host-keys ip-address-general
configuration mode command on the Detector.

The ip-address-general argument specifies the | P address of the remote device.

To display the host keys listed on the Guard, use the show host-keys command.

Configure the SSH key on the remote Guard by performing one of the following actions:
e Establish anew SSH communication channel from the Detector.

¢ Add the Detector public key manually to the remote Guard. You can copy the Detector public SSH
key, and paste it into the list of SSH keys that the Guard maintains.

To display the Detector public SSH key, use the show public-key command on the Detector.

To add the Detector public SSH key to the list of SSH keys that the Guard maintains, use the key
add command on the Guard. See the “Adding SSH Keys” section on page 3-24 for more
information.

Configuring a Date and a Time

You can set the time and the date by using the following command in configuration mode:
date MMDDhhmm[[CC] YY][.ss]

Table 3-11 provides the arguments for the date command.

Table 3-11 Arguments for the date Command

Parameter |Description

MM Month in numeric figures.

DD Day of the month.

hh Hour in a 24-hour clock.

mm Minutes.

CcC (Optional) First two digits of the year (for example, 2005).
YY (Optional) Last two digits of the year (for example, 2005).
.SS (Optional) Seconds (the decimal point must be present).
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Synchronizing the Guard Clock with an NTP Server

The following example shows how to configure the date to October 8 of the year 2007 and the time to
5:10 pm (1710) and 17 seconds:

user@GUARD-conf# date 1008171003.17
Wed Oct 8 17:10:17 EDT 2003

Synchronizing the Guard Clock with an NTP Server

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

To configure the Guard system clock to synchronize with a Network Time Protocol (NTP) server,
perform the following steps in configuration mode:

Configure the date and time locally by entering the following command:

date MMDDhhmm[[CC]YY] [.ss]

See the “ Configuring a Date and a Time” section on page 3-22 for more information.
Configure the Guard system time zone by entering the following command:

timezone timezone-name
The timezone-name argument specifies the name of the time zone. The name is composed of the
continent /city options.
The following are the continent options:
o Africa, America, Antarctica, Arctic, Asia, Atlantic, Australia, Europe, Indian, Pacific

e Etc—Wildcard for adesired time zone

e

ﬁ The time zone name is case sensitive. Type the desired continent name and press TAB twice for
alist of relevant cities.

Enable the NTP service by entering the following command:

service ntp

Permit access to the NTP service from a network address by entering the following command:

permit ntp ip-address

Configure the IP address of the desired NTP server by entering the following command:

ntp server ip-address

The ip-address argument specifies the NTP server |P address.
Reload the Guard configuration.

The following example shows how to configure an NTP server:

user@GUARD-conf# date 1008171003.17
user@GUARD-conf# timezone Africa/Timbuktu
user@GUARD-conf# service ntp
user@GUARD-conf# permit ntp 192.165.200.224
user@GUARD-conf# ntp server 192.165.200.224
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Managing SSH Keys

The Guard supports SSH for secure remote login. You can add a list of SSH keys to enable secure
communication from a remote device to the Guard without entering alogin and password.
The section describes how you can manage the Guard SSH key list and contains the following topics:
¢ Adding SSH Keys
e Deleting SSH Keys

Adding SSH Keys

You can enable an SSH connection without entering alogin and password by adding the remote
connection SSH public key to the Guard SSH key list.

Enter the following command in configuration mode:
key add [user-name] { ssh-dsa | ssh-rsa} key-string comment

Table 3-12 provides the arguments and keywords for the key add command.

Table 3-12 Arguments and Keywords for the key add
Command
Parameter Description

user-name (Optional) Name of the user to which the SSH key isadded. Only an administrator can
add an SSH key for other users.

The default isto add the SSH key for the current user.

ssh-dsa Specifies the SSH2-DSA key type.
ssh-rsa Specifies the SSH2-RSA key type.
key-string Public SSH key that was created on a Cisco Traffic Anomaly Detector or remote

terminal. The key string is limited to 8192 bits.

You must copy the complete key and exclude the key type identification (ssh-rsa or
ssh-dsa).

comment Device description. The comment format is usually in the format of user@hostname
for the user and machine used to generate the key. For example, the default comment

used for the SSH public keys that the Cisco Traffic Anomaly Detector generates is
root@DETECTOR.

The following example shows how to add an SSH RSA key:

user@GUARD-conf# key add ssh-rsa 14513797528175730. . .user@Guard.com

Deleting SSH Keys

You can remove an SSH key from the list. If you remove the SSH key, you must authenticate the next
time that you establish an SSH session with the Guard.

Cisco Guard Configuration Guide
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To remove an SSH key from the Guard, use the following command in configuration mode:
key remove [user-name] key-string

Table 3-13 provides the arguments for the key remove command.

Table 3-13 Arguments for the key remove Command
Parameter Description
user-name (Optional) Name of the user from which the SSH keys are removed.

Only an administrator can delete an SSH key for other users. The default isto delete
the SSH key for the current user.

key-string Public SSH key to delete.

Paste the SSH public key onto the prompt. Paste only the key without the
identification field (ssh-rsa or ssh-dsa).

The following example shows how to view auser key so that it can be cut and pasted into the key remove
command:

user@GUARD-conf# show keys Lilac
ssh-rsa 2352345234523456... user@Guard.com
user@GUARD-conf# key remove Lilac 2352345234523456...

Configuring the Keys for SFTP and SCP Connections

Step 1

Step 2

Step 3

Secure File Transfer Protocol (SFTP), which is layered on top of SSH2, and Secure Copy Protocol
(SCP), which relies on SSH, provide a secure and authenticated method for copying files. SFTP and SCP
use public key authentication and strong data encryption, which prevents login, data, and session
information from being intercepted or modified in transit.

To configure the keys for SFTP and SCP connections, perform the following steps:

Display the Guard public key on the Guard by entering the show public-key command in configuration
mode.

If the key exists, skip Step 2 and proceed to Step 3.
If no key exists, proceed to Step 2.

Generate a private-public key pair on the Guard by entering the key gener ate command in configuration
mode.

If an SSH key pair already exists, the following message appears:

/root/.ssh/id_rsa already exists.
Overwrite (y/n)?

Typey to regenerate the key.

The Guard creates the public-private key pair. To display the Guard public key, use the show public-key
command in configuration mode.

Copy the public key from the Guard and paste it into the key file on the network server.
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Note

For example, if you are connecting to anetwork server that isinstalled on aLinux operating system with
the username user account, add the Guard public key to the /home/username/.ssh/authorized_keys2 file.

Make sure that the key is copied as a single line. If the key is copied as two lines, delete the new line
character at the end of the first line.

If you do not copy the public key and paste it into the key file on the network server, you cannot
configure automatic export functions (such as the export reports command) and you have to enter your
password each time that you manually connect to the network server.

Changing the Hostname

You can change the hostname of the Guard. The change takes effect immediately, and the new hosthname
is automatically integrated into the CLI prompt string.

To change the Guard hostname, use the following command in configuration mode:
hostname name

The name argument specifies the new hostname.

The following example shows how to change the hostname of the Guard:

user@GUARD-conf# hostname CiscoGuard
admin@CiscoGuard-conf#

Enabling SNMP Traps

Step 1

Step 2

You can enable the Guard to send SNMP traps and notify you of significant events that occur on the
Guard. In addition, you can configure the Guard SNMP trap generator parameters and define the scope
of the SNMP trap information that the Guard reports.

A trapislogged in the Guard event log and displayed in the event monitor when atrap condition occurs,
regardless of whether the SNM P agent sends the trap.

To configure the Guard to send SNMP traps, perform the following steps:

Enable the SNMP trap generator service by entering the following command in configuration mode:

service snmp-trap

Configure the SNMP trap generator parameters (the trap destination | P address and the trap information
scope) by entering the following command:

snmp trap-dest ip-address [community-string [min-severityl]]

Table 3-14 provides the arguments for the snmp trap-dest command.
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Table 3-14 Arguments for the snmp trap-dest Command
Parameter Description
ip-address Destination host | P address.

community-string

(Optional) Community string that is sent with the trap. This string must match the
community string defined for the destination host. The default community string
ispublic. Enter an alphanumeric string from 1 to 15 characters. The string cannot
contain spaces.

min-severity

(Optional) Trap information scope. Define the scope by stating the minimum
severity-level coverage. Thetrap then displays all specified severity-level events
and above. For example, if you specify Warnings, the trap displays all
severity-level events from Warningsto Emergencies. Thefollowing list statesthe
severity-level options:

Emergencies—System is unusable (severity=0).
e Alerts—Immediate action needed (severity=1).
e Critical—Critical conditions (severity=2).
e Errors—Error conditions (severity=3).
e Warnings—Warning conditions (severity=4).
¢ Notifications—Normal but significant conditions (severity=5).
¢ Informational—Informational messages (severity=6).
¢ Debugging—Debugging messages (severity=7).
By default, the report displays all severity-level events.

To delete SNMP trap generator parameters, use the no snmp trap-dest command. Enter an asterisk (*)
to remove all SNMP trap destination parameters.

The following example shows that traps with a severity level equal to or higher than errors are sent to
the destination I P address 192.168.100.52 with the SNMP community string of tempo:

user@GUARD-conf# snmp trap-dest 192.168.100.52 tempo errors

Table 3-15 lists the SNMP traps that the Guard generates.

Table 3-15 SNMP Traps

SNMP Trap

Severity Description

rhExcessiveUtilizationTrap |EMERGENCY The Guard cannot add new dynamic filters

because more than 150,000 dynamic filters are
active concurrently in all the Guard zones.

rhExcessiveUtilizationTrap |EMERGENCY The anomaly detection engine memory limit was

reached (higher than 90 percent).

rhGeneral Trap

EMERGENCY The Guard failed to activate zone protection by
using the packet activation method and will send
subsequent traps with an ALERT severity level.
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Table 3-15 SNMP Traps (continued)

SNMP Trap Severity Description

rhGeneral Trap EMERGENCY The Guard failed to activate diversion.

rhGeneral Trap EMERGENCY The Guard restored diversion.

rhGeneral Trap ALERT The Guard failed to activate zone protection by
using the packet activation method, and atrap
with an EMERGENCY severity level was
already generated.

rhGeneral Trap ALERT The disk space is 80 percent.

rhExcessiveUtilizationTrap |CRITICAL The Gigabit interface link utilization in bpst is
above 85 percent.

rhExcessiveUtilizationTrap |CRITICAL The memory utilization is above 85 percent.

rhExcessiveUtilizationTrap |CRITICAL The accelerator card CPU utilization is above 85
percent.

rhGeneral Trap CRITICAL The HW diagnostics card reported an error.

rhLinkStatusTrap CRITICAL Thelink is down.

rhDynamicFilterTrap ERROR The number of pending dynamic filters is 1000,
and new pending dynamic filters will be
discarded.

rhZoneGenericTrap ERROR The Guard failed to synchronize the zone
configuration.

rhGeneral Trap ERROR The Guard failed to activate zone protection as
follows:

e From protect or from learn to protect and
learn
e From protect and learn to protect or to learn

The Guard deactivated zone protection and the
learning process.

rhDynamicFilterTrap WARNING The Guard failed to add dynamic filters.

rhExcessiveUtilizationTrap |WARNING The Guard has more than 135,000 dynamic
filters that are active concurrently in all the
zones. When the number of active dynamic
filters reaches 150,000, the Guard cannot add
new dynamic filters.

rhGeneral Trap WARNING The disk space is 75 percent.

rhPolicyConstructionTrap WARNING The policy construction phase of the learning
process has failed.

rhProtectionTrap WARNING The Guard failed to start zone protection.
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Table 3-15 SNMP Traps (continued)

SNMP Trap Severity Description

rhReloadTrap WARNING The Guard has restarted. The trap contains a
MIB2 warm-start or cold-start trap and
information on what caused the Guard to restart.

rhReloadTrap WARNING The Guard has shut down. The trap contains a a

MIB2 warm-start or cold-start trap and
information on what caused the Guard to shut
down.

rhThresholdTuningTrap

WARNING

The threshold tuning phase of the learning
process has failed.

rhAttackTrap

NOTIFICATIONS

An attack has started.

rhAttackTrap

NOTIFICATIONS

An attack has ended.

rhLinkStatusTrap

NOTIFICATIONS

Thelink is up.

rhPolicyConstructionTrap

NOTIFICATIONS

The policy construction phase of the learning
process has been started.

rhPolicyConstructionTrap

NOTIFICATIONS

The policy construction phase of the learning
process has been accepted.

rhPolicyConstructionTrap

NOTIFICATIONS

The policy construction phase of the learning
process has been stopped.

rhProtectionTrap

NOTIFICATIONS

The zone protection has started.

rhProtectionTrap

NOTIFICATIONS

The zone protection has ended.

rhThresholdTuningTrap

NOTIFICATIONS

The threshold tuning phase of the learning
process has been started.

rhThresholdTuningTrap

NOTIFICATIONS

The threshold tuning phase of the learning
process has been accepted.

rhThresholdTuningTrap

NOTIFICATIONS

The threshold tuning phase of the learning
process has been stopped.

rhZoneGenericTrap

NOTIFICATIONS

The Guard has started to synchronize the zone
configuration.

rhZoneTrap

NOTIFICATIONS

A new zone has been created.

rhZoneTrap

NOTIFICATIONS

A zone has been del eted.

rhDynamicFilterControl Trap

INFO

The number of attack-detection events that the
Guard did not send for a specific policy.

rhDynamicFilterControl Trap |INFO The Guard has more than 1000 active dynamic
filters and will not send traps for dynamic filters
that it deletes.

rhDynamicFilterTrap INFO A dynamic filter has been added.

rhDynamicFilterTrap INFO A dynamic filter has been deleted.

rhDynamicFilterTrap INFO A pending dynamic filter has been added.

1. bps = bits per second
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Configuring SNMP Community Strings

You can access the Guard SNMP server and retrieve information as defined by the Management
Information Base 2 (MIB2) and the Cisco Riverhead proprietary MIB. The community string actslike a
password and permits read access from the Guard SNMP agent. You can configure the Guard SNMP
community string and enabl e access to the SNM P agent from clientsin different organizational unitsand
with different community strings.

To add an SNMP community string, use the following command in configuration mode:
snmp community community-string

The community-string argument specifies the desired Guard community string. Enter an alphanumeric
string from 1 to 15 characters. The string cannot contain spaces. The Guard default community string is
riverhead. You can specify as many community names as you want. To delete a community string, use
the no community string command. Enter an asterisk (*) to remove all SNMP community strings.

The following example shows how to configure the SNMP community string:

user@GUARD-conf# snmp community tempo

Configuring the Login Banner

Thelogin banner isthe text that appears on the screen before user authentication when you open an SSH
session, a console port connection, or a WBM session to the Guard.

You can configure alogin banner to warn users against unauthorized access, describe what is considered
the proper use of the system, and to alert users that the system is being monitored to detect improper use
and other illicit activity.

The Guard displays the login banner in the following locations:

e CLI—Before the password login prompt or as a popup window (depending on the SSH client that
you are using).

e WBM—On the right side of the Guard login window.
This section contains the following topics:

e Configuring the Login Banner from the CLI

¢ Importing the Login Banner

¢ Deleting the Login Banner

Configuring the Login Banner from the CLI

You can create a single or multiple message banner by using the login-banner command. If you enter
more than one login banner, the new login banner is appended to the existing login banner as a new line.

To configure the login banner, use the following command in configuration mode:
login-banner banner-str

The banner-str argument specifies the banner text. The maximum string length is 999 characters. If you
use spaces in the expression, enclose the expression in quotation marks (“ ).
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To display the login banner, use the show login-banner command.

The following example shows how to configure and display the login banner:

user@GUARD-conf# login-banner “Welcome to the Cisco Guard”
user@GUARD-conf# login-banner “Unauthorized access is prohibited.”
user@GUARD-conf# login-banner “Contact sysadmin@corp.com for access.”
user@GUARD-conf# show login banner

Welcome to the Cisco Guard

Unauthorized access is prohibited.

Contact sysadmin@corp.com for access.

Importing the Login Banner

You can import atext file from a network server to replace the existing login banner by entering one of
the following commands in global mode or in configuration mode:

e copy ftp login-banner server full-file-name [login [password]]
e copy {sftp | scp} login-banner server full-file-name login
The maximum length of each line in the file that you import is 999 characters.

Because SFTP and SCP rely on SSH for secure communication, if you do not configure the key that the
Guard uses before you enter the copy command with the sftp or scp option, the Guard prompts you for
the password. See the “ Configuring the Keys for SFTP and SCP Connections” section on page 3-25 for
more information on how to configure the key that the Guard uses for secure communication.

Table 3-16 provides the arguments and keywords for the copy login-banner command.

Table 3-16 Arguments and Keywords for the copy login-banner Command

Parameter Description

ftp Specifies FTP.

sftp Specifies SFTP.

scp Specifies SCP.

server I P address of the network server. Enter the | P address in dotted-decimal notation (for

example, enter 192.168.10.2).

full-file-name |Complete name of thefile. If you do not specify a path, the server copiesthefile from
your home directory.

login (Optional) The server login name. The login argument is optional when you define an
FTP server. When you do not enter alogin name, the FTP server assumes an
anonymous login and does not prompt you for a password.

password (Optional) Password for the remote FTP server. If you do not enter the password, the
Guard prompts you for it.

The following example shows how to import the login banner from an FTP server:

user@GUARD-conf# copy ftp login-banner 10.0.0.191 /root/login-banner <user> <passwords>

Cisco Guard Configuration Guide
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Deleting the Login Banner

If you no longer want to display a message before user authentication, delete the login banner.
To delete the login banner, use the no login-banner command in configuration mode.

The following example shows how to delete the login banner:

user@GUARD-conf# no login-banner

Configuring the WBM Logo

To customize your end-user interface, you can add a company logo or any customized logo to the WBM
web pages.

The new logo appears in the following places:
¢ Onthe Guard login page, under the Cisco Systems logo.
e Onall WBM pages, except for the Guard login page, on the right side of the Cisco Systems logo.

The new logo must be in GIF format. We recommend that the size of the new logo is as follows:;
width = 87 pixels and height = 41 pixels.

This section contains the following topics:
¢ Importing the WBM Logo
¢ Deleting the WBM Logo

Importing the WBM Logo

To import a new logo from a network server, use the following command in global mode or in
configuration mode:

e copy ftp wbm-logo server full-file-name [login [password]]
e copy {sftp | scp} wbm-logo server full-file-name login

Because SFTP and SCP rely on SSH for secure communication, if you do not configure the key that the
Guard uses before you enter the copy command with the sftp or scp option, the Guard prompts you for
a password. See the “Configuring the Keys for SFTP and SCP Connections’ section on page 3-25 for
more information on how to configure the key that the Guard uses for secure communication.

Table 3-17 provides the arguments and keywords for the copy wbm-logo command.

Table 3-17 Arguments and Keywords for the copy wbm-logo Command

Parameter Description

ftp Specifies FTP.

sftp Specifies SFTP.

scp Specifies SCP.

server I P address of the network server. Enter the |P address in dotted-decimal notation
(for example, enter 192.168.10.2).
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Table 3-17 Arguments and Keywords for the copy wbm-logo Command (continued)

Parameter Description

full-file-name Complete name of the file including the GIF file extension. If you do not specify a
path, the server copies the file from your home directory.

login (Optional) Server login name. The login argument is optional when you define an
FTP server. When you do not enter alogin hame, the FTP server assumes an
anonymous login and does not prompt you for a password.

password (Optional) Password for the remote FTP server. If you do not enter the password,
the Guard prompts you for it.

The following example shows how to import the WBM logo file from an FTP server:

user@GUARD-conf# copy ftp wbm-logo 10.0.0.191 /root/WBMlogo.gif <user> <passwords>

Deleting the WBM Logo

To delete the WBM logo, use the no wbm-logo command in configuration mode.
The following example shows how to del ete the login banner:

user@GUARD-conf# no wbm-logo

Configuring the Session Timeout

The session timeout isthe amount of time that a session remains active when there isno activity. If there
is no activity for the configured time, atimeout occurs, and then you must log in again. The session
timeout is disabled by default.

The session timeout applies to the CLI only and does not apply to the WBM.

You can configure the number of minutes until the Guard disconnects an idle session automatically by
entering the following command in configuration mode:

session-timeout timeout-val
The timeout-val argument specifies the number of minutes until the Guard disconnects an idle session

automatically. Valid values are from 1 to 1440 minutes (one day).
The following example shows how to configure the Guard to disconnect an idle session after 10 minutes:

user@GUARD-conf# session-timeout 10

To prevent the Guard from disconnecting idle sessions automatically, use the no session-timeout
command.

To display the value of the session timeout, use the show session-timeout command.
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CHAPTER I

Configuring Traffic Diversion

This chapter describes how to configure traffic diversion with the Cisco Guard (Guard).

Traffic diversion configuration is topology independent. The configuration procedures for Layer 2 and
Layer 3 topologies are identical.

To save all configuration changes to the Guard memory, use the write memory command in router
configuration mode.

Information provided in this document regarding Cisco router configuration is for informational
purposes only. Refer to the appropriate user guides for detailed information.

This chapter contains the following sections:
¢ Understanding the BGP Diversion Method
¢ Understanding Traffic Forwarding Methods
e Long Diversion Method

Understanding the BGP Diversion Method

Following standard Border Gateway Protocol (BGP) routing definitions, routers select the routing path
with the longest matching prefix (also known as the “most specific”). After establishing a BGP session
with the router, the Guard sends a routing update where the Guard is listed as the best path for the
protected zone. The network prefix that the Guard announcesis longer than the one already listed in the
router’srouting table, overriding the router's routing table definition. The prefix subnet is configured per
zone subnet 1P address. BGP is configured similarly in all networks.

To configure traffic diversion in Layer 2 and Layer 3 network topologies, perform the following:

1. Configure traffic diversion using BGP (see the “Guard BGP Configuration” section for more
information).

2. Configure the appropriate traffic forwarding method (the “Understanding Traffic Forwarding
Methods” section for more information).

Figure 4-1 provides examples of Layer 2 and Layer 3 network topologies. In both network topologies,
the Guard diverts the traffic from router R1.
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Figure 4-1 BGP Configuration
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After BGP diversion is established, the router’s routing tables points to the Guard as the best route to the
zone and the router forwards all traffic destined to the zone's |P address to the Guard.

This section contains the following topics:
¢ BGP Configuration Guidelines
e Guard BGP Configuration
¢ Cisco Router BGP Configuration

BGP Configuration Guidelines

This section provides general guidelines for BGP configuration on the Guard and on a divert-from

router.

Note  The guidelines provided in this section apply to the BGP configuration on any router from which the
Guard diverts the traffic. The sample BGP configurations in the following sections is presented using

the syntax of the Cisco |OS software.

Note  The following examples are provided using common External Border Gateway Protocol (eBGP). You
should consider the network configuration and determine whether eBGP or Internal Border Gateway
Protocol (iBGP) should be implemented in your network.
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Follow these guidelines when the Guard and adjacent routers operate using common eBGP:
1. Configure the Guard with an easily recognizable Autonomous System (AS) number.

The Guard sends routing information only when it diverts traffic. This route appear in the router’s
routing tables. Using a recognizable value allows you to easily identify the Guard in the router’s
routing tables.

2. To ensure that the Guard’s routing information is not redistributed to other internal and external
BGP neighboring devices, perform the following:

¢ Configure the Guard to not send routing information and to drop incoming BGP routing
information.

¢ Set the Guard BGP community attribute values to no-export and no-advertise.

A match in the community attributes enables the Guard to filter BGP announcements on the router
and enforce this policy.

3. Enter the soft-reconfiguration inbound command during the setup procedures. This command is
useful for troubleshooting and allows you to restore a routing table without reconnecting to the
neighboring device.

See the “BGP Diverting Method” section on page A-5 for more information about BGP.

Guard BGP Configuration

~

Note

Step 1

Step 2

You can configure BGP on the Guard using the Zebra application (see http://www.zebra.org for more
information about the Zebra application).

We recommend that you configure a zone's diversion when the zone is in standby mode.

To enter diversion configuration on the Guard, perform the following steps:

From the Configuration command group level, enter the following command:

admin@GUARD-conf# router

The following prompt appears, indicating that the system has entered the Zebra application in
nonprivileged mode:

routers>

e

ﬁ At each command level of the Zebra application, press the question mark (?) key to display the
list of commands available at this mode.

Switch to the privileged mode by entering the following command:

router> enable

The following prompt appears, indicating that the system has entered the Zebra application privileged
mode:

router#
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Step 3

Step 4

Note

~

Note To quit the Zebra application, enter the exit command from the router command level. To exit
from the current command group level to a higher group level, enter the exit command.

Switch to terminal configuration mode by entering the following command:
router# config terminal
The following prompt appears, indicating that the system has entered the Zebra application
configuration mode:
router (config) #
Configure routing on the Guard using the commands shown in the following example. These commands
observe the following conventions:
¢ Itemsin bold represent commands.
¢ Itemsin bold italic represent names. You may replace these names.

¢ Itemsinitalics enclosed in angle brackets (< >) represent values that you must supply. Replace the
termsin italicswith the Guard and router (adivert-from router) valuesindicated. Do not include the
angle brackets.

You can use the prefix-list, route-map, or distribute-list method for filtering outgoing routing
information about arouter. The following example describes the distribute-list method. You can use the
prefix-list or route-map filtering method types as long as the routing information is not sent to the Guard.

The following commands must be entered on the Guard:

router (config)# router bgp <Guard-AS-numbers

router (config-router)# bgp router-id <Guard-IP-address>

router (config-router)# redistribute guard

router (config-router)# neighbor <Router-IP-address> remote-as <Router-AS-numbers
router (config-router)# neighbor <Router-IP-address> description <descriptions>
router (config-router)# neighbor <Router-IP-address> soft-reconfiguration inbound
router (config-router)# neighbor <Router-IP-address> distribute-list nothing-in in
router (config-router)# neighbor <Router-IP-address> route-map Guard-out out
router (config-router)# exit

router (config)# access-list nothing-in deny any

router (config)# route-map Guard-out permit 10

router (config-route-map)# set community no-export no-advertise

)
)
)
)
)
)

This section contains the following topics:
¢ Guard BGP Configuration Example
¢ Displaying the Guard Router Configuration File

Guard BGP Configuration Example

To display the Guard router configuration, enter the show running-config command from the router
command level. In the following example, the router’s AS number is 100, and the Guard’s AS number
is 64555,
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The following partial sample output is displayed:

router# show running-config

router bgp 64555
bgp router-id 192.168.8.8
redistribute

neighbor
neighbor
neighbor
neighbor

neighbor
!

192
192
192
192
192

guard

.168.
.168.
.168.
.168.
.168.

8.

@ 0o

© ™
[

remote-as 100

description divert-from router
soft-reconfiguration inbound
distribute-list nothing-in in
route-map Guard-out out

access-1list nothing-in deny any

route-map Guard-out permit 10
set community 100:64555 no-export no-advertise

Displaying the Guard Router Configuration File

You can display the Guard router configuration file by entering the following command from the Global
command group level:

show running-config router

The information that displays is the same information that displays when you enter the show
running-config command from the router command level (seethe “ Guard BGP Configuration Example’

section.

Cisco Router BGP Configuration

This section describes the router BGP configuration used when you configure atraffic diversion. The
syntax in the commands is taken from the BGP configuration on a Cisco router.

These commands observe the following conventions:

e Itemsin bold represent commands.

¢ Itemsin bold italic represent names. You may replace these names.

¢ Itemsinitalics enclosed in angle brackets (< >) represent values that you must supply. Replace the
termsin italicswith the Guard and router (adivert-from router) valuesindicated. Do not include the

angle brackets.

The following configuration example shows the commands to use to configure BGP on a Cisco router:

R7200 (config) # router
R7200 (config-router)#
R7200 (config-router)#
R7200 (config-router
R7200 (config-router
R7200 (config-router
R7200 (config-router
R7200 (config-router
R7200 (config-router)#

)
)
)
)
)
)

bgp <Router-AS>

bgp log-neighbor-changes

neighbor <Guard-IP-address> remote-as GuardAS

neighbor <Guard-IP-address> description <descriptions>
neighbor <Guard-IP-address> soft-reconfiguration inbound
neighbor <Guard-IP-address> distribute-list routesToGuard out
neighbor <Guard-IP-address> route-map Guard-in in

no synchronization

exit

R7200 (config)# ip bgp-community new-format

R7200 (config)# ip community-list expanded <Guard-community-name> permit no-export
no-advertise
R7200 (config) # route-map Guard-in permit 10

R7200 (config-route-map)# match community <Guard-community-name> exact match
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R7200 (config-route-map)# exit
R7200 (config)# ip access-1list standard routestoGuard
R7200 (config-std-nacl)# deny any

The no synchronization command prevents the distribution of the Guard BGP routing updates into
Interior Gateway Protocol (IGP).

Cisco Router BGP Configuration Example

To display the router configuration, enter the show running-config command from the router global
command level. In the following example, the router’s AS number is 100, and the Guard’s AS number
is 64555.

The following partial sample output is displayed:

R7200# show running-config

router bgp 100

bgp log-neighbor-changes

neighbor 192.168.8.8 remote-as 64555

neighbor 192.168. description Guard

neighbor 192.168. soft-reconfiguration inbound
neighbor 192.168. distribute-list routesToGuard out

neighbor 192.168. route-map Guard-in in

no synchronization
|

@ 0 0 0

8
.8
8
8

ip bgp-community new-format

ip community-list expanded Guard permit 100:64555 no-export no- advertise
!
route-map Guard-in permit 10
match community Guard exact match
ip access-list standard routesToGuard
deny any

Understanding Traffic Forwarding Methods

This section provides details on traffic forwarding methods. Traffic forwarding methods are used to
forward the cleaned traffic from the Guard to the next-hop router. See the “Understanding the Traffic
Forwarding Methods” section on page A-6 for more information.

The following terminology is used in this section:
¢ Divert-from router—Router from which the Guard diverts the destination zone traffic.
¢ Inject-to router—Router to which the Guard forwards the clean destination zone traffic.

¢ Next-hop router—Router that is the next hop to the zone according to the routing table on the
divert-from router before the Guard activated traffic diversion.

This section contains the following topics:
e Layer-2 Forwarding Method
¢ Policy-Based Routing Destination Forwarding Method
¢ VPN Routing Forwarding Destination Forwarding Method
¢ Policy-Based Routing VLAN Forwarding Method

Cisco Guard Configuration Guide
m. 0L-15395-01 |



| Chapter4

Configuring Traffic Diversion

¢ VPN Routing Forwarding VLAN Forwarding Method

e Tunnel

Diversion Forwarding Method

Layer-2 Forwarding Method

Understanding Traffic Forwarding Methods

The Layer-2 Forwarding (L2F) method isused in aLayer 2 topology when all three devices—the Cisco
Guard, the divert-from router, and the next-hop router—are located in one shared | P network
(Figure 4-2).

InaLayer 2 topology, adivert-from router and an inject-to router are two separate devices. The next-hop
router and the inject-to router are the same device.

The Guard issues an ARP query to resolve the MAC address of the inject-to/next-hop router and then
forwards the traffic. For this reason, no configuration on the routersis required when using the L2F

method.

The zone may be connected as follows:

¢ Directly to alLayer 2 switch. In this case, connect the zone to the same IP subnet as the Guard and
configure the zone's | P address as the inject-to router. The Guard forwards the traffic directly to the

zZone.

e Using an IP forwarding router. In this case, you must define the | P forwarding router as the Guard’s
next-hop router.

Figure 4-2
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This section contains the following topics:
e Guard L2F Configuration
¢ Router L2F Configuration

Guard L2F Configuration

This section describes the Guard L2F configurations and contains the following topics:
¢ Interface Statements
e BGP Statements

¢ Injection Configuration

Interface Statements

You can configure the Guard's out-of-band interface as described in the “ Configuring a Physical
Interface” section.

The following example shows how to configure out-of-band interface gigal:

admin@GUARD-conf# interface gigal
admin@GUARD-conf-if-gigal# ip address 192.168.8.8 255.255.255.0

BGP Statements

You can enter the Guard router BGP configuration as described in the “ Guard BGP Configuration”
section.

In the following example, the Guard's AS is 64555. The router’s ASis 100 and the I P address is
192.168.8.1:

router bgp 64555
redistribute guard
neighbor 192.168.8.
neighbor 192.168.8
neighbor 192.168.
neighbor 192.168.

neighbor 192.168.
!

remote-as 100

description C7513
distribute-list nothing-in in
soft-reconfiguration inbound
route-map filt-out out

© ®
[

@

route-map filt-out permit 10

set community no-advertise no-export 100:64555
!

access-1list nothing-in deny any

Injection Configuration

You can configure traffic injection from the Guard to the zone by adding a static route to the zone or the
next-hop router according to the network topology. You should configure the static route at the Guard's
router configuration level.

The following example shows how to configure a static route for the zone's network (192.168.240.0/24)
through the next-hop router (192.168.8.250):

router# configure terminal
router (config)# ip route 192.168.240.0 255.255.255.0 192.168.8.250

Cisco Guard Configuration Guide
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Router L2F Configuration

No configuration is required on the router.

Policy-Based Routing Destination Forwarding Method

Policy-Based Routing (PBR) destination is a static forwarding method that is deployed in Layer 3
network topologies, where the Guard forwards the filtered traffic to the same router from which the
traffic was diverted (Figure 4-3).

Figure 4-3 PBR Destination Forwarding Method
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To enable the Guard to divert the zone's traffic from the router, the Guard modifies the zone’ s route in
the router’s routing table and the Guard is listed as the best path to the zone.

An endless routing loop could occur if the router’s routing table is not changed. Because the only entry
for the traffic destined to the zone in the router’s routing table is the Guard, filtered traffic from the
Guard is sent back to the Guard.

To overcome routing loops, you can configure PBR destination on the inject-to router. PBR destination
allows you to create rules that override the rules in the router’s routing table and avoid endless routing
loops. PBR destination enables you to add rulesthat are applied to thefiltered traffic. These rulesinstruct
the router to forward the filtered traffic to the zone, regardless of the routing table entries.

To configurethe diversionin this network topology, you can configure the traffic diversion processusing
BGP (see the “Guard BGP Configuration” section for more information).

This section contains the following topics:
¢ PBR Destination Configuration Guidelines
e Guard PBR Destination Configuration
¢ Cisco Router PBR Destination Configuration Examples

PBR Destination Configuration Guidelines

The guidelines provided in this section apply to PBR destination configurations on any inject-to router.

[ oL-15395-01
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To configure PBR destination on an inject-to router, follow these guidelines:
1. You must apply PBR destination on the router interface that is connected to the Guard.

N

Note  Youcan apply PBR destination only to the traffic that comes from the Guard.

2. Youmust forward thetraffic that is selected by PBR destination to the next-hop router. The next-hop
router should have the following characteristics:

e The next-hop router is connected directly to the divert-from router. In Layer 3 topology, the
next-hop router and the inject-to router are the same device.

e Thedivert-from router is not part of the next-hop router’s route to the zone. (A configuration
where the divert-from router is part of the next-hop router’s route to the zone would result in a
routing loop between the divert-from and the next-hop routers.)

PBR destination is applied using the route-map command and the match and set commands to define
the conditions for policy routing packets. To enable PBR, you must create a route map that specifiesthe
match criteria and the resulting action if al of the match clauses are met. The user must enable PBR
destination for the configured route map on a particular interface. All packets arriving on the specified
interface that match the match clause are subject to PBR destination.

A PBR destination configuration consists the following three parts:

¢ Sequence—Specifies the position that a new route map will have in the list of route maps already
configured with the same name. Cisco routers process sequence numbers in ascending order.

You can define a separate route-map entry and sequence number for traffic that is to be forwarded
to the zone and for all other traffic.

The sequence is configured using the route-map command. Using the route-map command puts
the router into route-map configuration mode.

¢ Matching statement—Specifies the conditions under which policy routing occurs. You should
specify the conditions under which an | P addressis matched by using the match command. A match
determines whether the next hop is modified.

¢ Forwarding statement—Specifies the routing actions to perform if the criteria enforced by the
match commands are met. The set ip next-hop route-map configuration command indicates where
to send packets that pass a match clause of a route map for policy routing.

Guard PBR Destination Configuration

The configuration in the following example refers to the network in Figure 4-3.

¢ BGP Statements—You can enter the Guard router BGP configuration as described in the “ Guard
BGP Configuration” section.

¢ Injection Configuration to the Next-Hop Router—T he next-hop router in the example is R2 (see
Figure 4-3). To configure traffic injection from the Guard to the zone, add a static route to the
inject-to router. You should configure the static route at the Guard’s router configuration level.

The following example shows how to configure a static route for the zone’s network
(192.168.240.0/24):

router# configure terminal
router (config)# ip route 192.168.240.0 255.255.255.0 192.168.8.1

Cisco Guard Configuration Guide
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Cisco Router PBR Destination Configuration Examples

The following example shows the router PBR destination configuration used when configuring a
diversion.

R7200 (config)# interface FastEthernet 0/2

R7200 (config-if)# description <Interface connected to the Guards>

R7200 (config-if)# ip address <Router interface IP address> <Router interface IP mask>
R7200 (config-if)# no ip directed-broadcast

R7200 (config-if)# ip policy route-map <Guard-PBR-name>

R7200 (config-if)# exit

R7200 (config)# ip access-list extended <Zone-namex>

R7200 (config-ext-nacl)# permit ip any host <Zone IP address>

R7200 (config-ext-nacl)# exit

R7200 (config) # route-map <Guard-PBR-name> permit 10

R7200 (config-route-map)# match ip address <Zone-namex>

R7200 (config-route-map)# set ip next-hop <next-hop router IP address>

R7200 (config-route-map)# exit

R7200 (config) # route-map < Guard-PBR-name > permit 100

R7200 (config-route-map)# description let thru all other packets without modifying next-hop

This example shows a PBR destination traffic forwarding configuration for the sample network in
Figure 4-3. To display the router configuration, you enter the show running-config command.

The following partial example screen is displayed:

R7200# show running-config

interface FastEthernet0/2

description Interface connected to the Guard
ip address 192.168.8.1 255.255.255.0
no ip directed-broadcast

ip policy route-map GuardPbr
|

ip access-list extended zone-A

permit ip any host 192.168.240.2
|
route-map GuardPbr permit 10

match ip address zone-A

set ip next-hop 192.168.250.2

|
route-map GuardPbr permit 100
description let thru all other packets without modifying next-hop

VPN Routing Forwarding Destination Forwarding Method

VPN Routing Forwarding Destination (VRF-DST) is a static forwarding method that is deployed in
Layer 3 network topologies, where the Guard forwards the filtered traffic to the same router from which
the traffic was diverted (Figure 4-4).

To enable the Guard to divert the zone's traffic from the router, the Guard modifies the zone' s route in
the router’s routing table to make the Guard the best path to the zone.

An endless routing loop could occur if the router’s routing table is not changed. Because the only entry
for the traffic destined to the zone in the router’s routing table is the Guard, the filtered traffic from the
Guard is sent back to the Guard.

VRF-DST allows you to create another routing and forwarding table (called the VRF table) in addition
to the main routing and forwarding tables. The additional routing tableis configured to route traffic that
is handled by the router’s interface that faces the Guard.

Cisco Guard Configuration Guide
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Figure 4-4 VRF DST Forwarding Method
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This section contains the following topics:
¢ VRF-DST Configuration Guidelines
e Guard VRF-DST Configuration

VRF-DST Configuration Guidelines

To configure VRF-DST on an inject-to router, configure two separate interfaces on the router’s physical
interface facing the Guard as follows:

e NATIVE VLAN interface—This interface is used to divert traffic from the router to the Guard.
Traffic on this VLAN isforwarded according to the global routing table. The Guard sends BGP
announcements to divert the traffic to the Guard on this interface.

¢ A Second VLAN interface—This interface is used to divert the returned traffic from the Guard to
the router. You configure a VRF table on this interface. The VRF table contains a static route to
forward all zone traffic to a specified next-hop router.

N

Note  Usethe VRF-DST method only when the next-hop router is static for each zone.

Guard VRF-DST Configuration

This section describes the Guard VRF-DST configuration. The configuration in the following examples
refers to the network in Figure 4-4.

Native Interface Statements

The following example shows how to configure the in-band interface:

admin@GUARD-conf# interface gigal
admin@GUARD-conf-if-gigal# ip address 192.168.8.8 255.255.255.0

Cisco Guard Configuration Guide
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Interface VLAN Statements

The following example shows how to configure VLAN 5 on the in-band interface:

admin@GUARD-conf# interface gigal.5
admin@GUARD-conf-if-gigal.5# ip address 192.168.5.8 255.255.255.0

BGP Statements

You can enter the Guard router BGP configuration as described in the “ Guard BGP Configuration”
section.

Injection Configuration
The next-hop router in the example is R2 (see Figure 4-3). To configure traffic injection from the Guard
to the zone, add a static route to the next-hop router.
You should configure the static route at the Guard's router configuration level.

The following example shows how to configure a static route for the zone's network (192.168.240.0/24)
viathe VLAN interface on R1, 192.168.5.1:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.5.1

~

Note VRFissupported from Cisco |OS Release 12.0(17) S/ST.

Creating a VRF Table

The following example shows how to create a VRF table on the inject-to router:

R7200 (config)# ip vrf Guard-vrf

R7200 (config)# rd 100:1

R7200 (config) # route-target export 100:1
R7200 (config) # route-target import 100:1

Interface Native VLAN Statements

The following example shows how to configure the Native VLAN on the divert-from router:

R7200 (config)# interface fastEthernetl/0.1

R7200 (config-if)# encapsulation dotlQ 1 native

R7200 (config-if)# description << VLAN TO GUARD-DIVERSION >>
R7200 (config-if)# ip address 192.168.8.1 255.255.255.0
R7200 (config-if)# no ip directed-broadcast

Interface VLAN 5 Statements

The following example shows how to configure the VLAN 5 interface on the inject-to router:

R7200 (config)# interface fastEthernet 1/0.5

R7200 (config-if)# encapsulation dotlQ 5

R7200 (config-if)# description << VLAN TO GUARD-INJECTION >>
R7200 (config-if)# ip vrf forwarding Guard-vrf

R7200 (config-if)# ip address 192.168.5.1 255.255.255.0

Cisco Guard Configuration Guide
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Interface to Zone Statements

The following example shows how to configure the router interface to the zone:

R7200 (config)# interface fastEthernet 2/0
R7200 (config-if)# description << LINK TO ZONE >>
R7200 (config-if)# ip address 192.168.250.1 255.255.255.0

BGP Statements

Enter the router, R1, BGP configuration as described in the “ Cisco Router BGP Configuration” section.

Static VRF-DST Statements

The following example shows how to configure static VRF on the inject-to router. The static VRF
specifies the route to the zone. The parameter global indicates that the inject-to router's VRF table
receives a copy of next-hop properties (outbound interface, MAC address) from global routing table.

R7200 (config)# ip route vrf Guard-vrf 192.168.240.2 255.255.255.0 192.168.250.2 global

Policy-Based Routing VLAN Forwarding Method

You can use the Policy-Based Routing VLAN (PBR-VLAN) method when there is more than one
possible next-hop router (Figure 4-5). You configure multiple VLAN (Virtual LAN, 802.1Q) trunks
between the Guard and router R1 (the divert-from and inject-to router). Each VLAN in the trunk is
associated with a different next-hop router. In addition, you configure PBR on each VLAN logical
interface to forward the traffic on the VLAN to its corresponding next-hop router.

The Guard forwards packets to a particular next-hop router by transmitting the packets over the
appropriate VLAN. This action allows the Guard to change the next-hop router of a zone by changing
the VLAN on which the packets are forwarded.

The native VLAN is used for traffic diversion. On this interface, the Guard sends the BGP
announcements to the router.

Figure 4-5 PBR-VLAN Forwarding Method
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This section contains the following topics:
e Guard PBR-VLAN Configuration
¢ Cisco Router PBR-VLAN Configuration

Guard PBR-VLAN Configuration
This section describes the Guard PBR-VLAN configuration. The following examples refer to the
network in Figure 4-5.

PBR-VLAN isapplied on R1's interface facing the Guard. Zone traffic on VLAN-5 is forwarded to R2.
Zone traffic on VLAN-6 is forwarded to R3.

Native Interface Statements

The following example shows how to configure the in-band interface:

admin@GUARD-conf# interface gigal
admin@GUARD-conf-if-gigal# ip address 192.168.8.8 255.255.255.0

Interface VLAN-5 Statements

The following example shows how to configure VLAN-5 on the in-band interface:

admin@GUARD-conf# interface gigal.5
admin@GUARD-conf-if-gigal.5# ip address 192.168.5.8 255.255.255.0

Interface VLAN-6 statements

The following example shows how to configure VLAN-6 on the in-band interface:

admin@GUARD-conf# interface gigal.6
admin@GUARD-conf-if-gigal.5# ip address 192.168.6.8 255.255.255.0

BGP Statements

You can enter the Guard router BGP configuration as described in the “ Guard BGP Configuration”
section.

Injection Configuration to R2

To configure traffic injection from the Guard to the zone, add a static route to the next-hop router R2.
You should configure the static route at the Guard’s router configuration level.

The following example shows how to configure a static route for the zone's network (192.168.240.0/24)
viathe VLAN interface on R1, 192.168.5.1:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.5.1

Injection Configuration to R3

You can configure traffic injection from the Guard to the zone by adding a static route to the next-hop
router R3.

You should configure the static route at the Guard’s router configuration level.

Cisco Guard Configuration Guide
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The following example shows how to configure a static route for the zone's network (192.168.240.0/24)
viathe VLAN interface on R1, 192.168.6.1:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.6.1

Cisco Router PBR-VLAN Configuration

This section describes the Cisco router PBR-VLAN configurations.

Interface Native VLAN Statements

The following example shows how to configure the native VLAN for traffic diversion:

interface fastEthernet 1/0

description << NATIVE VLAN TO GUARD-DIVERSION >>
ip address 192.168.8.1 255.255.255.0

no ip directed-broadcast

VLAN-5 Creation

The following example shows how to create VLAN-5 on router R1:

interface fastEthernet 1/0.1

encapsulation dotlQ 5

description << VLAN-5 TO GUARD-INJECTION >>
ip address 192.168.5.1 255.255.255.0

ip policy route-map next-hop R2

no ip directed-broadcast

VLAN-6 Creation

The following example shows how to create VLAN-6 on router R1:

interface fastEthernet 1/0.2

encapsulation dotlQ 6

description << VLAN-6 TO GUARD-INJECTION >>
ip address 192.168.6.1 255.255.255.0

ip policy route-map next-hop_ R3

no ip directed-broadcast

Next-Hop Interface Configuration

The following example shows how to configure the interfaces to the next-hop routers:

interface fastEthernet 2/0

ip address 192.168.250.1 255.255.255.0
Description << LINK TO NEXT-HOP R2 >>
exit
interface fastEthernet 3/0

ip address 192.168.230.1 255.255.255.0
description << LINK TO NEXT-HOP R3 >>

BGP Statements

You can enter the router, R1, BGP configuration as described in the “ Cisco Router BGP Configuration”
section.
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Route-Map Statements (PBR)

The following example shows how to configure PBR for the next-hop routers:

route-map next-hop R2 permit 10
set ip next-hop 192.168.250.2

route-map next-hop R3 permit 10
set ip next-hop 192.168.230.2

VPN Routing Forwarding VLAN Forwarding Method

The VPN Routing Forwarding VLAN (VRF-VLAN) method is similar to the PBR-VLAN method. A
VRF tableis associated with each VLAN on theinject-to router rather than a PBR table. Each VRF table
directs the traffic on the VLAN to the corresponding next-hop router (Figure 4-6).

The Guard forwards packets to a particular next-hop router by transmitting the packets over the
appropriate VLAN. This action allows the Guard to change the next-hop router to the zone by changing
the VLAN on which the packets are forwarded.

The native VLAN is used for traffic diversion. On this interface, the Guard sends the BGP
announcements to the router.

Figure 4-6 VRF-VLAN Forwarding Method
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This section contains the following topics:
e Guard VRF-VLAN Configuration
e Cisco Router VRF-VLAN Configuration

Guard VRF-VLAN Configuration

This section describes the Guard VRF-VLAN configuration. The following examples refer to the
network in Figure 4-6.

VRF-VLAN isapplied on R1'sinterface facing the Guard. Zone traffic on VLAN-5 is forwarded to R2.
Zone traffic on VLAN-6 is forwarded to R3.
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Native Interface Statements

The following example shows how to configure the in-band interface:

admin@GUARD-conf# interface gigal
admin@GUARD-conf-if-gigal# ip address 192.168.8.8 255.255.255.0

Interface VLAN-5 Statements

The following example shows how to configure VLAN-5 on the in-band interface:

admin@GUARD-conf# interface gigal.5
admin@GUARD-conf-if-gigal.5# ip address 192.168.5.8 255.255.255.0

Interface VLAN-6 Statements

The following example shows how to configure VLAN-6 on the in-band interface:

admin@GUARD-conf# interface gigal.é6
admin@GUARD-conf-if-gigal.5# ip address 192.168.6.8 255.255.255.0

BGP Statements

You can enter the Guard router BGP configuration as described in the “ Guard BGP Configuration”
section.

Set the neighbor |P address to 192.168.8.1.

Injection Configuration to R2

You can configure traffic injection from the Guard to the zone by adding a static route to the next-hop
router R2.

You should configure the static route at the Guard's router configuration level.

The following example shows how to configure a static route for the zone’s network (192.168.240.0/24)
viathe VLAN interface on R1, 192.168.5.1:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.5.1

Injection Configuration to R3

You can configure traffic injection from the Guard to the zone by adding a static route to the next-hop
router R3.

You should configure the static route at the Guard’s router configuration level.

The following example shows how to configure a static route for the zone’s network (192.168.240.0/24)
viathe VLAN interface on R1, 192.168.6.1:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.6.1

Cisco Router VRF-VLAN Configuration

This section describes the Cisco router VRF-VLAN configurations.

First VRF Table Production

The following example shows how to create the VRF table associated with router R2:

ip vrf next-hop_ R2
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rd 100:1

route-target export 100:1

route-target import 100:1
Second VRF Table Production
Create the VRF table associated with router R3:
ip vrf next-hop R3

rd 100:1

route-target export 100:1

route-target import 100:1

Native VLAN Production

VLAN-5 Creation

VLAN-6 Creation

Next-Hop Interfaces

BGP Statements

The following example shows how to configure the native VLAN on router R1:

interface fastEthernet 1/0

description <<NATIVE VLAN TO GUARD-DIVERSION>>
ip address 192.168.8.1 255.255.255.0

no ip directed-broadcast

The following example shows how to create VLAN-5 on router R1:

interface fastEthernet 1/0.1

encapsulation dotlQ 5

description << VLAN-5 TO GUARD-INJECTION >>
ip address 192.168.5.1 255.255.255.0

ip vrf forwarding next-hop_ R2

no ip directed-broadcast

The following example shows how to create VLAN-6 on router R1 with the second VRF association:

interface fastEthernet 1/0.2

encapsulation dotlQ 6

description << VLAN-6 TO GUARD-INJECTION >>
ip address 192.168.6.1 255.255.255.0

ip vrf forwarding next-hop_ R3

no ip directed-broadcast

The following example shows how to configure the interfaces to the next-hop routers:

interface fastEthernet 2/0

ip address 192.168.250.1 255.255.255.0
Description << LINK TO NEXT-HOP R2 >>
|
interface fastEthernet 3/0

ip address 192.168.230.1 255.255.255.0
description << LINK TO NEXT-HOP R3 >>

You can enter the router, R1, BGP configuration as described in the “ Cisco Router BGP Configuration’

section.

[ oL-15395-01
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Static VRF Routes

The following example shows how to configure static VRF on the inject-to router. The static VRF
specifies the route to the zone. The parameter global indicates that the route to the next hop is learned
from the global routing table.

R7200 (config)# ip route vrf next-hop R3 192.168.240.2 255.255.255.255 192.168.230.2 global
R7200 (config)# ip route vrf next-hop R2 192.168.240.2 255.255.255.255 192.168.250.2 global

Tunnel Diversion Forwarding Method

In the tunnel diversion method, a tunnel (GRE or IPIP) is created between the Guard and each of the
next-hop routers (Figure 4-7). The Guard sends the traffic destined to the zone over the tunnel to the
appropriate next-hop router. This action allows the Guard to change the next-hop router to a specified
zone by changing the tunnel that the packets are forwarded on. Because the clean traffic from the Guard
to the zone is encapsulated in the tunnel, the inject-to router performs a routing decision on the tunnel
interface end point, not on the zone's address.

Figure 4-7 Tunnel Diversion Forwarding Method
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This section contains the following topics:
e Guard Tunnel Diversion Configuration
e Cisco Router Tunnel Diversion Configuration

Guard Tunnel Diversion Configuration

This section describes the Guard tunnel diversion configuration. The following examples refer to the
network in Figure 4-7.
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Native Interface Statements

The following example shows how to configure the in-band interface:

admin@GUARD-conf# interface gigal
admin@GUARD-conf-if-gigal# ip address 192.168.8.8 255.255.255.0

Tunnel Interface Statements

The following example shows how to configure a Generic Routing Encapsulation (GRE) tunnel.

admin@GUARD-conf# interface grel

admin@GUARD-conf-if-grel# ip address 192.168.121.1 255.255.255.0
admin@GUARD-conf-if-grel# tunnel source 192.168.8.8
admin@GUARD-conf-if-grel# tunnel destination 192.168.250.2

The following example shows how to configure an IP in IP (IPIP) tunnel.

admin@GUARD-conf# interface ipipl

admin@GUARD-conf-if-ipipl# ip address 192.168.121.1 255.255.255.0
admin@GUARD-conf-if-ipipl# tunnel source 192.168.8.8
admin@GUARD-conf-if-ipipl# tunnel destination 192.168.250.2

BGP Statements
You can enter the Guard router BGP configuration as described in the “ Guard BGP Configuration”
section.
Set the neighbor P address to 192.168.8.1.

Injection Configuration
The next-hop router in the exampleis R2. To configure traffic injection from the Guard to the zone, add
a static route to the next-hop router.
You should configure the static route at the Guard’s router configuration level.

The following example shows how to configure a static route for the zone's network (192.168.240.0/24)
viathe tunnel interface on R1, 192.168.121.2:

router (config)# ip route 192.168.240.0 255.255.255.0 192.168.121.2

Cisco Router Tunnel Diversion Configuration

Tunnel forwarding requires that you configure the router at the end of the tunnel (R2 in Figure 4-7). The
diversion process requires that you configure the divert-from router (R1 in Figure 4-7).

R1 Diversion Configuration: BGP Statements

You can enter the router, R1, BGP configuration as described in the “ Cisco Router BGP Configuration”
section.

R2 Forwarding Configuration: Tunnel Interface on R2

The following example shows how to configure the tunnel on router R2:

interface tunnel 1

description << GRE tunnel to Guard >>
ip address 192.168.121.2 255.255.255.252
load-interval 30

Cisco Guard Configuration Guide
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tunnel source 192.168.250.2
tunnel destination 192.168.8.8

Long Diversion Method

Unlike standard diversion techniques where the Guard diverts traffic only from an adjacent directly
connected router, the long diversion method diverts traffic from remotely located peering routers that
may reside several hops away from the Guard.

Figure 4-8 includes the following network elements;
e Peering router (R4)
e Guard's adjacent router (R1)
e Zone's edge router (R6)

e Cisco Guard

Figure 4-8 Long Diversion Configuration
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This section contains the following topics:
e Packet Flow Example

¢ Long Diversion Configuration
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Packet Flow Example

Thetraffic flowsto the zone's | P addresses (based on the loopback address that holdsthe L abel Switched
Path [LSP]).

Once an attack isidentified, you activate the Guard to protect the attacked zone. The following steps
automatically take place:

1. The Guard informs the peering routers (R2, R3, R4) about a new route to the zone. The next hop is
defined as the Guard’s |oopback interface.

2. Thezone'straffic is routed by the peering routers over the diversion LSP to the zone.
3. The Guard forwards the clean traffic to R1.
4. R1 performsan IP lookup and routes the packets, on the appropriate L SP, to the zone.

Long Diversion Configuration

The configuration in the following example refers to the network in Figure 4-8.

Guard Long Diversion Configuration

This section describes the Guard long diversion configurations.

Guard CLI Loopback Configuration

The following example shows how to add aloopback interface to the Guard:

admin@GUARD# configure

admin@GUARD-conf# interface lo:2

admin@GUARD-conf-if-lo:2# ip address 1.1.1.1 255.255.255.255
admin@GUARD-conf-if-1lo:2# no shutdown

admin@GUARD-conf-if-lo:2# exit

For changes to take effect you need to reload the software.

Type 'yes' to reload now, or any other key to reload manually later
yes

reloading. ..

Zebra CLI Loopback Configuration

~

Note

The following exampl e shows how to use the Zebraapplication to add aloopback interface to the routing
configuration.

For more information about the Zebra application, see http://www.zebra.org.

router (config)# router bgp 100

router (config-router)# redistribute Guard

router (config-router)# bgp router-id 192.168.8.16

router (config-router)# neighbor 192.168.8.1 remote-as 100

router (config-router)# neighbor 192.168.8.1 description << iBGP session to peering Router
>>

router (config-router)# neighbor 192.168.8.1 soft-reconfiguration inbound

router (config-router)# neighbor 192.168.8.1 route-map _new next-hop out

router (config-router)# exit

router (config)# route-map _new next-hop permit 10
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router (config-route-map)# set ip next-hop 1.1.1.1
router (config)# ip route 0.0.0.0 0.0.0.0 192.168.7.1

Cisco Router Long Diversion Configuration

This section describes the Cisco router long diversion configuration.

Peering Router Configuration (R2, R3, and R4)

The sample configuration in this section applies to the peering routers: R2, R3, and R4 (see Figure 4-8).
This section displays only the commands relevant to long diversion configuration.

The following example shows how to configure Multiprotocol Label Switching (MPLS) on the peering
routers:

mpls ip
ip cef

The following example shows how to configure the loopback 0 interface. Thisinterface will be used to
build the L SP via Intermediate System-to-Intermediate System (1S-1S).

interface Loopback 0

ip address 3.3.3.3 255.255.255.255
no ip directed-broadcast
load-interval 30

The following example shows how to configure the network connectivity interfaces:

interface fastEthernet 5/0

ip address 192.168.11.2 255.255.255.0
no ip directed-broadcast
load-interval 30

tag-switching ip (enable MPLS)

no cdp enable

The following example shows how to configure IS-1S:

router isis
redistribute static ip
net 49.0001.0000.0000.0003.00

The following example shows how to configure iBGP to the Guard:

router (config)# router bgp 100

R7200 (config-router)# no synchronization

R7200 (config-router)# bgp log-neighbor-changes

R7200 (config-router)# neighbor 192.168.8.16 remote-as 100

R7200 (config-router)# neighbor 192.168.8.16 description << iBGP to the Guard >>
R7200 (config-router)# neighbor 192.168.8.16 soft-reconfiguration inbound

Adjacent Router Configuration (R1)

The sample configuration in this section applies to the adjacent router R1 (see Figure 4-8). This section
displays only the commands relevant to long diversion configuration.

The following example shows how to configure the loopback 0 interface. This interface will be used to
build the LSP vialS-IS.

interface Loopback 0
ip address 2.2.2.2 255.255.255.255
no ip directed-broadcast

Cisco Guard Configuration Guide
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The following example shows how to configure the network connectivity interfaces:

interface fastEthernet 5/0

ip address 192.168.10.2 255.255.255.0
no ip directed-broadcast
load-interval 30

tag-switching ip (enable MPLS)

no cdp enable

The following example shows how to configure the interface to the Guard.

Note = MPLS s not configured on thisinterface.

interface FastEthernetl/0
ip address 192.168.7.1 255.255.255.0
no ip directed-broadcast

The following example shows how to configure the interface to the Guard.

Note MPLS s configured on thisinterface.

interface fastEthernet 0/1/1

ip address 192.168.230.1 255.255.255.0
tag-switching ip (enable MPLS)

no cdp enable

The following example shows how to configure IS-1S:

router isis
redistribute static ip
net 49.0001.0000.0000.0002.00

The following example shows how to configure a static route on the egress proxy-L SR to the Guard
loopback IP address (the IP address 1.1.1.1 is the loopback address configured on the Guard):

ip classless
ip route 1.1.1.1 255.255.255.255 192.168.7.2

Cisco Guard Configuration Guide
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CHAPTER 5

Configuring Zones

This chapter describes how to create and manage zones on the Cisco Guard (Guard).

This chapter refers to the Cisco Detector (Detector), the companion product of the Guard. The Detector
isaDistributed Denial of Service (DDoS) attack detection devicethat analyzesacopy of the zonetraffic.
The Detector can activate the Guard attack mitigation services when the Detector determines that the
zone is under attack. The Detector can also synchronize zone configurations with the Guard. For more
information about the Detector, see the Cisco Traffic Anomaly Detector Module Configuration Guide
and Cisco Traffic Anomaly Detector Configuration Guide.

This chapter contains the following sections:
¢ Understanding Zones
e Using Zone Templates
¢ Creating a New Zone
e Configuring Zone Attributes
e Configuring the Zone IP Address Range

¢ Synchronizing Zone Configurations with a Detector

Understanding Zones

A zoneis anetwork element that the Guard protects against Distributed Denial of Service (DDoS)
attacks. A zone can be any combination of the following elements:

¢ A network server, client, or router

¢ A network link, subnet, or an entire network

e Anindividual Internet user or a company

¢ An Internet Service Provider (ISP)
The Guard can protect different zones simultaneously if their network address ranges do not overlap.
The zone configuration process consists of the following tasks:

¢ Creating a zone—You can create a zone by defining the zone name and the zone description. See
the “Creating a New Zone” section on page 5-3 for more information.

¢ Configuring the zone network definition—You configure the zone network definitions that include
the network | P address and subnet mask. See the “ Configuring Zone Attributes” section on page 5-6
for more information.

[ oL-15395-01
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¢ Configuring the zone filters—You can configure the zone filters. The zone filters apply the required
protection level to the zone traffic and define the way that the Guard handles specific traffic flows.
See Chapter 6, “Configuring Zone Filters,” for more information.

¢ Learning the zonetraffic characteristics—You can create the zone protection policiesthat enablethe
Guard to analyze a particular traffic flow and take action if the traffic flow exceeds a policy
threshold. The Guard constructsthe policiesin alearning process that consists of two phases: policy
construction and threshold tuning. See Chapter 8, “Learning the Zone Traffic Characteristics,” for

more information.

¢ Define the zone protection options—You can define the zone protection options, such as the
activation extent or the protection mode of operation. SeeChapter 9, “Protecting Zones” for more

information.

Using Zone Templates

A zone template defines the default configuration of a zone.

Table 5-1 displays the zone templ ates.

Table 5-1 Zone Templates

Template

Description

GUARD_DEFAULT

Default zone template. The Guard may change the packet source IP
address to the Guard TCP-proxy |P address. You can use this zone
template if you do not use ACLs!, access policies, or load-balancing
policies that are based on the incoming I P address for the zone network.

GUARD_LINK Templates

Zone templates designed for on-demand protection of large subnets
segmented according to zones with aknown bandwidth. We recommend
that you activate zone protection on these zones for the attacked address
range only so that you can focus on the zone protection requirements and
save Guard resources. Configure the method that the Guard uses to
activate zone protection for the attacked subnet or range by using the
activation-extent ip-address-only command. To enable a Detector to
activate zone protection on the Guard for the attacked | P address or
subnet only, use the protect-ip-state dst-ip-by-name command on the
Detector.

The following bandwidth-limited link zone templates are available for
128-Kb, 1-Mb, 4-Mb, and 512-Kb links:

GUARD_LINK_128K
GUARD_LINK_1M
GUARD_LINK_4M
GUARD_LINK_512K

You cannot perform the policy construction phase of the learning
process for zones that were created from these templ ates.

GUARD_TCP_NO_
PROXY

Zonetemplate designed for azonefor which no TCP proxy isto be used.
You can use this zone template if the zone is controlled based on the IP
addresses, such as an IRC? server-type zone, or if you do not know the
type of services running on the zone.
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Table 5-1 Zone Templates (continued)
Template Description
GUARD_VOIP Zone template designed for a zone that contains a Vol P° server that uses

SIP* over UDP to establish Vol P sessions and RTP/RTCP® to transmit
voice data between SIP end points after sessions are established.

Zones that are created from the GUARD_V OIP zone template contain
specific policies to handle Vol P traffic that are produced from the
sip_udp policy template (see the “ Understanding and Configuring
Policy Templates” section on page 7-2 for more information).

ACL = Access Control List

IRC = Internet Relay Chat

VolP = Voiceover IP

SIP = Session Initiation Protocol

RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol

o~ 0w P

Creating a New Zone

You can create azone and configure the zone name, description, network address, operation definitions,
and networking definitions. When you create a new zone, you can use an existing zone as a template or
you can create azone using apredefined zone template. The zone template that you use definestheinitial
policy and filter configurations of the zone.

The three ways that you can create a new zone are as follows:

e Using a predefined zone template—Creates a new zone with the default policies and filters from a
template. The default policiesare tuned for on-demand protection; however, if thereis noimmediate
need to protect the zone, we recommend that you allow the Guard to learn the zone traffic
characteristics. See the “ Activating On-Demand Protection” section on page 9-3 for more
information.

After you create a new zone using a predefined zone template, you must configure the zone
attributes.

¢ Duplicating an existing zone—Creates a zone using an existing zone as the zone template. Use this
method if the new zone hastraffic patternsthat are similar to the traffic patterns of the existing zone.

¢ Copying a zone configuration from the Detector—Copies the zone configuration that you create on
the Detector to the Guard using the synchronization process. See the “ Synchronizing Zone
Configurations with a Detector” section on page 5-9.

You must initiate the synchronization process from the Detector. See the Cisco Traffic Anomaly
Detector Configuration Guide for more information.

Seethe“ Configuring Zone Attributes” section on page 5-6 for information about how to modify the zone
configuration settings.

This section contains the following topics:
¢ Creating a New Zone from a Zone Template

e Creating a New Zone by Duplicating an Existing Zone

Cisco Guard Configuration Guide
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Creating a New Zone from a Zone Template

When you use a zone template to create a new zone, the zone template provides a set of predefined
policies and policy thresholds for the new zone configuration. The predefined policy settings are tuned
for on-demand protection (see the “ Activating On-Demand Protection” section on page 9-3).

To create a new zone using a predefined zone template, use the following command in configuration
mode:

zone zone-name [template-name] [inter active]

Table 5-2 provides the arguments and keywords for the zone command.

Table 5-2 Arguments and Keywords for the zone Command
Parameter Description
zone-name Name of the zone. Enter one of the following zone name types:

¢ New zone name—Enter an alphanumeric string from 1 to 63 characters. The
name must start with an alphabetic letter and can contain underscores but
cannot contain any spaces.

¢ Existing zone name—Enter the name of an existing zone to delete the current
zone configuration and create a new zone using the same zone name and the
configuration attributes of the zone template that you specify.

template-name  |(Optional) Zone template that defines the zone configuration. If you entered a new
zone name and do not specify azone template, the Guard creates the zone using the
GUARD_DEFAULT template (seethe*Using Zone Templates” section on page 5-2
for more information on the zone templates).

If you enter the name of an existing zone without specifying a zone template, the
Guard enters the zone configuration mode of the existing zone without making any
changes to its configuration.

SeeTable 5-1 for alist of available zone templates.

interactive (Optional) Configuresthe Guard to perform zone protection in the interactive detect
mode. See Chapter 10, “Using Interactive Protect Mode,” for more information.

When you enter the zone command, the Guard enters the configuration mode of the new zone.

The following example shows how to create a new zone configured for interactive protect mode:

user@GUARD-conf# zone scannet interactive
user@GUARD-conf-zone-scannet#

To delete a zone, use the no zone command. When deleting a zone, you can use an asterisk (*) asa
wildcard character at the end of the zone name. The wildcard allows you to remove several zones with
the same prefix in one command.

To display the zone templates, use the show templates command in global or configuration mode. To
display the zone template default policies, use the show templates template-name policies command in
global or configuration mode.

Cisco Guard Configuration Guide
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Creating a New Zone by Duplicating an Existing Zone

You can create a new zone by creating a copy of an existing zone. When using an existing zone as a
template for the new zone, all properties of the source zone are copied to the new zone. If you specify a
zone snapshot as the source zone, the zone policies are copied from the snapshot.

To create a copy of a zone, use one of the following commands:

¢ zone new-zone-name copy-from-this [snapshot-id]—Use this command in zone configuration
mode to create a new zone with the configuration of the current zone.

e zone new-zone-name copy-from zone-name [snapshot-id]—Use this command in configuration
mode to create a new zone with the configuration of the specified zone.

Table 5-3 provides the arguments and keywords for the zone command.

Table 5-3 Arguments and Keywords for the zone Command

Parameter Description

new-zone-name Name of anew zone. The nameisan al phanumeric string from 1 to 63 characters.
The string must start with an alphabetic letter and can contain underscores but
cannot contain any spaces.

copy-from-this Creates a new zone by copying the configuration of the current zone.

copy-from Creates a new zone by copying the configuration of the specified zone.
zone-name Name of an existing zone.
snapshot-id (Optional) Identifier of an existing snapshot. See the “ Displaying Snapshots”

section on page 8-16 for more information.

The following example shows how to create a new zone from the current zone;

user@GUARD-conf-zone-scannet# zone mailserver copy-from-this
user@GUARD-conf-zone-mailserver#

When you enter the zone command, the Guard entersthe configuration mode of the new zone. The Guard
marks the policies of the new zone as untuned (not tuned to zone-specific values). We recommend that
you perform the threshold tuning phase of the learning process to tune the policy thresholds to the zone
traffic (see the “Activating the Threshold Tuning Phase” section on page 8-7). If the traffic
characteristics of the new zone areidentical or very similar to the traffic characteristics of the originating
zone, you can mark the policy thresholds as tuned (see the “Marking the Policies as Tuned” section on
page 8-11).

The activation interface of the new zone is set to zone-name-only, regardless of the configuration of the
source zone. See the “Configuring the Protection Activation Method” section on page 9-4 for more
information.

Cisco Guard Configuration Guide
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Configuring Zone Attributes

You can configure the following zone configuration attributes:
e ZonelP address
e Bandwidth of the traffic that the Guard module injects back into the network
e Zone description

Configure the attributes of a zone by performing the following steps:

Step1  Enter zone configuration mode. Skip this step if you are in zone configuration mode already.
To enter zone configuration mode, use one of the following commands:;
¢ conf zone-name (from global mode)
¢ zone zone-name (from configuration mode or zone configuration mode)
The zone-name argument specifies the name of an existing zone.
~
Note  You can disable tab completion for zone names in the zone command by using the aaa

authorization commands zone-completion tacacs+ command. See the “Disabling Tab
Completion of Zone Names” section on page 3-13 for more information.

Step2  Define the zone I P address by entering the following command:

ip address [exclude] ip-addr [ip-mask]

You must define at least one | P address that is not excluded to enable the Guard to | earn the zone traffic
and protect the zone.

See the “ Configuring the Zone IP Address Range” section on page 5-8 for more information.

Step3  (Optional) Limit the traffic bandwidth that the Guard injects back into the zone according to the traffic
rate that you think the zone can handle by entering the following command:

rate-limit {no-limit | rate burst-size rate-units}

We recommend that you set the bandwidth value to the highest bandwidth that was measured entering
the zone. If you do not know what this value is, leave the default bandwidth value (no-limit).

Table 5-4 provides the arguments and keywords for the rate limit command.

Table 5-4 Arguments and Keywords for the rate limit Command

Parameter |Description

no-limit Configures the zone with no rate limit.

rate Integer greater than 64 that specifies the amount of traffic that is allowed to pass to the
zone. The units are specified by the rate-units argument. The rate limit can be up to 10
times greater than the burst limit.
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Step 4

Step 5

Configuring Zone Attributes

Table 5-4 Arguments and Keywords for the rate limit Command (continued)

Parameter |Description

burst Integer greater than 64 that specifiesthe highest traffic peak allowed to passto the zone.
The units are bits, kilobits, kilopackets, megabits, and packets that correspond to the
rate units that are specified by the rate-units argument. The burst limit can be up to
eight times greater than the rate limit.

rate-units Rate units. The units are as follows:
e bps—Bits per second

¢ kbps—Kilobits per second

¢ kpps—Kilopackets per second
¢ mbps—Megabits per second

e pps—Packets per second

(Optional) Add adescription to the zone for identification purposes by entering the following command:

description string

The maximum string length is 80 characters. If you use spaces in the expression, enclose the expression
in quotation marks (“ ).

To modify a zone description, reenter the zone description. The new description overrides the previous
description.

(Optional) Display and verify the configuration of the newly configured zone by entering the show
running-config command.

The configuration information consists of CLI commands that are executed to configure the Guard with
the current settings. Refer to the specific command entries for more information.

The following example shows how to create a new zone and configure the zone attributes. The zone |P
address range is configured to 192.168.100.32/27, but the 1P address 192.168.100.50 is excluded from
the zone I P address range.

user@GUARD-conf# zone scannet

user@GUARD-conf-zone-scannet# ip address 192.168.100.32 255.255.255.224
user@GUARD-conf-zone-scannet# ip address exclude 192.168.100.50
user@GUARD-conf-zone-scannet# rate-limit 1000 2300 pps
user@GUARD-conf-zone-scannet# description Demonstration zone
user@GUARD-conf-zone-scannet# show running-config
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Configuring the Zone IP Address Range

You must configure at least one | P address that is not excluded before you can activate zone protection,
but you can add or delete | P addresses from the zone | P address range at any time. You can configure a

large subnet and then exclude specific | P addresses from that subnet so that they are not part of the zone
I P address range.

To configure the zone I P address, use the following command in zone configuration mode:
ip address [exclude] ip-addr [ip-mask]

Table 5-5 provides the arguments and keywords for the ip address command.

Table 5-5 Arguments and Keywords for the ip address Command

Parameter Description

exclude (Optional) Excludes the IP address from the zone | P address range.

ip-addr I P address. Enter the | P address in dotted-decimal notation (for example,
192.168.100.1).

By default, the IP address is included in the zone | P address range.

The IP address must match the subnet mask. If you enter a Class A, Class B, or Class
C subnet mask, the host bitsin the IP address must be 0.

i p-mask (Optional) IP subnet mask. Enter the subnet mask in dotted-decimal notation (for
example, 255.255.255.0). The default subnet mask is 255.255.255.255.

The following example shows how to configure the zone I P address range to 192.168.100.32/27 but
exclude IP address 192.168.100.50 from the zone | P address range:

user@GUARD-conf-zone-scannet# ip address 192.168.100.32 255.255.255.224
user@GUARD-conf-zone-scannet# ip address exclude 192.168.100.50

If you modify the zone | P address range, perform one or both of the following tasks to update the zone
configuration policies and policy thresholds:

¢ Define any new services—If the new I P address or subnet consists of a new service that was not
previously defined in the zone configuration, activate the policy construction phase before
activating zone protection or add the service manually. See the “ Activating the Policy Construction
Phase” section on page 8-5 and the “Adding a Service” section on page 7-8 for more information.

¢ Tune the policy thresholds—Use one of the following methods to tune the policy thresholds for the
modified I P address range:

— Protect and learn function—If you enable the protect and learn function, use the no
lear ning-params threshold-tuned command to mark the zone policies as untuned.

A

Caution Do not change the status of the zone policies to untuned if there is an attack on the zone.
Changing the status prevents the Guard from detecting the attack and causes the Guard to
learn malicious traffic thresholds.

See the “Enabling the Protect and Learn Function” section on page 8-12 and “Marking the
Policies as Tuned” section on page 8-11 for more information.

Cisco Guard Configuration Guide
m. 0L-15395-01 |



| Chapter5

Configuring Zones

Synchronizing Zone Configurations with a Detector 1l

— Threshold tuning phase—If you do not use the protect and learn function, you should activate
the threshold tuning phase before activating zone protection. See the “ Activating the Threshold
Tuning Phase” section on page 8-7.

To delete zone I P addresses, use the no form of the command.
To delete excluded | P addresses, use the no ip address exclude command.

To delete all zone IP addresses and excluded | P addresses, use the no ip address * command.

Synchronizing Zone Configurations with a Detector

Note

The synchronization process allows you to maintain a copy of a zone configuration on both the Detector
and the Guards that you associate with the Detector. You can also use the synchronization process to
maintain copies of the Detector zone configurations on a remote server.

The synchronization process, which you perform from the Detector only, enables the following
operations:

¢ Detector to Guard synchronization—The Detector copies the zone configuration from itself to the
Guards that you define in the Detector’s remote Guard list. This option requires that you set up the
Detector and the Guard so that they can communicate with each other online using a Secure Sockets
Layer (SSL) communication channel (see the “Establishing Communication with the Detector”
section on page 3-18).

¢ Guard to Detector synchronization—The Detector copies the zone configuration from the Guard to
itself enabling you to update the Guard zone configuration with changes that you make to the zone
configuration on the Guard. This option requires that you set up the Detector and the Guard so that
they can communicate with each other online using a Secure Sockets Layer (SSL) communication
channel (see the “Establishing Communication with the Detector” section on page 3-18).

¢ Detector to remote server export—The Detector exports the zone configuration from itself to a
network server.

You can manually synchronize zone configurations or you can configure the Detector to perform the
following tasks automatically:

¢ Synchronize the zone configuration with the Guard or remote server after accepting the results of
the threshold tuning phase.

¢ Synchronize the zone configuration with the Guard before activating the Guard to provide zone
protection.

Using the synchronization process, you can create, configure, and modify a zone on the Detector and
then update the Guard with the same zone information. The synchronization process also enables the
Detector to continuously learn the zone traffic characteristics to keep the zone policies updated on both
itself and the Guard. When you let the Detector do the learning for the Guard, you avoid having to divert
the zone traffic to the Guard.

To use the synchronization process, you must create the zone for synchronization and synchronize the
zone from the Detector. This section describes only how to synchronize a zone configuration offline
between a Detector and the Guard. For information on using the other synchronization options, see the
Cisco Traffic Anomaly Detector Configuration Guide or the Cisco Traffic Anomaly Detector Module
Configuration Guide.
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This contains the following topics:
e Configuration Guidelines
¢ Synchronizing a Zone Configuration Offline

e Example Synchronization Scenario

Configuration Guidelines

To synchronize zones between a Guard and a Detector, follow these guidelines:

¢ Create the new zone on the Detector using one of the Guard zone templates that contain
configuration parameters for both device types.

¢ Ensurethat the sametype of traffic (same traffic rates, protocols, and so on) flowsto both the Guard
and the Detector for proper synchronization of zone policies.

¢ Configurethe SSL communication connection channel to enable communication between the Guard
and the Detector (see the “ Establishing Communication with the Detector” section on page 3-18).

¢ Regeneratethe SSL certificatesthat the Detector and the Guard use for secure communication if you
replace a device or change the |P address of the interface that the Detector and the Guard use to
communicate (see the “Regenerating SSL Certificates” section on page 3-20).

* Verify the zone configuration on the Guard. If the activation extent is ip-address-only and the
activation method is not zone-name-only, we recommend that you configure the timer that the
Guard uses to identify that an attack on the zone has ended by entering the protection-end-timer
command. If you configure the value of the protection-end-timer to forever, the Guard does not
terminate zone protection when the attack ends and does not delete the subzone that it had created
to protect the specific IP address.

See the “ Configuring the Protection Activation Method” section on page 9-4, the “ Configuring the
Protection Activation Extent” section on page 9-7, and the “Configuring the Protection Inactivity
Timeout” section on page 9-9 for more information.

Synchronizing a Zone Configuration Offline

You can synchronize a zone configuration on the Detector with a zone configuration on the Guard even
if you cannot establish a secure communication channel between the Detector and the Guard. You may
need to synchronize a zone configuration offline if one of the following conditions applies:

e The Guard and Detector cannot communicate with each other.
e The Detector communicates with the Guard across a Network Address Translation (NAT) device.

To synchronize a zone configuration on the Detector with azone configuration on the Guard offline, you
must first export the zone configuration from the Detector to a network server using FTP, Secure FTP
(SFTP), or Secure Copy (SCP), and then manually import the zone configuration to the Guard.

If no secure communication channel exists between the Guard and the Detector, after you synchronize
the zone configuration offline, you must manually activate the Guard to protect the zone when the
Detector detectsanomaliesin the zone traffic (see Chapter 9, “ Protecting Zones,” for more information).

To perform an offline synchronization of azone configuration on the Detector with the Guard, you must
create the zone on the Detector using one of the Guard zone templates. For more information about
configuring the Detector, see the Cisco Traffic Anomaly Detector Module Configuration Guide and
Cisco Traffic Anomaly Detector Configuration Guide.
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To synchronize the zone on the Detector with a zone configuration on the Guard configuration offline,
perform the following steps:

Export the zone configuration from the Detector in one of the following ways:

¢ Automatically—Configure the Detector to export the zone configuration whenever a specific
condition occurs.

e Manually—Export the zone configuration by entering one of the following commands in global
mode:

— copy zone zone-name guar d-running-config ftp server remote-path [login [password]]
— copy zone zone-name guar d-running-config {sftp | scp} server remote-path login

.Table 5-6 provides the arguments for the copy guard-running-config command.

Table 5-6 Arguments and Keywords for the copy guard-running-config Command

Parameter Description

zone zone-name | Specifies the name of an existing zone.

guard-running- |Exportsthe portion of the zone configuration that is required to configure the zone
config on a Guard.

ftp Specifies FTP.
sftp Specifies SFTP.
scp Specifies SCP.

server | P address of the network server. Enter the | P address in dotted-decimal notation
(for example, enter 192.168.10.2).

remote-path Complete name of the file. If you do not specify a path, the server saves thefilein
your home directory.

login (Optional) Server login name. The login argument is optional when you define an
FTP server. When you do not enter alogin name, the FTP server assumes an
anonymous login and does not prompt you for a password.

password (Optional) Password for the remote FTP server. If you do not enter the password,
the Detector prompts you for it.

Import the zone configuration from a network server to the Guard by entering one of the following
commands in global mode;

~

Note  Deactivate a zone before importing the zone configuration.

e copy ftp running-config server full-file-name [login [password]]
e copy {sftp | scp} running-config server full-file-name login
e copy file-server-name running-config source-file-name

Table 5-7 describes the arguments and keywords for the copy command.
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Table 5-7 Arguments and Keywords for the copy Command

Parameter Description

running-config |Specifies the running configuration.

ftp Specifies FTP.

sftp Specifies SFTP.

scp Specifies SCP.

server IP address of the network server. Enter the | P address in dotted-decimal notation

(for example, enter 192.168.10.2).

full-file-name Complete name of the file. If you do not specify a path, the server copies the file

from your home directory.

login (Optional) Server login name. The login argument is optional when you define an

FTP server. When you do not enter alogin name, the FTP server assumes an
anonymous login and does not prompt you for a password.

password (Optional) Password for the remote FTP server. If you do not enter the password,

the Guard prompts you for it.

file-server-name |Unique file-transfer server name string

source-file-name |Name of thefile.

See the “Importing and Updating the Configuration” section on page 13-4 for more information.

Example Synchronization Scenario

This example scenario shows how to synchronize a zone configuration on the Detector with a zone
configuration on the Guard to protect the zone while the Detector continues to learn the zone traffic
characteristics:

1.

Create and configure a new zone on the Detector using one of the Guard zone templ ates.

The Detector displays (Guard/Detector) next to the zone D field in the output of the show command
in zone configuration mode.

Add the Guard to the zone SSL remote Guard list or the default SSL remote Guard list on the
Detector.

Enable the Detector to construct the zone policies by entering the lear ning policy-construction
command.

Enable the Detector to learn the zone traffic and tune the policy thresholds while detecting traffic
anomalies by entering the detect lear ning command.

Configurethe Detector to accept the policy thresholds every 24 hoursto ensurethat the zone policies
are updated with the changing traffic patterns.

Configure the Detector to synchronize the zone configuration with the Guard each time that it
accepts the new learned policy thresholds to ensure that when the Detector learns new zone policy
thresholds, the zone policies on the Guard are also updated.

Cisco Guard Configuration Guide
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Configure the Detector to synchronize the zone configuration with the configuration on the Guard
before activating the Guard to ensure that the zone configuration and policies on the Guard are
updated when the Guard activates zone protection.

When the Detector detects an attack on the zone, it performs the following actions:

¢ Verifies that the zone configuration on the Guard is updated. If the zone configuration on the
Guard is not the same as the zone configuration on the Detector, the Detector synchronizes the
zone configuration with the Guard.

e Activates the Guard to protect the zone (the Guard activates zone protection).

e Stopsthelearning process for the zone to prevent it from learning malicious traffic thresholds.
The Detector continues to look for anomalies in the zone traffic.

You can modify the zone policies on the Guard when the attack is in progress.

The Detector pollsthe Guard constantly. When the Detector identifiesthat the Guard has deactivated
zone protection (the Guard deactivates zone protection when the attack ends) and additional traffic
anomalies do not exist, then the Detector reactivates zone anomaly detection and the learning
process.

If you manually modify the zone policies on the Guard to adjust the zone policies to the attack
characteristics, you can synchronize the new policies with the Detector. This action isimportant if
the zone traffic requires that you set certain policy thresholds as fixed or set afixed multiplier for
policy thresholds. Synchronizing the zone configuration with the Detector ensures that the Detector
has the correct policy thresholds, cal culates the thresholds correctly in future threshold tuning
phases, and updates the Guard policies with the correct thresholds.

N
Note  You can perform thisaction only from the Detector. See the Cisco Traffic Anomaly Detector

Configuration Guide or the Cisco Traffic Anomaly Detector Module Configuration Guide
for more information.

For more information, see the “ Setting the Threshold as Fixed” section on page 7-15 and the
“Configuring a Threshold Multiplier” section on page 7-16.
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Configuring Zone Filters

This chapter describes how to configure the Cisco Guard (Guard) network traffic filters.

This chapter refers to the Cisco Detector (Detector), the companion product of the Guard. The Detector
isaDistributed Denial of Service (DDoS) attack detection devicethat analyzesacopy of the zonetraffic.
The Detector can activate the Guard attack mitigation services when the Detector determines that the
zone is under attack. The Detector can also synchronize zone configurations with the Guard. For more
information about the Detector, see the Cisco Traffic Anomaly Detector Module Configuration Guide
and Cisco Traffic Anomaly Detector Configuration Guide.

This chapter contains the following sections:
¢ Understanding Zone Filters
e Configuring Flex-Content Filters
e Configuring Bypass Filters
e Configuring User Filters
e Configuring Dynamic Filters

Understanding Zone Filters

Zonefilters define how the Guard handles a specific traffic flow. You can configure filters to customize
the traffic flow and control the Distributed Denial of Service (DDoS) attack mitigation operation.

Zone filters enable the Guard to perform the following functions:
¢ Analyze zone traffic for anomalies
e Apply the basic or strong level of protection to separate |egitimate traffic from malicious traffic
¢ Drop malicious packets
e Forward traffic directly to the zone, bypassing the Guard protection features
The Guard has the following types of filters:

o User filters—Apply the required protection level to the specified traffic flow. User filters define the
first actions that the Guard takes when it identifies abnormal or malicious traffic. The zone
configuration includes a default set of user filters configured for on-demand protection that can
handle a wide range of attack types. You can modify user filters to customize the Guard protection
capabilities and to set rules about how the Guard handles traffic flows when an attack is suspected.
See the “ Configuring User Filters” section on page 6-13 for more information.
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¢ Bypass filters—Prevent the Guard from analyzing specific traffic flows. You can direct trusted
traffic away from the Guard protection features and forward it directly to the zone. See the
“Configuring Bypass Filters’ section on page 6-11 for more information.

¢ Flex-content filters—Count or drop a specific traffic flow. Flex-content filters provide extremely
flexible filtering capabilities, such as filtering according to fields in the IP and TCP headers,
filtering based on the payload content, and filtering based on complex Boolean expressions. See the

“Configuring Flex-Content Filters’ section on page 6-3 for more information.

¢ Dynamicfilters—Apply therequired protection level to the specified traffic flow. The Guard creates
dynamic filters based on the analysis of traffic flow and continuously modifies this set of filtersto
zonetraffic and the type of DDoS attack. The dynamic filtershave alimited life span and are del eted
by the Guard when the attack ends. See the “ Configuring Dynamic Filters” section on page 6-18 for

more information.

Figure 6-1 displays the Guard filter system.

Figure 6-1 Guard Fllter System
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When zone protection is enabled either by a user action or by aremote network-sensing DDoS element,
such as the Detector, the Guard diverts the zone traffic to itself and analyzes the traffic.

The Guard monitorsthe rate of the traffic that flows to the zone. It drops traffic that exceeds the defined
rate and forwardsthe legitimate traffic to the zone. The Guard performs statistical analysis of zonetraffic
and performs a closed-loop feedback cycle to adjust the protection measures to the dynamically

changing zone traffic characteristics and the changing DDoS attack types.

To perform statistical analysis of traffic flow, the Guard uses the zone policies which are all configured
to handle specific types of traffic. The zone policies constantly measure traffic flows and take action
against a particular traffic flow if they identify that flow as malicious or abnormal, which occurs when

the flow exceeds the policy threshold.
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Configuring Flex-Content Filters

When the Guard identifies a traffic anomaly, it performs the following tasks:

1. Produces dynamic filters that are configured with actions to handle the attack. The Guard, by
default, adds an initial dynamic filter that directs all traffic to user filters that provide the first line
of defense against an evolving DDoS attack. Once the Guard has had enough time to analyze the
attack, it begins producing dynamic filters to mitigate the attack.

2. Changesthe flow of traffic within the Guard. Abnormal traffic flows into the Comparator, which is
a component that receives input from the dynamic filters and the user filters. The Comparator
compares the first user filter that matches the flow with the dynamic filters and chooses the most
severe protection measure suggested. It applies the relevant protection level to authenticate the
traffic.

By default, the Guard protects the zone until you deactivate zone protection.

Configuring Flex-Content Filters

Note

Flex-content filters filter the zone traffic based on the fields in the packet header or the patternsin the
packet payload. You can identify attacks that are based on the patterns that appear in the traffic. These
patterns can identify known worms or flood attacks that have a constant pattern.

Use the flex-content filters to drop or count a desired packet flow and to identify a specific malicious
source of traffic.

The flex-content filter applies the filtering criteriain the following order:

1. Filters packets based on the protocol and the port parameter values.

2. Filters packets based on the tcpdump-expression value.

3. Performs pattern matching with the pattern-expression val ue on the remaining packets.

Flex-content filters consume alot of CPU resources. We recommend that you limit the use of
flex-content filters because they might affect the performance of the Guard. If you are using a
flex-content filter to protect a specific attack that can be identified by a dynamic filter, such as TCP
traffic to a specified port, we recommend that you filter the traffic using a dynamic filter.

This section contains the following topics:
¢ Adding a Flex-Content Filter
¢ Displaying Flex-Content Filters
¢ Deleting Flex-Content Filters
¢ Changing the State of a Flex-Content Filter

Adding a Flex-Content Filter

The Guard creates alist of flex-content filters that you create and activates the filters in an ascending
order. When you add a new flex-content filter, make sure that you place it in the correct location in the
filter list.

The Guard stops activating the flex-content filters when traffic matches a flex-content filter with adrop
action.
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To configure a flex-content filter, perform the following steps:

Step1  Display thelist of flex-content filters and identify the location in the list in which you want to add the
new filter (see the “Displaying Flex-Content Filters’ section on page 6-9).

Step2 If the current row numbers are consecutive, renumber the flex-content filters in increments that allow
you to insert the new flex-content filter by entering the following command in zone configuration mode:

flex-content-filter renumber [start [stepl]]

Table 6-1 provides the arguments for the flex-content-filter renumber command.

Table 6-1 Arguments for the flex-content-filter renumber Command

Parameter |Description

start (Optional) Integer from 1 to 9999 that denotes the new starting number of the
flex-content filter list. The default is 10.

step (Optional) Integer from 1 to 999 that defines the increment between the flex-content
filter row numbers. The default is 10.

Step3  (Optional) Filter a pattern expression of an ongoing attack or an attack that you have previously
recorded. Activate the Guard to generate a signature of the attack by using the show packet-dump
signatures command. See the “ Generating Attack Signatures from Packet-Dump Capture Files” section
on page 12-22 for more information.

Step4  Add anew flex-content filter by entering the following command:

flex-content-filter row-num {disabled | enabled} {drop | count} protocol port [start
start-offset [end end-offset]] [ignore-case] expression tcpdump-expression pattern
pattern-expression

Table 6-2 provides the arguments and keywords for the flex-content-filter command.

Table 6-2 Arguments and Keywords for the flex-content-filter Command

Parameter |Description

row-num Unique number from 1 to 9999 that identifies the filter and defines the priority among
the flex-content filters. The Guard operates the filters in ascending row-number order.

disabled Sets the filter state to disabled. The filter does not monitor traffic.

enabled Setsthefilter state to enabled. The Guard monitorstraffic and performsthe action (drop
or count) on the flow that matches the filter.

Thisisthe default state.

drop Drops the flow that matches the filter.

count Counts the flow that matches the filter.

protocol Traffic from a specific protocol. Use an asterisk (*) to indicate any protocol. Enter an
integer from 0O to 255.

Review possible protocol numbers at the Internet Assigned Numbers Authority (IANA)
website:

http://www.iana.org/assignments/protocol -numbers
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Table 6-2 Arguments and Keywords for the flex-content-filter Command (continued)

Parameter |Description

port Traffic destined to a specific destination port. Enter an integer from 0 to 65535. To
define a specific port number, you must define a specific protocol number.

Use an asterisk (*) to indicate any destination port. You can use an asterisk if you
configure the protocol number to 6 (TCP) or 17 (UDP).

Review possible port numbers at the Internet Assigned Numbers Authority (IANA)
website:

http://www.iana. org/assignments/port-numbers

start-offset | Offset, in bytes, from the beginning of the packet payload, where the pattern matching
for the pattern-expression argument begins. The default is 0, which is the start of the
payload. Enter an integer from 0 to 1800.

If you copy the pattern from the show packet-dump signatures command output, copy
this argument from the Start Offset field in the command output.

end-offset | Offset, in bytes, from the beginning of the packet payload, where the pattern matching
for the pattern-expression argument ends. The default is the packet length, which isthe
end of the payload. Enter an integer from 0 to 1800.

If you copy the pattern from the show packet-dump signatures command output, copy
this argument from the End Offset field in the command output.

ignore-case |Defines the pattern-expression argument as case insensitive.
By default, the pattern-expression argument is case sensitive.

expression |Specifiesthe expression that is matched with the packet. The expression isin Berkeley
tcpdump- Packet filter format. See the “ Configuring the tcpdump-expression Syntax” section on
expression |page 6-6 for more information and configuration examples.

If you use spaces in the expression, enclose the expression in quotation marks (* ).
To enter an empty expression, use double quotation marks (* ).

To use aquotation mark in the expression, use the backslash escape character before the
quotation mark (\").

Note Helpisnot available for the tcpdump-expression syntax.

pattern Regular expression data pattern that is to be matched with the packet payload. See the
pattern- “Configuring the pattern-expression Syntax” section on page 6-8 for more information.
expression

You can activate the Guard to generate the signature by using the show packet-dump
signatures command. See the “ Generating Attack Signatures from Packet-Dump
Capture Files” section on page 12-22.

If you use spaces in the expression, enclose the expression in quotation marks (* ).
To enter an empty expression, use double quotation marks (* ).

To use aquotation mark in the expression, use the backslash escape character before the
quotation mark (\").

Note Helpisnot available for the pattern-expression syntax.

You can change the filter state to enable or disable at any time. See the “Changing the State of a
Flex-Content Filter” section on page 6-10 for more information.

Cisco Guard Configuration Guide
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You can delete afilter at any time (see the “Deleting Flex-Content Filters” section on page 6-10).

The following example shows how to configure the flex-content filter:

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * * expression “ip[6:2] &
O0x1fff=0” pattern

“/ HTTP/1\.1\ xO0D\OAAccept: .*/.*\x0D\x0AAccept-Language: en*\x0D\x0AAccept-Encoding:
gzip, deflate\x0D\x0AUser-Agent: Mozilla/4\.0”

This section contains the following topics:
¢ Configuring the tcpdump-expression Syntax

¢ Configuring the pattern-expression Syntax

Configuring the tcpdump-expression Syntax

The tcpdump-expression is in the Berkeley Packet filter format and specifies the expression to be
matched with the packet.

S
Note  You can use the tcpdump-expression to filter traffic based on the destination port and protocol, but the

performance of the Guard may be affected. We recommend that you filter traffic based on these criteria
using the flex-content filter protocol and port arguments.

The expression contains one or more elements which usually consist of an ID preceded by one or more
qualifiers.

There are three types of qualifiers:

¢ Typequalifiers—Define the ID (name or number). Possible types are host, net, and port. The host
type qualifier is the default.

¢ Direction qualifiers—Define the transfer direction. Possible directions are src, dst, src or dst, and
src and dst. The direction qualifier src or dst isthe default.

¢ Protocol qualifiers—Restrict the match to a particular protocol. Possible protocols are ether, ip,
arp, rarp, tcp, and udp. If you do not specify a protocol qualifier, all protocols that apply to the
type are matched. For example, port 53 means TCP or UDP port 53.

Table 6-3 describes the tcpdump-expression elements.

Table 6-3 tcpdump-expression Elements

Element Description
dst host host_ip_address |Traffic to a destination host | P address.
src host host_ip_address |Traffic from a source host |P address.

host host_ip_address Traffic to and from both source and destination host | P addresses.
net net mask mask Traffic to a specific network.

net net/len Traffic to a specific subnet.

dst port TCP or UDP traffic to a destination port number.

destination_port_number
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Table 6-3 tcpdump-expression Elements (continued)
Element Description
srcport TCP or UDP traffic from a source port number.

source_port_number

port port_number

TCP or UDP traffic to and from both source and destination port
numbers.

less packet_length

Packets with a length equal to or less than the specific length in bytes.

greater packet length

Packets with alength equal to or greater than the specific length in bytes.

ip proto protocol

Packets with a protocol number of the following protocols: ICMP, UDP,

and TCP.

ip broadcast

Broadcast |P packets.

ip multicast

Multicast packets.

ether proto protocol

Ether protocol packets of a specific protocol number or name such as P,
ARP, or RARP. The protocol names are also keywords. If you enter the
protocol name, you must use abackslash (\) as an escape character before
the name.

expr relop expr

Traffic that complies with the specific expression. Table 6-4 describes
the tcpdump-expression rules.

Table 6-4 describes the tcpdump-expression rules.

Table 6-4 Flex-Content Filter Expression Rules

Expression Rule |Description

relop > < >= <= =, I=

expr Arithmetic expression composed of integer constants (expressed in standard C
syntax), the normal binary operators [+, -, *, /, &, [], alength operator, and special
packet data accesses. To access data inside the packet, use the following syntax:
proto [expr: size]

proto Protocol layer for the index operation. The possible values are ether, ip, tcp, udp, or

icmp. The byte offset, relative to the indicated protocol layer, is given by the expr
value.

To access datainside the packet, use the following syntax:
proto [expr: size]

The size argument is optional and indicates the number of bytesin the field. The
argument can be 1, 2, or 4. The default is 1.

You can combine expression elements using the following methods:

¢ A group of elements and operators in parentheses—The operators are the normal binary operators

[+,-,*,/, &, || and alength operator.

)

Note  To use a parenthesisin the expression, use the backslash escape character before the
parenthesis (\().
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¢ Negation—Use! or not.
¢ Concatenation—Use & & or and.
e Alternation—Use|| or or.

Negation has the highest precedence. Alternation and concatenation have equal precedence and are
associated from left to right. Explicit and tokens, not juxtaposition, are required for concatenation. If
you specify an identifier without a keyword, the most recent keyword is used.

For a detailed explanation of the Berkeley Packet filter configuration options, go to this location:
http://www.freesoft.org/CIE/Topi cs/56.htm.

The following example shows how to count unfragmented datagrams and fragmented zeros of
fragmented datagrams only. This filter isimplicitly applied to the TCP and UDP index operations. For
instance, tcp[0] always indicates the first byte of the TCP header and never indicates the first byte of an
intervening fragment as shown in this example:

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * * expression
ip[6:2] &0x1fff=0 pattern ““

The following example shows how to drop all TCP RST packets:

user@GUARD-conf-zone-scannet# flex-content-filter enabled drop * * expression tcp[13]1&4!=0
pattern ““

The following example shows how to count all ICMP packets that are not echo requests/echo replies

(ping):
user@GUARD-conf-zone-scannet# flex-content-filter enabled count * * expression “icmp
[0]!=8 and icmp[0] != 0” pattern ““

The following example shows how to count all TCP packets that are destined to port 80 and that did not
originate from port 1000:

user@GUARD-conf-zone-scannet# flex-content-filter enabled count * * expression “tcp and
dst port 80 and not src port 1000” pattern ““

Configuring the pattern-expression Syntax

The pattern-expression syntax is aregular expression that describes a string of characters. The
pattern-expression describes a set of strings without actually listing its elements. This expression
consists of normal characters and special characters. Normal characters include all printable ASCII
charactersthat are not considered to be special characters. Special characters have a special meaning and
specify the type of matching that the Guard performs on the pattern-expression. The flex-content filter
matches the pattern-expression with the content of the packet (the packet payload). For example, the

three strings version 3.1, version 4.0, and version 5.2 are described by the following pattern: version
F\LF

Table 6-5 describes the special characters that you can use.

Cisco Guard Configuration Guide
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Table 6-5 Special Characters Used in the pattern-expression

Special character |Description

i Matches a string that may be present and can contain zero or more characters. For
example, the pattern goo.* s matches the patterns goos, goods, good for ddos, and
So on.

\ Removes the special meaning of a special character. To use the special characters

inthislist as single-character patterns, remove the special meaning by preceding
each character with a backslash (\). For example, two backslashes (\\) match one
backslash (1), and one backslash and a period (\.) match one period (.).

You must also precede an asterisk (*) with a backslash.

\xHH Matches a hexadecimal value, where H is a hexadecimal digit and is not case
sensitive. Hexadecimal values must be exactly two digits. For example, the
pattern \x41 matches the hexadecimal value A.

By default, the pattern-expression is case sensitive. To define the pattern-expression as case insensitive,
use the flex-content-filter command with the ignor e-case keyword. See the “Adding a Flex-Content
Filter” section on page 6-3 for more information.

The following example shows how to drop packets with a specific pattern in the packet payload. The
pattern in the example was extracted from the Slammer worm. The protocol, port, and
tcpdump-expression parameters are nonspecific.

user@GUARD-conf-zone-scannet# flex-content-filter enabled drop * * expression “ “ pattern
\x89\xE5Qh\.dllhel32hkernQhounthickChGetT£\xB911
Qh32\.dhws2 f\xB9etQhsockf\xB9toQhsend\xBE\x18\x10\xAEB

Displaying Flex-Content Filters

To display the flex-content filters, use the following command in zone configuration mode:
show flex-content-filters

Table 6-6 describes the fields in the show flex-content-filters command output.

Table 6-6 Field Descriptions for the show flex-content-filters
Command
Field Description
Row Flex-content filter priority.
State Filter state (enabled or disabled).
Action Action that the filter performs on the specific traffic type.
Protocol Protocol number of the traffic that the filter processes.
Port Destination port of the traffic that the filter processes.
Start Offset, in bytes, from the beginning of the packet payload where the pattern
matching begins. This offset applies to the pattern field.

Cisco Guard Configuration Guide
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Table 6-6 Field Descriptions for the show flex-content-filters
Command (continued)

Field Description

End Offset, in bytes, from the beginning of the packet payload where the pattern
matching ends. This offset applies to the pattern field.

Match-case Whether the pattern-expression that the filter matchesis case sensitive or not

case sensitive.

yes = case-sensitive, no = case-insensitive

TCPDump-expression

tcpdump-expression to be matched with the packet in Berkeley Packet filter
format. See the “Configuring the tcpdump-expression Syntax” section on
page 6-6 for the information on the tcpdump-expression syntax.

Pattern-filter

Regular expression data pattern to be matched with the packet payload. See
the “Configuring the pattern-expression Syntax” section on page 6-8 for
information on the pattern-expression syntax.

RxRate (pps)

Current traffic rate in packets per second that is measured for this filter.

Deleting Flex-Content Filters

You can delete a flex-content filter when you no longer need it to filter packets based on the filter

expression.

~

Note Do not delete aflex-content filter if you might need it at alater date. You can disable the flex-content
filter and then enable it when needed (see the “ Changing the State of a Flex-Content Filter” section on

page 6-10).

To delete a flex-content filter, enter the following command in zone configuration mode:

no flex-content-filter row-num

The row-num argument specifies the flex-content filter row number to delete. To display the list of
flex-content filters and identify the row number of the flex-content filter to delete, use the show
flex-content-filterscommand (see the “ Displaying Flex-Content Filters” section on page 6-9). To delete
all flex-content filters, enter an asterisk (*) for the row number.

The following example shows how to delete a flex-content filter:

user@GUARD-conf-zone-scannet# no flex-content-filters 5

Changing the State of a Flex-Content Filter

You can disable a flex-content filter to prevent the Guard from filtering packets based on the filter
expression and to prevent it from filtering specific types of traffic. When you disable thefilter, it remains
in the flex-content filter list, which allows you to enable the filter again if needed.

If you do not intend to use a flex-content filter again, you can delete it (see the “ Deleting Flex-Content
Filters’ section on page 6-10).

To change the state of a flex-content filter, enter the following command in zone configuration mode:

flex-content-filter row-num{disabled | enabled}
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Table 6-7 provides the arguments for the flex-content-filter command.

Table 6-7 Arguments and Keywords for the flex-content-filter Command
Parameter Description

row-num Specifies the flex-content filter row number.

disabled Disables the specified flex-content filter.

enabled Enables the specified flex-content filter.

To display thelist of flex-content filters and identify the row number of the flex-content filter to enable

or disable, enter the show flex-content-filters command (see the “ Displaying Flex-Content Filters’
section on page 6-9).

The following example shows how to disable a flex-content filter:

user@GUARD-conf-zone-scannet# flex-content-filters 5 disabled

Configuring Bypass Filters

~

Note

The bypass filter allows you to specify traffic that you want the Guard to forward directly to the zone
without applying any traffic protection functions, including the anti-spoofing and anti-zombie functions.

The Guard injects traffic that passes through the bypass filters on to the zone without applying a limit
on the traffic rate that was defined by using the rate-limit command.

This section contains the following topics:
e Adding aBypass Filter
¢ Displaying Bypass Filters
¢ Deleting Bypass Filters

Adding a Bypass Filter

To add a bypass filter, use the following command in zone configuration mode:
bypass-filter row-num src-ip [ip-mask] protocol dest-port [fragments-type]

Table 6-8 provides the arguments for the bypass-filter command.

Table 6-8 Arguments for the bypass-filter Command
Parameter Description
row-num Unique number from 1 to 9999. The row-number identifies the filter and

defines the priority among the bypass filters. The Guard operates the filters
according to the ascending row-number order.

src-ip Traffic from a specific |P address is processed. Use an asterisk (*) to indicate
any |P address.
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Table 6-8 Arguments for the bypass-filter Command (continued)

Parameter Description

i p-mask (Optional) Traffic from a specific subnet is processed. The subnet mask can
contain only Class C values. The default subnet is 255.255.255.255.

protocol Traffic from aspecific protocol is processed. Use an asterisk (*) to indicate any
protocol.

Review possible protocol numbers at the Internet Assigned Numbers Authority
(IANA) website;

http://www.iana.org/assignments/protocol -numbers

dest-port Traffic to aspecific destination port is processed. Use an asterisk (*) toindicate
any destination port.

Review possible port numbers at the Internet Assigned Numbers Authority
(IANA) website:

http://www.iana.org/assignments/port-numbers

fragments-type |(Optional) Whether or not the filter processes fragmented traffic. The three
fragmented types are as follows:

¢ no-fragments—Nonfragmented traffic

o fragments—Fragmented traffic

¢ any-fragments—Fragmented and nonfragmented traffic
The default is no-fragments.

~

Note  You cannot specify both afragmentstype and a destination port. To set the fragments type, enter
an asterisk (*) for the destination port.

Displaying Bypass Filters

To display the list of bypass filters, use the following command in zone configuration mode:
show bypass-filters

Table 6-9 describes the fields in the show bypass-filter s command output.

Table 6-9 Field Descriptions for the show bypass-filters Command

Field Description

Row Bypass filter priority.

Source IP Source | P address of the traffic that the filter processes.

Source Mask Source address subnet mask of the traffic that the filter processes.
Proto Protocol number of the traffic that the filter processes.

DPort Destination port of the traffic that the filter processes.

Cisco Guard Configuration Guide
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Table 6-9 Field Descriptions for the show bypass-filters Command (continued)
Field Description
Frg Fragmentation settings that the filter processes:

e yes—Thefilter processes fragmented traffic.
¢ no—Thefilter processes nonfragmented traffic.

e any—The filter processes both fragmented and nonfragmented traffic.

RxRate (pps) Current traffic rate in packets per second that is measured for this filter.

The source | P address, source address mask, protocol number, and destination port may be nonspecific.
An asterisk (*) indicates that the filter acts on all field values or that more than one value was matched
for the filter.

Deleting Bypass Filters

To delete a bypass filter, enter the following command in zone configuration mode:
no bypass-filter row-num

The row-num argument specifies the bypass filter row number to be deleted. To delete all bypassfilters,
enter an asterisk (*). To display thelist of bypassfilters and identify the row number of the bypass filter
that you want to delete, use the show bypass-filters command (see the “ Displaying Bypass Filters’
section on page 6-12). To delete all bypass filters, enter an asterisk (*) for the row number.

The following example shows how to delete a bypass filter:

user@GUARD-conf-zone-scannet# no bypass-filter 10

Configuring User Filters

User filters define the first actions that the Guard executes when it identifies abnormal or malicious
traffic. User filters either apply the required protection level to the specified traffic flows or they drop
the specified traffic.

Each zone configuration includes a default set of user filters that are configured for on-demand
protection and can handle a wide range of attack types. You can modify user filters to customize the
Guard protection capabilities and to set rules about how the Guard handles specific traffic flows when
it suspects an attack.

During an attack on the zone, the Guard continuously analyzes the traffic going to the zone. When it
detects abnormal traffic patterns, the user filters provide the first line of defense against the evolving
DDosS attack. Once the Guard has had enough time to analyze the attack, it begins producing dynamic
filters that define how to handle the attack.

The Guard examines both the user filters and the dynamic filters before deciding how to handle the
specific traffic flow. It compares the first user filter that matches the flow with the dynamic filters and
chooses the most severe protection measure suggested. It applies the appropriate protection level to the
traffic flow to authenticate the traffic. See the “Configuring Dynamic Filters” section on page 6-18 for
more information about dynamic filters.
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The dynamic filters and the user filters can take actionsin these descending severity levels: drop, strong,
basic, and permit (see Table 6-10). Dynamic filters with actions of redirect/zombie and

block-unauthenticated are applied even if a user filter to handle the same type of traffic exists because
dynamic filters affect the Guard traffic authentication mechanisms and do not directly affect the traffic

flow.

User filters are activated in ascending row-number order. When you add a new user filter, it isimportant
that you place it in the correct location in the list.

Table 6-10 describes the actions that a user filter can take.

Table 6-10 User Filter Actions

Action Description

basic/default Authenticates non-TCP traffic flows.

basic/dns-proxy Authenticates TCP DNS traffic flows.

basic/redirect Authenticates applications over HTTP.

basic/reset Authenticates applications over TCP. We recommend that you use an action of
basic/redirect for HTTP traffic flows.

basic/safe-reset Authenticates TCP application traffic flows that are not tolerant of TCP
connection reset. We recommend that you use an action of basic/redirect for
HTTP traffic flows.

basic/sip Authenticates Vol P* applications that use SIP? over UDP to establish the Vol P
sessions and RTP/RTCP® to transmit voice data between the SIP end points after
sessions are established.

drop Drops traffic flows.

permit Prevents statistical analysis of the flow and the anti-spoofing or anti-zombie
protection functions from handling this flow. We recommend that you set arate
and burst limit to this filter because it is not handled by other protection
mechanisms.

strong Enables strong authentication for a traffic flow. Use this filter when strong
authentication isrequired or when the previousfilters do not seem suitablefor the
application. Authentication is performed for every connection.
For TCPincoming connections, the Guard serves as aproxy. Do not use the strong
authentication action for connections if you use ACLs* access policies, or
load-balancing policies that are based on the incoming IP address in the network.

1. VolP=Voiceover IP

2. SIP = Session Initiation Protocol

3. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol

4. ACL = Access Control List

This section contains the following topics:
e Adding User Filters

e Displaying User Filters

¢ Deleting User Filters
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Adding User Filters

Step 1

Step 2

Step 3

To add a user filter, perform the following steps:

Display thelist of user filters and identify the location in the list in which you want to add the new filter.
See the “Displaying User Filters’ section on page 6-17 for more information.

If the current row numbers are consecutive, renumber the user filters in increments that allow you to
insert the new user filters by entering the following command:

user-filter renumber [start [step]]

Table 6-11 provides the arguments for the user-filter renumber command.

Table 6-11 Arguments for the user-filter renumber Command

Parameter Description

start (Optional) Integer from 1 to 10000 that denotes the new starting number of the user
filter list. The default is 10.

step (Optional) Integer from 1 to 1000 that defines the increment between the user filter
row numbers. The default is 10.

Add a new user filter by entering the following command:

user-filter row-num filter-action src-ip [ip-mask] protocol dest-port [fragments-typel
[rate-limit rate burst units]

Table 6-12 provides the arguments for the user-filter command.
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Table 6-12 Arguments and Keywords for the user-filter Command
Parameter Description
row-num Unique number from 1 to 1000 that identifies the filter and defines priority among

the user filters. The Guard operates the filters according to the ascending
row-number order.

filter-action Action that the filter performs on the specific traffic type. See Table 6-10 for more
information.

src-ip Traffic from a specific P address. Use an asterisk (*) to indicate any | P address.

i p-mask (Optional) Traffic from a specific subnet. The subnet mask can contain only Class
C values. The default subnet is 255.255.255.255.

protocol Traffic from a specific protocol. Use an asterisk (*) to indicate any protocol.

Review possible protocol numbers at the Internet Assigned Numbers Authority
(IANA) website:

http://www.iana.org/assignments/protocol -numbers

dest-port Traffic to a specific destination port. Use an asterisk (*) to indicate any destination
port.

Review possible port numbers at the Internet Assigned Numbers Authority (IANA)
website:

http://www.iana. org/assignments/port-numbers

fragments-type |(Optional) Type of traffic. The type can be one of the following:
¢ no-fragments—Nonfragmented traffic
¢ fragments—Fragmented traffic
¢ any-fragments—Fragmented and nonfragmented traffic

The default is no-fragments.

rate-limit rate | Specifies the rate limitation. The user filter limits the traffic to this rate. Enter an
integer greater than 64. The units are specified by the units parameter. The default
isnot to limit the filter traffic rate. The rate limit can be up to 10 times greater than
the burst limit.

burst Integer greater than 64 that specifies the traffic burst limit. The units are bits,
kilobits, kilopackets, megabits, and packets that correspond to the units that are
specified by the units parameter. The burst limit can be up to eight times greater than
the rate limit.

units Rate limit units. The units can be one of the following:
e bps—Bits per second

e kbps—Kilobits per second

e kpps—Kilo packets per second

¢ mbps—Megabits per second

e pps—Packets per second
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Configuring User Filters

The following example shows how to renumber the user filters starting from 10 in steps of 5. This
example also shows how to add a user filter in row 12 that is aimed at traffic that is received from all
source | P addresses of protocol 6 (TCP) and flows to destination port 25 (SMTP). The user filter limits
the traffic flow rate to 600 pps and the burst size to 400 packets.

user@GUARD-conf-zone-scannet# user-filter renumber 10 5
user@GUARD-conf-zone-scannet# user-filter 12 permit * 6 25 rate-limit 600 400 pps

You can display the user filters associated with a zone configuration by entering the show command or
the show running-config command in zone configuration mode.

To display the user filter configuration at the beginning of the display, use the show command or the
show running-config command with the | begin USER FILTERS option.

Table 6-13 describes the user filter fields in the show command output.

Table 6-13 Field Descriptions for User Filter Fields in the show Command

Field Description

Row User filter priority.

Source IP Source | P address of the traffic that the filter processes.

Source Mask Source address mask of the traffic that the filter processes.

Proto Protocol number of the traffic that the filter processes.

DPort Destination port of the traffic that the filter processes.

Frg Type of traffic that the filter processes. The type can be one of the following:

e yes—Thefilter processes fragmented traffic.
e no—Thefilter processes nonfragmented traffic.
e any—The filter processes fragmented and nonfragmented traffic.

RxRate (pps) Current traffic rate in packets per second that is measured for this filter.

Action Action that the filter performs on the specific traffic type. See Table 6-10 for more
information.

Rate Limit on the traffic rate that the user filter can handle. The rate is displayed in the
units specified by the Unitsfield.

Burst Traffic burst limit that the filter allows for the specific flow. The units are bits,
kilobits, kilopackets, megabits, and packets, and correspond to the units specified in
the Units field.

Units Units by which the rate and the burst rate are displayed.

The source | P address, source address mask, protocol number, and destination port may be nonspecific.
An asterisk (*) indicates that the filter acts on all field values or that more than one value was matched

for the filter.
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Deleting User Filters
A\

Caution If you delete all user filters when the policy action is set to to-user-filter, the Guard passes unprotected
traffic to the zone. See the “ Configuring the Policy Action” section on page 7-20 for more information.

To delete a user filter, enter the following command in zone configuration mode:

no user -filter row-num

Therow-num argument specifiesthe user filter row number. To display thelist of user filtersand identify
the row number of the user filter to delete, use the show running-config command (see the “ Displaying
User Filters’ section on page 6-17). To delete all user filters, enter an asterisk (*) for the row number.

The following example shows how to delete all user filters:

user@GUARD-conf-zone-scannet# no user-filter *

Configuring Dynamic Filters

Dynamic filters apply the required protection level to traffic flow and define how the Guard mitigates
the attack. The Guard creates dynamic filters when it identifies an anomaly in the zone traffic, which
occurs when the flow exceeds the zone policy thresholds. The Guard creates new dynamic filters as
changes occur to the zone traffic and the type of DDoS attack.

Dynamic filters have a limited life span and are deleted by the Guard when the attack ends. The Guard
supports a maximum of 150,000 dynamic filters that are active concurrently in all zones. You can add
or delete dynamic filters when the zone is under attack and zone protection is enabled.

When the Guard detects a traffic anomaly, it uses both user filters and dynamic filters to mitigate the
attack. The user filters provide the first line of defense until the Guard can analyze the attack and begin
creating dynamic filters with mitigation actions designed specifically for the attack. For more
information about user filters and how the Guard uses them in combination with the dynamic filters, see
the “ Configuring User Filters’ section on page 6-13.

The dynamic filters and the user filters can take actionsin these descending severity levels: drop, strong,
basic, and permit (see Table 6-14). Dynamic filters with actions of redirect/zombie and
block-unauthenticated are applied even if a user filter to handle the same type of traffic exists because
they affect the Guard authentication functions and do not directly affect the traffic flow.

Table 6-14 describes the different actions dynamic filters can execute.

Table 6-14 Dynamic Filter Actions

Action Description

drop Drops the traffic.

strong Applies the strong protection level anti-spoofing functions to the
specific traffic.

to-user-filters Forwards the traffic to the user filters. If you have modified the
default user filters, you must make sure that there is a user filter to
handl e these dynamic filters.
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Table 6-14 Dynamic Filter Actions (continued)
Action Description
block-unauthenticated-basic Enhances the basic protection level anti-spoofing functions so that

they drop traffic flows that have not been authenticated.

block-unauthenticated-strong | Enhances the strong protection level anti-spoofing functions so that

they drop traffic flows that have not been authenticated.

block-unauthenticated-dns Drops the traffic that flows to DNS UDP servers (protocol=UDP,
port=53) that were not authenticated by the DNS anti-spoofing
functions.

redirect/zombie Enhances authentication for all user filters with an action of

basic/redirect.

Dynamic filters are configured to remain active for a specific amount of time. Depending on how the
filter was created, the dynamic filter timeout parameter is configured in one of the following ways:

Dynamic filters created by a zone policy—The dynamic filter timeout is set to the policy timeout.
Tomodify the timeout of additional dynamic filtersthat are created by the policy, change the timeout
of the policy that created the dynamic filter by entering the timeout command in policy
configuration mode.

User-defined dynamic filters—You define the dynamic filter timeout by configuring the exp-time
argument of the dynamic-filter command.

When the dynamic filter timeout expires, the Guard determines whether or not the dynamic filter should
be deactivated based on current traffic conditions. If the Guard determinesthat the dynamic filter should
not be deactivated, the filter remains active for another time span. See the “Deactivating Dynamic
Filters’ section on page 6-23 for more information about deactivating dynamic filters.

This section contains the following topics:

Displaying Dynamic Filters

Adding Dynamic Filters

Deleting Dynamic Filters

Preventing the Production of Dynamic Filters

Deactivating Dynamic Filters

Displaying Dynamic Filters

You can display the dynamic filters that the Guard created by using one of the following commandsin
zone configuration mode;

show dynamic-filters [details|—Displays a list of all dynamic filters.
show dynamic-filters dynamic-filter-id [details]—Displays a single dynamic filter.

show dynamic-filterssort {action | exp-time|id | filter-rate} —Displays a sorted list of all
dynamic filters.
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Table 6-15 provides the arguments and keywords for the show dynamic-filters command.

Table 6-15 Arguments and Keywords for the show dynamic-filters Command
Parameter Description
dynamic-filter-id Identifier of the specific dynamic filter to display. Thisinteger is

assigned by the Guard. To identify the filter ID, display the complete
list of dynamic filters.

details (Optional) Displays dynamic filtersin detail. The details consist of
additional information on the attack flow, the triggering rate, and the
policy that produced it.

action Displays dynamic filters by their action, ranging from the most severe
(drop) to the least severe (notify).

exp-time Displays dynamic filters by their expiration time in ascending order.

id Displays dynamic filters by the ascending ID number.

filter-rate Displays dynamic filters by the triggering rate, measured in packets

per second, in ascending order.

To display the pending dynamic filters, use the show recommendations command. See Chapter 10,
“Using Interactive Protect Mode,” for more information about pending dynamic filters.

Note = The Guard displays a maximum of 1000 dynamic filters. When more than 1000 dynamic filters are
active, examine the log file or zone report for a complete list of dynamic filters.

The following example shows how to display a dynamic filter in detail :

user@GUARD-conf-zone-scannet# show dynamic-filters 876 details

Table 6-16 describes the fields in the show dynamic-filters command output.

Table 6-16 Field Descriptions for show dynamic-filters Command Output

Field Description

ID Filter identification number.

Action Action that the filter performs on the traffic flow. See Table 6-14 for more
information.

Exp Time Amount of time that the filter is active. After the time expires, the filter may be
deleted according to the thresholds that you defined by using thefilter-termination
command.

Source IP Source | P address of the traffic that the filter processes.

Source Mask Source address mask of the traffic that the filter processes.

Proto Protocol number of the traffic that the filter processes.

DPort Destination port of the traffic that the filter processes.
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Table 6-16 Field Descriptions for show dynamic-filters Command Output (continued)
Field Description
Frg Whether or not the filter processes fragmented traffic:

e yes—Thefilter processes fragmented traffic.
¢ no—Thefilter processes nonfragmented traffic.

e any—The filter processes both fragmented and nonfragmented traffic.
RxRate (pps) Current traffic rate in packets per seconds that is measured for this filter.

The source | P address, source address mask, protocol number, and destination port may be nonspecific.

An asterisk (*) indicates that the filter acts on all field values or that more than one value was matched
for the filter.

Table 6-17 describes the additional fields in the show dynamic-filters details command output.

Table 6-17 Field Descriptions for show dynamic-filters details Command
Field Description
Attack flow Mitigated attack flow characteristics. The mitigated attack flow, displayed in the

dynamic filters table, might have awider range than the attack flow. For example,
a nonspoofed attack on port 80 blocks all TCP traffic from the originating source
I P address, not from port 80 only. The attack flow contains the Source IP, Source
Mask, Proto, DPort, and Frg fields that are described in Table 6-16.

Triggering Rate Rate of the attack flow that exceeded a policy threshold.
Threshold Policy threshold that was exceeded by the attack flow.

Policy Policy that produced the dynamic filter. See Chapter 7, “ Configuring Policy
Templates and Policies,” for more information.

Adding Dynamic Filters

During an attack on the zone, you can add a dynamic filter to manipulate zone protection by using the
following command in zone configuration mode:

dynamic-filter action {exp-time | forever} src-ip [ip-mask] protocol dest-port [fragments-type]

You can use multiple dynamic-filter commands to add multiple dynamic filters.
Table 6-18 provides the arguments and keywords for the dynamic-filter command.

Table 6-18 Arguments and Keywords for the dynamic-filter Command

Parameter Description

action Action that the filter performs on a specific traffic flow. See Table 6-14 for more
information.

exp-time Integer from 1 to 3,000,000 that specifies the time (in seconds) for the filter to be
active.

forever Activatesthefilter for an unlimited time. Thefilter is deleted when protection ends.
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Table 6-18 Arguments and Keywords for the dynamic-filter Command (continued)
Parameter Description
src-ip Traffic from a specific source |P address. Enter the |P address in dotted-decimal

notation (for example, enter an | P address of 192.168.100.1). Use an asterisk (*) to
indicate any |P address.

i p-mask (Optional) Traffic from a specific subnet. Enter the subnet mask in dotted-decimal
notation (for example, enter 255.255.255.0). The subnet mask can contain only
Class C values. The default subnet is 255.255.255.255.

protocol Traffic from a specific protocol. Use an asterisk (*) to specify any protocol.

Review possible protocol numbers at the Internet Assigned Numbers Authority
(IANA) website:

http://www.iana.org/assignments/protocol -numbers

dest-port Traffic that is destined to a specific destination port. Use an asterisk (*) to specify
any destination port.

Review possible port numbers at the Internet Assigned Numbers Authority (IANA)
website:

http://www.iana.org/assignments/port-numbers

fragments-type |(Optional) Traffic type that the filter acts on. The three fragmented types are as
follows:

¢ no-fragments—nonfragmented traffic
e fragments—fragmented traffic

¢ any-fragments—fragmented and nonfragmented traffic

The default is no-fragments.

The following example shows how to add a dynamic filter that directs the traffic to the user filters with
an expiration time of 600 seconds:

admin@GUARD-conf-zone-scannet# dynamic-filter to-user-filters 600 192.128.30.45
255.255.255.252 6 88 no-fragments

Deleting Dynamic Filters

When you delete dynamic filters, the deletion is effective for alimited period of time because the Guard
continues to configure new dynamic filters when zone protection is enabled. See the “Preventing the
Production of Dynamic Filters” section on page 6-23 for information on how to prevent the Guard from
producing a dynamic filter.

To delete a dynamic filter, use the following command in zone configuration mode:
no dynamic-filter dynamic-filter-id

The dynamic-filter-id argument specifiesthe dynamicfilter ID. To display thelist of dynamic filtersand
identify the ID of the dynamic filter to delete, use the show dynamic-filters command (see the
“Displaying Dynamic Filters” section on page 6-19). To delete all zone dynamic filters, enter an asterisk
(*) for the dynamic filter identifier.

The following example shows how to delete a dynamic filter:

user@GUARD-conf-zone-scannet# no dynamic-filter 876
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Preventing the Production of Dynamic Filters

To prevent the Guard from producing unwanted dynamic filters, perform one of the following actions:

¢ Deactivate the policy that produces the dynamic filters (see the “ Changing the Policy State” section
on page 7-13 for more information). To determine which policy produced the unwanted dynamic
filters, see the “Displaying Dynamic Filters” section on page 6-19.

e Configure a bypass filter for the desired traffic flow (see the “ Configuring Bypass Filters’ section
on page 6-11).

¢ Increasethethreshold of the policy that produces the undesired dynamic filter (seethe“ Configuring
the Policy Threshold” section on page 7-14).

Deactivating Dynamic Filters

When the dynamic filter timeout expires, the Guard determines whether or not the dynamic filter should
be deactivated based on current traffic conditions. If the Guard determinesthat the dynamic filter should
not be deactivated, the filter remains active for another time span.

Dynamic filters are deactivated if one of the following conditions applies:

e Thetotal zone malicioustraffic rate, which equals the sum of the spoofed and dropped traffic, isless
than or equal to the zone-malicious-rate termination threshold. See the following commandsin this
section.

e The dynamic filter measures the traffic rate (the filter rate counter does not display N/A) and the
filter-rate termination threshold (see the following commands in this section) is equal to or greater
than both of the following:

— Thedynamic filter current traffic rate.

— Thedynamic filter average traffic rate during a user-configured time span. Thistime span is
defined by the policy timeout parameter. See the “ Configuring the Policy Timeout” section on
page 7-19 for more information.

A
Note  Dynamic filters with an action of to-user-filters, block-unauthenticated, redirect/zombie, or
notify do not measure the traffic rate.

To configure the zone malicious traffic threshold, use the following command in zone configuration
mode:

filter-termination zone-malicious-r ate threshold

The threshold argument specifies the zone malicious traffic threshold for a zone in packets per second
(pps). Thistraffic consists of the sum of the spoofed and the dropped traffic. The default value is 50 pps.
To configure the dynamic filter-rate termination threshold, use the following command in zone
configuration mode:

filter-termination {filter-rate | filter-rate-pph} threshold
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Table 6-19 provides the arguments and keywords for the filter-termination command.

Table 6-19 Arguments and Keywords for the filter-termination Command
Parameter Description
filter-rate Specifies afilter rate of packets per second.
filter-rate-pph Specifiesafilter rate of packets per hour for filters created by PPH policies (see
the “Understanding Zone Policies’ section on page 7-1).
threshold Dynamic filter traffic threshold in either packets per second or packets per hour
depending on the keyword that you select. The default values are as follows:
e 2pps
e 120 pph

The following example shows how to configure the dynamic filter termination rates:

user@GUARD-conf-zone-scannet# filter-termination zone-malicious-rate 200
user@GUARD-conf-zone-scannet# filter-termination filter-rate 50
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Configuring Policy Templates and Policies

This chapter describes the Cisco Guard (Guard) zone policies, policy structure, and policy templates,
and it describes how to configure the zone policy and the policy template parameters.

This chapter contains the following sections:
¢ Understanding Zone Policies
¢ Understanding and Configuring Policy Templates
¢ Understanding the Policy Path
e Configuring Policy Parameters
e Monitoring Policies
e Backing Up the Policy Configuration

Understanding Zone Policies

The zone policies enable the Guard to perform a statistical analysis of the zone traffic flow. Depending
on the type of policy, a policy monitors traffic for one of the following traffic characteristics:

o Traffic rate—Rate of traffic measured in packets per second or packets per hour. Policies that
monitor traffic in packets per hour (PPH policies) are used to monitor zone traffic for low rate
zombie attacks that can last for hours or days.

¢ Connections—Number of concurrent connections.
e Packet ratio—Ratio of one packet type to another.

The zone policies are configured to take action against a particular traffic flow if they identify that flow
asmaliciousor abnormal, which occurswhen the flow exceeds the policy threshold, and configurefilters
(dynamic filters) dynamically to protect the traffic flow according to the severity of the attack. You can
configure the policy triggers and the action that the policy takes once it is activated.

Every zone configuration contains a set of policies. When you create anew zone using apolicy template,
the Guard configures the new zone with policies associated with the template. When you create a new
zone by copying an existing zone, the Guard configures the new zone with the policies of the existing

zone.

To create zone-specific policies and tune their thresholds to recognize normal zone traffic, the Guard
learns the zone traffic in a two-phase learning process (see the “ Understanding the L earning Process’
section on page 1-4). The Guard uses predefined policy templates to construct the policies and then
learns the policy thresholds as determined by the zone traffic. The Guard uses each policy template to
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create policiesthat the Guard requiresto protect the zone against a specific Distributed Denial of Service
(DDoS) threat. After the Guard creates and tunes the zone policies, you can add and delete policies or
change policy parameters.

Policies have cross dependencies and priorities. If two different policies define the same traffic flow, the
Guard analyzes the flow using the policy that is more specific. For example, policies that relate to TCP
services exclude the HTTP services that are handled by the HTTP-related policies.

Understanding and Configuring Policy Templates

A policy template is a collection of policy construction rules that the Guard uses during the policy
construction phase to create the zone policies. At the end of the policy construction phase, the Guard has
aset of zone-specific policiesthat it created using the policy templates. The name of the policy template
isderived from the characteristics that are common to all the policiesthat it creates and can be a protocol
(such as DNS), an application (such as HTTP), or the objective (such asip_scan). For example, the
policy template tcp_connections produces policies that relate to connections, such as the number of
concurrent connections. When you create a new zone, the Guard includes a set of policy templatesin the
zone configuration.

Table 7-1 describes the Guard policy templates. The Guard includes these policy templates when you
create a new zone using the GUARD_DEFAULT zone template.

Table 7-1 Policy Templates

Policy Template Constructs a Group of Policies Relating To

dns_tcp DNS-TCP protocol traffic.

dns_udp DNS-UDP protocol traffic.

fragments Fragmented traffic.

http HTTP traffic that flows, by default, through port 80 (or other user-configured
ports).

ip_scan I P scanning. A situation in which a client from a specific source | P address tries

to access many destination | P addresses in the zone. This policy template is
designed primarily for zones in which the | P address definition is a subnet.

By default, this policy template is disabled. The default action for this policy
template is notify.

Note Thepoliciesthat are produced from this policy template consume system
resources and can affect the performance of the Guard.

other_protocols Non-TCP and non-UDP protocols.

port_scan Port scanning. A situation in which aclient from aspecific source |P addresstries
to access many ports in the zone.

By default, this policy template is disabled. The default action for this policy
template is notify.

Note Thepoliciesthat are produced from this policy template consume system
resources and can affect the performance of the Guard.

tcp_connections | TCP connection characteristics.

tcp_not_auth TCP connections that have not been authenticated by the Guard anti-spoofing
functions.
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Table 7-1 Policy Templates (continued)

Policy Template Constructs a Group of Policies Relating To

tcp_outgoing TCP connections initiated by the zone.

tcp_ratio Ratios between different types of TCP packets; for example, the number of SYN
packets compared to the number of FIN/RST packets.

tcp_services TCP services on ports other than HTTP related, such as ports 80 and 8080.

tcp_services_ns TCP services. By default, the policies created from this policy template monitor
IRC ports (666X), SSH, and Telnet. This policy template does not create policies
with actions that require the Guard to apply the strong protection level to the
traffic flow. See the* Understanding the Protection Cycle” section on page 1-6 for
more information about the strong protection level.

udp_services UDP services.

The Guard includes additional policy templates for zones that were created from zone templatesthat are
designed for specific types of attacks or specific services. Table 7-2 details the policy templates that the
Guard adds to a zone configuration based on a specific zone template.

Table 7-2 Additional Policy Templates
Zone Template Policy Template
GUARD_VOIP sip_udp—Constructs a group of policies that monitor Vol P! applications

that use SIP? over UDP to establish the Vol P sessions and RTP/RTCP® to
transmit voice data between the SIP end points after sessions are
established.

1. VolP=Voiceover IP
2. SIP = Session Initiation Protocol
3. RTP/RTCP = Real-Time Transport Protocol/Real-Time Control Protocol

The Guard looks for indicators of TCP traffic first on dedicated ports 6660 to 6670 and 21 to 23 as
follows:

o If traffic istraced on these ports, the tcp_services ns policy template constructs a group of policies,
and the tcp_services policy template monitors TCP services on other ports.

e If notraffic is traced on these ports, the tcp_services ns policy template is not used.

You can add services to policies that were created from the tcp_services_ns policy template.

The Guard includes additional policy templates that protect zones for which you do not want to use the
TCP proxy anti-spoofing functions in which the Guard serves as a proxy. You can use these policy
templates if the zone is controlled based on the |P addresses, such as an Internet Relay Chat (IRC)
server-type zone, or if you do not know the type of services that are running on the zone.

If you define a zone with the GUARD_TCP_NO_PROXY zone template, the Guard uses the policy
templates described in Table 7-3. The Guard replaces the policy templates http, tcp_connections, and
tcp_outgoing with the policy templates http_ns, tcp_connections_ns, and tcp_outgoing_ns policies. The
http_ns, tcp_connections_ns, and tcp_outgoing_ns policy templates do not create policies with actions
that require the Guard to apply the strong protection level to the traffic flow.
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Table 7-3 details the Guard policy templates for GUARD_TCP_NO_PROXY.

Table 7-3 GUARD_TCP_NO_PROXY Policy Templates
Policy Template Replaces Policy
Template Constructs a group of policies relating to
tcp_connections_ns tcp_connections TCP connection characteristics.
tcp_outgoing _ns tcp_outgoing TCP connections initiated by the zone.
http_ns http HTTP traffic flowing, by default, through port 80 (or
other user-configured ports).

Toview alist of al policy templates, use the policy-template command in zone configuration mode and
press Tab twice.

During the learning process, zone traffic flows transparently through the Guard. Each active policy
template produces a group of policies based on the policy definitions and the zone traffic characteristics.
The Guard ranks the services (protocol and port numbers) that the policy template monitors by the level
of traffic volume. The Guard then sel ects the services that have the highest traffic volume and that have
exceeded the defined minimum threshold, and it creates a policy for each service. Some policy templates
create an additional policy to handle all traffic flows for which a specific policy was not added with a
service of any.

You can configure the following policy template parameters:

e Maximum Number of Services—Defines the maximum number of services that the Guard picks up
for the policy template to create specific policies.

e  Minimum Threshold—Defines the minimum threshold that must be exceeded for the Guard to rank
the service.

e Policy Template State—Defines whether or not the Guard produces policies from the policy
template.

To configure the policy template parameters, enter the policy template configuration mode by entering
the following command in zone configuration mode:

policy-template policy-template-name
The policy-template-name argument specifies the name of the policy template. See Table 7-1 for more
information.

The following example shows how to enter http policy template configuration mode:

user@GUARD-conf-zone-scannet# policy-template http
user@GUARD-conf-zone-scannet-policy template-http#

To display the parameters of a specific policy template, use the show command in policy template
configuration mode.
This section contains the following topics:

¢ Configuring the Maximum Number of Services

e Configuring the Minimum Threshold

¢ Configuring Policy Template States

e Configuring All Policy Template Parameters Simultaneously
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Configuring the Maximum Number of Services

Note

The maximum number of services parameter defines the maximum number of services (protocol
numbers or port numbers) for which the policy template selects and creates policies. The Guard ranks
the services that the policy template relates to by the level of traffic volume for each service. The Guard
then selects the services that have the highest traffic volume and that have exceeded the defined
minimum threshold (as defined by the min-threshold parameter), and it creates policies for each service.
The Guard may add an additional policy with a service of any to handle all other traffic flows with the
characteristics of the policy template.

The higher the maximum number of services means that the zone requires more Guard memory.

You can only define the maximum number of services parameter for policy templates that detect
services. tcp_services, tcp_services ns, udp_services, and other protocols. You cannot configure it for
policy templates that monitor a specific service, such as dns_tcp, which monitors service 53, or for
policy templates that relate to a specific traffic characteristic, such as fragments.

The Guard measures the traffic rate of the service based on the policy traffic characteristics. The traffic
characteristic can be the source I P addresses or the destination IP addresses. A policy that monitors the
service any measures the rate of source |P addresses on all services that are not handled by a specific

policy.
By limiting the service number, you can configure the Guard policies to your preferred traffic flow
requirements.

To configure the maximum number of services, use the following command in policy template
configuration mode:

max-Ser vices max-services
The max-services argument is an integer greater than 1 that defines the maximum number of services
that the Guard selects. We recommend that you do not exceed the maximum of 10 services.

The following example shows how to configure the maximum number of services that the Guard
monitors to 5:

user@GUARD-conf-zone-scannet-policy template-tcp_services# max-services 5

Configuring the Minimum Threshold

The minimum threshold parameter defines the minimum traffic volume for aservice. When the threshold
is exceeded, the Guard constructs policies that relate to the service traffic according to the particular
traffic flow that exceeded the threshold. By setting the threshold, you can adapt the protection operation
to the traffic volume of the zone services.

You cannot configure the minimum threshold parameter for the following policy templates: dns_tcp,
dns_udp, fragments, ip_scan, port_scan, tcp_connections, tcp_not_auth, tcp_outgoing, and tcp_ratio.
These templates are essential for proper zone protection and always construct a policy

To configure the minimum threshold, use the following command in policy template configuration
mode:

min-threshold min-threshold
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The min-threshold argument is areal number (a floating point number with two decimal places), equal
to or greater than 0, that defines the minimum threshold rate in packets per second (pps). When
measuring concurrent connections and the SY N/FIN ratio, the threshold is an integer that defines the
total number of connections.

The following example shows how to configure the minimum threshold of the policy template http:

user@GUARD-conf-zone-scannet-policy template-http# min-threshold 12.3

Configuring Policy Template States

The policy template state parameter defines whether the policy template is enabled or disabled. If you
disable a policy template, it is prevented from producing policies when the Guard is in the policy
construction phase.

A

Caution  Disabling apolicy template may seriously compromise zone protection. If you disable apolicy template,
the Guard cannot protect the zone from the traffic to which the policy template relates. For example,
disabling the dns_udp policy template prevents the Guard from creating zone policies that manage DNS
(UDP) attacks.

To disable a policy template, use the disable command in policy template configuration mode.
To enable a policy template, use the enable command in policy template configuration mode.
The following example shows how to disable the policy template http:

user@GUARD-conf-zone-scannet-policy template-http# disable

Configuring All Policy Template Parameters Simultaneously

You can configure all policy template operational parameters with a single command by entering the
following command in zone configuration mode:

policy-template policy-template-name max-services min-threshold {disabled | enabled}

Table 7-4 provides the arguments and keywords for the policy-template command.

Table 7-4 Arguments and Keywords for the policy-template Command

Parameter Description

policy-template-name |Policy template name. See Table 7-5 for more information.

max-Services M aximum number of services for which the Guard selects and constructs
policies from the specific policy template.

To prevent the Guard from changing the current value, enter a value of —1.

See the“ Configuring the Maximum Number of Services’ section on page 7-5
for more information.

min-threshold Minimum threshold that must be exceeded for the Guard to rank the service.

To prevent the Guard from changing the current value, enter a value of —1.

See the “ Configuring the Minimum Threshold” section on page 7-5 for more
information.
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Table 7-4 Arguments and Keywords for the policy-template Command (continued)
Parameter Description
disabled Disables the policy template from producing policies. See the “Configuring

Policy Template States” section on page 7-6 for more information.

enabled Enables the policy template. See the “ Configuring Policy Template States”
section on page 7-6 for more information.

The following example shows how to set the parameters of the tcp_services policy template. The
maximum number of servicesis set to 3, the policy stateis set to enabled, and the minimum threshold
is unchanged (-1).

user@GUARD-conf-zone-scannet# policy-template tcp services 3 -1 enabled

Understanding the Policy Path

The name of the policy is composed of sections that describe the traffic characteristic that it measures.
For example, the policy http/80/analysis/syns/src_ip measures traffic flows of HTTP SY N packets
destined to port 80 that were authenticated by the Guard analysis protection level functions and
aggregated according to source | P addresses.

Figure 7-1 provides an example of a zone policy name.

Figure 7-1 Policy Name
Policy Service Protection  Packet Traffic
template level type  characteristics

N

httpo / 8080 / basic / syns [/ src_ip >

119315

Table 7-5 describes the policy name sections.

Table 7-5 Policy Name Sections
Section Description
Policy template Policy template that was used to construct the policy. Each policy template

deals with the characteristics that the Guard requires to protect against a
specific DDoS threat. See the “Understanding and Configuring Policy
Templates” section on page 7-2 for more information.

Service Port number or protocol number in the traffic flow that the policy monitors.
You can add or delete services from the policies.

Protection level Protection level that the Guard applies to the traffic flow. Protection levels
have a static configuration and cannot be configured manually.

Packets type Packet types that the Guard monitors.

Traffic characteristics | Traffic characteristics that the Guard uses to aggregate the policy.
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The first four sections of the policy name (policy template, service, protection level, and packet type)
define the type of traffic that is analyzed. The last section of the policy path (traffic characteristics)
defines how to analyze the flow.

This section contains the following topics:
¢ Understanding and Managing the Policy Services
¢ Understanding the Guard Protection Levels
e Understanding the Packet Types that the Guard Monitors
¢ Understanding the Traffic Characteristics that the Guard Monitors

Understanding and Managing the Policy Services

The service section defines the zone application port or protocol to which each policy relates. Policies
have cross dependencies and priorities. If two different policies define the same traffic flow, the Guard
analyzes the flow using the policy that is more specific. The service any relates to all traffic that does
not specifically match other services created from the same policy template.

We recommend that you define specific policies for the zone main services to obtain protection that is
most suited to your individual needs.

A

Caution Do not add the same service (port number) to more than one policy because it may decrease the
performance of the Guard.

When you add or delete a service from the zone policies, the Guard marks the zone policies as untuned.
If you enabled zone protection and the learning process, the Guard cannot detect anomalies in the zone
traffic until you perform one of the following actions:

¢ Perform the threshold tuning phase of the learning process and accept the results (see the
“Activating the Threshold Tuning Phase” section on page 8-7).

¢ Mark the zone policies tuned (see the “Marking the Policies as Tuned” section on page 8-11).
This section contains the following topics:
¢ Adding a Service

e Deleting a Service

Adding a Service

You can add servicesto all policies that were created from a specific policy template. The new service
is an addition to the services that were discovered during the policy construction phase and is defined
with default values. You can define the threshold manually, but we recommend that you run the threshold
tuning phase of the learning process to tune the policies to the zone traffic. See the “Activating the
Threshold Tuning Phase” section on page 8-7 for more information.

You can add a new service to policies that were created from the following policy templates:
e tcp_services, udp_services, or tcp_services_ns
The service designates a port number.
e other_protocols
The service designates a protocol number.
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If you activate the policy construction phase after adding a service, new services might override the
manually added service.

Unless you enable the policy construction phase, you may need to add a service manually in the
following situations:

¢ A new application or service was added to the zone network.

e The policy construction phase was activated for a short period, so it does not reflect all the network
services (for instance, if there are known applications or services that are active only once a week
or during the night).

To add a service, use one of the following commands:
e add-service service-num (in policy template configuration mode)
¢ policy-template policy-template-name add-ser vice service-num (zone configuration mode)

Table 7-6 provides the arguments for the add-ser vice command.

Table 7-6 Arguments for the add-service Command
Parameter Description
service-num Protocol or port number.

policy-template-name |Policy template name. See Table 7-1 for more information.

The following example shows how to add a service to all the policies that were created from the policy
template tcp_services:

user@GUARD-conf-zone-scannet-policy template-tcp_services# add-service 25

Deleting a Service

A

You can delete a specific service for any policy template. The Guard will delete the service from all
policies that were created from the specific policy template.

To delete a service, use one of the following commands:

e remove-service service-num (in policy template configuration mode)

¢ policy-template policy-template-name remove-ser vice service-num (in zone configuration mode)
Table 7-7 provides the arguments for the remove-ser vice command.

Table