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Audience

Preface

The Cisco Guard Web-Based Management (WBM) User Guide describes the
web-based Management, a graphical user interface (GUI) for remotely operating

the Guard and monitoring the Guard'’s activity, condition and statistics. The WBM
communicates with the Guard by translating its HTML pages into Guard
commands. These are the same commands that you can enter with the
command-line interface (CLI). This guide describes the Cisco Guard Web-Based
Management (WBM) workflow, installation, and operation.

This user guide provides the general WBM operations needed for the Guard
operation and explains how to use the WBM. It contains background information
and instructions for using the WBM and the Guard.

Some of the Guard’s configuration, relating to the Guard as a whole, can only be
configured using the CLI and cannot be performed using the WBM. Refer to the
Cisco Guard User Guide for further details.

This preface describes the audience, organization, and conventions of this
publication, and provides information on how to obtain related documentation.

The Cisco Guard Web-Based Management (WBM) User Guide is intended

primarily for network operators who will be operating the Cisco Guard but who
are not necessarily familiar with the tasks involved and the relationship between
them, or the operations necessary to perform particular tasks.
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M Organization

Organization

This manual is divided into the following chapters:

Chapter

Title

Description

1

Introduction

Provides information on system
requirements and an overview of the
Cisco Guard Web Based Management
(WBM).

WBM Basic Procedures

Providesan overview of the WBM basic
procedures. It provides an explanation
on how to enablethe WBM in the Guard
and how to connect to the Guard with the
WBM.

Cisco Guard Operation
and Diagnostics

Describes how to perform common
monitoring and operational tasks on the
Cisco Guard using the WBM.

Zone Creation and
Configuration

Describes how to create and manage
zones.

Advanced Zone
Procedures

Describes how to perform advanced
configuration tasks for zones on the
Cisco Guard using the WBM: Zone
Filter configuration and Policy Template
configuration.

Zone Traffic Learning
and Policy Construction

Describes how to create traffic-tailored
policies for zones on the Cisco Guard
using the WBM.

Protecting Zones

Describes how to perform tasks for
protecting zones on the Cisco Guard
using the WBM.

Zone Statistics and
Diagnostics

Describes how to perform tasks used for
monitoring zones and displaying various
zone statistics and diagnostics on the
Cisco Guard using the WBM.
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Conventions

Conventions W

This manual uses the following conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

Italic font

Indicates names in configuration samples and refers
thereader to placesin the document for further details.

Scr een font

Information to be displayed or typed on the screen.

bol df ace screen font

Information you must enter isin bol df ace screen
font.

Angle brackets (< >)

Indicates a command’s parameter to be typed in.

Curly brackets ({ })

Indicates command parameters from which you must
choose one.

Square brackets ([ ])

Indicates an optional command parameter.

Separates two mutually exclusive choices in a syntax
line. Type one of these choices, not the symbol.

adm n@3UARD#

Indicates the default CLI prompt.

Notes use the following conventions:;

Note  Means reader take note. Notes contain helpful suggestions or references to
material not covered in the publication.

Cautions use the following conventions:

Pl

Caution  Means reader be careful. In this situation, you might do something that could
result in equipment damage or loss of data.
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M Obtaining Documentation

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco
also provides several ways to obtain technical assistance and other technical
resources. These sections explain how to obtain technical information from Cisco
Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL :
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Nonregistered Cisco.com users can order documentation through a local
account representative by calling Cisco Systems Corporate Headquarters
(California, USA) at 408 526-7208 or, elsewhere in North America, by
calling 800 553-NETS (6387).

Cisco Guard Web-Based Management (WMB) User Guide
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Documentation Feedback W

Documentation Feedback

You can send comments about technical documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front
cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco
service contracts, Cisco Technical Support provides 24-hour-a-day,
award-winning technical assistance. The Cisco Technical Support Website on
Cisco.com features extensive online support resources. In addition, Cisco
Technical Assistance Center (TAC) engineers provide telephone support. If you
do not hold avalid Cisco service contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and
technologies. The website isavailable 24 hours aday, 365 daysayear at thisURL :

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com
user 1D and password. If you have avalid service contract but do not have a user
ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do
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Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4
service requests. (S3 and $4 service requests are those in which your network is
minimally impaired or for which you require product information.) After you
describe your situation, the TAC Service Request Tool automatically provides
recommended solutions. If your issue is not resolved using the recommended
resources, your service request will be assigned to a Cisco TAC engineer. The
TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the
Cisco TAC by telephone. (S1 or S2 service requests are those in which your
production network is down or severely degraded.) Cisco TAC engineers are
assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:
http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your
business operations. You and Cisco will commit all necessary resources around
the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your business operation are negatively affected by
inadequate performance of Cisco products. You and Cisco will commit full-time
resources during normal business hours to resolve the situation.

Cisco Guard Web-Based Management (WMB) User Guide
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Severity 3 (S3)—Operational performance of your network is impaired, but most
business operations remain functional. You and Cisco will commit resources

Obtaining Additional Publications and Information 1l

during normal business hours to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on your
business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, and
logo merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

The Cisco Product Catalog describes the networking products offered by
Cisco Systems, aswell as ordering and customer support services. Accessthe
Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Presstitles and other information, go to Cisco
Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
deliverscoverage of the latest industry trends, technology breakthroughs, and
Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL :

http://www.cisco.com/packet
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iQ Magazine is the quarterly publication from Cisco Systems designed to
help growing companies learn how they can use technology to increase
revenue, streamline their business, and expand services. The publication
identifies the challenges facing these companies and the technologiesto help
solve them, using real-world case studies and business strategies to help
readers make sound technology investment decisions. You can access iQ
Magazine at this URL:

http://www.cisco.com/go/igmagazine

Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

World-class networking training is available from Cisco. You can view
current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Introduction

This chapter provides an overview of the Cisco Guard Web Based Management
(WBM) interface. This chapter includes the following sections:

System Requirements
Overview
— What is DDos
— The Cisco Guard
Areas of the User Interface (Describes the WBM main areas)
User Interface Conventions
WBM Screen Hierarchy

System Requirements

The Cisco Guard Web Based Management (WBM) interface supports an Internet
Browser, Microsoft Internet Explorer 5 or higher, that supports HTML, Tables,
Cookies, JavaScript and Frames.

We recommend that you use a screen resolution of minimum of 1024 by
768 pixels.

No software installation is required.
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W Overview

Overview

What is DDos

The Distributed Denial of Service (DDoS) attacks are attacks in which malicious
individuals cause thousands of compromised computers (“zombies”) to run
automated scripts that cripple a protected server’s (the Zone) network resources
with spurious requests for service. The attacks can be, for example, a flood of
bogus home page requests to a web server that shuts out legitimate consumers, o
efforts that compromise the availability and accuracy of Domain Name System
(DNS) servers. Although often launched by an individual, the zombies actually
executing the attacking code may number in the hundreds of thousands, and are
distributed over multiple autonomous systems, administered by multiple
organizations.

DDoS attacks continuously evolve as sophisticated hackers create damaging new
exploits. In addition, their attack scripts are made widely available on the Internet
and are routinely executed by individuals with minimal technical knowledge of
networking. Thus, DDoS defense technology must be flexible and adaptive.

It must be capable of detecting an upcoming DDoS attack, differentiate between
malicious and legitimate traffic, and perform those tasks without hindering the
traffic flow of the attacked network element

The Cisco Guard

The Cisco Guard is a high performance network device deployed in a distributed
upstream configuration, at the ISP/MSP/backbone level, protecting the entire
network. When an attack is detected, the system diverts only the attacked zone’s
traffic to the Guard. The data flow is analyzed; all DDoS components obstructed
and clean traffic is allowed to continue flowing to the intended zone. The Guard
is a system that allows a transparent zone traffic flow, constantly filters the traffic,
and closely remains tuned to zone traffic characteristics to be on the alert for
evolving attack patterns.

Cisco Guard Web-Based Management (WMB) User Guide
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Areas of the User Interface Il

To accomplish the above-mentioned tasks the Cisco Guard employsthe following
components:

- Traffic diversion mechanisms that redirect (divert) the zone'’s traffic to the
Guard Learning and Protection systems and then return (inject) the legitimate
traffic flow back to the zone. This is performed while preventing the
obstruction of network traffic.

« Analgorithm-based learning system that |earns the zone traffic, adopts itself
to its particular characteristics, and supports the Protection system with
references and protection instructionsin the form of Thresholds and Policies.
In addition, the Guard has ‘On-Demand’ protection to answer a situation in
which the zone is under attack while the Guard hasn’t completed its Learning
and tuning to the zone traffic.

» A protection system that distinguishes between the |l egitimate and the
suspicious traffic and filters the malicious traffic. Only the legitimate traffic
isthen let to pass on to the zone.

I ntegrati ng these components enabl esthe Guard to assumeits protective role upon
attack, while remaining in the background for the rest of the time.

Areas of the User Interface

The WBM provides access to various Guard configuration and management
screens, allowing you to view statistics, and permitting you to graphically monitor
system status..

The WBM allows configuring and monitoring the Guard’s various protection
mechanisms. It provides a subset of the CLI functionality and mostly deals with
protected zone configuration, status, and reports. Configuration parameters,
relating to procedures such asinitial Guard setup procedure and network-level
setup of the Guard are only accessible through the CLI. See the Cisco Guard User
Guide for further details.

Cisco Guard Web-Based Management (WMB) User Guide i
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Figure 1-1 displays the WBM user interface. The user interface is divided into
three distinct areas as described in Table 1-1.

Figure 1-1 WBM User Interface
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Table 1-1  Areas of the User Interface

Area

Function

1

The header area provides information on the logged in user, the Guard’s
date and time and a simple navigation bar that enables to log out or
return to the Guard's main screen.

Cisco Guard Web-Based Management (WMB) User Guide
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User Interface Conventions M

Table 1-1  Areas of the User Interface

Area |Function

2 The navigation pane displays alist of links, divided by state. Each item
provides a link to the “home page” of a zone or the Guard. The
associated link will be displayed in the main area. (area 3). The selected
item is marked by a white frame.

The navigation pane is resizable.

3 The main area holds the user-selected views. It includes:

- The name of the view and the state (for example, Zone scannet
(interactive)—Protected).

» Thelocation view, indicating the type of view (for example,
Home>Zone>General>Config).

« A menu bar—There are two fixed menu bars, for Guard or zone,
which provide the main navigation mechanism. When selecting
Guard Summary in the navigation pane, the menu bar displays the
Guard’s main menu. When selecting one of the zaméise
navigation pane, the menu bar displays the zone’s main menu.

« Information area—Displays the required information, that is, tables
and forms.

The main area is resizable.

User Interface Conventions

Navigation

Navigation in the screen hierarchy can be performed either using the menus or by
using the location view in the main area (area 3, as shown in the previous section).

When navigating using the location view, the black colored section indicates the
current location.

The color of a selectable item turns grey when moving the mouse cursor over it.
Click on the grey item to display its page.

Cisco Guard Web-Based Management (WMB) User Guide i
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To navigate to one of the higher sections of the hierarchy, select the desired
location and click the mouse.

For example, the location view: Home > Zone > Policies > Service indicates that
the displayed location is Policy service configuration.

To navigate to the Policy menu list, select Policies.

To Navigate to the “home page” of the Guard or one of the zones, select a zone in
the navigation pane (séegure 1-3.

The item that is currently displayed in the main area is marked by a white frame.
Figure 1-2  Zone List

All Zones (3)
@  AOLINE

9 sC

@ scannet

119340

Tree Lists are displayed as showrFigure 1-3 Click + on the left side of the

item to navigate in the tree hierarchy. Once the lower level hierarchy is displayed,
click - on the higher level to close the view of the lower levels. Click the item in
the tree hierarchy to open its configuration window. For examplEigare 1-3

click 53 to open the service configuration window for the dns_tcp template.

Figure 1-3  Tree List View

+ Policy Template Service

- dns_tcp
-53

+ dns_udp
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+ fragments

Thei indicates that additional information is available. Click to display the
additional information.
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User Interface Conventions M

Configuration

Selection items in menus have a drop-down list. Selection items that are not
available in the current view are grayed-out.

Configurable parameters appear in Forms. Parameters are configured in one of the
following ways:

« A drop-down list—Allows only one item from a list to be selected.

- Text boxes—Allow entering an integer or expression as specified for each
parameter.

« Radio button—Enable to choose between one of the shown items.
« Check boxes—Enable to choose several items.

Be sure to clickOK or Add to confirm the new settings once a configuration
change has been made.

Lists are displayed as shownHigure 1-4 To add an item to the list, clickdd
at the bottom of the screen.

To delete an item from the list, select the check box next to the desired item and
click Delete.

Figure 1-4  List View

Zone

[~ ADLINE
[ sc

[~ scannet
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You may choose which items are to be displayed in system defined lists, such as
the counters list. However, items cannot be added to or deleted from these lists.
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M WBM Screen Hierarchy

WBM Screen Hierarchy

This section summarizes the screen hierarchy in the WBM, to provide you with a
quick guide to finding the screen you want.

—Main  ——— Summary

Counters

— Diagnostics Event log

Guard
~ (Guard Summary) — — Zone list
—Zones —t—Create Zone
— Template list
—Compare Zone policies

— Users list

— Create User
— — Change password

—Users ———

— Summary

— Create Zone
— Save as...

— Counters
—Diagnostics —1—Eyent log
Zone — Attack reports
“—HTTP Zombies

—Main —

— Protect

| Protection — Deactivate

— Dynamic filters

— Recommendations

— Construct policies
— Tune thresholds
— Accept

— Abort

— Shapshot

—Learning ——

— General

— User filters
—Configuration [— Bypass filters

— Policy templates
— Policy

— Compare policies

119414
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CHAPTER 2

WBM Basic Procedures

This chapter provides an overview of the Web-Based Management (WBM) basic
procedures. It provides an explanation on how to set up the WBM in the Guard
and how to connect to the Guard's WBM.

Setting Up the WBM

Before setting up the Web-Based Management (WBM), some basic configuration
of the Guard needs to be performed. The following information, at a minimum,
must be known for the Guard to be managed:

- TheIP address of the Guard
« Admin or config privileged user-name and password

N

Note  Admin and config privileged users can configure WBM access for dynamic and
show privilege users.

Enabling WBM on the Guard

For detailed information on the Guard’s CLI, refer to @sco Guard User
Guide.
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M Setting Up the WBM

Enable the WBM Service
To enable the Guard web based management service, perform the following from
the Guard's command line interface:
1. From the Configuration command group level type the following:

service wom

2. PressENTER. The following screen appears:

adm n@UARD- conf > service wom
adm n@3UARD- conf >

To disable the WBM service:
From the Configuration command group level type the following:

no service wbm

Granting Access Permission to the WBM Service

To Grant permission for an IP address to access the Guard’s WBM service
perform the following:

1. From the Configuration command group level type the following:

permt wbm <jp-addr> [<ip-nmask>]

Where:

» <ip-addr>—Indicates the IP address of the permitted user, that is, the IP
address of the remote manager. Use * to indicate any IP address.

» [<ip-mask>]—(Optional) Indicates the IP mask of the permitted user.

2. PressENTER. The following screen appears:

adm n@UARD- conf > permit wbm 10. 0. 0. 192 255. 255. 255. 240
adm n@3UARD- conf >

S
Note  We do not recommend permitting WBM access from any IP address after initial
configuration due to security considerations.
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To deny WBM access from a remote manager:
From the Configuration command group level type the following:

no permt wbm <ip-addr> [<ip-nmask>]

Connecting From the Remote Manager’s Station

To connect to the Guard WBM perform the following:
1. Inthe remote station, open the browser window.

2. Enter the Guard’s IP address in the browser’s address bar. Connect using
https as shown below:

https://<ip-address>

A

Note  httpsand not http is used.

The following login screen appears:

Cisco SYSTEMS
Cisco Guard Web Management

System Login

User Mame: I

Passwword: I

Ok | Clear ‘

119391

3. Type your username and password.
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M Setting Up the WBM

Note

Tip

4,

Click OK.
An error message appears if the user name or password entered is incorrect.

After the user name and password are entered correctly, the Guards’s main
screen is displayed (séégure 1-J.

If TACACS+ authentication is configured, the TACACS+ user database is used for
user authentication rather than the local database. Refer to the “TACACS+ and
Local Authentication Methods” section in Chapter 2, “Initial Procedures,” in the
Cisco Guard User Guide.

If you fail to connect to the Guard:

Make sure the correct user name and password are entered.

Make sure the correct IP address is entered in the URL field of the browser
and that you connected using https.

Check the network connections of both the manager’s station and the Guard.
Try to connect to the Detector using ssh and seeif it isindeed reachable.

Verify that the WBM service is enabled and that access from the remote
manager’s | P address is permitted.

Cisco Guard Web-Based Management (WMB) User Guide
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CHAPTER 3

Cisco Guard Operation and
Diagnostics

This chapter describes how to perform common monitoring and operational tasks
on the Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:
» Guard Summary (Home) Screen
» Guard Diagnostics
« User Management—Creating users and viewing users list

For information on zone management, creating zones and viewing zones’ status,
see Chapter 4, “Zone Creation and Configuration.”

Guard configuration and Networking and Diversion configuration can only be
assumed using the CLI. Refer to t@isco Guard User Guide for further details.
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M Guard Summary (Home) Screen

Guard Summary (Home) Screen

The Guard’s Summary (Home) screérigure 3-) provides a summary of the
current Guard activity.

To navigate to the Guard’s summary (home) screen:
» Select Guard Summary from the navigation pane.
» Select Home from the upper right side of the header area.
« Select Home from the location bar on the zone pages.

Figure 3-1 Guard Summary (Home) Page
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The

Guard Summary (Home) Screen W

Guard Summary includes two sections.

Guard Summary—Provides a summary of the traffic, displayed in bits per
second (bps), handled by the Guard in the past two hours. Legitimate traffic
passed by the Guard to the protected zones, is displayed in green. Malicious
traffic handled by the Guard, is displayed in red.

Below the graph, the following information is displayed:

Parameter | Description

Min

Indicates the minimum traffic rate in bps measured in the past two
hours

Max Indicates the maximum traffic rate in bps measured in the past two

hours

Avg

Indicates the average traffic rate in bps measured in the past two
hours

Cur

Indicates the current traffic rate in bps

The information is displayed separately for legitimate traffic and for
malicious traffic.

ZonesUnder Detection—Provides a list of the currently protected zones and

a short summary of the status of each one of them. The zones are displayed
according to the attack order. The most recently attacked zone is displayed at
the top of the list.

The following information is provided for each zone:

Parameter Description

Zone Indicates the zone name. The zone name also

provides a link to the zone’s “home page.”

Activation Time Indicates the date and time detection for the

zone was initiated.

Attack Start Time Indicates the date and time the most recent

attack on the zone was detected.

Legitimate Rate Indicates the current rate legitimate traffic

passed by the Guard to the zone, measured in
bits per second (bps).
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M Guard Diagnostics

Parameter Description

Malicious Rate Indicates the current rate of malicious traffic,
destined to the zone, measured in bps.

Thumbnail of the Zone traffic A graph displaying a summary of the traffic

summary destined to the zone in the past half hour. The

traffic rate is displayed in bps. Legitimate
traffic rate is displayed in green. Malicious
traffic rate is displayed in red.

Guard Diagnostics

You may obtain diagnostics information on the Guard for troubleshooting and
monitoring purposes.

To view the Guard’s diagnostics:
From the Guard’s main menu, sel&@itgnostics.
The following diagnostics are available:
- Counters

« Event Log

Counters

The Guard global countersreport (Figure 3-2) provides additional information to
the Guard summary displayed in the Guard’s “home page”.

To display the Guard global counters:
From the Guard’s main menu, sel@#gnostics > Counters.
The following counters are displayed:
« Legitimate—Legitimate traffic forwarded by the Guard to the zones.

» Malicious—Malicious traffic, destined to the zone, handled by the Guard.
Malicious traffic is the sum of Dropped packets and Spoofed packets (which
also include the Zombie packets).

Cisco Guard Web-Based Management (WMB) User Guide
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Guard Diagnostics Il

Received—Packets received and handled by the Guard. Received packets are
the sum of legitimate traffic and malicious traffic.

Dropped—Packets that were identified by the Guard as part of an attack and
therefore dropped.

Replied—Replied—Packets, destined to the zone, to which replies were sent
to the initiating client as part of the anti-spoofing or anti-zombie mechanisms
in order to verify if they are part of authentic traffic or part of an attack.

Spoofed—Packets, destined to the zone, that were identified by the Guard as
Spoofed packets and therefore not forwarded to the zone. Spoofed packets are
Replied (bounced) packets to which no replies were received. The Spoofed
packets include zombie packets.

Figure 3-2  Guard Global Counters/Rates
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For each of the counters, the following information is provided:

Parameter Description

Shown in Graph |Specifies whether the counter will be shown in the graph below.

Packets Indicates the total amount of packets since the Guard was
reloaded.

Cisco Guard Web-Based Management (WMB) User Guide i

[ oL-6112-01 ll 35 |




Chapter 3 Cisco Guard Operation and Diagnostics |

M Guard Diagnostics

Parameter Description

Bits Indicates the total amount of bits since the Guard was reloaded.

pps Indicates the current traffic rate measured in packets per
second.

bps Indicates the current traffic rate measured in bits per second.

By default, Legitimate and Malicious traffic are displayed for a period of the past
two hours, measured in bits per second (bps).

Choose the period of time to be displayed and the graph units.
To update the graph according to the settings chosen:
Click Update Graph (see Figure 3-2).

Below the graph is alegend that identifies the counters. For each counter in the
graph the minimum, maximum and average rate are displayed for the period of
time and rate units chosen.

For a detailed explanation on interpreting the counters’ significance, refer to
Chapter 6 “On-Demand Protection,” in tBésco Guard User Guide.

Event Log

The Event logFigure 3-3 displays monitoring and troubleshooting information.
Logs are displayed for events that relate to the protected zones and to the Guard

operation.
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To display the event log:
From the Guard’s main menu, sel@itgnostics > Event log.

Figure 3-3 Event Log
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The event severity levels are:
Event Level Description
Emergencies System is unusable
Alerts Immediate action required
Critical Critical condition
Errors Error condition
Warnings Warning condition
Notifications Normal but significant condition
Informational Informational messages
Debugging Debugging messages

You may choose to filter the events according to their severity level.
To filter events according to their severity level:
1. Select the check boxes next to the severity levels.

2. Click Filter Events.

Note  The event logs display zone related event logs only with a severity level of
Emergency, Alert, Critical, Error, Warning and Notification. S3eapter 8,
“Zone Statistics and Diagnosticddr further details on zone event logs.
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User Management

The access to the Guard is mapped according to user privilege levels. Each user
privilege level is granted with a corresponding set of command group operations.
Table 3-1 displays the Guard user privilege levels and their corresponding
command operation groups.

Table 3-1  User Privilege Levels

User Group

Command Group

Administrator (Admin)

Full access to all operations.

Configuration (Config.)

Full access to all operations except the operations
relating to user definition, deletion, and
modification.

Dynamic

The entire monitoring and diagnostics operations
group, the detection, and the learning related
operations. Dynamic privileged-users may also
configure the Flex and Dynamic filters (see the note
below).

Show

The entire monitoring and diagnostics operations
group.

A

Note  We recommend that Administrator and Configuration privilege level users
perform all filter configuration procedures. Lower privileged users can also
perform dynamic filter addition and removal.
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The Guard enables the Administrator to configure which authentication method
the Guard utilizes when a user tries to log into the Guard. The Guard offers the
following authentication options:

« Guard local authentication—Local authentication uses locally configured
login passwords for authentication. This is the default authentication method.

« TACACS+ authentication—TACACS+ authentication authenticates users
through a TACACS+ server or a list of TACACS+ servers.

TACACS+ authentication can only be configured from the CLI. Refer to the
“TACACS+ and Local Authentication Methods” section in Chapter 2, “Initial
Procedures,” in th€isco Guard User Guide.

Assigning Privilege Level Procedure

Note

A preconfigured Administrator’s privilege level is provided, enabling you to
define the Guard user types. Defining users enables you to divide the Guard user
community into privilege levels.

The admin user name grants Administrator's privilege level. The riverhead user
name grants the Dynamic privilege level. The Detector uses this user name for
remote activation of the Guard.

Creating Users

N

Note

An administrator-privileged user may configure local users.

If TACACS+ authentication is configured, the TACACS+ user database is used for
user authentication rather than the local database. Refer to the “TACACS+ and
Local Authentication Methods” section in Chapter 2, “Initial Procedures,” in the
Cisco Guard User Guide.
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Users List

To create a new user:
From the main menu, select Users > Create user.

For each user define the following:

Parameter Description

User name The User’s user name.

Initial password  |6-24 characters long excluding spaces.

Type The user’s privilege level. From the drop-down list choose:
admin, config, dynamic or show, as defined above.

Alternatively, to create a new user:
On the Users list screen (see the “Users List” section), clickAdd.

You may view the list of users defined on the Guard.
To view the list of users defined on the Guard:

From the main menu, seledsers > Userslist.
The list of users is divided into two categories:

- System users—Users defined by the system. System users cannot be deleted.
The system users are admin and riverhead.

- Users—Users defined by the operator.
To remove a user:
1. Select the check box next to the user name.
2. Click Delete.
To add a user:
Click Add.
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The user’s privilege level is displayed for each user (see Table 3-1).
To reconfigure a user:
Click on the user name.

Changing a Password

To change the password:

1. From the Guard’s main menu selétgers > Change password.
The Change Password window appears.

2. Enter the existing password in tiéd Password box.

3. Enter a new password in tiNew Password box, and re-enter the new
password to verify your choice.

4. Click OK.

5. Ifaninvalid password is entered or the new password is not verified correctly,
an error message is displayed. Clek Back to try again.

Users that have an Administrator privilege level may configure and change the
password of all users defined on the Guard.

To reconfigure or change the passwords of users, other than the current one:
1. From the main menu seledsers > Userslist.

Click on the required user name.

Click Config.

Enter the new password.

Click OK.

o &~ w0 DD

Changing the Privilege Level

To change the user privilege level:
« Delete the user (seethe “Users List”section).

» Re-create the user (see the “Creating Users’section).
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Zone Creation and Configuration

This chapter describes how to create and manage zones.
This chapter includes the following sections:
« Overview (What isaZone)
- The Zone “Home Page”
- Zone Management (creating zones and basic zone configuration)
e Zone Status Icons

Overview

What is a Zone?

A zoneis anetwork element protected by the Guard against DDoS attacks. A zone
can beanetwork server, client or router; anetwork link or subnet or an entire network;
anindividual Internet user or acompany doing business using the Internet; an Internet
Service Provider (ISP), or any combination of or variant on these. The Guard can

protect different zones simultaneously, as long as their network address ranges don't
overlap.
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A “Zone” on the guard is the definition of a zone element, configured so that the
Guard can protect it from DDoS attacks. A zone on the Guard is assigned with a
name, and referred to by the assigned name. A zone configuration on the Guard
includes the following:

Zone basic configuration—A zone’s basic configuration includes the zone’s
name and description, the zone’s network address and operation definitions
and basic networking characteristics such as the zone’s bandwidth. See the
“Zone Managementsection in this chapter for further details.

The Zone's Detection PolicyFhe policies are the mechanisms that measure
a particular traffic flow and take action against the flow as a result of
threshold violation. The protection policies are constructed from policy
templates, that provide the constructing guiding rules, in two learning phases
(seeChapter 7, “Protecting Zonesfdr further details). The action taken by
the policies could range from merely notifying to directing the traffic to
various Guard anti-spoofing or anti-zombie mechanisms and even dropping
malicious traffic (se€hapter 5, “Advanced Zone Proceduref®f further
details).

The Zone's filters—The zone’s filters are the mechanism that directs the
diverted traffic to the required protection modules. The Guard enables you to
set its preferred filter configurations and thus design a variety of possibilities
for customized traffic direction and anti-DDoS attack mechanisms. See
Chapter 5, “Advanced Zone Proceduref®y’ further details.

Zone Diversion - To protect the target host (zone) using the Cisco Guard,

traffic destined to the host must be diverted to the Cisco Guard. This step
includes traffic forwarding methods configuration per zone’s IP address.
Zone diversion configuration is configured via the Guard routing
configuration and is not part of the zone configuration file. For information
about Zone Diversion configuration, refer to Appendix A, “Diversion
Configuration,” in theCisco Guard User Guide.
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The Zone “Home Page”

The zone's “home pageFigure 4-) provides a summary of the zone's status.

To navigate to this screen perform one of the following:

From the navigation pane under the All Zones list, click the zone's name.

If the zone is currently in protect mode, from the navigation pane under the
Protected Zones list, click the zone's name.

On the zone pages, select Zone from the location view.

From the zone list (Guard Summary > Zones > Zone list), click the zone
name.

The zone “home page” is divided into four sections:

Zone status bar

Zone Traffic summary
Zone status summary
Zone recent events

In addition, the zone's home page has short cuts, displayed as buttons below the
zone status bar.

Protect—Switches the zone to protection mode. This is a shortcut to
selecting Protection> Protect from the Zone’s main menu. This button is
present only if the zone is in stand by.

Deactivate—Deactivates the zone’s detection state. This is a shortcut to
selectingProtection > Deactivate from the Zone's main menu.

This button is present only if the zone is in protection mode.

Report—Provides a shortcut to the current attack report. This is a shortcut to
selectingDiagnostics > Attack reports from the Zone’s main menu and
clicking on the current attack (the attack with an end time of “attack in
progress”). This shortcut is available only if there is a current attack in
progress. Se€hapter 8, “Zone Statistics and Diagnostids)’ further

details.
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Figure 4-1 Zone “home page”
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Zone Status Bar

The zone’s status bar provides a quick reference for the zone’s status. It provides
details on the following:

The zone’s name.

- The zone’s operation mode—The operation mode appears in brackets. It
indicates whether the zone is in auto protection mode or in interactive
protection mode. The operation mode is displayed only if the zone is active.
See thé’Zone Management&ection in this chapter for further details.

- The Zone's status—The zone’s status indicates the zone’s protection or
learning mode. The zone’s status can be one of the following: protected,
inactive, constructing policy and tuning thresholds. SeéZbae Status
Summary”section in this chapter for further details.

Indication on new recommendations—If the zone is in interactive mode, the
zone’s status bar will include an indication on new recommendatt@esthe
“Interactive Recommendations Mods&ction inChapter 7, “Protecting

Zones, for further details.
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Zone Traffic Summary

The zone's traffic summary graph displays the zone related traffic rate, in bits per
second (bps), in the past two hours. Legitimate traffic passed by the Guard to the
zone, is displayed in green. Malicious traffic that was destined to the zone is
displayed in red.

Below the graph, the following information is provided:

Parameter Description

Min Indicates the minimum traffic rate in bits per
second (bps) measured in the past two hours

Max Indicates the maximum traffic rate in bits per
second (bps) measured in the past two hours

Avg Indicates the average traffic rate in bits per
second (bps) measured in the past two hours

Cur Indicates the current traffic rate in bits per
second (bps)

The information is displayed separately for legitimate traffic and malicious
traffic.
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Zone Status Summary

The zone's status summary provides the following information:
« The number of active Dynamic filters.

Active dynamic filters provides a link to the Dynamic filters page. See the
“Dynamic Filters”section inChapter 7, “Protecting Zonesfdr further
details.

« The number of pending Dynamic filters.

The number of pending dynamic filters is greater than 1 when the zoneisin
interactive protection mode and there are new recommendations.

Pending dynamic filter s provides alink to the recommendations page. See
the “Dynamic Filters”section inChapter 7, “Protecting Zonesfor further
details on dynamic filters. See thateractive Recommendations Modat
Chapter 7, “Protecting Zonesfdr further details on recommendations.

« Last attack time—The date and time of the last attack on the zone.
« Activation time—The date and time that protection was activated.

Zone Recent Events

The recent events table displays the recent events issues by the zone. These event
are also displayed in the zone event log and the Guard event log. The events
displayed in this table have a minimum severity levelaify.
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Zone Management

Creating Zones and Basic Zone Configuration

To protect a zone against DDoS attacks, the zone’s network characteristics must
be configured on the Guard.

Figure 4-2  Zones Sub-menu

Guard Summary Zone list
Create Zone

Template list

To create a new zone, perform one of the following:

119386

- From the Guard’'s main menu sel@&aines > Create Zone.

- From the Guard’'s main menu sel@aines > Zonelist and clickAdd.
« From the Zone's main menu select Main > Create Zone.

- From the Zone's main menu select Main > Save as.

This action copies the current zone basic configuration to a new zone. It is
equivalent to the CLI command zone with the option copy-from-this. Refer
to Chapter 4, “Zone Configuration,” in ti@sco Guard User Guide for
further details.

The Zone Form appears.
The zone's basic configuration includes the following:

Parameter Description
Name The zone name.
Description A description of the zone.
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Parameter

Description

From Template

A template that defines the zone configuration. The Template
could be one of the following:

DEFAULT—The Guard default zone template.

TCP_NO_PROXY—A template designed for a zone for
which no TCP proxy is to be used. This template may be
used if the zone is moderated according to IP addresses
such as an Internet Relay Chat (IRC) server-type zone.
Refer to Chapter 9, “Advanced Policy Procedures,” in the
Cisco Guard User Guide for further details.

Bandwidth Limited Link Templates—Templates

designed and specifically tailored for On-Demand
protection of large subnets segmented according to zones
with known bandwidth. Protection for the zone should be
assumed for the attacked subnet or range. It is
recommended to define such a zone on the Detector with
protect-ip-state of only-dest-ip (See Protect-IP state in the
Cisco Traffic Anomaly Detector Web-Based Management
(WBM) User Guide for further details).

The following Bandwidth Limited Linkemplates are
available for 128K, 1M, 4M, and 512K links respectively:

~ LINK_128K
— LINK_IM
~ LINK_4M
~ LINK_512K

Note Learning Phase 1, policy construction, cannot be

performed for these templates.
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Parameter Description

Operation mode | Indicates the mode used for zone Dynamic filters activation.
The mode can be one of the following:

- Automatic—The dynamic filters will be activated
automatically.

- Interactive—The interactive mode enables you to define
the action taken for each Dynamic filter. The Dynamic
filters the policies recommend will appear as
recommendations. You will specify whether to accept or
reject each Dynamic filter.

See the “Interactive Recommendations Mods&ction in
Chapter 7, “Protecting Zonesfdr further details.

Max. Rate The amount of traffic (in the units specified from the
drop-down list) allowed to pass to the zone. The amount is
specified by an integer. The value should be configured
according to the traffic volume the zone can handle.

Burst The highest traffic peak allowed to pass to the zone. The peak
is specified by an integer. The units are bits, kilo-bits,
kilo-packets, mega-bits, and packets in correspondence to the
rate units specified from the drop-down list.

Note  The drop-down list defines the units for both the Max.
rate and the burst.

Flex filter (Optional) Configure the flex filter. See thelex Filter
Configuration”section inChapter 5, “Advanced Zone
Procedures,for further details.

Filter Action (Optional) Configure the Flex filter action. The following
options are available:

- disable—The Flex filter is disabled.
- count—The Flex filter is used to count the specified flow.
- drop—The Flex filter is used to drop the specified flow.

Choose the action from the drop-down list.
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Parameter

Description

Protection-end
Timer

The timeout that specifies when protection may be terminated
by the Guard.

The Guard verifies whether an attack has ended by checking on
added Dynamic filters. If, for a predefined span of time, there
are no Dynamic filters in use and no new Dynamic filter is
added, the Guard terminates the protection.

Define this timeout from seconds to infinite.

Filter-rate
termination
threshold

The threshold that specifies, along with the Malicious-rate
termination threshold, when Dynamic filters may beinactivated
by the Guard.

Define this threshold in packets per second (pps).
See note below for further details.

Malicious-rate

The threshold that specifies, along with the Filter-rate

termination termination threshold, when Dynamic filters may beinactivated
threshold by the Guard.
Define this threshold in packets per second (pps).
See note below for further details.
IP address The zone’s IP address.
Mask The zone's address mask. Choose the address mask from the

drop-down list.
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S

Note  Dynamic filter termination

Once the Dynamic filter timeout expires, the Guard determines whether the
Dynamic filter is to be inactivated when one of the following applies:

- Thetotal Zone Malicious traffic rate (equaling the sum of the spoofed and
dropped traffic) is less than or equal to the Malicious-rate termination
threshold.

« The Filter-rate termination threshold is equal to or greater than both the
following:

— The Dynamic filter’s current traffic rate

— The Dynamic filter’s average traffic rate during a user-configured time
span (defined by the policy’s Timeout parameter)

See sectiorf€onfiguring the Policy Operational Parametens’Chapter 6,
“Zone Traffic Learning and Policy Constructiorghd“Dynamic Filter
Termination”in Chapter 7, “Protecting Zonedgr further details on the Dynamic
filter timeout.

Note Itis recommended to set the bandwidth value to the highest bandwidth measured
entering the zone. If unknown, leave the default burst and Max. rate blank and
choose the units from the drop-down list to be unlimited.

Note  After creating a zone, the zone’s configuration is displayed in two tables.
Additional IP addresses and subnets may be entered by clickifgdthéutton
at the bottom of the IP table. This procedure should repeat per each zone IP
address or s ubnet mask.

Additional IP addresses and subnets may be entered or deleted while the zone is
active.
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Reconfiguring a Zone

To reconfigure an existing zone:
1. From the Zone's menu select Configuration > General.
2. Click Config.

Deleting a Zone

To delete a zone:

1. From the Guard’s main menu sel@anes > Zone list.
2. Select the appropriate zone check box.

3. Click Delete.
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Zone Status lcons

For illustration purposes, the zone's status is displayed by different icons. Each
statusisdisplayed by adifferent icon. Theseicons are used in the navigation pane
and in the zone's status bar.

Table 4-1 Zone status icons

Standby zone.

]
'IEJ Zone in one of the learning phases.

Zone in protect mode.

@]

Indicates that new recommendations are available for the zone. This
icon is displayed in addition to the zone icon.

o]
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CHAPTER 5

Advanced Zone Procedures

This chapter describes how to perform advanced configuration tasks for zones on
the Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:
» Overview (What are Policy templates, Policies and Filters)
- Zone Filter Configuration (configuring the Flex and Bypass filters)

« Policy Templates (configuring policy template parameters)

Overview

Filters

The zone’s filters are the mechanism that directs the diverted traffic to the
required protection modules. The Guard enables to set its preferred filter
configurations and thus design a variety of possibilities for customized traffic
direction and anti-DDoS attack mechanisms. There are four filter types used by
the Cisco Guard:

- User Filter—The User filters are used to direct specified traffic flow to the
desired Guard protection modules.

- Bypass filter—Bypass filters are used to prevent specific traffic flows from
being handled by the Guard protection mechanisms.
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» Flex filter—The Flex filter is used to count or drop a specified packet flow. It
is a Berkley Packet filter that provides extremely flexible filtering capabilities
such as filtering according to fields in the IP and TCP headers and filtering
according to content bytes. The flex filter enables to use complex Boolean
expressions. Only a single flex filter can be configured per zone.

« Dynamic filter—Dynamic filters are created by the Guard as the result of the
analysis of traffic flow. This set of filters is continuously adapted to the zone
traffic and the type of the DDoS attack. Dynamic filters have a limited life
span and are erased after the attack has terminated. SBgnlaenic Filters”
section inChapter 7, “Protecting Zonesf6r further details.

>

Note  Changes in the zone's filter configuration take effect immediately.

For detailed information on the Guard’s filters, refer to Chapter 8, “Advanced
Filter Procedures,” in th€isco Guard User Guide.

Policy Templates and Policies

The policies are the mechanisms that measure a particular traffic flow and take
action against the flow as a result of threshold violation. The protection policies
are constructed from policy templates.

A Policy Template is a collection of policy constructing guiding rules that will be
used during the learning phases to construct the zone’s policie€liapéer 6,
“Zone Traffic Learning and Policy Constructiorfdr further details).
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User Filter Configuration

The User filters constitute the zone configuration and define how to handle traffic
flows suspected as DDoS attacks. The User filters offer the ability to customize
the Guard protection. They enable to set guiding rules to handle desired traffic
flows when an attack is suspected and to direct a specified traffic flow to the
desired protection module, to a Guard anti-spoofing or anti-zombie mechanism or
even to be dropped.

Zone configuration includes a default set of User filters. The Guard continuously
analyses traffic destined to the protected zone. It initializes its protection cycle
once suspected traffic isidentified, and usesthat default set of User filterstofilter
the suspected traffic.

The User filters are activated according to their order. Therefore, it isimportant,
when adding a new User filter, to place it in the desired location in the list.

Figure 5-1  User Filters
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To configure the User filters:
From the Zone main menu, select Configuration > User filters.
To delete existing User filters:
1. Select the check box next to the User filter’'s description.
2. Click Delete.
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Adding anew User filter involves a two-step process.

To add a new User filter:

« Click Add.

Step 1 screen, Choose the new filter location (Figure 5-2), appears:

« Choose the location of the new user filter. Click the button in the Insert
column. The new user filter is added above the selected row.

Figure 5-2  Adding a User Filter — Step 1
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Step 2, User filter form, appears:

- Enter the User filter configuration.

Enter the following information to configure the User filter:

Parameter

Description

Source IP

Directs traffic coming from a specified |P address to the
User filter. Leave blank or enter * for ‘any’.

Source subnet

Directs traffic coming from a specified subnet to the User
filter. Choose the subnet from the drop-down list.

Protocol

Directs traffic from a specified protocol to the User filter.
The protocol is denoted by the its well known number.
Leave blank or enter for ‘any’.

Dst Port

Directs traffic destined to a specified port to the User filter.
Leave blank or enter for ‘any’.
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Parameter

Description

Fragments

Denotes specified traffic type to be handled by the filter.
Choose from the drop-down list one of the following:

- without—The User filter acts on non-fragmented
traffic.

- with—The User filter acts on fragmented traffic.

 *—The User filter acts on fragmented and
non-fragmented traffic.

Rate

Denotes the rate limitation. The User filter limits the traffic
to a specified rate. Choose the rate units from the
drop-down list.

Burst

Denotes the traffic burst limit. The units are bits, kilo-bits,
kilo-packets, mega-bits, and packets in correspondence to
the rate units specified from the drop-down list.

Note  The drop-down list defines the units for both the
rate and the burst.
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Parameter

Description

Action

Denotes the action the filter performs on the specified
traffic type. This could be either of the following:

permit—Used to direct traffic to avoid the Guard
anti-spoofing or anti-zombie protection mechanisms.
It is advisable to set a rate and burst limit for the permit
User filter.

basic/redirect—Used for authentication of
applications over http.

basic/reset—Used for authentication of applications
over TCP, excluding http.

basic/safe-reset—Used for authentication of
applications, that are not tolerant of TCP connection
reset, over TCP, excluding http.

basic/default—Used for UDP traffic or when you are
not sure which action is to be chosen. The basic/default
filter examines the flow and determines which action is
to be taken.

basic/dns-proxy—Used for authentication of TCP
DNS applications.

strong—Used when strong authentication for a traffic
flow is required or when the previous filters do not
seem suitable for the application. Authentication is
performed for every connection. The Guard serves as a
proxy therefore this filter is not to be used if the
network is moderated according to IP addresses (such
as using ACL - access control lists).

drop—Used to drop traffic flows.

In the User filter table, the rate denotes the current traffic rate measured for the
User filter in packets per second (pps).

For a comprehensive explanation on the User filter parameters, and examples,
refer to Chapter 8, “Advanced Filter Procedures,” inGhseo Guard User Guide.
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Bypass Filter Configuration

Note

The Bypass filter is afilter designed to support protection policy decisions that

the user thinks should not involve the Guard’s protection mechanisms. It is used
to prevent specific traffic flows from being handled by the Guard’s Dynamic
filters, protection modules, and the Rate-limiter. Decisions of such a kind may, for
example, be letting a trusted traffic flow bypass the Guard’s protection modules
including the anti-spoofing and anti-zombie mechanisms. Using the Bypass filter
you can direct trusted traffic away from the Guard’s protection mechanisms and
forward it directly to the zone.

Note that traffic handled by the Bypass filter does not go through the rate-limiter
module. It is therefore additional to the bandwidth configured for the client.

To create a Bypass filter:

1. From the Zone’s main menu selé€bdnfiguration > Bypassfilters.
2. Click Add.

There are no default Bypass filters defined.

Enter the following information to configure the Bypass filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to bypass
the Guard filter system. Leave blank or eritdor ‘any’.

Source subnet Directs traffic coming from a specified subnet to bypass the
Guard filter system. Choose the subnet from the drop-down
list.

Protocol Directs traffic from a specified protocol to bypass the

Guard filter system. The protocol is denoted by the its well
known number. Leave blank or entefor ‘any’.
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Parameter Description

Dst Port Directs traffic destined to a specified destination port to
bypass the Guard filter system. Leave blank or enfer
‘any’.

Fragments Denotes specified traffic type to be handled by the filter.

Choose from the drop-down list one of the following:

- without—The Bypass filter acts on non-fragmented
traffic.

- with—The Bypass filter acts on fragmented traffic.

- *—The Bypass filter acts on fragmented and
non-fragmented traffic.

In the Bypass filter table, the counter denotes the current Bypass filter traffic rate
measured in packets per second (pps) that was filtered by the Bypass filter.

To delete a Bypass filter:
1. Select the check box next to the Bypass filter’s description.
2. Click Delete.

For a comprehensive explanation on the Bypass filter parameters, and examples,
refer to Chapter 8, “Advanced Filter Procedures,” inGhseo Guard User Guide.

Flex Filter Configuration

The Flex filter is a Berkley Packet filter which facilitates you with extremely
flexible filtering capabilities. It is used to drop, or count a desired packet flow.
The Flex filter is useful in upfront blocking a minutely defined malicious source
of traffic. This filter is very flexible and easily tailored to a specific traffic flow
due to its parameter variety. However, only a single flex filter can be configured
and it is resource consuming. We recommend to use the Flex filter attentively due
to its potential performance penalty.
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To configure the Flex filter:

1. If the zoneis already defined, from the Zone’'s menu select Configuration >
General.

2. Click Config.

Alternatively, the Flex filter may be configured while creating a new zone (see
the “Creating Zones and Basic Zone Configuratiaettion inChapter 4, “Zone
Creation and Configurationfor further details).

For a detailed explanation on the Berkley Packet filter configuration options see:
http://www.freesoft.org/CIE/Topics/56.htm

For a comprehensive explanation on the Flex filter parameters, and examples,
refer to Chapter 8, “Advanced Filter Procedures,” inGhseo Guard User Guide.

Policy Templates

A Policy Template is a collection of policy constructing guiding rules and the
output of each template is a group of policies. The Guard policy templates consist
of the following:

Policy Template |Brief Description

dns_tcp This policy template produces a group of policies related to
DNS-TCP protocol traffic.

dns_udp This policy template produces a group of policies related to
DNS-UDP protocol traffic.

fragments This policy template produces a group of policies related to

fragmented traffic.

http This policy template produces a group of policies related to
HTTP traffic flowing (by default) through port 80 (or other
user-configured ports).
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Policy Template |Brief Description

ip_scan This policy template produces a group of policiesrelating to
IP scanning (A situation in which a Source I P tries to access
many Destination IPs on the zone). This policy templateis
relevant when the zone is defined as a subnet.

By default, this policy template is disabled. The default
action for this policy template is “notify”.

Note  The policies created by the ip_scan policy template
are resource consuming. Therefore, we recommend
to use it attentively due to its potential performance
penalty.

other_protocols | This policy template produces a group of policies relating to
non TCP or UDP protocols.

port_scan This policy template produces a group of policies relating to
port scanning (A situation in which a Source IP tries to access
many ports on the zone).

By default, this policy template is disabled. The default
action for this policy template is “notify”.

Note  The policies created by the port_scan policy template
are resource consuming. Therefore, we recommend
to use it attentively due to its potential performance
penalty.

tcp_connections | This policy template produces a group of policies related to
TCP connection characteristics.

tcp_not_auth This policy template produces a group of policies related to
TCP connections that haven't been authenticated by the
Guard’s anti-spoofing mechanisms.

tcp_outgoing This policy template produces sets of policies related to TCP
connections initiated by the zone.

tcp_ratio This policy template produces sets of policies related to ratios
between different types of TCP packets. For example, SYN
packets versus FIN/RST packets.

tcp_services This policy template produces a group of policies related to
TCP services on ports other than HTTP-related (such as ports
80, 8080, etc.).
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Policy Template |Brief Description

tcp_services_ns | This template produces a group of policies related to TCP
services. By defaults the policy relates to IRC ports (666X),
ssh and telnet. This policy template does not create policies
with actions that direct traffic flows to the Strong protection
module.

udp_services This template produces a group of policies related to UDP
services.

S

Note  The Guard first relates to indicators of TCP traffic on especially dedicated ports
6660 to 6670 and ports 21 to 23. Then:

« |If traffic is traced on those ports then the tcp_services ns policy template
produces its group of policies and the tcp_services policy template would
relate to TCP services on other ports.

- If notraffic is traced on the above-mentioned ports, then the tcp_services
policy template assumes its ordinary function. The tcp_services_ns policy
template will not be operated.

« You can add services to this policy asto any other.

The Guard supplies additional policy templates designed to tailor the Guard
protection to Zonesfor which no proxy isto be used. These templates may be used
if the zone is moderated according to |P addresses such as an I nternet Relay Chat
(IRC) server-type zone.

Policy Template Brief Description

tcp_connections_ns Thispolicy template produces agroup of policiesrelated
to TCP connection characteristics. However, this policy
template does not create policies with actions that direct
traffic flows to the Strong protection module.

tcp_outgoing_ns Thispolicy template produces agroup of policiesrelated
to TCP connectionsinitiated by the zone. However, this
policy template does not create policies with actions that
direct traffic flows to the Strong protection module.
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To configure policy templates:
1. From the Zone's main menu, select Configuration > Policy templates.
2. Click on the required policy template name.

Figure 5-3  Policy Templates
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Configuring the Policy Template Operational Parameters

During the Learning phases, the zone’s traffic flows transparently through the
Guard. Each active policy template produces a group of specified policies,
according to the Zone’s traffic characteristics. The Guard enables the user to
define the maximum number of policies the Guard will produce from a specified
policy template. This is configured according to the parameter: Max Services. The
Guard ranks the services the policy template relates to by their level of traffic
volume. The Guard will then pick up the services that have exceeded the defined
minimum threshold (as defined by the parameter Min Threshold) with the highest
traffic volume and create a policy for each one of them. Some of the policy
templates will create an additional policy to handle all traffic flows for which a
specific policy was not added. These policies will be added with a service of
‘any’.
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For each of the Policy Templates, the following operational parameters may be

configured:

Parameter

Description

State

Specifies the policy template state. The policy template can be
enabled or disabled. Disabling a policy template prevents it
from producing policies once the Guard undergoes the Policy
Construction phase.

Min Threshold

Specifies the minimum traffic volume threshold for a service.
Once the threshold is exceeded, the Guard produces policies
that relate to the services’ traffic according to the particular
traffic flow that violated the threshold.

This parameter cannot be configured for policy templates that
are essential for proper zone protection and therefore always
produce a policy, such as fragments.

Setting the threshold enables the user to better adopt the Guard
protection to the traffic volume of the user’s zone services.

Max Services

Specifies the maximum number of policies (each relating to a
service) that will be produced from the specified policy
template. The Guard ranks the services the policy template
relates to by their level of traffic volume. The Guard will then
pick up the services that have exceeded the defined minimum
threshold (as defined by the parameter Min Threshold) with the
highest traffic volume and create a policy for each one of them.
An additional policy to handle all other traffic flows service
(such as dns_tcp that relates to service 53), or for policy
templates that relate to a specified traffic characteristic (such as
fragments).

Limiting the service number allows the user to better tailor the
Guard protection policies to its preferred traffic flow
requirements.ith the characteristics of the policy template may
be added with a service of ‘any’.

This parameter may be defined only for policy templates that
detect services, such as tcp_services. It cannot be configured
for policy templates that relate to a specified
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Pl

Caution  Disabling a policy template results in the Guard’s inability to protect the zone
from traffic of the kind the policy template relates to. This may seriously
compromise the Guard’s protection.
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Zone Traffic Learning and Policy
Construction

This chapter describes how to create traffic-tailored policies for zones on the
Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:
« Overview

- Zone Traffic Learning (constructing policies and tuning policy thresholds
using the learning processes)

« Zone Policies

» Snapshot and Compare Policies (a mechanism used to verify the learning
process outcome)

Overview

The policies are the mechanisms that measure a particular traffic flow and take
action against the flow as aresult of threshold violation. The protection policies
are constructed from policy templates.

A Policy Templateisacollection of policy constructing guiding rulesthat will be
used during the learning phases to construct the zone’s policies.
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The learning process constitutes two phases, during which the Guard learns the
zone'’s traffic and adopts itself to its particular characteristics:

1. ThePolicy Construction Phase—In this phase the zone policies are created
using the Guard Policy Templates. This phase consists of traffic flowing
transparently through the Guard, enabling it to discover the main services
used by the zone.

2. TheThreshold Tuning Phase—In this phase the policies are tuned to fit the
zone services traffic rates. This phase consists of traffic flowing transparently
through the Guard, enabling it to tune the thresholds for the services
discovered in the policy construction phase.

During this process, the Guard learns the zone’s traffic characteristics to acquire
a basis to which to compare zone traffic and trace any anomalies that might, in
turn, become malicious.

After the policies are created, you may add and delete policies or change policy
parameters such as thresholds, services, timeouts and actions.

The action taken by the policies could range from merely notifying to directing
the traffic to various Guard protection mechanisms or even dropping malicious
traffic.

For a comprehensive review of the learning process, refer to Chapter 5, “Zone
Configurations,” in theCisco Guard User Guide.

For a comprehensive review of the policy procedures, refer to Chapter 9,
“Advances Policy Procedures,” in ti@sco Guard User Guide.

Zone Traffic Learning

During the Learning phases, the Guard learns the zone’s traffic characteristics.
The results of this stage will be translated into protection policies. The Learning
system constructs the Guard protection policies. These instruct the Guard
Protection system how to regard the zone traffic flows. The Guard Learning phase
begins with the Guard traffic diversion mechanisms that divert the zone routine
traffic to the Guard.
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S

Note  Diversion must be configured before the learning process is initiated.
zone diversion configuration is configured via the Guard routing configuration.
For information regarding zone Diversion configuration, refer to Appendix A,
“Diversion Configuration,” in theCisco Guard User Guide.

The Guard’s tools for constructing protection policies are the Policy Templates.
These define the types of zone policies to be created according to traffic
characteristics. The policy templates also define the Maximum Services and
Minimum Threshold for each service policy in accordance to the guiding
parameters provided (s&hapter 5, “Advanced Zone Procedurdgy’ further
details).

Figure 6-1 Zone Learning Menu
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Constructing Policies
In this stage the zone policies are created. Zone traffic flows transparently through
the Guard, enabling it to discover the main services used by the zone.
To initiate Learning Phase 1—Policy Construction:

From the Zone's main menu, sele@arning > Construct Policies.

Note  We recommend letting the Learning Phase 1—Policy Construction continue for at
least two hours prior to proceeding to the next phase.

After a sufficient period of time, end the Policy Construction phase.
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Terminating the Policy Construction Phase

Note

After a sufficient period of time (see not above), abort the learning process. You
may decide how to handle the newly constructed policies.

To accept the Guard’s suggested policies:
From the Zone's menu, seléatarning > Accept (seeFigure 6-J.

In this case, the Guard erases it's previously learned policies and thresholds.

After accepting the newly constructed policies, you may manually add or remove
policies or change the policy parameters. SeéAlding a Service;“Removing

a Service"and“Configuring the Operational Parametesgctions for further
details.

To accept the Detector's suggested policies selectively, sekdbtepting Policy
Parameters Selectivelyection.

To reject the Guard’s suggested policies:
From the Zone's menu, seléatarning > Abort (seeFigure 6-J).

In this case, the Guard stops the process and erases all its learned data. As a resul
the Guard falls back into its default settings (in the case of a new zone) or to the
zone traffic configurations it had prior to the learning abortion.

To view the learning process outcomes prior to making a decision:

Use the snapshot procedure (see“Brapshot’section in this chapter for
further details).
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Tuning Thresholds

In this stage, the Guard further analyses the zone traffic and defines threshold for
the policies constructed in the previous phase. The other policy operational
parameters (the Timeout and Action) are configured by default. The Guard
enables to configure its policy operational parameters.

To initiate Learning Phase 2—Threshold Tuning:
From the Zone's main menu, sele&arning > Tune Threshold.

It is recommended to run the threshold-tuning phase during traffic peak time (the
busiest day) for a period of a minimum 24 hours.

Terminating the Threshold Tuning Phase

After a sufficient period of time (see not above), abort the learning process. You
may decide how to handle the newly constructed policies.

To accept the Guard’s suggested policies:
From the Zone's main menu, selé&arning > Accept (seeFigure 6-).
In this case, the Guard erases it's previously learned thresholds.

After accepting the new thresholds, you may manually change the policy
parameters. See th€onfiguring the Operational Parametes&ction for further
details.

To accept the Detector’s suggested policies selectively, sé&¢bepting Policy
Parameters Selectivelyection.

To reject the Guard’s suggested policies:
From the Zone’s main menu, seléatarning > Abort (seeFigure 6-J.

In this case, The Guard stops the Threshold Tuning phase and adopts the Policy
Construction Phase results and the former thresholds results the Guard has. This
results in a situation in which newly constructed policies have thresholds that
were obtained according to past traffic characteristics.
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To view the learning process outcomes prior to making a decision:

Use the snapshot procedure (see the “Snapshot”section in this chapter for
further details).

Zone Policies

Qverview

The Guard policy structure consists of sections. Each policy section has different
role in relating to different traffic protection aspects.

To view the zone policies:

From the Zone's main menu sel€mnfiguration > Policy.

Figure 6-2  Policy Table
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To navigate in the tree hierarchy, click the plus icenaf the minus icon-{ next
to the tree or branch that you want to expand or collapse. Click the plusticon (
in the tables header to expand all policy levels.
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To open the configuration window, click an item in the tree hierarchy. For
example, in Figure 6-2, click 53 to open the service configuration window for the
dns_tcp policy template.

The term Policy refers to a complete policy path:

<policy-template-name><Service><L evel ><Type><Key>. For example:
dns_tcp/53/analysis/pkts/dst_ip.

The term Policy section refersto a partial policy such as
<policy-template-name><Service> or
<policy-template-name><Service><Level>. For example, the policy section http
or dns_tcp/53.

Tree items can have one of the following statuses:
- Active—marked in bold
« Inactive—marked as grayed out
+ Disabled—marked as grayed out and crossed out

Below the zone location bar, a filter bar enables to selectively choose the policies
to be displayed according to their state (Active/lnactive/Disabled/All).
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The Policy Table parameters consist of the following:

Parameter

Description

Policy Template

Indicates the policy template that was used to construct
this policy.

Service

Indicates the services the policy relates to. The Guard
enables to add a service to better tailor the produced
policiesto the zone specific services. After adding anew
service, you may define the threshold manually,

however, it is recommended to run the threshold tuning
phase (see the “Tuning Thresholds’section in this
chapter for further details) to attune the policies to the
zone's traffic.

The service ‘any’ relates to all traffic that does not
specifically match other services created from the same
policy template.

Note A new service may be added to the following
policy templates:
- tcp_services, udp_services, tcp_services_ns—The
added service designates a port number.

- other protocols—The added service designates a
protocol number.

Level

Indicates the Protection module used to process the
traffic flow (analysis, basic or strong).
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Parameter

Description

Type

Indicates the packet type. The packet types include:

- auth_pkts—Packets that underwent either TCP
handshake or UDP authentication.

- auth_tcp_pkts—Packets that underwent TCP
handshake.

« auth_udp_pkts—Packets that underwent UDP
authentication.

« in_nodata_conns—Zone incoming connections that
have no data transfer on the connection (packets
without a data payload).

« in_conns—Zone incoming connections.
- in_pkts—Zone incoming DNS query packets.

- in_unauth_pkts—Zone incoming unauthenticated
DNS queries.

« num_sources—Number of TCP source IPs,

the Guard’'s anti-spoofing mechanisms.
« out_pkts—Zone incoming DNS reply packets.
« regs—Request packets with data payload.

« syns—Synchronization packets—TCP SYN flagged
packets.

- syn_by fin—SYN and FIN flagged packets.
Verifies the ratio between the number of SYN
flagged packets and the number of FIN flagged
packets.

- unauth_pkts—Packets that did not undergo TCP
handshake.

- pkts—All packet types that do not fall under any
other category in the same detection level.
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Parameter Description

Key Indicatesthe key (traffic characteristics) that was used to
aggregate the policies.

Open the Type branch to view the key. The keysinclude:
- dst_ip—Traffic destined to a zone IP address.

« dst_ip_ratio—The ratio of SYN and FIN flagged
packets destined to a specific IP address.

e dst_port_ratio—The ratio of SYN and FIN flagged
packets destined to a specific port.

« global—A summation of all traffic flow as defined
by the other policy sections.

- src_ip—Traffic destined to the zone aggregated
according to source IP address.

- src_net—Traffic destined to the zone aggregated
according to source subnet IP address.

- dst_port—Traffic destined to a specific zone port.

« protocol—Traffic destined to the zone aggregated
according to protocol.

e src_ip_many dst_ips—This is the key used for ip
scanning. Traffic from a single IP destined to many
zone |IP addresses.

« src_ip_many_ports—Thisis the key used for port
scanning. Traffic from one | P destined to many zone
ports.

Threshold Indicates the threshold traffic rate for a specific policy.
Onceviolated, the policy assumes an action to protect the
zone. The threshold is set by default to a value
appropriate for on-demand protection. It is adjusted by
the threshol d-tuning phase in the learning procedure, and
can be manually configured.
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Parameter Description

Action Indicates the action a policy assumes as a result of a
threshold violation. See tH€onfiguring the
Operational Parameterseéction below for further
details.

Timeout Indicates the minimum time span for the policy to apply
its action. Once the timeout expires, the Guard runs a
procedure in order to determine whether or not to
deactivate a dynamic filter that was produced by the
policy (see théDynamic Filter Termination’section in
Chapter 7, “Protecting Zonesfdr further details).

Policy Configuration

After completing the learning processes, you may wish to view specific policy
operational parameters. Displaying these parameters may help you decide

whether the policy operational parameters suit the zone’s traffic. You may, when
required, configure the policy operational parameters to better tailor the policy to
the zone'’s traffic requirements.

To view the zone policies:

From the Zone's main menu, sel€tnfiguration > Poalicy.
To configure a policy or policy section:

Click the required policy in the policy tree.

Adding a Service
The new service is added to all policies that were created from the specified policy
template.
To add a service to a policy:
1. Click the required policy in the Policy tree.
The Policy table is displayed.
2. Click Add Service.
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The new service is defined with default values. You may define the threshold
manually, however, it is recommended to run the threshol d-tuning phase (see the

“Tuning Thresholds’section in this chapter for further details) to attune the
policies to the zone's traffic.

Note A new service may be added to the following policy templates:

» tcp_services, udp_services, tcp_services ns—The added service designates
a port number.

- other_protocals, http—The added service designates a protocol number.

Removing a Service

You may remove a specific service relating to a desired policy template.

Pl

Caution  Removing a service prevents the Guard policies from relating to the removed
traffic service and may compromise the zone protection.

To remove a service from a policy:
1. Click the service number for the required policy in the Policy tree.
The Service table appears.

2. From the bar, cliclRemove Service.

Cisco Guard Web-Based Management (WMB) User Guide
m! oL-6112-01 |



| Chapter6

Zone Traffic Learning and Policy Construction

Zone Policies WM

Configuring the Operational Parameters

Operational Parameters Overview

Once the zone policies are constructed and the thresholds tuned, you may
manually configure the policy operational parameters.

The following Operational parameters may be configured:

Parameter

Description

State

Indicates the state of the policy section. These can be:
- Active—The policy is active.

- Inactive—The policy measures traffic flow but does
not take action if the threshold is violated.

» Disabled—The policy is disabled.

Operation mode

Indicates the interactive-status the pending Dynamic
filters, created by the policy, assume. See‘th&eractive
Recommendations Modesection inChapter 7,
“Protecting Zones,for further details.

Note Interactive-Status can be viewed and configured
only for protected zones in interactive mode.
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Parameter Description

Action Indicates the actions a policy assumes as a result of a
threshold violation. These are:

» block-unauthenticated—The policy adds a filter that
blocks traffic that was not authenticated by the
anti-spoofing mechanism.

- filter/strong—The policy adds a filter directing the
traffic to the Strong protection module mechanisms.

» to-user-filters—The policy adds a filter directing the
traffic to the user filters.

- filter/drop—The policy adds a filter directing the
traffic to the Drop protection module to be dropped.

» notify—The policy notifies the user of the threshold
violation.

- redirect/zombie—The policy adds a filter that
enhances authentication for all User filters with an
action ofredirect.

Threshold Indicates the threshold traffic rate for a specific policy.
Once violated, the policy assumes an action to protect the
zone. The threshold is measured in packets per second
(pps) apart for the following policies:

» tcp_connections—measured in number of
connections

» tcp_ratio—measured as the ratio number

Timeout Indicates the minimum time span for the policy to apply its
action. Once the timeout expires, the Guard runs a
procedure in order to determine whether or not to
deactivate a dynamic filter that was produced by the policy
(see the'Dynamic Filter Termination’section in

Chapter 7, “Protecting Zonesfor further details).

The policy state may be configured from all policy sections.

The operational parameters action, threshold and timeout can only be configured
from the key level.
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Configuring the Policy State

Note

Note

A

Note ~ When a policy is disabled other policies regard its targeted traffic as theirs

The Guard supports the following policy states:

- Disable—The policy does not relate to the traffic flow and so no threshold is
obtained. As a result, the policies will have to undergo a new learning
threshold-tuning phase to ensure correct thresholds are applied for the
policies.

and so all policies would have to undergo a new learning threshold-tuning
phase before the policies are applied in protect mode.

- Inactivate—The policy relates to the traffic and obtains the threshold but
launches no action when a threshold is violated. This procedure frees you
from the need to pass the policy through a new learning threshold-tuning
phase. By default, all the Guard policies are activated.

« Activate—The policy relates to the traffic and issues an action once the
thresholds is violated.

P

Caution  Unnecessarily inactivation or disabling may prevent the Guard policies
from assuming their protective role and may compromise the zone
protection.

You may disable a desired policy section before or after any of the Learning
Phases.

You may deactivate a desired policy section to prevent the policy from issuing
actions regarded as unwanted.

Running the policy-construction phase after disabling a policy might result in the
policy reconfiguration according to traffic flow. This could result in the policy
re-activation.
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The policy action, timeout and threshold may be changed at every section of the
policy path. However, more policies are affected when these parameters are
changed at the initial policy sections (such as Policy template or Port sections).
Configuring these parameters at a high-level policy path hierarchy will change
these parametersin all its sub-policy paths.

To change the policy state of a policy section:
1. Click on the desired policy section.
2. Click therequired policy state from the policy state bar (see Figure 6-3).

Figure 6-3  Policy Table Section
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The policy section table provides additional information on the state and number
of policies that are constructed from the viewed policy section.

To configure the policy’s state, open the policy details tables. See the
“Configuring the Operational Parametersction for further details.

Configuring the Policy Operational Parameters
Once the zone policies are constructed and the thresholds tuned, you may
manually configure the policy operational parameters.
To configure the operational parameters:
1. Open the policy up to the key level.

2. Click on the key of the policy to configure (for examplefFigure 6-2 click
ondst-ip, global, src_ip or src_net).
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The Policy details tables (Figure 6-4) are displayed.

The Policy details includes three tables:
The policy's definition— Policy Template, service, level, type and key

The policy's operational parameters—state, action, threshold and timeout

Specific IP threshold—this table is available only for specified policies (see
the “Specific IP Threshold Configuratiorsection for further details)

Figure 6-4  Policy Details Tables
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To configure the operational parameters:

Click Config.
The Zone Policy Form is displayed. See tb@erational Parameters Overview”
section for further information on the operational parameters.
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Specific IP Threshold Configuration

In case of known high-volume traffic IP source, you may configure a particular
threshold to apply to that |P source address.

In case of a hon-homogenous zone (that is, a zone that has more than a single 1P
defined) for which thereisknown high-volumetraffic only to part of the zone, you
may configure a particular threshold to apply to that |P destination address.

Specific IP threshold can be configured for policies with traffic characteristics of
source | P and subnet with the action of drop and apolicy with traffic characteristic
of destination |P with the actions of to-user, strong, notify, and drop (that is,
Policies with akey of src_ip, dst_ip and src_net).

For these policy keys, an additional policy detailstable is available.
To configure a specific I P threshold:

1. Click Add.

2. Enter the IPin the IP box and the threshold in the Threshold box.
3. Click OK.
To delete a specific | P threshold

1. Select the check box next to the specified |P address.

2. Click Delete.
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Snapshot

The snapshot, along with the compare policies, is a mechanism used to verify the
learning process outcome.

You may save a shapshot of the learning parameters (services, thresholds and
other policy related data) at any time of the Learning phase, and later review it.
The file containing the snapshot learning phase parameters, along with the zone
configuration parameters, is saved under a user defined zone name. Thus, a new
zone would be created bearing the configurations and policy parameters (number
of services, thresholds, action, timeout, etc.) of the zone at snapshot time.

Note  The Guard continuesits Learning phases as the snapshot is taken.

To create a snapshot of the zone's |earning parameters:
1. From the Zone's main menu, select L earning > Snapshot.

S

Note  The snapshot command is applicable while the zoneisin Learning only.

2. Enter the Snapshot’s hame.

Note  The Snapshot creates a new zone. After verifying the snapshot parameters, or
comparing two snapshots, you may choose to delete the snapshot. Alternatively,
you may keep the snapshot and delete the originating zone.

See the “Compare Policies’section to compare the Policy parameters of two
shapshots.

See theé'Accepting Policy Parameters Selectivelgéction to selectively accept
the snapshot parameters.
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Compare Policies

You may compare between the snapshot Learning parameters and the zone
Learning parameters. The comparison is held to trace differences in policies,
services, and thresholds. You may define the comparator’s differing sensitivity.

In case differences are observed, you may change the base zone’s policy
according to the compared zone policy parameters. This provides a powerful tool
that enables you to accept learnt policy parameters selectively (Séetiepting

Policy Parameters Selectivelgéction for further details).

To compare between two learning parameter files:
1. Perform one of the following:
« From the Zone's main menu, select Configuration > Compare policies.
« From the Guard’s main menu, select Zones > Compare Zone policies.
The policy comparison query window appears.

2. Enter the following parameters:

Parameter Description

Base Zone The name of the base zone whose learning
parameters are compared. The base zone's
policies may be changed according to the
compared zone's policy parameters.

Compared Zone The name of the zone or snapshot the
learning parameters of the base zone are
compared to.

Minimal difference The traced differing percentage. The

Detector will trace any parametersthat differ
above the defined percentage.
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3. Click OK.
The policy comparison tables are displayed (see Figure 6-5).

Figure 6-5 Policy Comparison
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The policy comparison consists of tables grouped into two sections. These are:

- Differencein services—The services in this section are displayed in two
tables:

— Services present only in the base zone policies.

— Services missing from the base zone. These services are defined only in
the compared zone.

- Differencein policy parameter s—Differences in the policy operational
parameters (state, action, threshold, proxy-threshold) are displayed. Each
section in the table presents the differences found in a single policy. The
upper row presents the policy and the operational parameters of the base
zone. The lower row presents the policy and the operational parameters of the
compared zone.
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Accepting Policy Parameters Selectively

In case differences are observed while comparing policies, you may change the
base zone’s policy according to the compared zone policy parameters. This
provides a powerful tool that enables you to accept learnt policy parameters
selectively.

Figure 6-5displays the policy comparison tables (see"@empare Policies”
section for further details).

The policy comparison consists of tables grouped into two sections. These are:

- Differencein services—The services in this section are displayed in two
tables:

— Services present only in the base zone policies. You may choose to
remove these services.

— Services missing from the base zone. These services are defined only in
the compared zone. You may choose to add these services to the base
zone policies.

To remove services from the base zone policies:

1. Select the check box next to the required services under Servicesonly in
<Zone-name>.

2. Click Delete.
To add these services to the base zone policies:

1. Select thecheck box next to the required servicesunder Servicesmissing
from <Zone-name>.

2. Click Add.
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- Differencein policy parameter s—Differences in the policy operational
parameters (state, action, threshold, proxy-threshold) are displayed. Each
section in the table presents the differences found in a single policy. The
upper row presents the policy and the operational parameters of the base
zone. The lower row presents the policy and the operational parameters of the

compared zone.

To copy the policy operational parameters from the compared zone to the base
zone (from the lower row to the upper row):

1. Select the check box next to the required policies.

2. Click Copy Parameters.

Note  Select the checkbox at the table header to select all table entries.

Note  The snapshot procedure creates a new zone. After comparing two zones
(or snapshots) and modifying the base zone policies, you may choose to
delete the compared zone.
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CHAPTER ;

Protecting Zones

This chapter describes how to perform tasks for protecting zones on the Cisco
Guard using the Web-Based Management (WBM).

Processes described in this chapter must be performed after completing the Cisco
Guard configuration and zone configuration described in the previous chapters of
this guide.

This chapter includes the following sections:
e Overview
- Protecting the Zone (activate/deactivate protection)
« Dynamic Filters (View or add Dynamic filters during attack)
« Interactive Recommendations Mode (using the Guard’s recommendations)

Before activating the Cisco Guard’s protection for a zone, it is recommended to
let the Guard study the zone’s traffic patterns. The learning process allows the
Cisco Guard to learn the traffic patterns of each zone and to create sets of
recommended thresholds according to statistical analysis of the traffic.

In case of an attack on the zone prior to completion of the zone learning phases,
when the Guard hasn'’t yet adopted its protection policy to suite the zone traffic,
the Guard has its ‘On-Demand’ protection. In such a situation, the zone protection
activates the Guard’s anti-spoofing and anti-zombie mechanisms quickly. The

Cisco Guard Web-Based Management (WMB) User Guide i

[ oL-6112-01



Chapter 7 Protecting Zones |

W Overview

Note

default thresholds configured for a new zone, enable effective ‘On-Demand’
protection. Refer to Chapter 6, “On-Demand Protection,” irClilseo Guard User
Guide for further details.

After learning the zone traffic characteristics, the Guard is ready to protect the
zone. You may wish to wait for an external indication (from the Cisco Detector or
any other means) of an attack before setting the Guard to protect the zone, or
command the Guard to protect the zone right after completing the zone
configuration. During the zone protection process, the Guard diverts the zone
traffic and applies its protection policies.

When the Guard protection policies sense abnormal or malicious traffic (by means
of threshold violation), they dynamically configure a set of filters (Dynamic
Filters) to direct the traffic to the appropriate protection module according to the
attack severity.

The Guard’s protection can be activated in two operation modes:

- Automatic protection mode—Activation of the dynamic filters is carried out
without user intervention.

- Interactive protection mode—Dynamic filters are activated manually, in an
interactive mode. The Dynamic filters are grouped as recommendations that
await user decision. You may review these recommendations and manually
decide which of them to accept, ignore, or direct to automatic activation.

The operation mode is configured for each zone separately. S&erdeting
Zones and Basic Zone Configuratioggction inChapter 4, “Zone Creation and
Configuration,”for further details.

The Cisco Guard system provides a series of tools for adjusting a zone’s
protection mechanism while protection is active.

Before activating the Cisco Guard’s protection, traffic diversion for the zone’s
traffic must be configured. For further information on zone diversion
configuration, refer to Appendix A, “Diversion Configuration,” in tBesco

Guard User Guide.
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Protecting the Zone

After learning the zone traffic characteristics, the Guard is ready to protect the
Zone. During the zone protection process, the Guard diverts the zone traffic and
applies its protection policies.

Figure 7-1  Protection Menu
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Activating Protection

To activate zone protection, perform one of the following:
« On the Zone's “home page”, cliék otect.

« From the Zone's main menu, select Protection > Protect.

Note  The Guard has its ‘On-Demand’ protection to answer the situation in which the
zone is under attack while the Guard hasn’'t completed its learning phase and so
hasn’t adopted its protection policy to suite the zone traffic.

Refer to Chapter 6, “On Demand Protection,” in @sco Guard User Guide for
further details.

Deactivating Protection

To deactivate the zone’s protection, perform one of the following:
« On the Zone's “home page”, cli€keactivate.

« From the Zone's main menu, select Protection > Deactivate.
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Zone Protection Verification

You may wish, now, to view the zone status and verify that the protection process
is functioning properly. View the zone counters.

To view the zone counters:
From the Zone main menu, select Diagnostics > Counters.
To verify whether an attack isin progress, check the following:
Malicious traffic rate is greater than zero.

To verify the zone protection is functioning properly while an attack isin
progress, check the following:

« The number of active Dynamic filters (as can be viewed from the Zone’s
“home page”) is greater than zero.

« Legitimate traffic rate is greater than zero.

In case there is no attack on the zone and no indications of suspicious traffic, the
Guard designates all diverted traffic as legitimate traffic and forwards it on to the
zone. The Legitimate traffic counter would then equal that of the Received traffic
counter.

See Chapter 8, “Zone Statistics and Diagnostidey’ further details.

Dynamic Filters

The Guard analyses the diverted zone traffic in search of policy threshold
violation. Once a policy threshold violation is observed, the Guard analyses
results into a set of filters that are continuously adapted to the zone traffic and type
of DDoS attack. This filter set consists of the Dynamic filters. Once abnormal
traffic is detected, the Dynamic filter, by default, refers the Guard to the User
filters to compare between the User filters suggested action and the Guard
suggested protection. You may access the dynamic filters and configure them to
your needs.

For a comprehensive overview of Dynamic filters, refer to Chapter 8, “Advanced
Filter Procedures,” in th€isco Guard User Guide.
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To view the Dynamic filters, perform one of the following:
« From the Zone’s main menu, sel@&rtotection > Dynamic filters.

« Onthe Zone's “home page”, cligkctivedynamicfiltersin the zone’s status
summary table.

Figure 7-2  Dynamic Filters Table
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The Dynamic filters tableRigure 7-3 displays the dynamic filters filtered
according to the policy that created them.

The information in the table is related to the ongoing attack. The table includes
the following information:

Parameter Description

Created by Indicates the policy that created the filter. Clicking on the
policy name will display the Policy details (see tEene
Policies”section inChapter 6, “Zone Traffic Learning and
Policy Construction,for further details).

Activation Indicates the date and time the filter was activated.

Expiration Indicates the filter expiration time. Once the filter expires,
the Guard decides whether or not to deactivate the
Dynamic filter that was produced by the policy according
to the Dynamic filter termination criteria (see the
“Dynamic Filter Termination’section for further details).

Src IP Indicates the source IP address the Dynamic filter is
applied on.

Protocol Indicates the protocol number the Dynamic filter is applied
on.
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Parameter

Description

Dst Port

Indicates the destination port the Dynamic filter is applied
on.

Fragments

Indicates whether the attack stream contains fragmented
packets.

Action

Indicates the action taken by the filter. The following
actions apply for the Dynamic filters:

» to-user-filters—Forwards the specified traffic to the
user configured User filters.

« filter/strong—Applies Strong protection
anti-spoofing mechanisms to the specified traffic.

- filter/drop—Drops the traffic.

- block-unauthenticated-basic—Drops
unauthenticated traffic flow that has not been
authenticated by the Basic anti-spoofing mechanisms.

« block-unauthenticated-strong—Drops
unauthenticated traffic flow that has not been
authenticated by the Strong anti-spoofing mechanisms.

» block-unauthenticated-dns—Drops unauthenticated
traffic flow, flowing to DNS servers, that has not been
authenticated by the DNS anti-spoofing mechanisms.

» redirect/zombie—The policy adds a filter that
enhances authentication for all User filters with an
action ofredirect.

Rate (pps)

Indicates the approximate attack rate.

Details

Indicates whether additional information can be viewed for
this filter. Clicki for additional information.

A value of “*” for any of the parameters indicates one of the following:

« The value is undetermined.

- More than one value was measured for the filter's parameter.
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To display detailed information on the filter:
Click i in the details column.

See the “Dynamic Filter Details"section for further details.

Dynamic Filter Termination

Once the Dynamic filter timeout expires, the Guard determines whether the
Dynamic filter is to be inactivated. If the Guard decides not to deactivate the
Dynamic filter, the filter’s activation timeout resumes for another time span. The
dynamic filters will be inactivated when one of the following applies:

- Thetotal zone Malicious traffic rate (equaling the sum of the spoofed and
dropped traffic) is less than or equal to the Malicious-rate termination
threshold.

« The Dynamic filter does not have an action of to-user-filter (the filter rate
counter does not display N/A) and the Filter-rate termination threshold is
equal to or greater than both the following:

— The Dynamic filter’s current traffic rate

— The Dynamic filter's average traffic rate during a user-configured time
span (defined by the policy’s Timeout parameter)

See thé'Creating Zones and Basic Zone Configurati@@ction inChapter 4,
“Zone Creation and Configurationfér further details on threshold configuration.

Dynamic Filter Details

The Dynamic Filter Details provides detailed information on the dynamic filters.
To display the detected anomalies details table:

From the details column in the Dynamic Filter table, click
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The Dynamic filter details screen (Figure 7-3) includes three tables:
« Information on the policy that created the filter, as detailed above.

- Information on the attack flow—Information on the attack that was mitigated,
as detailed above.

N

Note  The flow mitigated could be of a wider range than the detected attack
flow. For example, a non-spoofed attack on port 80 will block all TCP
traffic from the originating source IP and not only port 80.

- Information on the filter creation trigger:

Parameter Description

Policy Threshold Indicates the threshold defined for the policy that was
violated by the attack.

Triggering rate Indicates the approximate attack rate that triggered the
production of the dynamic filter.

Figure 7-3  Dynamic Filter Details
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Dynamic Filter Configuration

You may add or delete dynamic filters and configure them your needs.

>

Note  You may access the Guard’s Dynamic filters and configure them to fit your
protection policy. However, you should note that dynamic filters are designed to
meet dynamically changing protection needs and so the Guard assigns them a
limited lifespan (Timeout). The implication is that user-configured dynamic
filters that do not out-weight the Guard’s Recognition decision will not be
implemented. The user-configured dynamic filters are removed once the
protection ends.

Deleting a Dynamic Filter

You may wish to delete a Dynamic filter.
To delete a Dynamic filter:

1. Select the check box next to the filter in the Dynamic Filters Details Table
(seeFigure 7-3.

2. Click Delete.

You may remove all Dynamic filters. The action is effective for a limited period
of time since the Guard, being in Protection operation mode, continues to
configure new Dynamic filters to adopt its protection to the dynamically changing
traffic state.

Cisco Guard Web-Based Management (WMB) User Guide i

[ oL-6112-01 l 7o |




Chapter 7 Protecting Zones |

M Dynamic Filters

N,

Note  To prevent undesired Dynamic filters from being reproduced, deactivate the
policy that produces them (see the “Policy Configuration”section inChapter 6,
“Zone Traffic Learning and Policy Constructiorfdr further details). To find out
which policy produced the undesired Dynamic filters see the sections about

viewing Dynamic filters in this chapter. Alternatively, you may perform one of the
following:

- Configure a Bypass filter for the desired traffic flow (see the “Bypass Filter
Configuration”section inChapter 5, “Advanced Zone Proceduref®y’
further details).

« Increase the Threshold of the policy that produced the undesired Dynamic
filter (see the “Configuring the Policy Operational Parametesgction in
Chapter 6, “Zone Traffic Learning and Policy Constructidioy’further
details).

Adding a Dynamic Filter

To add a Dynamic filter:
In the Dynamic Filters Details Table (sEgyure 7-2, click Add.
The Dynamic Filter Form is displayed.

Enter the following information to configure the Dynamic filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to the
Dynamic filter. Leave blank or ent&rfor ‘any’.

Source Subnet Directs traffic coming from a specified subnet to the
Dynamic filter. Choose the subnet from the drop-down list.

Protocol Directs traffic from a specified protocol to the Dynamic
filter. The protocol is denoted by the its well known
number. Leave blank or enteffor ‘any’.

Dst Port Directs traffic destined to a specified port to the Dynamic
filter. Leave blank or enter for ‘any’.
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Parameter

Description

Fragments

Denotes specified traffic type for the filter to operate on.
Choose from the drop-down list one of the following:

- without—The Dynamic filter acts on non-fragmented
traffic.

- with—The Dynamic filter acts on fragmented traffic.

» *—The Dynamic filter acts on fragmented and
non-fragmented traffic.

Action

Indicates the action the filter performs on the specified
traffic type. Choose the action from the drop-down list:

» to-user-filters—Forwards the specified traffic to the
user configured User filters

- filter/strong—Applies Strong protection
anti-spoofing mechanisms to the specified traffic.

- filter/drop—Drops the traffic.

» block-unauthenticated-basic—Drops
unauthenticated traffic flow that has not been
authenticated by the Basic anti-spoofing mechanisms.

» block-unauthenticated-strong—Drops
unauthenticated traffic flow that has not been
authenticated by the Strong anti-spoofing mechanisms.

» block-unauthenticated-dns—Drops unauthenticated
traffic flow, flowing to DNS servers, that has not been
authenticated by the DNS anti-spoofing mechanisms.

» redirect/zombie—The policy adds a filter that
enhances authentication for all User filters with an
action ofredirect.
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Parameter Description

Timeout (Sec) Indicates the minimal time for the filter to be active (see the
“Dynamic Filter Termination’section for further details).

Enter an integer to specify the desired time measured in
seconds.

Leave Blank for unlimited time.

Note  Unlimited time Dynamic filters are also deleted
once protection is aborted.

Interactive Recommendations Mode

In the Interactive Recommendati on mode, the Guard enables you to decide on the
activation of the filters the policies launch. The Guard functions in accordance

with your decision to accept or ignore the filter’s activation. In this way, the Guard
lets you decide on the production of its protection measures in real time. The
Guard in an interactive mode enhances your control over the activation of the
Guard’s protective measures as a DDoS attack progresses.

The recommendations are a summary of the pending dynamic filters aggregated
according to the policies that produced them. The Guard recommendation data

consists of the policy name that recommended it, data on the traffic anomaly that
resulted in policy activation, the number of pending filters and the recommended
action.

For a comprehensive overview of the Interactive recommendations mode, refer to
Chapter 10, “Interactive Recommendations Mode,” inGrseo Guard User
Guide.
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N
Note  Notethat when the number of pending filtersis higher than 1000, the newly added

recommendations are recorded in Guard’s log-file and then discarded. You are
advised to perform the following:

1. Deactivate the zone (clidReactivate on the Zone’s home page).

2. Change the operation mode to automatic (seéGheating Zones and Basic
Zone Configuration’section inChapter 4, “Zone Creation and
Configuration,”for further details).

3. Re-activate zone protection (cliékotect on the Zone’s home page).

Activating the Interactive Recommendations Mode

The operation mode is a characteristic of a zone.
To activate the interactive recommendations mode:

1. From the Zone's main menu sel€xnfiguration > General.

2. Click Config.
3. Set the operation mode toteractive.
4. Click OK.

See thé'Creating Zones and Basic Zone Configuratig®ction inChapter 4,
“Zone Creation and Configurationfor further details.

You may choose to end the interactive mode of operation at any time and thus
return to the automatic operation mode. This results in the Guard disregarding the
decisions made while in the interactive mode. The policies resume their role of
automatically producing and activating their filters and automatically accept all
pending Dynamic filters and recommendations.
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Viewing New Recommendations

New recommendations are indicated by following icon.
Rty
The recommendations icon appears in the following locations:
« On the navigation pane, next to the zone'sicon in the All Zones list
- On the navigation pane, next to the zone's icon in the Protected Zones list
« On the Zone's “home page”, in the zone status bar
< IntheZonelist table

When the Guard offers new recommendations, an additional indication is

apparent in the form of a number of pending Dynamic filters that is greater than

zero. This can be viewed in the Zone's status summary on the Zone's “home page”
underPending Dynamic filters.

To view new recommendations, perform one of the following:
- From the Zone’s main menu seldutotection > Recommendations.

- On the Zone's “home page”, clidkending Dynamic filtersin the zone’s
status summary.
Figure 7-4 Recommendations
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The Recommendations table provides the following information:

Parameter Description
ID Indicates the protection recommendation ID number.
Recommendation Indicates the recommended action.
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Parameter

Description

Created By

Indicates the policy that created the filter. Click on the
policy name to display the Policy details (see the
“Configuring the Policy Operational Parametesgttion
in Chapter 6, “Zone Traffic Learning and Policy
Construction,for further details).

# of PFs

Indicates the number of pending Dynamic filters that
constitute the recommendation.

Each pending filter was created as a result of traffic flow
that violated the policy threshold.

Click on the number to view the pending dynamic filters
that constitute the recommendation.

Attack flow

Provides Information on the attack flow:

- SrcIP—The source IP address of the attack stream
« Protocol—The protocol number of the attack stream
- Dst Port—The destination port of the attack stream

« Dst IP—The destination IP address of the attack
stream

Thr.

Indicates the policy threshold, in pps, that was violated.

Min.

Recent Rate:
Minimum attack rate measured in pps.

Note  The rate of the lowest pending filter is displayed
for Recommendations that aggregate several
pending filters.

Max.

Recent Rate:
Maximum attack rate measured in pps.

Note  The rate of the highest pending filter is displayed
for Recommendations that aggregate several
pending filters.

Creation

The date and time the recommendation was created.

A value of “*” for any of the parameters indicates one of the following:
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« Thevalueis undetermined.

« More than one value was measured for the filter's parameter. To display the
different values constituting *’, view the complete list of pending filters.

Deciding on the Guard’s Recommendations

The Guard enables you to decide on its policy’s recommendations. Your decisions
determine whether a pending filter will be activated, and for how long, or
deactivated. You may also instruct the Guard to automatically, always activate, a
specific policy’s pending filters. This results in the Guard no longer displaying
that policy’s filters for you to decide on.

You may, alternatively, decide to instruct the Guard to prevent a policy from
producing recommendations (and their pending filters). To prevent a policy from
producing recommendations, the policy should be disabled or inactiGdedhe
“Configuring the Policy Operational Parametesgtction inChapter 6, “Zone
Traffic Learning and Policy Constructionfdr further details.

As the DDoS attack continues and changes its characteristics, so the Guard’s
policies continue to produce recommendations that you will have to view and
decide on. Alternatively, you may change the operation mode to automatic during
the ongoing attack.

The Guard activates the Dynamic Filters (se€Ehaamic Filters”section in this
chapter for further details) produced by the policies for at least a user-defined
(Filterstimeout) time span.

Note  Once the filter timeout expires, the Guard runs a checkout procedure in order to
decide whether or not to deactivate the Dynamic filter that was produced by the
policy (see théDynamic Filter Termination”section for further details).

To decide on the Guard’s recommendations:

1. Enter the filter’s timeout, in thEilterstimeout box (the filter timeout is
measured in seconds).

2. Select the checkbox next to the recommendation.

3. Click the required action (Accept, Always accept, Always ignore).
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The available actions are:

Accept Accept the specific recommendation. The recommendations
pending filters are activated.

Always Accept Accept the specific recommendation. The decision applies
automatically whenever the recommendation policy produces
new recommendations.

Note The Guard doesn't display the ‘always-accept’
recommendations.

Always Ignore Ignore the specific recommendation. No dynamic filter or
filters will be produced by the recommendation. The decision
automatically applies to all future recommendations
produced by the recommendation's policy.

Note  The future Dynamic filters will only be ignored for
the current protection. To prevent a policy from
producing recommendations, the policy should be
disabled or inactivated.

You may also decide to selectively accept Pending Dynamic filters as opposed to
accepting the recommendation. See the “Pending Dynamic Filterssection in this
chapter for further details.

Note  You may change an always-ignore decision made on a specific recommendation

by changing the interactive-status of the policy that created the recommendation’s
pending filters.

Pending Dynamic Filters

The pending Dynamic filters measure each flow that violated a threshold. Pending

Dynamic filters that were produced by the same policy are shown as a single
recommendation.

To view the Pending Dynamic filters:

Click on the number of pending filters (“# of PFs” column) in the
recommendations table (sEgure 7-9.
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Figure 7-5 Pending Dynamic Filters
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The Pending Dynamic filters table (Figure 7-5) provides the following

information:

Parameter

Description

Created by

Indicates the policy that created the filter. Clicking on the
policy name will display the Policy details (See tHene
Policies”section inChapter 6, “Zone Traffic Learning and
Policy Construction,for further details.).

Activation

Indicates the date and time the filter was created.

Src IP

Indicates the source IP address of the attack stream.

Protocol

Indicates the protocol number of the attack stream.

Dst Port

Indicates the destination port of the attack stream.

Fragments

Indicates whether the attack stream contains fragmented
packets.

Action

Indicates the action taken by the filter.

Recent rate

Indicates the current attack rate measured by the filter in
pps.

Rate (pps)

Indicates the triggering rate. The approximate attack rate
that triggered the production of the dynamic filter.

Details

Indicates whether additional information is available for
this filter. Clicki for additional information.

A value of “*” for any of the parameters indicates one of the following:

« Thevalueis undetermined.

- More than one value was measured for the filter's parameter.
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Guard activates the Dynamic Filters (see the “Dynamic Filters”section in this
chapter for further details) produced by the policies for at least a user-defined
time span (filter timeout).

Note  Once the filter timeout expires, the Guard runs a checkout procedure in order to
decide whether or not to deactivate the Dynamic filter that was produced by the
policy (see théDynamic Filter Termination”section for further details).

To selectively accept a pending Dynamic filter:

1. Enter the timeout in thEilterstimeout box (the filter timeout is measured
in seconds).

2. Select the checkbox next to the required filter.
3. Click Accept.
To display detailed information for the filter:
Click i in the details column.
See thé'Pending Dynamic Filter DetailsSection for further details.
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Pending Dynamic Filter Details

The pending Dynamic filter details includes three tables:
« Information on the policy that created the filter—as detailed above.
- Information on the attack flow—as detailed above.

« Information the trigger for the filter creation:

Parameter Description

Policy Threshold Indicates the threshold defined for the policy that was
violated by the attack.

Triggering rate Indicates the approximate attack rate that triggered the
production of the dynamic filter.

Recent Rate Indicates the Current rate measured by the filter in pps.

Figure 7-6  Pending Dynamic Filter Details
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CHAPTER 8

Zone Statistics and Diagnostics

This chapter describes how to perform tasks used for monitoring zones and
displaying various zone statistics and diagnostics on the Cisco Guard using the
Web-Based Management (WBM).

This chapter includes the following sections:
« Zone Counters
» Zone Protection Summary Report
« Zone Attack Reports
e HTTP Zombies
e Zone Event Log

Zone Counters

The zone counters (Figure 8-1) enable you to analyze the zone’s traffic in order
to verify the zone’s status and to determine whether the zone protection is
functioning properly. The zone counters are graphically displayed for a
configurable period of time and enable to view how the zone protection is
evolving. The counter information relates to the current zone.
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To view the zone counters:
From the Zone's main menu select Diagnostics > Counters.
The following Counters are displayed:
- Legitimate—Legitimate traffic forwarded by the Guard to the zone.

- Malicious—Malicious traffic, destined to the zone, handled by the Guard.
Malicious traffic is the sum of dropped packets and spoofed packets (which
also include the zombie packets).

- Received—Total packets received, destined to the zone, handled by the
Guard. Received packets are the sum of legitimate traffic and malicious
traffic.

- Dropped—Packets that were identified by the Guard as part of an attack,
destined to the zone, and therefore dropped.

+ Replied—Packets, destined to the zone, to which replies were sent to the
initiating client as part of the anti-spoofing or anti-zombie mechanisms in
order to verify if they are part of authentic traffic or part of an attack.

- Spoofed—Packets, destined to the zone, that were identified by the Guard as
spoofed packets and therefore not forwarded to the zone. Spoofed packets are
replied (bounced) packets (see Replied counter above for further details) for
which no replies were received.

Zombie packets are also counted in the spoofed packets counter.
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Figure 8-1 Zone Counters
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For each of the counters, the following information is available:

« Shown in Graph—Specifies whether the counter will be shown in the graph
below.

- Packets—Total amount of packets, destined to the zone, since last reload.
- Bits—Total amount of bits, destined to the zone, since last reload.

- pps—Current traffic rate, destined to the zone, measured in packets per
second.

- bps—Current traffic rate, destined to the zone, measured in bits per second.

By default, legitimate and malicious traffic counters are displayed for a period of
the past two hours and are measured in bits per second (bps).

To update the graph:

1. Select the check boxes next to the counters to be displayed.
2. Choose the period of time.

3. Choose the traffic rate units.

4. Click Update Graph.
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Below the graph is alegend that identifies the counters. For each counter in the
graph, the minimum, maximum and average rate are displayed for the period of
time and rate units chosen.

Traffic Analysis

It isimportant to analyze the traffic flow in order to determine whether traffic is
flowing properly to the zone. The following section provides guiding details to
help you analyze the traffic flow and provide an indication on possible problems
and their solutions.

Having Received and L egitimate (forwarded to the zone) packets greater than zero
indicates a proper functioning of the Guard diversion mechanism.

A received packets number greater than the legitimate, and a malicious packets

number greater than zero indicate proper protection functioning. This isn’'t an
absolute indicator for fully traffic-tailored functioning and you may also wish to
view the Dynamic filters.

A Received packets number greater than the legitimate packets number, and
dynamic filters produced, provide an indication that the Guard has identified an

attack.

You should observe the following in light of both work experience and traffic
knowledge:

» If there are dropped packets, you should verify whether atrusted |P sourceis
blocked by a Dynamic filter. You may wish to have that source I P bypass the
Guard filters (see the “Bypass Filter Configuration$ection inChapter 5,
“Advanced Zone Procedureddr further details).

» If apolicy hasproduced filtersthat drop too many | P flows, you should verify
whether filters are blocking flows from source | P addresses that seem
legitimate but are sending traffic in rates above the thresholds. In such a
situation, you may wish to increase the policy’s threshold or prevent its
further production by deactivating it (see tii®ne Policies”section in
Chapter 6, “Zone Traffic Learning and Policy Constructidoy’ further
details).

» In case the Received packets current rate (pps and bps) = 0, or the number of
legitimate packets stays constant for along period of time, refer to the
“Problem Analysis”section in this chapter.
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Note that the counters (Packets or Bits) would display a constant number as they
are accumulated. The graph and the legitimate traffic current rate (pps and bps),
displayed in the legend, would display |egitimate packets = 0 as they display the
current traffic rate.

Problem Analysis

When the Received counters (Packets or Bits) or Legitimate counters (Packets or
Bits) equals 0, this could indicate a problem. This problem could be either or both
of the following:

» A casein which the Guard does not receive the packets destined to the zone
(Received counters = 0)—This indicates a diversion problem or a network
configuration problem. Refer to Appendix B, “Diversion Troubleshooting,”
in the Cisco Guard User Guide for further details.

- A case in which the Guard receives the zone’s diverted traffic packets but
blocks them from being forwarded to the zone (Received couat@rsnd
Legitimate current rate (pps or bps) = 0 across a period of timb)smay
indicate legitimate traffic was falsely identified as malicious traffic and is
being dropped.

The example shown iRigure 8-2describes a situation in which almost all the
traffic destined to the zone is dropped.

Figure 8-2  Problem analysis: Rcv %0, Legitimate = 0
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» Erase the drop-action Dynamic filter.

» Deactivatethe protection policy that produced the drop-action Dynamic filter
so that no policies of the kind that produced the drop-action Dynamic filter
would be reproduced (avoiding taking this action would result in the
drop-action filter re-appearing).
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Pl

Caution  Deactivating the protection policy that produced the Dynamic filter compromises
the zone protection.

The above-mentioned problem could occur in one of the following situations:
» The protected zone receives no traffic.
- All the traffic destined to the zone isidentified by the Guard as malicious.

Tip These situations are likely to occur in alab setup and are less likely to occur in
real-world networks.

Zone Protection Summary Report

The Guard provides a protection summary report for each zoneto help in forming
aclearer picture of the detected attacks on the zone. It provides a summary of the
DDoS attacks on the zone during a user-defined period of time. The Guard records
the relevant details during attacks and organizes the data under the report
categories. The report details the total number and intensity of the attacks. In
addition, thereport providesalist of the attackswith ashort summary. The reports
are accompanied with a graphical presentation of the data.

To view the zone Detection Summary report:
From the Zone's main menu, select Diagnostics > Attack Reports.

The zone protection summary report consists of data fields and tables. These are
grouped in three sections:

« Protection Graph
- Total Attack Statistics
» Per Attack Summary
By default, the report is displayed for a period of the past month.
To change the report tables display settings:
1. Enter the required period of time (enter the Period from and to dates):

a. Click on the calendar icon (on the right side of each field).
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b. Select adate.
2. Click Get Reports.

Protection Graph

The protection graph provides a graphical summary of the attacks during the
user-defined period of time.

Figure 8-3 Zone Protection Summary Report — Protection Graph
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The X-axis displays the time during which the attack occurred. The Y-axis
displays the average attack rate in packets per second (pps). Each attack is
represented by a bar. If you place your mouse cursor over any of the attack bars

and hold it there for afew seconds, asmall box (aTool Tip) appears displaying the
average attack rate.

The bar also provides a link to the attack report.
To display the attack report:
Click on the attack bar.
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Total Attack Statistics

The total attack statistics table (Figure 8-4) provides information on the number
of attacks on the zone and the aggregated attack details during the user-defined

period of time.

Figure 8-4  Zone Protection Summary Report—Total Attack Statistics
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The following information is provided:

Parameter

Description

Attacks Mitigated

Indicates the number of attacks mitigated

Attacks Duration

Indicates the aggregated duration of the mitigated attacks

Max. Traffic Rate

I ndicates the maximum amount of malicious traffic
(measured in packets), destined to the zone, handled by the
Guard

Total Rx

Indicates the total amount of traffic (measured in packets),
destined to the zone, handled by the Guard

Total Blocked

Indicates the total amount of traffic (measured in packets),
destined to the zone, that was dropped by the Guard

Legitimate vs.
Malicious Traffic

A piechart that displaysthe percentage of Malicioustraffic
(displayed in red), and Legitimate traffic (displayed in
blue) within the total amount of zone traffic

Cisco Guard Web-Based Management (WMB) User Guide

0oL-6112-01 |



| Chapter8

Zone Statistics and Diagnostics

Zone Protection Summary Report ||

Per Attack Summary

The Per Attack Summary provides alist of the DDoS attacks on the zone during
the user-defined period of time.

Figure 8-5 Zone Protection Summary Report—Per Attack Summary
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The table columns provide the following information on each attack:

Parameter Description

# Indicates the mitigated attack identification number (ID).

Start time Indicates the mitigated attack date and time.

Duration Indicates the mitigated attack duration in hours, minutes, and
seconds.
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Parameter

Description

Type

Indicates the mitigated attack type:
- Client Attack—All non-spoofed traffic anomalies

- Malformed Packets—All traffic anomalies identified as
consisting of maliciously malformed packets

» Spoofed—Traffic anomalies identified as a DDoS attack
coming from a spoofed source

» User Defined—All anomalies handled by the user
filters. These could either function by default or be user
configured

- Zombie—Traffic anomalies identified as originated by
zombies

- Hybrid—An attack composed of several attacks with
different characteristics

- Traffic Anomaly—An anomaly that was detected for a
short period of time and therefore did not require
mitigation

Peak (pps)

Indicates the maximum attack rate measured in packets per
second.

Received Pkts

Indicates the Total amount of packets, destined to the zone,
that was handled by the Guard during the attack.

Legitimate vs.
Malicious Traffic

A pie chart that displays the percentage of Malicious traffic
(displayed in red), and Legitimate traffic (displayed in blue)
within the total amount of traffic during the attack.

Each field in the table provides a link to the attack report.
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Zone Attack Reports

The Guard provides an attack report for each zone to help in forming a clearer
picture of an attacked zone. The attack report details an attack that begins at the
production of the first dynamic filter and ends at protection termination (either by
auser decision or by the action of the Protection-end Timeout parameter). The
Guard records the relevant details during an attack and organizes the data under
the report category columns. The produced report (or reports) is available for
view. Attack reports are available not only on past attacks but also on the current
attack (termed as “Attack in progress”).

To view the list of the zone attack reports:
From the Zone's main menu, seléxagnostics > Attack Reports.
To view the attack details, perform one of the following:
« Inthe Protection Graph, click on the attack bar.

« Inthe Per Attack Summary table, click on one of the fields of the required
attack.

A shortcut to the current attack (“Attack in progress”) details is also provided
from the Zone’s “home page”.

To view the current attack details:
On the Zone's “home page”, cliékeport.

The attack report consists of data fields and tables. These are grouped in three
sections:

« General Details

- Attack Statistics

» Dropped/Bounced Packets
» Detected Anomalies

- Mitigated Attacks

- HTTP Detected Zombies
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General Details

The general details section (Figure 8-6) provides information related to attack

timing. It consists of information on the attack start time, the attack end time and
the attack duration.

Figure 8-6  Attack Report—General Details

Zone scanhet finteractive) - Protected @
Home = 2one = Reports = Attack report

Attack Report #13

Attack start time: Dec 18,03 09:35:42
Attack end time: Dec 18, 0310:22:54
Attack duration: 04412

Statistics units: pps x| Set units

i show details for all events

119375

Note  Countersthat do not denote rate are specified by an integer. The units are bits,

kilo-bits, kilo-packets, mega-bits, and packets in correspondence to the statistics
units specified from the drop-down list.

To change the units by which the report is displayed:
1. Choose the units from the drop-down list.
2. Click Set units.

Attack Statistics

The attack statistics table (Figure 8-7) provides information on the following
packet types:

Received—Traffic, destined to the zone, received by the Guard.

Forwarded—The clean and legitimate traffic forwarded to the zone.

Replied—Traffic, sent to the client as part of the Guard’s anti spoofing and
anti-zombie mechanisms.
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- Dropped—The total amount of packets, destined to the zone, dropped by the
Guard.

Figure 8-7  Attack Report—Attack Statistics

Attack Statistics

Total Max.rate  Avy. rate
Received 6,529,54000 612364 590374
Forwarded 11532300 305638 100543 17.03%
Replied 433548000 404524 391996  71.96%
Dropped 107873600  1,06064 97535 11.02%

1183749

The following information is provided on each packet type:

Parameter Description

Total Indicates the total amount of packets of the
specified category

Max Rate Indicates the maximum measured packet rate

Average Rate Indicates the average packet rate

% Indicates the percentage the packets make of

the received packets

The traffic rate is displayed in the units selected from the drop-down list in the
general details section.
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Dropped/Bounced Packets

The Dropped/Bounced table (Figure 8-8) classifies packetsthat wereidentified as
malicious traffic and therefore dropped or replied (bounced). The packets are
categorized by the mechanism that identified them (the table rows). The table
columns represent different quantification units.

Figure 8-8 Attack Report—Dropped/Bounced Packets

Dropped/Bounced packets

Total Max. rate  Avy. rate
Rate limiter 1,327 B46.00 1,305.37 1,200.40 13.28%
Flex: fitter 0.00 0.00 0.00
User fitter 0.00 0.00 0.00
Drenamic fiter 0.00 0.00 0.00
Spoofed 5 E70,960.00 8,090.47 7.83995 586.72% E
Malformed 0.00 0.00 0.o0 g

The table rows represent the following filters:

Rate limiter—Packets dropped by the rate limiter or by filters for which a
rate limit was configured. The rate limiter limits the traffic rate to the zone
(see thé¢Zone Management$ection inChapter 4, “Zone Creation and
Configuration,”for further details).

Flex filter— Packets dropped by the Flex filter. The Flex filter isused to count
or drop a specified packet flow (see the “Flex Filter Configuration”section
in Chapter 5, “Advanced Zone Proceduref®y further details).

User filter—Packets dropped by the User filter. The User filter is used to
direct a specified traffic flow to the desired Guard protection modules (see
the “User Filter Configuration’section inChapter 5, “Advanced Zone
Procedures,for further details).

Dynamic filter—Packets dropped by the Dynamic filter. Dynamic filters are
created by the Guard as the result of the analysis of traffic flow (see the
“Dynamic Filters”section inChapter 7, “Protecting Zonesfdr further
details).

Spoofed—Packets that were identified by the Guard as Spoofed packets or
packets originated by zombies and therefore not forwarded to the zone.
Spoofed packets are Replied (bounced) packets to which no replies were
received.
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- Malformed—Packets, destined to the zone, dropped because they were
analyzed as malformed.

The following information is available on each packet quantification:

Parameter Description

Total Indicates the total amount of
dropped/bounced packets

Max Rate Indicates the maximum measured packet rate

Average Rate Indicates the average packet rate

% Indicates the percentage the packets make of

the total dropped/bounced packets

The traffic is measured in the units selected by the drop-down list in the general
details section.

Detected Anomalies

The Detected Anomalies tableigure 8-9 details the traffic anomalies the Guard
detected in the zone's traffic. The Guard classifies a flow as an anomaly when it
requires the production of a Dynamic filter. These anomalies may be occasional
or of the kind that turns into systematic DDoS attacks. The Guard clusters
anomalies with identical type and flow parameters (such as source IP address,
destination port) under one anomaly type.
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Figure 8-9  Attack Report—Detected Anomalies
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The following information is provided for each anomaly:

Field Name Description

# Indicates the detected anomaly identification number (I1D).

Start time Indicates the anomaly detection date and time.

Duration Indicates the anomaly duration in hours, minutes, and
seconds.
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Field Name

Description

Type

Indicates the detected anomaly type:

Tcp_connections—A detected flow with unusual
number of TCP concurrent connections with or
without data.

HTTP—AnN unusual HTTP traffic flow.

Tcp incoming—A detected flow attacking a TCP
service when the zone is a server.

Tcp outgoing—A detected attack flow in which the
client seems to be the zone, such as SYN-ACK attacks
on connections initiated by the zone, when the zone is
the client.

Unauthenticated tcp—A detected flow that the Guard
anti-spoofing mechanisms haven't succeeded in
authenticating. For example, ACK flood, FIN flood or
any other flood of unauthenticated packets.

DNS (Udp)—An attacking DNS-UDP protocol flow.
DNS (Tcp)—An attacking DNS-TCP protocol flow.
Udp—An attacking UDP protocol flow.

Non tcp/udp protocols—A non TCP/UDP attacking
protocol flow.

Fragments—A detected flow with an unusual quantity
of fragmented traffic.

TCP ratio—A detected flow with an unusual ratio
between different types of TCP packets (e.g. SYN
packets versus FIN/RST packets).

| P scan—A detected flow initiated from source IP
address that tried to access many zone destination IP
addresses.

port scan—A detected flow initiated from source IP
address that tried to access many zone ports.

user detected—An anomaly flow detected by the user.
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Field Name Description

Triggering rate Indicates the anomaly traffic rate that violated a policy
threshold.

% Threshold Indicates the percentage by which the triggering rate is
above the policy threshold.

Anomaly Flow Indicates the anomaly traffic flow. The parameters of the

common flow characteristics are displayed. The
information includes parameters such as the anomaly
protocol number, the destination IP address of the traffic
flow and the flow packet types.

If the anomaly flow is on a specified port, it is displayed as:
dst=<ip address>:<port>

Details Indicates whether additional information can be viewed for
this filter. Clicki for additional information.

A value of “*” for any of the parameters indicates one of the following:
e Thevalueis undetermined.
- More than one value was measured for the anomaly’s parameter.

A value of “#” for any of the parameters indicates the number of values measured
for that anomaly's parameter.
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The detected anomalies details table providesinformation on the dynamic filters,
clustered according to the producing policy, that constitute the detected anomaly.

To display the detected anomalies details table;

From the details column in the detected anomalies table, click i.

The following information is provided:

Parameter Description
Start time Indicates the date and time the anomaly was detected.
End time Indicates the expiration date and time of the Dynamic filter
that was activated.
Rate (pps) Indicates the rate measured in packets per second.
- Thresh—Indicates the policy threshold that was
violated by the detected anomaly.
» Triggered—Indicates the anomaly traffic rate that
violated a policy threshold.
Count Indicates the number of packets that were handled by the

Dynamic filter.

Detected flow

Provides information on the detected attack flow—the flow

that caused the production of the Dynamic filter.
- Prot.—Indicates the detected flow protocol number.
» Src|P—Indicates the detected flow source IP.
» Src Port—Indicates the detected flow source port.
- Dst IP—Indicates the detected flow destination IP.
» Dst Port—Indicates the detected flow destination port.

- frag.—Indicates the fragmentation characteristics of
the detected traffic flow.

- Type—Indicates the detected anomaly type. Refer to
the “Detected Anomalies” section in Chapter 11,
“Attack Reports,” in theCisco Guard User Guide for
further details.
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Parameter Description

Action flow Providesinformation on the action flow - the flow that was
addressed by the Dynamic filter. The action flow could be
of awider range than the detected flow. For example, the
detected flow could indicate a specific source port for a
specific source | P whereas the action flow will indicate all
source ports for the specified source IP. The columns
represent the dynamic filter traffic data.

- Prot.—Indicates the detected flow protocol number.

- SrclP—Indicates the detected flow source IP.

» Src Port—Indicates the detected flow source port.

- Dst IP—Indicates the detected flow destination IP.

» Dst Port—Indicates the detected flow destination port.

- frag.—Indicates the fragmentation characteristics of
the action flow.
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Mitigated Attacks

The Mitigated Attacks table (Figure 8-10) details the actions the Guard took
against the traffic anomalies (described in the Detected Anomalies table) that
proved to be a hazard for the zone. These actions could take the form of
anti-spoofing or anti-zombie mechanisms, user filters with a drop action, rate
limit, etc. The Guard clusters mitigation actions with identical types and flow
parameters and displays them under the same mitigation action.

Figure 8-10 Attack Report—Mitigated Attacks
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The following information is provided on each mitigated attack:

Field Name Description

# Indicates the mitigated attack identification number (1D).

Start time Indicates the mitigated attack date and time.

Duration Indicates the mitigated attack duration in hours, minutes,
and seconds.
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Field Name Description
Attack Type Indicates the mitigated attack type:

- Spoofed—This type includes all traffic anomalies
identified as a DDoS attack from a spoofed IP source.

- Client Attack—This type includes all traffic
anomalies determined as a DDoS attack from an
unauthenticated IP source.

» User Defined—This type includes DDoS attacks
identified due to user filter definition. This includes all
packets dropped due to user definitions such as
anomalies handled by the user filters (see"#mne
Filter Configuration”section inChapter 5, “Advanced
Zone Proceduresfor further details).

» Zombie—This type includes all traffic anomalies
identified as a DDoS attack originated by zombies

» Malformed Packets—This type includes all traffic
anomalies determined as a DDoS attack consisting of
maliciously malformed packets.

The protection modules basic or strong, are indicated in
brackets.

For a comprehensive overview of the sub-types of each
attack type, refer to Chapter 11, “Attack Reports,” in the
Cisco Guard User Guide.

Triggering rate Indicates the mitigated attack traffic rate. The triggering
rate is applicable only for client attacks or user defined
attacks. It is not applicable for spoofed or malformed

attacks.

% Threshold Indicates the mitigated attack rate percentage of the policy
threshold.

Anomaly Flow Indicates the traffic flow of the anomaly that was mitigated.

The parameters of the common flow characteristics are
displayed. The information includes parameters such as the
anomaly protocol number, the destination IP address of the
traffic flow and the flow packet types.
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Field Name Description

Action flow Indicates the traffic characteristics of the flow after the
attack mitigation. The parameters of the common flow
characteristics are displayed.

Dropped Indicates the counter for traffic that was dropped during the
attack mitigation.

Details Indicates whether additional information can be viewed for
this filter. Clicki for additional information.

A value of “*” for any of the action flow or anomaly flow parameters indicates
one of the following:

« Thevalue is undetermined.
« More than one value was measured for the anomaly’s parameter.

A value of “#” for any of the action flow or anomaly flow parameters indicates
the number of values measured for that mitigated attack's parameter.

Mitigated Attack Details

The mitigated attack details table provides information on the mechanisms that
were used to mitigate the attack.

To display the mitigated attack details table:
From the details column in the mitigated attack table, click

The following information is provided:

Parameter Description
Start time Indicates the date and time the anomaly was detected.
End time Indicates the expiration date and time of the Dynamic filter

that was activated.

Rate (pps) Indicates the rate measured in packets per second.

» Thresh—Indicates the policy threshold that was
violated by the detected anomaly.

- Triggered—Indicates the anomaly traffic rate that
violated a policy threshold.

Cisco Guard Web-Based Management (WMB) User Guide i

[ oL-6112-01



Chapter 8  Zone Statistics and Diagnostics |

M Zone Attack Reports

Parameter

Description

Count

Indicates the number of packets that were handled by the
Dynamic filter.

Detected flow

Provides information on the detected attack flow - the
detected flow that was mitigated.

Prot.—Indicates the detected flow protocol number.
Src | P—Indicates the detected flow source IP.

Src Port—Indicates the detected flow source port.
Dst | P—Indicates the detected flow destination IP.
Dst Port—Indicates the detected flow destination port.

frag.—Indicates the fragmentation characteristics of
the detected traffic flow.

Type—Indicates the detected anomaly type. Refer to
the Detected Anomalies section in Chapter 11, “Attack
Reports,” in theCisco Guard User Guide for further
details.

Action flow

Provides information on the action flow - the flow that was
addressed by the mitigation mechanism. The action flow
could be of a wider range than the detected flow. For
example, the detected flow could indicate a specific
destination port for a specific destination IP whereas the
action flow will indicate all destination ports for the
specified destination IP. The columns represent the
dynamic filter traffic data.

Prot.—Indicates the detected flow protocol number.
Src IP—Indicates the detected flow source IP.

Src Port—Indicates the detected flow source port.
Dst | P—Indicates the detected flow destination IP.
Dst Port—Indicates the detected flow destination port.

frag.—Indicates the fragmentation characteristics of
the action flow.
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HTTP Detected Zombies

An indication of a detected HTTP zombie attack will appear in the General
Details section (see Figure 8-11).

Figure 8-11 HTTP detected zombies

Attack Report - current attack

Aftack start time: Jan 07, 04 143701
Aftack end time: Aftack in progress.
Aftack duration: Aftack in progress

Statistics units: pps = Set units

i Show HTTP detected zombies
i Show details for all events

119387

To view the list of detected HTTP zombies:

Click i, or click Show HTTP detected zombies.
The http zombie list is displayed.

See the “HTTP Zombies”section in this chapter for further details.

HTTP Zombies

The HTTP Zombies listHigure 8-12 enables you to analyze the zone'’s traffic

and view the list of zombies that initiated the attack. This provides the capability
to take action against the zombies.

To view the list of HTTP Zombies:

From the Zone's main menu, sel&agnostics> HTTP Zombies.
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Figure 8-12 HTTP Zombies list

Start Time Duration "get” Requests
1921658100100 Dec 09, 2003 16:17:12 0:00:29 1
19216510010 Dec 09, 2003 16:17:12 0:00:34 1
192 1658 100106 Dec 08, 2003 16:17:12 0:00:30 1 o
192168100103 Dec 09, 2003 16:17:12 0:00;34 2 ?_n
The following information is provided on each Zombie:
Parameter Description
IP Indicates the zombie | P address
Start Time Indicates the date and time the zombie connection was
initially identified
Duration Indicates the duration of the zombie attack
“get” Requests Indicates the number of HTTP get requests sent by the
zombie

Zone Event Log

The zone event log (Figure 8-13) displays monitoring and troubleshooting
information that relate to the zone.

To view the zone event log:

From the Zone's main menu select Diagnostics > Event log.
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Figure 8-13 Zone Event Log

Ewnid | saj

T e il By

F Show powm wih ievmisiem W Drmpecy B oaen B Oacel @ fvw B vveesg B ooty e T Demag Fis wmyrte

Frel pvmnt FIeenan fvEws W deinll =~ LEen s

[ b R bal 1 EEpra e Doy B oM P .

Do i ikid  mirdy TR RO TR DR MRS o

Dacimidiid  w [ B R T T TR P

e B AMRID il S DO EEE R R FeE e 550 peoeel ], merewoe CHTT panenn | pepiea

- g iy, o] T3ITT pasciety P

Dom ™ 17 13IE by - dwi  Jome A =
T

o PERES il i R —————— =

[ 8

The event severity levels are:

Event Level Description

Emergencies System is unusable

Alerts Immediate action required
Critical Critical condition

Errors Error condition

Warnings Warning condition

Notifications Normal but significant condition
Informational Informational messages
Debugging Debugging messages

To filter the events according to their severity level:
1. Select the check boxes next to the requested severity levels.
2. Click Filter Events.
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A
Access Control List

(ACL)

Analysis Module

Anti-Spoofing

ARP Redirect Attack

B

Bandwidth
Saturation Flood

basic/default

basic/dns-proxy

basic/redirect

GLOSSARY

ACL'’s act as a basic method of limiting access to the network. They constitute
sequential lists of permit and deny conditions. The lists define the connections
permitted to pass through a device, usually a router.

This module is active during the Guard Protection mode of operation. When no
DDoS attack signs are indicated the Guard directs the diverted Zone traffic to
flow through this module. The analysis module lets the Zone traffic flow
unobstructed. The module analyzes the flows, allowing the recognition module
to sample them.

A security feature designed to prevent unauthorized access to a network through
the technique known as IP spoofing. $Bespoofing.

An attack on a local subnet using the ARP protocol.

A flood of simple HTTP requests for static content targeted towards Web
servers; stresses routers, firewalls, IDS, and load balancers. A failure in any of
these nodes constitutes network's susceptibility.

A User filter used when the user is not sure which action is to be chosen. The
basic/default examines the flow and determines which action is to be taken. This
User filter is used for UDP traffic.

A User filter used for authentication of TCP DNS applications.

A User filter used for authentication of applications over http.
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basic/reset A User filter used for authentication of application over TCP, excluding http.

Basic Module This module is active during the Guard Protection mode of operation. This
module utilizes the Guard initial Challenge-and-Response based anti-spoofing
mechanisms. The Guard directsthetraffic to the Strong protection modul e either
in the case of an escalation or in certain cases which require the Strong
anti-spoofing mechanisms to handle the suspected traffic flows.

block- A policy action that directstraffic to an anti-spoofing mechanism that dealswith
unauthenticated unauthenticated traffic.

block-unauthenticat A Dynamic filter action that drops unauthenticated traffic flow that has not been
ed-basic authenticated by the Basic anti-spoofing mechanisms.

block-unauthenticat A Dynamic filter action that drops unauthenticated traffic flow that has not been
ed-strong authenticated by the Strong anti-spoofing mechanisms.

block-unauthenticat A Dynamic filter action that drops unauthenticated traffic flows, flowing to DNS
ed-dns servers, that have not been authenticated by the DN S anti-spoofing mechanisms.

Burst/Burst-Size The highest traffic peak (burst size rate) allowed to pass to the Zone. The
burst-size units are: Kpps—Kilo packets per second; pps—Packets per second;
Kbps—Kilo bits per second; Mbps—Mega Bits per second, and bps—Bits per
second.

Bypass filter A filter designed to enable the user to direct desired traffic flows to bypass the
Guard protection mechanisms. Thus, the user can better adopt the Guard to its
protection policy.

C

Client attack Attacks from legitimate sources, which open half connections causing a server
to exhaust.

Combination attack Multi-platform DoS attack, which integrates BONK, JOLT, LAND, Nestea,
Netear, SynDrop, and Winnuke—all into one attack. It is targeted at any/all
network nodes (such as routers, firewalls, web servers, IDS systems).
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Command Line
Interface (CLI)

Comparator

D
DDoS

Denial of Service
Attack (DoS)

Distributed Denial of
Service (DDoS)
Attack

Divert-from Router

Glossary W

A prompt line interface from which the user performs its operations.

A Guard module that compares between the input from the Guard Dynamic
filters and the input from the Guard User filters. The Comparator then picks and
executes the more severe protection means.

See Distributed Denial of Service.

Forms of computer network communication sabotage via exploitation of
computer communication protocols. The purpose of the attack is overwhelming
the target with spurious datain order to prevent legitimate connection attempts
from succeeding. DoS attacks do not reveal sensitive data to the attacker in
contrast to attacks whose purposeisto penetrate the target system. In these kinds
of attacks, the skillful attacker tries to choke down networks and serversin vital
network junctions. A successful attack may cause considerable revenue and
resources loss. Examples of DoS attacks are SYN Flood, Tribal Flood Network
(TEN), and ping of death.

A Denial of Service attack against a site or server launched from multiple
sources. Thisis sometimes carried out by concealed exploiting servers to
function as agents for transmitting the attacks. In many cases, the attacker will
place client software on a number of unsuspecting remote computers and then
use these computers to launch the attack. A Distributed Denial of Service attack
is more effective than asimple Denial of Service attack, as the volume of traffic
is considerably higher, and is more difficult to prevent. Examples of DDo0S
attacks are Syn flood, Smurf attack and Targa attack.

A router from which the Guard diverts the traffic destined to a Zone.

Diversion To protect the target host (Zone) using the Cisco Guard, traffic destined to the
host must be diverted to the Cisco Guard. This step includes traffic forwarding
methods configuration per Zone's | P address. Zone diversion configuration is
configured by the Guard routing configuration.
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dns_tcp

dns_udp

DNS Attack

Drop Module

Dynamic filter

F
404 File Not Found
Flood

filter/drop

filter/strong

Filters

FIN Flood

A policy templatethat producesagroup of policiesrelated to DNS-TCP protocol
traffic.

A policy template that produces a group of policies related to DNS-UDP
protocol traffic.

Flood of DNS requests causing a DNS server to saturate.

This moduleis active during the Guard Protection mode of operation. When all
other protection mechanisms are insufficient or when user-configured filters
direct the diverted Zone traffic to the Drop protection module. This module
drops the malicious Zone traffic directed by the Flex, User, and Dynamic filters.

Dynamic filters are created by the Guard as the result of analysis of traffic flow.
They are used to filter out DDoS attacks. This set of filtersis continuously
adapted to the Zone traffic and the type of the DDoS attack.

Flood of valid HTTP requests for invalid content or filestargeted directly at Web
servers; used to validate both security policy and quantify effect on an end user.

An action (configured for a policy or adynamic filter) that directs traffic to the
Drop protection module to be dropped.

An action (configured for a policy or adynamic filter) that directs traffic to the
Strong protection module mechanisms.

The filters are the mechanism that directs the diverted traffic to the required
protection modules. The Guard enables the user to set its preferred filter
configurations and thus design a variety of possibilities for customized traffic
direction and anti-DDoS attack mechanisms.

Flood of connection resets from an invalid source to a targeted node; consumes
network resources of an intended target. A FIN flood is also used to validate
correct firewall/router policies.
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Flex filter

Fraggle Attack

fragments

Fragmentation
Attack

G
Guard

Guard event log

Guard User
community
(privilege domain)

GUI

Glossary W

The Flex filter is a Berkley Packet filter that facilitates the user with extremely
flexible filtering capabilities such as filtering according to fields in the IP and
TCP headers and filtering according to content bytes. It enables to use complex
Boolean expressions. The Flex filter is used to count a specified packet flow.

Sends UDP requests to a directed broadcast address. The forged source address
of the request isthe target of the attack. The recipients of the directed broadcast
request respond to the request and flood the target’s network. It is similar to the
Smurf attack, but rather than ICMP uses UDP to broadcast address for
amplification.

A policy template that produces a group of policies related to fragmented traffic.

See |P Fragmentation Attack.

A system designed to protect network elements against DDoS attacks.

A log file containing the Guard activities, current events, performed actions and
the protective measures it undertook.

The Guard enables access domains to several groups of users (Show, Dynamic,
Configuration, and Administrator). These are classified by their authority and
hence their ability to perform a scope of operations. The highest and utmost
privileged isthe Administrator and the least privileged is the Show user level.

Graphical user interface.
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H

http A policy template that produces a group of policies related to HTTP traffic
flowing (by default) through port 80 (or other user-configured ports).

HTTP Connection Flood of HTTP half-requests targeted at the Web server connection resources.

Flood Also used to validate correct firewall policies (that is, limit connections per
source). A Web server or OS network-level failure, also seen as connection
failures on a client-side, constitutes network’s susceptibility.

https (Hypertext Transfer Protocol over Secure Socket Layer, or HTTPover SSL) isa
Web protocol, developed by Netscape, built into browsers, that encrypts and
decrypts user page requests as well as the pages that are returned by the Web
server. HTTPS is the use of Secure Socket Layer (SSL) as a sub-layer under its
regular HTTP application layering. (HTTPS uses port 443 instead of HTTP
port 80 in its interactions with the lower layer, TCP/IP)

ICMP Redirect ICMP redirects can cause data overload to the system being targeted.
Attack

ICMP Unreachable  The attacker sends |CM P unreachabl e packets from a spoofed address to a host.

Attack This causes all legitimate TCP connections on the host to the spoofed address to
be torn down. This causes the TCP session to retry and as more ICMP
unreachables are sent, a DoS condition occurs.

Inject-to router A router to which the Guard forwards the clean traffic destined to a Zone.

Interactive A Zone detection mode in which the user will activate the dynamic filtersin an
interactive manner. The Dynamic filtersthat the policies recommend will appear
as recommendations, and the user will specify the action to be taken for each
filter.

ip_scan A policy template that produces a group of policies relating to | P scanning (A
situation in which a source | P tries to access many destination |Ps on the Zone).
See |P scanning.
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IP Fragmentation Flood of valid but heavily fragmented HT TP requests targeted at a Web server;
Attack stresses IDS. Used to quantify resilience and scalability of IDS systems.

IP Scanning The act of sending systematic queries to hosts in a network in attempt to find
hosts (I P addresses) through which an attacker can pass traffic. |P scanning is
often used to find vulnerable targets for attack on the I nternet.

IP Traffic Diversion A process consisting of transparently diverting the traffic of one or more Zones
to the Guard, and returning the legitimate, cleaned traffic from the Guard to the
original data path and on to the Zone. Traffic diversion is also performed for
learning purposes.

IRDP Attack ICMP Router Discovery Protocol can be spoofed and cause fake routing entries
to be entered into a Windows machine. IRDP has no authentication. Upon
startup, a system running M S Windows95/98 will always send 3 ICMP Router
Solicitation packets to the 224.0.0.2 multicast address. If the machineis NOT
configured asaDHCP client, it ignores any Router Advertisements sent back to
the host. However, if the Windows machineis configured asa DHCP client, any
Router Advertisements sent to the machine will be accepted and processed.

L

Land Attack The sent packets have the same Source and destination | P addresses causing a
response to loop.

Looping UDP Ports  The attack usestwo UDP services. Chargen (port 19) and echo (port 7), that can
Attack be spoofed into sending data to each other.
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M

Maximum Transfer
Unit (MTU)

N

Network Time
Protocol (NTP)

notify

@)

On-Demand
Protection

Open/close Attack

other_protocols

Thelargest frame size that can be transmitted over the network. M essages longer
than the MTU must be divided into smaller frames.

A protocol for synchronizing the Guard with a Time Synchronization Server.

A policy action that notifies the user of a policy threshold violation.

This protection is activated in a situation when the Zone is attacked while the
Guard hasn’t completed its Learning phases. As a result, the Guard hasn’t
adopted its protection policies to the Zone traffic requirements.

The open/close attack opens and closes connections at a high rate to any port
serviced by an external service through inetd. The number of connections
allowed is hard-coded inside inetd.

A policy template that produces a group of policiesrelating to non TCP or UDP
protocols.
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P

Pending Dynamic
filters

Ping Flood

Ping of death

Policy Construction

Phase

Policy Operational
Parameters

Policy Templates

port_scan

Port Scanning

Glossary W

The pending dynamic are dynamic filters the user has not yet defined the action
for (accept or ignore). Pending Dynamic filters are created only if the Zoneisin
interactive detection mode. A group of pending Dynamic filters constitute a
recommendation. See Recommendations.

Flood of ICMP echo requests; stresses routers, firewalls, load balancers, and
Web servers. Poor end-user response time or failure to connect constitutes
susceptibility.

ICMP packets greater than 65536. A ping of death attack can bring down a
system.

In this phase the Guard, based on the Zone traffic characteristics, produces the
protection policies with the aid of the Policy Templates. This phase consists of
traffic flowing transparently through the Guard, enabling it to discover which
services are used by the Zone.

Thisis aset of parameters that relate to the policy operations. This set consists
of the following: Threshold, Proxy-threshold, Timeout, and Action.

The policy templatesare acollection of policy constructing guiding rulesand the
output of each template after concluding the Policy Construction phaseis a
group of policies. The Policy Templates user-configured parameters are the
Minimum Threshold and Maximum Services.

A policy template that produces a group of policiesrelating to port scanning (A
situation in which a source | P tries to access many ports on the Zone). See Port
scanning.

The act of sending systematic queries to hosts in an attempt to find open ports
through which an attacker can pass traffic. Port scanning is often used to find
vulnerable targets for attack on the Internet.
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Protection Policy

Protection-end
Timer

R

Rate-Limiter

Recognition Module

Recommendations

S

Sampler

Secured Shell (SSH)
Management

Smurf Flood

The Guard policies are the mechanismsthat measure aparticular traffic flow and
take an action against the flow as aresult of athreshold violation. A policy may,
for example, direct the guard to produce a Dynamic filter that would direct a
specific traffic to the Strong anti-spoofing mechanisms upon violating a certain
threshold.

This parameter determines the timeout period after which if there are no filters
in use and no new filter is added, the Guard will terminate the protection.

A Guard module that rate-limits Zone traffic. The Guard Rate-limiter does not
consider the bypassed traffic bandwidth.

The Guard’'s module that receives input from a sampling unit and analyses the
Zone traffic. Based on its recommendations, the Guard constructs its protection
measures.

Recommendations are a mechanism that enables the user to decide on the
activation of the filters the policies launch. They are created when aZoneis
configured in interactive mode. The recommendations are a summary of the
pending dynamic filters aggregated according to the policies that produced
them.

A Guard module that samples all traffic for the Guard Recognition moduleto
configure protection measures.

The user may access the Guard via Secured Shell (SSH) to enable controlling the
Guard from any network.

ICMP (Internet Control Message Protocol) ping requeststo adirected broadcast
address. The forged source address of the request is the target of the attack. The
recipients of the directed broadcast ping request respond to the request and flood
the target’s network.
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Snapshots

Spoofed attack

Strong Module

strong

SYN Flood

T
Targa Attack

tcp_connections

TCP_NO_PROXY
policy templates

tcp_not_auth

Glossary W

A Guard mechanism used to verify the learning process outcome.

A DDoS attack technique that inserts a false sender IP address into an Internet
transmission in order to gain unauthorized access to a computer system. To the
computer system the request will seem as though it came from atrusted source,
although the packet cannot be routed back to the initial source. |P spoofing
presents potential for unnecessary network congestion and possible denial of
service.

This module is active during the Guard Protection mode of operation. When a
DDosS attack strengthens and the Guard analyses the current anti-spoofing
mechanisms to be insufficient, it directs the diverted Zone traffic to the Strong
protection module. This module has more severe anti-spoofing mechanisms. In
case of further escalation, the Guard operates the Drop protection module.

A User filter used when strong authentication for atraffic flow is required.
Authentication is performed for every connection. The Guard serves as a proxy,
therefore, thisfilter is not to be used if the network is moderated according to |P
addresses (such as using access lists).

Flood of connection requests from an invalid source to a targeted node;
consumes network resources of an intended target. Used also to validate correct
firewall/router policies.

Floods of invalid ICMP-, UDP- and TCP- packets.

A policy template that produces a group of policies related to TCP connection
characteristics.

A template designed for a Zone for which no TCP proxy isto be used. This
template may be used if the Zone is moderated according to |P addresses such
as an Internet Relay Chat (IRC) server-type Zone.

A policy template that produces a group of policies related to TCP connections
that haven't been authenticated by the Guard'’s anti-spoofing mechanisms.

Cisco Guard Web-Based Management (WMB) User Guide i

[ oL-6112-01



M Glossary

tcp_outgoing

tcp_ratio

tcp_services

tcp_services_ns

TCP flood

TCP Segmentation
Teardrop Attack
Threshold Tuning
Phase

to-user-filters

Traffic Diversion

This policy template produces sets of policies related to TCP connections
initiated by the Zone.

This policy template produces sets of policiesrelated to ratios between different
types of TCP packets (e.g. SYN packets versus FIN/RST packets).

A policy template that produces a group of policies related to TCP services on
ports other than HTTP-related (such as ports 80, 8080, etc.).

A policy template that produces a group of policies related to TCP services. By
defaults the policy relates to IRC ports (666X), ssh and telnet. When the
threshold is violated, the traffic is blocked.

When TCP communicates, each TCP allocates some resources to each
connection. By repeatedly establishing a TCP connection and then abandoning
it, amalicious host can tie up significant resources on a server.

Flood of heavily segmented TCP packetstargeted at a Web server or application
server. This attack stresses both IDS and the target machine’s TCP stack.

Sends overlapping | P fragments.

Thisisthe stage in which the Guard further analysesthe Zone traffic and defines
threshold for the policies constructed in the Policy Construction phase. In this
phase, the policies are tuned to fit the Zone services traffic rates.

An action (configured for a policy or adynamic filter) that directs traffic to the
user filters.

The Guard operates diversion techniques to direct the Zone traffic to pass
through its protection mechanisms for traffic learning and malicious traffic
filtering. Thetraffic would then be injected back to continueits path to the Zone.

J _ Cisco Guard Web-Based Management (WMB) User Guide

0oL-6112-01 |



U

UDP Flood Attack

udp_services

UDP Reflectors
Attack

URL attacks

User filter

\Y%

VPN attacks

Glossary W

Flood of large numbers of raw UDP (User Datagram Protocol) packets targeted
at routers, firewalls, load balancers, and IDS systems. The attack ties up network
resources.

A template that produces a group of policies related to UDP services.

All Web servers, DNS servers, and routers are reflectors, since they will return
SY N acks or RSTsin response to SY N or other TCP packets; query repliesin
response to query requests; or ICMP Time Exceeded or Host Unreachable in
response to particular IP packets. By spoofing IP addresses from slaves—a
massive DDoS attack can be carried out.

URL attacks attempt to overload an http server via various methods: http
bombing; continuous requests for the same homepage or large web page;
requesting the page with REFRESH so as to bypass any proxy server. Many of
these attacks are not zombie attacks but rather human executed, by hundreds
simultaneously.

A user-customized filter that enables the user to set guiding rules to handle
desired traffic flows when an attack is suspected. The user can configure its
preferred anti-spoofing mechanisms or decide to drop a specified traffic flow.

Using specially crafted GRE or IPIP packets to attack the destination address of
a VPN.

W
WBM See Web Based Management.
Web Based A GUI over HTTP Guard interface that enables the user to manage the Guard
Management protection and Zones (excluding Guard configuration procedures) via the web
using a browser.
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Z

Zombie A device that acts as an unaware participant in a distributed Denial of Service
(DDoS) attack.

Zombie attack A zombie attack is atype of attack that uses unaware participant machines to
launch aDDoS attack. The attacker first spreads a Trojan to unsuspecting users,
that are not the final target, and may later instruct this Trojan to perform
“legitimate” connections to the Zone.

Zone The Guard-protected network element. Also, a Guard file with all data relating
to the protected Zone (configurations, policies, filters, etc).

Zone Bandwidth The amount of traffic bandwidth the Guard allows to pass to the Zone. The Zone

bandwidth is configured from the Burst size and Rate-limit.
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