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Preface

The Cisco Guard Web-Based Management (WBM) User Guide describes the 
web-based Management, a graphical user interface (GUI) for remotely operating 
the Guard and monitoring the Guard’s activity, condition and statistics. The W
communicates with the Guard by translating its HTML pages into Guard 
commands. These are the same commands that you can enter with the 
command-line interface (CLI). This guide describes the Cisco Guard Web-Ba
Management (WBM) workflow, installation, and operation. 

This user guide provides the general WBM operations needed for the Guard
operation and explains how to use the WBM. It contains background informa
and instructions for using the WBM and the Guard. 

Some of the Guard’s configuration, relating to the Guard as a whole, can onl
configured using the CLI and cannot be performed using the WBM. Refer to
Cisco Guard User Guide for further details.

This preface describes the audience, organization, and conventions of this 
publication, and provides information on how to obtain related documentatio

Audience
The Cisco Guard Web-Based Management (WBM) User Guide is intended 
primarily for network operators who will be operating the Cisco Guard but w
are not necessarily familiar with the tasks involved and the relationship betw
them, or the operations necessary to perform particular tasks.
xiii
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Organization
This manual is divided into the following chapters:

Chapter Title Description

1 Introduction Provides information on system 
requirements and an overview of the 
Cisco Guard Web Based Management 
(WBM).

2 WBM Basic Procedures Provides an overview of the WBM basic 
procedures. It provides an explanation 
on how to enable the WBM in the Guard 
and how to connect to the Guard with the 
WBM.

3 Cisco Guard Operation 
and Diagnostics

Describes how to perform common 
monitoring and operational tasks on the 
Cisco Guard using the WBM.

4 Zone Creation and 
Configuration

Describes how to create and manage 
zones.

5 Advanced Zone 
Procedures

Describes how to perform advanced 
configuration tasks for zones on the 
Cisco Guard using the WBM: Zone 
Filter configuration and Policy Template 
configuration.

6 Zone Traffic Learning 
and Policy Construction

Describes how to create traffic-tailored 
policies for zones on the Cisco Guard 
using the WBM.

7 Protecting Zones Describes how to perform tasks for 
protecting zones on the Cisco Guard 
using the WBM.

8 Zone Statistics and 
Diagnostics

Describes how to perform tasks used for 
monitoring zones and displaying various 
zone statistics and diagnostics on the 
Cisco Guard using the WBM.
xiv
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Conventions
This manual uses the following conventions:

Notes use the following conventions: 

Note Means reader take note. Notes contain helpful suggestions or references to 
material not covered in the publication. 

Cautions use the following conventions: 

Caution Means reader be careful. In this situation, you might do something that could 
result in equipment damage or loss of data. 

Convention Description

boldface font Commands and keywords are in boldface.

Italic font Indicates names in configuration samples and refers 
the reader to places in the document for further details. 

Screen font Information to be displayed or typed on the screen. 

boldface screen font Information you must enter is in boldface screen 
font.

Angle brackets (< >) Indicates a command’s parameter to be typed in. 

Curly brackets (^ `) Indicates command parameters from which you mus
choose one. 

Square brackets ([ ]) Indicates an optional command parameter.

| Separates two mutually exclusive choices in a syntax
line. Type one of these choices, not the symbol.

admin@GUARD# Indicates the default CLI prompt.
xv
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Obtaining Documentation
Cisco documentation and additional literature are available on Cisco.com. Cisco 
also provides several ways to obtain technical assistance and other technical 
resources. These sections explain how to obtain technical information from Cisco 
Systems.

Cisco.com
You can access the most current Cisco documentation at this URL:

http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation
You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

You can order Cisco documentation in these ways:

• Registered Cisco.com users (Cisco direct customers) can order Cisco product 
documentation from the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

• Nonregistered Cisco.com users can order documentation through a local 
account representative by calling Cisco Systems Corporate Headquarters 
(California, USA) at 408 526-7208 or, elsewhere in North America, by 
calling 800 553-NETS (6387).
xvi
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Documentation Feedback
You can send comments about technical documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front 
cover of your document or by writing to the following address:

Cisco Systems
Attn: Customer Document Ordering
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance
For all customers, partners, resellers, and distributors who hold valid Cisco 
service contracts, Cisco Technical Support provides 24-hour-a-day, 
award-winning technical assistance. The Cisco Technical Support Website on 
Cisco.com features extensive online support resources. In addition, Cisco 
Technical Assistance Center (TAC) engineers provide telephone support. If you 
do not hold a valid Cisco service contract, contact your reseller.

Cisco Technical Support Website
The Cisco Technical Support Website provides online documents and tools for 
troubleshooting and resolving technical issues with Cisco products and 
technologies. The website is available 24 hours a day, 365 days a year at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com 
user ID and password. If you have a valid service contract but do not have a user 
ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do
xvii
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Submitting a Service Request
Using the online TAC Service Request Tool is the fastest way to open S3 and S4 
service requests. (S3 and S4 service requests are those in which your network is 
minimally impaired or for which you require product information.) After you 
describe your situation, the TAC Service Request Tool automatically provides 
recommended solutions. If your issue is not resolved using the recommended 
resources, your service request will be assigned to a Cisco TAC engineer. The 
TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the 
Cisco TAC by telephone. (S1 or S2 service requests are those in which your 
production network is down or severely degraded.) Cisco TAC engineers are 
assigned immediately to S1 and S2 service requests to help keep your business 
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553 2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity
To ensure that all service requests are reported in a standard format, Cisco has 
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your
business operations. You and Cisco will commit all necessary resources aro
the clock to resolve the situation. 

Severity 2 (S2)—Operation of an existing network is severely degraded, or 
significant aspects of your business operation are negatively affected by 
inadequate performance of Cisco products. You and Cisco will commit full-ti
resources during normal business hours to resolve the situation.
xviii
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Severity 3 (S3)—Operational performance of your network is impaired, but m
business operations remain functional. You and Cisco will commit resources
during normal business hours to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product 
capabilities, installation, or configuration. There is little or no effect on your 
business operations.

Obtaining Additional Publications and Information
Information about Cisco products, technologies, and network solutions is 
available from various online and printed sources.

• Cisco Marketplace provides a variety of Cisco books, reference guides, and 
logo merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

• The Cisco Product Catalog describes the networking products offered by 
Cisco Systems, as well as ordering and customer support services. Access the 
Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

• Cisco Press publishes a wide range of general networking, training and 
certification titles. Both new and experienced users will benefit from these 
publications. For current Cisco Press titles and other information, go to Cisco 
Press at this URL:

http://www.ciscopress.com

• Packet magazine is the Cisco Systems technical user magazine for 
maximizing Internet and networking investments. Each quarter, Packet 
delivers coverage of the latest industry trends, technology breakthroughs, and 
Cisco products and solutions, as well as network deployment and 
troubleshooting tips, configuration examples, customer case studies, 
certification and training information, and links to scores of in-depth online 
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet
xix
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• iQ Magazine is the quarterly publication from Cisco Systems designed to 
help growing companies learn how they can use technology to increase 
revenue, streamline their business, and expand services. The publication 
identifies the challenges facing these companies and the technologies to help 
solve them, using real-world case studies and business strategies to help 
readers make sound technology investment decisions. You can access iQ 
Magazine at this URL:

http://www.cisco.com/go/iqmagazine

• Internet Protocol Journal is a quarterly journal published by Cisco Systems 
for engineering professionals involved in designing, developing, and 
operating public and private internets and intranets. You can access the 
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

• World-class networking training is available from Cisco. You can view 
current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html
xx
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C H A P T E R 1

Introduction

This chapter provides an overview of the Cisco Guard Web Based Management 
(WBM) interface. This chapter includes the following sections:

• System Requirements

• Overview

– What is DDos

– The Cisco Guard

• Areas of the User Interface (Describes the WBM main areas) 

• User Interface Conventions 

• WBM Screen Hierarchy

System Requirements
The Cisco Guard Web Based Management (WBM) interface supports an Internet 
Browser, Microsoft Internet Explorer 5 or higher, that supports HTML, Tables, 
Cookies, JavaScript and Frames.

We recommend that you use a screen resolution of minimum of 1024 by 
768 pixels.

No software installation is required.
1-1
ased Management (WMB) User Guide
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Overview

What is DDos
The Distributed Denial of Service (DDoS) attacks are attacks in which malicious 
individuals cause thousands of compromised computers (“zombies”) to run 
automated scripts that cripple a protected server’s (the Zone) network resou
with spurious requests for service. The attacks can be, for example, a flood 
bogus home page requests to a web server that shuts out legitimate consum
efforts that compromise the availability and accuracy of Domain Name Syste
(DNS) servers. Although often launched by an individual, the zombies actua
executing the attacking code may number in the hundreds of thousands, an
distributed over multiple autonomous systems, administered by multiple 
organizations. 

DDoS attacks continuously evolve as sophisticated hackers create damaging
exploits. In addition, their attack scripts are made widely available on the Inte
and are routinely executed by individuals with minimal technical knowledge 
networking. Thus, DDoS defense technology must be flexible and adaptive.

It must be capable of detecting an upcoming DDoS attack, differentiate betw
malicious and legitimate traffic, and perform those tasks without hindering th
traffic flow of the attacked network element

The Cisco Guard
The Cisco Guard is a high performance network device deployed in a distrib
upstream configuration, at the ISP/MSP/backbone level, protecting the entir
network. When an attack is detected, the system diverts only the attacked zo
traffic to the Guard. The data flow is analyzed; all DDoS components obstruc
and clean traffic is allowed to continue flowing to the intended zone. The Gu
is a system that allows a transparent zone traffic flow, constantly filters the tra
and closely remains tuned to zone traffic characteristics to be on the alert fo
evolving attack patterns.
1-2
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To accomplish the above-mentioned tasks the Cisco Guard employs the following 
components:

• Traffic diversion mechanisms that redirect (divert) the zone’s traffic to th
Guard Learning and Protection systems and then return (inject) the legitim
traffic flow back to the zone. This is performed while preventing the 
obstruction of network traffic.

• An algorithm-based learning system that learns the zone traffic, adopts itself 
to its particular characteristics, and supports the Protection system with 
references and protection instructions in the form of Thresholds and Policies. 
In addition, the Guard has ‘On-Demand’ protection to answer a situation
which the zone is under attack while the Guard hasn’t completed its Learn
and tuning to the zone traffic.

• A protection system that distinguishes between the legitimate and the 
suspicious traffic and filters the malicious traffic. Only the legitimate traffic 
is then let to pass on to the zone.

Integrating these components enables the Guard to assume its protective role upon 
attack, while remaining in the background for the rest of the time. 

Areas of the User Interface
The WBM provides access to various Guard configuration and management 
screens, allowing you to view statistics, and permitting you to graphically monitor 
system status..

The WBM allows configuring and monitoring the Guard’s various protection 
mechanisms. It provides a subset of the CLI functionality and mostly deals with 
protected zone configuration, status, and reports. Configuration parameters, 
relating to procedures such as initial Guard setup procedure and network-level 
setup of the Guard are only accessible through the CLI. See the Cisco Guard User 
Guide for further details.
1-3
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Figure 1-1 displays the WBM user interface. The user interface is divided into 
three distinct areas as described in Table 1-1.

Figure 1-1 WBM User Interface

Table 1-1 Areas of the User Interface 

Area Function

1 The header area provides information on the logged in user, the Guar
date and time and a simple navigation bar that enables to log out or 
return to the Guard’s main screen.
1-4
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User Interface Conventions 

Navigation 
Navigation in the screen hierarchy can be performed either using the menus or by 
using the location view in the main area (area 3, as shown in the previous section). 

When navigating using the location view, the black colored section indicates the 
current location. 

The color of a selectable item turns grey when moving the mouse cursor over it. 

Click on the grey item to display its page. 

2 The navigation pane displays a list of links, divided by state. Each item 
provides a link to the “home page” of a zone or the Guard. The 
associated link will be displayed in the main area. (area 3). The selec
item is marked by a white frame.

The navigation pane is resizable.

3 The main area holds the user-selected views. It includes:

• The name of the view and the state (for example, Zone scannet 
(interactive)—Protected).

• The location view, indicating the type of view (for example, 
Home>Zone>General>Config).

• A menu bar—There are two fixed menu bars, for Guard or zone,
which provide the main navigation mechanism. When selecting 
Guard Summary in the navigation pane, the menu bar displays th
Guard’s main menu. When selecting one of the zones in the 
navigation pane, the menu bar displays the zone’s main menu. 

• Information area—Displays the required information, that is, table
and forms.

The main area is resizable.

Table 1-1 Areas of the User Interface 

Area Function
1-5
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To navigate to one of the higher sections of the hierarchy, select the desired 
location and click the mouse. 

For example, the location view: Home > Zone > Policies > Service indicates that 
the displayed location is Policy service configuration. 

To navigate to the Policy menu list, select Policies.

To Navigate to the “home page” of the Guard or one of the zones, select a zo
the navigation pane (see Figure 1-2).

The item that is currently displayed in the main area is marked by a white fra

Figure 1-2 Zone List

Tree Lists are displayed as shown in Figure 1-3. Click + on the left side of the 
item to navigate in the tree hierarchy. Once the lower level hierarchy is displa
click - on the higher level to close the view of the lower levels. Click the item
the tree hierarchy to open its configuration window. For example, in Figure 1-3, 
click 53 to open the service configuration window for the dns_tcp template.

Figure 1-3 Tree List View

The i indicates that additional information is available. Click to display the 
additional information.
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Selection items in menus have a drop-down list. Selection items that are not 
available in the current view are grayed-out. 

Configurable parameters appear in Forms. Parameters are configured in one of the 
following ways:

• A drop-down list—Allows only one item from a list to be selected.

• Text boxes—Allow entering an integer or expression as specified for eac
parameter.

• Radio button—Enable to choose between one of the shown items.

• Check boxes—Enable to choose several items.

Be sure to click OK or Add to confirm the new settings once a configuration 
change has been made.

Lists are displayed as shown in Figure 1-4. To add an item to the list, click Add 
at the bottom of the screen.

To delete an item from the list, select the check box next to the desired item
click Delete. 

Figure 1-4 List View

You may choose which items are to be displayed in system defined lists, suc
the counters list. However, items cannot be added to or deleted from these l
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Cisco Guard Web-Based Management (WMB) User Guide

OL-6112-01



 

Chapter 1      Introduction
WBM Screen Hierarchy
 WBM Screen Hierarchy 
This section summarizes the screen hierarchy in the WBM, to provide you with a 
quick guide to finding the screen you want.

11
94

14

Guard
(Guard Summary)

Zone

Main

Diagnostics

Zones

Users

Main

Diagnostics

Protection

Learning

Configuration

Summary

Counters
Event log

Zone list
Create Zone
Template list
Compare Zone policies

Users list
Create User
Change password

Summary
Create Zone
Save as...
Counters
Event log
Attack reports
HTTP Zombies

Protect
Deactivate
Dynamic filters
Recommendations

Construct policies
Tune thresholds
Accept
Abort
Snapshot

General
User filters
Bypass filters
Policy templates
Policy
Compare policies
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WBM Basic Procedures

This chapter provides an overview of the Web-Based Management (WBM) basic 
procedures. It provides an explanation on how to set up the WBM in the Guard 
and how to connect to the Guard’s WBM.

Setting Up the WBM
Before setting up the Web-Based Management (WBM), some basic configura
of the Guard needs to be performed. The following information, at a minimu
must be known for the Guard to be managed:

• The IP address of the Guard

• Admin or config privileged user-name and password

Note Admin and config privileged users can configure WBM access for dynamic and 
show privilege users. 

Enabling WBM on the Guard
For detailed information on the Guard’s CLI, refer to the Cisco Guard User 
Guide.
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Enable the WBM Service

To enable the Guard web based management service, perform the following from 
the Guard’s command line interface:

1. From the Configuration command group level type the following:

service wbm

2. Press ENTER. The following screen appears:

admin@GUARD-conf> service wbm 
admin@GUARD-conf> 

To disable the WBM service: 

From the Configuration command group level type the following:

no service wbm

Granting Access Permission to the WBM Service 

To Grant permission for an IP address to access the Guard’s WBM service 
perform the following:

1. From the Configuration command group level type the following:

permit wbm <ip-addr> [<ip-mask>]

Where:

• <ip-addr>—Indicates the IP address of the permitted user, that is, the
address of the remote manager. Use * to indicate any IP address.

• [<ip-mask>]—(Optional) Indicates the IP mask of the permitted user.

2. Press ENTER. The following screen appears:

admin@GUARD-conf> permit wbm 10.0.0.192 255.255.255.240 
admin@GUARD-conf> 

Note We do not recommend permitting WBM access from any IP address after in
configuration due to security considerations. 
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To deny WBM access from a remote manager:

From the Configuration command group level type the following:

no permit wbm <ip-addr> [<ip-mask>]

Connecting From the Remote Manager’s Station

To connect to the Guard WBM perform the following:

1. In the remote station, open the browser window. 

2. Enter the Guard’s IP address in the browser’s address bar. Connect usin
https as shown below:

https://<ip-address>

Note https and not http is used. 

The following login screen appears:

3. Type your username and password.
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4. Click OK.

An error message appears if the user name or password entered is incorrect.

After the user name and password are entered correctly, the Guards’s m
screen is displayed (see Figure 1-1).

Note If TACACS+ authentication is configured, the TACACS+ user database is used
user authentication rather than the local database. Refer to the “TACACS+ a
Local Authentication Methods” section in Chapter 2, “Initial Procedures,” in t
Cisco Guard User Guide. 

Tip If you fail to connect to the Guard:

• Make sure the correct user name and password are entered. 

• Make sure the correct IP address is entered in the URL field of the browser 
and that you connected using https.

• Check the network connections of both the manager’s station and the Guard.

• Try to connect to the Detector using ssh and see if it is indeed reachable. 

• Verify that the WBM service is enabled and that access from the remote 
manager’s IP address is permitted.
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Cisco Guard Operation and 
Diagnostics

This chapter describes how to perform common monitoring and operational tasks 
on the Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:

• Guard Summary (Home) Screen

• Guard Diagnostics

• User Management—Creating users and viewing users list

For information on zone management, creating zones and viewing zones’ st
see, Chapter 4, “Zone Creation and Configuration.”

Note Guard configuration and Networking and Diversion configuration can only be
assumed using the CLI. Refer to the Cisco Guard User Guide for further details. 
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Guard Summary (Home) Screen
The Guard’s Summary (Home) screen (Figure 3-1) provides a summary of the 
current Guard activity. 

To navigate to the Guard’s summary (home) screen:

• Select Guard Summary from the navigation pane.

• Select Home from the upper right side of the header area.

• Select Home from the location bar on the zone pages.

Figure 3-1 Guard Summary (Home) Page
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The Guard Summary includes two sections. 

• Guard Summary—Provides a summary of the traffic, displayed in bits pe
second (bps), handled by the Guard in the past two hours. Legitimate tra
passed by the Guard to the protected zones, is displayed in green. Malic
traffic handled by the Guard, is displayed in red. 

Below the graph, the following information is displayed:

The information is displayed separately for legitimate traffic and for 
malicious traffic. 

• Zones Under Detection—Provides a list of the currently protected zones an
a short summary of the status of each one of them. The zones are displ
according to the attack order. The most recently attacked zone is display
the top of the list.

The following information is provided for each zone:

Parameter Description 

Min Indicates the minimum traffic rate in bps measured in the past tw
hours 

Max Indicates the maximum traffic rate in bps measured in the past tw
hours 

Avg Indicates the average traffic rate in bps measured in the past t
hours 

Cur Indicates the current traffic rate in bps 

Parameter Description 

Zone Indicates the zone name. The zone name als
provides a link to the zone’s “home page.” 

Activation Time Indicates the date and time detection for the
zone was initiated. 

Attack Start Time Indicates the date and time the most recent 
attack on the zone was detected.

Legitimate Rate Indicates the current rate legitimate traffic 
passed by the Guard to the zone, measured 
bits per second (bps). 
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Guard Diagnostics
You may obtain diagnostics information on the Guard for troubleshooting and 
monitoring purposes. 

To view the Guard’s diagnostics:

From the Guard’s main menu, select Diagnostics. 

The following diagnostics are available:

• Counters

• Event Log

Counters
The Guard global counters report (Figure 3-2) provides additional information to 
the Guard summary displayed in the Guard’s “home page”. 

To display the Guard global counters:

From the Guard’s main menu, select Diagnostics > Counters.

The following counters are displayed:

• Legitimate—Legitimate traffic forwarded by the Guard to the zones.

• Malicious—Malicious traffic, destined to the zone, handled by the Guard
Malicious traffic is the sum of Dropped packets and Spoofed packets (wh
also include the Zombie packets).

Malicious Rate Indicates the current rate of malicious traffic, 
destined to the zone, measured in bps. 

Thumbnail of the Zone traffic 
summary

A graph displaying a summary of the traffic 
destined to the zone in the past half hour. The
traffic rate is displayed in bps. Legitimate 
traffic rate is displayed in green. Malicious 
traffic rate is displayed in red.

Parameter Description 
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• Received—Packets received and handled by the Guard. Received packet
the sum of legitimate traffic and malicious traffic.

• Dropped—Packets that were identified by the Guard as part of an attack 
therefore dropped.

• Replied—Replied—Packets, destined to the zone, to which replies were s
to the initiating client as part of the anti-spoofing or anti-zombie mechanis
in order to verify if they are part of authentic traffic or part of an attack.

• Spoofed—Packets, destined to the zone, that were identified by the Guar
Spoofed packets and therefore not forwarded to the zone. Spoofed packe
Replied (bounced) packets to which no replies were received. The Spoo
packets include zombie packets.

Figure 3-2 Guard Global Counters/Rates

For each of the counters, the following information is provided:

Parameter Description 

Shown in Graph Specifies whether the counter will be shown in the graph below

Packets Indicates the total amount of packets since the Guard was 
reloaded. 
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By default, Legitimate and Malicious traffic are displayed for a period of the past 
two hours, measured in bits per second (bps). 

Choose the period of time to be displayed and the graph units.

To update the graph according to the settings chosen:

Click Update Graph (see Figure 3-2).

Below the graph is a legend that identifies the counters. For each counter in the 
graph the minimum, maximum and average rate are displayed for the period of 
time and rate units chosen.

For a detailed explanation on interpreting the counters’ significance, refer to
Chapter 6 “On-Demand Protection,” in the Cisco Guard User Guide.

Event Log
The Event log (Figure 3-3) displays monitoring and troubleshooting information
Logs are displayed for events that relate to the protected zones and to the G
operation. 

Bits Indicates the total amount of bits since the Guard was reloade

pps Indicates the current traffic rate measured in packets per 
second.

bps Indicates the current traffic rate measured in bits per second

Parameter Description 
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To display the event log:

From the Guard’s main menu, select Diagnostics > Event log.

Figure 3-3 Event Log

The event severity levels are:

You may choose to filter the events according to their severity level.

To filter events according to their severity level:

1. Select the check boxes next to the severity levels.

2. Click Filter Events.

Note The event logs display zone related event logs only with a severity level of 
Emergency, Alert, Critical, Error, Warning and Notification. See Chapter 8, 
“Zone Statistics and Diagnostics,” for further details on zone event logs.

Event Level Description

Emergencies System is unusable

Alerts Immediate action required

Critical Critical condition

Errors Error condition

Warnings Warning condition

Notifications Normal but significant condition

Informational Informational messages

Debugging Debugging messages
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The access to the Guard is mapped according to user privilege levels. Each user 
privilege level is granted with a corresponding set of command group operations. 
Table 3-1 displays the Guard user privilege levels and their corresponding 
command operation groups.

Note We recommend that Administrator and Configuration privilege level users 
perform all filter configuration procedures. Lower privileged users can also 
perform dynamic filter addition and removal. 

Table 3-1 User Privilege Levels

User Group Command Group 

Administrator (Admin) Full access to all operations. 

Configuration (Config.) Full access to all operations except the operations 
relating to user definition, deletion, and 
modification.

Dynamic The entire monitoring and diagnostics operations 
group, the detection, and the learning related 
operations. Dynamic privileged-users may also 
configure the Flex and Dynamic filters (see the note 
below).

Show The entire monitoring and diagnostics operations 
group.
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The Guard enables the Administrator to configure which authentication method 
the Guard utilizes when a user tries to log into the Guard. The Guard offers the 
following authentication options:

• Guard local authentication—Local authentication uses locally configured
login passwords for authentication. This is the default authentication met

• TACACS+ authentication—TACACS+ authentication authenticates users
through a TACACS+ server or a list of TACACS+ servers.

Note TACACS+ authentication can only be configured from the CLI. Refer to the 
“TACACS+ and Local Authentication Methods” section in Chapter 2, “Initial 
Procedures,” in the Cisco Guard User Guide. 

Assigning Privilege Level Procedure
A preconfigured Administrator’s privilege level is provided, enabling you to 
define the Guard user types. Defining users enables you to divide the Guard
community into privilege levels. 

Note The admin user name grants Administrator's privilege level. The riverhead u
name grants the Dynamic privilege level. The Detector uses this user name
remote activation of the Guard. 

Creating Users
An administrator-privileged user may configure local users.

Note If TACACS+ authentication is configured, the TACACS+ user database is used
user authentication rather than the local database. Refer to the “TACACS+ a
Local Authentication Methods” section in Chapter 2, “Initial Procedures,” in t
Cisco Guard User Guide. 
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To create a new user:

From the main menu, select Users > Create user.

For each user define the following:

Alternatively, to create a new user:

On the Users list screen (see the “Users List” section), click Add.

Users List
You may view the list of users defined on the Guard.

To view the list of users defined on the Guard:

From the main menu, select Users > Users list.

The list of users is divided into two categories:

• System users—Users defined by the system. System users cannot be de
The system users are admin and riverhead. 

• Users—Users defined by the operator. 

To remove a user:

1. Select the check box next to the user name. 

2. Click Delete.

To add a user:

Click Add.

Parameter Description

User name The User’s user name.

Initial password 6-24 characters long excluding spaces.

Type The user’s privilege level. From the drop-down list choose:
admin, config, dynamic or show, as defined above.
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The user’s privilege level is displayed for each user (see Table 3-1).

To reconfigure a user:

Click on the user name.

Changing a Password
To change the password:

1. From the Guard’s main menu select Users > Change password.

The Change Password window appears.

2. Enter the existing password in the Old Password box.

3. Enter a new password in the New Password box, and re-enter the new 
password to verify your choice.

4. Click OK.

5. If an invalid password is entered or the new password is not verified correc
an error message is displayed. Click Go Back to try again.

Users that have an Administrator privilege level may configure and change t
password of all users defined on the Guard. 

To reconfigure or change the passwords of users, other than the current one

1. From the main menu select Users > Users list.

2. Click on the required user name.

3. Click Config.

4. Enter the new password. 

5. Click OK.

Changing the Privilege Level
To change the user privilege level:

• Delete the user (see the “Users List” section).

• Re-create the user (see the “Creating Users” section).
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Zone Creation and Configuration 

This chapter describes how to create and manage zones.

This chapter includes the following sections:

• Overview (What is a Zone)

• The Zone “Home Page”

• Zone Management (creating zones and basic zone configuration)

• Zone Status Icons

Overview

What is a Zone?
A zone is a network element protected by the Guard against DDoS attacks. A zone 
can be a network server, client or router; a network link or subnet or an entire network; 
an individual Internet user or a company doing business using the Internet; an Internet 
Service Provider (ISP), or any combination of or variant on these. The Guard can 
protect different zones simultaneously, as long as their network address ranges
overlap. 
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A “Zone” on the guard is the definition of a zone element, configured so that
Guard can protect it from DDoS attacks. A zone on the Guard is assigned w
name, and referred to by the assigned name. A zone configuration on the G
includes the following:

• Zone basic configuration—A zone’s basic configuration includes the zon
name and description, the zone’s network address and operation definiti
and basic networking characteristics such as the zone’s bandwidth. See
“Zone Management” section in this chapter for further details.

• The Zone's Detection Policy—The policies are the mechanisms that measu
a particular traffic flow and take action against the flow as a result of 
threshold violation. The protection policies are constructed from policy 
templates, that provide the constructing guiding rules, in two learning pha 
(see Chapter 7, “Protecting Zones,” for further details). The action taken by
the policies could range from merely notifying to directing the traffic to 
various Guard anti-spoofing or anti-zombie mechanisms and even dropp
malicious traffic (see Chapter 5, “Advanced Zone Procedures,” for further 
details).

• The Zone's filters—The zone’s filters are the mechanism that directs the
diverted traffic to the required protection modules. The Guard enables yo
set its preferred filter configurations and thus design a variety of possibili
for customized traffic direction and anti-DDoS attack mechanisms. See 
Chapter 5, “Advanced Zone Procedures,” for further details.

• Zone Diversion - To protect the target host (zone) using the Cisco Guard, 
traffic destined to the host must be diverted to the Cisco Guard. This step 
includes traffic forwarding methods configuration per zone’s IP address.
Zone diversion configuration is configured via the Guard routing 
configuration and is not part of the zone configuration file. For informatio
about Zone Diversion configuration, refer to Appendix A, “Diversion 
Configuration,” in the Cisco Guard User Guide.
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The Zone “Home Page”
The zone's “home page” (Figure 4-1) provides a summary of the zone's status.

To navigate to this screen perform one of the following:

• From the navigation pane under the All Zones list, click the zone’s name.

• If the zone is currently in protect mode, from the navigation pane under the 
Protected Zones list, click the zone’s name.

• On the zone pages, select Zone from the location view.

• From the zone list (Guard Summary > Zones > Zone list), click the zone 
name. 

The zone “home page” is divided into four sections:

• Zone status bar

• Zone Traffic summary

• Zone status summary

• Zone recent events 

In addition, the zone’s home page has short cuts, displayed as buttons below the 
zone status bar.

• Protect—Switches the zone to protection mode. This is a shortcut to 
selecting Protection> Protect from the Zone’s main menu. This button is 
present only if the zone is in stand by.

• Deactivate—Deactivates the zone’s detection state. This is a shortcut to 
selecting Protection > Deactivate from the Zone's main menu.

This button is present only if the zone is in protection mode.

• Report—Provides a shortcut to the current attack report. This is a shortcu
selecting Diagnostics > Attack reports from the Zone’s main menu and 
clicking on the current attack (the attack with an end time of “attack in 
progress”). This shortcut is available only if there is a current attack in 
progress. See Chapter 8, “Zone Statistics and Diagnostics,” for further 
details.
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Figure 4-1 Zone “home page”

Zone Status Bar
The zone’s status bar provides a quick reference for the zone’s status. It prov
details on the following:

• The zone’s name.

• The zone’s operation mode—The operation mode appears in brackets. I
indicates whether the zone is in auto protection mode or in interactive 
protection mode. The operation mode is displayed only if the zone is act
See the “Zone Management” section in this chapter for further details.

• The Zone’s status—The zone’s status indicates the zone’s protection or 
learning mode. The zone’s status can be one of the following: protected
inactive, constructing policy and tuning thresholds. See the “Zone Status 
Summary” section in this chapter for further details.

• Indication on new recommendations—If the zone is in interactive mode, 
zone’s status bar will include an indication on new recommendations. See the 
“Interactive Recommendations Mode” section in Chapter 7, “Protecting 
Zones,” for further details. 
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Zone Traffic Summary
The zone’s traffic summary graph displays the zone related traffic rate, in bits
second (bps), in the past two hours. Legitimate traffic passed by the Guard t
zone, is displayed in green. Malicious traffic that was destined to the zone is
displayed in red.

Below the graph, the following information is provided:

The information is displayed separately for legitimate traffic and malicious 
traffic.

Parameter Description

Min Indicates the minimum traffic rate in bits per 
second (bps) measured in the past two hour

Max Indicates the maximum traffic rate in bits per 
second (bps) measured in the past two hour

Avg Indicates the average traffic rate in bits per 
second (bps) measured in the past two hour

Cur Indicates the current traffic rate in bits per 
second (bps)
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Zone Status Summary
The zone’s status summary provides the following information:

• The number of active Dynamic filters. 

Active dynamic filters provides a link to the Dynamic filters page. See the 
“Dynamic Filters” section in Chapter 7, “Protecting Zones,” for further 
details. 

• The number of pending Dynamic filters. 

The number of pending dynamic filters is greater than 1 when the zone is in 
interactive protection mode and there are new recommendations.

Pending dynamic filters provides a link to the recommendations page. See 
the “Dynamic Filters” section in Chapter 7, “Protecting Zones,” for further 
details on dynamic filters. See the “Interactive Recommendations Mode” in 
Chapter 7, “Protecting Zones,” for further details on recommendations. 

• Last attack time—The date and time of the last attack on the zone.

• Activation time—The date and time that protection was activated.

Zone Recent Events
The recent events table displays the recent events issues by the zone. These
are also displayed in the zone event log and the Guard event log. The even
displayed in this table have a minimum severity level of notify. 
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Zone Management

Creating Zones and Basic Zone Configuration
To protect a zone against DDoS attacks, the zone’s network characteristics 
be configured on the Guard. 

Figure 4-2 Zones Sub-menu

To create a new zone, perform one of the following:

• From the Guard’s main menu select Zones > Create Zone.

• From the Guard’s main menu select Zones > Zone list and click Add.

• From the Zone’s main menu select Main > Create Zone.

• From the Zone’s main menu select Main > Save as. 

This action copies the current zone basic configuration to a new zone. It is 
equivalent to the CLI command zone with the option copy-from-this. Refer 
to Chapter 4, “Zone Configuration,” in the Cisco Guard User Guide for 
further details. 

The Zone Form appears. 

The zone's basic configuration includes the following:

Parameter Description

Name The zone name.

Description A description of the zone.
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From Template A template that defines the zone configuration. The Template 
could be one of the following: 

• DEFAULT—The Guard default zone template. 

• TCP_NO_PROXY—A template designed for a zone for 
which no TCP proxy is to be used. This template may be
used if the zone is moderated according to IP addresses
such as an Internet Relay Chat (IRC) server-type zone. 
Refer to Chapter 9, “Advanced Policy Procedures,” in the
Cisco Guard User Guide for further details.

• Bandwidth Limited Link Templates—Templates 
designed and specifically tailored for On-Demand 
protection of large subnets segmented according to zone
with known bandwidth. Protection for the zone should be
assumed for the attacked subnet or range. It is 
recommended to define such a zone on the Detector with
protect-ip-state of only-dest-ip (See Protect-IP state in th
Cisco Traffic Anomaly Detector Web-Based Management 
(WBM) User Guide for further details).

The following Bandwidth Limited Link templates are 
available for 128K, 1M, 4M, and 512K links respectively: 

– LINK_128K

– LINK_1M

– LINK_4M

– LINK_512K

Note Learning Phase 1, policy construction, cannot be 
performed for these templates.

Parameter Description
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Operation mode Indicates the mode used for zone Dynamic filters activation. 
The mode can be one of the following: 

• Automatic—The dynamic filters will be activated 
automatically. 

• Interactive—The interactive mode enables you to define 
the action taken for each Dynamic filter. The Dynamic 
filters the policies recommend will appear as 
recommendations. You will specify whether to accept or 
reject each Dynamic filter.

See the “Interactive Recommendations Mode” section in 
Chapter 7, “Protecting Zones,” for further details.

Max. Rate The amount of traffic (in the units specified from the 
drop-down list) allowed to pass to the zone. The amount is 
specified by an integer. The value should be configured 
according to the traffic volume the zone can handle.

Burst The highest traffic peak allowed to pass to the zone. The pea
is specified by an integer. The units are bits, kilo-bits, 
kilo-packets, mega-bits, and packets in correspondence to th
rate units specified from the drop-down list.

Note The drop-down list defines the units for both the Max.
rate and the burst.

Flex filter (Optional) Configure the flex filter. See the “Flex Filter 
Configuration” section in Chapter 5, “Advanced Zone 
Procedures,” for further details.

Filter Action (Optional) Configure the Flex filter action. The following 
options are available: 

• disable—The Flex filter is disabled. 

• count—The Flex filter is used to count the specified flow.

• drop—The Flex filter is used to drop the specified flow. 

Choose the action from the drop-down list.

Parameter Description
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Protection-end 
Timer

The timeout that specifies when protection may be terminated 
by the Guard.

The Guard verifies whether an attack has ended by checking on 
added Dynamic filters. If, for a predefined span of time, there 
are no Dynamic filters in use and no new Dynamic filter is 
added, the Guard terminates the protection. 

Define this timeout from seconds to infinite.

Filter-rate 
termination 
threshold

The threshold that specifies, along with the Malicious-rate 
termination threshold, when Dynamic filters may be inactivated 
by the Guard. 

Define this threshold in packets per second (pps).

See note below for further details.

Malicious-rate 
termination 
threshold

The threshold that specifies, along with the Filter-rate 
termination threshold, when Dynamic filters may be inactivated 
by the Guard. 

Define this threshold in packets per second (pps).

See note below for further details.

IP address The zone’s IP address.

Mask The zone's address mask. Choose the address mask from th
drop-down list.

Parameter Description
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Note Dynamic filter termination

Once the Dynamic filter timeout expires, the Guard determines whether the 
Dynamic filter is to be inactivated when one of the following applies:

• The total Zone Malicious traffic rate (equaling the sum of the spoofed and 
dropped traffic) is less than or equal to the Malicious-rate termination 
threshold.

• The Filter-rate termination threshold is equal to or greater than both the 
following:

– The Dynamic filter’s current traffic rate 

– The Dynamic filter’s average traffic rate during a user-configured tim
span (defined by the policy’s Timeout parameter) 

See sections“Configuring the Policy Operational Parameters” in Chapter 6, 
“Zone Traffic Learning and Policy Construction,” and “Dynamic Filter 
Termination” in Chapter 7, “Protecting Zones,” for further details on the Dynamic
filter timeout.

Note It is recommended to set the bandwidth value to the highest bandwidth meas
entering the zone. If unknown, leave the default burst and Max. rate blank a
choose the units from the drop-down list to be unlimited.

Note After creating a zone, the zone’s configuration is displayed in two tables. 
Additional IP addresses and subnets may be entered by clicking the Add button 
at the bottom of the IP table. This procedure should repeat per each zone IP
address or s ubnet mask.

Additional IP addresses and subnets may be entered or deleted while the zo
active.
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Reconfiguring a Zone 

To reconfigure an existing zone:

1. From the Zone’s menu select Configuration > General.

2. Click Config.

Deleting a Zone 

To delete a zone:

1. From the Guard’s main menu select Zones > Zone list.

2. Select the appropriate zone check box. 

3. Click Delete.
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Zone Status Icons
For illustration purposes, the zone’s status is displayed by different icons. Each 
status is displayed by a different icon. These icons are used in the navigation pane 
and in the zone’s status bar.

Table 4-1 Zone status icons

Standby zone.

Zone in one of the learning phases.

Zone in protect mode.

Indicates that new recommendations are available for the zone. This 
icon is displayed in addition to the zone icon.
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Advanced Zone Procedures 

This chapter describes how to perform advanced configuration tasks for zones on 
the Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:

• Overview (What are Policy templates, Policies and Filters)

• Zone Filter Configuration (configuring the Flex and Bypass filters)

• Policy Templates (configuring policy template parameters)

Overview

Filters
The zone’s filters are the mechanism that directs the diverted traffic to the 
required protection modules. The Guard enables to set its preferred filter 
configurations and thus design a variety of possibilities for customized traffic
direction and anti-DDoS attack mechanisms. There are four filter types used
the Cisco Guard:

• User Filter—The User filters are used to direct specified traffic flow to th
desired Guard protection modules.

• Bypass filter—Bypass filters are used to prevent specific traffic flows fro
being handled by the Guard protection mechanisms.
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• Flex filter—The Flex filter is used to count or drop a specified packet flow.
is a Berkley Packet filter that provides extremely flexible filtering capabiliti
such as filtering according to fields in the IP and TCP headers and filteri
according to content bytes. The flex filter enables to use complex Boole
expressions. Only a single flex filter can be configured per zone.

• Dynamic filter—Dynamic filters are created by the Guard as the result of 
analysis of traffic flow. This set of filters is continuously adapted to the zo
traffic and the type of the DDoS attack. Dynamic filters have a limited lif
span and are erased after the attack has terminated. See the “Dynamic Filters” 
section in Chapter 7, “Protecting Zones,” for further details.

Note Changes in the zone's filter configuration take effect immediately.

For detailed information on the Guard’s filters, refer to Chapter 8, “Advanced
Filter Procedures,” in the Cisco Guard User Guide.

Policy Templates and Policies
The policies are the mechanisms that measure a particular traffic flow and ta
action against the flow as a result of threshold violation. The protection polic
are constructed from policy templates. 

A Policy Template is a collection of policy constructing guiding rules that will b
used during the learning phases to construct the zone’s policies (see Chapter 6, 
“Zone Traffic Learning and Policy Construction,” for further details).
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User Filter Configuration
The User filters constitute the zone configuration and define how to handle traffic 
flows suspected as DDoS attacks. The User filters offer the ability to customize 
the Guard protection. They enable to set guiding rules to handle desired traffic 
flows when an attack is suspected and to direct a specified traffic flow to the 
desired protection module, to a Guard anti-spoofing or anti-zombie mechanism or 
even to be dropped.

Zone configuration includes a default set of User filters. The Guard continuously 
analyses traffic destined to the protected zone. It initializes its protection cycle 
once suspected traffic is identified, and uses that default set of User filters to filter 
the suspected traffic.

The User filters are activated according to their order. Therefore, it is important, 
when adding a new User filter, to place it in the desired location in the list.

Figure 5-1 User Filters

To configure the User filters:

From the Zone main menu, select Configuration > User filters.

To delete existing User filters:

1. Select the check box next to the User filter’s description.

2. Click Delete.
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Adding a new User filter involves a two-step process.

To add a new User filter:

• Click Add. 

Step 1 screen, Choose the new filter location (Figure 5-2), appears:

• Choose the location of the new user filter. Click the button in the Insert 
column. The new user filter is added above the selected row. 

Figure 5-2 Adding a User Filter – Step 1

• Click Next.

Step 2, User filter form, appears:

• Enter the User filter configuration.

Enter the following information to configure the User filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to the 
User filter. Leave blank or enter * for ‘any’.

Source subnet Directs traffic coming from a specified subnet to the Use
filter. Choose the subnet from the drop-down list.

Protocol Directs traffic from a specified protocol to the User filter. 
The protocol is denoted by the its well known number. 
Leave blank or enter * for ‘any’.

Dst Port Directs traffic destined to a specified port to the User filter
Leave blank or enter * for ‘any’.
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Fragments Denotes specified traffic type to be handled by the filter. 
Choose from the drop-down list one of the following:

• without—The User filter acts on non-fragmented 
traffic. 

• with—The User filter acts on fragmented traffic. 

• *—The User filter acts on fragmented and 
non-fragmented traffic.

Rate Denotes the rate limitation. The User filter limits the traffic
to a specified rate. Choose the rate units from the 
drop-down list.

Burst Denotes the traffic burst limit. The units are bits, kilo-bits,
kilo-packets, mega-bits, and packets in correspondence 
the rate units specified from the drop-down list.

Note The drop-down list defines the units for both the 
rate and the burst.

Parameter Description
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In the User filter table, the rate denotes the current traffic rate measured for the 
User filter in packets per second (pps).

For a comprehensive explanation on the User filter parameters, and examples, 
refer to Chapter 8, “Advanced Filter Procedures,” in the Cisco Guard User Guide.

Action Denotes the action the filter performs on the specified 
traffic type. This could be either of the following:

• permit—Used to direct traffic to avoid the Guard 
anti-spoofing or anti-zombie protection mechanisms.
It is advisable to set a rate and burst limit for the permi
User filter. 

• basic/redirect—Used for authentication of 
applications over http.

• basic/reset—Used for authentication of applications 
over TCP, excluding http.

• basic/safe-reset—Used for authentication of 
applications, that are not tolerant of TCP connection 
reset, over TCP, excluding http.

• basic/default—Used for UDP traffic or when you are 
not sure which action is to be chosen. The basic/defau
filter examines the flow and determines which action is
to be taken. 

• basic/dns-proxy—Used for authentication of TCP 
DNS applications.

• strong—Used when strong authentication for a traffic 
flow is required or when the previous filters do not 
seem suitable for the application. Authentication is 
performed for every connection. The Guard serves as
proxy therefore this filter is not to be used if the 
network is moderated according to IP addresses (suc
as using ACL - access control lists).

• drop—Used to drop traffic flows.

Parameter Description
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Bypass Filter Configuration
The Bypass filter is a filter designed to support protection policy decisions that 
the user thinks should not involve the Guard’s protection mechanisms. It is u
to prevent specific traffic flows from being handled by the Guard’s Dynamic 
filters, protection modules, and the Rate-limiter. Decisions of such a kind may
example, be letting a trusted traffic flow bypass the Guard’s protection modu
including the anti-spoofing and anti-zombie mechanisms. Using the Bypass f
you can direct trusted traffic away from the Guard’s protection mechanisms 
forward it directly to the zone.

Note Note that traffic handled by the Bypass filter does not go through the rate-lim
module. It is therefore additional to the bandwidth configured for the client.

To create a Bypass filter:

1. From the Zone’s main menu select Configuration > Bypass filters.

2. Click Add.

There are no default Bypass filters defined.

Enter the following information to configure the Bypass filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to bypas
the Guard filter system. Leave blank or enter * for ‘any’.

Source subnet Directs traffic coming from a specified subnet to bypass th
Guard filter system. Choose the subnet from the drop-dow
list.

Protocol Directs traffic from a specified protocol to bypass the 
Guard filter system. The protocol is denoted by the its we
known number. Leave blank or enter * for ‘any’.
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In the Bypass filter table, the counter denotes the current Bypass filter traffic rate 
measured in packets per second (pps) that was filtered by the Bypass filter.

To delete a Bypass filter:

1. Select the check box next to the Bypass filter’s description.

2. Click Delete.

For a comprehensive explanation on the Bypass filter parameters, and examples, 
refer to Chapter 8, “Advanced Filter Procedures,” in the Cisco Guard User Guide.

Flex Filter Configuration
The Flex filter is a Berkley Packet filter which facilitates you with extremely 
flexible filtering capabilities. It is used to drop, or count a desired packet flow
The Flex filter is useful in upfront blocking a minutely defined malicious sour
of traffic. This filter is very flexible and easily tailored to a specific traffic flow
due to its parameter variety. However, only a single flex filter can be configu
and it is resource consuming. We recommend to use the Flex filter attentively
to its potential performance penalty.

Dst Port Directs traffic destined to a specified destination port to 
bypass the Guard filter system. Leave blank or enter * for 
‘any’.

Fragments Denotes specified traffic type to be handled by the filter. 
Choose from the drop-down list one of the following:

• without—The Bypass filter acts on non-fragmented 
traffic. 

• with—The Bypass filter acts on fragmented traffic. 

• *—The Bypass filter acts on fragmented and 
non-fragmented traffic.

Parameter Description
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To configure the Flex filter:

1. If the zone is already defined, from the Zone’s menu select Configuration > 
General.

2. Click Config. 

Alternatively, the Flex filter may be configured while creating a new zone (see 
the “Creating Zones and Basic Zone Configuration” section in Chapter 4, “Zone 
Creation and Configuration,” for further details).

For a detailed explanation on the Berkley Packet filter configuration options s
http://www.freesoft.org/CIE/Topics/56.htm.

For a comprehensive explanation on the Flex filter parameters, and example
refer to Chapter 8, “Advanced Filter Procedures,” in the Cisco Guard User Guide.

Policy Templates
A Policy Template is a collection of policy constructing guiding rules and the
output of each template is a group of policies. The Guard policy templates co
of the following:

Policy Template Brief Description

dns_tcp This policy template produces a group of policies related to
DNS-TCP protocol traffic.

dns_udp This policy template produces a group of policies related to
DNS-UDP protocol traffic.

fragments This policy template produces a group of policies related to
fragmented traffic.

http This policy template produces a group of policies related to
HTTP traffic flowing (by default) through port 80 (or other 
user-configured ports).
5-9
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ip_scan This policy template produces a group of policies relating to 
IP scanning (A situation in which a Source IP tries to access 
many Destination IPs on the zone). This policy template is 
relevant when the zone is defined as a subnet. 

By default, this policy template is disabled. The default 
action for this policy template is “notify”.

Note The policies created by the ip_scan policy template
are resource consuming. Therefore, we recommend
to use it attentively due to its potential performance
penalty.

other_protocols This policy template produces a group of policies relating to
non TCP or UDP protocols.

port_scan This policy template produces a group of policies relating to
port scanning (A situation in which a Source IP tries to acces
many ports on the zone).

By default, this policy template is disabled. The default 
action for this policy template is “notify”. 

Note The policies created by the port_scan policy templat
are resource consuming. Therefore, we recommend
to use it attentively due to its potential performance
penalty.

tcp_connections This policy template produces a group of policies related to
TCP connection characteristics.

tcp_not_auth This policy template produces a group of policies related to
TCP connections that haven’t been authenticated by the 
Guard’s anti-spoofing mechanisms.

tcp_outgoing This policy template produces sets of policies related to TC
connections initiated by the zone.

tcp_ratio This policy template produces sets of policies related to ratio
between different types of TCP packets. For example, SYN
packets versus FIN/RST packets.

tcp_services This policy template produces a group of policies related to
TCP services on ports other than HTTP-related (such as po
80, 8080, etc.).

Policy Template Brief Description
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Note The Guard first relates to indicators of TCP traffic on especially dedicated ports 
6660 to 6670 and ports 21 to 23. Then: 

• If traffic is traced on those ports then the tcp_services_ns policy template 
produces its group of policies and the tcp_services policy template would 
relate to TCP services on other ports.

• If no traffic is traced on the above-mentioned ports, then the tcp_services 
policy template assumes its ordinary function. The tcp_services_ns policy 
template will not be operated.

• You can add services to this policy as to any other.

The Guard supplies additional policy templates designed to tailor the Guard 
protection to Zones for which no proxy is to be used. These templates may be used 
if the zone is moderated according to IP addresses such as an Internet Relay Chat 
(IRC) server-type zone.

tcp_services_ns This template produces a group of policies related to TCP 
services. By defaults the policy relates to IRC ports (666X), 
ssh and telnet. This policy template does not create policies 
with actions that direct traffic flows to the Strong protection 
module.

udp_services This template produces a group of policies related to UDP 
services.

Policy Template Brief Description

Policy Template Brief Description

tcp_connections_ns This policy template produces a group of policies related 
to TCP connection characteristics. However, this policy 
template does not create policies with actions that direct 
traffic flows to the Strong protection module.

tcp_outgoing_ns This policy template produces a group of policies related 
to TCP connections initiated by the zone. However, this 
policy template does not create policies with actions that 
direct traffic flows to the Strong protection module.
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To configure policy templates:

1. From the Zone’s main menu, select Configuration > Policy templates.

2. Click on the required policy template name.

Figure 5-3 Policy Templates

Configuring the Policy Template Operational Parameters
During the Learning phases, the zone’s traffic flows transparently through th
Guard. Each active policy template produces a group of specified policies, 
according to the Zone’s traffic characteristics. The Guard enables the user t
define the maximum number of policies the Guard will produce from a specif
policy template. This is configured according to the parameter: Max Services.
Guard ranks the services the policy template relates to by their level of traffi
volume. The Guard will then pick up the services that have exceeded the def
minimum threshold (as defined by the parameter Min Threshold) with the high
traffic volume and create a policy for each one of them. Some of the policy 
templates will create an additional policy to handle all traffic flows for which 
specific policy was not added. These policies will be added with a service of
‘any’. 
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For each of the Policy Templates, the following operational parameters may be 
configured:

Parameter Description

State Specifies the policy template state. The policy template can be 
enabled or disabled. Disabling a policy template prevents it 
from producing policies once the Guard undergoes the Policy 
Construction phase.

Min Threshold Specifies the minimum traffic volume threshold for a service. 
Once the threshold is exceeded, the Guard produces policies 
that relate to the services’ traffic according to the particular 
traffic flow that violated the threshold. 

This parameter cannot be configured for policy templates tha
are essential for proper zone protection and therefore always
produce a policy, such as fragments.

Setting the threshold enables the user to better adopt the Gua
protection to the traffic volume of the user’s zone services.

Max Services Specifies the maximum number of policies (each relating to a
service) that will be produced from the specified policy 
template. The Guard ranks the services the policy template 
relates to by their level of traffic volume. The Guard will then
pick up the services that have exceeded the defined minimum
threshold (as defined by the parameter Min Threshold) with th
highest traffic volume and create a policy for each one of them
An additional policy to handle all other traffic flows service 
(such as dns_tcp that relates to service 53), or for policy 
templates that relate to a specified traffic characteristic (such 
fragments).

Limiting the service number allows the user to better tailor th
Guard protection policies to its preferred traffic flow 
requirements.ith the characteristics of the policy template ma
be added with a service of ‘any’. 

This parameter may be defined only for policy templates that
detect services, such as tcp_services. It cannot be configure
for policy templates that relate to a specified 
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Caution Disabling a policy template results in the Guard’s inability to protect the zon
from traffic of the kind the policy template relates to. This may seriously 
compromise the Guard’s protection.
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Zone Traffic Learning and Policy 
Construction 

This chapter describes how to create traffic-tailored policies for zones on the 
Cisco Guard using the Web-Based Management (WBM).

This chapter includes the following sections:

• Overview

• Zone Traffic Learning (constructing policies and tuning policy thresholds 
using the learning processes)

• Zone Policies

• Snapshot and Compare Policies (a mechanism used to verify the learning 
process outcome)

Overview
The policies are the mechanisms that measure a particular traffic flow and take 
action against the flow as a result of threshold violation. The protection policies 
are constructed from policy templates. 

A Policy Template is a collection of policy constructing guiding rules that will be 
used during the learning phases to construct the zone’s policies.
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The learning process constitutes two phases, during which the Guard learns the 
zone’s traffic and adopts itself to its particular characteristics:

1. The Policy Construction Phase—In this phase the zone policies are create
using the Guard Policy Templates. This phase consists of traffic flowing 
transparently through the Guard, enabling it to discover the main service
used by the zone. 

2. The Threshold Tuning Phase—In this phase the policies are tuned to fit th
zone services traffic rates. This phase consists of traffic flowing transpare
through the Guard, enabling it to tune the thresholds for the services 
discovered in the policy construction phase. 

During this process, the Guard learns the zone’s traffic characteristics to acq
a basis to which to compare zone traffic and trace any anomalies that might
turn, become malicious.

After the policies are created, you may add and delete policies or change po
parameters such as thresholds, services, timeouts and actions.

The action taken by the policies could range from merely notifying to directin
the traffic to various Guard protection mechanisms or even dropping malicio
traffic.

For a comprehensive review of the learning process, refer to Chapter 5, “Zo
Configurations,” in the Cisco Guard User Guide.

For a comprehensive review of the policy procedures, refer to Chapter 9, 
“Advances Policy Procedures,” in the Cisco Guard User Guide.

Zone Traffic Learning
During the Learning phases, the Guard learns the zone’s traffic characteristi
The results of this stage will be translated into protection policies. The Learn
system constructs the Guard protection policies. These instruct the Guard 
Protection system how to regard the zone traffic flows. The Guard Learning ph
begins with the Guard traffic diversion mechanisms that divert the zone rout
traffic to the Guard. 
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Note Diversion must be configured before the learning process is initiated. 
zone diversion configuration is configured via the Guard routing configuration. 
For information regarding zone Diversion configuration, refer to Appendix A, 
“Diversion Configuration,” in the Cisco Guard User Guide.

The Guard’s tools for constructing protection policies are the Policy Templat
These define the types of zone policies to be created according to traffic 
characteristics. The policy templates also define the Maximum Services and
Minimum Threshold for each service policy in accordance to the guiding 
parameters provided (see Chapter 5, “Advanced Zone Procedures,” for further 
details).

Figure 6-1 Zone Learning Menu

Constructing Policies

In this stage the zone policies are created. Zone traffic flows transparently thro
the Guard, enabling it to discover the main services used by the zone. 

To initiate Learning Phase 1—Policy Construction:

From the Zone's main menu, select Learning > Construct Policies.

Note We recommend letting the Learning Phase 1—Policy Construction continue fo
least two hours prior to proceeding to the next phase.

After a sufficient period of time, end the Policy Construction phase.
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Terminating the Policy Construction Phase 
After a sufficient period of time (see not above), abort the learning process. You 
may decide how to handle the newly constructed policies. 

To accept the Guard’s suggested policies:

From the Zone's menu, select Learning > Accept (see Figure 6-1).

In this case, the Guard erases it's previously learned policies and thresholds

Note After accepting the newly constructed policies, you may manually add or rem
policies or change the policy parameters. See the “Adding a Service”, “Removing 
a Service” and “Configuring the Operational Parameters” sections for further 
details.

To accept the Detector's suggested policies selectively, see the “Accepting Policy 
Parameters Selectively” section.

To reject the Guard’s suggested policies:

From the Zone's menu, select Learning > Abort (see Figure 6-1).

In this case, the Guard stops the process and erases all its learned data. As a
the Guard falls back into its default settings (in the case of a new zone) or to
zone traffic configurations it had prior to the learning abortion.

To view the learning process outcomes prior to making a decision:

Use the snapshot procedure (see the “Snapshot” section in this chapter for 
further details). 
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Tuning Thresholds 
In this stage, the Guard further analyses the zone traffic and defines threshold for 
the policies constructed in the previous phase. The other policy operational 
parameters (the Timeout and Action) are configured by default. The Guard 
enables to configure its policy operational parameters.

To initiate Learning Phase 2—Threshold Tuning:

From the Zone's main menu, select Learning > Tune Threshold.

Note It is recommended to run the threshold-tuning phase during traffic peak time 
busiest day) for a period of a minimum 24 hours.

Terminating the Threshold Tuning Phase
After a sufficient period of time (see not above), abort the learning process. 
may decide how to handle the newly constructed policies. 

To accept the Guard’s suggested policies:

From the Zone's main menu, select Learning > Accept (see Figure 6-1).

In this case, the Guard erases it’s previously learned thresholds.

Note After accepting the new thresholds, you may manually change the policy 
parameters. See the “Configuring the Operational Parameters” section for further 
details.

To accept the Detector’s suggested policies selectively, see the “Accepting Policy 
Parameters Selectively” section.

To reject the Guard’s suggested policies:

From the Zone’s main menu, select Learning > Abort (see Figure 6-1).

In this case, The Guard stops the Threshold Tuning phase and adopts the P
Construction Phase results and the former thresholds results the Guard has
results in a situation in which newly constructed policies have thresholds tha
were obtained according to past traffic characteristics.
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To view the learning process outcomes prior to making a decision:

Use the snapshot procedure (see the “Snapshot” section in this chapter for 
further details). 

Zone Policies 

Overview 
The Guard policy structure consists of sections. Each policy section has diffe
role in relating to different traffic protection aspects.

To view the zone policies:

From the Zone's main menu select Configuration > Policy.

Figure 6-2 Policy Table

To navigate in the tree hierarchy, click the plus icon (+) or the minus icon (-) next 
to the tree or branch that you want to expand or collapse. Click the plus icon+) 
in the tables header to expand all policy levels. 
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To open the configuration window, click an item in the tree hierarchy. For 
example, in Figure 6-2, click 53 to open the service configuration window for the 
dns_tcp policy template.

The term Policy refers to a complete policy path: 

<policy-template-name><Service><Level><Type><Key>. For example: 
dns_tcp/53/analysis/pkts/dst_ip.

The term Policy section refers to a partial policy such as 
<policy-template-name><Service> or 
<policy-template-name><Service><Level>. For example, the policy section http 
or dns_tcp/53.

Tree items can have one of the following statuses:

• Active—marked in bold

• Inactive—marked as grayed out

• Disabled—marked as grayed out and crossed out

Below the zone location bar, a filter bar enables to selectively choose the pol
to be displayed according to their state (Active/Inactive/Disabled/All). 
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The Policy Table parameters consist of the following:

Parameter Description

Policy Template Indicates the policy template that was used to construct 
this policy.

Service Indicates the services the policy relates to. The Guard 
enables to add a service to better tailor the produced 
policies to the zone specific services. After adding a new 
service, you may define the threshold manually, 
however, it is recommended to run the threshold tuning 
phase (see the “Tuning Thresholds” section in this 
chapter for further details) to attune the policies to the 
zone's traffic. 

The service ‘any’ relates to all traffic that does not 
specifically match other services created from the sam
policy template.

Note A new service may be added to the following 
policy templates: 

• tcp_services, udp_services, tcp_services_ns—The
added service designates a port number. 

• other protocols—The added service designates a 
protocol number.

Level Indicates the Protection module used to process the 
traffic flow (analysis, basic or strong).
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Type Indicates the packet type. The packet types include: 

• auth_pkts—Packets that underwent either TCP 
handshake or UDP authentication. 

• auth_tcp_pkts—Packets that underwent TCP 
handshake.

• auth_udp_pkts—Packets that underwent UDP 
authentication.

• in_nodata_conns—Zone incoming connections that 
have no data transfer on the connection (packets 
without a data payload).

• in_conns—Zone incoming connections.

• in_pkts—Zone incoming DNS query packets.

• in_unauth_pkts—Zone incoming unauthenticated 
DNS queries. 

• num_sources—Number of TCP source IPs, 
destined to the zone, that have been authenticated 
the Guard’s anti-spoofing mechanisms.

• out_pkts—Zone incoming DNS reply packets.

• reqs—Request packets with data payload.

• syns—Synchronization packets—TCP SYN flagged 
packets.

• syn_by_fin—SYN and FIN flagged packets. 
Verifies the ratio between the number of SYN 
flagged packets and the number of FIN flagged 
packets. 

• unauth_pkts—Packets that did not undergo TCP 
handshake.

• pkts—All packet types that do not fall under any 
other category in the same detection level.

Parameter Description
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Key Indicates the key (traffic characteristics) that was used to 
aggregate the policies. 

Open the Type branch to view the key. The keys include: 

• dst_ip—Traffic destined to a zone IP address. 

• dst_ip_ratio—The ratio of SYN and FIN flagged 
packets destined to a specific IP address.   

• dst_port_ratio—The ratio of SYN and FIN flagged 
packets destined to a specific port. 

• global—A summation of all traffic flow as defined 
by the other policy sections. 

• src_ip—Traffic destined to the zone aggregated 
according to source IP address. 

• src_net—Traffic destined to the zone aggregated 
according to source subnet IP address. 

• dst_port—Traffic destined to a specific zone port. 

• protocol—Traffic destined to the zone aggregated 
according to protocol. 

• src_ip_many_dst_ips—This is the key used for ip 
scanning. Traffic from a single IP destined to many
zone IP addresses. 

• src_ip_many_ports—This is the key used for port 
scanning. Traffic from one IP destined to many zone 
ports. 

Threshold Indicates the threshold traffic rate for a specific policy. 
Once violated, the policy assumes an action to protect the 
zone. The threshold is set by default to a value 
appropriate for on-demand protection. It is adjusted by 
the threshold-tuning phase in the learning procedure, and 
can be manually configured.

Parameter Description
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Policy Configuration 
After completing the learning processes, you may wish to view specific policy 
operational parameters. Displaying these parameters may help you decide 
whether the policy operational parameters suit the zone’s traffic. You may, w
required, configure the policy operational parameters to better tailor the polic
the zone’s traffic requirements.

To view the zone policies:

From the Zone's main menu, select Configuration > Policy.

To configure a policy or policy section:

Click the required policy in the policy tree.

Adding a Service 

The new service is added to all policies that were created from the specified p
template.

To add a service to a policy:

1. Click the required policy in the Policy tree.

The Policy table is displayed. 

2. Click Add Service.

Action Indicates the action a policy assumes as a result of a 
threshold violation. See the “Configuring the 
Operational Parameters” section below for further 
details.

Timeout Indicates the minimum time span for the policy to apply
its action. Once the timeout expires, the Guard runs a 
procedure in order to determine whether or not to 
deactivate a dynamic filter that was produced by the 
policy (see the “Dynamic Filter Termination” section in 
Chapter 7, “Protecting Zones,” for further details).

Parameter Description
6-11
Cisco Guard Web-Based Management (WMB) User Guide

OL-6112-01



 

Chapter 6      Zone Traffic Learning and Policy Construction
Zone Policies

s 

d 
The new service is defined with default values. You may define the threshold 
manually, however, it is recommended to run the threshold-tuning phase (see the 
“Tuning Thresholds” section in this chapter for further details) to attune the 
policies to the zone's traffic.

Note A new service may be added to the following policy templates: 

• tcp_services, udp_services, tcp_services_ns—The added service designate
a port number.

• other_protocols, http—The added service designates a protocol number.

Removing a Service 

You may remove a specific service relating to a desired policy template.

Caution Removing a service prevents the Guard policies from relating to the remove
traffic service and may compromise the zone protection.

To remove a service from a policy:

1. Click the service number for the required policy in the Policy tree.

The Service table appears. 

2. From the bar, click Remove Service.
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Configuring the Operational Parameters 

Operational Parameters Overview

Once the zone policies are constructed and the thresholds tuned, you may 
manually configure the policy operational parameters.

The following Operational parameters may be configured:

Parameter Description

State Indicates the state of the policy section. These can be:

• Active—The policy is active. 

• Inactive—The policy measures traffic flow but does 
not take action if the threshold is violated. 

• Disabled—The policy is disabled.

Operation mode Indicates the interactive-status the pending Dynamic 
filters, created by the policy, assume. See the “Interactive 
Recommendations Mode” section in Chapter 7, 
“Protecting Zones,” for further details. 

Note Interactive-Status can be viewed and configured 
only for protected zones in interactive mode.
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The policy state may be configured from all policy sections. 

The operational parameters action, threshold and timeout can only be configured 
from the key level.

Action Indicates the actions a policy assumes as a result of a 
threshold violation. These are: 

• block-unauthenticated—The policy adds a filter that 
blocks traffic that was not authenticated by the 
anti-spoofing mechanism. 

• filter/strong—The policy adds a filter directing the 
traffic to the Strong protection module mechanisms.

• to-user-filters—The policy adds a filter directing the 
traffic to the user filters.

• filter/drop—The policy adds a filter directing the 
traffic to the Drop protection module to be dropped.

• notify—The policy notifies the user of the threshold 
violation.

• redirect/zombie—The policy adds a filter that 
enhances authentication for all User filters with an 
action of redirect.

Threshold Indicates the threshold traffic rate for a specific policy. 
Once violated, the policy assumes an action to protect th
zone. The threshold is measured in packets per second 
(pps) apart for the following policies:

• tcp_connections—measured in number of 
connections

• tcp_ratio—measured as the ratio number

Timeout Indicates the minimum time span for the policy to apply its
action. Once the timeout expires, the Guard runs a 
procedure in order to determine whether or not to 
deactivate a dynamic filter that was produced by the polic
(see the “Dynamic Filter Termination” section in 
Chapter 7, “Protecting Zones,” for further details).

Parameter Description
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Configuring the Policy State 

The Guard supports the following policy states:

• Disable—The policy does not relate to the traffic flow and so no threshold
obtained. As a result, the policies will have to undergo a new learning 
threshold-tuning phase to ensure correct thresholds are applied for the 
policies.

Note When a policy is disabled other policies regard its targeted traffic as th
and so all policies would have to undergo a new learning threshold-tun
phase before the policies are applied in protect mode.

• Inactivate—The policy relates to the traffic and obtains the threshold bu
launches no action when a threshold is violated. This procedure frees yo
from the need to pass the policy through a new learning threshold-tuning
phase. By default, all the Guard policies are activated.

• Activate—The policy relates to the traffic and issues an action once the 
thresholds is violated.

Caution Unnecessarily inactivation or disabling may prevent the Guard polic
from assuming their protective role and may compromise the zone
protection.

Note You may disable a desired policy section before or after any of the Learning
Phases. 

You may deactivate a desired policy section to prevent the policy from issuin
actions regarded as unwanted.

Note Running the policy-construction phase after disabling a policy might result in 
policy reconfiguration according to traffic flow. This could result in the policy
re-activation.
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The policy action, timeout and threshold may be changed at every section of the 
policy path. However, more policies are affected when these parameters are 
changed at the initial policy sections (such as Policy template or Port sections). 
Configuring these parameters at a high-level policy path hierarchy will change 
these parameters in all its sub-policy paths.

To change the policy state of a policy section:

1. Click on the desired policy section. 

2. Click the required policy state from the policy state bar (see Figure 6-3).

Figure 6-3 Policy Table Section

The policy section table provides additional information on the state and number 
of policies that are constructed from the viewed policy section.

To configure the policy’s state, open the policy details tables. See the 
“Configuring the Operational Parameters” section for further details.

Configuring the Policy Operational Parameters

Once the zone policies are constructed and the thresholds tuned, you may 
manually configure the policy operational parameters. 

To configure the operational parameters:

1. Open the policy up to the key level.

2. Click on the key of the policy to configure (for example, in Figure 6-2, click 
on dst-ip, global, src_ip or src_net). 
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The Policy details tables (Figure 6-4) are displayed. 

The Policy details includes three tables:

• The policy's definition— Policy Template, service, level, type and key

• The policy's operational parameters—state, action, threshold and timeou

• Specific IP threshold—this table is available only for specified policies (s
the “Specific IP Threshold Configuration” section for further details)

Figure 6-4 Policy Details Tables

To configure the operational parameters:

Click Config.

The Zone Policy Form is displayed. See the “Operational Parameters Overview” 
section for further information on the operational parameters.
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In case of known high-volume traffic IP source, you may configure a particular 
threshold to apply to that IP source address. 

In case of a non-homogenous zone (that is, a zone that has more than a single IP 
defined) for which there is known high-volume traffic only to part of the zone, you 
may configure a particular threshold to apply to that IP destination address.

Specific IP threshold can be configured for policies with traffic characteristics of 
source IP and subnet with the action of drop and a policy with traffic characteristic 
of destination IP with the actions of to-user, strong, notify, and drop (that is, 
Policies with a key of src_ip, dst_ip and src_net).

For these policy keys, an additional policy details table is available.

To configure a specific IP threshold:

1. Click Add. 

2. Enter the IP in the IP box and the threshold in the Threshold box.

3. Click OK.

To delete a specific IP threshold

1. Select the check box next to the specified IP address. 

2. Click Delete.
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The snapshot, along with the compare policies, is a mechanism used to verify the 
learning process outcome.

You may save a snapshot of the learning parameters (services, thresholds and 
other policy related data) at any time of the Learning phase, and later review it. 
The file containing the snapshot learning phase parameters, along with the zone 
configuration parameters, is saved under a user defined zone name. Thus, a new 
zone would be created bearing the configurations and policy parameters (number 
of services, thresholds, action, timeout, etc.) of the zone at snapshot time.

Note The Guard continues its Learning phases as the snapshot is taken. 

To create a snapshot of the zone’s learning parameters:

1. From the Zone’s main menu, select Learning > Snapshot.

Note The snapshot command is applicable while the zone is in Learning only. 

2. Enter the Snapshot’s name.

Note The Snapshot creates a new zone. After verifying the snapshot parameters, or 
comparing two snapshots, you may choose to delete the snapshot. Alternatively, 
you may keep the snapshot and delete the originating zone. 

See the “Compare Policies” section to compare the Policy parameters of two 
snapshots.

See the “Accepting Policy Parameters Selectively” section to selectively accept 
the snapshot parameters.
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Compare Policies
You may compare between the snapshot Learning parameters and the zone 
Learning parameters. The comparison is held to trace differences in policies, 
services, and thresholds. You may define the comparator’s differing sensitiv

In case differences are observed, you may change the base zone’s policy 
according to the compared zone policy parameters. This provides a powerful
that enables you to accept learnt policy parameters selectively (see the “Accepting 
Policy Parameters Selectively” section for further details).

To compare between two learning parameter files:

1. Perform one of the following:

• From the Zone’s main menu, select Configuration > Compare policies.

• From the Guard’s main menu, select Zones > Compare Zone policies.

The policy comparison query window appears.

2. Enter the following parameters:

Parameter Description

Base Zone The name of the base zone whose learning 
parameters are compared. The base zone’s 
policies may be changed according to the 
compared zone’s policy parameters.

Compared Zone The name of the zone or snapshot the 
learning parameters of the base zone are 
compared to.

Minimal difference The traced differing percentage. The 
Detector will trace any parameters that differ 
above the defined percentage.
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3. Click OK.

The policy comparison tables are displayed (see Figure 6-5).

Figure 6-5 Policy Comparison

The policy comparison consists of tables grouped into two sections. These are:

• Difference in services—The services in this section are displayed in two 
tables: 

– Services present only in the base zone policies. 

– Services missing from the base zone. These services are defined only in 
the compared zone. 

• Difference in policy parameters—Differences in the policy operational 
parameters (state, action, threshold, proxy-threshold) are displayed. Eac
section in the table presents the differences found in a single policy. The
upper row presents the policy and the operational parameters of the bas
zone. The lower row presents the policy and the operational parameters o
compared zone. 
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Accepting Policy Parameters Selectively
In case differences are observed while comparing policies, you may change the 
base zone’s policy according to the compared zone policy parameters. This 
provides a powerful tool that enables you to accept learnt policy parameters
selectively.

Figure 6-5 displays the policy comparison tables (see the “Compare Policies” 
section for further details).

The policy comparison consists of tables grouped into two sections. These a

• Difference in services—The services in this section are displayed in two 
tables: 

– Services present only in the base zone policies. You may choose to 
remove these services. 

– Services missing from the base zone. These services are defined only in 
the compared zone. You may choose to add these services to the base 
zone policies.

To remove services from the base zone policies:

1. Select the check box next to the required services under Services only in 
<Zone-name>.

2. Click Delete.

To add these services to the base zone policies: 

1. Select the check box next to the required services under Services missing 
from <Zone-name>.

2. Click Add.
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• Difference in policy parameters—Differences in the policy operational 
parameters (state, action, threshold, proxy-threshold) are displayed. Eac
section in the table presents the differences found in a single policy. The
upper row presents the policy and the operational parameters of the bas
zone. The lower row presents the policy and the operational parameters o
compared zone. 

To copy the policy operational parameters from the compared zone to the 
zone (from the lower row to the upper row): 

1. Select the check box next to the required policies. 

2. Click Copy Parameters.

Note Select the checkbox at the table header to select all table entries. 

Note The snapshot procedure creates a new zone. After comparing two zo
(or snapshots) and modifying the base zone policies, you may choos
delete the compared zone. 
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Protecting Zones

This chapter describes how to perform tasks for protecting zones on the Cisco 
Guard using the Web-Based Management (WBM).

Processes described in this chapter must be performed after completing the Cisco 
Guard configuration and zone configuration described in the previous chapters of 
this guide. 

This chapter includes the following sections:

• Overview

• Protecting the Zone (activate/deactivate protection)

• Dynamic Filters (View or add Dynamic filters during attack)

• Interactive Recommendations Mode (using the Guard’s recommendations)

Overview
Before activating the Cisco Guard’s protection for a zone, it is recommended
let the Guard study the zone’s traffic patterns. The learning process allows t
Cisco Guard to learn the traffic patterns of each zone and to create sets of 
recommended thresholds according to statistical analysis of the traffic. 

In case of an attack on the zone prior to completion of the zone learning pha
when the Guard hasn’t yet adopted its protection policy to suite the zone tra
the Guard has its ‘On-Demand’ protection. In such a situation, the zone protec
activates the Guard’s anti-spoofing and anti-zombie mechanisms quickly. Th
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default thresholds configured for a new zone, enable effective ‘On-Demand’
protection. Refer to Chapter 6, “On-Demand Protection,” in the Cisco Guard User 
Guide for further details. 

After learning the zone traffic characteristics, the Guard is ready to protect t
zone. You may wish to wait for an external indication (from the Cisco Detecto
any other means) of an attack before setting the Guard to protect the zone, 
command the Guard to protect the zone right after completing the zone 
configuration. During the zone protection process, the Guard diverts the zon
traffic and applies its protection policies.

When the Guard protection policies sense abnormal or malicious traffic (by me
of threshold violation), they dynamically configure a set of filters (Dynamic 
Filters) to direct the traffic to the appropriate protection module according to 
attack severity.

The Guard’s protection can be activated in two operation modes:

• Automatic protection mode—Activation of the dynamic filters is carried o
without user intervention.

• Interactive protection mode—Dynamic filters are activated manually, in a
interactive mode. The Dynamic filters are grouped as recommendations
await user decision. You may review these recommendations and manu
decide which of them to accept, ignore, or direct to automatic activation.

The operation mode is configured for each zone separately. See the “Creating 
Zones and Basic Zone Configuration” section in Chapter 4, “Zone Creation and 
Configuration,” for further details.

The Cisco Guard system provides a series of tools for adjusting a zone’s 
protection mechanism while protection is active. 

Note Before activating the Cisco Guard’s protection, traffic diversion for the zone’
traffic must be configured. For further information on zone diversion 
configuration, refer to Appendix A, “Diversion Configuration,” in the Cisco 
Guard User Guide. 
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Protecting the Zone
After learning the zone traffic characteristics, the Guard is ready to protect the 
Zone. During the zone protection process, the Guard diverts the zone traffic and 
applies its protection policies. 

Figure 7-1 Protection Menu

Activating Protection
To activate zone protection, perform one of the following:

• On the Zone's “home page”, click Protect.

• From the Zone’s main menu, select Protection > Protect. 

Note The Guard has its ‘On-Demand’ protection to answer the situation in which t
zone is under attack while the Guard hasn’t completed its learning phase an
hasn’t adopted its protection policy to suite the zone traffic. 

Refer to Chapter 6, “On Demand Protection,” in the Cisco Guard User Guide for 
further details.

Deactivating Protection
To deactivate the zone’s protection, perform one of the following:

• On the Zone's “home page”, click Deactivate.

• From the Zone’s main menu, select Protection > Deactivate.
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Zone Protection Verification
You may wish, now, to view the zone status and verify that the protection process 
is functioning properly. View the zone counters.

To view the zone counters:

From the Zone main menu, select Diagnostics > Counters.

To verify whether an attack is in progress, check the following:

Malicious traffic rate is greater than zero. 

To verify the zone protection is functioning properly while an attack is in 
progress, check the following:

• The number of active Dynamic filters (as can be viewed from the Zone’s
“home page”) is greater than zero.

• Legitimate traffic rate is greater than zero.

In case there is no attack on the zone and no indications of suspicious traffic, the 
Guard designates all diverted traffic as legitimate traffic and forwards it on to the 
zone. The Legitimate traffic counter would then equal that of the Received traffic 
counter. 

See Chapter 8, “Zone Statistics and Diagnostics,” for further details.

Dynamic Filters
The Guard analyses the diverted zone traffic in search of policy threshold 
violation. Once a policy threshold violation is observed, the Guard analyses 
results into a set of filters that are continuously adapted to the zone traffic and
of DDoS attack. This filter set consists of the Dynamic filters. Once abnorma
traffic is detected, the Dynamic filter, by default, refers the Guard to the Use
filters to compare between the User filters suggested action and the Guard 
suggested protection. You may access the dynamic filters and configure the
your needs. 

For a comprehensive overview of Dynamic filters, refer to Chapter 8, “Advanc
Filter Procedures,” in the Cisco Guard User Guide.
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To view the Dynamic filters, perform one of the following:

• From the Zone’s main menu, select Protection > Dynamic filters.

• On the Zone’s “home page”, click Active dynamic filters in the zone’s status 
summary table.

Figure 7-2 Dynamic Filters Table

The Dynamic filters table (Figure 7-2) displays the dynamic filters filtered 
according to the policy that created them.

The information in the table is related to the ongoing attack. The table includ
the following information:

Parameter Description

Created by Indicates the policy that created the filter. Clicking on the
policy name will display the Policy details (see the “Zone 
Policies” section in Chapter 6, “Zone Traffic Learning and 
Policy Construction,” for further details).

Activation Indicates the date and time the filter was activated.

Expiration Indicates the filter expiration time. Once the filter expires,
the Guard decides whether or not to deactivate the 
Dynamic filter that was produced by the policy according
to the Dynamic filter termination criteria (see the 
“Dynamic Filter Termination” section for further details). 

Src IP Indicates the source IP address the Dynamic filter is 
applied on.

Protocol Indicates the protocol number the Dynamic filter is applied
on.
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A value of “*” for any of the parameters indicates one of the following:

• The value is undetermined.

• More than one value was measured for the filter’s parameter.

Dst Port Indicates the destination port the Dynamic filter is applied
on.

Fragments Indicates whether the attack stream contains fragmented
packets.

Action Indicates the action taken by the filter. The following 
actions apply for the Dynamic filters:

• to-user-filters—Forwards the specified traffic to the 
user configured User filters.

• filter/strong—Applies Strong protection 
anti-spoofing mechanisms to the specified traffic.

• filter/drop—Drops the traffic.

• block-unauthenticated-basic—Drops 
unauthenticated traffic flow that has not been 
authenticated by the Basic anti-spoofing mechanism

• block-unauthenticated-strong—Drops 
unauthenticated traffic flow that has not been 
authenticated by the Strong anti-spoofing mechanism

• block-unauthenticated-dns—Drops unauthenticated 
traffic flow, flowing to DNS servers, that has not been
authenticated by the DNS anti-spoofing mechanisms

• redirect/zombie—The policy adds a filter that 
enhances authentication for all User filters with an 
action of redirect.

Rate (pps) Indicates the approximate attack rate.

Details Indicates whether additional information can be viewed fo
this filter. Click i for additional information.

Parameter Description
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To display detailed information on the filter:

Click i in the details column.

See the “Dynamic Filter Details” section for further details.

Dynamic Filter Termination
Once the Dynamic filter timeout expires, the Guard determines whether the 
Dynamic filter is to be inactivated. If the Guard decides not to deactivate the
Dynamic filter, the filter’s activation timeout resumes for another time span. T
dynamic filters will be inactivated when one of the following applies:

• The total zone Malicious traffic rate (equaling the sum of the spoofed and 
dropped traffic) is less than or equal to the Malicious-rate termination 
threshold.

• The Dynamic filter does not have an action of to-user-filter (the filter rate 
counter does not display N/A) and the Filter-rate termination threshold is 
equal to or greater than both the following:

– The Dynamic filter’s current traffic rate 

– The Dynamic filter’s average traffic rate during a user-configured tim
span (defined by the policy’s Timeout parameter) 

See the “Creating Zones and Basic Zone Configuration” section in Chapter 4, 
“Zone Creation and Configuration,” for further details on threshold configuration

Dynamic Filter Details
The Dynamic Filter Details provides detailed information on the dynamic filte

To display the detected anomalies details table:

From the details column in the Dynamic Filter table, click i.
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The Dynamic filter details screen (Figure 7-3) includes three tables:

• Information on the policy that created the filter, as detailed above.

• Information on the attack flow—Information on the attack that was mitigate
as detailed above.

Note The flow mitigated could be of a wider range than the detected attac
flow. For example, a non-spoofed attack on port 80 will block all TCP
traffic from the originating source IP and not only port 80.

• Information on the filter creation trigger:

Figure 7-3 Dynamic Filter Details

Parameter Description

Policy Threshold Indicates the threshold defined for the policy that was 
violated by the attack.

Triggering rate Indicates the approximate attack rate that triggered the 
production of the dynamic filter.
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Dynamic Filter Configuration
You may add or delete dynamic filters and configure them your needs.

Note You may access the Guard’s Dynamic filters and configure them to fit your 
protection policy. However, you should note that dynamic filters are designe
meet dynamically changing protection needs and so the Guard assigns them
limited lifespan (Timeout). The implication is that user-configured dynamic 
filters that do not out-weight the Guard’s Recognition decision will not be 
implemented. The user-configured dynamic filters are removed once the 
protection ends.

Deleting a Dynamic Filter

You may wish to delete a Dynamic filter.

To delete a Dynamic filter:

1. Select the check box next to the filter in the Dynamic Filters Details Tab
(see Figure 7-2).

2. Click Delete.

You may remove all Dynamic filters. The action is effective for a limited perio
of time since the Guard, being in Protection operation mode, continues to 
configure new Dynamic filters to adopt its protection to the dynamically chang
traffic state.
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Note To prevent undesired Dynamic filters from being reproduced, deactivate the 
policy that produces them (see the “Policy Configuration” section in Chapter 6, 
“Zone Traffic Learning and Policy Construction,” for further details). To find out 
which policy produced the undesired Dynamic filters see the sections about
viewing Dynamic filters in this chapter. Alternatively, you may perform one of t
following: 

• Configure a Bypass filter for the desired traffic flow (see the “Bypass Filter 
Configuration” section in Chapter 5, “Advanced Zone Procedures,” for 
further details). 

• Increase the Threshold of the policy that produced the undesired Dynamic 
filter (see the “Configuring the Policy Operational Parameters” section in 
Chapter 6, “Zone Traffic Learning and Policy Construction,” for further 
details).

Adding a Dynamic Filter

To add a Dynamic filter:

In the Dynamic Filters Details Table (see Figure 7-2), click Add.

The Dynamic Filter Form is displayed.

Enter the following information to configure the Dynamic filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to the 
Dynamic filter. Leave blank or enter * for ‘any’.

Source Subnet Directs traffic coming from a specified subnet to the 
Dynamic filter. Choose the subnet from the drop-down list

Protocol Directs traffic from a specified protocol to the Dynamic 
filter. The protocol is denoted by the its well known 
number. Leave blank or enter * for ‘any’.

Dst Port Directs traffic destined to a specified port to the Dynamic
filter. Leave blank or enter * for ‘any’.
7-10
Cisco Guard Web-Based Management (WMB) User Guide

OL-6112-01



 

Chapter 7      Protecting Zones
Dynamic Filters

s.

s.

 
.

Fragments Denotes specified traffic type for the filter to operate on. 
Choose from the drop-down list one of the following:

• without—The Dynamic filter acts on non-fragmented 
traffic.

• with—The Dynamic filter acts on fragmented traffic.

• *—The Dynamic filter acts on fragmented and 
non-fragmented traffic.

Action Indicates the action the filter performs on the specified 
traffic type. Choose the action from the drop-down list:

• to-user-filters—Forwards the specified traffic to the 
user configured User filters

• filter/strong—Applies Strong protection 
anti-spoofing mechanisms to the specified traffic.

• filter/drop—Drops the traffic.

• block-unauthenticated-basic—Drops 
unauthenticated traffic flow that has not been 
authenticated by the Basic anti-spoofing mechanism

• block-unauthenticated-strong—Drops 
unauthenticated traffic flow that has not been 
authenticated by the Strong anti-spoofing mechanism

• block-unauthenticated-dns—Drops unauthenticated 
traffic flow, flowing to DNS servers, that has not been
authenticated by the DNS anti-spoofing mechanisms

• redirect/zombie—The policy adds a filter that 
enhances authentication for all User filters with an 
action of redirect.

Parameter Description
7-11
Cisco Guard Web-Based Management (WMB) User Guide

OL-6112-01



 

Chapter 7      Protecting Zones
Interactive Recommendations Mode

ard 
e 
e 

ated 
ata 
 that 
ded 

er to 

e 
Interactive Recommendations Mode
In the Interactive Recommendation mode, the Guard enables you to decide on the 
activation of the filters the policies launch. The Guard functions in accordance 
with your decision to accept or ignore the filter’s activation. In this way, the Gu
lets you decide on the production of its protection measures in real time. Th
Guard in an interactive mode enhances your control over the activation of th
Guard’s protective measures as a DDoS attack progresses.

The recommendations are a summary of the pending dynamic filters aggreg
according to the policies that produced them. The Guard recommendation d
consists of the policy name that recommended it, data on the traffic anomaly
resulted in policy activation, the number of pending filters and the recommen
action.

For a comprehensive overview of the Interactive recommendations mode, ref
Chapter 10, “Interactive Recommendations Mode,” in the Cisco Guard User 
Guide.

Timeout (Sec) Indicates the minimal time for the filter to be active (see th
“Dynamic Filter Termination” section for further details). 

Enter an integer to specify the desired time measured in 
seconds.

Leave Blank for unlimited time. 

Note Unlimited time Dynamic filters are also deleted 
once protection is aborted.

Parameter Description
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Note Note that when the number of pending filters is higher than 1000, the newly added 
recommendations are recorded in Guard’s log-file and then discarded. You a
advised to perform the following:

1. Deactivate the zone (click Deactivate on the Zone’s home page).

2. Change the operation mode to automatic (see the “Creating Zones and Basic 
Zone Configuration” section in Chapter 4, “Zone Creation and 
Configuration,” for further details).

3. Re-activate zone protection (click Protect on the Zone’s home page).

Activating the Interactive Recommendations Mode
The operation mode is a characteristic of a zone. 

To activate the interactive recommendations mode:

1. From the Zone's main menu select Configuration > General.

2. Click Config.

3. Set the operation mode to interactive.

4. Click OK.

See the “Creating Zones and Basic Zone Configuration” section in Chapter 4, 
“Zone Creation and Configuration,” for further details.

You may choose to end the interactive mode of operation at any time and th
return to the automatic operation mode. This results in the Guard disregardin
decisions made while in the interactive mode. The policies resume their role
automatically producing and activating their filters and automatically accept 
pending Dynamic filters and recommendations.
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Viewing New Recommendations
New recommendations are indicated by following icon. 

The recommendations icon appears in the following locations:

• On the navigation pane, next to the zone’s icon in the All Zones list

• On the navigation pane, next to the zone’s icon in the Protected Zones list

• On the Zone’s “home page”, in the zone status bar

• In the Zone list table

When the Guard offers new recommendations, an additional indication is 
apparent in the form of a number of pending Dynamic filters that is greater than 
zero. This can be viewed in the Zone’s status summary on the Zone’s “home p
under Pending Dynamic filters. 

To view new recommendations, perform one of the following:

• From the Zone’s main menu select Protection > Recommendations.

• On the Zone’s “home page”, click Pending Dynamic filters in the zone’s 
status summary. 

Figure 7-4 Recommendations

The Recommendations table provides the following information:

Parameter Description

ID Indicates the protection recommendation ID number.

Recommendation Indicates the recommended action.
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A value of “*” for any of the parameters indicates one of the following:

Created By Indicates the policy that created the filter. Click on the 
policy name to display the Policy details (see the 
“Configuring the Policy Operational Parameters” section 
in Chapter 6, “Zone Traffic Learning and Policy 
Construction,” for further details).

# of PFs Indicates the number of pending Dynamic filters that 
constitute the recommendation. 

Each pending filter was created as a result of traffic flow
that violated the policy threshold. 

Click on the number to view the pending dynamic filters
that constitute the recommendation.

Attack flow Provides Information on the attack flow:

• Src IP—The source IP address of the attack stream

• Protocol—The protocol number of the attack stream

• Dst Port—The destination port of the attack stream

• Dst IP—The destination IP address of the attack 
stream

Thr. Indicates the policy threshold, in pps, that was violated

Min. Recent Rate:

Minimum attack rate measured in pps. 

Note The rate of the lowest pending filter is displayed
for Recommendations that aggregate several 
pending filters.

Max. Recent Rate:

Maximum attack rate measured in pps. 

Note The rate of the highest pending filter is displayed
for Recommendations that aggregate several 
pending filters.

Creation The date and time the recommendation was created.

Parameter Description
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• The value is undetermined.

• More than one value was measured for the filter’s parameter. To display the 
different values constituting ‘*’, view the complete list of pending filters.

Deciding on the Guard’s Recommendations
The Guard enables you to decide on its policy’s recommendations. Your decis
determine whether a pending filter will be activated, and for how long, or 
deactivated. You may also instruct the Guard to automatically, always activa
specific policy’s pending filters. This results in the Guard no longer displayin
that policy’s filters for you to decide on. 

You may, alternatively, decide to instruct the Guard to prevent a policy from 
producing recommendations (and their pending filters). To prevent a policy fr
producing recommendations, the policy should be disabled or inactivated. See the 
“Configuring the Policy Operational Parameters” section in Chapter 6, “Zone 
Traffic Learning and Policy Construction,” for further details.

As the DDoS attack continues and changes its characteristics, so the Guard
policies continue to produce recommendations that you will have to view an
decide on. Alternatively, you may change the operation mode to automatic du
the ongoing attack. 

The Guard activates the Dynamic Filters (see the “Dynamic Filters” section in this 
chapter for further details) produced by the policies for at least a user-define
(Filters timeout) time span.

Note Once the filter timeout expires, the Guard runs a checkout procedure in orde
decide whether or not to deactivate the Dynamic filter that was produced by
policy (see the “Dynamic Filter Termination” section for further details).

To decide on the Guard’s recommendations:

1. Enter the filter’s timeout, in the Filters timeout box (the filter timeout is 
measured in seconds).

2. Select the checkbox next to the recommendation. 

3. Click the required action (Accept, Always accept, Always ignore). 
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The available actions are:

You may also decide to selectively accept Pending Dynamic filters as opposed to 
accepting the recommendation. See the “Pending Dynamic Filters” section in this 
chapter for further details.

Note You may change an always-ignore decision made on a specific recommenda
by changing the interactive-status of the policy that created the recommendat
pending filters.

Pending Dynamic Filters
The pending Dynamic filters measure each flow that violated a threshold. Pen
Dynamic filters that were produced by the same policy are shown as a singl
recommendation.

To view the Pending Dynamic filters:

Click on the number of pending filters (“# of PFs” column) in the 
recommendations table (see Figure 7-4).

Accept Accept the specific recommendation. The recommendation
pending filters are activated.

Always Accept Accept the specific recommendation. The decision applies
automatically whenever the recommendation policy produce
new recommendations. 

Note The Guard doesn’t display the ‘always-accept’ 
recommendations.

Always Ignore Ignore the specific recommendation. No dynamic filter or 
filters will be produced by the recommendation. The decisio
automatically applies to all future recommendations 
produced by the recommendation's policy. 

Note The future Dynamic filters will only be ignored for 
the current protection. To prevent a policy from 
producing recommendations, the policy should be 
disabled or inactivated.
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Figure 7-5 Pending Dynamic Filters

The Pending Dynamic filters table (Figure 7-5) provides the following 
information:

A value of “*” for any of the parameters indicates one of the following:

• The value is undetermined.

• More than one value was measured for the filter’s parameter.

Parameter Description

Created by Indicates the policy that created the filter. Clicking on the
policy name will display the Policy details (See the “Zone 
Policies” section in Chapter 6, “Zone Traffic Learning and 
Policy Construction,” for further details.).

Activation Indicates the date and time the filter was created.

Src IP Indicates the source IP address of the attack stream.

Protocol Indicates the protocol number of the attack stream.

Dst Port Indicates the destination port of the attack stream.

Fragments Indicates whether the attack stream contains fragmented
packets.

Action Indicates the action taken by the filter.

Recent rate Indicates the current attack rate measured by the filter in
pps.

Rate (pps) Indicates the triggering rate. The approximate attack rate
that triggered the production of the dynamic filter.

Details Indicates whether additional information is available for 
this filter. Click i for additional information.
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Guard activates the Dynamic Filters (see the “Dynamic Filters” section in this 
chapter for further details) produced by the policies for at least a user-define
time span (filter timeout).

Note Once the filter timeout expires, the Guard runs a checkout procedure in orde
decide whether or not to deactivate the Dynamic filter that was produced by
policy (see the “Dynamic Filter Termination” section for further details).

To selectively accept a pending Dynamic filter:

1. Enter the timeout in the Filters timeout box (the filter timeout is measured 
in seconds).

2. Select the checkbox next to the required filter.

3. Click Accept.

To display detailed information for the filter:

Click i in the details column. 

See the “Pending Dynamic Filter Details” section for further details.
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The pending Dynamic filter details includes three tables:

• Information on the policy that created the filter—as detailed above.

• Information on the attack flow—as detailed above.

• Information the trigger for the filter creation:

Figure 7-6 Pending Dynamic Filter Details

Parameter Description

Policy Threshold Indicates the threshold defined for the policy that was 
violated by the attack.

Triggering rate Indicates the approximate attack rate that triggered the 
production of the dynamic filter.

Recent Rate Indicates the Current rate measured by the filter in pps.
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Zone Statistics and Diagnostics

This chapter describes how to perform tasks used for monitoring zones and 
displaying various zone statistics and diagnostics on the Cisco Guard using the 
Web-Based Management (WBM).

This chapter includes the following sections:

• Zone Counters

• Zone Protection Summary Report

• Zone Attack Reports

• HTTP Zombies

• Zone Event Log

Zone Counters 
The zone counters (Figure 8-1) enable you to analyze the zone’s traffic in orde
to verify the zone’s status and to determine whether the zone protection is 
functioning properly. The zone counters are graphically displayed for a 
configurable period of time and enable to view how the zone protection is 
evolving. The counter information relates to the current zone.
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To view the zone counters:

From the Zone’s main menu select Diagnostics > Counters.

The following Counters are displayed:

• Legitimate—Legitimate traffic forwarded by the Guard to the zone.

• Malicious—Malicious traffic, destined to the zone, handled by the Guard
Malicious traffic is the sum of dropped packets and spoofed packets (wh
also include the zombie packets).

• Received—Total packets received, destined to the zone, handled by the 
Guard. Received packets are the sum of legitimate traffic and malicious
traffic.

• Dropped—Packets that were identified by the Guard as part of an attack
destined to the zone, and therefore dropped. 

• Replied—Packets, destined to the zone, to which replies were sent to th
initiating client as part of the anti-spoofing or anti-zombie mechanisms in
order to verify if they are part of authentic traffic or part of an attack.

• Spoofed—Packets, destined to the zone, that were identified by the Guar
spoofed packets and therefore not forwarded to the zone. Spoofed packe
replied (bounced) packets (see Replied counter above for further details
which no replies were received. 

Zombie packets are also counted in the spoofed packets counter.
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Figure 8-1 Zone Counters

For each of the counters, the following information is available:

• Shown in Graph—Specifies whether the counter will be shown in the grap
below.

• Packets—Total amount of packets, destined to the zone, since last reloa

• Bits—Total amount of bits, destined to the zone, since last reload.

• pps—Current traffic rate, destined to the zone, measured in packets per
second.

• bps—Current traffic rate, destined to the zone, measured in bits per sec

By default, legitimate and malicious traffic counters are displayed for a period
the past two hours and are measured in bits per second (bps). 

To update the graph:

1. Select the check boxes next to the counters to be displayed.

2. Choose the period of time. 

3. Choose the traffic rate units. 

4. Click Update Graph. 
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Below the graph is a legend that identifies the counters. For each counter in the 
graph, the minimum, maximum and average rate are displayed for the period of 
time and rate units chosen.

Traffic Analysis
It is important to analyze the traffic flow in order to determine whether traffic is 
flowing properly to the zone. The following section provides guiding details to 
help you analyze the traffic flow and provide an indication on possible problems 
and their solutions.

Having Received and Legitimate (forwarded to the zone) packets greater than zero 
indicates a proper functioning of the Guard diversion mechanism.

A received packets number greater than the legitimate, and a malicious packets 
number greater than zero indicate proper protection functioning. This isn’t a
absolute indicator for fully traffic-tailored functioning and you may also wish 
view the Dynamic filters. 

A Received packets number greater than the legitimate packets number, an
dynamic filters produced, provide an indication that the Guard has identified
attack.

You should observe the following in light of both work experience and traffic
knowledge:

• If there are dropped packets, you should verify whether a trusted IP source is 
blocked by a Dynamic filter. You may wish to have that source IP bypass the 
Guard filters (see the “Bypass Filter Configuration” section in Chapter 5, 
“Advanced Zone Procedures,” for further details).

• If a policy has produced filters that drop too many IP flows, you should verify 
whether filters are blocking flows from source IP addresses that seem 
legitimate but are sending traffic in rates above the thresholds. In such a 
situation, you may wish to increase the policy’s threshold or prevent its 
further production by deactivating it (see the “Zone Policies” section in 
Chapter 6, “Zone Traffic Learning and Policy Construction,” for further 
details).

• In case the Received packets current rate (pps and bps) = 0, or the number of 
legitimate packets stays constant for a long period of time, refer to the 
“Problem Analysis” section in this chapter.
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Note that the counters (Packets or Bits) would display a constant number as they 
are accumulated. The graph and the legitimate traffic current rate (pps and bps), 
displayed in the legend, would display legitimate packets = 0 as they display the 
current traffic rate.

Problem Analysis
When the Received counters (Packets or Bits) or Legitimate counters (Packets or 
Bits) equals 0, this could indicate a problem. This problem could be either or both 
of the following:

• A case in which the Guard does not receive the packets destined to the zone 
(Received counters = 0)—This indicates a diversion problem or a netwo
configuration problem. Refer to Appendix B, “Diversion Troubleshooting
in the Cisco Guard User Guide for further details.

• A case in which the Guard receives the zone’s diverted traffic packets b
blocks them from being forwarded to the zone (Received counters ≠ 0 and 
Legitimate current rate (pps or bps) = 0 across a period of time)—This may 
indicate legitimate traffic was falsely identified as malicious traffic and is 
being dropped. 

The example shown in Figure 8-2 describes a situation in which almost all the 
traffic destined to the zone is dropped. 

Figure 8-2 Problem analysis: Rcv ≠0, Legitimate = 0

• Erase the drop-action Dynamic filter.

• Deactivate the protection policy that produced the drop-action Dynamic filter 
so that no policies of the kind that produced the drop-action Dynamic filter 
would be reproduced (avoiding taking this action would result in the 
drop-action filter re-appearing).
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Caution Deactivating the protection policy that produced the Dynamic filter compromises 
the zone protection.

The above-mentioned problem could occur in one of the following situations:

• The protected zone receives no traffic. 

• All the traffic destined to the zone is identified by the Guard as malicious.

Tip These situations are likely to occur in a lab setup and are less likely to occur in 
real-world networks.

Zone Protection Summary Report
The Guard provides a protection summary report for each zone to help in forming 
a clearer picture of the detected attacks on the zone. It provides a summary of the 
DDoS attacks on the zone during a user-defined period of time. The Guard records 
the relevant details during attacks and organizes the data under the report 
categories. The report details the total number and intensity of the attacks. In 
addition, the report provides a list of the attacks with a short summary. The reports 
are accompanied with a graphical presentation of the data. 

To view the zone Detection Summary report:

From the Zone’s main menu, select Diagnostics > Attack Reports.

The zone protection summary report consists of data fields and tables. These are 
grouped in three sections:

• Protection Graph

• Total Attack Statistics

• Per Attack Summary

By default, the report is displayed for a period of the past month. 

To change the report tables display settings:

1. Enter the required period of time (enter the Period from and to dates):

a. Click on the calendar icon (on the right side of each field). 
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b. Select a date.

2. Click Get Reports. 

Protection Graph
The protection graph provides a graphical summary of the attacks during the 
user-defined period of time.

Figure 8-3 Zone Protection Summary Report – Protection Graph

The X-axis displays the time during which the attack occurred. The Y-axis 
displays the average attack rate in packets per second (pps). Each attack is 
represented by a bar. If you place your mouse cursor over any of the attack bars 
and hold it there for a few seconds, a small box (a ToolTip) appears displaying the 
average attack rate. 

The bar also provides a link to the attack report. 

To display the attack report:

Click on the attack bar. 
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Total Attack Statistics
The total attack statistics table (Figure 8-4) provides information on the number 
of attacks on the zone and the aggregated attack details during the user-defined 
period of time. 

Figure 8-4 Zone Protection Summary Report—Total Attack Statistics

The following information is provided:

Parameter Description

Attacks Mitigated Indicates the number of attacks mitigated

Attacks Duration Indicates the aggregated duration of the mitigated attacks

Max. Traffic Rate Indicates the maximum amount of malicious traffic 
(measured in packets), destined to the zone, handled by the 
Guard

Total Rx Indicates the total amount of traffic (measured in packets), 
destined to the zone, handled by the Guard

Total Blocked Indicates the total amount of traffic (measured in packets), 
destined to the zone, that was dropped by the Guard

Legitimate vs. 
Malicious Traffic

A pie chart that displays the percentage of Malicious traffic 
(displayed in red), and Legitimate traffic (displayed in 
blue) within the total amount of zone traffic
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Per Attack Summary
The Per Attack Summary provides a list of the DDoS attacks on the zone during 
the user-defined period of time.

Figure 8-5 Zone Protection Summary Report—Per Attack Summary

The table columns provide the following information on each attack:

Parameter Description

# Indicates the mitigated attack identification number (ID).

Start time Indicates the mitigated attack date and time.

Duration Indicates the mitigated attack duration in hours, minutes, and 
seconds.
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Each field in the table provides a link to the attack report.

Type Indicates the mitigated attack type: 

• Client Attack—All non-spoofed traffic anomalies

• Malformed Packets—All traffic anomalies identified as 
consisting of maliciously malformed packets

• Spoofed—Traffic anomalies identified as a DDoS attack
coming from a spoofed source 

• User Defined—All anomalies handled by the user 
filters. These could either function by default or be use
configured

• Zombie—Traffic anomalies identified as originated by 
zombies

• Hybrid—An attack composed of several attacks with 
different characteristics 

• Traffic Anomaly—An anomaly that was detected for a 
short period of time and therefore did not require 
mitigation

Peak (pps) Indicates the maximum attack rate measured in packets pe
second.

Received Pkts Indicates the Total amount of packets, destined to the zone
that was handled by the Guard during the attack.

Legitimate vs. 
Malicious Traffic

A pie chart that displays the percentage of Malicious traffic
(displayed in red), and Legitimate traffic (displayed in blue)
within the total amount of traffic during the attack.

Parameter Description
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Zone Attack Reports
The Guard provides an attack report for each zone to help in forming a clearer 
picture of an attacked zone. The attack report details an attack that begins at the 
production of the first dynamic filter and ends at protection termination (either by 
a user decision or by the action of the Protection-end Timeout parameter). The 
Guard records the relevant details during an attack and organizes the data under 
the report category columns. The produced report (or reports) is available for 
view. Attack reports are available not only on past attacks but also on the current 
attack (termed as “Attack in progress”).

To view the list of the zone attack reports:

From the Zone’s main menu, select Diagnostics > Attack Reports.

To view the attack details, perform one of the following:

• In the Protection Graph, click on the attack bar.

• In the Per Attack Summary table, click on one of the fields of the required 
attack.

A shortcut to the current attack (“Attack in progress”) details is also provided
from the Zone’s “home page”.

To view the current attack details:

On the Zone's “home page”, click Report.

The attack report consists of data fields and tables. These are grouped in th
sections:

• General Details

• Attack Statistics

• Dropped/Bounced Packets

• Detected Anomalies

• Mitigated Attacks

• HTTP Detected Zombies
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General Details
The general details section (Figure 8-6) provides information related to attack 
timing. It consists of information on the attack start time, the attack end time and 
the attack duration.

Figure 8-6 Attack Report—General Details

Note Counters that do not denote rate are specified by an integer. The units are bits, 
kilo-bits, kilo-packets, mega-bits, and packets in correspondence to the statistics 
units specified from the drop-down list.

To change the units by which the report is displayed: 

1. Choose the units from the drop-down list. 

2. Click Set units.

Attack Statistics
The attack statistics table (Figure 8-7) provides information on the following 
packet types:

• Received—Traffic, destined to the zone, received by the Guard.

• Forwarded—The clean and legitimate traffic forwarded to the zone.

• Replied—Traffic, sent to the client as part of the Guard’s anti spoofing an
anti-zombie mechanisms. 
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• Dropped—The total amount of packets, destined to the zone, dropped by
Guard.

Figure 8-7 Attack Report—Attack Statistics

The following information is provided on each packet type:

The traffic rate is displayed in the units selected from the drop-down list in the 
general details section.

Parameter Description

Total Indicates the total amount of packets of the 
specified category

Max Rate Indicates the maximum measured packet rate

Average Rate Indicates the average packet rate

% Indicates the percentage the packets make of 
the received packets
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Dropped/Bounced Packets
The Dropped/Bounced table (Figure 8-8) classifies packets that were identified as 
malicious traffic and therefore dropped or replied (bounced). The packets are 
categorized by the mechanism that identified them (the table rows). The table 
columns represent different quantification units.

Figure 8-8 Attack Report—Dropped/Bounced Packets

The table rows represent the following filters:

• Rate limiter—Packets dropped by the rate limiter or by filters for which a
rate limit was configured. The rate limiter limits the traffic rate to the zon
(see the “Zone Management” section in Chapter 4, “Zone Creation and 
Configuration,” for further details).

• Flex filter— Packets dropped by the Flex filter. The Flex filter is used to count 
or drop a specified packet flow (see the “Flex Filter Configuration” section 
in Chapter 5, “Advanced Zone Procedures,” for further details).

• User filter—Packets dropped by the User filter. The User filter is used to 
direct a specified traffic flow to the desired Guard protection modules (see 
the “User Filter Configuration” section in Chapter 5, “Advanced Zone 
Procedures,” for further details).

• Dynamic filter—Packets dropped by the Dynamic filter. Dynamic filters ar
created by the Guard as the result of the analysis of traffic flow (see the
“Dynamic Filters” section in Chapter 7, “Protecting Zones,” for further 
details).

• Spoofed—Packets that were identified by the Guard as Spoofed packets
packets originated by zombies and therefore not forwarded to the zone.
Spoofed packets are Replied (bounced) packets to which no replies wer
received.
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• Malformed—Packets, destined to the zone, dropped because they were
analyzed as malformed.

The following information is available on each packet quantification:

The traffic is measured in the units selected by the drop-down list in the gen
details section.

Detected Anomalies
The Detected Anomalies table (Figure 8-9) details the traffic anomalies the Guard
detected in the zone's traffic. The Guard classifies a flow as an anomaly wh
requires the production of a Dynamic filter. These anomalies may be occasi
or of the kind that turns into systematic DDoS attacks. The Guard clusters 
anomalies with identical type and flow parameters (such as source IP addre
destination port) under one anomaly type.

Parameter Description

Total Indicates the total amount of 
dropped/bounced packets

Max Rate Indicates the maximum measured packet rat

Average Rate Indicates the average packet rate

% Indicates the percentage the packets make o
the total dropped/bounced packets
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Figure 8-9 Attack Report—Detected Anomalies

The following information is provided for each anomaly:

Field Name Description

# Indicates the detected anomaly identification number (ID).

Start time Indicates the anomaly detection date and time.

Duration Indicates the anomaly duration in hours, minutes, and 
seconds.
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Type Indicates the detected anomaly type:

• Tcp_connections—A detected flow with unusual 
number of TCP concurrent connections with or 
without data.

• HTTP—An unusual HTTP traffic flow. 

• Tcp incoming—A detected flow attacking a TCP 
service when the zone is a server. 

• Tcp outgoing—A detected attack flow in which the 
client seems to be the zone, such as SYN-ACK attack
on connections initiated by the zone, when the zone i
the client. 

• Unauthenticated tcp—A detected flow that the Guard 
anti-spoofing mechanisms haven't succeeded in 
authenticating. For example, ACK flood, FIN flood or 
any other flood of unauthenticated packets. 

• DNS (Udp)—An attacking DNS-UDP protocol flow. 

• DNS (Tcp)—An attacking DNS-TCP protocol flow. 

• Udp—An attacking UDP protocol flow. 

• Non tcp/udp protocols—A non TCP/UDP attacking 
protocol flow. 

• Fragments—A detected flow with an unusual quantity 
of fragmented traffic. 

• TCP ratio—A detected flow with an unusual ratio 
between different types of TCP packets (e.g. SYN 
packets versus FIN/RST packets).

• IP scan—A detected flow initiated from source IP 
address that tried to access many zone destination I
addresses. 

• port scan—A detected flow initiated from source IP 
address that tried to access many zone ports. 

• user detected—An anomaly flow detected by the user.

Field Name Description
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A value of “*” for any of the parameters indicates one of the following:

• The value is undetermined.

• More than one value was measured for the anomaly’s parameter.

A value of “#” for any of the parameters indicates the number of values meas
for that anomaly's parameter.

Triggering rate Indicates the anomaly traffic rate that violated a policy 
threshold.

% Threshold Indicates the percentage by which the triggering rate is 
above the policy threshold.

Anomaly Flow Indicates the anomaly traffic flow. The parameters of the
common flow characteristics are displayed. The 
information includes parameters such as the anomaly 
protocol number, the destination IP address of the traffic
flow and the flow packet types. 

If the anomaly flow is on a specified port, it is displayed as
dst=<ip address>:<port>

Details Indicates whether additional information can be viewed fo
this filter. Click i for additional information.

Field Name Description
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Detected Anomalies Details

The detected anomalies details table provides information on the dynamic filters, 
clustered according to the producing policy, that constitute the detected anomaly.

To display the detected anomalies details table:

From the details column in the detected anomalies table, click i.

The following information is provided:

Parameter Description

Start time Indicates the date and time the anomaly was detected.

End time Indicates the expiration date and time of the Dynamic filter 
that was activated. 

Rate (pps) Indicates the rate measured in packets per second.

• Thresh—Indicates the policy threshold that was 
violated by the detected anomaly. 

• Triggered—Indicates the anomaly traffic rate that 
violated a policy threshold. 

Count Indicates the number of packets that were handled by th
Dynamic filter. 

Detected flow Provides information on the detected attack flow—the flow
that caused the production of the Dynamic filter. 

• Prot.—Indicates the detected flow protocol number. 

• Src IP—Indicates the detected flow source IP. 

• Src Port—Indicates the detected flow source port. 

• Dst IP—Indicates the detected flow destination IP. 

• Dst Port—Indicates the detected flow destination port.

• frag.—Indicates the fragmentation characteristics of 
the detected traffic flow. 

• Type—Indicates the detected anomaly type. Refer to
the “Detected Anomalies” section in Chapter 11, 
“Attack Reports,” in the Cisco Guard User Guide for 
further details.
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Action flow Provides information on the action flow - the flow that was 
addressed by the Dynamic filter. The action flow could be 
of a wider range than the detected flow. For example, the 
detected flow could indicate a specific source port for a 
specific source IP whereas the action flow will indicate all 
source ports for the specified source IP. The columns 
represent the dynamic filter traffic data.

• Prot.—Indicates the detected flow protocol number. 

• Src IP—Indicates the detected flow source IP. 

• Src Port—Indicates the detected flow source port. 

• Dst IP—Indicates the detected flow destination IP. 

• Dst Port—Indicates the detected flow destination port

• frag.—Indicates the fragmentation characteristics of 
the action flow.

Parameter Description
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Mitigated Attacks
The Mitigated Attacks table (Figure 8-10) details the actions the Guard took 
against the traffic anomalies (described in the Detected Anomalies table) that 
proved to be a hazard for the zone. These actions could take the form of 
anti-spoofing or anti-zombie mechanisms, user filters with a drop action, rate 
limit, etc. The Guard clusters mitigation actions with identical types and flow 
parameters and displays them under the same mitigation action.

Figure 8-10 Attack Report—Mitigated Attacks

The following information is provided on each mitigated attack:

Field Name Description

# Indicates the mitigated attack identification number (ID).

Start time Indicates the mitigated attack date and time.

Duration Indicates the mitigated attack duration in hours, minutes, 
and seconds.
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Attack Type Indicates the mitigated attack type: 

• Spoofed—This type includes all traffic anomalies 
identified as a DDoS attack from a spoofed IP source

• Client Attack—This type includes all traffic 
anomalies determined as a DDoS attack from an 
unauthenticated IP source.

• User Defined—This type includes DDoS attacks 
identified due to user filter definition. This includes all 
packets dropped due to user definitions such as 
anomalies handled by the user filters (see the “Zone 
Filter Configuration” section in Chapter 5, “Advanced 
Zone Procedures,” for further details).

• Zombie—This type includes all traffic anomalies 
identified as a DDoS attack originated by zombies

• Malformed Packets—This type includes all traffic 
anomalies determined as a DDoS attack consisting o
maliciously malformed packets.

The protection modules basic or strong, are indicated in 
brackets.

For a comprehensive overview of the sub-types of each 
attack type, refer to Chapter 11, “Attack Reports,” in the 
Cisco Guard User Guide.

Triggering rate Indicates the mitigated attack traffic rate. The triggering 
rate is applicable only for client attacks or user defined 
attacks. It is not applicable for spoofed or malformed 
attacks.

% Threshold Indicates the mitigated attack rate percentage of the polic
threshold.

Anomaly Flow Indicates the traffic flow of the anomaly that was mitigated
The parameters of the common flow characteristics are 
displayed. The information includes parameters such as th
anomaly protocol number, the destination IP address of th
traffic flow and the flow packet types. 

Field Name Description
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A value of  “*” for any of the action flow or anomaly flow parameters indicate
one of the following:

• The value is undetermined.

• More than one value was measured for the anomaly’s parameter.

A value of  “#” for any of the action flow or anomaly flow parameters indicate
the number of values measured for that mitigated attack's parameter.

Mitigated Attack Details

The mitigated attack details table provides information on the mechanisms t
were used to mitigate the attack.

To display the mitigated attack details table:

From the details column in the mitigated attack table, click 

The following information is provided:

Action flow Indicates the traffic characteristics of the flow after the 
attack mitigation. The parameters of the common flow 
characteristics are displayed. 

Dropped Indicates the counter for traffic that was dropped during th
attack mitigation.

Details Indicates whether additional information can be viewed fo
this filter. Click i for additional information.

Field Name Description

Parameter Description

Start time Indicates the date and time the anomaly was detected.

End time Indicates the expiration date and time of the Dynamic filte
that was activated. 

Rate (pps) Indicates the rate measured in packets per second.

• Thresh—Indicates the policy threshold that was 
violated by the detected anomaly. 

• Triggered—Indicates the anomaly traffic rate that 
violated a policy threshold. 
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Count Indicates the number of packets that were handled by the 
Dynamic filter. 

Detected flow Provides information on the detected attack flow - the 
detected flow that was mitigated.

• Prot.—Indicates the detected flow protocol number. 

• Src IP—Indicates the detected flow source IP. 

• Src Port—Indicates the detected flow source port. 

• Dst IP—Indicates the detected flow destination IP. 

• Dst Port—Indicates the detected flow destination port.

• frag.—Indicates the fragmentation characteristics of 
the detected traffic flow. 

• Type—Indicates the detected anomaly type. Refer to
the Detected Anomalies section in Chapter 11, “Attack
Reports,” in the Cisco Guard User Guide for further 
details.

Action flow Provides information on the action flow - the flow that was
addressed by the mitigation mechanism. The action flow
could be of a wider range than the detected flow. For 
example, the detected flow could indicate a specific 
destination port for a specific destination IP whereas the
action flow will indicate all destination ports for the 
specified destination IP. The columns represent the 
dynamic filter traffic data.

• Prot.—Indicates the detected flow protocol number. 

• Src IP—Indicates the detected flow source IP. 

• Src Port—Indicates the detected flow source port. 

• Dst IP—Indicates the detected flow destination IP. 

• Dst Port—Indicates the detected flow destination port

• frag.—Indicates the fragmentation characteristics of 
the action flow.

Parameter Description
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HTTP Detected Zombies
An indication of a detected HTTP zombie attack will appear in the General 
Details section (see Figure 8-11). 

Figure 8-11 HTTP detected zombies

To view the list of detected HTTP zombies:

Click i, or click Show HTTP detected zombies.

The http zombie list is displayed.

See the “HTTP Zombies” section in this chapter for further details.

HTTP Zombies
The HTTP Zombies list (Figure 8-12) enables you to analyze the zone’s traffic 
and view the list of zombies that initiated the attack. This provides the capab
to take action against the zombies. 

To view the list of HTTP Zombies:

From the Zone's main menu, select Diagnostics > HTTP Zombies.
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Figure 8-12 HTTP Zombies list

The following information is provided on each Zombie:

Zone Event Log
The zone event log (Figure 8-13) displays monitoring and troubleshooting 
information that relate to the zone. 

To view the zone event log:

From the Zone’s main menu select Diagnostics > Event log.

Parameter Description

IP Indicates the zombie IP address

Start Time Indicates the date and time the zombie connection was 
initially identified

Duration Indicates the duration of the zombie attack

“get” Requests Indicates the number of HTTP get requests sent by the 
zombie 
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Figure 8-13 Zone Event Log

The event severity levels are:

To filter the events according to their severity level: 

1. Select the check boxes next to the requested severity levels.

2. Click Filter Events.

Event Level Description

Emergencies System is unusable

Alerts Immediate action required

Critical Critical condition

Errors Error condition

Warnings Warning condition

Notifications Normal but significant condition

Informational Informational messages

Debugging Debugging messages
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Access Control List 

(ACL)

ACL’s act as a basic method of limiting access to the network. They constitu
sequential lists of permit and deny conditions. The lists define the connectio
permitted to pass through a device, usually a router. 

Analysis Module This module is active during the Guard Protection mode of operation. When 
DDoS attack signs are indicated the Guard directs the diverted Zone traffic t
flow through this module. The analysis module lets the Zone traffic flow 
unobstructed. The module analyzes the flows, allowing the recognition modu
to sample them.

Anti-Spoofing A security feature designed to prevent unauthorized access to a network thro
the technique known as IP spoofing. See IP spoofing.

ARP Redirect Attack An attack on a local subnet using the ARP protocol. 

B

Bandwidth 

Saturation Flood

A flood of simple HTTP requests for static content targeted towards Web 
servers; stresses routers, firewalls, IDS, and load balancers. A failure in any
these nodes constitutes network's susceptibility. 

basic/default A User filter used when the user is not sure which action is to be chosen. Th
basic/default examines the flow and determines which action is to be taken. T
User filter is used for UDP traffic.

basic/dns-proxy A User filter used for authentication of TCP DNS applications.

basic/redirect A User filter used for authentication of applications over http.
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basic/reset A User filter used for authentication of application over TCP, excluding http.

Basic Module This module is active during the Guard Protection mode of operation. This 
module utilizes the Guard initial Challenge-and-Response based anti-spoofing 
mechanisms. The Guard directs the traffic to the Strong protection module either 
in the case of an escalation or in certain cases which require the Strong 
anti-spoofing mechanisms to handle the suspected traffic flows.

block-

unauthenticated

A policy action that directs traffic to an anti-spoofing mechanism that deals with 
unauthenticated traffic.

block-unauthenticat

ed-basic 

A Dynamic filter action that drops unauthenticated traffic flow that has not been 
authenticated by the Basic anti-spoofing mechanisms.

block-unauthenticat

ed-strong 

A Dynamic filter action that drops unauthenticated traffic flow that has not been 
authenticated by the Strong anti-spoofing mechanisms.

block-unauthenticat

ed-dns 

A Dynamic filter action that drops unauthenticated traffic flows, flowing to DNS 
servers, that have not been authenticated by the DNS anti-spoofing mechanisms.

Burst/Burst-Size The highest traffic peak (burst size rate) allowed to pass to the Zone. The 
burst-size units are: Kpps—Kilo packets per second; pps—Packets per seco
Kbps—Kilo bits per second; Mbps—Mega Bits per second, and bps—Bits pe
second.

Bypass filter A filter designed to enable the user to direct desired traffic flows to bypass th
Guard protection mechanisms. Thus, the user can better adopt the Guard to
protection policy.

C

Client attack Attacks from legitimate sources, which open half connections causing a serv
to exhaust.

Combination attack Multi-platform DoS attack, which integrates BONK, JOLT, LAND, Nestea, 
Netear, SynDrop, and Winnuke—all into one attack. It is targeted at any/all 
network nodes (such as routers, firewalls, web servers, IDS systems).
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Command Line 

Interface (CLI)

A prompt line interface from which the user performs its operations. 

Comparator A Guard module that compares between the input from the Guard Dynamic 
filters and the input from the Guard User filters. The Comparator then picks and 
executes the more severe protection means.

D

DDoS See Distributed Denial of Service.

Denial of Service 

Attack (DoS)

Forms of computer network communication sabotage via exploitation of 
computer communication protocols. The purpose of the attack is overwhelming 
the target with spurious data in order to prevent legitimate connection attempts 
from succeeding. DoS attacks do not reveal sensitive data to the attacker in 
contrast to attacks whose purpose is to penetrate the target system. In these kinds 
of attacks, the skillful attacker tries to choke down networks and servers in vital 
network junctions. A successful attack may cause considerable revenue and 
resources loss. Examples of DoS attacks are SYN Flood, Tribal Flood Network 
(TFN), and ping of death.

Distributed Denial of 

Service (DDoS) 

Attack

A Denial of Service attack against a site or server launched from multiple 
sources. This is sometimes carried out by concealed exploiting servers to 
function as agents for transmitting the attacks. In many cases, the attacker will 
place client software on a number of unsuspecting remote computers and then 
use these computers to launch the attack. A Distributed Denial of Service attack 
is more effective than a simple Denial of Service attack, as the volume of traffic 
is considerably higher, and is more difficult to prevent. Examples of DDoS 
attacks are Syn flood, Smurf attack and Targa attack.

Divert-from Router A router from which the Guard diverts the traffic destined to a Zone.

Diversion To protect the target host (Zone) using the Cisco Guard, traffic destined to the 
host must be diverted to the Cisco Guard. This step includes traffic forwarding 
methods configuration per Zone’s IP address. Zone diversion configuration is 
configured by the Guard routing configuration.
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dns_tcp A policy template that produces a group of policies related to DNS-TCP protocol 
traffic.

dns_udp A policy template that produces a group of policies related to DNS-UDP 
protocol traffic.

DNS Attack Flood of DNS requests causing a DNS server to saturate.

Drop Module This module is active during the Guard Protection mode of operation. When all 
other protection mechanisms are insufficient or when user-configured filters 
direct the diverted Zone traffic to the Drop protection module. This module 
drops the malicious Zone traffic directed by the Flex, User, and Dynamic filters.

Dynamic filter Dynamic filters are created by the Guard as the result of analysis of traffic flow. 
They are used to filter out DDoS attacks. This set of filters is continuously 
adapted to the Zone traffic and the type of the DDoS attack.

F

404 File Not Found 

Flood

Flood of valid HTTP requests for invalid content or files targeted directly at Web 
servers; used to validate both security policy and quantify effect on an end user. 

filter/drop An action (configured for a policy or a dynamic filter) that directs traffic to the 
Drop protection module to be dropped.

filter/strong An action (configured for a policy or a dynamic filter) that directs traffic to the 
Strong protection module mechanisms.

Filters The filters are the mechanism that directs the diverted traffic to the required 
protection modules. The Guard enables the user to set its preferred filter 
configurations and thus design a variety of possibilities for customized traffic 
direction and anti-DDoS attack mechanisms.

FIN Flood Flood of connection resets from an invalid source to a targeted node; consumes 
network resources of an intended target. A FIN flood is also used to validate 
correct firewall/router policies. 
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Flex filter The Flex filter is a Berkley Packet filter that facilitates the user with extremely 
flexible filtering capabilities such as filtering according to fields in the IP and 
TCP headers and filtering according to content bytes. It enables to use complex 
Boolean expressions. The Flex filter is used to count a specified packet flow. 

Fraggle Attack Sends UDP requests to a directed broadcast address. The forged source address 
of the request is the target of the attack. The recipients of the directed broadcast 
request respond to the request and flood the target’s network. It is similar to the 
Smurf attack, but rather than ICMP uses UDP to broadcast address for 
amplification.

fragments A policy template that produces a group of policies related to fragmented traffic.

Fragmentation 

Attack

See IP Fragmentation Attack.

G

Guard A system designed to protect network elements against DDoS attacks.

Guard event log A log file containing the Guard activities, current events, performed actions and 
the protective measures it undertook. 

Guard User 

community 

(privilege domain) 

The Guard enables access domains to several groups of users (Show, Dynamic, 
Configuration, and Administrator). These are classified by their authority and 
hence their ability to perform a scope of operations. The highest and utmost 
privileged is the Administrator and the least privileged is the Show user level.

GUI Graphical user interface.
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http A policy template that produces a group of policies related to HTTP traffic 
flowing (by default) through port 80 (or other user-configured ports).

HTTP Connection 

Flood 

Flood of HTTP half-requests targeted at the Web server connection resources. 
Also used to validate correct firewall policies (that is, limit connections per 
source). A Web server or OS network-level failure, also seen as connection 
failures on a client-side, constitutes network’s susceptibility. 

https (Hypertext Transfer Protocol over Secure Socket Layer, or HTTP over SSL) is a 
Web protocol, developed by Netscape, built into browsers, that encrypts and 
decrypts user page requests as well as the pages that are returned by the Web 
server. HTTPS is the use of Secure Socket Layer (SSL) as a sub-layer under its 
regular HTTP application layering. (HTTPS uses port 443 instead of HTTP 
port 80 in its interactions with the lower layer, TCP/IP.) 

I

ICMP Redirect 

Attack 

ICMP redirects can cause data overload to the system being targeted.

ICMP Unreachable 

Attack 

The attacker sends ICMP unreachable packets from a spoofed address to a host. 
This causes all legitimate TCP connections on the host to the spoofed address to 
be torn down. This causes the TCP session to retry and as more ICMP 
unreachables are sent, a DoS condition occurs.

Inject-to router A router to which the Guard forwards the clean traffic destined to a Zone. 

Interactive A Zone detection mode in which the user will activate the dynamic filters in an 
interactive manner. The Dynamic filters that the policies recommend will appear 
as recommendations, and the user will specify the action to be taken for each 
filter.

ip_scan A policy template that produces a group of policies relating to IP scanning (A 
situation in which a source IP tries to access many destination IPs on the Zone). 
See IP scanning.
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IP Fragmentation 

Attack 

Flood of valid but heavily fragmented HTTP requests targeted at a Web server; 
stresses IDS. Used to quantify resilience and scalability of IDS systems.

IP Scanning The act of sending systematic queries to hosts in a network in attempt to find 
hosts (IP addresses) through which an attacker can pass traffic. IP scanning is 
often used to find vulnerable targets for attack on the Internet.

IP Traffic Diversion A process consisting of transparently diverting the traffic of one or more Zones 
to the Guard, and returning the legitimate, cleaned traffic from the Guard to the 
original data path and on to the Zone. Traffic diversion is also performed for 
learning purposes.

IRDP Attack ICMP Router Discovery Protocol can be spoofed and cause fake routing entries 
to be entered into a Windows machine. IRDP has no authentication. Upon 
startup, a system running MS Windows95/98 will always send 3 ICMP Router 
Solicitation packets to the 224.0.0.2 multicast address. If the machine is NOT 
configured as a DHCP client, it ignores any Router Advertisements sent back to 
the host. However, if the Windows machine is configured as a DHCP client, any 
Router Advertisements sent to the machine will be accepted and processed.

L

Land Attack The sent packets have the same Source and destination IP addresses causing a 
response to loop.

Looping UDP Ports 

Attack 

The attack uses two UDP services. Chargen (port 19) and echo (port 7), that can 
be spoofed into sending data to each other.
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Maximum Transfer 

Unit (MTU) 

The largest frame size that can be transmitted over the network. Messages longer 
than the MTU must be divided into smaller frames.

N

Network Time 

Protocol (NTP) 

A protocol for synchronizing the Guard with a Time Synchronization Server.

notify A policy action that notifies the user of a policy threshold violation. 

O

On-Demand 

Protection 

This protection is activated in a situation when the Zone is attacked while the 
Guard hasn’t completed its Learning phases. As a result, the Guard hasn’t 
adopted its protection policies to the Zone traffic requirements.

Open/close Attack The open/close attack opens and closes connections at a high rate to any port 
serviced by an external service through inetd. The number of connections 
allowed is hard-coded inside inetd.

other_protocols A policy template that produces a group of policies relating to non TCP or UDP 
protocols.
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P

Pending Dynamic 

filters 

The pending dynamic are dynamic filters the user has not yet defined the action 
for (accept or ignore). Pending Dynamic filters are created only if the Zone is in 
interactive detection mode. A group of pending Dynamic filters constitute a 
recommendation. See Recommendations. 

Ping Flood Flood of ICMP echo requests; stresses routers, firewalls, load balancers, and 
Web servers. Poor end-user response time or failure to connect constitutes 
susceptibility. 

Ping of death ICMP packets greater than 65536. A ping of death attack can bring down a 
system.

Policy Construction 

Phase 

In this phase the Guard, based on the Zone traffic characteristics, produces the 
protection policies with the aid of the Policy Templates. This phase consists of 
traffic flowing transparently through the Guard, enabling it to discover which 
services are used by the Zone.

Policy Operational 

Parameters 

This is a set of parameters that relate to the policy operations. This set consists 
of the following: Threshold, Proxy-threshold, Timeout, and Action.

Policy Templates The policy templates are a collection of policy constructing guiding rules and the 
output of each template after concluding the Policy Construction phase is a 
group of policies. The Policy Templates user-configured parameters are the 
Minimum Threshold and Maximum Services. 

port_scan A policy template that produces a group of policies relating to port scanning (A 
situation in which a source IP tries to access many ports on the Zone). See Port 
scanning. 

Port Scanning The act of sending systematic queries to hosts in an attempt to find open ports 
through which an attacker can pass traffic. Port scanning is often used to find 
vulnerable targets for attack on the Internet.
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Protection Policy The Guard policies are the mechanisms that measure a particular traffic flow and 
take an action against the flow as a result of a threshold violation. A policy may, 
for example, direct the guard to produce a Dynamic filter that would direct a 
specific traffic to the Strong anti-spoofing mechanisms upon violating a certain 
threshold.

Protection-end 

Timer 

This parameter determines the timeout period after which if there are no filters 
in use and no new filter is added, the Guard will terminate the protection.

R

Rate-Limiter A Guard module that rate-limits Zone traffic. The Guard Rate-limiter does not 
consider the bypassed traffic bandwidth.

Recognition Module The Guard’s module that receives input from a sampling unit and analyses the 
Zone traffic. Based on its recommendations, the Guard constructs its protection 
measures. 

Recommendations Recommendations are a mechanism that enables the user to decide on the 
activation of the filters the policies launch. They are created when a Zone is 
configured in interactive mode. The recommendations are a summary of the 
pending dynamic filters aggregated according to the policies that produced 
them. 

S

Sampler A Guard module that samples all traffic for the Guard Recognition module to       
configure protection measures. 

Secured Shell (SSH) 

Management 

The user may access the Guard via Secured Shell (SSH) to enable controlling the 
Guard from any network.

Smurf Flood ICMP (Internet Control Message Protocol) ping requests to a directed broadcast 
address. The forged source address of the request is the target of the attack. The 
recipients of the directed broadcast ping request respond to the request and flood 
the target’s network.
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Snapshots A Guard mechanism used to verify the learning process outcome.

Spoofed attack A DDoS attack technique that inserts a false sender IP address into an Internet 
transmission in order to gain unauthorized access to a computer system. To the 
computer system the request will seem as though it came from a trusted source, 
although the packet cannot be routed back to the initial source. IP spoofing 
presents potential for unnecessary network congestion and possible denial of 
service.

Strong Module This module is active during the Guard Protection mode of operation. When a 
DDoS attack strengthens and the Guard analyses the current anti-spoofing 
mechanisms to be insufficient, it directs the diverted Zone traffic to the Strong 
protection module. This module has more severe anti-spoofing mechanisms. In 
case of further escalation, the Guard operates the Drop protection module.

strong A User filter used when strong authentication for a traffic flow is required. 
Authentication is performed for every connection. The Guard serves as a proxy, 
therefore, this filter is not to be used if the network is moderated according to IP 
addresses (such as using access lists).

SYN Flood Flood of connection requests from an invalid source to a targeted node; 
consumes network resources of an intended target. Used also to validate correct 
firewall/router policies.

T

Targa Attack Floods of invalid ICMP-, UDP- and TCP- packets.

tcp_connections A policy template that produces a group of policies related to TCP connection 
characteristics.

TCP_NO_PROXY 

policy templates 

A template designed for a Zone for which no TCP proxy is to be used. This 
template may be used if the Zone is moderated according to IP addresses such 
as an Internet Relay Chat (IRC) server-type Zone.

tcp_not_auth A policy template that produces a group of policies related to TCP connections 
that haven’t been authenticated by the Guard’s anti-spoofing mechanisms.
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tcp_outgoing This policy template produces sets of policies related to TCP connections 
initiated by the Zone.

tcp_ratio This policy template produces sets of policies related to ratios between different 
types of TCP packets (e.g. SYN packets versus FIN/RST packets).

tcp_services A policy template that produces a group of policies related to TCP services on 
ports other than HTTP-related (such as ports 80, 8080, etc.).

tcp_services_ns A policy template that produces a group of policies related to TCP services. By 
defaults the policy relates to IRC ports (666X), ssh and telnet. When the 
threshold is violated, the traffic is blocked.

TCP flood When TCP communicates, each TCP allocates some resources to each 
connection. By repeatedly establishing a TCP connection and then abandoning 
it, a malicious host can tie up significant resources on a server.

TCP Segmentation Flood of heavily segmented TCP packets targeted at a Web server or application 
server. This attack stresses both IDS and the target machine’s TCP stack.

Teardrop Attack Sends overlapping IP fragments.

Threshold Tuning 

Phase 

This is the stage in which the Guard further analyses the Zone traffic and defines 
threshold for the policies constructed in the Policy Construction phase. In this 
phase, the policies are tuned to fit the Zone services traffic rates. 

to-user-filters An action (configured for a policy or a dynamic filter) that directs traffic to the 
user filters.

Traffic Diversion The Guard operates diversion techniques to direct the Zone traffic to pass 
through its protection mechanisms for traffic learning and malicious traffic 
filtering. The traffic would then be injected back to continue its path to the Zone.
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UDP Flood Attack Flood of large numbers of raw UDP (User Datagram Protocol) packets targeted 
at routers, firewalls, load balancers, and IDS systems. The attack ties up network 
resources.

udp_services A template that produces a group of policies related to UDP services.

UDP Reflectors 

Attack 

All Web servers, DNS servers, and routers are reflectors, since they will return 
SYN acks or RSTs in response to SYN or other TCP packets; query replies in 
response to query requests; or ICMP Time Exceeded or Host Unreachable in 
response to particular IP packets. By spoofing IP addresses from slaves—a
massive DDoS attack can be carried out.

URL attacks URL attacks attempt to overload an http server via various methods: http 
bombing; continuous requests for the same homepage or large web page; 
requesting the page with REFRESH so as to bypass any proxy server. Many
these attacks are not zombie attacks but rather human executed, by hundre
simultaneously.

User filter A user-customized filter that enables the user to set guiding rules to handle 
desired traffic flows when an attack is suspected. The user can configure its
preferred anti-spoofing mechanisms or decide to drop a specified traffic flow

V

VPN attacks Using specially crafted GRE or IPIP packets to attack the destination address
a VPN.

W

WBM See Web Based Management.

Web Based 

Management 

A GUI over HTTP Guard interface that enables the user to manage the Gua
protection and Zones (excluding Guard configuration procedures) via the we
using a browser. 
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Zombie A device that acts as an unaware participant in a distributed Denial of Service 
(DDoS) attack.

Zombie attack A zombie attack is a type of attack that uses unaware participant machines to 
launch a DDoS attack. The attacker first spreads a Trojan to unsuspecting users, 
that are not the final target, and may later instruct this Trojan to perform 
“legitimate” connections to the Zone. 

Zone The Guard-protected network element. Also, a Guard file with all data relatin
to the protected Zone (configurations, policies, filters, etc).

Zone Bandwidth The amount of traffic bandwidth the Guard allows to pass to the Zone. The Zo
bandwidth is configured from the Burst size and Rate-limit. 
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