This guide describes the Cisco Traffic Anomaly Detector (Detector), how it functions, and how to
perform administration tasks.

This preface describes the audience, organization, and conventions of this publication, and provides
information on how to obtain related documentation.

This preface contains the following sections:
e Audience
e How to Use This Guide
e Symbols and Conventions

e Obtaining Documentation, Obtaining Support, and Security Guidelines

Audience

The Cisco Traffic Anomaly Detector Configuration Guide is intended primarily for the following
audiences:

e Network administrators

¢ Engineers

e Operators

e Network security professionals

This guide assumes a thorough knowledge of networking and networking security.
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How to Use This Guide

This guide is organized as follows:

Chapter

Description

Chapter 1, “Product
Overview”

Describes the Cisco Traffic Anomaly Detector (Detector) and outlines the
Detector operation states and components.

Chapter 2, “Initializing
the Detector”

Describes the initial procedures required to connect and configure the
Detector. The chapter outlines the Detector CLI environment and
authentication methods.

Chapter 3, “Configuring
the Detector”

Describes how to configure Detector services and access control.

Chapter 4, “Configuring
Zones”

Describes how to create and manage zones.

Chapter 5, “Configuring
Zone Filters”

Describes the zone filters and how to configure them.

Chapter 6, “Configuring
Policy Templates and
Policies”

Describes the zone policies and policy templates and how to configure
them.

Chapter 7, “Learning the
Zone Traffic
Characteristics”

Describes the learning process and how to use the learning process to
construct and tune the policies that the Detector uses for zone anomaly
detection.

Chapter 8, “Detecting
Zone Traffic Anomalies”

Describes how to configure and activate the Detector to detect anomalies in
the zone traffic and to activate a Cisco Guard to protect a zone.

Chapter 9, “Using
Interactive Detect Mode”

Describes the Interactive detect mode and the recommendations, the user
decision options, and the policy interactive status.

Chapter 10, “Using
Attack Reports”

Describes the attack reports, the report structure, and viewing options.

Chapter 11, “Using
Detector Diagnostic
Tools”

Describes the Detector diagnostic tools.

Chapter 12, “Performing
Maintenance Tasks”

Describes how to perform tasks that are required for Detector maintenance.

Symbols and Conventions

This guide uses the following conventions:

Style or Symbol

Description

boldface font

Boldface text indicates commands and keywords that you must enter exactly as
shown.

Italics font

Italic font indicates arguments for which you supply the values.
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Style or Symbol Description

Screen font Screen font indicates the screen display, such as a prompt, and information that
the Detector displays on the screen. Do not enter screen font as part of the
command.

[x] Square brackets indicate an optional element (keyword or argument).

[x1y] Square brackets enclosing keywords or arguments separated by a vertical line
indicate an optional choice.

{xly} Braces enclosing keywords or arguments separated by a vertical line indicate a
required choice.

[x {ylz}] Braces and vertical bars within square brackets indicate a required choice within
an optional element. You do not need to select one. If you do, you have some
required choices.

This guide uses the zone name scannet and the prompt user @ DETECTOR-conf-zone-scannet# in
examples.

This guide uses the following symbols and conventions to identify different types of information:

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Je

Tip Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Traffic Anomaly Detector Configuration Guide
| oL-12688-01 .m


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Preface |

Cisco Traffic Anomaly Detector Configuration Guide
m. 0L-12688-01 |



	Preface


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


