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Advanced Zone Procedures 

This chapter describes how to perform advanced configuration tasks for zones on 
the Cisco Traffic Anomaly Detector using the Web-Based Management (WBM).

This chapter includes the following sections:

• Overview (What are Policy templates, Policies and Filters)

• Zone Filter Configuration (configuring the Flex and Bypass filters)

• Policy Templates (configuring policy template parameters)

Overview

Filters
The zone's filters are the mechanism that directs the zone's mirrored traffic to the 
Detector's detection modules. The Detector enables to set its preferred filter 
configurations and thus design a variety of possibilities for customized traffic 
direction and DDoS attack detection mechanisms. 
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There are three filter types used by the Cisco Traffic Anomaly Detector:

• Bypass filter—Bypass filters are used to prevent specific traffic flows from 
being handled by the Detector detection mechanisms.

• Flex filter—The Flex filter is used to count a specified packet flow. It is a 
Berkley Packet filter that facilitates you with extremely flexible filtering 
capabilities such as filtering according to fields in the IP and TCP headers and 
filtering according to content bytes. The flex filter enables to use complex 
Boolean expressions. Only a single flex filter can be configured per zone.

• Dynamic filter—Dynamic filters are created by the Detector as the result of 
the analysis of traffic flow. The Dynamic filters produce a notification record 
in the Detector's syslog or activate a remote Guard or Guards. See the 
“Dynamic Filters” section in Chapter 7, “Detecting Traffic Anomalies,” for 
further details.

Note Changes in the zone's filter configuration take effect immediately.

For detailed information on the Detector's filters, refer to Chapter 6, “Filter 
Procedures,” in the Cisco Traffic Anomaly Detector User Guide.

Policy Templates and Policies
The Detector policies measure the particular traffic flows. Once suspicious 
indicators in the form of threshold violations are sensed, the policies assume an 
action. This action could be either a Guard remote-activation or recording the 
event in the Detector syslog. The Detector policies enable the Detector to stay 
tightly attuned to the zone traffic, detect traffic anomalies, and take an action 
accordingly.

The detection policies are constructed from policy templates. 

A policy template is a collection of policy constructing guiding rules that will be 
used during the learning phases to construct the zone's policies (see Chapter 6, 
“Zone Traffic Learning and Policy Construction,” for further details).
5-2
Cisco Traffic Anomaly Detector Web-Based Management (WMB) User Guide

OL-6111-01



 

Chapter 5      Advanced Zone Procedures
Zone Filter Configuration
Zone Filter Configuration

Bypass Filter Configuration
The Bypass filter is used to prevent specific traffic flows from being handled by 
the Detector. You may configure the Bypass filter to direct trusted traffic away 
from the Detector’s detection mechanisms. The traffic would then be directly 
dropped.

To configure the Bypass filters:

1. From the Zone’s main menu select Configuration > Bypass filters.

2. Click Add.

No Bypass filter is defined by default.

Enter the following information to configure the Bypass filter:

Parameter Description

Source IP Directs traffic coming from a specified IP address to bypass 
the Detector filter system. Leave blank for ‘any’.

Source subnet Directs traffic coming from a specified subnet to bypass the 
Detector filter system. Choose the subnet from the 
drop-down list.

Protocol Directs traffic from a specified protocol to bypass the 
Detector filter system. The protocol is denoted by the its 
well known number. Leave blank for ‘any’.

Dst Port Directs traffic destined to a specified destination port to 
bypass the Detector filter system.

Fragments Denotes specified traffic type for the filter to analyze. 
Choose from the drop-down list one of the following:

• without—The Bypass filter analyses non-fragmented 
traffic. 

• with—The Bypass filter analyses fragmented traffic. 

• *—The Bypass filter analyses fragmented and 
non-fragmented traffic.
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In the Bypass filter table, the counter denotes the current Bypass filter traffic rate 
measured in packets per second (pps) that was filtered by the Bypass filter.

To delete a Bypass filter:

1. Select the check box next to the Bypass filter's description.

2. Click Delete.

For a comprehensive explanation on the Bypass filter parameters, and examples, 
refer to Chapter 6, “Filter Procedures,” in the Cisco Traffic Anomaly Detector 
User Guide.

Flex Filter Configuration
The Flex filter is a Berkley Packet filter which facilitates you with extremely 
flexible filtering capabilities. It is used to count a desired packet flow. The Flex 
filter is useful in upfront detecting a minutely defined malicious source of traffic. 
This filter is very flexible and easily tailored to a specific traffic flow due to its 
parameter variety. However, only a single flex filter can be configured and it is 
resource consuming. Therefore, we recommend to use the Flex filter attentively 
due to its potential performance penalty.

To configure the Flex filter:

1. If the zone is already defined, from the Zone's menu select Configuration > 
General.

2. Click Config. 

Alternatively, the Flex filter may be configured while creating a new zone (see the 
“Creating Zones and Basic Zone Configuration” section in Chapter 4, “Zone 
Creation and Configuration,” for further details).

For a detailed explanation on the Berkley Packet filter configuration options see: 
http://www.freesoft.org/CIE/Topics/56.htm.

For a comprehensive explanation on the Flex filter parameters, and examples, 
refer to Chapter 6, “Filter Procedures,” in the Cisco Traffic Anomaly Detector 
User Guide.
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Policy Templates
A policy template is a collection of policy constructing guiding rules and the 
output of each template is a group of policies. The Detector policy templates 
consist of the following:

Policy Template Brief Description

dns_tcp This policy template produces a group of policies related to 
DNS-TCP protocol traffic.

dns_udp This policy template produces a group of policies related to 
DNS-UDP protocol traffic.

fragments This policy template produces a group of policies related to 
fragmented traffic.

http This policy template produces a group of policies related to 
HTTP traffic flowing (by default) through port 80 (or other 
user-configured ports).

ip_scan This policy template produces a group of policies relating to 
IP scanning (A situation in which a Src IP tries to access 
many Dst IPs in the zone). This policy template is relevant 
when the zone is defined as a subnet. By default this policy 
template is disabled. The default action for this policy 
template is “notify”. 

Note The policies created by the ip_scan policy template 
are resource consuming. Therefore, we recommend 
to use it attentively due to its potential performance 
penalty.

other_protocols This policy template produces a group of policies relating to 
non TCP or UDP protocols.
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port_scan This policy template produces a group of policies relating to 
port scanning (A situation in which a Src IP tries to access 
many ports in the zone). By default, this policy template is 
disabled. The default action for this policy template is 
“notify”. 

Note The policies created by the port_scan policy template 
are resource consuming. Therefore, we recommend 
to use it attentively due to its potential performance 
penalty.

tcp_connections This policy template produces a group of policies related to 
TCP connection characteristics.

tcp_not_auth This policy template produces a group of policies related to 
TCP connections that haven't been authenticated.

tcp_outgoing This policy template produces sets of policies related to TCP 
connections initiated by the zone.

tcp_ratio This policy template produces sets of policies related to ratios 
between different types of TCP packets. For example, SYN 
packets versus FIN/RST packets.

tcp_services This policy template produces a group of policies related to 
TCP services on ports other than HTTP-related (such as ports 
80, 8080, etc.).

udp_services This template produces a group of policies related to UDP 
services.

Policy Template Brief Description
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To configure a policy template:

1. From the Zone's main menu, select Configuration > Policy templates.

2. Click on the required policy template name.

Figure 5-1 Policy Templates

Configuring the Policy Template Operational Parameters
For each of the policy templates, the following parameters may be configured:

Parameter Description

State Specifies the policy template state. The policy template can be 
enabled or disabled. Disabling a policy template prevents it 
from producing policies once the Detector undergoes the Policy 
Construction phase.
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Caution Disabling a policy template results in the Detector’s inability to detect traffic of 
the kind the policy template relates to, destined to the zone. This may seriously 
compromise the Detector’s detection capabilities. 

Min Threshold Specifies the minimum traffic volume threshold for a service. 
The Detector denotes the services with traffic volume above the 
specified threshold and produces policies that relate to the 
services’ traffic according to particular traffic flow criteria (e.g. 
traffic volume coming from a source IP on a specific service 
port). Setting the threshold enables to better adopt the Detector 
detection to the traffic volume of the zone services. This 
parameter cannot be configured for policy templates that are 
essential for proper zone detection and therefore always 
produce a policy, such as fragments.

Max Services Specifies the maximum number of services the Detector will 
discover with the aid of a specific policy template. The Detector 
ranks the services the policy relates to by their level of traffic 
volume. The Detector will then pick up the services with the 
highest traffic volume. Limiting the service number would 
allow to better tailor the Detector detection policies to its 
preferred traffic flow requirements. This parameter can be 
configured only for policy templates that detect services, such 
as tcp_services. It cannot be configured for policy templates 
that relate to a specified service (such as dns_tcp that relates to 
service 53), or for policy templates that relate to a specified 
traffic characteristic (such as fragments).

Parameter Description
5-8
Cisco Traffic Anomaly Detector Web-Based Management (WMB) User Guide

OL-6111-01


	Advanced Zone Procedures
	Overview
	Filters
	Policy Templates and Policies

	Zone Filter Configuration
	Bypass Filter Configuration
	Flex Filter Configuration

	Policy Templates
	Configuring the Policy Template Operational Parameters




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


