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CHAPTER 1

Release Notes for the Cisco ASR 900 Series
Routers

The Cisco ASR 900 Series Routers are full-featured, modular aggregation platforms designed for the
cost-effective delivery of converged mobile, residential, and business services.

The Cisco ASR 900 Router Series runs the Cisco IOS XE software beginning with Release 3.5.0S. This
document provides information about the IOS XE software release for the Cisco ASR 900 Router Series
beginning with Release 3.6(0)S.

~

Note For information about Cisco IOS Release 3.5, see the Release Notes for Cisco IOS XE Release 3S.

e Overview of Cisco ASR 900 Series Routers, page 2
e Feature Navigator, page 2

e Hardware Supported, page 2

e Feature Set Table, page 8

e Software Licensing Overview, page 16

e Documentation Roadmap, page 17

e Restrictions and Limitations for ASR 900 Series Routers, page 17
e Determining the Software Version, page 18

e Upgrading to a New Software Release, page 19

e Deferrals, page 22

e Supported FPGA Versions, page 19

e MIB Support, page 22

¢ Open Source License Notices, page 24

Text Part Number:
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I Overview of Cisco ASR 900 Series Routers

Overview of Cisco ASR 900 Series Routers

Cisco ASR 900 Router Series

The Cisco ASR 900 Router Series is a fully-featured routing platform designed for the cost-effective
delivery of converged mobile and business services. With full redundancy, shallow depth, low power
consumption and high service scale, this 3-rack-unit (3RU) router is optimized for small aggregation and
remote point-of-presence (POP) applications. The Cisco ASR 900 Router Series provides a rich and
scalable feature set of Legacy, Timing, Carrier Ethernet, Layer 2 VPN (L2VPN) and Layer 3 VPN
(L3VPN) services in a compact package.

The Cisco ASR 900 Router Series is a fully modular platform with support for 6-Interface Modules
(IMs), two Route Switch Processor (RSP) slots, two power supplies and redundant fans. Cisco offers a
wide choice of LAN and WAN interfaces available in speeds ranging from nxDSO0 to 10 Gigabit Ethernet.
The design of the Cisco ASR 900 Router Series delivers in-box hardware redundancy for all hardware
components and supports software redundancy with In Service Software Upgrade (ISSU) and Non-Stop
Forwarding (NSF) support.

Cisco ASR 902 Router

The Cisco ASR 902 Router is a full-featured aggregation platform designed for cost-effective delivery
of converged mobile and business services. With shallow depth, low power consumption, and an
extended temperature range, this compact 2-rack unit (2RU) router provides high service scale and
flexible hardware configuration.

Cisco ASR 907 Router

The Cisco ASR 907 Router seven-rack (7RU) unit router that belongs to the Cisco ASR90x family of

routers. This router complements Cisco’s offerings for IP RAN solutions for the GSM, UMTS, LTE and
CDMA. Given its form-factor, interface types and GigabitEthernet density the Cisco ASR 907 Router

can also be positioned as a Carrier Ethernet aggregation platform.

The Cisco ASR 907 Router is a cost optimized, fully redundant, centralized forwarding, extended
temperature, and flexible pre-aggregation router.

Feature Navigator

You can use Cisco Feature Navigator to find information about feature, platform, and software image
support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An account on
cisco.com is not required.

Hardware Supported

¢ Supported RSP and Interface Modules on the Cisco ASR 903 Router, page 3
e Supported RSP and Interface Modules on the Cisco ASR 902 Router, page 5
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Hardware Supported

e Supported RSP and Interface Modules on ASR 907 Router, page 7

Supported RSP and Interface Modules on the Cisco ASR 903 Router

Table 1 Supported RSP2 Modules and Interface Modules on Cisco ASR 903 Router
RSP Module Interface Modules Part Number Slot
A900-RSP2A-128 |8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMAS8S All
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMAST
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X
16-port T1/E1 Interface Module A900-IMA16D
8-port T1/E1 Interface Module A900-IMASD
32-port T1/E1 Interface Module A900-IMA32D
4-port OC3/STM-1 (OC-3) or 1-port OC12/STM-4 (OC-12) Interface A900-IMA40S
Module
SFP Combo IM—8-port Gigabit Ethernet (8x1GE) + A900-IMA8S1Z
1-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—S8-port Gigabit Ethernet (§x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module (1x10GE)
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
14-port Serial Interface Module A900-IMASER14A/S
6-port E & M Interface Module A900-IMA6EM
4-port C37.94 Interface Module A900-IMA4C3794
A900-RSP2A-64 | 1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X 0-2
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
4-port OC3/STM-1 (OC-3) or 1-port OC12/STM-4 A900-IMA40S
(OC-12) Interface Module
8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS 3-5
8-port Gigabit Ethernet RJ45 (Copper) Interface Module A900-IMAST
(8x1GE)
16-port T1/E1 Interface Module A900-IMA16D
8-portT1/E1 Interface Module A900-IMAZD
32-port T1/E1 Interface Module A900-IMA32D
14-port Serial Interface Module A900-IMASER14A/S
6-port E & M Interface Module A900-IMA6EM
4-port C37.94 Interface Module A900-IMA4C3794

Cisco 10S XE 3S Release Notes for the Cisco ASR 900 Series Routers
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Note

module on the Cisco ASR 900 Router Series.

The combination IMs (A900-IMA8S1Z, A900-IMAST1Z) are not supported on the A900-RSP2-64 RSP

A900-RSP3 Modules Supported Interface Modules

Table 2 A900-RSP3 Supported Interface Modules on the Cisco ASR 903 Router
RSP Module Supported Interface Modules Part Numbers Slot
A900-RSP3C-400-S |8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS All!
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMABT
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X
SFP Combo IM—8-port Gigabit Ethernet (§8x1GE) + A900-IMASS1Z
I-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—S8-port Gigabit Ethernet (§x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module (1x10GE)
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
8-port 10 Gigabit Ethernet Interface Module (8x10GE) A900-IMASZ
1-port 100 Gigabit Ethernet Interface Module (1x100GE) A900-IMAIC 4 and 5
2-port 40 Gigabit Ethernet QSFP Interface Module (2x40GE) A900-IMA2F 4 and 5
1-port OC-192 Interface module or 8-port Low Rate Interface Module A900-IMA1Z8S-CX (2,3, 4
and 5
48-port T1/E1 CEM Interface Module A900-IMA48D-C All
48-port T3/E3 CEM Interface Module A900-IMA48T-C
A900-RSP3C-200-S |8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS All?
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMABT
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X 0,2 and
4
SFP Combo IM—38-port Gigabit Ethernet (8x1GE) + A900-IMA8S1Z 0-4
1-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—S8-port Gigabit Ethernet (8x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module (1x10GE)
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
8-port 10 Gigabit Ethernet Interface Module (8x10GE) A900-IMA8Z 4
2-port 40 Gigabit Ethernet QSFP Interface Module (2x40GE) A900-IMA2F 4

1. There are restrictions using the interface modules in different slots with RSP3 module. Contact Cisco Sales/Support for the valid combinations.

2. There are restrictions using the interface modules in different slots with RSP3 module. Contact Cisco Sales/Support for the valid combinations.
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Supported RSP and Interface Modules on the Cisco ASR 902 Router

Table 3 Supported RSP2 and Interface Modules on Cisco ASR 902 Router

RSP Module Interface Modules Part Number Slot

A900-RSP2A-128 8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS All
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMAST
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X
SFP Combo IM—8-port Gigabit Ethernet (§8x1GE) + A900-IMAS8S1Z
1-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—8-port Gigabit Ethernet (§x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module(1x10GE)
2-port 10 Gigabit Ethernet Interface Module(2x10GE) A900-IMA2Z
8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMAS8S
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMAST
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X
16-port T1/E1 Interface Module A900-IMA16D
8-portT1/E1 Interface Module A900-IMAZD
4-port OC3/STM-1 (OC-3) or 1-port OC12/STM-4 (OC-12) Interface |A900-IMA40S
Module
14-port Serial Interface Module A900-IMASER14

A/S
6-port E & M Interface Module A900-IMA6EM
4-port C37.94 Interface Module A900-IMA4C379
4

Cisco 10S XE 3S Release Notes for the Cisco ASR 900 Series Routers
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RSP Module Interface Modules Part Number Slot
A900-RSP2A-64 SFP Combo IM—38-port Gigabit Ethernet (§8x1GE) + A900-IMA8S1Z |0 and 2
1-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—8-port Gigabit Ethernet (§8x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module(1x10GE)
2-port 10 Gigabit Ethernet Interface Module(2x10GE) A900-IMA2Z
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X 1
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
4-port OC3/STM-1 (OC-3) or 1-port OC12/STM-4 A900-IMA40S
(0C-12) Interface Module
8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMAS8S 3
8-port Gigabit Ethernet RJ45 (Copper) Interface Module A900-IMABT
(8x1GE)
16-port T1/E1 Interface Module A900-IMA16D
8-port T1/E1 Interface Module A900-IMAZD
14-port Serial Interface Module A900-IMASER14 |0, 2 and 3
A/S
6-port E & M Interface Module A900-IMA6EM
4-port C37.94 Interface Module A900-IMA4C379
4
A900-RSP3C-200-S Supported Interface Modules
Table 4 Supported RSP and Interface Modules on Cisco ASR 902 Router
RSP Module Supported Interface Modules Part Numbers Slot
A900-RSP3C-200-S |8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS All!
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) A900-IMAST
1-port 10 Gigabit Ethernet XFP Interface Module (1x10GE) A900-IMA1X Oand 1
SFP Combo IM—8-port Gigabit Ethernet (8x1GE) + A900-IMA8S1Z All
I-port 10 Gigabit Ethernet (1x10GE)
Copper Combo IM—S8-port Gigabit Ethernet (8x1GE) A900-IMAST1Z
+ 1-port 10 Gigabit Ethernet Interface Module (1x10GE)
2-port 10 Gigabit Ethernet Interface Module (2x10GE) A900-IMA2Z
8-port 10 Gigabit Ethernet Interface Module (8x10GE) A900-IMABZ 0
2-port 40 Gigabit Ethernet QSFP Interface Module (2x40GE) A900-IMA2F

1. There are restrictions using the interface modules in different slots with RSP3 module. Contact Cisco Sales/Support for the valid combinations..
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Hardware Supported

Table 5 Supported RSP and Interface Modules on Cisco ASR 907 Router
RSP Module Interface Modules Part Number Slot
A900-RSP3C-400-W |8-port Gigabit Ethernet SFP Interface Module (8x1GE) A900-IMASS 0,1,2,5,6,9,10,
13,14,15
8-port Gigabit Ethernet RJ45 (Copper) Interface Module (8x1GE) |A900-IMAST 0,1,2,5,6,9,10,
13,14,15
SFP Combo IM—S8-port Gigabit Ethernet (8x1GE) + 1-port 10 ASR900-IMAS8S1Z (2,5,6,9,10,13,
Gigabit Ethernet (1x10GE) 14,15
Copper Combo IM—S8-port Gigabit Ethernet (8x1GE) + 1-port 10 |ASR900-IMAST1 |2,5,6,9,10,13,
Gigabit Ethernet Interface Module (1x10GE) Z 14,15
2-port 10 Gigabit Ethernet Interface Module (2x10GE) ASR900-IMA2Z 3,4,7,8,11,12
1-port 100 Gigabit Ethernet Interface Module (1x100GE) A900-IMA1C 7,8
2-port 40 Gigabit Ethernet QSFP Interface Module (2x40GE) A900-IMA2F 3,4,7,8,11,12
8-port 10 Gigabit Ethernet Interface Module (8x10GE) A900-IMASZ 3,4,7,8,11,12
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Feature Set Table

The following is the list of supported features per Cisco IOS Release for A900-RSP2 Module.

Table 6 Supported Software Features for A900-RSP2
Cisco10S XE

Release Technology Supported Features

313 Ethernet OAM e 802.1ad

CFM Extension for 1+1 Hot-Standby Support

CFM over EFP interface configured with Cross connect

CFM Support on Trunk EFP

CFM enhancements

CFM CCM Hardware Offload

EtherChannel Mini-Links

Ethernet Local Management Interface (LMI) at Provider Edge (PE)
Ethernet Operations, Administration, and Maintenance (OAM)

Microwave ACM Signaling and EEM integration Synthetic Frame Loss Measurement
(ETH-SLM)

Trunk EFP Support on Ether-Channel Interfaces
Y.1731 enhancements (On-demand & Concurrent support)

Y.1731 Performance Monitoring
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Cisco 10S XE
Release Technology Supported Features
313 Ethernet e 802.1ad

G.8032 and CFM support for Microwave Adaptive Bandwidth
IEEE 802.1ab LLDP (Link Layer Discovery Protocol)

IEEE 802.3ad Link Aggregation (LACP)

LACP 1-1 redundancy with fast switchover)

L2 ACL on Service Instance on Port-channel

MAC Address Limiting on Service Instance / Bridge Domain
MAC Address Security for EVC Bridge-Domain

MAC Limiting per VFI and BD

MST on EVC Bridge-Domain

Static MAC binding to EVCs and Pseudowires

Trunk EFP support

Unicast Reverse Path Forwarding (uRPF)

Unicast Reverse Path Forwarding (uURPF) Loose mode
UniDirectional Link Detection (UDLD)

Egress default queue limit improvement and percent bandwidth support

Switch Port Analyzer (SPAN)

IP Addressing

DAI (Dynamic ARP Inspection)

DHCP - DHCPv6 Relay Agent notification for Prefix Delegation
DHCP Option 82 Configurable Circuit ID and Remote ID
DHCP Snooping

DHCPv6 - Relay chaining for Prefix Delegation

IP Multicast

IGMP State Limit

Multicast Source Discovery Protocol (MSDP)
PIM Version 2

Source Specific Multicast (SSM)

Source Specific Multicast (SSM) Mapping
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Cisco 10S XE
Release Technology Supported Features
3.13 IP Routing e BFD - Static Route Support

e BFD Echo Mode

e BFD IPv6 Encapsulation Support

e BFD Support for HSRP

e BFD: BGP multihop client Support (IPv4/IPv6)
e BFD - BFD Hardware Offload Support

e SSO - BFD

e OSPF Support for BFD over IPv4

e BGP - iBGP NSR

e BGP Support for BFD

e BGP Support for TCP Path MTU Discovery per Session
e BGP: Graceful Shutdown (GSHUT)

e BGP PIC (edge & core) - for RFC-3107 labeled iBGP
e BGP Support for 4-byte ASN

e Cisco-BGP-MIBv2

e [P 16-way Equal-Cost Multipath

e [P FRR

e [P FRR/Remote LFA FRR with L2ZVPN

e IS-IS - MPLS LDP Autoconfiguration

e IS-IS Support for BFD over IPv4

e Multi-protocol BGP (MP-BGP) - MPLS VPN

e VPLS BGP Signaling

IP Tunneling e L2PT - Layer 2 Protocol Tunneling
e L2PT - Layer 2 Protocol Tunneling on Trunk Ports

IP Routing- e IPv6 ACL

Version 6 e IPv6 QoS: MQC Packet Classification

e [IPv6 Routing: Static Routing IPv6 Switching: CEF/dCEF Support
e [Pv6 Switching: Provider Edge Router over MPLS (6PE)

e [Pv6 Routing: IS-IS Support for IPv6

e [Pv6 Routing: OSPF for IPv6 (OSPFv3)

e [Pv6 VPN over MPLS (6 VPE)

e Static Route Support for BFD over IPv6
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Cisco 10S XE
Release Technology Supported Features
3.13 MPLS ¢ Any Transport over MPLS (AToM): Ethernet over MPLS (EoMPLS)

BGP PIC Edge for IP/MPLS

Bidirectional MPLS-TP LSP

H-VPLS N-PE Redundancy for MPLS Access

Hot Standby Pseudowire Support for ATM and TDM Access Circuits
L2VPN Protocol Based CLI

Link Path Through

MFI -Extended LFA

MPLS (Multiprotocol Label Switching)

MPLS -TP: IP Less trace support (Nodeld, LinkId)
MPLS -TP: Linear Protection/PSC support

MPLS Forwarding Infrastructure Scalability

MPLS LDP - IGP Synchronization

MPLS OAM Support for Multisegment Pseudowires
MPLS TE - Bundled Interface Support (EtherChannel and MLP)
MPLS TP: IP-less configuration of MPLS TP tunnels
MPLS Traffic Engineering (TE) - Fast Reroute (FRR) Link and Node Protection
MPLS Virtual Private Networks (VPN)

MPLS VPN - Inter-Autonomous System Support
MPLS-TP OAM: Continuity Check via BFD

MPLS-TP OAM: Fault Management

MPLS-TP OAM: GACH

MPLS-TP OAM: Ping/Trace

MPLS-TP Path Protection

Static VPLS over MPLS-TP

Support sending PW Grouping ID TLV

Virtual Private LAN Services (VPLS)

VPLS Autodiscovery, BGP-based

VPLS MAC Address Withdrawal

VPLS over MPLS-TP

MPLS-TP: MS-PW with Static and Dynamic PW Support
MPLS-TP: PW Redundancy for Static PWs

L2VPN Static to Dynamic PW Interconnection & PW Preferred Path for MPLS-TP

Tunnels

L2VPN: PW Status for Static PWs
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Cisco 10S XE

Release Technology Supported Features

3.13 Network e IPSLA Y1731 SLM Feature Enhancements
Management
(0N e Access Switch Device Manager (SDM) Template
Infrastructure

e Cisco Secure Licensing Support)

¢ Field Programmable Device Upgrade Tool

e Punt Policing and Monitoring

e Digital Code Signing

e Embedded Event Manager (EEM) 4.0

QoS e (lass based policing

e (lass Based Weighted Fair Queuing (CBWFQ)
e C(Class-based QoS MIB

e Diffserv Compliant WRED

e EFP aware QoS

e Egress policing and marking

e match any classification

e Modular QoS CLI (MQC)

e MQC - Multi-Level Priority Queue

e Port-Shaper and LLQ in the presence of EFPs
e QoS ACLs for ASR900

® QoS Classification based on EFP

¢ QoS EXP matching

¢ QoS Packet Marking

e RSVP - Resource Reservation Protocol

Cisco 10S XE 3S Release Notes for the Cisco ASR 900 Series Routers
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Cisco 10S XE
Release Technology Supported Features
3.13 Security e ACL - Access Control List Source and Destination Address Matching
e ACL - DSCP Matching
e ACL - ICMP Code
e ACL - IP Protocol
e Secure Shell SSH Version 2 Client Support
Timing and e 1588 BC over MPLS
Clocking .

1588 PTP Best Master Clock Algorithm (BMCA) or PTP Redundancy
1588-2008 Boundary Clock

E2E Transparent Clocking

Hybrid Clocking Support

ITU-T Telecom Profile G.8265.1

Support for IEEE 1588-2008 Precision Clock Synchronization Protocol
Time of Day Selection

PTP over Native Ethernet
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Cisco 10S XE
Release Technology Supported Features
314 TDM e 1+1 APS on OC-3

ATM IMA support

Circuit Emulation SAToP over MPLS

AToM AALS over MPLS

STMI1 support

SONET mode suport for OC-3

POS Concatenation mode on STM 1 ans STM 4
Access Circuit Redundancy

AALS termination for QoS

Circuit Emulation over Packet Switched Network (CESoPSN)
T1/E1 support

Channelization support for OC-3

QoS support on POS for OC-3

CEM with 32 TI/E1

TDM over serial MLPPP, PPP for serial support

Carrier Ethernet

Ethernet Loopback

Multicast e IGMP Snooping on EFP and Trunk EFP
e PIM BFD Suport

MPLS e Async R232 over MPLS

oS e Dying Gasp

Infrastructure

Security e Storm Control

Layer 2 e 802.1ad

Ethernet Dataplane Loopback
Remote SPAN

Lan Switching

UDLD

1P

VRRP3 Protocol
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Feature Set Table

Cisco10S XE
Release

Technology

Supported Features

3.15

TDM

HDLC, PPP and MLPPP

Circuit Emulation over Packet Switched Network

SAToP over MPLS

T1/E1 support

STM1 support on ASR900

MPLS-TP: ATM and TDM Pseudowires

POS Concatenation mode on STM-1 and STM-4 Interface Modules
Sonet Framing Support on OC3 IM

Channelization support for OC3 IM

ACFC and PFC support on Multilink interface

MPLS - Multilink PPP support

PPP MLP MRRU negotiation configuration

MLP and Serial support with 8 T1/E1

MLP and Serial support with 32 T1/E1

Hot Standby Pseudowire Support for ATM and TDM Access Circuits
MR-APS integration with hot standby Pseudowire

POS over OC-12

ATM

Inverse Multiplexing over ATM (IMA)

Any Transport over MPLS (AToM): ATM AALS over MPLS (AAL50MPLS)

N:1 PVC mapping to PWE with non-unique VPI

ATM IMA, PPP, MLPP support on OC-3

Any Transport over MPLS (AToM): ATM Cell Relay over MPLS: Packed Cell Relay

MPLS

Routed Pseudowire and VPLS
LDP NSR
MPLS - Multilink PPP support

Multicast

IPv6 Multicast: Multicast Listener Discovery (MLD)
MLDP based MVPN
Label Switched Multicast Point-to-Multipoint Traffic Engineering

Ip

BGP PIC Edge for IPv6
VRRPv3 High Scale

QoS

Hierarchical Color-aware policing

EVC push rewrite with CoS

IP Routing

DHCP Server for IPv6
DHCP Client for IPv6

Clocking

Hop-By-Hop Redundancy in PTP Ring

Licensing

Smart License with HA Support
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Cisco 10S XE
Release Technology Supported Features
3.16.1a IP Routing e Policy Based Routing (PBR)
Multicast e IGMP Snooping over Port-Channel
IPv6 e uRPF for IPv6 Strict and Loose mode
MPLS e Circuit Emulation Service over UDP (CESoUDP)
e Priority Shaper
e MPLS MTU on GRE Tunnels
Network e Service Activation
Management

Carrier Ethernet | ¢ Microwave ACM Enhancements

QoS e EMCP load balancing with Ingress and Egress linksPri
ATM e Pseudowire Group Message Generation
System e JOS XE Image Signing
Management e Segment Routing
3.17S and All http://www.cisco.com/c/dam/en/us/td/docs/wireless/asr_900/compatibility/matrix/Compat
Later ibility-Matrix-ASR900.pdf
Table 7 Supported Software Features for A900-RSP3 Modules
Cisco 10S XE
Release Technology Supported Features
3.16.1a and All http://www.cisco.com/c/dam/en/us/td/docs/wireless/asr_900/compatibility/matrix/Compat
Later ibility-Matrix-ASR900.pdf

Software Licensing Overview

The router offers the following base licenses:
e Metro Services
e Metro IP Services

e Metro Aggregation Services

Table 8 Cisco ASR 900 Software Licenses Feature Set

Metro Services Metro IP Services Metro Aggregation Services
Includes all features in Metro Includes all features in Metro IP Services
Services

QoS, with deep buffers and IP routing (RIP, OSPF, EIGRP, MPLS (LDP and VPN)

hierarchical QoS (HQOS) BGP, IS-IS)

Layer 2: 802.1d, 802.1q PIM (SM, DM, SSM), SSM MPLS TE and FRR
mapping
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Documentation Roadmap

Metro Services

Metro IP Services Metro Aggregation Services

Ethernet Virtual Circuit (EVC) BFD MPLS OAM

Ethernet OAM (802.1ag, 802.3ah) Multi-VRF CE (VRF lite) with MPLS-TP

service awareness (ARP, ping,
SNMP, syslog, trace-route, FTP,

TFTP)
Multiple Spanning Tree (MST) and IEEE 1588-2008 Ordinary Clock |Pseudowire emulation (EoMPLS, CESoPSN,
Resilient Ethernet Protocol (REP) and Transparent Clock and SAToP)
Synchronous Ethernet VPLS and HVPLS
IPv4 and IPv6 host connectivity Pseudowire redundancy

MR-APS and mLACP

Note

The router offers the following additional feature licenses:
e ATM
e IEEE 1588-2008 Boundary Clock/Master Clock
e OC-3 Port License

These features require a software license to use.

For more information about each software license including part numbers, see the

Cisco ASR 900 Router Series Datasheet. For instructions on how to install licenses on the

Cisco ASR 900 Router Series, see the Software Activation Configuration Guide, Cisco IOS XE Release
3S.

Documentation Roadmap

To view other documents for the Cisco ASR 900 Router Series, see the Cisco ASR 903 Router
Documentation Roadmap.

Restrictions and Limitations for ASR 900 Series Routers

e The ip cef accounting command is not supported on the router.
¢ Crash may be observed on the router when:

- EoMPLS, CEM, ATM and IMA Pseudowire Redundancy (PW-redundancy) configurations exist
while switchover and fail-back of the pseudowires are being triggered, and the show platform
hardware pp active pw eompls command is executed.

e Configuration sync does not happen on the Standby RSP when the active RSP has Cisco Software
Licensing configured, and the standby RSP has Smart Licensing configured on the router. If the
active RSP has Smart Licensing configured, the state of the standby RSP is undetermined. The state
could be pending or authorized as the sync between the RSP modules is not performed.

¢ Evaluation mode feature licenses may not be available to use after disabling, and enabling the smart
licensing on the ASR 903 RSP2 module. A reload of the router is required.
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e Ingress counters are not incremented for packets of the below format on the RSP3 module for the

10 Gigabit Ethernet interfaces, 100 Gigabit Ethernet interfaces, and 40 Gigabit Ethernet interfaces:

Packet format
MAC header---->Vlan header---->Length/Type

When these packets are received on the RSP3 module, the packets are not dropped, but the counters
are not incremented.

Limitations

Identifier Description

CSCux81166 |MPLS MTU getting set even without IP address being configured in RSP2
CSCux40620 |Only 15 offloaded cfmovpls sessions are coming up

CSCuy04343 |RSP3:Port not getting added to vlan when encap is untagged+dotlq
CSCuw59663 |Flex-LSP:OAM packets are punted in TTL Q instead of OAM Q
CSCux74365 |SR:microloop due to flushing of SR tunnel, RIB-Update-Delay not honoured
CSCux55104 | TBC stopped sending packet after adding netsync command

CSCuw64751 |Lower BRP/BRR values with very high queue-limit doesnt work
CSCux33281 |RSP3: Minimum supported priority shaper is 1Mbps

CSCuy06751 |RSP3:COS marking does not work for single tag traffic in specific case.
CSCux18679 |RSP3:stby keep booting with config-sync, ISSU from XE3.18 to XE3.16
CSCus61902  |UT issues post L4 filtering support for I[P ACL

CSCuw75087 Y1731 is not working with MEP on TEFP

CSCut38237 [RSP3-SPANT]: poch span doesn't work in case traffic flows throug second
CSCuw57701 |RSP3: IP MTU fragmentation limitations on BDI

CSCuw79466 |RSP3:PoCH ECMP loadbalancing fails with RFC3107

CSCuw60217 |RSP3 : Match efp egress classification does not work on PC member link
CSCuw89069 |RSP3 QoS: Conditional Marking On BD during Flood doesn't work

Determining the Software Version

You can use the following commands to verify your software version:
e Consolidated Package—show version

¢ Individual sub-packages—show version installed (lists all installed packages)
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Upgrading to a New Software Release

Only Cisco IOS XE 3S consolidated packages can be downloaded from Cisco.com; users who want to
run the router using individual subpackages must first download the image from Cisco.com and extract
the individual subpackages from the consolidated package.

For information about upgrading to a new software release, see the Cisco ASR 900 Router Series
Configuration Guide.

Supported FPGA Versions

Use the show hw-module all fpd command to display the FPGA version on the router.

Table 9 lists the FPGA version for the software releases.

~

Note  If there is an FPGA upgrade during ISSU, it will cause traffic disruption. TDM interface modules get
reset irrespective of FPGA upgrade during the ISSU.

Table 9 FPGA Versions

igabi
Ethernet
: Interface
«Cisco 10S XE Module

EEEEEE S

Gigabit Ethernet ‘TDM RSP2
Interface Module Interface Module

‘Release {Phase 1) FPGA :i(Phase2) FPGA Module FPGA :3HoFPGA
i3. .35 (0. ) SE— il T
SRR O S
S ( — — x
33. .4 and .40 (0. ) w— — —
wrebuilds
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Cisco 10S XE
Release

igabit
Ethernet
Interface Gigabit Ethernet TDM RSP2
Module Interface Module Interface Module
(Phase 1) FPGA =;(Phase2) FPGA Module FPGA :iHoFPGA
.44(0.2 e 2x10 Gigabit (0.31 0x42

Ethernet IM—
69.20 (0x45_14
H)

¢ Combo IM-
69.22 (0x45_16
H)

BFD_SAD
T &

Table 10 FPGA for ASR 903 RSP3 and ASR 907
ISco
Release 10 FGPA 8 x10 FPGA :2x40 FPGA 1x100 FPGA
0000000.00.0000005 2. 3 ( x 1 ( x 1 )
x 1
(Ox )
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Table 11 Cisco 10S XE Release 3.18.7SP FPGA for ASR 903 RSP3 and ASR 907
FPGA FPGA RSP
(Current (Minimum Module
Platform Interface Module |Version) Version) HoFPGA ROMMON
RSP-128 A900-IMA2Z 69.22 69.22 0X0003000 |15.6(30r)S
A900-IMASS 0.49 0.49 e
A900-IMAST1Z (69.24 69.24
RSP3-200S |A900-IMAST 0.49 0.49 4000d 15.6(33r)S
A900-IMASZ 0.21 0.17
A900-IMASS 0.49 0.49
RSP3-400S |A900-IMA1C 0.2 0.19 4000d 15.6(33r)S
A900-IMASZ 0.22 0.17
A900-IMA8S1Z |69.24 69.24
RSP3-400W |A900-IMA1C 0.2 0.19 2004000d  |15.6(331r)S
A900-IMA2Z 69.22 69.22
Table 12 Cisco I0S XE Release 3.18.8aSP and 3.18.9SP FPGA for ASR 903 RSP3 and ASR 907
RSP
Module
Platform Interface Module |FPGA Version |HoFPGA ROMMON
RSP-128 A900-IMA27Z 69.22 0X0003000 |15.6(431r)S
A900-IMASS 0.49 ¢
A900-IMASTI1Z |69.24
RSP3-200S |A900-IMAST 0.49 4000d 15.6(42r)S
A900-IMASZ 0.17
A900-IMASS 0.49
RSP3-400S |A900-IMAIC 0.19 4000d 15.6(42r)S
A900-IMASZ 0.17
A900-IMA8S1Z |69.22
RSP3-400W |A900-IMA1C 0.19 2004000d  |15.6(42r)S
A900-IMA2Z 69.22
Table 13 Cisco I0S XE Release 3.18.8aSP FPGA for ASR 900
‘RSP2 - AS00-IMABSTZ ™ A900- AS00-TMATBD <z A900-
FPGA 0,54 00, 046 U054 TG 49
; A A A NAT8
Table 14 Cisco 10S XE Release 3.18.9SP FPGA for ASR 900
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Deferrals

Cisco IOS software images are subject to deferral. We recommend that you view the deferral notices at
the following location to determine whether your software release is affected:

http://www.cisco.com/en/US/products/products_security_advisories_listing.html

Field Notices and Bulletins

¢ Field Notices—We recommend that you view the field notices for this release to determine whether
your software or hardware platforms are affected. You can find field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

e Bulletins—You can find bulletins at
http://www.cisco.com/en/US/products/sw/iosswrel/ps5012/prod_literature.html.

MIB Support

Table 15 summarizes the supported MIBs on the Cisco ASR 900 Router Series:

Table 15 Supported MIBs

Supported MIBs

BGP4-MIB (RFC 1657) CISCO-IMAGE-LICENSE-MGMT- |MPLS-LDP-STD-MIB (RFC 3815)
MIB

CISCO-BGP-POLICY-ACCOUNTIN |CISCO-IMAGE-MIB MPLS-LSR-STD-MIB (RFC 3813)

G-MIB

CISCO-BGP4-MIB CISCO-IPMROUTE-MIB MPLS-TP-MIB

CISCO-BULK-FILE-MIB CISCO-LICENSE-MGMT-MIB MSDP-MIB

CISCO-CBP-TARGET-MIB CISCO-MVPN-MIB NOTIFICATION-LOG-MIB (RFC 3014)

CISCO-CDP-MIB CISCO-NETSYNC-MIB OSPF-MIB (RFC 1850)

CISCO-CEF-MIB CISCO-OSPF-MIB OSPF-TRAP-MIB (RFC 1850)
(draft-ietf-ospf-mib-update-05)

CISCO-CLASS-BASED-QOS-MIB  |CISCO-OSPF-TRAP-MIB PIM-MIB (RFC 2934)
(draft-ietf-ospf-mib-update-05)

CISCO-CONFIG-COPY-MIB CISCO-PIM-MIB RFC1213-MIB

CISCO-CONFIG-MAN-MIB CISCO-PROCESS-MIB RFC2982-MIB

Cisco 10S XE 3S Release Notes for the Cisco ASR 900 Series Routers
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Table 15 Supported MIBs

MIB Support

Supported MIBs

CISCO-DATA-COLLECTION-MIB

CISCO-PRODUCTS-MIB

RMON-MIB (RFC 1757)

CISCO-EMBEDDED-EVENT-MGR-
MIB

CISCO-PTP-MIB

RSVP-MIB

CISCO-ENHANCED-MEMPOOL-M
1B

CISCO-RF-MIB

SNMP-COMMUNITY-MIB (RFC 2576)

CISCO-ENTITY-ALARM-MIB

CISCO-RTTMON-MIB

SNMP-FRAMEWORK-MIB (RFC 2571)

CISCO-ENTITY-EXT-MIB

CISCO-SONET-MIB

SNMP-MPD-MIB (RFC 2572)

CISCO-ENTITY-FRU-CONTROL-
MIB

CISCO-SYSLOG-MIB

SNMP-NOTIFICATION-MIB (RFC 2573)

CISCO-ENTITY-SENSOR-MIB

DS1-MIB (RFC 2495)

SNMP-PROXY-MIB (RFC 2573)

CISCO-ENTITY-VENDORTYPE-OI
D-MIB

ENTITY-MIB (RFC 4133)

SNMP-TARGET-MIB (RFC 2573)

CISCO-FLASH-MIB

ENTITY-SENSOR-MIB (RFC 3433)

SNMP-USM-MIB (RFC 2574)

CISCO-FTP-CLIENT-MIB

ENTITY-STATE-MIB

SNMPv2-MIB (RFC 1907)

CISCO-IETF-ISIS-MIB

EVENT-MIB (RFC 2981)

SNMPv2-SMI

CISCO-IETF-PW-ATM-MIB

ETHERLIKE-MIB (RFC 3635)

SNMP-VIEW-BASED-ACM-MIB
(RFC 2575)

CISCO-IETF-PW-ENET-MIB

IF-MIB (RFC 2863)

SONET-MIB

CISCO-IETF-PW-MIB

IGMP-STD-MIB (RFC 2933)

TCP-MIB (RFC 4022)

CISCO-IETF-PW-MPLS-MIB

IP-FORWARD-MIB

TUNNEL-MIB (RFC 4087)

CISCO-IETF-PW-TDM-MIB

IP-MIB (RFC 4293)

UDP-MIB (RFC 4113)

CISCO-IF-EXTENSION-MIB

IPMROUTE-STD-MIB (RFC 2932)

CISCO-FRAME-RELAY-MIB

CISCO-IGMP-FILTER-MIB

MPLS-LDP-GENERIC-STD-MIB
(RFC 3815)

IF-MIB

Table 16 summarizes the unverified and supported MIBs on the Cisco ASR 900 Router Series.

Table 16

Unverified and Supported MIBs

Unverified MIBs

ATM-MIB

B

CISCO-IETF-DHCP-SERVER-EXT-MI

EXPRESSION-MIB

CISCO-ATM-EXT-MIB

HC-ALARM-MIB

CISCO-ATM-IF-MIB

B

CISCO-IETF-PPVPN-MPLS-VPN-MI

HC-RMON-MIB

CISCO-ATM-PVC-MIB

CISCO-IP-STAT-MIB

IEEE8021-CFM-MIB

CISCO-ATM-PVCTRAP-EXTN-MIB

CISCO-IPSLA-ETHERNET-MIB

IEEE8021-CFM-V2-MIB

CISCO-BCP-MIB

CISCO-L2-CONTROL-MIB

IEEE8023-LAG-MIB

CISCO-CALLHOME-MIB

CISCO-LAG-MIB

INT-SERV-GUARANTEED-MIB

CISCO-CIRCUIT-INTERFACE-MIB

CISCO-MAC-NOTIFICATION-MIB

INTEGRATED-SERVICES-MIB

Cisco 10S XE 3S Release Notes for the Cisco ASR 900 Series Routers ]



Chapter

Open Source License Notices

Table 16

Unverified and Supported MIBs

Unverified MIBs

CISCO-CONTEXT-MAPPING-MIB

CISCO-MEMORY-POOL-MIB

MPLS-L3VPN-STD-MIB (RFC 4382)

CISCO-EIGRP-MIB

CISCO-NHRP-EXT-MIB

MPLS-LDP-ATM-STD-MIB
(RFC 3815)

CISCO-ERM-MIB

CISCO-NTP-MIB

MPLS-LDP-MIB

CISCO-ETHER-CFM-MIB

CISCO-PING-MIB

MPLS-TE-STD-MIB

CISCO-ETHERLIKE-EXT-MIB

CISCO-RESILIENT-ETHERNET-PRO
TOCOL-MIB

MPLS-VPN-MIB

CISCO-EVC-MIB

CISCO-RTTMON-ICMP-MIB

NHRP-MIB

CISCO-HSRP-EXT-MIB

CISCO-RTTMON-IP-EXT-MIB

RFC2006-MIB (MIP)

CISCO-HSRP-MIB

CISCO-RTTMON-RTP-MIB

RMON2-MIB (RFC 2021)

CISCO-IETF-ATM2-PVCTRAP-MIB

CISCO-SNMP-TARGET-EXT-MIB

SMON-MIB

CISCO-IETF-ATM2-PVCTRAP-MIB-
EXTN

CISCO-TCP-MIB

VRRP-MIB

CISCO-IETF-BFD-MIB

CISCO-VRF-MIB

CISCO-IETF-DHCP-SERVER-MIB

ETHER-WIS (RFC 3637)

MIB Documentation

The following resources provide more detail about MIBs on the Cisco ASR 900 Router Series:

e Cisco ASR 900 Router Series MIB Guide—For information about the Cisco ASR 903 Series Router
product implementation of the MIB protocol, see Cisco ASR 903 Series Aggregation Services Router
MIB Specifications Guide at the following location:

http://www.cisco.com/en/US/docs/wireless/asr_900/mib/guide/asr903mib.html

e MIB Locator—To locate and download MIBs for selected platforms, Cisco IOS and Cisco IOS XE
releases, and feature sets, use Cisco MIB Locator found at the following location:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost
your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an
account on Cisco.com by following the directions found at the following location:

http://tools.cisco.com/RPF/register/register.do

Open Source License Notices

For a listing of the license notices for open source software used in Cisco IOS XE 3S Releases, see the
documents accessible from the License Information page at the following location:

http://www.cisco.com/en/US/products/ps11174/products_licensing_information_listing.html
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Communications, Services, and Additional Information

e To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
e To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
e To submit a service request, visit Cisco Support.

e To discover and browse secure, validated enterprise-class apps, products, solutions and services,
visit Cisco Marketplace.

¢ To obtain general networking, training, and certification titles, visit Cisco Press.

¢ To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST
provides you with detailed defect information about your products and software.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of

Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2011-2016 Cisco Systems, Inc. All rights reserved.
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CHAPTER 2

New Features in Cisco |0S XE 3.6S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release 3.6S.

Note  Cisco I0S XE 3.6S inherits all supported features from Cisco IOS Release 3.5, which is not described
in this document. For more information about Cisco IOS Release 3.5, see the Release Notes for Cisco
10S XE Release 3S.

This chapter includes the following sections:
¢ New Hardware Features in Cisco IOS XE Release 3.6(2)S, page 1
e New Hardware Features in Cisco IOS XE Release 3.6(1)S, page 1
e New Hardware Features in Cisco IOS XE Release 3.6S, page 1
¢ New Software Features in Cisco IOS XE Release 3.6(2)S, page 2
e New Software Features in Cisco IOS XE Release 3.6(1)S, page 2
e New Software Features in Cisco IOS XE Release 3.6S, page 4

New Hardware Features in Cisco 10S XE Release 3.6(2)S

The IOS XE 3.6(2)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.6(1)S

The IOS XE 3.6(1)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.6S

The IOS XE 3.6(0)S Release for the Cisco ASR 903 Router introduces support for the following
hardware features:

¢ New SFP modules—This release introduces support for the following SFP modules:

- 1000M SFP-DWDM-SFP
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1000M SFP-CWDM

1000M SFP - GLC-ZX-SMD
1000M SFP - GLC-SX-MMD
1000M SFP - GLC-LH-SMD
ONS-SI-155-SR-MM
ONS-SI-155-11
ONS-SI-155-L1
ONS-SI-155-L2

e 4-Port OC3/STM-1 or 1-Port OC12/STM-4 Interface Module—This release introduces support for
the A900-IMA4OS interface module. This combo module supports one of four modes: 4xOC3,
4xSTM-1, 1xOC12, and 1xSTM-4. The module supports SDH framing and HDLC encapsulation.

New Software

The A900-IMA40S Interface Module requires a license for use. For more information about
supported licenses, see Software Licensing Overview, page 16.

I0S XE Release 3.6 for the offers a limited set of software features for the A900-IMA40S
Interface Module. For more information, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/AS
R903-Chassis-SW-36.html

Features in Cisco 10S XE Release 3.6(2)S

The I0S XE 3.6(2)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

New Software

Features in Cisco 10S XE Release 3.6(1)S

The following are the new software features introduced in Cisco IOS XE Release 3.6(1)S:

¢ OC-3 Interface Module Software Features—Release 3.6(1) introduces support for PPP and MLPPP
the OC-3 interface module. For details about this feature, see:

http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/OC_I
fc_Module.html

http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/pseud
owire.html

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/atm/configuration/xe-3s/asr903/atm-xe-3s-asr
903-book.html

http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_media-ind_multi_ppp.html

http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_async_slip_ppp.html
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PPP MRRU Negotiation Configuration—Introduces support for the ppp multilink mrru command,
which allows you to specify a Maximum-Receive-Reconstructed-Unit (MRRU) value on MLP
interfaces and member links after a change in the MTU value on the interface. For details about this
feature, see
http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_pppmlp_mrru_neg.html.

ACFC and PFC Support on Multilink Interfaces—Using the Address and Control Field
Compression (ACFC) and PPP Protocol Field Compression (PFC) Support on Multilink Interfaces
feature, you can control the negotiation and application of the Link Control Protocol (LCP)
configuration options for ACFC and PFC.

This release introduces support for ACFC and PFC support on serial interfaces on the T1/E1l and
optical interface modules. This feature includes support for the following commands:

ppp acfc local {request | forbid}

ppp acfc remote {apply | reject | ignore}

ppp pfc local {request | forbid}
— ppp pfc remote {apply | reject | ignore}
For more information about configuring ACFC and PFC, see the following documents

- http://www.cisco.com/en/US/partner/docs/interfaces_modules/shared_port_adapters/configurati
on/7600series/76cfgsip.html#wp1372108

— http://www.cisco.com/en/US/partner/docs/routers/7600/install_config/flexwan_config/features.h
tml#wp256581

— Time Division Multiplexing Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900
Series)

Egress QoS policies on main physical interface for port shaping + H-policies on EFP—Previous
releases did not support QoS policies on interfaces configured with an Ethernet Flow Point (EFP)
or port-channel member links with EFPs. This release introduces support for hierarchical QoS
policies on EFP interfaces. For more information about how to configure QoS on EFP interfaces, see

— http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR
903-Chassis-SW-36.html

— Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series.

Switch Port Analyzer—Release 3.6.1 introduces support for Switch Port Analyzer (SPAN) on
physical interfaces. The following commands are supported:

— monitor session {session_number} {source {interface slot/port}} [, |- 1rx|tx | both]
— monitor session {session_number} {destination {interface type/num} [, 1-1}

For more information about SPAN, see

Layer 2 Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

Support for MPLS Labels with PTP traffic- This release introduces support for MPLS labels with
PTP Delay-Request packets. The following encapsulation types are supported:

- VPN
BGP IPv4
- LDP
- FRR

The router adds time stamps to MPLS-encapsulated PTP packets by default.

For more information see,
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— MPLS Label Distribution Protocol Configuration Guide, Cisco IOS XE Release 3S (ASR 900
Series)

— MPLS Traffic Engineering Path Link and Node Protection Configuration Guide, Cisco IOS XE
Release 3S (ASR 900 Series)

¢ Reverse Path Forwarding failure handling—This release introduces support for the platform
multicast rpf_fail _handling enable command. The Cisco ASR 903 Router hardware does not
handle RPF fail packets default; you can use this command to enable RPF fail packets handling.

New Software Features in Cisco 10S XE Release 3.6S

The following are the new software features introduced in Cisco IOS XE Release 3.6S:

~

Note  Many of the features supported on the Cisco ASR 903 Router require a license for use. For more
information about supported licenses, see Software Licensing Overview, page 16.

e Any Transport over MPLS (AToM)—ATM AALS over MPLS (AAL50MPLS)—The AALS
Transport over MPLS feature provides an ATM permanent virtual circuit (PVC) transport service
for transporting AALS PDUs across an IP/MPLS backbone with rate-limit policing and configurable
PVC priority value. A dynamic MPLS tunnel is configured to enable label imposition and
disposition of encapsulated ATM PDUs transported between two edge routers having a Label
Distribution Protocol (LDP) neighbor relationship. For details about this feature, see:

— MPLS Layer 2 VPNs Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

— http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR
903-Chassis-SW-36.html

e BFD IPv6 Encapsulation—This feature introduces support for IPv6 addresses with the BFD
protocol. For details about this feature, see

— IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series).

e BGP PIC Edge for IP/MPLS—This feature introduces support for BGP PIC Edge for IP/MPLS for
sub-second convergence for IP and MPLS-VPN. For details about this feature, see:

- IP Routing: BGP Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

¢ CFM over EFP interface with xconnect—This feature provides support for IEEE 802.1ag draft
8.1-compliant CFM functionality on pseudowire & VFI interfaces. For details about this feature,
see:

— Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

— http://www.cisco.com/en/US/docs/routers/7600/install_config/ES40_config_guide/es40_chap4.
html

¢ CFM on Port-Channel Interfaces—This feature provides support for IEEE 802.1ag (CFM) on
port-channel interfaces for end-to-end connectivity fault management on Ethernet networks. For
details about this feature, see:

— http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipsla/configuration/xe-3s/asr903/sla-xe-3s-asr
903-book.html

- http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-xe-3s-as
r903-book/ce-cfm-fm.html
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Class-based QoS MIB—This feature introduces support for the class-based QoS MIB. For details
about this feature, see
http://www.cisco.com/en/US/docs/wireless/asr_900/mib/guide/asr903mib.html

Egress QoS Marking—This feature introduces support for QoS marking on egress interfaces. For
details about this feature, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR90
3-Chassis-SW-36.html

Egress QoS Policing—This feature introduces support for QoS policing on egress interfaces. For
details about this feature, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR90
3-Chassis-SW-36.html

E-OAM-CFM CCM Hardware Offload—The router automatically offloads processing of Continuity
Check (CC) messages if the CC interval is less than 1 second.

H-VPLS N-PE Redundancy for MPLS Access—This feature allows user provider (U-PE) devices to
be dual-homed to network provider edge (N-PE) devices in a loop-free topology with MPLS as the
access/aggregation domain. For details about this feature, see:

— http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_l2_vpns/configuration/xe-3s/asr903/mp-1
2-vpns-xe-3s-asr903-book/mp-hvpls-npe-red-mpls-access.html

IPv6 Quality of Service Classification—This feature allows you to define traffic classes, create and
configure traffic policies (policy maps), and attach those traffic policies to interfaces. The

Cisco ASR 903 Router supports classification of IPv6 traffic based on DSCP or Precedence values
on ingress and egress interfaces. For details about this feature, see

- http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_classn/configuration/xe-3s/asr903/qos-cl
assn-xe-3s-asr903-book.html

- http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR
903-Chassis-SW-36.html

IPv6 Quality of Service Marking—This feature introduces support for marking IPv6 traffic with
DSCP or Precedence values. IPv6 QoS is supported on ingress and egress interfaces. For details
about this feature, see

— http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-qos_xe.html
— http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-qos.html

— http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR
903-Chassis-SW-36.html

ISIS IPv4 Loop Free Alternate Fast ReRoute (LFA FRR) for VPLS Core—IPFRR (IP Fast ReRoute)
is a set of technologies used in order to rapidly converge traffic flows around link and/or node
failures. For details about this feature, see

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_pi/configuration/xe-3s/asr903/iri-xe-3s-
asr903-book/iri-1fa-frr.html

ITU-T G.8032 Ethernet Ring Protection Switching—This feature implements protection switching
mechanisms for Ethernet layer ring topologies. This feature uses the G.8032 Ethernet Ring
Protection (ERP) protocol, defined in ITU-T G.8032, to provide protection for Ethernet traffic in a
ring topology, while ensuring that there are no loops within the ring at the Ethernet layer. The loops
are prevented by blocking either a pre-determined link or a failed link. For details about this feature,
see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/lanswitch/configuration/xe-3s/asr903/lanswitch-
ethernet-channel-xe-3s-asr903-book/Isw-cfg-rep.html
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Note

L2 ACL on Service Instance—This is a security feature which customers can apply to an EVC
interface to filter packets based on their MAC address. For details about this feature, see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/b_layer2_AS
R903/1y2-acl-evc.html

L2PT - Layer 2 Protocol Tunneling on Trunk Ports—Layer 2 protocol tunneling makes control
protocol PDUs such as STP, CDP, and VTP, transparent to the service provider cloud when passing
traffic through trunk ports. For details about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/wan_lIserv/configuration/xe-3s/wan-lserv-xe-3s-boo
k.html

MLPPP - Multilink PPP—Multilink PPP (also referred to as MP, MPPP, MLP, or Multilink) provides
amethod for spreading traffic across multiple physical WAN links and is described in RFC1990. For
details about this feature, see:

— http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_media-ind_multi_ppp.html

— http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_basic/configuration/xe-3s/asr903/mp-basi
c-xe-3s-asr903-book.html

Limitations apply when configuring MLPPP.

MPLS Traffic Engineering (TE) - Fast Reroute (FRR) Link and Node Protection—This feature
introduces support for MPLS Traffic Engineering (TE) - Fast Reroute (FRR) Link and Node
Protection. For details about this feature, see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_te_path_protect/configuration/xe-3s/asr903/
mp-te-path-protect-xe-3s-asr903-book.html

Multiple Matching Commands—This feature introduces support for multiple match or match-any
commands in a given QoS class-map. For details about this feature, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR90
3-Chassis-SW-36.html

Port-Shaper and LLQ in the presence of EFPs—This feature allows you to create a QoS policy to
shape traffic across all EFPs on a given physical port. —For details about this feature, see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/xe-3s/asr903/qos-plcs
hp-xe-3s-asr903-book/qos-plcshp-ehqos-pshape.html

PPP—This feature introduces support for PPP, which provides a method for transmitting datagrams
over serial point-to-point links. For details about this feature, see
http://www.cisco.com/en/US/docs/ios/dial/configuration/guide/dia_async_slip_ppp.html

Static Route Support for BFD over IPv6—This feature introduces support for static routes for BFD
using IPv6 addressing. For details about this feature, see:

— http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bfd/configuration/xe-3s/asr903/irb-xe
-3s-asr903-book/ip6-bfd-static-xe.html

— http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-bfd.html

Static VPLS over MPLS-TP—This feature introduces support for static VPLS over MPLS-TP. For
details about this feature, see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_basic/configuration/xe-3s/asr903/mp-basic-
xe-3s-asr903-book.html

STM-1 support—This feature adds support for STM1 mode on Cisco ASR 903 Router in
concatenated and channelized mode to the DS1 level. For details about this feature, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR90
3-Chassis-SW-36.html
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e Support for Low Latency Queuing on Multiple EFPs—This feature allows you to apply a QoS policy
for Low Latency Queuing to multiple EFP interfaces. For details about this feature, see
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/xe-3s/asr903/qos-plcs
hp-xe-3s-asr903-book/qos-plcshp-ehqos-pshape.html

¢ Support for Weighted Random Early Detection—This feature introduces support for Weighted
Random Early Detection (WRED) for congestion avoidance on egress interfaces. For details about
this feature, see:

- http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_conavd/configuration/xe-3s/asr903/qos-c
on-avd-xe-3s-asr903-book.html

- http://www.cisco.com/en/US/products/hw/routers/ps133/products_configuration_guide_book(09
186a00805b9497.html

— http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR
903-Chassis-SW-36.html

e Y.1731 Performance Monitoring—Y.1731-PM provides a standards-based Ethernet performance
monitoring function, which encompasses measurement of Ethernet frame delay, frame delay
variation, frame loss, and frame throughput as outlined in the ITU-T Y-1731 specification and
interpreted by the Metro Ethernet Forum (MEF) standards group. For details about this feature, see:

- http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-xe-3s-as
1903-book/ce-perf-mon.html
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CHAPTER

New Features in Cisco |0S XE 3.7S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release 3.7S.

Note  Cisco I0S XE 3.7S inherits all supported features from Cisco IOS Release 3.5, which is not described
in this document. For more information about Cisco IOS Release 3.5, see the Release Notes for Cisco
10S XE Release 3S.

This chapter includes the following sections:

¢ New Hardware Features in Cisco IOS XE Release 3.7(5)S, page 1
e New Hardware Features in Cisco IOS XE Release 3.7(4)S, page 1
e New Hardware Features in Cisco IOS XE Release 3.7(3)S, page 2
e New Hardware Features in Cisco IOS XE Release 3.7(2)S, page 2
e New Hardware Features in Cisco IOS XE Release 3.7(1)aS, page 2
e New Hardware Features in Cisco IOS XE Release 3.7(0)S, page 2
e New Software Features in Cisco IOS XE Release 3.7(5)S, page 2
e New Software Features in Cisco IOS XE Release 3.7(4)S, page 2
¢ New Software Features in Cisco IOS XE Release 3.7(3)S, page 2
e New Software Features in Cisco IOS XE Release 3.7(2)S, page 2
e New Software Features in Cisco IOS XE Release 3.7(1)aS, page 3
e New Software Features in Cisco IOS XE Release 3.7(0)S, page 3

New Hardware Features in Cisco 10S XE Release 3.7(5)S

The IOS XE 3.7(5)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.7(4)S

The IOS XE 3.7(4)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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New Hardware Features in Cisco 10S XE Release 3.7(3)S

The IOS XE 3.7(3)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.7(2)S

The IOS XE 3.7(2)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.7(1)aS

The IOS XE 3.7(1)aS Release for the Cisco ASR 903 Router introduces the following hardware features:

e ACPower Supply—Release 3.7(1)aS3.7(1)aS introduces support for the AC power supply. For more
information about the AC power supply, see the Cisco ASR 903 Hardware Guide.

New Hardware Features in Cisco 10S XE Release 3.7(0)S

Release 3.7 introduces support for the ONS-SC-155-EL SFP module.

New Software Features in Cisco 10S XE Release 3.7(5)S

The IOS XE 3.7(5)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

New Software Features in Cisco 10S XE Release 3.7(4)S

The I0S XE 3.7(4)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

New Software Features in Cisco 10S XE Release 3.7(3)S

The I0S XE 3.7(3)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

New Software Features in Cisco 10S XE Release 3.7(2)S

The IOS XE 3.7(2)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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New Software Features in Cisco 10S XE Release 3.7(1)aS

Release 3.7(1) introduces support for QoS policies on egress MLPPP interfaces on the T1/E1 interface
module. For more information about how to configure QoS policies on MLPPP interfaces, see the Cisco
ASR 903 Router Chassis Configuration Guide, Release 3.7.

New Software Features in Cisco 10S XE Release 3.7(0)S

The following are the new software features introduced in Cisco IOS XE Release 3.7(0)S:

BGP Graceful Shutdown—The BGP Graceful Shutdown feature reduces or eliminates the loss of
traffic along a link being shut down for maintenance. Routers always have a valid route available
during the convergence process. This feature is used primarily for maintenance on a link between a
PE and CE. For more information, see

http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_bgp/configuration/xe-3s/irg-grace-shut.htm
L.

Channelization Support—This release introduces support for channelization on the OC-3 interface
module using the channel-group command. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html

DHCP Option 82—In residential, metropolitan Ethernet-access environments, DHCP can centrally
manage the IP address assignments for a large number of subscribers. When the DHCP option-82
feature is enabled on a switch, a subscriber device is identified by the switch port through which it
connects to the network in addition to its MAC address. Multiple hosts on the subscriber LAN can
be connected to the same port on the access switch and are uniquely identified.For more information,
see

— IP Addressing: DHCP Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

DHCP Snooping—DHCP snooping is a DHCP security feature that provides network security by
filtering untrusted DHCP messages and by building and maintaining a DHCP snooping binding
database, also referred to as a DHCP snooping binding table. DHCP snooping acts like a firewall
between untrusted hosts and DHCP servers. You use DHCP snooping to differentiate between
untrusted interfaces connected to the end user and trusted interfaces connected to the DHCP server
or another switch. For more information, see

- [P Addressing: DHCP Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

Dynamic ARP Inspection—Dynamic ARP inspection determines the validity of an ARP packet
based on valid IP-to-MAC address bindings stored in a trusted database, the DHCP snooping
binding database. This database is built by DHCP snooping if DHCP snooping is enabled on the
bridge-domains and on the router. If the ARP packet is received on a trusted interface, the router
forwards the packet without any checks. On untrusted interfaces, the switch forwards the packet
only if it is valid. For more information, see

— IP Addressing: DHCP Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

E2E Transparent Clocking—A transparent clock is a network device such as a switch that calculates
the time it requires to forward traffic and updates the PTP time correction field to account for the
delay, making the device transparent in terms of timing calculations. The transparent clock ports
have no state because the transparent clock does not need to synchronize to the grandmaster clock.
An end-to-end transparent clock measures the residence time of a PTP message and accumulates the
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times in the correction field of the PTP message or an follow-up message. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html

¢ GOLD—Generic Online Diagnostic (GOLD) is a health monitoring feature implemented on the
Cisco ASR 903 Router. The GOLD functionality is developed to provide online diagnostic
capabilities that run at bootup, in the background on a periodic basis, or based on demand from the
CLI. For more information, see
http://www.cisco.com/en/US/docs/wireless/asr_900/feature/guides/GOLD.html.

e Hot Standby Pseudowire Support—The Hot Standby Pseudowire feature provides faster failover of
a backup pseudowire and reduced traffic loss during failover by setting the backup pseudowire to a
hot standby state, such that it can immediately take over if the primary pseudowire fails. This feature
is supported for Ethernet only; TDM and ATM interfaces are not supported. For more information,
see:

— http://www.cisco.com/en/US/docs/routers/7600/install_config/ES40_config_guide/es40_chap6.
html.

— http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/fspseudo.html

— http://www.cisco.com/en/US/partner/docs/ios/mpls/configuration/guide/mp_hspw_for_atm.html
#wp1054150

— Time Division Multiplexing Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900
Series)

e Hybrid Clocking Support—Hybrid clocking mode that uses clock frequency obtained from the
synchronous Ethernet port while using phase (ToD or 1PPS) obtained using PTP. The combination
of multiple time and phase sources for the same master clock improves performance over using PTP
alone. The router can act as a hybrid clock in both master ordinary clock and slave ordinary clock.
For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html

e [Pv6 ACL—IPv6 Access Control Lists (ACLs) determine what traffic is blocked and what traffic is
forwarded at device interfaces. ACLs allow filtering based on source and destination addresses,
inbound and outbound to a specific interface. For more information, see

— Security Configuration Guide: Access Control Lists, Cisco IOS XE Release 3S (ASR 900
Series)

e Layer 2 QoS for ATM—This feature introduces support for support cbr and vbr on ATM interfaces.
For more information, see
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/mp_I2_vpns/configuration/xe-3s/qos-atm-v
p-support-xe.html

e Link Path Through—This feature enables a local EOMPLS PE router to detect a failure in the path
between the remote PE and CE routers. The local PE router propagates the failure to the local CE
router such that it brings down the pseudowire connection and can more quickly reestablish the
connection when the remote CE-PE connection is restored. This feature is enabled automatically and
does not introduce any new CLI commands.

e MAC Address Security for EVC Bridge-Domain—MAC address security for EVCs. Provides the
capability to control and filter the MAC address learning behavior at the granularity of a single EVC
service instance. For more information, see:

- Layer 2 Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

- http://www.cisco.com/en/US/docs/ios-xml/ios/cether/configuration/xe-3s/ce-mac-addImt-bdsin.
html
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MAC Limiting—Mac address limiting per bridge-domain restricts the number of MAC addresses
that the router learns in bridge-domain on an EFP, pseudowire or switch port. For more information,
see

- Layer 2 Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

MPLS VPN—The MPLS VPN Inter-AS with ASBRs Exchanging VPN-IPv4 Addresses feature
allows a Multiprotocol Label Switching (MPLS) Virtual Private Network (VPN) to span service
providers and autonomous systems. For more information, see

— MPLS Layer 3 VPNs Inter-AS and CSC Configuration Guide, Cisco IOS XE Release 3S (ASR
900 Series).

Multicast Static MAC Addresses— Static MAC addresses allow you to enable multicast at the layer
2 level. You can use multicast static MAC addresses to forward multicast packets to specific EFPs
on a network. For more information, see

— Layer 2 Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

Multi-Level Priority Queues (MPQ)—This feature allows you to configure multiple priority queues
for multiple traffic classes by specifying a different priority level for each of the traffic classes in a
single service policy map. You can configure multiple service policy maps per router. Having
multiple priority queues enables the router to place delay-sensitive traffic (for example, voice) on
the outbound link before delay-insensitive traffic. As a result, high-priority traffic receives the
lowest latency possible on the router. For more information, see:

- http://www.cisco.com/en/US/docs/ios-xml/ios/qos_conmgt/configuration/xe-3s/asr903/qos-con
mgt-multilevel-pq.html

- http://www.cisco.com/en/US/docs/ios-xml/ios/qos_conmgt/configuration/xe-3s/qos-conmgt-mul
tilevel-pq.html

N:1 PVC mapping to PWE with non-unique VPI—This feature allows you to map one or more ATM
permanent virtual circuits (PVCs) to a single pseudowire. For more information, see

— Asynchronous Transfer Mode Configuration Guide, Cisco IOS XE Release 3S (ASR 900 Series
Routers).

Onboard Failure Logging—The Onboard Failure Logging (OBFL) feature collects data such as
operating temperatures, hardware uptime, interrupts, and other important events and messages from
system hardware installed in a Cisco router or switch. The data is stored in nonvolatile memory and
helps technical personnel diagnose hardware problems. For more information, see

— Network Management Systems Configuration Guide, Cisco IOS XE Release (Cisco ASR 900
Series)

PTP Redundancy—PTP redundancy allows a PTP slave clock to select the best master from multiple
available master clocks based on clock quality and availability. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html.

Time of Day Selection—You can use the time of day (ToD) and 1PPS ports on the Cisco ASR 903
Series Router to exchange ToD clocking. In master mode, the router can receive time of day (ToD)
clocking from an external GPS unit; the router requires a ToD, 1PPS, and 10Mhz connection to the
GPS unit. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html
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CHAPTER I

New Features in Cisco |0S XE 3.8S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release 3.8S.
This chapter includes the following sections:

e New HardwareFeatures in Cisco IOS XE Release 3.8(2)S, page 1

e New Hardware Features in Cisco IOS XE Release 3.8(1)S, page 1

e New Hardware Features in Cisco IOS XE Release 3.8(0)S, page 1

¢ New SoftwareFeatures in Cisco IOS XE Release 3.8(2)S, page 2

e New Software Features in Cisco IOS XE Release 3.8(1)S, page 2

e New Software Features in Cisco IOS XE Release 3.8(0)S, page 2

New HardwareFeatures in Cisco 10S XE Release 3.8(2)S

The IOS XE 3.8(2)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.8(1)S

The I0S XE 3.8(1)S Release for the Cisco ASR 903 Router does not introduce any new hardware
features.

New Hardware Features in Cisco 10S XE Release 3.8(0)S

The IOS XE 3.8(0)S Release for the Cisco ASR 903 Router introduces the following hardware features:
Release 3.8(0)S introduces support for the following SFPs:

- GLC-FE-100BX-U

- GLC-FE-100BX-D

- GLC-FE-100LX

- GLC-FE-100FX

- ONS-XC-10G-EP30.33

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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- XFP10GER-192IR-L
- XFP10GLR-192SR-L
- XFP-10GZR-OC192LR

For more information about how to configure these SFPs, see:

http://www.cisco.com/en/US/partner/docs/interfaces_modules/transceiver_modules/installation/note/O
L_24246.html

http://www.cisco.com/en/US/partner/products/hw/modules/ps5455/tsd_products_support_series_home
.html

New SoftwareFeatures in Cisco 10S XE Release 3.8(2)S

The I0S XE 3.8(2)S Release for the Cisco ASR 903 Router does not introduce any new software
features.

New Software Features in Cisco 10S XE Release 3.8(1)S

Release 3.8(1) introduces support for the following software features:

¢ uRPF Loose Mode—This release introduces support for Unicast Reverse Path Forwarding (uURPF)
Loose mode. For more information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_urpf/configuration/xe-3s/sec-unicast-rpf-1
oose-mode.html

New Software Features in Cisco 10S XE Release 3.8(0)S

Release 3.8(0) introduces support for the following software features:

e Automatic Protection Switching—This release introduces support for Automatic protection
switching (APS) for link failure protection on SONET networks. For more information, see

— Time Division Multiplexing Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900
Series)

e ATM IMA on OC-3 Interfaces—This release introduces support for ATM IMA on the OC-3
interface module. For more information about this feature, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.

e BFD Support on TDM interfaces—Release 3.8 introduces support for BFD on TDM interfaces. This
feature does not introduce any new CLI. For more information, see

— IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)
— Cisco ASR 900 Router Series Configuration Guide

e BFD Support for HSRP—This release extends Bidirectional Forwarding Detection support in order
to send failure notifications using the Hot Standby Router Protocol (HSRP). For more information
about this feature, see
http://www.cisco.com/en/US/products/ps11610/products_installation_and_configuration_guides_l
ist.html

- IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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— Cisco ASR 900 Router Series Configuration Guide

BFD Timer Improvements—Release 3.8 introduces support for 3.3ms timers for offloaded IPv4
BFD traffic.

- IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

BGP PIC—This release introduces support for BGP Prefix-Independent Convergence (PIC). This
feature improves BGP convergence after a network failure. This convergence is applicable to both
core and edge failures and can be used in both IP and MPLS networks. The BGP PIC Edge for IP
and MPLS-VPN feature creates and stores a backup/alternate path in the routing information base
(RIB), forwarding information base (FIB), and Cisco Express Forwarding so that when a failure is
detected, the backup/alternate path can immediately take over, thus enabling fast failover. For more
information, see
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/iproute_bgp/configuration/xe-3s/asr903/irg-
xe-3s-asr903-book.html

VPLS BGP Signaling—This release introduces support for VPLS BGP Signaling. The two primary
functions of the Virtual Private LAN Service (VPLS) control plane are autodiscovery and signaling.
The VPLS BGP Signaling feature enables you to use BGP as both an autodiscovery and a signaling
protocol for VPLS. For more information, see
http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_bgp/configuration/xe-3s/asr903/irg-vpls-bg
p-sig.html

E-LMI PE Support—This release introduces support for Ethernet Local Management Interface
(LMI) at the Provider Edge (PE). For more information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-elmi-pe.html

IP SLA Y.1731 SLM Feature Enhancements—This release introduces support for IP SLA SLM
enhancements as described in the Y.1731 standard. For more information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/ipsla/configuration/xe-3s/asr903/sla_y1731_deman
d.html

IS-IS Support for BFD over IPv6—This release introduces support for BFD on IS-IS IPv6
connections. For more information about this feature, see

- IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

LACP Min-Links—This release introduces support for Etherchannel Min-Links, a minimum
threshold for the number of links in an Etherchannel before the it becomes active. For more
information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-ieee-link-bndl
-xe.html

Microwave Adaptive Bandwidth—This release introduces support for Microwave Adaptive
Bandwidth with G.8032 and CFM. For more information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-cfm-adapt-ban
dwidth.html

MPLS on PoS Interfaces—Release 3.8 introduces support for MPLS on Packet over SONET (PoS)
interfaces. For more information about this feature, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.

MPLS-TP MIB—This release introduces support for the MPLS-TP MIB. For more information
about using MIBs, see MIB Support, page 1-22.

MPLS-TP Pseudowire Support—This release introduces support for MPLS-TP on ATM and TDM
pseudowires. For more information, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.
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— http://www.cisco.com/en/US/docs/ios-xml/ios/mp_basic/configuration/xe-3s/mp-mpls-tp.html

OC-3 MLPPP QoS Support—Release 3.8 introduces support for QoS policies on egress MLPPP
interfaces on the optical interface module.

- Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series

Multicast on T1/E1 and Optical Interfaces—Release 3.8 introduces support for multicast on T1/E1
and OC-3 interface modules. For more information about multicast, see

— IP Multicast: Multicast Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900
Series).

Network Virtualization Service—This Release introduces support for the Satellite Network
Virtualization (nV) service or the Satellite Switching System, which enables you to configure a
topology in which satellite devices complement one or more Cisco ASR 9000 Series routers in order
to collectively realize a single virtual switching system. In this system, the satellite switches act
under the management control of the Cisco ASR 9000 Series Aggregation Services Routers. The
complete configuration and management of the satellite chassis and features is performed through
the control plane and management plane of the Cisco ASR 9000 Series Router. For more information
about how to configure nV on the ASR 9000 and the satellite devices, see

— http://www.cisco.com/en/US/partner/docs/routers/asr9000/software/asr9k_r4.2/interfaces/config
uration/guide/hc42satl.html

- Network Virtualization Configuration Guide, Cisco IOS XE Release (Cisco ASR 900 Series)

Packet over SONET—This release introduces support for Packet over SONET (PoS) interfaces on
the OC-3 interface module. For more information on how to configure PoS interfaces, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.

QoS on PoS Interfaces—Release 3.8 introduces support for QoS features on egress PoS interfaces
using MLPPP bundles. For more information about configuring QoS on MLPPP interfaces, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.
QoS Features—Release 3.8 introduces support for the following QoS features:

— queue-limit percent command— Allows you to specify the queue limit (size) for a class in as
a percentage value.

— Higher Queue Limit Size— Release 3.8 extends the maximum byte value queue-limit-size
argument used with the queue-limit command. The previous maximum value was 491520
bytes; the new value is 2 MB.

— Release 3.8 enhances the show policy-map interface command to display the default
queue-limit.

For more information about the Release 3.8 QoS features, see
— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.

SONET Mode—This release introduces support for SONET mode on the OC-3 interface module.
For more information on how to configure PoS interfaces, see the Cisco ASR 903 Chassis
Configuration Guide, Release 3.8.

Synthetic Frame Loss Measurement—This release introduces support for Synthetic Frame Loss
Measurement for Ethernet OAM. For more information about this feature, see
http://www.cisco.com/en/US/docs/ios-xml/ios/ipsla/configuration/xe-3s/asr903/sla_mether3_y173
1.html

TCP path MTU Support—This release introduces support for BGP TCP Path MTU Discovery. For
more information about this feature, see
http://www.cisco.com/en/US/docs/ios/iproute_bgp/configuration/guide/irg_neighbor.html
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Telecom Profile Support—Release 3.8 introduces support for telecom profiles, which allow you to
configure a network clock to use the G.8265.1 recommendations for establishing PTP sessions,
determining the best master clock, handling SSM, and mapping PTP classes. For information about
how to configure telecom profiles, see

— Cisco ASR 903 Router Chassis Configuration Guide, Release 3.8.

Trunk EFPs on Port-Channel Interfaces—This release adds support for trunk EFPs on port-channel
interfaces, as shown in the following configuration:

|

interface port-channel 4

service instance 1 ethernet
encapsulation untagged
l2protocol peer lacp
bridge-domain 1

|

service instance trunk 10 ethernet
encapsulation dotlg <>
rewrite ingress tag pop 1 symmetric
bridge-domain from-encapsulation

For more information about configuring EFP interfaces, see
— Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series).

Y.1731 enhancements—This release introduces support for Y.1731 on-demand and concurrent
features. For more information about this feature, see
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/cether/configuration/xe-3s/asr903/ce-y 1731
-perfmon.html
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CHAPTER 5

New Features in Cisco 10S XE 3.9S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release 3.9S
and includes the following sections:

e New Hardware Features in Cisco IOS XE Release 3.9(2)S, page 5-1
e New Software Features in Cisco IOS XE Release 3.9(2)S, page 5-1

e New Hardware Features in Cisco IOS XE Release 3.9(1a)S, page 5-1
e New Software Features in Cisco IOS XE Release 3.9(1a)S, page 5-2
e New Hardware Features in Cisco IOS XE Release 3.9(0)S, page 2

e New Software Features in Cisco IOS XE Release 3.9(0)S, page 3

New Hardware Features in Cisco 10S XE Release 3.9(2)S

There are no new hardware features introduced in Cisco IOS XE Release 3.9(2)S.

New Software Features in Cisco 10S XE Release 3.9(2)S

There are no new software features introduced in Cisco IOS XE Release 3.9(2)S.

New Hardware Features in Cisco 10S XE Release 3.9(1a)S

Release 3.9(1) introduces support for the following hardware features:
¢ GLC-FE-100EX
e GLC-FE-100ZX
e SFP-GE-L
e SFP-GE-S
e SFP-GE-Z
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New Software Features in Cisco 10S XE Release 3.9(1a)S

There are no new software features introduced in Cisco IOS XE Release 3.9(1)S.

New Hardware Features in Cisco 10S XE Release 3.9(0)S

Release 3.9(0) introduces support for the following hardware features:

DWDM-XFP-30.33
DWDM-XFP-31.12
DWDM-XFP-31.90
DWDM-XFP-32.68
DWDM-XFP-34.25
DWDM-XFP-35.04
DWDM-XFP-35.82
DWDM-XFP-36.61
DWDM-XFP-38.19
DWDM-XFP-38.98v
DWDM-XFP-39.77
DWDM-XFP-40.56
DWDM-XFP-42.14
DWDM-XFP-42.94
DWDM-XFP-43.73
DWDM-XFP-44.53
DWDM-XFP-46.12
DWDM-XFP-46.92
DWDM-XFP-47.72
DWDM-XFP-48.51
DWDM-XFP-50.12
DWDM-XFP-50.92
DWDM-XFP-51.72v
DWDM-XFP-52.52
DWDM-XFP-54.13
DWDM-XFP-54.94
DWDM-XFP-55.75
DWDM-XFP-56.55
DWDM-XFP-58.17
DWDM-XFP-58.98
DWDM-XFP-59.79
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DWDM-XFP-60.61
DWDM-XFP-C
DWDM-XFP-1560.61

New Software Features in Cisco 10S XE Release 3.9(0)S

Release 3.9(0) introduces support for the following software features:

BFD Echo Mode Hardware Offloading—BFD echo mode detects forwarding path failures on the
remote system using echo packets; this release introduces support for hardware offloading of BFD
echo mode packets for up to 255 sessions. The minimum supported timer value for offloaded BFD
echo mode sessions is 3.3 ms. BFD echo offloading directs BFD echo packets to the high priority
queue instead of the default queue. For more information about how to configure BFD, see

— IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900).

BGP Support for 4-byte ASN —This release introduces support for 4-byte autonomous system
numbers in both the asplain format and the asdot format as described in RFC 5396. For more
information, see

— http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_bgp/configuration/xe-3s/asr903/irg-4byte
-asn.html

CFM Support for Trunk EFP—This release introduces support for CFM on trunk EFP interfaces.
For more information about configuring EFPs, see

— Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)
CLNS Routing Support—This release introduces support for CLNS routing on the router.
— ISO CLNS Configuration Guide, Cisco IOS XE Release 3S

Enhanced Object Tracking—The Enhanced Object Tracking feature separates the tracking
mechanism from Hot Standby Router Protocol (HSRP) in order to create a separate standalone
tracking process. The tracking process is available to other IOS processes and allows tracking of
other objects in addition to the interface line-protocol state. For more information, see

— http://www.cisco.com/en/US/docs/ios/ios_xe/ipapp/configuration/guide/ipapp_eot_xe.html.

Embedded Event Manager (EEM) 4.0—Embedded Event Manager (EEM) is a distributed and
customized approach to event detection and recovery offered directly in a Cisco I0S device. EEM
offers the ability to monitor events and take informational, corrective, or any desired EEM action
when the monitored events occur or when a threshold is reached. For more information, see

— http://www.cisco.com/en/US/docs/ios-xml/ios/eem/configuration/xe-3s/eem-overview.html.

IP FRR/Remote LFA FRR with L2ZVPN—The Loop-Free Alternate (LFA) Fast Reroute (FRR) with
Layer 2 Virtual Private Network (L2VPN) feature minimizes packet loss due to link or node failure.
For more information, see
http://www.cisco.com/en/US/docs/ios-xml/ios/mp_l2_vpns/configuration/xe-3s/asr903/mp-12vpn-1
fa-frr.html.

IS-IS topology of 3000 nodes—This release extends IS-IS capacity to include support for 3000
nodes. For more information about configuring IS-IS routing, see

— IP Routing: Protocol-Independent Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900).

ISO OSI Routing—This release introduces support for ISO OSI routing.
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Link Layer Discovery Protocol—Link Layer Discovery Protocol (LLDP) is defined in the IEEE
802.1ab standard and allows a non-Cisco device to interact with a Cisco device that uses Cisco
Discovery Protocol (CDP) for topology discovery. For more information, see

— Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series).

L2VPN Protocol Support—This release introduces support for additional L2ZVPN protocols
including L2TP and UDP. For more information, see

— MPLS Layer 2 VPNs Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)

Microwave Adaptive Bandwidth Modulation Enhancement—This release introduces support for
Adaptive Bandwidth Modulation on G.8032 and E-OAM microwave connections, which allow
Ethernet switches to optimize traffic forwarding rules based on microwave link capacity. For more
information, see

— Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series).

MPLS on MLPPP Interfaces—This release introduces support for MPLS on MLPPP interfaces. For
more information about configuring MPLS, see

— MPLS Basic Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR 900 Series).

- http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR90
3-Chassis-SW-39.html.

MPLS -TP Linear Protection/PSC support—Linear Protection on MPLS-TP based transport
networks using the RFC 6378 standard. For more information, see
http://www.cisco.com/en/US/docs/ios-xml/ios/mp_basic/configuration/xe-3s/asr903/mp-basic-xe-
3s-asr903-book.html.

MVPN—The Multicast VPN (MVPN) feature provides the ability to support multicast over a Layer
3 Virtual Private Network (VPN). For more information, see
http://www.cisco.com/en/US/docs/ios-xml/ios/ipmulti_mvpn/configuration/xe-3s/asr903/imc_cfg_
mc_vpn.html.

On-Demand Y.1731PM Probe Execution—This release introduces support for IPSLA Y1731 SLM
enhancements that enable real-time Ethernet service troubleshooting for users without configuration
privileges. This feature supports on-demand Synthetic Loss Measurement (SLM) operations that can
be run by issuing a single command in privileged EXEC mode. For more information, see
http://www.cisco.com/en/US/docs/ios-xml/ios/ipsla/configuration/xe-3s/sla_y1731_demand.html

OC-12 HDLC, PPP, and MLPPP support—This release introduces support for HDLC, PPP, and
MLPPP on OC-12 interfaces. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.

POS (Packet over SONET/SDH) on OC12 IM card—This release introduces support for Packet over
SONET (POS) and SDH on OC-12 interfaces. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html

PTP over Native Ethernet—This release introduces support for IEEE 1588-2008 Precision Time
Protocol (PTP) on native Ethernet interfaces; this allows the router to deliver the PTP payload within
an Ethernet packet. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.

QoS Ingress Exp Bit Marking—This release introduces support for ingress QoS marking of MPLS
Exp bits on TDM and ATM pseudowires. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.
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® QoS Match on EFP—This release introduces support for QoS matching on EFP interfaces. For more
information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.

® QoS on OC-3 and OC-12 Interfaces—This release introduces support for two-level QoS policies on
OC-3/0C-12 serial, MLPPP, and PoS interfaces. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.

* QoS Support for Ether Channels—This release introduces support for QoS policies on Etherchannel
interfaces. For more information, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-
Chassis-SW-39.html.
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CHAPTER 6

New Features in Cisco I0S XE 3.10S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.10S.

This chapter includes the following sections:

New Hardware Features in Cisco IOS XE Release 3.10.5S, page 6-1
New Hardware Features in Cisco IOS XE Release 3.10.4S, page 6-1
New Hardware Features in Cisco IOS XE Release 3.10.2S, page 6-1
New Hardware Features in Cisco IOS XE Release 3.10.1S, page 6-2
New Hardware Features in Cisco IOS XE Release 3.10S, page 6-3

New Software Features in Cisco IOS XE Release 3.10.5S, page 6-4
New Software Features in Cisco IOS XE Release 3.10.4S, page 6-4
New Software Features in Cisco IOS XE Release 3.10.2S, page 6-4
New Software Features in Cisco IOS XE Release 3.10.1S, page 6-4
New Software Features in Cisco IOS XE Release 3.10S, page 6-4

New Hardware Features in Cisco 10S XE Release 3.10.5S

There are no new hardware features introduced for Cisco IOS XE Release 3.10.5S.

New Hardware Features in Cisco 10S XE Release 3.10.4S

There are no new hardware features introduced for Cisco IOS XE Release 3.10.4S.

New Hardware Features in Cisco 10S XE Release 3.10.2S

There are no new hardware features introduced for Cisco IOS XE Release 3.10.2S.
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New Hardware Features in Cisco 10S XE Release 3.10.1S

The IOS XE 3.10S Release for the Cisco ASR 903 Router introduces the following hardware features:

DC PEM Module (A900-PWR550-D-E)

The power supply provides 550 W output power for system 12 V power. The power supply is field
replaceable, hot-swappable, and operates separately from the fan tray. The power supply contains a front
panel with mounting screws, a handle for insertion and removal, and two status LEDs. No ON/OFF
switch is provided

The A900-PWRS550-D-E DC PEM module has a T-shaped power input terminal connector. For
information on DC PEM module specifications, see Cisco ASR 903 router Overview. For information on
installing the connector, see Installing the Cisco ASR 903 Series Aggregation Services Router.

Fan Tray (A903-FAN-E)

The A903-FAN-E is a fan tray containing twelve (40 x 40 x 20 mm) fans and provides sufficient capacity
to maintain operation indefinitely in the event of an individual fan failure. For information on installing
the fan tray, see Installing the Cisco ASR 903 Series Aggregation Services Router

Dust Filter (A903-FAN-F)

The dust filter on the fan tray is a quadrafoam 45PPI filter which is 85 percent dust resistant. For
information on installing the dust filter, see Installing the Cisco ASR 903 Series Aggregation Services
Router

Dummy Cover (A903-FAN-F-B)

A dummy cover (A903-FAN-F-B) secures the dust filter in the chassis. For installing the fan filter, see
For information on installing the dummy cover on the fan tray, see Installing the Cisco ASR 903 Series
Aggregation Services Router.

Cable Bracket (A903-CAB-BRACKET)

The cable management bracket helps in routing the cables from the interface modules; therefore enabling
a proper cable bending radius. For installing the bracket, see Installing the Cisco ASR 903 Series
Aggregation Services Router

Air Plenum

Air Plenum or air baffle assembly is used change the air flow pattern of the unit. When the router is
installed with the plenum, the air flow pattern is changed from side-side to front-back. For information
on ordering the air plenum, see Installing the Cisco ASR 903 Series Aggregation Services Router.
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New Hardware Features in Cisco 10S XE Release 3.10S

The IOS XE 3.10S Release for the Cisco ASR 903 Router introduces the following hardware features:

Serial Interface Module

Note

CWDM SFP

I0S XE Release 3.10(0)S introduces support for the serial interface module, which is designed to
provide a low-latency communication platform for legacy interfaces. Designed for utilities, the module
is hardened to accommodate the wide operating temperature swings, EMI and surge spikes, and dust
found in substation environments.

The combination of the Cisco ASR 903 Router and the serial interface module enables migration from
TDM and serial networks to an IP-based network that can control latency and jitter across the network
and enable multiple Smart Grid applications.

The Cisco ASR 903 Serial Interface Module supports the following standards:

¢ EEE 1613 2009—IEEE Standard for Environmental and Testing Requirements for Communications
Networking Devices in Electric Power Substations

e EC 61850-3—IEC standard specifying general requirements for substation automation systems
(SAS) communications and related system requirements.

e EC 60870-2-1:1995—IEC standard for substation environmental conditions
e EC 60870-2-2:1996—IEC standard for substation environmental conditions

e EC 61000-6-5:2001—IEC standard defining immunity for power station and substation
environments

For information on how to install the serial interface module, see the Cisco ASR 903 Hardware
Installation Guide.

For information on how to configure the serial interface module, see Configuring Raw Socket Transport
on the Cisco ASR 903 Router.

We recommend the installation of the Metro IP Services and Metro Aggregation Services licenses with
serial interface module. For more information about obtaining and installing licenses, see Software
Licensing Overview.

Cisco IOS XE Release 3.10S introduces support for the following SFPs on the 10 Gigabit Ethernet XFP
Interface Module:

¢ ONS-XC-10G-EP

¢ ONS-XC-10G-1470
e ONS-XC-10G-1490
¢ ONS-XC-10G-1510
¢ ONS-XC-10G-1530
¢ ONS-XC-10G-1550
¢ ONS-XC-10G-1570
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¢ ONS-XC-10G-1590
¢ ONS-XC-10G-1610

For more information about how to configure these SFPs, see:
http://www.cisco.com/en/US/partner/docs/interfaces_modules/transceiver_modules/installation/note/O
L_24246.html

http://www.cisco.com/en/US/partner/products/hw/modules/ps5455/tsd_products_support_series_home
.html

New Software Features in Cisco 10S XE Release 3.10.5S

There are no new software features introduced for Cisco IOS XE Release 3.10.5S.

New Software Features in Cisco 10S XE Release 3.10.4S

There are no new software features introduced for Cisco IOS XE Release 3.10.4S.

New Software Features in Cisco 10S XE Release 3.10.2S

There are no new software features introduced for Cisco I0OS XE Release 3.10.28S.

New Software Features in Cisco 10S XE Release 3.10.1S

There are no new software features introduced for Cisco IOS XE Release 3.10.1S.

New Software Features in Cisco 10S XE Release 3.10S

The following features are introduced in Cisco IOS Release 3.10S.
e Access Circuit Redundancy, page 6-5
e Access Switch Device Manager Template, page 6-5
e Auto-IP, page 6-5
e BFD Debug Enhancement, page 6-5
e Bidirectional Forwarding Detection Deterministic Hardware Offload, page 6-6
e Broadcast and Multicast Suppression, page 6-6
e IGMP Snooping, page 6-6
e Licensing the OC-3 and OC-12 Interface Modules, page 6-6
e Multichassis LACP, page 6-7
e Pseudowire Group Switchover, page 6-7

¢ Remote LFA FRR Protection for TDM and ATM Pseudowires, page 6-8
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e Remote LFA FRR and Labeled BGP PIC FRR Integration, page 6-8
e VPLS over Remote LFA, page 6-9

Access Circuit Redundancy

Access Circuit Redundancy (ACR) enables local switching for circuit emulation (CEM) interfaces by
creating a virtual CEM-ACR interface. All configuration changes made on the virtual CEM-ACR
interface are applied automatically on both the Working and Protect interfaces.

For more information see, Configuring Access Circuit Redundancy on the Cisco ASR 903 Router.

Access Switch Device Manager Template

Auto-IP

Note

The Switch Device Manager (SDM) templates are used to optimize system resources in the router to
support specific features, depending on how the router is used in the network. The SDM templates
allocate Ternary Content Addressable Memory (TCAM) resources to support different features.

SDM templates are supported only by the Metro Aggregation Services license.

For more information see, Configuring Access Switch Device Manager Template on the Cisco ASR 903
Router.

The Auto-IP feature addresses the problem of manually reconfiguring nodes during insertion, deletion,
and movement of nodes within an auto-IP ring. The auto-IP feature automatically provides IP addresses
to the node interfaces inserted into an auto-IP ring.

For more information, see Auto-IP.

BFD Debug Enhancement

The Bidirectional Forwarding Detection (BFD) Debug Enhancement feature enhances the BFD debug
messages and the show command output and enables logs and history for critical BFD events. This
feature helps network engineers and operators to easily identify any issues with BFD sessions or events.

The following commands were introduced for this feature: monitor event-trace bfd, monitor event-trace
bfd event, monitor event-trace bfd packet, and show monitor event-trace bfd.

For more information, refer to the
— IP Routing: BFD Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series)
— IP Routing Protocol-Independent Commands A through R
— IP Routing Protocol-Independent Commands S through T
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Bidirectional Forwarding Detection Deterministic Hardware Offload

The Bidirectional Forwarding Detection (BFD) deterministic hardware offload feature allows you to
define the BFD transmission timer value. Any BFD sessions below or equal to the set value are sent to
hardware. For more information see

— IP Routing: BFD Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

Broadcast and Multicast Suppression

IGMP Snooping

A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network
performance. The traffic broadcast and multicast suppression (or storm control) feature prevents LAN
ports from being disrupted by a broadcast, multicast and unicast traffic storm on physical interfaces.

Storm control prevents traffic on a LAN from being disrupted by a broadcast, multicast, or unicast storm
on a port. Storm control is applicable for physical interfaces and is used to restrict the unicast, broadcast
and multicast ingress traffic on the Layer2 interfaces. The feature is disabled by default on the Cisco
ASR 903 router. For more information see

— Security Configuration Guide: Broadcast and Multicast Suppression, Cisco I0S XE Release 3S
(ASR 900 Series)

IP Multicast Internet Group Management Protocol (IGMP), which runs at Layer 3 on a multicast device,
generates Layer 3 IGMP queries in subnets where the multicast traffic must be routed. IGMP (on a
device) sends out periodic general IGMP queries.

IGMP Snooping is an Ethernet Virtual Circuit (EVC)-based feature set. When IGMP snooping is enabled
on a bridge domain, the bridge domain interface responds at Layer 2 to the IGMP queries with only one
IGMP join request per Layer 2 multicast group. Each bridge domain represents a Layer 2 broadcast
domain. For more information see

— IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

Licensing the 0C-3 and 0C-12 Interface Modules

The optical modules 4-Port OC3/STM-1 or 1-Port OC12/STM-4 delivers four active ports of OC-3
interface module (IM) or Synchronous Transport Module level 1 (STM-1) connectivity, or one active
port of OC-12 IM or STM-4 connectivity, on the Cisco ASR 903 Router. Licensing is applicable to these
ports on the interface modules.

The benefits of licensing these ports are:
¢ Facilitate the pay-as-you-grow model to enhance the ports by purchasing licenses as required.
¢ Provide the ability to shift license from one port to another.

e Provide the ability to release a license when the interface module is removed from a slot and reinstall
the license when inserted again.

e Support for high availability and OIR of interface modules.
Table 6-1 lists the license supported on the OC-3 and OC-12 interface modules.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
[ 6 | |


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-3s/asr903/sec-broadcast-xe-3s-asr903-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipmulti_pim/configuration/xe-3s/asr903/imc-pim-xe-3s-asr903-book/imc_igmp_snoop.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bfd/configuration/xe-3s/asr903/irb-xe-3s-asr903-book.html

| Chapter

New Software Features in Cisco 10S XE Release 3.10S W

Table 6-1 OC-3 and OC-12 Port Licenses

License Type Description Usability
1 OC3 port license Single OC3/STM-1 port |STM-1 on OC-3 port

1 OC12 port license Single OC12/STM-4 STM-1 on OC-3 port
port

For more information see, Licensing the Cisco ASR 900 Series Routers.

Multichassis LACP

Cisco's Multichassis EtherChannel (MCEC) solution addresses the need for interchassis redundancy
mechanisms, where a carrier wants to "dual home" a device to two upstream points of attachment (PoAs)
for redundancy. Some carriers either cannot or will not run loop prevention control protocols in their
access networks, making an alternative redundancy scheme necessary. MCEC addresses this issue with
enhancements to the 802.3ad Link Aggregation Control Protocol (LACP) implementation. These
enhancements are provided in the Multichassis LACP (mLACP) feature. For more information, see

— FEthernet Channel Configuration Guide 10S XE Release 3S (Cisco ASR 900 Series)

Pseudowire Group Switchover

Note

Raw Socket

Currently, pseudowire switchovers to the backup pseudowires occur one by one from IOS to platform
dataplane and can take up to four seconds for 1000 pseudowires. The group switchover feature reduces
this switchover time by efficiently grouping status messages in both Label Distribution Protocol (LDP)
and internal Inter-Process Communications (IPCs).

The Pseudowire Group Switchover feature is enabled by default and cannot be disabled.

For more information, see

— Asynchronous Transfer Mode Configuration Guide, Cisco I0S XE Release 3S (ASR 900 Series
Routers)

Raw Socket Transport is a method for transporting serial data through an IP network. Raw Socket
transports Supervisory Control and Data Acquisition (SCADA) data from Remote Terminal Units
(RTUs). This method is an alternative to the Block Serial Tunnel (BSTUN) protocol. Raw Socket
supports point-to-point and point-to-multipoint connections. For instructions on how to configure Raw
Socket, see Configuring Raw Socket Transport on the Cisco ASR 903 Router.

Raw Socket is supported on the serial interface module. For instructions on how to install the serial
interface module, see the Cisco ASR 903 Hardware Installation Guide.

For information on how to configure the serial interface module, see Time Division Multiplexing
Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series).
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Note  We recommend the installation of the Metro IP Services and Metro Aggregation Services licenses with
serial interface module. For more information about obtaining and installing licenses, see Software
Licensing Overview.

Hardware Limitations

Serial Interface Module Limitations—The following limitations apply to the serial interface module:

Software Limitations

A maximum of 2 serial interface modules are supported on the Cisco ASR 903 Router.

The serial interface module hardware supports a 230.4 Kbps traffic rate in asynchronous mode. The
actual speed is dependent on cable quality and length. The serial interface module hardware supports
an 8 Mbps traffic rate in synchronous mode. The actual speed is dependent on cable quality and
length.

Raw Socket limitations—The following software limitations apply to the serial interface module:

Raw Socket encapsulation is supported on up to 28 serial ports.
Asynchronous ETA/TIA-232 serial traffic is supported with DB-25, DB-9, and RJ-45 connectors.

The X.21, V.35, RS-485, EIA-449, EIA-530, and IRIG-B standards are not currently supported by
software.

Synchronous traffic is not currently supported.

Remote LFA FRR Protection for TDM and ATM Pseudowires

Starting with Cisco IOS XE Release 3.10S, the Loop-Free Alternate (LFA) Fast Reroute (FRR) feature
is supported for Time-division multiplexing (TDM) pseudowires.

Circuit Emulation Service over Packet Switched Network (CESoPSN) over MPLS, and
Structure-Agnostic Time Division Multiplexing over Packet (SAToP) over MPLS networks for T1,
El, SDH and SONET framing is supported.

Inverse Multiplexing over ATM (IMA) over MPLS; PVC and PVC sessions are supported for the
ATM (IMA).

For more information see, IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 35 (Cisco ASR 900 Series).

Remote LFA FRR and Labeled BGP PIC FRR Integration

Starting with Cisco IOS XE Release 3.10S, Both the Labeled Border Gateway Protocol (BGP)
Prefix-Independent Convergence (PIC) feature and the Loop-Free Alternate (LFA) Fast Reroute (FRR)
feature can be configured together on the Cisco ASR 903 router.

For more information see, IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 35 (Cisco ASR 900 Series).
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VPLS over Remote LFA

Starting with Cisco IOS XE Release 3.10, Virtual Private LAN Services (VPLS) is supported on the
Cisco ASR 903 router.

For more information see, IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 3S (Cisco ASR 900 Series).
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CHAPTER 7

New Features in Cisco I0S XE 3.11S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.11S.

This chapter includes the following sections:

New Hardware Features in Cisco IOS XE Release 3.11.1S, page 7-1
New Software Features in Cisco IOS XE Release 3.11.1S, page 7-1
New Hardware Features in Cisco I0S XE Release 3.11S, page 7-1
New Software Features in Cisco IOS XE Release 3.118S, page 7-1

New Hardware Features in Cisco 10S XE Release 3.11.1S

There are no new hardware features for Cisco IOS XE Release 3.11.1 S.

New Software Features in Cisco 10S XE Release 3.11.1S

There are no new hardware features for Cisco IOS XE Release 3.11.1 S.

New Hardware Features in Cisco 10S XE Release 3.11S

There are no new hardware features for Cisco IOS XE Release 3.11 S.

New Software Features in Cisco 10S XE Release 3.11S

The following features are introduced in Cisco IOS Release 3.118S.

AALS termination, page 7-2

Access Switch Device Manager Template, page 7-2
Data Plane Ethernet Loopback with QoS, page 7-2
Dissimilar PHB Match at Ingress and Egress, page 7-2
Dying Gasp, page 7-3
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AALS5 termination

e DS3 Framing on OC-3 and OC-12, page 7-3

e Fast Reroute Support for Bridge Domain Interface, page 7-3

e BGP PIC Support for Bridge Domain Interface with FRR, page 7-3
e [Pv6 Multicast: Multicast Listener Discovery (MLD), page 7-3

e [Pv6 Multicast: PIM v6, page 7-3

e ISIS and OSPF Local Microloop Protection, page 7-4

e Remote SPAN, page 7-4

e Service Groups, page 7-4

e TCAM Threshold Based Alarms, page 7-4

This feature enables the Asynchronous Transfer Mode Adaptation Layer 5 (AALS) layer 3 termination
on the interface module (IM) (T1/E1 and OC-3) cards on the Cisco ASR 903 Router. For more
information see

— Asynchronous Transfer Mode Configuration Guide, Cisco 10S XE Release 3S (ASR 900 Series
Routers)

Access Switch Device Manager Template

This feature can be used to configure system resources on the router to optimize support for specific
features, depending on how the router is used in the network.

For more information see,
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/b_SDM_ASR903.html

Data Plane Ethernet Loopback with QoS

The Ethernet data plane loopback feature provides a means for remotely testing the throughput of an
Ethernet port. For more information see

— Layer 2 Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

Dissimilar PHB Match at Ingress and Egress

The dissimilar per-hop behavior (PHB) match on exp is supported for Ingress and Egress on MPLS and
VPLS interfaces.

In earlier releases prior to Cisco IOS XE Release 3.11S, when qos-group or discard-class based on exp
classification was configured, Egress based classification was not allowed on any other classification
except Ingress set qos-group or discard-class. This was due to the PHB security model.

With Cisco IOS XE Release 3.11, only EVC based tunnel type configuration with either Layer2 VPN or
Layer3 VPN is supported. For more information see

— Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series
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Dying Gasp
This feature generates an alert when the Cisco ASR 903 Router encounters any of the following
conditions:
¢ Interface error-disable
e Reload
e Power failure or removal of power supply cable

For more information see, Cisco ASR 900 Router Series Configuration Guide.

DS3 Framing on 0C-3 and 0C-12

This feature introduces support for the DS3 clear channel for OC-3 and OC-12 interface modules. For
more information, see Cisco ASR 900 Router Series Configuration Guide

Fast Reroute Support for Bridge Domain Interface
Fast Reroute is supported on bridge domain interfaces on the Cisco ASR 903 router. For more
information, see

— IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR
900 Series)

BGP PIC Support for Bridge Domain Interface with FRR

BGP PIC is supported on bridge domain interfaces with FRR on the Cisco ASR 903 router. For more
information on configuring BGP PIC, see

— IP Routing: BGP Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR 900 Series).

— IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR
900 Series)

IPv6 Multicast: Multicast Listener Discovery (MLD)

This feature is used by IPv6 devices to discover multicast listeners (nodes that want to receive multicast
packets destined for specific multicast addresses) on directly attached links.

For more information see, IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco
ASR 900 Series)

IPv6 Multicast: PIM v6

This feature supports the following:

e PIM Source-Specific Multicast—The PIM source-specific multicast (SSM) routing protocol
supports SSM implementation and is derived from PIM-SM.

e PIM Sparse Mode (PIM-SM)—IPv6 multicast provides support for intra domain multicast routing
using PIM sparse mode (PIM-SM).

¢ PIM Embedded RP Support—Embedded RP support allows the device to learn RP information using
the multicast group destination address instead of the statically configured RP.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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e PIM Accept Register—supports the PIM accept register feature to perform PIM-SM register
message filtering at the RP.

For more information see, IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco
ASR 900 Series)

ISIS and OSPF Local Microloop Protection

For ISIS Micoloop Protection, see
http://www.cisco.com/en/US/docs/ios-xml/ios/iproute_isis/configuration/xe-3s/irs-uloop-local-avoid.ht
ml

For OSPF Microloop Protections, see
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/iproute_ospf/configuration/xe-3s/iro-ospfv2-ip-f
rr.html

MR-APS Integration with Hotstandby Pseudowire

Remote SPAN

Service Groups

This feature is a protection mechanism for Synchronous Optical Network (SONET) networks that
enablesSONET connections to switch to another SONET circuit when a circuit failure occurs.For more
information see

— Time Division Multiplexing Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR 900
Series)

This feature is used for remote monitoring of multiple devices at source port, source Vlan levels in the
Layer2 network. For more information, see

— Layer 2 Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

The Service groups feature allows you to create service groups and apply aggregate features to those
service groups.

For more information, see Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series

TCAM Threshold Based Alarms

This feature generates syslog and consequently a Simple Network Management Protocol (SNMP) trap
when an application reaches the preset threshold for its allotted TCAM size. For more information, see

- Network Management Systems Configuration Guide, Cisco 10S XE Release (Cisco ASR 900
Series)
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CHAPTER 8

New Features in Cisco I0S XE 3.12S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.128.

This chapter includes the following sections:
e New Hardware Features in Cisco IOS XE Release 3.12S, page 8-1
e New Software Features in Cisco IOS XE Release 3.128S, page 1

New Hardware Features in Cisco 10S XE Release 3.12S

The following features are introduced in Cisco IOS XE Release 3.12S.

Cisco ASR 902 Router Chassis

The compact 2-rack-unit (RU) routers provides high service scale and flexible hardware
configuration.The routers support up to four interface modules. The router supports both AC and DC
redundant power supplies. For installation information, see the Cisco ASR 902 Hardware Installation
Guide.

New Software Features in Cisco 10S XE Release 3.12S

The following features are introduced in Cisco IOS Release 3.128S.
e [P SLAs TWAMP Responder
e Network Time Protocol (NTP) Timestamping
e Auto-IP for SVI, Port Channel and VRF
e Autonomic Networking
¢ BGP Accumulated IGP
e TWAMP Responder with RFC Compliance

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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IP SLAs TWAMP Responder

The IETF Two-Way Active Measurement Protocol (TWAMP) defines a standard for measuring
round-trip network performance between any two devices that support the TWAMP protocols. The
TWAMP-Control protocol is used to set up performance measurement sessions. The TWAMP-Test
protocol is used to send and receive performance-measurement probes.

For more information, see IP SLAs TWAMP Responder.

Network Time Protocol (NTP) Timestamping

Starting with Cisco IOS XE Release 3.128S, additional NTP Time of Day synchronization configuration
is supported when NTP is chosen for time synchronization for one-way delay or delay-variation
measurements on source and destination devices.

For more information, see Enabling NTP Time of Day Synchronization.

Auto-IP for SVI, Port Channel and VRF

The Auto-IP feature addresses the problem of manually reconfiguring nodes during insertion, deletion,
and movement of nodes within an auto-IP ring. The auto-IP feature automatically provides IP addresses
to the node interfaces inserted into an auto-IP ring.

For more information, see Auto-IP.

Autonomic Networking

Autonomic networking makes network devices intelligent by introducing self-management concepts that
simplify network management for the network operator.

For more information, see Autonomic Networking.

BGP Accumulated IGP

The BGP Accumulated IGP feature is an optional nontransitive Border Gateway Protocol (BGP) path
attribute. The attribute type code for the accumulated interior gateway protocol (AIGP) attribute is
assigned by the Internet Assigned Numbers Authority (IANA). The value field of the AIGP attribute is
defined as a set of type, length, value (TLV) elements. The AIGP TLV contains the AIGP metric.

For more information see, IP Routing: BGP Configuration Guide, Cisco 10S XE Release 3S

Right To Use Licensing

The RTU license is an evaluation license with a 60-day trial period and changes into a perpetual
“Right-To-Use” license after the expiry of the trial period. For more information, see Licensing the Cisco
ASR 900 Series Routers.

TWAMP Responder with RFC Compliance

See IP SLAs TWAMP Responder.
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This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.13S.

This chapter includes the following sections:
e New Hardware Features in Cisco IOS XE Release 3.13.2S, page 9-1
e New Software Features in Cisco IOS XE Release 3.13.2S, page 2
e New Hardware Features in Cisco IOS XE Release 3.13S, page 9-1
¢ New Software Features in Cisco IOS XE Release 3.13S, page 2

New Hardware Features in Cisco 10S XE Release 3.13.2S

There are no new hardware features introduced for Cisco IOS XE Release 3.13.2S.

New Hardware Features in Cisco 10S XE Release 3.13S

The following features are introduced in Cisco IOS XE Release 3.13S.

A900-RSP2 Modules and Interface Modules

The A900-RSP2A-64 and A900-RSP2A-128 RSP modules are introduced on the ASR 900 Series
Routers.

The following interface modules are introduced on the Cisco ASR 900 Series Routers
e SFP Combo IM—S8-port Gigabit Ethernet (§X1GE) + 1-port 10 Gigabit Ethernet (1X10GE)

e Copper Combo IM—S8-port Gigabit Ethernet (§X1GE) + 1-port 10 Gigabit Ethernet Interface
Module(1X10GE)

e 2-port 10 Gigabit Ethernet Interface Module(2X10GE)

For information on supported interface modules, part numbers and slot restrictions, see Hardware
Supported, page 1-2.

For information on installation, see
— Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide

— Cisco ASR 902 Aggregation Services Router Hardware Installation Guide
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For information on migrating from ASR 900 RSP1 to ASR RSP2 modules, see Cisco ASR 900 RSP1 to
ASR 900 RSP2 Migration and Upgrade Guide.

Swapping of Interface Modules

Swapping of interface modules is supported on the A900-RSP2 Module. For more information, see Cisco
ASR 903 Series Aggregation Services Router Hardware Installation Guide.

The hw-module subslot default command is introduced before performing a swap of the modules. to
default the interfaces on the interface module. For more information, see Cisco 10S Interface and
Hardware Component Command Reference.

Support External Alarms and Traps

Starting with Cisco IOS XE Release 3.13, external alarms and traps are supported on the Cisco 900
Series Routers.

For information on alarms, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

Support for Syslog and Trigger for External Alarm

Starting with Cisco IOS XE Release 3.13, syslog and trigger support is introduced for the external alarms
on the Cisco 900 Series Routers.

For information on alarms, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

New Software Features in Cisco 10S XE Release 3.13.2S

There are no new software features introduced for Cisco IOS XE Release 3.13.2S.

New Software Features in Cisco 10S XE Release 3.13S

The following features are introduced in Cisco IOS Release 3.13S.
¢ RSP2 Module Features
¢ C(lear-Channel ATM
e PTP-SYNCE on 10G interface in WANPHY mode
e Digital Code Signing
e 802.1ad
e UniDirectional Link Detection (UDLD)
e REP Access Gateway
e Smart Call Home
e Autonomic Networking

e PIM DR Loadbalancing
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RSP2 Module Features

See Feature Set Table, page 1-8 for the list of supported software features in Cisco IOS XE Release
3.13S.

Clear-Channel ATM

When the clear channel ATM feature is enabled, the entire payload rate over Synchronous Optical
Network (SONET) or the Synchronous Digital Hierarchy (SDH) line is used as a single flow of cells or
packets.

For more information, see Asynchronous Transfer Mode Configuration Guide, Cisco IOS XE Release 3S
(ASR 900 Series Routers).

PTP-SYNCE on 10G interface in WANPHY mode

Starting with Cisco IOS XE Release 3.13, PTP and SycnE in WANPHY mode is supported for RSP2 and
10G interface modules.

For more information, see Cisco ASR 903 Series Aggregation Services Router Hardware Installation
Guide.

Digital Code Signing
The digital code signing functionality validates the integrity and authenticity of the ROMMON image
before booting it.

For more information, see Cisco ASR 903 Series Aggregation Services Router Hardware Installation
Guide.

802.1ad

IEEE 802.1ad enables the service providers to use the architecture and protocols of IEEE 802.1Q to offer
separate LANs, bridged local area networks, or virtual bridged local area networks to a number of
customers, with minimal cooperation or no cooperation between each customer and the service provider.

For more information, see Carrier Ethernet Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR
900 Series).

UniDirectional Link Detection (UDLD)

The UniDirectional Link Detection protocol is a Layer 2 protocol that detects and disables one-way
connections before they create undesired situation such as Spanning Tree loops.

For more information, see LAN Switching Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR
900 Series).
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REP Access Gateway

Resilient Ethernet Protocol (REP) is a ring protection protocol designed to provide fast failure detection
and recovery.

For more information, see LAN Switching Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR
900 Series).

Smart Call Home
The Call Home feature provides e-mail-based and web-based notification of critical system events. A

versatile range of message formats are available for optimal compatibility with pager services, standard
e-mail, or XML-based automated parsing applications.

For more information, see Software Activation Configuration Guide, Cisco I0OS XE Release 38.

Autonomic Networking

See, Autonomic Networking Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series).

PIM DR Loadbalancing

See, IP Multicast: PIM Configuration Guide, Cisco IOS XE Release 3S.

Ingress QoS Serial Interface

Ingress Qos is supported on MLPPP bundle and serial interfaces. For more information, see

— Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series
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New Features in Cisco I0S XE 3.14S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.14S.

This chapter includes the following sections:
¢ New Hardware Features in Cisco IOS XE Release 3.14.2S, page 10-1
e New Hardware Features in Cisco IOS XE Release 3.14S, page 10-1
e New Software Features in Cisco IOS XE Release 3.14.2S, page 10-2
e New Software Features in Cisco IOS XE Release 3.14S, page 10-2

New Hardware Features in Cisco 10S XE Release 3.14.2S

There are no new features introduced for Cisco IOS XE Release 3.14.2.

New Hardware Features in Cisco 10S XE Release 3.14S

The following features are introduced in Cisco IOS XE Release 3.14S.

32-port T1/E1 Interface Modules
The 32-port T1/E1 interface module (32 x T1/E1) is introduced on the ASR900-RSP2A modules on
Cisco ASR 900 Series Routers

For information on supported interface modules, part numbers and slot restrictions, see Hardware
Supported, page 1-2.

For information on installation, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

Supported Optics

The following optics are introduced on the 8-port 1 Gigabit Ethernet SFP interface module with the
1-port 10 Gigabit Ethernet interface module in Cisco IOS XE Release 3.14S.

e GLC-BX40-U-I
¢ GLC-BX40-D-1

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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e GLC-BX40-DA-I

e GLC-BX80-U-I

e GLC-BX80-D-I

e CWDM-SFP-xxxx=

¢ CWDM-SFP10G-xxxx

The following optics are supported on the RSP2 module for the 8-port 1 Gigabit Ethernet SFP interface
module with the 1-port 10 Gigabit Ethernet interface module :

e SFP-10G-BXD-I
e SFP-10G-BXU-I
¢ SFP-10G-BX40D-I
e SFP-10G-BX40U-1I

New Software Features in Cisco 10S XE Release 3.14.2S

VRRPv3 Protocol Support

This feature is supported on the ASR-900 RSP1 modules with release Cisco ISO XE Release 3.14.2.

For more information, see First Hop Redundancy Protocols Configuration Guide, Cisco IOS XE Release
3S (Cisco ASR 900 Series).

New Software Features in Cisco 10S XE Release 3.14S

The following features are introduced in Cisco IOS Release 3.14S.
e RSP2 Module Features
e CEM over UDP
e Async RS232 over MPLS
e TSoP Smart SFP

RSP2 Module Features
See Feature Set Table, page 1-8 for the list of supported software features in Cisco IOS XE Release
3.14S.

CEM over UDP

The Circuit Emulation Service over UDP feature extends the implementation of Cisco IOS Circuit
Emulation Service (CES) by supporting pseudowire emulation (PWE) function to be performed over an
Internet Protocol (IP) network directly.

For more information, see MPLS Basic Configuration Guide, Cisco IOS XE Release 3S (ASR 900 Series).

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Async RS232 over MPLS

The Cisco ASR 903 Series Router Serial interface module supports pseudowire types that utilize Async
RS232 traffic over MPLS. The Serial IM interfaces monitor and detect cable connections, cable types
and also monitors modem control signals periodically.

For more information, see Cisco ASR 900 Router Series Configuration Guide.

TSoP Smart SFP

TSoP Smart SFP is a special type of optical transceiver which provides solution to transparently
encapsulate SDH or SONET bit streams into packet format, suitable for pseudowire transport over an
ethernet network.

For more information, see Time Division Multiplexing Configuration Guide, Cisco I0S XE Release 3S
(Cisco ASR 900 Series).

BFD Support for Multicast (PIM)

IP Multicast: PIM Configuration Guide, Cisco I0S XE Release 3S

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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New Features in Cisco I0S XE 3.15S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.15S.

This chapter includes the following sections:
e New Hardware Features in Cisco IOS XE Release 3.15S, page 1
e New Software Features in Cisco IOS XE Release 3.15S, page 2

New Hardware Features in Cisco 10S XE Release 3.15S

The following features are introduced in Cisco IOS XE Release 3.15S.

8-port T1/E1 Interface Modules

The 8-port T1/E1 interface module (8 x T1/E1) is introduced on the A900-RSP2A modules on Cisco
ASR 900 Series Routers.

For information on supported interface modules, part numbers and slot restrictions, see Hardware
Supported, page 1-2.

For information on installation, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

32-port T1/E1 Interface Modules

The 32-port T1/E1 interface module (8 x T1/E1) is introduced on the A900-RSP2A modules on Cisco
ASR 900 Series Routers.

For information on supported interface modules, part numbers and slot restrictions, see Hardware
Supported, page 1-2.

For information on installation, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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New Software Features in Cisco 10S XE Release 3.15S

The following features are introduced in Cisco IOS Release 3.15S.
e RSP2 Module Features
e QoS EVC Push Rewrite
e Label Switched Multicast Point-to-Multipoint Traffic Engineering
e Hop-By-Hop PTP Redundancy
e Label Switched Multicast Point-to-Multipoint Traffic Engineering
e Label Distribution Protocol (LDP) Non Stop Routing (NSR)
e DHCP Server v6
e DHCP Client v6
e Hierarchical Color-Aware Policing
¢ Routed Pseudowire and Routed VPLS
e Smart Licensing with HA Support
e VRRPv3 High Scale
e EIGRP OTP VRF Support
e Support DIKE as a Security Mechanism for AN ACP
e Zero Touch Auto-IP
e EVC Priority Propogation
e Hybrid BMCA

RSP2 Module Features

See Feature Set Table for the list of supported software features in Cisco IOS XE Release 3.15S.

QoS EVC Push Rewrite

Starting with Cisco IOS XE Release 3.15S, rewrite push with cos marking is supported on the EVCs on
the router.

For more information, see Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900 Series).

Label Switched Multicast Point-to-Multipoint Traffic Engineering
The MPLS Point-to-Multipoint Traffic Engineering feature enables you to forward Multiprotocol Label
Switching (MPLS) traffic from one source to multiple destinations.

For more information, see IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco
ASR 900 Series).
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Hop-By-Hop PTP Redundancy

PTP Ring topology is designed by using Hop-By-Hop configuration of PTP boundary clocks. In this
topology, each BC selects its adjacent nodes as PTP masters, instead of using the same GM as the PTP
master.

For more information, see Cisco ASR 900 Router Series Configuration Guide.

Label Switched Multicast Point-to-Multipoint Traffic Engineering

Starting Cisco IOS XE Release 3.15S, Point-to-Multipoint Traffic Engineering is supported on the
A900-RSP2A module.

For more information, see IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco
ASR 900 Series).

Label Distribution Protocol (LDP) Non Stop Routing (NSR)

DHCP Server v6

DHCP Client v6

The NSR LDP feature allows the Label Distribution Protocol (LDP) to continue to operate across a node
failure without losing peer sessions.

For more information, see MPLS Basic Configuration Guide, Cisco I0S XE Release 3S (ASR 900 Series).

Starting with Cisco IOS XE Release, DHCP for IPv6 is supported.

For more information, see IP Addressing: DHCP Configuration Guide, Cisco 10S XE Release 3S (Cisco
ASR 900 Series).

Starting with Cisco IOS XE Release, DHCP for IPv6 is supported.

For more information, see IP Addressing: DHCP Configuration Guide, Cisco 10S XE Release 3S (Cisco
ASR 900 Series).

Hierarchical Color-Aware Policing

Starting with Cisco IOS XE Release 3.15S, hierarchical color-aware policing is supported on the
A900-RSP2A module.

For more information, see Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series.

Routed Pseudowire and Routed VPLS

Routed Pseudowire and VPLS feature routes Layer 3 traffic and Layer 2 frames for pseudowire
connections between provider edge (PE) devices using Virtual Private LAN Services (VPLS) multipoint
PE.

For more information, see MPLS Layer 2 VPNs Configuration Guide, Cisco 10S XE Release 3S (Cisco
ASR 900 Series).
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Smart Licensing with HA Support

Starting with Cisco IOS XE Release 3.15S, smart licensing with high availability is supported on the
A900-RSP2A module.

For more information, see Software Activation Configuration Guide, Cisco IOS XE Release 3S

VRRPv3 High Scale

First Hop Redundancy Protocols Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

EIGRP OTP VRF Support

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/xe-3s/ire-xe-3s-book/ire-
otp-vrf.html

Support DIKE as a Security Mechanism for AN ACP

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/auto_net/configuration/xe-3s/an-auto-net-xe-3s-book
/an-auto-net-infra.html

Zero Touch Auto-IP

http://www.cisco.com/c/en/us/td/docs/ios-xml/fios/ipaddr_ipv4/configuration/15-s/ipv4-15-s-book/Zero-
touch-Auto-IP.html

EVC Priority Propogation

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_conmgt/configuration/xe-3s/asr903/qos-con-mgt
-xe-3s-asr903-book.html

Hybrid BMCA

http://www.cisco.com/c/en/us/td/docs/routers/asr903/software/guide/chassis/xe-3s/asr900-router-cfg-b
o0ok/Clocking-Timing-SynchE.html#pgfld-1278724
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New Features in Cisco I0S XE 3.16S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.16S.

This chapter includes the following sections:

New Hardware Features in Cisco IOS XE Release 3.16.9S, page 1
New Software Features in Cisco IOS XE Release 3.16.9S, page 1
New Hardware Features in Cisco IOS XE Release 3.16.8S, page 1
New Software Features in Cisco IOS XE Release 3.16.8S, page 1
New Software Features in Cisco IOS XE Release 3.16.8S, page 1
New Software Features in Cisco IOS XE Release 3.16.1aS, page 3
New Hardware Features in Cisco IOS XE Release 3.16S, page 3
New Software Features in Cisco IOS XE Release 3.16S, page 4

New Hardware Features in Cisco 10S XE Release 3.16.9S

There are no new features introduced for Cisco IOS XE Release 3.16.9S.

New Software Features in Cisco 10S XE Release 3.16.9S

There are no new features introduced for Cisco IOS XE Release 3.16.9S.

New Hardware Features in Cisco 10S XE Release 3.16.8S

There are no new features introduced for Cisco IOS XE Release 3.16.8S.

New Software Features in Cisco 10S XE Release 3.16.8S

There are no new features introduced for Cisco IOS XE Release 3.16.8S.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



Chapter

B New Hardware Features in Cisco 10S XE Release 3.16.1aS

New Hardware Features in Cisco 10S XE Release 3.16.1aS

The following features are introduced in Cisco IOS Release 3.16.1aS
* A900-RSP3 Modules and Interface Modules
e DC Power Supply
e AC Power Supply
e Cisco ASR 907 Series Aggregation Services Router

A900-RSP3 Modules and Interface Modules

The A900-RSP3C-400-S RSP modules is introduced on the ASR 900 Series Routers.
The following interface modules are introduced on the Cisco ASR 900 Series Routers:
e 8-port 10 Gigabit Ethernet Interface Module (8X10GE)
e 1-port 100 Gigabit Ethernet Interface Module (1X100GE)
e 2-port 40 Gigabit Ethernet QSFP Interface Module (2X40GE)

For information on supported interface modules, part numbers and slot restrictions, see Hardware
Supported.

For information on installation, see
e Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide
e Cisco ASR 902 Aggregation Services Router Hardware Installation Guide

DC Power Supply

The A900-PWR1200-D power supply is introduced on the ASR 900 Series Router.
For information on installation, see
e Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide
e Cisco ASR 902 Aggregation Services Router Hardware Installation Guide

AC Power Supply

The A900-PWR1200-A power supply is introduced on the ASR 900 Series Router.
For information on installation, see
e Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide

e Cisco ASR 902 Aggregation Services Router Hardware Installation Guide

Cisco ASR 907 Series Aggregation Services Router

For more information, see the Hardware Installation Guide at:

http://www.cisco.com/c/en/us/support/routers/asr-903-series-aggregation-services-routers/products-ins

tallation-guides-list.html
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New Software Features in Cisco 10S XE Release 3.16.1aS

There are no new features introduced for Cisco IOS XE Release 3.16.1aS.

New Hardware Features in Cisco 10S XE Release 3.16S

There are no new features introduced for Cisco IOS XE Release 3.16S.
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New Software Features in Cisco 10S XE Release 3.16S

The following features are introduced in Cisco IOS Release 3.16S.
e Policy-Based Routing
e Segment Routing (IS-IS)
e MPLS MTU over GRE
e Circuit Emulation Service over UDP
e [P SLA - Service Performance Testing
e SLM over VPLS
e Microwave ACM Extensions

e Pseudowire Group Status Generation

Policy-Based Routing

This feature provides a way for a device to put packets through a route map before routing them.

The route map determines which packets are routed to which device. You might enable policy-based
routing (PBR) if you want some packets to be routed a way other than the obvious shortest path. PBR
provides control over routing by extending and complementing the existing mechanisms provided by
routing protocols. Possible applications for PBR are to provide equal access, protocol-sensitive routing,
source-sensitive routing, routing based on interactive versus batch traffic, and routing based on dedicated
links.

For more information, see IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 35 (Cisco ASR 900 Series)

Segment Routing (IS-IS)
The Segment Routing—ISIS v4 node SID feature provides support for segment routing on IS-IS
networks.

For more information, see IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 3S (Cisco ASR 900 Series).

MPLS MTU over GRE

This feature allows you to set the MPLS MTU size in GRE tunnels to the maximum size besides the
current default size.

For more information, see MPLS Layer 2 VPNs Configuration Guide, Cisco 10S XE Release 3S (Cisco
ASR 900 Series).

Circuit Emulation Service over UDP

Circuit Emulation Service over Packet-Switched Network (CESoPSN) and Structure-agnostic TDM over
Packet (SAToP) are supported as a part of Circuit Emulation Service over UDP (CEMoUDP).

The feature is supported on 8T1/E1 interface module, 16T1/E1 interface module, and OC3 interface
module on the router. Circuit Emulation Service over UDP is not supported for 32-port E1/T1 interface
module (A900-IMA32D).
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For more information, see MPLS Basic Configuration Guide, Cisco I0S XE Release 35S (ASR 900).

IP SLA - Service Performance Testing

This feature, Y.1564, is an Ethernet service activation test methodology, and is the standard for turning
up, installing, and troubleshooting Ethernet and IP based services. Y.1564 is the only standard test
methodology that allows a complete validation of Ethernet service-level agreements (SLAs) in a single
test. Service performance testing is designed to measure the ability of a Device Under Test (DUT) or a
network under test to properly forward traffic in different states.

For more information, see IP SLAs Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900).

SLM over VPLS

Synthetic loss measurement (SLM) is part of the ITU-T Y.1731 standard used to periodically measure
Frame Loss and Forward Loss Ratio (FLR) between a pair of point to point MEPs. This feature enables
the configuration of SLM over VPLS.

For more information, see IP SLAs Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900).

Microwave ACM Extensions
Starting with Cisco IOS Release 3.16, adaptive bandwidth with multi-hop extensions are supported on
the ASR 903 RSP2 module. Multi-hop extensions help identify the degraded links in the topology.
The following command is modified: event ethernet microwave sd interface.

For more information, see Carrier Ethernet Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR
900 Series).

Pseudowire Group Status Generation

This release introduces support for pseudowire group status generation.

The Pseudowire Group Message Generation feature assigns pseudowire group id for a group of
pseudowires and sends wildcard status notifications or label withdrawal messages for a group.

For more information, see Asynchronous Transfer Mode Configuration Guide, Cisco IOS XE Release 3S
(ASR 900 Series Routers).
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New Features in Cisco I0S XE 3.17 Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release 3.17.
This chapter includes the following sections:

e New Hardware Features in Cisco IOS XE Release 3.17, page 1

¢ New Software Features in Cisco IOS XE Release 3.17, page 2

New Hardware Features in Cisco 10S XE Release 3.17

The following features are introduced in Cisco IOS Release 3.17

e GPS Support

GPS Support

Effective Cisco IOS-XE Release 3.17, the Cisco ASR 903 (with RSP3 module) and Cisco ASR907
routers use a satellite receiver, also called the global navigation satellite system (GNSS), as a new timing
interface. With the GNSS available on the router itself, the access networks can now directly estimate
time measurements and clock errors from the satellites. In other words, the Cisco ASR 903 and ASR907
routers can now act as a grandmaster clock.

For more information, see Cisco ASR 900 Router Series Configuration Guide.
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New Software Features in Cisco 10S XE Release 3.17

The following features are introduced in Cisco IOS Release 3.17.
e Configuring Multicast VPN
e Multicast VPN Extranet Support
e E&M Signals over MPLS
e VLAN Scale with Convergence
e Layer 3 Access Control Lists on EVCs
e VLAN Translation with QoS
e Transparent CFM on C-VLAN
e Ethernet Fault Detection

Configuring Multicast VPN

The Multicast VPN (MVPN) feature provides the ability to support multicast over a Layer 3 VPN. IP
multicast is used to stream video, voice, and data to an MPLS VPN network core.

For more information, see IP Multicast: PIM Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR
900 Series).

Multicast VPN Extranet Support

The Multicast VPN Extranet Support feature enables service providers to distribute IP multicast content
originated from one enterprise site to other enterprise sites.

This feature enables service providers to offer the next generation of flexible extranet services, helping
to enable business partnerships between different enterprise VPN customers.

For more information, see IP Multicast: PIM Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR
900 Series).

E&M Signals over MPLS

E and M signaling defines a trunk circuit side and a signaling unit side for each connection similar to the
data circuit-terminating equipment (DCE) and data terminal equipment (DTE) reference type. The
analog E and M interface functions as the signaling unit side and it expects the other side to be a trunk
circuit.

For more information, see Time Division Multiplexing Configuration Guide, Cisco I0S XE Release 3S
(Cisco ASR 900 Series).

VLAN Scale with Convergence

The convergence value is improved from Cisco IOS XE 3.17 release.

For more information, see LAN Switching Configuration Guide.
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Layer 3 Access Control Lists on EVCs

Access Control Lists (ACLs) provide the capability to filter packets at a fine granularity. In Metro
Ethernet networks, ACLs are directly applied on Ethernet virtual circuits (EVCs). Earlier, the layer 3
ACLs were only supported on the routed ports (physical ports or BDIs). Effective Cisco IOS-XE Release
3.17, the support of layer 3 ACLs on EVCs provides the capability to filter the layer 3 packets on layer
2 bridges that support Ethernet services.

For more information, see MPLS: Layer 3 VPNs Configuration Guide.

VLAN Translation with QoS

Effective Cisco IOS-XE Release 3.17, VLAN translation provides flexibility in managing VLANs and
Metro Ethernet-related services. The current implementation of the feature allows one or more 802.1Q
tags to be replaced with other 802.1Q tags and thus the desired tag manipulation can be achieved. In a
scenario with two EFPs egressing the same interface, each EFP can have a different VLAN rewrite
operation, which is more flexible.

For more information, see Carrier Ethernet Configuration Guide.

Transparent CFM on C-VLAN

Transparent CFM is a mechanism to provide transparency on CFM frames between customer ends.
Transparency helps the service provider network to pass the entire maintenance levels (0-7) of CFM
frames from one customer end to another customer end by UP MEP that is configured on UNI-N port at
any level.

For more information, see Carrier Ethernet Configuration Guide.

Ethernet Fault Detection

Ethernet Fault Detection (EFD) is a mechanism that allows Ethernet OAM protocols, such as CFM, to
control the “line protocol” state of an interface. Unlike many other interface types, Ethernet interfaces
do not have a line protocol, whose state is independent from that of the interface. For Ethernet interfaces,
this role is handled by the physical-layer Ethernet protocol itself, and therefore if the interface is
physically up, then it is available and traffic can flow.

EFD changes this to allow CFM to act as the line protocol for Ethernet interfaces. This allows CFM to
control the interface state so that if a CFM defect (such as AIS or loss of continuity) is detected with an
expected peer MEP, the interface can be shut down. This not only stops any traffic flowing, but also
triggers actions in any higher-level protocols to route around the problem.

For more information, see Carrier Ethernet Configuration Guide.

PoS MR-APS

Packet-over-SONET (POS) is a standardized way for mapping IP packets into SONET/SDH frames. This
feature enables the configuration of MR-APS over Pos.

For more information, see Time Division Multiplexing Configuration Guide, Cisco I0S XE Release 3S
(Cisco ASR 900 Series).
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SLM/DMM over VPLS

Synthetic loss measurement (SLM) and Delay Measurement Message (DMM) are part of the ITU-T
Y.1731 standard. SLM is used to periodically measure Frame Loss and Forward Loss Ratio (FLR)
between a pair of point to point MEPs. DMM is used to periodically measure Frame Delay and Frame
Delay Variation between a pair of point to point MEPs.This feature enables the configuration of
SLM/DMM over VPLS.

For more information, see IP SLAs Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900).

BGP PIC Support for TDM Pseudowires

Starting Cisco IOS XE Release 3.17, BGP PIC is supported for TDM pseudowires on the ASR 900 RSP1
module.

For information, see
e Cisco ASR 900 Router Series Configuration Guide
e BGP Configuration Guide, Cisco I0S XE Release 3S (Cisco ASR 900 Series)

MPLS TE over BDI

Effective Cisco IOS-XE Release 3.17, the Cisco ASR 903 (with RSP2 module) router provides the
option for enabling the MPLS TE tunnels over Bridge Domain Interfaces.

For more information, see MPLS Traffic Engineering Path Link and Node Protection Configuration
Guide, Cisco I0S XE Release 3S (ASR 900 Series).
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New Features in Cisco I0S XE 3.18S Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.18S.

This chapter includes the following sections:

New Hardware Features in Cisco IOS XE Release 3.18.3S, page 14-1
New Software Features in Cisco IOS XE Release 3.18.3S, page 14-1
New Hardware Features in Cisco I0S XE Release 3.18.2S, page 1
New Software Features in Cisco IOS XE Release 3.18.28S, page 1
New Hardware Features in Cisco IOS XE Release 3.18.1S, page 2
New Software Features in Cisco IOS XE Release 3.18.1S, page 2
New Hardware Features in Cisco IOS XE Release 3.18S, page 2
New Software Features in Cisco IOS XE Release 3.18S, page 4

New Hardware Features in Cisco 10S XE Release 3.18.3S

There are no new features introduced for Cisco IOS XE Release 3.18.3S.

New Software Features in Cisco 10S XE Release 3.18.3S

There are no new features introduced for Cisco IOS XE Release 3.18.3S.

New Hardware Features in Cisco 10S XE Release 3.18.2S

There are no new features introduced for Cisco IOS XE Release 3.18.2S.

New Software Features in Cisco 10S XE Release 3.18.2S

There are no new features introduced for Cisco IOS XE Release 3.18.2S.
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New Hardware Features in Cisco 10S XE Release 3.18.1S

There are no new features introduced for Cisco IOS XE Release 3.18.1S.

New Software Features in Cisco 10S XE Release 3.18.1S

The following features are introduced in Cisco IOS Release 3.18.18S.

X21 Circuit Emulation Service

The X21 Circuit Emulation feature enables transporting x21 traffic over MPLS core.

For more information, see X21 CESoPSN Configuration Guide for Cisco ASR 900 Router Series

New Hardware Features in Cisco 10S XE Release 3.18S

The following features are introduced in Cisco IOS Release 3.18S:
e A900-RSP3 Modules
e DC Power Supply
e AC Power Supply
e Blank Deflector (A900-IMA-BLNK-DEF)
* GNSS Module (A900-CM-GNSS)

A900-RSP3 Modules

The A900-RSP3C-200 RSP module is introduced on the ASR 902 and the ASR 903 Series Routers.

)
Note  The 2-port 40 Gigabit Ethernet QSFP Interface Module (2X40 GE) is not supported on ASR 902
Series Router in Cisco IOS XE 3.18 Release.

For information on installation, see:
e Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide

e (Cisco ASR 902 Aggregation Services Router Hardware Installation Guide

DC Power Supply

The A900-PWR1200-D power supply is introduced on the ASR 902 Series Router.

e For information on installation, see Cisco ASR 902 Aggregation Services Router Hardware
Installation Guide

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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AC Power Supply

The A900-PWR1200-A power supply is introduced on the ASR 902 Series Router.

For information on installation, see Cisco ASR 902 Aggregation Services Router Hardware Installation
Guide

Blank Deflector (A900-IMA-BLNK-DEF)
The A900-IMA-BLNK-DEEF is a special type of blank used for empty interface module slots. Starting
with Cisco IOS XE Release, this module is supported on the ASR 903 and ASR 902 routers.
For information on installation, see
e Cisco ASR 903 Series Aggregation Services Router Hardware Installation Guide

e (Cisco ASR 902 Aggregation Services Router Hardware Installation Guide

GNSS Module (A900-CM-GNSS)

Starting with Cisco IOS XE Release, this module is supported on the ASR 902 router with the
A900-RSP3C-200 RSP module.

For information on installation, see Cisco ASR 902 Aggregation Services Router Hardware Installation
Guide
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New Software Features in Cisco 10S XE Release 3.18S

The following features are introduced in Cisco IOS Release 3.18S.
e BGP PIC Support for TDM Pseudowires
e EtherChannel Min-Links Feature
e LACP 1:1 Fast Switchover Support
¢ Phase Profile G8275.1
e L3-ATM
e Simultaneous Support of QOS Policy at Port and EFP Level
e mLDP IPv6
e STM-4 TSoPL3-ATM
e CEMoUDP for 32T1E1
¢ C(Clear Channel ATM (on OC3/STM1)L3-ATM
e Larger String for EVC VLAN Encapsulation
e Point-to-Point Protocol over Ethernet Intermediate Agent
e Ethernet Loopback with Other Types of Encapsulation
e Asymmetric Rewrite Rules
e EVPN VPWS Single Homed
e Synthetic Frame Loss Measurement (ETH-SLM)
¢ Delay and Jitter Support for SADT

BGP PIC Support for TDM Pseudowires
Starting Cisco IOS XE Release 3.18S, BGP PIC is supported for all pseudowires on the Cisco ASR 900
RSP2 module.

Starting Cisco IOS XE Release 3.18S, BGP PIC is supported with MPLS Traffic-engineering in the core
on the Cisco ASR 900 RSP1 and RSP2 modules.

For information, see Configuring Pseudowire.

Egress Marking based on Color of Traffic

Effective with Cisco IOS XE Release 3.18S, egress marking based on color of traffic is introduced on
the RSP3 module. With this feature, the packets are marked such that the policer passes or drops the
packets accordingly.

For more information, see Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series

EtherChannel Min-Links Feature

Effective with Cisco IOS XE Release 3.18S, the EtherChannel Min-Links feature is supported on LACP
EtherChannels. This feature allows you to configure the minimum number of member ports that must be
in the link-up state and bundled in the EtherChannel for the port channel interface to transition to the
link-up state.
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For more information, see Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900 Series)

LACP 1:1 Fast Switchover Support

Effective with Cisco IOS XE Release 3.18S, the LACP 1:1 redundancy feature provides an EtherChannel
configuration with one active link and fast switchover to a hot standby link.

For this feature, the LACP EtherChannel must contain exactly two links, of which only one is active.

For more information, see Carrier Ethernet Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR
900 Series)

Phase Profile G8275.1

L3-ATM

With upcoming technologies like LTE-TDD, LTE-A CoMP, LTE-MBSFN and Location-based services,
eNodeBs (base station devices) are required to be accurately synchronized in time and phase. Having
GNSS systems at each node is not only expensive, but also introduces vulnerabilities.

Effective with Cisco IOS XE Release 3.18S, Cisco ASR 903 routers with RSP2 module support the
G.8275.1 telecom profile. This profile targets accurate time and phase distribution and requires boundary
clocks at every node in the network.

For more information, see the G.8275.1 Telecom Profile document at Cisco ASR 900 Router Series
Configuration Guide

This feature enables the Asynchronous Transfer Mode Adaptation Layer 5 (AALS) layer 3 termination
on the interface module (IM) (T1/E1 and OC-3) cards on the Cisco ASR 903 Router.

For more information, see Asynchronous Transfer Mode Configuration Guide, Cisco IOS XE Release 3S
(ASR 900 Series Routers)

Simultaneous Support of Q0S Policy at Port and EFP Level

mLDP IPv6

STM-4TSoP

Effective with Cisco IOS XE Release 3.188S, this feature provides the flexibility to apply EFP based
classification on port and PHB based classification on EFP simultaneously.

For more information, see Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series

Effective with Cisco IOS XE Release 3.18S, the MLDPv6 based MVPN configuration enables IPv6
multicast packet delivery using MPLS. This feature enables the configuration of MLDPv6 based MVPN.

For more information, see IP Multicast: Multicast Configuration Guide, Cisco I0S XE Release 3S (Cisco
ASR 900 Series)

Effective with Cisco IOS XE Release 3.18S, STM-4 TSoP is supported on ASR 900 RSP2 Module.
STM-4 TSoP is compatible with the below SFPs supported on the OC-12 interface module:
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e ONS-SI-622-L.2—For 40km cable length, use 2 dB attenuator; short distance use 10 dB attenuator
to avoid receiver overload.

e ONS-SI-622-L1—For 40km cable length, no attenuator; short distance use 10 dB attenuator to avoid
receiver overload.

e ONS-SI-622-11—For 15km cable length, use 2 dB attenuator; short distance use 8 dB attenuator to
avoid receiver overload.

For more information, see Time Division Multiplexing Configuration Guide, Cisco I0S XE Release 3S
(Cisco ASR 900 Series)

CEMoUDP for 32T1E1

Effective with Cisco IOS XE Release 3.18S, CEMoUDP is supported on 32 T1/E1 interface module.
For more information, see MPLS Basic Configuration Guide, Cisco I0S XE Release 3S (ASR 900 Series)

Clear Channel ATM (on 0C3/STM1)

Effective with Cisco IOS XE Release 3.18S, Clear Channel ATM is supported on Cisco ASR 900 RSP2
Module.

For more information, see Asynchronous Transfer Mode Configuration Guide, Cisco IOS XE Release 3S
(ASR 900 Series Routers)

Larger String for EVC VLAN Encapsulation

Effective with Cisco IOS XE Release 3.18S, you can add or remove one or more VLAN tag values for
matching criteria. You can use the encapsulation dotlq add command with show run command when
the encapsulation configuration command is more than the terminal width and ethernet service
multi-line command is configured or if the encapsulation command is more than 255 characters.

For more information, see Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900 Series)

Point-to-Point Protocol over Ethernet Intermediate Agent

Effective Cisco IOS-XE Release 3.18S, Point-to-Point protocol over Ethernet Intermediate Agent
(PPPoE IA) is supported.

PPPoE IA helps the service provider Broadband Remote Access Server (BRAS) to distinguish between
end hosts connected over Ethernet to an access switch.

For more information, see IP Routing: Protocol-Independent Configuration Guide, Cisco 10S XE
Release 35 (Cisco ASR 900 Series)

Ethernet Local Connect

Effective Cisco IOS XE Release 3.18S, you can connect two end points (service instances) using the
Local connect (Layer 2 point to point service), which is a point to point connection.

For more information, see Carrier Ethernet Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900 Series)
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Ethernet Loopback with Other Types of Encapsulation
Effective with Cisco IOS XE Release 3.18S, Ethernet loopback for default and untagged EFPS is
available.

For more information, see Layer 2 Configuration Guide, Cisco I0S XE Release (ASR 900 Series)

Asymmetric Rewrite Rules

Effective with Cisco IOS XE Release 3.18S, this feature introduces new rewrite rules for the egress
direction in the EFP. You can configure asymmetric rewrite rules in both ingress and egress directions
of the EFP.

For more information, see Carrier Ethernet Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR
900 Series)

EVPN VPWS Single Homed

Effective with Cisco IOS XE Release 3.18S, this feature is a BGP control plane solution for
point-to-point services. It has the ability to forward traffic from or to one network to another using the
Ethernet Segment without MAC lookup.

For more information, see MPLS Layer 2 VPNs Configuration Guide, Cisco 10S XE Release 3S (Cisco
ASR 900 Series)

Synthetic Frame Loss Measurement (ETH-SLM)

Effective with Cisco IOS XE Release 3.18S, SLM is not supported with TEFP in access mode.
For more information, see IP SLAs Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR 900)

Delay and Jitter Support for SADT

Effective with Cisco IOS XE Release 3.18S, the delay and jitter are supported in service performance
test.

For more information, see IP SLAs Configuration Guide, Cisco 10S XE Release 3S (Cisco ASR 900)
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New Features in Cisco 10S XE 3.18SP Releases

This chapter provides information about the new features introduced in the Cisco IOS XE Release
3.18SP.

This chapter includes the following sections:

e New Hardware Features in Cisco IOS XE Release 3.18.9SP, page 1
e New Software Features in Cisco IOS XE Release 3.18.9SP, page 2
e New Hardware Features in Cisco IOS XE Release 3.18.8aSP, page 2
¢ New Software Features in Cisco IOS XE Release 3.18.8aSP, page 2
e New Hardware Features in Cisco IOS XE Release 3.18.7SP, page 2
e New Software Features in Cisco IOS XE Release 3.18.7SP, page 2
e New Hardware Features in Cisco IOS XE Release 3.18.6SP, page 2
e New Software Features in Cisco IOS XE Release 3.18.6SP, page 2
e New Hardware Features in Cisco IOS XE Release 3.18.5SP, page 2
e New Software Features in Cisco IOS XE Release 3.18.5SP, page 2
e New Hardware Features in Cisco IOS XE Release 3.18.4SP, page 3
e New Software Features in Cisco IOS XE Release 3.18.4SP, page 3
e New Hardware Features in Cisco IOS XE Release 3.18.3SP, page 3
e New Software Features in Cisco IOS XE Release 3.18.3SP, page 3
e New Hardware Features in Cisco IOS XE Release 3.18.2SP, page 3
e New Software Features in Cisco IOS XE Release 3.18.2SP, page 3
e New Hardware Features in Cisco IOS XE Release 3.18.1SP, page 4
e New Software Features in Cisco IOS XE Release 3.18.1SP, page 6
e New Hardware Features in Cisco IOS XE Release 3.18SP, page 9

e New Software Features in Cisco IOS XE Release 3.18SP, page 9

New Hardware Features in Cisco 10S XE Release 3.18.9SP

There are no new features introduced for Cisco IOS XE Release 3.18.9SP.
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New Software Features in Cisco 10S XE Release 3.18.9SP

There are no new features introduced for Cisco IOS XE Release 3.18.9SP.

New Hardware Features in Cisco 10S XE Release 3.18.8aSP

There are no new features introduced for Cisco IOS XE Release 3.18.8aSP.

New Software Features in Cisco 10S XE Release 3.18.8aSP

There are no new features introduced for Cisco IOS XE Release 3.18.8aSP.

New Hardware Features in Cisco 10S XE Release 3.18.7SP

There are no new features introduced for Cisco IOS XE Release 3.18.7SP.

New Software Features in Cisco 10S XE Release 3.18.7SP

There are no new features introduced for Cisco IOS XE Release 3.18.7SP.

New Hardware Features in Cisco 10S XE Release 3.18.6SP

There are no new features introduced for Cisco IOS XE Release 3.18.6SP.

New Software Features in Cisco 10S XE Release 3.18.6SP

There are no new features introduced for Cisco IOS XE Release 3.18.6SP.

New Hardware Features in Cisco 10S XE Release 3.18.5SP

There are no new features introduced for Cisco IOS XE Release 3.18.5SP.

New Software Features in Cisco 10S XE Release 3.18.5SP

There are no new features introduced for Cisco IOS XE Release 3.18.5SP.
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New Hardware Features in Cisco 10S XE Release 3.18.4SP

There are no new features introduced for Cisco IOS XE Release 3.18.4SP.

New Software Features in Cisco 10S XE Release 3.18.4SP

Multi EFPs for Single BDI Support on Cisco RSP3 Module

The Cisco RSP3 module now supports multiple EFPs with a single BDI.

New Hardware Features in Cisco 10S XE Release 3.18.3SP

There are no new features introduced for Cisco IOS XE Release 3.18.3SP.

New Software Features in Cisco 10S XE Release 3.18.3SP

The following feature is introduced for Cisco IOS XE Release 3.18.3SP.
e MPLS-TE over PoCH

MPLS-TE over PoCH

MPLS-TE over port channel (PoCH) is now supported. For more information see MPLS Traffic
Engineering Path Link and Node Protection Configuration Guide, Cisco ASR 900 Series.

New Hardware Features in Cisco 10S XE Release 3.18.2SP

There are no new features introduced for Cisco IOS XE Release 3.18.2SP.

New Software Features in Cisco 10S XE Release 3.18.2SP

The following features are introduced for Cisco IOS XE Release 3.18.2SP.
e VPLS over Port-channel and BDI
e PTP over MPLS Support

VPLS over Port-channel and BDI

Effective with Cisco I0S XE Release 3.18.2SP, Cisco ASR 900 RSP3 Module supports VPLS over
Port-channel (PoCH) and bridge domain interfaces (BDI), VPLS over Fast Reroute (VPLSoFRR), VPLS
with BGP PIC-Edge, and VPLS with RFC3107.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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For information more information, see MPLS Layer 2 VPNs Configuration Guide, Cisco IOS XE
Release 3S (Cisco ASR 900 Series).

PTP over MPLS Support

In the Cisco IOS XE Release 3.18.2SP, PTP packets carrying MPLS labels are supported in the ingress
or egress direction on the Cisco RSP3 module.

New Hardware Features in Cisco 10S XE Release 3.18.1SP

The following features are introduced in Cisco IOS Release 3.18.1SP:
e 4-Port C37.94 Interface Module
e 48-Port TI/E1 CEM Interface Module
e 48-Port T3/E3 CEM Interface Module
e 1-Port OC-192 or 8-Port Low Rate CEM Interface Module Support

e Serial Interface Module

4-Port C37.94 Interface Module

The Cisco (A900-IMA4C3794) is a 4-port interface module that provides IEEE C37.94-2002 compliant
Nx64 kbps optical interface ports to the router.

This interface module is supported on the RSP2 module on the ASR 903 and ASR 902 routers.

For information more information, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

For information more information, see Cisco ASR 902 Aggregation Services Router Hardware
Installation Guide.

48-Port T1/E1 CEM Interface Module

The 48 x T1/E1 interface module provides connectivity for up to 48 x T1/E1 ports through 3 high-density
connectors on the front panel. Each port supports 16 TX and RX ports.

This is supported on the RSP3 module on the ASR 903 router.
For information more information, see Cisco ASR 907 Router Hardware Installation Guide.

For information more information, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide

48-Port T3/E3 CEM Interface Module

The 48 X T3/E3 interface module provides connectivity for up to 48 x T3/E3 ports through 3
high-density connectors on the front panel. Each port supports 16 TX and RX ports.

This is supported on the RSP3 module on the ASR 903 router.

For information more information, see Cisco ASR 907 Router Hardware Installation Guide.
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For information more information, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

1-Port 0C-192 or 8-Port Low Rate CEM Interface Module Support

The 1-Port OC-192 interface module with 8-port low rate CEM interface module is a high density
combination interface module. This module supports 1-Port OC-192 and 8 low rate CEM or 1 Gigabit
Ethernet port.

This is supported on the RSP3 module on the ASR 903 router.
For information more information, see Cisco ASR 907 Router Hardware Installation Guide.

For information more information, see Cisco ASR 903 Series Aggregation Services Router Hardware
Installation Guide.

Serial Interface Module

The serial interface module, which is designed to provide a low-latency communication platform for
legacy interfaces. Designed for utilities, the module is hardened to accommodate the wide operating
temperature swings, EMI and surge spikes, and dust found in substation environments.

This is supported on the RSP2 module on the ASR 902 router.

For more information, see Cisco ASR 902 Aggregation Services Router Hardware Installation Guide.

New Hardware Features in Cisco 10S XE Release 3.18.1bSP

There are no new features introduced for Cisco IOS XE Release 3.18.1bSP.

~

Note  The Cisco IOS XE 3.18.1bSP release is applicable only on the Cisco ASR900 RSP3 module.
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New Software Features in Cisco 10S XE Release 3.18.1SP

The following features are introduced in Cisco IOS Release 3.18.1SP
e 1-Port OC-192 or 8-Port Low Rate CEM Interface Module Support
e 4-Port C37.94 Interface Module
e 48-Port T1 CEM Interface Module Support
e 48-Port T3 CEM Interface Module Support
e FlexLSP Inter-area Support on Non-corouted Mode
e WAN-PHY Support
e Leap Second
e Port Licensing

¢ Pseudowire Redundancy with Uni-directional Active-Active

1-Port 0C-192 or 8-Port Low Rate CEM Interface Module Support

The 1-Port OC-192 or 8-Port Low Rate CEM Interface Module (10G HO / 10G LO) is supported.
The following features are supported on the interface module:
e ACR and DCR Support

Adaptive Clock Recovery (ACR) is an averaging process that negates the effect of random packet delay
variation and captures the average rate of transmission of the original bit stream. ACR recovers the
original clock for a synchronous data stream from the actual payload of the data stream.

Differential Clock Recovery (DCR) is a technique used for Circuit Emulation (CES) to recover clocks
based on the difference between PE clocks. TDM clock frequency is tuned to receive differential timing
messages from sending end to the receiving end.

e Alarm History Support

Alarm history or alarm persistence feature enables the maintenance of the history of the port and the path
alarms. History of the port-level and path-level alarms are saved into a file and is retained for monitoring
network events.

e APS Support

Automatic protection switching (APS) is a protection mechanism for SONET networks that enables
SONET connections to switch to another SONET circuit when a circuit failure occurs. A protection
interface serves as the backup interface for the working interface. When the working interface fails, the
protection interface quickly assumes its traffic load.

1-Port OC-192 and 8-Port OC-48 Interface Modules supports the following SONET protection switching
schemes:

— Linear Bidirectional 1+1 APS
— Linear Unidirectional 1+1 APS
e Circuit Emulation Support

Circuit Emulation (CEM) is a technology that provides a protocol-independent transport over a
packet-based backhaul technology such as MPLS or IP Networks. CEM provides a bridge between a
time-division multiplexing (TDM) network and MPLS network. L2ZVPN over IP/MPLS is also supported
on the interface modules.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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e ONS Pluggable Optics Support
A comprehensive range of pluggable optical modules is supported.
e OTN Wrapper Support

Optical Transport Network (OTN) Wrapper feature provides robust transport services that leverage many
of the benefits such as resiliency and performance monitoring, while adding enhanced multi-rate
capabilities in support of packet traffic, plus the transparency required by Dense Wavelength Division
Multiplexing (DWDM) networks. Cisco NCS 4200 acts as an aggregator for ethernet, TDM, and SONET
traffic to connect to an OTN network and vice versa. The ports on the interface modules are capable of
OTN functionality.

e OTN Wrapper feature is supported on the following interface modules:

— 8-port 10 Gigabit Ethernet Interface Module (8x10GE) (A900-IMAS8Z) - The encapsulation
type is OTUle and OTU2e

— 2-port 40 Gigabit Ethernet QSFP Interface Module (2x40GE) (A900-IMA2F) - The
encapsulation type is OTU3

e Performance Monitoring Support

Performance monitoring (PM) parameters are used by service providers to gather, store, and set
thresholds, and to report performance data for early detection of problems.

* QoS Support on CEMoMPLS

The QoS EXP Matching feature allows you to classify and mark network traffic by modifying the
Multiprotocol Label Switching (MPLS) experimental bits (EXP) field in IP packets. This feature allows
you to organize network traffic by setting values for the MPLS EXP field in MPLS packets. By choosing
different values for the MPLS EXP field, you can mark packets so that packets have the priority that they
require during periods of congestion.

e SONET Support

Synchronous Optical NETwork (SONET) defines optical signals and a synchronous frame structure for
multiplexed digital traffic. SONET is supported on 1-Port OC-192 and 8-Port Low Rate CEM Interface
Modules. The transport network using SONET provides much more powerful networking capabilities

than existing asynchronous systems. SONET is a set of standards that define the rates and formats for
optical networks specified in GR-253-CORE.

For more information, see 1-Port OC-192 or 8-Port Low Rate CEM Interface Module Configuration
Guide (Cisco ASR 900 Series).

4-Port C37.94 Interface Module

Starting with Cisco I0S XE 3.18.1SP, 4-port C37.94 interface module is supported on the RSP2 module
on the ASR 903 and ASR 902 routers. C37.94 is an IEEE Standard for Nx64 kbps optical fiber interfaces
between tele-protection and multiplexer equipment.

For more information, see Configuring IOT Serial Controller Configuration Guide, (Cisco ASR 900
Series).

48-Port T1 CEM Interface Module Support

The 48-port T1 Interface Module is supported on the RSP3 module on the ASR 903 and ASR 907
routers. The 48-port T1/E1 with circuit emulation line card supports generic single or dual-port T1 trunk
interfaces for voice, data, and integrated voice or data applications.

The following features are supported on this interface module:
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e ACR and DCR Support

e Alarm History Support

e Loopback and BERT Support
¢ Performance Monitoring

For more information, see 48-Port T1/E1 CEM Interface Module Configuration Guide (Cisco ASR 900
Series).

48-Port T3 CEM Interface Module Support

The 48-port T3 Interface Module is supported on the RSP3 module on the ASR 903 and ASR 907
routers. The 48-port T3/E3 with circuit emulation line card supports 48 ports. The channels on the T3
interfaces can be configured as either clear channel mode or channelized mode.

The following features are supported on this interface module:
e ACR and DCR Support
e Alarm History Support
e Loopback and BERT Support
e DS3 Channelization
e MDL Support
e Performance Monitoring

For more information, see 48-Port T3/E3 CEM Interface Module Configuration Guide (Cisco ASR 900
Series).

FlexLSP Inter-area Support on Non-corouted Mode

Flex LSP supports inter-area tunnels with non co-routed mode. For more information on the restrictions
for this feature and its configuration details, see MPLS Basic Configuration Guide, Cisco I0S XE
Release 3S (ASR 900).

WAN-PHY Support

Leap Second

Effective Cisco IOS XE 3.18.1SP, A900-IMAS8Z Interface Modules support LAN/WAN-PHY mode on
the ASR 900 RSP3 Module.

For more information, see Cisco ASR 900 Router Series Configuration Guide.

Starting with Cisco IOS-XE Release 3.18.1SP, you can configure the leap second event date and Offset
value (+1 or -1) on master ordinary clock, hybrid boundary clock, dynamic ports, and virtual ports.

The following two new keywords are added to the utc-offset command:
e leap-second
e offset

You can also configure time properties holdover time on boundary clock, hybrid boundary clock, and
dynamic ports. The following new command is introduced:
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e time-properties persist
For more information, see Cisco ASR 900 Router Series Configuration Guide.
For more information, see G.8275.1 Telecom Profile.

For more information, see Cisco IOS Interface and Hardware Component Command Reference.

Port Licensing is supported on the 1-Port OC-192 or 8-Port Low Rate CEM Interface Module. For more
information, see Software Activation Configuration Guide, Cisco IOS XE Release 3S (ASR 903).

Pseudowire Redundancy with Uni-directional Active-Active

Pseudowire redundancy with uni-directional active-active feature configuration allows, pseudowires
(PW) on both the working and protect circuits to remain in UP state to allow traffic to flow from the
upstream. The aps 12vpn-state detach command and redundancy all-active replicate command is
introduced to configure uni-directional active-active pseudo wire redundancy.

This feature is introduced on the ASR 900 RSP1 module.

For more information, see Time Division Multiplexing Configuration Guide, Cisco IOS XE Release 3S
(Cisco ASR 900 Series).

For more information, see Cisco IOS Interface and Hardware Component Command Reference.

For more information, see Cisco IOS Wide-Area Networking Command Reference.

New Software Features in Cisco 10S XE Release 3.18.1bSP

~

Note

There are no new features introduced for Cisco IOS XE Release 3.18.1bSP.

The Cisco IOS XE 3.18.1bSP release is applicable only on the Cisco ASR900 RSP3 module.

New Hardware Features in Cisco 10S XE Release 3.18SP

There are no new features introduced for Cisco IOS XE Release 3.18SP.

New Software Features in Cisco 10S XE Release 3.18SP

The following features are introduced in Cisco IOS Release 3.18SP
e 802.1ad
e DHCPv4 Snooping and DHCPv6
e EPL and EVPL using Local Connect
e Legacy Ethertypes
e Flex LSP
e Flexible Netflow Support
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802.1ad

e (G8275.1 Support

e [Psec

e [PV6 Multicast PIM

e [PV6 Access Control Lists

e [Pv6 VPN4 & VPNv6

e MPLS TE FRR

e OTN Wrapper

e PTP Interoperability Improvements

¢ QoS Support on Ether Channel LACP Active Standby (1:1)

e VRRPv3 Support

¢ QoS Support on Ether Channel LACP Active Standby (1:1)

e SSM Support on Cisco ASR 900 Series 4-Port OC3/STM1 or 1-Port OC12/STM4 Module
e SSM Support on Cisco ASR 900 Series 4-Port OC3/STM1 or 1-Port OC12/STM4 Module
e Support for G.8273.2 Telecom Recommendation

e X21 Circuit Emulation Service

e VRRPv3 Support

Configuring IEEE 802.1ad is supported on ASR900 RSP3 Module. IEEE 802.1ad enables the service
providers to use the architecture and protocols of IEEE 802.1Q to offer separate LANSs, bridged local
area networks, or virtual bridged local area networks to a number of customers, with minimal
cooperation or no cooperation between each customer and the service provider.

For more information, see Carrier Ethernet Configuration Guide (Cisco ASR 900 Series)

DHCPv4 Snooping and DHCPv6

DHCP v4 Snooping and DHCP are supported on ASR900 RSP3 Module. DHCP is widely used in LAN
environments to dynamically assign host IP addresses from a centralized server, which significantly
reduces the overhead of administration of IP addresses. DHCP also helps conserve the limited IP address
space because IP addresses no longer need to be permanently assigned to hosts; only those hosts that are
connected to the network consume IP addresses.

For more information, see Configuring DHCP Features on the Cisco ASR 903 Router

EPL and EVPL using Local Connect

EPL and EVPL using Local connect are supported on ASR900 RSP3 Module. Local connect (Layer 2
point to point service) is a point to point connection. It transparently transmits packet between two
service instances which are configured on the same box. Local connect only connects two end points
(service instances). This is different from the traditional L2 bridging.

For more information, see Carrier Ethernet Configuration Guide (Cisco ASR 900 Series)
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Legacy Ethertypes

Flex LSP

Legacy Ethertype is supported on ASR900 RSP3 Module. With the custom dotlq ethertype, you can
select a non-standard (0x9100 and 0x9200) 2-byte ethertype in order to identify 802.1Q tagged frames.
The router is allowed to interoperate with third party vendors' switches that do not use the standard
0x8100 ethertype to identify 802.1Q-tagged frames. For instance, if 0x9100 ethertype is used as the
custom dotlq ethertype on a particular port, incoming frames containing the ethertype are assigned to
the VLAN contained in the tag, immediately following the ethertype. Frames that arrive on that same
port containing ethertypes other than 0x9100 are forwarded to service instance with default
encapsulation, if present.

The interface can be configured with the following ethertypes:
e 0x9100
e 0x9200

For more information, see Configuring Ethernet Virtual Connections on the Cisco ASR 903 Router

Effective IOS-XE 3.18SP, Cisco ASR 900 Series Routers (RSP3 Module) support Flex Label Switched
Paths (Flex LSPs).

Flex LSPs are LSP instances where the forward and the reverse direction paths are setup, monitored and
protected independently and associated together during signaling. You use a RSVP Association object
to bind the two forward and reverse LSPs together to form either a co-routed or non co-routed associated
bidirectional TE tunnel.

For more information, see MPLS Basic Configuration Guide, Cisco IOS XE Release 3S (ASR 900)

Flexible Netflow Support

G8275.1 Support

IPsec

Netflow Monitoring is supported on RSP2 module. NetFlow provides data to enable network and
security monitoring, network planning, traffic analysis, and IP accounting.

The following features are supported for Netflow:
e Netflow—IPv4 and IPv6 unicast flows
e Netflow Export over IPv4 and IPv6 addresses
e ISSU and SSO

For more information, see Flexible Netflow Configuration Guide (Cisco ASR 900 Series).

G8275.1 feature is supported on ASR 900 RSP3 module.

For more information, see Compatibility Matrix Cisco ASR 900 Series.

Starting with Cisco IOS-XE Release 3.18SP, IPsec tunnel is supported only on the Cisco ASR903 and
ASR907 routers with payload encryption (PE) images.
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IPsec license must be acquired and installed on the router for IPsec to work.

NPE images shipped for Cisco ASR 900 routers do not support data plane encryptions. However, control
plane encryption is supported with NPE images, with processing done in software, without the crypto
engine.

The following features are supported for IPSec:
¢ Internet Key Exchange (IKE) for IPsec
e IKEvl and IKEv2 Transform sets
e [PSec Virtual Tunnel Interfaces
¢ Encrypted Preshared Key
e [PSec Dead Peer Detection
e [Psec Anti-replay Window
e Public Key Infrastructure (PKI) support for IPSec
For more information, see IPsec Configuration Guide, (Cisco ASR 900 Series).

Starting with Cisco IOS-XE Release 3.18SP, Public Key Infrastructure (PKI) is supported on Cisco ASR
903 and Cisco ASR 907 routers.

The following features are supported for PKI:
¢ Deploying RSA Keys for PKI
e Authorization and Enrollment of Certificates
e CRL Support for PKI
e C(Certificate Enrollment for PKI
e OCSP

For more information on understanding and configuring PKI, see Public Key Infrastructure
Configuration Guide.

IPV6 Multicast PIM

IPV6 Multicast PIM is supported on ASR 900 RSP3 module. Protocol Independent Multicast (PIM) is
used between devices so that they can track which multicast packets to forward to each other and to their
directly connected LANs. PIM works independently of the unicast routing protocol to perform send or
receive multicast route updates like other protocols. Regardless of which unicast routing protocols are
being used in the LAN to populate the unicast routing table, Cisco IOS PIM uses the existing unicast
table content to perform the Reverse Path Forwarding (RPF) check instead of building and maintaining
its own separate routing table.

For more information, see IP Multicast: Multicast Configuration Guide, Cisco IOS XE Release 3S
(Cisco ASR 900 Series)
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IPV6 Access Control Lists

IPV6 Access Control Lists is supported on ASR 900 RSP3 Module. Access lists determine what traffic
is blocked and what traffic is forwarded at device interfaces and allow filtering of traffic based on source
and destination addresses, and inbound and outbound traffic to a specific interface. Standard IPv6 ACL
functionality was extended to support traffic filtering based on IPv6 option headers and optional,
upper-layer protocol type information for finer granularity of control. Standard IPv6 ACL functionality
was extended to support traffic filtering based on IPv6 option headers and optional, upper-layer protocol
type information for finer granularity of control.

For more information, see Security Configuration Guide: Access Control Lists, Cisco IOS XE Release
3S (ASR 900 Series)

IPv6 VPN4 & VPNv6

Starting with release 3.18SP, this feature is supported on the ASR 900 RSP3 module.

For more information, see Layer 3 VPNs Configuration Guide, Cisco IOS XE Release 3S (Cisco ASR
900 Series).

MPLS TE FRR
Effective XE 3.18SP, this feature is supported on the ASR 900 RSP3 module.
For more information, see MPLS Traffic Engineering Path Link and Node Protection Configuration
Guide, Cisco IOS XE Release 3S (ASR 900 Series).

OTN Wrapper

Optical Transport Network (OTN) Wrapper feature provides robust transport services that leverage many
of the benefits such as resiliency and performance monitoring, while adding enhanced multi-rate
capabilities in support of packet traffic, plus the transparency required by Dense Wavelength Division
Multiplexing (DWDM) networks. Cisco ASR 900 Series Routers acts as an aggregator for ethernet,
TDM, and SONET traffic to connect to an OTN network and vice versa. The ports on the interface
modules are capable of OTN functionality.

OTN Wrapper feature is supported on the following interface modules:
¢ 8x10GE (A900-IMAS8Z) - The encapsulation type is OTUle and OTU2e.
e 2x40GE (A900-IMAZ2F) - The encapsulation type is OTU3

For more information, see Cisco ASR 900 Router Series Configuration Guide.

PTP Interoperability Inprovements

e Threshold Clock-Class
e Threshold QL for NetSync Algorithm
e UTC Offset
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Threshold Clock-Class

This release introduces support to set the threshold clock-class value. This allows the PTP algorithm to
use the time stamps from an upstream master clock, only if the clock-class sent by the master clock is
less than or equal to the configured threshold clock-class.

The following command is supported: min-clock-class

For more information, see Configuring a Hybrid Boundary Clock

Threshold QL for NetSync Algorithm

UTC Offset

This release introduces support to set the threshold QL value for the input frequency source. The input
frequency source, which is better than or equal to the configured threshold QL value, is selected to
recover the frequency. Otherwise, the internal clock is selected.

The following command is supported: network-clock synchronization input-threshold

For more information, see Configuring a Hybrid Boundary Clock

This release introduces support to set the UTC Offset value.
The following command is supported: utc-offset

For more information, see Configuring a Master Ordinary Clock

QoS Support on Ether Channel LACP Active Standby (1:1)

Link Aggregation Control Protocol (LACP) supports the automatic creation of ether channels by
exchanging LACP packets between LAN ports. LACP packets are exchanged only between ports in
passive and active modes. The support of Aggregate QoS method with single member link is
introduced with the introduction of LACP 1:1 Active/Standby Etherchannel QOS support.

To use the hot standby or active standby or 1:1 feature in the event an ether channel fails, both ends
of the LACP bundle must support the lacp max-bundle command.

For more information, see QoS Support on Ether Channel LACP Active Standby (1:1).

8K EFP with 4 Queue Model

In Cisco IOS XE Release 3.18SP, the 8K EFP (4 Queue Model) support allows up to 8000 EFPs at the
system level. This feature is enabled with a specific sdm template, enable_8k_efp.

For more information, see Quality of Service Configuration Guidelines for Cisco ASR 900 Router Series

SSM Support on Cisco ASR 900 Series 4-Port 0C3/STM1 or 1-Port 0C12/STM4 Module

SSM is carried over OC-3 and OC-12 optical links. The SSM is transported in the S1 byte when it
is carried over an optical line for SONET and SDH. The SSM messages enable SONET and SDH
devices to select the highest quality timing reference automatically and avoid the timing loops.

SSM is supported on Cisco ASR 900 Series 4-Port OC3/STMI1 or 1-Port OC12/STM4 Module. It
has four ports and the default rate is OC-3. OC-3 rate is supported on all the four ports and OC-12
rate is supported on first port only.

For more information, see Configuring Synchronous Ethernet ESMC and SSM.
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Storm Control

Storm Control is supported on ASR 900 RSP3 Module. A traffic storm occurs when packets flood the
LAN, creating excessive traffic and degrading network performance. The traffic broadcast and multicast
suppression (or storm control) feature prevents LAN ports from being disrupted by a broadcast,
multicast and unicast traffic storm on physical interfaces.

For more information, see Security Configuration Guide: Broadcast and Multicast Suppression, Cisco
10S XE Release 3S (ASR 900 Series)

Support for G.8273.2 Telecom Recommendation
Effective with Cisco IOS-XE Release 3.18SP, Cisco ASR 900 routers with RSP2 and RSP3 module
support the G.8273.2 telecom recommendation.

For more information, see G.8275.1 Telecom Profile

X21 Circuit Emulation Service

The X21 Circuit Emulation feature enables transporting x21 traffic over MPLS core.

For more information, see X21 CESoPSN Configuration Guide for Cisco ASR 900 Router Series

VRRPv3 Support

VRRPv3 feature is supported on ASR 900 RSP3 Module.

Increase in VRRP Group Scale on the RSP3 module

The supported VRRP group scale is increased to 256 VRRPv3 groups (both IPv4 and IPv6) based on
VRRP virtual MAC address.

e The group numbers for either IPv4 or IPv6 can be configured only from 1 to 255. VRRPv3 groups
can be scaled up to 255, only if either IPv4 or IPv6 configured individually. If both IPv4 and IPv6
groups are scaled together, up to 256 groups can be scaled in any combination (for example, 128
IPv4 + 128 IPv6 groups)

e VRRPvV3 group numbers can be reused multiple times. If VRRPv3 groups are repeated, the virtual
MAC address scale should not exceed 256. If the assigned virtual MAC address crosses 256, then
unpredictable behavior may be expected.

For more information, see VRRPv3 Protocol Support

For more information, see Compatibility Matrix Cisco ASR 900 Series.
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Restrictions and Caveats in Cisco 10S XE 3.6S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.6S releases.

Because Cisco I0S XE 368 is based on Cisco IOS XE 3.5 inherited releases, some caveats that apply to
Cisco IOS XE 3.5 releases also apply to Cisco IOS XE 36S. Release 3.5 is not described in this
document; for a list of the software caveats that apply to Cisco IOS XE 3.5, see the Release Notes for
Cisco IOS XE Release 3S.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions, page 16-1

e (aveats in Cisco IOS XE 3.6S Releases, page 16-6

Limitations and Restrictions

The following sections describe the Cisco ASR 903 Router limitations:
e Limitations and Restrictions in Cisco IOS XE Release 3.6(2)S, page 16-1
e Limitations and Restrictions in Cisco IOS XE Release 3.6(1)S, page 16-2
e Limitations and Restrictions in Cisco IOS XE Release 3.6S, page 16-4

Limitations and Restrictions in Cisco 10S XE Release 3.6(2)S

~

Note

For a summary of limitations in Release 3.5S, see the IOS XE 3.5 Release Notes.
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The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.6(2)S:
e SAToP and CESoPSN pseudowire traffic has a default MPLS Exp priority setting of 5 (high).

The limitations for this release are otherwise the same as those for IOS XE Release 3.6(2)S. For more
information, see the Limitations and Restrictions in Cisco IOS XE Release 3.6(1)S, page 2.

Limitations and Restrictions in Cisco 10S XE Release 3.6(1)S

~

Note

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.6(1)S:

For a summary of limitations in Release 3.5S, see the IOS XE 3.5 Release Notes.

ATM IMA Limitation

* You can create a maximum of 16 IMA groups on each T1/E1 interface module.

Bridge Domain Interface Limitation

¢ The mtu command is not supported on BDI interfaces; however the ip mtu command is supported.

Clocking and Timing Limitation

e Only a single clocking input source can be configured within each group of eight ports (0-7 and
8-15) on the T1/E1 interface module using the network-clock input-source command.

EFP Limitation
¢ QinQ is not supported on trunk EFP interfaces.

Ethernet IM Limitations

e The Cisco ASR 903 Router does not support the Facilities Data Link (FDL) on Ethernet interfaces.

e The Cisco ASR 903 Router does not support the mac-address command on Gigabit Ethernet
interface modules.

¢ 10 Gigabit Ethernet interface modules are not supported in slots 4 and 5.

When you install a Gigabit Ethernet IM in the topmost interface module slot (slot 5), the last interface
(interface GigabitEthernet0/5/0) is not operational; the port is reserved for internal communication.

MLPPP Limitations

The following limitations apply when using MLPPP in IOS XE Release 3.6 on the
Cisco ASR 903 Router:

e All links in an MLPPP bundle must be on the same interface module.
e All links in an MLPPP bundle must be of the same bandwidth.
e The Cisco ASR 903 Router supports a maximum of 8 links per bundle

e To change the MLPPP bundle fragmentation mode between enabled and disabled, perform a
shutdown/no shutdown on the bundle.

e LFI is not supported
e Multiclass MLP is not supported
e The Cisco ASR 903 Router supports MLPPP statistics with the following limitations:
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— Packet counters on the bundle display the number of fragments rather than packets.
— Control packets are accounted on the bundle.

e Ifyouincrease the maximum transmission unit (MTU) size on an MLPPP interface to a value higher
than the maximum received reconstructed unit (MRRU) value on the peer interface, this can bring
the MLPPP tunnel down. To restore the tunnel, perform a shutdown/no shutdown on the interface.

MPLS VPN Limitation

e MPLS VPN (L3VPN) Fragmentation does not function properly if an access interface has a higher
MTU value than a core interface. To ensure that fragmentation functions correctly, configure the
core interface MTU with a value that exceeds the access interface MTU and relevant headers.

0C-3 IM Limitations
e SDH framing mode is supported; SONET is not supported.

¢ Channelization is not supported.

e The optical interface module is designed for OC-3 and OC-12 traffic, but OC-12 functionality is not
currently supported.

Pseudowire/AToM Limitation

e The Cisco ASR 903 Router supports ATM over MPLS N-to-one cell mode for a single ATM Virtual
Channel Connections (VCCs) or Permanent Virtual Circuits (PVCs) to a pseudowire, but does not
support mapping to multiple VCCs or PVCs.

e The Cisco ASR 903 Router does not support ATM over MPLS one-to-one cell mode.

e The Cisco ASR 903 Router supports pseudowire ping using the CW method; pseudowire ping using
the TTL method is not supported.

e The Cisco ASR 903 Router supports a maximum of 2000 pseudowires in any combination.

QoS Limitations

For a description of QoS features and limitations on the Cisco ASR 903 Router in release 3.6S, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR903-Ch
assis-SW-36.html.

Software Upgrade Limitation

e We recommend you set the interface-module-delay value to 150 or greater in order to ensure
sufficient time for IM software upgrades.

Subinterfaces Limitation

e The Cisco ASR 903 router does not support subinterface configurations except on ATM interfaces.

~

Note  You can configure similar functionality using multiple Ethernet Virtual Connections on an
interface. For more information, see Configuring Ethernet Virtual Connections on the Cisco
ASR 903 Router.

T1/E1 IM Limitations

e Inverting data on the T1/E1 interface is not supported—Inverting the data stream using the invert
data interface command is not supported.
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Bit error rate test (BERT) patterns have limited support—Currently, only the 2”11, 2715,
2720-0153, and 2720-QRSS patterns are supported for BERT.

Limitations and Restrictions in Cisco 10S XE Release 3.6S

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.6S:

~

Note  For a summary of limitations in Release 3.5S, see the IOS XE 3.5 Release Notes.

TDM Limitation

The configure replace command is not supported for TDM interfaces.

EFP Limitation

QinQ is not supported on trunk EFP interfaces.

QoS Limitations

For a description of QoS features and limitations on the Cisco ASR 903 Router in release 3.6S, see
http://www.cisco.com/en/US/docs/wireless/asr_900/software/guide/chassis/Release3.6.0S/ASR903-Ch
assis-SW-36.html.

MLPPP Limitations

The following limitations apply when using MLPPP in IOS XE Release 3.6 on the
Cisco ASR 903 Router:

All links in an MLPPP bundle must be on the same interface module.
All links in an MLPPP bundle must be of the same bandwidth.
The Cisco ASR 903 Router supports a maximum of 8 links per bundle

To change the MLPPP bundle fragmentation mode between enabled and disabled, perform a
shutdown/no shutdown on the bundle.

LFT is not supported

Multiclass MLP is not supported

The Cisco ASR 903 Router supports MLPPP statistics with the following limitations:
— Packet counters on the bundle display the number of fragments rather than packets.
— Control packets are accounted on the bundle.

If you increase the maximum transmission unit (MTU) size on an MLPPP interface to a value higher
than the maximum received reconstructed unit (MRRU) value on the peer interface, this can bring
the MLPPP tunnel down. To restore the tunnel, perform a shutdown/no shutdown on the interface.

ATM IMA Limitation

You can create a maximum of 16 IMA groups on each T1/E1 interface module.

Clocking and Timing Limitation

Only a single clocking input source can be configured within each group of eight ports (0-7 and
8-15) on the T1/El interface module using the network-clock input-source command.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Ethernet IM Restrictions
e The Cisco ASR 903 Router does not support the Facilities Data Link (FDL) on Ethernet interfaces.

¢ The Cisco ASR 903 Router does not support the mac-address command on Gigabit Ethernet
interface modules.

e On the Cisco ASR 903 Router, 10 Gigabit Ethernet interface modules are not supported in slots 4
and 5.

e When you install a Gigabit Ethernet IM in the topmost interface module slot (slot 5), the last
interface (interface GigabitEthernet0/5/0) is not operational; the port is reserved for internal
communication.

0C-3 IM Restrictions
e The configure replace command is not supported on the OC-3 IMs.
¢ SDH framing mode is supported; SONET is not supported.
e HDLC encapsulation is supported; other encapsulation types are not supported.
e Channelization is not supported.

e The optical interface module is designed for OC-3 and OC-12 traffic, but OC-12 functionality is not
currently supported.

Pseudowire/AToM Limitation

e The Cisco ASR 903 Router supports ATM over MPLS N-to-one cell mode for a single ATM Virtual
Channel Connections (VCCs) or Permanent Virtual Circuits (PVCs) to a pseudowire, but does not
support mapping to multiple VCCs or PVCs.

e The Cisco ASR 903 Router does not support ATM over MPLS one-to-one cell mode.

e The Cisco ASR 903 Router supports pseudowire ping using the CW method; pseudowire ping using
the TTL method is not supported.

e The Cisco ASR 903 Router supports a maximum of 2000 pseudowires in any combination.

Subinterfaces Limitation

e The Cisco ASR 903 router does not support subinterface configurations except on ATM interfaces.

a~

Note  You can configure similar functionality using multiple Ethernet Virtual Connections on an
interface. For more information, see Configuring Ethernet Virtual Connections on the Cisco
ASR 903 Router.

T1/E1 IM Limitations

e [P addresses are not supported—The current software release does not support specifying an IP
address on a T1/E1 interface. You can specify an address on the interface by configuring it as a part
of a CEM group using the cem-group command or as a part of an ATM IMA ima-group command.
For more details, see the Cisco ASR 903 Series Aggregation Services Router Chassis Software
Configuration Guide.

e Inverting data on the T1/E1 interface is not supported—Inverting the data stream using the invert
data interface command is not supported.

e Bit error rate test (BERT) patterns have limited support—Currently, only the 2711, 2715,
2720-0153, and 2720-QRSS patterns are supported for BERT.
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Caveats in Cisco 10S XE 3.6S Releases

Note

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco I0S XE 3.6S releases. The following information is provided for
each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.

e  Workaround—Solutions, if available, to counteract the caveat.

If you have an account on Cisco.com, you can also use the Bug Toolkit to find select caveats of any
severity. To reach the Bug Toolkit, log in to Cisco.com and go to
http://www.cisco.com/pcgi-bin/Support/Bugtool/launch_bugtool.pl. (If the defect that you have
requested cannot be displayed, this may be due to one or more of the following reasons: the defect
number does not exist, the defect does not have a customer-visible description yet, or the defect has been
marked Cisco Confidential.)

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
The following sections describe the open and resolved caveats in 3.6S Releases:

¢ Open Caveats—Cisco IOS XE Release 3.6(2)S, page 16-6

e Resolved Caveats—Cisco IOS XE Release 3.6(2)S, page 16-9

e Open Caveats—Cisco IOS XE Release 3.6(1)S, page 16-11

e Resolved Caveats—Cisco IOS XE Release 3.6(1)S, page 16-13

e Open Caveats—Cisco IOS XE Release 3.6(0)S, page 16-17

e Resolved Caveats—Cisco IOS XE Release 3.6(0)S, page 16-28

Open Caveats—Cisco 10S XE Release 3.6(2)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.6(2)S.

e CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

e CSCtw72855

Symptoms: The router does not pass traffic towards the access side on virtual circuits (VCs)
configured with QoS shaping output policy.
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Conditions: Occurs when shaping is configured on class-default
Workaround: Configure shaping on user defined class
CSCtw76473

Symptoms: The router displays packet drops on some VPLS pseudowire virtual circuits (VCs) on
the disposition side.

Conditions: Occurs under the following conditions: -The core network is running MPLS-TP tunnels
-There is an SSO switchover on the remote end or an LDP neighbor reset on the peer end.

Workaround: There is no workaround.
CSCty45463
Symptoms: The router stops passing VPLS unicast traffic.
Conditions: Occurs after you reload the router while it is passing VPLS unicast traffic.
Workaround: Perform one of the following actions:

— Clear the mac-address table on the affected virtual circuit (VC)

— Stop VPLS traffic until the MAC address table is cleared, then resume VPLS traffic.
CSCty51990
Symptoms: The router may crash or restart; the console displays a SW_WDOG: expired message.
Conditions: Occurs under the following conditions:

— The router is configured with 63 or more instances of a unique EVC configured with a unique
bridge domain interface (BDI).

— The router is sending IGMP joins to one multicast group.
— You perform a shutdown/no shutdown on the interface sending IGMP join messages.
— You perform an OIR on the router.

Workaround: There is no workaround.

CSCty70119

Symptoms: Port shaper rate changes do not take effect.

Conditions: Occurs when QoS policies attached to EVCs on an interface do not include a shaper
configuration; the issue does not occur on EFP policies that include a shaper in a class.

Workaround: Include a shaper in one class of the EFP policy.
CSCtz20087
Symptoms: The router applies the class-default QoS policy to all outgoing traffic.

Conditions: Occurs under the following conditions: -You configure multiple egress QoS policies on
a Gigabit Ethernet interface. -You configure a multilink interface with no ingress QoS policy

Workaround: There is no workaround.
CSCual0683
Symptoms: The router performs an RSP switchover instead of a thermal shutdown.

Conditions: Occurs when the facility-alarm critical exceed-action shutdown command is in the
running configuration and some sensors go into a critical condition as indicated by the show
environment all or show facility-alarm status commands.

Workaround: There is no workaround.
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CSCual3924

Symptoms: The convergence time for IS-IS IPv4 Loop Free Alternate Fast Reroute (LFA FRR) is
greater than 50 milliseconds.

Conditions: Occurs when IS-IS LFA FRR reconverges following an interface shutdown while
maintaining a large number of routes.

Workaround: There is no workaround.

CSCuald704

Symptoms: The router stops passing traffic on a bridge-domain interface (BDI).

Conditions: Occurs when you apply the ip mtu command to a BDI interface for the first time.
Workaround: Remove and re-apply the ip mtu command.

CSCua73104

Symptoms: The router does not increment QoS port shaper policy counters displayed by the show
policy interface command.

Conditions: Occurs when you configure
— A class-default policy on a physical interface
— A class-based policy on an EVC interface
Workaround: There is no workaround; however, the router applies the QoS policy normally.

CSCua95777

Symptoms: The router drops SAToP pseudowire traffic for 10 seconds following a core link failure.

Conditions: Occurs when the TDM controller generates an AIS and LOF alarm following a core
link failure; the router drops traffic for 10 seconds after generating the alarm.

Workaround: There is no workaround.
CSCua97383
Symptoms: A virtual circuit (VC) with an xconnect configuration stops forwarding traffic.
Conditions: Occurs with the 3.6(1) software under the following conditions:
— You add and remove EFPs on an interface.
— You remove and restore an interface configuration.
— You are using multiple VTY sessions simultaneously to configure the router.
Workaround: Reload the router; you can use either of the following methods to avoid this issue:
— Use asingle VTY session for configuration.

— Apply the configuration mode exclusive command to prevent multiple VTYs from entering
configuration mode at once.

CSCubl10414
Symptoms: The router displays interface module (IM) traceback errors.

Conditions: Occurs with the GLC-SX-MMD or GLC-LH-SMD (Catskills) SFPs under the
following scenarios:

— IM reload
- SSO

— Router reload
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— SFP insertion

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.6(2)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.6(2)S.

CSCtx00558

Symptoms: The standby RSP crashes during bootup.

Conditions: The issue can occur during bootup of a dual RSP system.
Workaround: There is no workaround.

CSCtx02522

Symptoms: The router displays intermittent traceback errors.
Conditions: Occurs when you configure REP.

Workaround: There is no workaround.

CSCty22165

Symptoms: The router displays the following console message: Transceiver initialization failed:
Unable to display idprom.

Conditions: The issue can occur when you perform an online insertion and removal (OIR) of an
OC-3 interface module.

Workaround: Perform a hard OIR (IM replacement) followed by a soft OIR (RSP switchover) on
the router.

CSCty42336
Symptoms: BFD sessions flap on the router.

Conditions: Occurs when the router is running IP BFD sessions in echo mode with 64 200ms X3
timers.

Workaround: There is no workaround.

CSCty57617

Symptoms: The router does not update IMA interface counters.
Conditions: Occurs after you perform an SSO on the router.
Workaround: There is no workaround.

CSCty74129

Symptoms: A REP topology may reconverge during an RSP switchover. The consoles displays REP
no-neighbor messages.

Conditions: Occurs when you configure REP between two Cisco ASR 903 Routers and you perform
an RSP switchover.

Workaround: There is no workaround.
CSCty77466
Symptoms: The port shaper rate changes on RSP switchover.

Conditions: Occurs under the following conditions: -You attach a shaper policy to an interface -The
interface is configured with multiple EVCs -The EVC has a QoS policy attached.
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Workaround: Remove and re-attach the policy on the interface.
e CSCty77704
Symptoms: CFM traceroute fails between two CE devices.
Conditions: Occurs under the following conditions:
— There is a CFM xconnect between higher-level MEPs
— The MEPs are between CE devices
— The CE devices are in a different domain.
Workaround: Disable CFM on the Cisco ASR 903 Router acting as a PE device.
e (CSCtz03779
Symptoms: The standby RSP crashes during ISSU.
Conditions: Occurs when you perform an ISSU downgrade from Release 3.6 to 3.5.
Workaround: There is no workaround.
e (CSCtz54650
Symptoms: REP flaps intermittently.

Conditions: Occurs with a hybrid REP configuration containing ports with and without Fast LSL
enabled.

Workaround: Configure all interfaces with Fast LSL.
e (CSCtz56517
Symptoms: The router drops MPLS packets with a checksum of OxFFFF.

Conditions: Occurs when the ASR 903 is acting as a label disposition edge label switch router
(LSR).

Workaround: There is no workaround.
e (CSCtz61153
Symptoms: The ASR 903 does not establish BFD neighbors over port-channel 16.
Conditions: Occurs when you configure BFD on port-channel 16 between two ASR 903 routers.
Workaround: Configure BFD on port-channels 1 - 15.
e CSCtz75641
Symptoms: The router drops traffic over a port-channel.
Conditions: Occurs when you perform the following sequence of events:
— Configure and bundle a Gigabit Ethernet interface into a port-channel
— Remove the interface from the port-channel
— Bundle another interface into the port-channel

Workaround: Reload the router.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Open Caveats—Cisco 10S XE Release 3.6(1)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.6(1)S.

CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

CSCtx00558

Symptoms: The standby RSP crashes during bootup.

Conditions: The issue can occur during bootup of a dual RSP system.
Workaround: There is no workaround.

CSCtx02522

Symptoms: The router displays intermittent traceback errors.
Conditions: Occurs when you configure REP.

Workaround: There is no workaround.

CSCty42336

Symptoms: BFD sessions flap on the router.

Conditions: Occurs when the router is running IP BFD sessions in echo mode with 64 200ms X3
timers.

Workaround: There is no workaround.
CSCty70119
Symptoms: Port shaper rate changes do not take effect.

Conditions: Occurs when QoS policies attached to EVCs on an interface do not include a shaper
configuration; the issue does not occur on EFP policies that include a shaper in a class.

Workaround: Include a shaper in one class of the EFP policy.
CSCty74129

Symptoms: A REP topology may reconverge during an RSP switchover. The consoles displays REP
no-neighbor messages.

Conditions: Occurs when you configure REP between two Cisco ASR 903 Routers and you perform
an RSP switchover.

Workaround: There is no workaround.
CSCty77466
Symptoms: The port shaper rate changes on RSP switchover.
Conditions: Occurs under the following conditions:
— You attach a shaper policy to an interface

— The interface is configured with multiple EVCs
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— The EVC has a QoS policy attached.
Workaround: Remove and re-attach the policy on the interface.
e CSCtz03779
Symptoms: The standby RSP crashes during ISSU.
Conditions: Occurs when you perform an ISSU downgrade from Release 3.6 to 3.5.
Workaround: There is no workaround.
e (CSCtz09708
Symptoms: The router cannot establish a PTP session when configured as a PTP slave device.
Conditions: Occurs when the router receives PTP packets containing a VPN or VRF label.
Workaround: There is no workaround.
e (CSCtz20087
Symptoms: The router applies the class-default QoS policy to all outgoing traffic.

Conditions: Occurs under the following conditions: -You configure multiple egress QoS policies on
a Gigabit Ethernet interface. -You configure a multilink interface with no ingress QoS policy

Workaround: There is no workaround.
e (CSCtz54650
Symptoms: REP flaps intermittently.

Conditions: Occurs with a hybrid REP configuration containing ports with and without Fast LSL
enabled.

Workaround: Configure all interfaces with Fast LSL.
e CSCtz56517
Symptoms: The router drops MPLS packets with a checksum of OxFFFF.

Conditions: Occurs when the ASR 903 is acting as a label disposition edge label switch router
(LSR).

Workaround: There is no workaround.
e CSCtz61153
Symptoms: The ASR 903 does not establish BFD neighbors over port-channel 16.
Conditions: Occurs when you configure BFD on port-channel 16 between two ASR 903 routers.
Workaround: Configure BFD on port-channels 1 - 15.
e CSCtz75641
Symptoms: The router does not pass traffic over an EVC PC port-channel.

Conditions: Occurs when you perform the following sequence of actions: -Remove an EVC
member link from a port-channel interface -Configure a trunk EFP -Set the interface to default -Add
the EVC member link back into the port-channel interface

Workaround: Reload the router.
e (CSCua03439

Symptoms: The router displays error messages similar to the following:
%EVENTLIB-3-CPUHOG: SIPO: nile_mgr:

Conditions: Occurs when you boot the router running QoS configurations at a high scale,
particularly queues.
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Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.6(1)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.6S(1).

CSCtu35052

Symptoms: Sweep ping fails when an ATM interface is configured with AALS5 encapsulation.
Conditions: Occurs when the ATM packet size is greater than 1484 bytes.

Workaround: There is no workaround.

CSCtw94068

Symptoms: The router displays traceback messages, after which interfaces stop passing traffic.
Conditions: The issue can occur when you reload the router

Workaround: There is no workaround.

CSCtx37768

Symptoms: QoS classification does not match traffic against an egress policy map between MPLS
and IP access.

Conditions: This symptom is observed when a QoS policy is applied on an EVC bridge domain
interface.

Workaround: Use one of the following workarounds:

- Reload the router.

— Remove and re-apply an encapsulation configuration such a VLAN.

— Remove and re-attach the bridge domain under the EVC.

— Perform a shutdown/no shutdown on the BDI interface.
CSCtx73691
Symptoms: The ASR 903 router forwards packets while in HSRP standby mode.
Conditions: Occurs when the ASR 903 is running HSRP and the HSRP session flaps.
Workaround: There is no workaround.
CSCtx87145

Symptoms: The ASR 903 router does not support LDP label packets when transmitted in PTP
delay-request messages.

Conditions: Occurs when you configure the ASR 903 router as a PTP (1588 version) boundary
clock and the router sends an MPLS label packet within delay-request traffic.

Workaround: Align the grandmaster clock source to the same IGP domain and use a prefix-list for
local label filtering.

CSCty03480

Symptoms: The interface manager crashes when you remove a BFD template.
Conditions: Occurs when you remove a BFD template or modify an MPLS-TP label.
Workaround: There is no workaround.

CSCty03617
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Symptoms: The router displays the following message when executing a Stateful Switchover
(SSO): %TRANSCEIVER-3-CHECKSUM_ERROR

Conditions: Occurs intermittently when the router is in SSO mode and performing a switchover
between RSPs. The console displays this message repeatedly on the new active RSP.

Workaround: There is no workaround.
e CSCty26726
Symptoms: The IOS kernel crashes.
Conditions: Occurs following a reload on a dual RSP system.
Workaround: Power cycle the router.
e (CSCty29449
Symptoms: The router crashes.
Conditions: The issue can occur when you shut down and reenable an interface module.
Workaround: There is no workaround.
e CSCty35365
Symptoms: The router drops traffic passing across ATM MPLS layer 2 virtual circuits (VCs).
Conditions: Occurs when you increase the scale above 100 VCs.
Workaround: There is no workaround.
e CSCty37479
Symptoms: The router experiences line protocol flapping on serial interfaces.

Conditions: Occurs with the A900-IMA40S and A900-IMA16D interface modules when the router
is passing high volumes of HDLC or PPP traffic.

Workaround: Configure the no keepalive command on serial interfaces.
e CSCty47288

Symptoms: The router does not use a standby BITS clock source even when show commands
indicate that the router has selected this clock source.

Conditions: Occurs when you configure a standby BITS clock source as an input clock source.
Workaround: There is no workaround.
e (CSCty48493
Symptoms: The ASR 903 may reload with when acting as a hybrid clock.
Conditions: Occurs under the following conditions:
— The PLL mode is TOP CLIENT
— The session is in ACQUIRING state
— You issue the no ptp clock or domain 0 hybrid command.
Workaround: There is no workaround; however the issue occurs rarely.
e CSCty49157

Symptoms: Some members in an IMA group do not become active even though the interface
controllers are up.

Conditions: Occurs when you perform an OIR on a remote line card or when the standby RSP
becomes the active RSP.
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Workaround: There is no workaround.
CSCty51257

Symptoms: The T1/E1 interface module changes to inserted state during an in-service software
upgrade (ISSU), causing the interface to fail and the router to generate a core file.

Conditions: Occurs when you perform an in-service software upgrade (ISSU) on a router with a
T1/E1 interface module.

Workaround: Issue the shutdown command on the interface module before beginning ISSU; after
ISSU is complete, issue the no shutdown command on the interface module.

CSCty57746

Symptoms: On the Cisco ASR 903 router, the show environment command displays incorrect
values, including PO and P1 voltages and Amps values.

Conditions: This symptom is observed with the Cisco ASR 903 router when you apply the show
environment command.

Workaround: There is no workaround.
CSCty60908
Symptoms: The ASR 903 crashes and creates a core file.

Conditions: Occurs when the remote PE device is reloaded and an application such as VPLS or
EoMPLS is running over MPLS TE FRR.

Workaround: There is no workaround.

CSCty61660

Symptoms: The Cisco ASR 903 Router displays a core dump file.

Conditions: Occurs when the remote PE device is reloaded while running VPLS-TP.
Workaround: There is no workaround.

CSCty71837

Symptoms: Ping does not work properly when traversing a BDI interface.

Conditions: Occurs when you configure MPLS on a BDI interface and ping packets are
encapsulated in an MPLS header.

Workaround: There is no workaround.

CSCty72251

Symptoms: The router drops traffic following a reload.

Conditions: Occurs when you reload the router while running a VRF configuration.
Workaround: Remove the configuration, reload the router, and re-apply the configuration.
CSCty72901

Symptoms: Some CEM groups do not function correctly.

Conditions: Occurs when you configure more than 336 CEM groups on the T1/E1 or OC-3 interface
module.

Workaround: There is no workaround; avoid configuring more than 336 CEM groups.
CSCty92979

Symptoms: The router loses ARP table entries after a network link flaps.
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Conditions: Occurs following a network link flap when the routers ARP table contains entries for
next-hop neighbors connected over a router bridge domain interface.

Workaround: There is no workaround.
CSCty93985
Symptoms: Egress QoS policies do not take effect on an EFP interface.

Conditions: Occurs when you apply an egress QoS policy to an interface configured with more than
37 EFPs.

Workaround: There is no workaround.
CSCty97391
Symptoms: The router drops traffic for approximately 9 milliseconds.
Conditions: Occurs on the active RSP following an HA switchover.
Workaround: There is no workaround.
CSCtz07388
Symptoms: The router does not permit you to add an EFP interface to a split horizon group.
Conditions: Occurs after you make the following configuration changes:
— Configure 32 EFPs without a split horizon option to a bridge-domain interface.
— Configure 2 VPLS pseudowires.

Workaround: Configure 30 EFPs without a split horizon option, then apply the VPLS pseudowire
configuration. After applying the VPLS pseudowire configuration, you can add 32 EFPs to the split
horizon group.

CSCtz17176

Symptoms: Layer 4 port range security ACLs do not function properly.
Conditions: Occurs when you apply port range security ACLs to an EVC interface.
Workaround: There is no workaround.

CSCtz38119

Symptoms: The router does not complete a MAC address flush on the receiving side of a VPLS
pseudowire.

Conditions: Occurs when the router receives a layer 2 MAC withdrawal over a VPLS pseudowire.

Workaround: There is no workaround.

CSCtz40131

Symptoms: The router does not classify traffic when using QoS ACLs.

Conditions: Occurs when you apply a QoS ACL using the range, It, and gt operators.
Workaround: There is no workaround.

CSCtz45069

Symptoms: The router displays CPU hog messages or crashes.

Conditions: Occurs under conditions in which the router or an interface module is not responding
and the interface module is in an improper state.

Workaround: There is no workaround; however the issue occurs very rarely.

CSCtz45898
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Symptoms: The router drops PTP packets.

Conditions: Occurs when PTP packets traverse a BDI with encapsulation configured.
Workaround: There is no workaround.

CSCtz55566

Symptoms: The router displays I2C error messages intermittently.

Conditions: Occurs when you insert a copper SFP in the SFP interface module.
Workaround: There is no workaround.

CSCtz83050

Symptoms: An interface module goes into Inserted state during ISSU.
Conditions: Occurs when you perform an ISSU upgrade or downgrade.
Workaround: There is no workaround.

CSCtz96120

Symptoms: The router does not recognize interface modules after they are reset during a software
upgrade.

Conditions: Occurs during ISSU upgrade or downgrade.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.6(0)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco I0S XE Release 3.6(0)S.

CSCtr40582

Symptoms: Ping fails.

Conditions: Occurs when you configure AMI line code on a T1 controller.

Workaround: There is no workaround.

CSCts75456

Symptoms: Multicast (S,G) entry not established.

Conditions: Occurs when you configure OIF and IIF within BDI that are part of a trunk EFP.
Workaround: Configure normal EVCs instead of trunk EVCs.

CSCts95896

Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

CSCtv15403
Symptoms: 64 byte Line rate traffic not achieved.

Conditions: Occurs with more than 11 links in a MLP bundle with A900-IMA 16D interface module
and packet size 64 bytes.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



Chapter |

B Caveats in Cisco 10S XE 3.6S Releases

Workaround: There is no workaround.
e CSCtw59780

Symptoms: BGP dynamic neighbor structures at the hub are not cleaned up after the spokes go
down. The output of the show ip bgp all sum command continues to display dynamic neighbors.

Conditions: This issue is observed when all the following conditions are met:
— The scale environment for dynamic neighbors contains several thousand peers.
— The peers are brought up and then removed before they can transition into the Established state.
Workaround: There is no workaround.
e CSCtw94068
Symptoms: The router displays traceback messages, after which interfaces stop passing traffic.
Conditions: The issue can occur when you reload the router
Workaround: There is no workaround.
e (CSCtx02522
Symptoms: The router displays intermittent traceback errors.
Conditions: Occurs when you configure REP.
Workaround: There is no workaround.
e (CSCtx37768

Symptoms: QoS classification does not match traffic against an egress policy map between MPLS
and IP access.

Conditions: Occurs when you apply a QoS policy on an EVC bridge domain interface.
Workaround: Use one of the following workarounds:
- Reload the router.
- Remove and re-apply an encapsulation configuration such a VLAN.
— Remove and re-attach the bridge domain under the EVC.
- Perform a shutdown/no shutdown on the BDI interface.
e CSCtx38156
Symptoms: The router crashes.

Conditions: Occurs when you remove the fast-reroute remote-Ifa level-2 mpls-ldp command from
a configuration.

Workaround: This command is not currently supported; avoid including it in a configuration.
e (CSCtx44508
Symptoms: There is a delay in route processor synchronization after an SSO.
Conditions: This issue is observed when iBGP NSR is enabled and under scale conditions.
Workaround: There is no workaround.
e (CSCtx44688

Symptoms: Cannot configure policing and marking together in the same class of the egress
policy-map.

Conditions: Set and police statements together in the same class of a policy is rejected at the CLI.
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Workaround: In order to achieve marking and policing at the ingress we can use a conditional
policer but this is not supported at the egress.

CSCtx60094
Symptoms: Type 1 MVPN routes are not created.
Conditions: This issue is observed when the IP address of a loopback interface is changed.

Workaround: Create a dummy neighbor under the address-family ipv4 mvpn configuration or the
address-family ipv6 mvpn configuration. Alternatively, unconfigure and reconfigure the MDT
group under the VRF configuration.

CSCtx73691

Symptoms: Standby gateway starts forwarding packet for some of the HSRP sessions.
Conditions: This is seen on flapping the HSRP session.

Workaround: There is no workaround.

CSCtx75877

Symptoms: ICMP unreachable messages are sent even though route for destination ip is present in
routing table. There is no ACL applied on any of the interface.

Conditions: This is seen on reload with VRRP configuration present on incoming interfaces.
Workaround: There is no workaround.
CSCtx77233

Symptoms: The router displays an error message similar to the following:
FMFP-3-OBJ DWNLD_ TO CPP_FAILED: SIPO: fman fp image: frr 0x1029 download to CPP
failed

Conditions: Occurs when you shut down a backup tunnel and shut down an FRR-protected
interface, disabling TE tunnels.

Workaround: None; the error does not impact traffic forwarding.
CSCtx75877

Symptoms: ICMP unreachable messages are sent when a route for the destination ip address exists
in the routing table. There is no ACL applied on any of the interface.

Conditions: Occurs under the following conditions:
— There is a VRRP configuration applied to incoming interfaces.
— There are not ACLs applied on any interface.
— Your reload the router.

Workaround: There is no workaround.

CSCtx77233

Symptoms: The router displays an error message similar to the following:
FMFP-3-OBJ DWNLD TO CPP FAILED: SIPO: fman fp image: frr 0x1029 download to CPP
failed

Conditions: Occurs when you shut down a backup tunnel interface and a FRR-protected interface,
bringing down MPLS TE tunnels.

Workaround: There is no workaround; the error does not appear to impact traffic forwarding.
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CSCtx80446

Symptoms: When the no authentication command is run on one BFD template, other MHOP BFD
sessions on which authentication has been configured may change to the Down state.

Conditions: This issue is observed when there are multiple sessions that use different maps and
templates.

Workaround: There is no workaround.

CSCtx81871

Symptoms: MPLS convergence time is higher than normal.

Conditions: Occurs when the router is processing more than 3107 iBGP and label prefixes.
Workaround: There is no workaround.

CSCty03480

Symptoms: The interface manager crashes when you remove a BFD template.

Conditions: Occurs when you remove a BFD template or modify an MPLS-TP label.
Workaround: There is no workaround.

CSCty03617

Symptoms: The router displays the following message when executing a Stateful Switchover
(SSO): $TRANSCEIVER-3-CHECKSUM ERROR

Conditions: Occurs intermittently when the router is in SSO mode and performing a switchover
between RSPs. The console displays this message repeatedly on the new active RSP.

Workaround: There is no workaround.
CSCty13332
Symptoms: An imposition failure occurs on VCs configured with MPLS TP LSPs.
Conditions: Occurs under the following conditions:
— There are input and output QoS policy-maps configured on service instance interfaces.
— The router is configured with 255 MPLS TP tunnels.
— The router is configured with a high number of virtual circuits (VCs).
— The RSP in slot O is acting as the active RSP.

— An event occurs that causes the router to tear down and rebuild all MPLS TP tunnels and VCs
at once.

Workaround: Remove and reconfigure the service instance.
CSCty13699

Symptoms: When L2VPN Pseudowire Stitching is configured between a static segment and a
dynamic segment, both segments may move to the Down state.

Conditions: This issue is observed when L2VPN Pseudowire Stitching is configured between a
static segment and a dynamic segment.

Workaround: There is no workaround.
CSCty22165

Symptoms: The router displays the following console message: Transceiver initialization
failed: Unable to display idprom.
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Conditions: The issue can occur when you perform an online insertion and removal (OIR) of an
OC-3 interface module.

Workaround: Perform a hard OIR (IM replacement) followed by a soft OIR (RSP switchover) on
the router.

CSCty24143

Symptoms: The router does not pass IPv6 OSPF traffic.

Conditions: Occurs when the router passes traffic at the full line rate of a link.
Workaround: Reduce the traffic rate by 10%.

CSCty26726

Symptoms: The I0S kernel crashes.

Conditions: Occurs following a reload on a dual RSP system.

Workaround: Power cycle the router.

CSCty28986

Symptoms: A configuration with a high number of down MEPs does not function properly.

Conditions: Occurs when you configure 500 or more down MEPs with 500 or more xconnect
configurations between service instances.

Workaround: Configure no more than 300 CFM sessions.

CSCty29449

Symptoms: The router crashes.

Conditions: The issue can occur when you shut down and reenable an interface module.
Workaround: There is no workaround.

CSCty34054

Symptoms: The router displays CPU utilization traceback messages and drops all multicast traffic
for 20-50 seconds.

Conditions: Occurs under the following conditions:
— Multicast is enabled with more than 500 multicast groups
— The router is using RSP1B in SSM mode
— BDI is configured on the access side of the router
— There are 24 EFPs on each bridge domain
— You enter a shutdown command on the access interface.
Workaround: There is no workaround.
CSCty34521
Symptoms: The router does not pass CFM traffic over an Ethernet CFM cross-connect.
Conditions: Occurs under the following conditions:
— There is a CFM xconnect between two Cisco ASR 903 Router devices
— You perform an OIR and set a default interface.

Workaround: Do not continuously perform an OIR and set a default interface.
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CSCty34812

Symptoms: The router experiences traffic loss for between 10 and 50 seconds during RSP
switchover.

Conditions: Occurs when you perform an RSP switchover on a router with a ten gigabit Ethernet
interface module.

Workaround: There is no workaround.

CSCty35365

Symptoms: The router drops traffic passing across ATM MPLS layer 2 virtual circuits (VCs).
Conditions: Occurs when you increase the scale above 100 VCs.

Workaround: There is no workaround.

CSCty37479

Symptoms: The line protocol repeatedly drops (flaps) on serial interfaces.

Conditions: Occurs when you configure HDLC or PPP on serial interfaces on the A900-IMA40S
or A900-IMA16D interface modules when the router is passing high traffic volumes.

Workaround: Configure the no keepalive command on serial interfaces.
CSCty38638
Symptoms: The router cannot download the ACL database.

Conditions: Occurs when the router is configured with an ACL containing more than 400 access
control entries (ACEs).

Workaround: There is no workaround.
CSCty39033
Symptoms: Interface modules stop passing traffic during an RSP switchover.

Conditions: Occurs when the router switches over to the standby RSP while traffic is passing on
interface modules.

Workaround: There is no workaround.
CSCty41536

Symptoms: The router crashes during when SNMP uses a high percentage of CPU for an extended
period.

Conditions: Occurs when SNMP is running the background with an average of 50% CPU utilization
for more than 8 hours.

Workaround: Reduce the load on the CPU using SNMP poll and SNMP walk.
CSCty42336
Symptoms: BFD sessions flap on the router.

Conditions: Occurs when the router is running IP BFD sessions in echo mode with 64 200ms X3
timers.

Workaround: There is no workaround.
CSCty42867

Symptoms: The router crashes.

Conditions: Occurs when you apply traffic soaking to the router with L2ZVPN services configured.

Workaround: There is no workaround.
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CSCty44345
Symptoms: The router experiences packet drops when passing 64 byte packets.

Conditions: Occurs when the router is passing 64 byte packets at the line rate on the OC-3 interface
module.

Workaround: Configure a larger packet size on the interface.
CSCty45058
Symptoms: Some CEM groups do not function correctly.

Conditions: Occurs when you configure more than 196 CEM groups on the T1/E1 or OC-3 interface
module.

Workaround: There is no workaround; avoid configuring more than 196 CEM groups.
CSCty45463
Symptoms: The router stops passing VPLS unicast traffic.
Conditions: Occurs after you reload the router while it is passing VPLS unicast traffic.
Workaround: Perform one of the following actions:

— Clear the mac-address table on the affected virtual circuit (VC)

— Stop VPLS traffic until the MAC address table is cleared, then resume VPLS traffic.
CSCty46058
Symptoms: Shutting down a static multisegment VFI causes traffic to flow in one direction.

Conditions: This issue is observed when you configure a point-to-point VFI with two static
neighbors and then shut down the VFI by using the shutdown command.

Workaround: There is no workaround.
CSCty48710
Symptoms: The router drops multicast packets on layer 3 interfaces.

Conditions: Occurs when you configure 63 bridge domains per port and the router sends IGMP
joins from all of the bridge domains to the same IGMP group.

Workaround: You can apply the following workarounds:
— Applying a policy-map on each EVC can reduce the packet drops to some extent.
— Increase the default port queue size.

CSCty49041

Symptoms: The router drops VPLS traffic on one or more virtual circuits (VCs).

Conditions: Occurs when you reload a CPE or UPE device when there approximately 100 VCs
configured between the UPE and NPE devices.

Workaround: Issue the clear xconnect command on the affected VC.
CSCty49157

Symptoms: Some members in an IMA group do not become active even though the interface
controllers are up.

Conditions: Occurs when you perform an OIR on a remote line card or when the standby RSP
becomes the active RSP.

Workaround: There is no workaround.

CSCty50377
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Symptoms: The OC-3 interface module crashes when you perform multiple RSP switchovers.

Conditions: Occurs when the router is running a CEM configuration configured at full scale on all
ports and passing traffic.

Workaround: There is no workaround.

CSCty51175

Symptoms: Serial interfaces configured with HDLC display false LOF or AIS alarms.
Conditions: Occurs when you configure a high volume of serial interfaces using HDLC.
Workaround: Remove and re-apply the serial interface configuration.

CSCty51257

Symptoms: The T1/E1 interface module changes to inserted state during an in-service software
upgrade (ISSU), causing the interface to fail and the router to generate a core file.

Conditions: Occurs when you perform an in-service software upgrade (ISSU) on a router with a
T1/E1 interface module.

Workaround: Issue the shutdown command on the interface module before beginning ISSU; after
ISSU is complete, issue the no shutdown command on the interface module.

CSCty51984
Symptoms: CEM circuits become inactive.

Conditions: Occurs when you perform an OIR, reload, or when you reconfigure a CEM circuit on
the router. The issue occurs more consistently when the router is running more than 300 CEM
circuits.

Workaround: Issue the clear xconnect all command.

CSCty51990

Symptoms: The router may crash or restart; the console displays a sw_wpoG: expired message.
Conditions: Occurs under the following conditions:

— The router is configured with 63 or more instances of a unique EVC configured with a unique
bridge domain interface (BDI).

— The router is sending IGMP joins to one multicast group.
= You perform a shutdown/no shutdown on the interface sending IGMP join messages.
— You perform an OIR on the router.

Workaround: There is no workaround.

CSCty57746

Symptoms: The show environment command displays incorrect values, including PO and P1
voltages, PSU status, PSU voltage, and critical alarms.

Conditions: Occurs when you apply the show environment command.
Workaround: There is no workaround.
CSCty57751
Symptoms: The router crashes.
Conditions: Occurs under any of the following conditions:
— You perform an OIR on an interface module.

— You issue the no ppp multilink command on all MLP member links.
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— You set the MTU to a higher value on an MLP bundle.
Workaround: There is no workaround.
CSCty61660
Symptoms: The Cisco ASR 903 Router displays a core dump file.
Conditions: Occurs when the remote PE device is reloaded while running VPLS-TP.
Workaround: There is no workaround.
CSCty66871
Symptoms: The router stops forwarding traffic across one or more EOMPLS virtual circuits (VC)s.
Conditions: Occurs when you perform a shut/no shutdown on the MPLS TE tunnel carrying the VC.
Workaround: Issue the clear xconnect command on the VC.
CSCty70034
Symptoms: The router floods all EFPs in the sam e split horizon group with IGMP join messages.
Conditions: Occurs when the router is sending an IGMP join containing a dotlq tag for one EVC.
Workaround: None.
CSCty72251
Symptoms: The router drops traffic following a reload.
Conditions: Occurs when you reload the router while running a VRF configuration.
Workaround: Remove the configuration, reload the router, and re-apply the configuration.
CSCty72901
Symptoms: Some CEM groups do not function correctly.

Conditions: Occurs when you configure more than 196 CEM groups on the T1/E1 or OC-3 interface
module.

Workaround: There is no workaround; avoid configuring more than 196 CEM groups.
CSCty73142

Symptoms: An IPC Init failure occurs during downgrade, which makes the standby reload
continuously.

Conditions: Occurs when you perform an ISSU downgrade from IOS XE 3.6 to IOS XE 3.5.1 or 3.5.
Workaround: There is no workaround.

CSCty73362

Symptoms: The router experiences CPP download failures when sending IGMP join messages.

Conditions: Occurs when the router is configured with a trunk EFP in SM mode on the access side
and is sending IGMP join messages to more than 1970 multicast groups.

Workaround: There is no workaround.

CSCty73365

Symptoms: The router drops traffic on ATM subinterfaces using layer 2 PVCs.
Conditions: Occurs when you create 255 or more ATM PVCs.

Workaround: There is no workaround.
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CSCty73528

Symptoms: The router displays core dump files.

Conditions: Occurs when you perform an RSP switchover when CEF routes are configured.
Workaround: There is no workaround.

CSCty74058

Symptoms: The router sends traffic for virtual circuits (VCs) over Gigabit Ethernet interfaces
instead of MPLS-TP tunnels.

Conditions: Occurs when you perform an interface module OIR and the VCs are configured with a
preferred path as the MPLS-TP tunnel.

Workaround: There is no workaround.

CSCty74062

Symptoms: The router does not pass MLP traffic.

Conditions: Occurs when you perform an RSP switchover with an existing MLP configuration.
Workaround: There is no workaround.

CSCty74129

Symptoms: A REP topology may reconverge during an RSP switchover. The consoles displays REP
no-neighbor messages.

Conditions: Occurs when you configure REP between two Cisco ASR 903 Routers and you
perform an RSP switchover.

Workaround: There is no workaround.
CSCty77704
Symptoms: CFM traceroute fails between two CE devices.
Conditions: Occurs under the following conditions:
— There is a CFM xconnect between higher-level MEPs
— The MEPs are between CE devices
— The CE devices are in a different domain.
Workaround: Disable CFM on the Cisco ASR 903 Router acting as a PE device.
CSCty79273
Symptoms: Multicast replication does not occur on all BDI interfaces on a given trunk EFP.
Conditions: Occurs under the following conditions:
— The router is configured with 63 or more BDIs
— The BDIs are configured as OIFs on a trunk EFP.
— The port on which the EFP is configured is in a multicast group.
Workaround: There is no workaround.
CSCty80326
Symptoms: The router displays an Eamapper error.
Conditions: Occurs under the following conditions:
— The router is configured with a port channel interface with 2 member links.

— The port channel
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— The configuration contains 48 EFPs with 24 EFPs in a given bridge domain
— SSM is enabled on the local and a remote router
— The router sends an IGMP join to a single multicast group.
Workaround: There is no workaround.
CSCty87424
Symptoms: The router experiences a drop in forwarded packets on an MLPPP bundle.

Conditions: Occurs when the bundle is using 64% or more of the available bandwidth and an MTU
value is configured on the bundle.

Workaround: There is no workaround.
CSCty90425
Symptoms: The router crashes and reboots.

Conditions: Occurs when you perform a longevity test with traffic soaking while using Ethernet
features such as EOMPLS, VPLS, CFM, or Y1731.

Workaround: There is no workaround.
CSCty92979
Symptoms: The router loses ARP table entries after a network link flaps.

Conditions: Occurs following a network link flap when the router’s ARP table contains entries for
next-hop neighbors connected over a router bridge domain interface.

Workaround: There is no workaround.
CSCty93985
Symptoms: Egress QoS policies do not take effect on an EFP interface.

Conditions: Occurs when you apply an egress QoS policy to an interface configured with more than
37 EFPs.

Workaround: There is no workaround.

CSCty94081

Symptoms: The router displays an EgBridgeError_0 error when sending multicast traffic.

Conditions: Occurs in the following conditions:
— There are 40 bridge domain interfaces (BDIs) sending IGMP joins to a single multicast group.
— There are more than 40 OIFs and 24 EVCs in each bridge domain.

Workaround: There is no workaround.

CSCty94437

Symptoms: The router crashes during RSP switchover or bootup.

Conditions: Occurs when L2VPN services are passing bidirectional traffic on the router and you
perform a reload or RSP switchover.

Workaround: There is no workaround.
CSCty96326
Symptoms: The router crashes.

Conditions: Occurs during bootup when the router is running BFD and CFM sessions that are
offloaded to hardware.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



Chapter

B Caveats in Cisco 10S XE 3.6S Releases

Workaround: There is no workaround.

CSCty96797

Symptoms: L2 OIF replication does not take effect when you add or delete an EVC.
Conditions: Occurs after a bridge domain or split horizon group change.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.6(0)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.6(0)S.

CSCtx47195
Symptoms: BFD flaps when you perform a RSP switchover.
Conditions: Occurs under the following conditions:
— The router is configured as a mid-point node.
— The router is running MPLS-TP sessions with BFD.
- You perform a soft OIR.
Workaround: None.
CSCtx83922
Symptoms: Interfaces go into a down-down state.
Conditions: The issue can occur when you use a script to implement a full-scale configuration.
Workaround: Perform an RSP switchover on both sides of the connection.
CSCty04161

Symptoms: The RSP is unable to modify the configuration file or execute show interface
commands.

Conditions: Occurs following an RSP switchover.
Workaround: None.
CSCty43582

Symptoms: The router does not save the port-channel load-balance-hash-algo command in the
running configuration.

Conditions: Occurs when you select the src-ip, dst-ip, or src-dst-ip hash algorithm.
Workaround: None.
CSCty44236

Symptoms: Traffic switches over the protect-Isp of a mpls-tp tunnel interface, even though
corresponding working-Isp link is active.

Conditions: Occurs when the protect-1sp bfd goes down while the protect Isp out-link interface
going down.

Workaround: None.
CSCty58020
Symptoms: Policy-map counters do not function properly.

Conditions: Occurs when you configure an ACL-based class-map under a policy-map.
Workaround: None.
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Restrictions and Caveats in Cisco 10S XE 3.7S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.78S releases.

Because Cisco I0S XE 378 is based on Cisco IOS XE 3.5 inherited releases, some caveats that apply to
Cisco IOS XE 3.5 releases also apply to Cisco IOS XE 37S. Release 3.5 is not described in this
document; for a list of the software caveats that apply to Cisco IOS XE 3.5, see the Release Notes for
Cisco IOS XE Release 3S.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions, page 1

e (Caveats in Cisco [0S XE 3.7S Releases, page 5

Limitations and Restrictions

The following sections describe the Cisco ASR 903 Router limitations in IO S XE 3.7 releases:
¢ Limitations and Restrictions in Cisco IOS XE Release 3.7(6)S, page 2
e Limitations and Restrictions in Cisco IOS XE Release 3.7(5)S, page 2
e Limitations and Restrictions in Cisco IOS XE Release 3.7(4)S, page 2
e Limitations and Restrictions in Cisco IOS XE Release 3.7(3)S, page 2
e Limitations and Restrictions in Cisco IOS XE Release 3.7(2)S, page 2
e Limitations and Restrictions in Cisco IOS XE Release 3.7(1)aS, page 3
e Limitations and Restrictions in Cisco IOS XE Release 3.7(0)S, page 3
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Limitations and Restrictions in Cisco 10S XE Release 3.7(6)S

e There are no changes in limitations and restrictions in Cisco IOS XE Release 3.7(6)S; the
restrictions from I0OS XE Release 3.7(2)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.7(5)S

There are no changes in limitations and restrictions in Cisco IOS XE Release 3.7(5)S; the restrictions
from 10S XE Release 3.7(2)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.7(4)S

There are no changes in limitations and restrictions in Cisco IOS XE Release 3.7(4)S; the restrictions
from I0S XE Release 3.7(2)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.7(3)S

There are no changes in limitations and restrictions in Cisco IOS XE Release 3.7(3)S; the restrictions
from 10S XE Release 3.7(2)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.7(2)S

The following limitations and restrictions apply to Cisco IOS XE Release 3.7(2)S for the
Cisco ASR 903 Router:

e LFA FRR Limitations—Release 3.7.2 has the following limitations for Loop Free Alternate
Fast-reroute (LFA FRR):

— To enable LFA FRR, you must include the mpls ldp explicit-null command. The implicit-null

command is not supported.
— LFA FRR is not supported with equal cost multipath (ECMP).
— The ASR 903 supports up to 4000 LFA FRR routes.

— Remote LFA tunnels are not HA aware; hence they are SSO co-existent but not SSO compliant.

e The restrictions from IOS XE Release 3.7(0)S apply to Release 3.7(2). For more information, see
Limitations and Restrictions in Cisco IOS XE Release 3.7(0)S, page 3.
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Limitations and Restrictions in Cisco 10S XE Release 3.7(1)aS

There are no changes in limitations and restrictions in Cisco IOS XE Release 3.7(1)aS; the restrictions
from I0S XE Release 3.7(0)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.7(0)S

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.7(0)S:

TDM Limitation

e The configure replace command is not supported for TDM interfaces.

ATM IMA Limitation

® You can create a maximum of 16 IMA groups on each T1/El interface module.

Bridge Domain Interface Limitation
e The mtu command is not supported on BDI interfaces; however the ip mtu command is supported.

Clocking and Timing Limitation

¢ Only a single clocking input source can be configured within each group of eight ports (0-7 and
8-15) on the T1/El interface module using the network-clock input-source command.

¢ Synchronous Ethernet clock sources are not supported with PTP. Conversely, PTP clock sources are
not supported with synchronous Ethernet. However, you can use hybrid clocking to allow the router
to obtain frequency using Synchronous Ethernet and phase using PTP.

EFP Limitation

¢ QinQ is not supported on trunk EFP interfaces.

Equal Cost Multipath Limitation
e The ASR 903 supports a maximum of 4 Equal Cost Multipath (ECMP) links.

Ethernet IM Limitations
e The Cisco ASR 903 Router does not support the Facilities Data Link (FDL) on Ethernet interfaces.

e The Cisco ASR 903 Router does not support the mac-address command on Gigabit Ethernet
interface modules.

e 10 Gigabit Ethernet interface modules are not supported in slots 4 and 5.

e When you install a Gigabit Ethernet IM in the topmost interface module slot (slot 5), the last
interface (interface GigabitEthernet0/5/0) is not operational; the port is reserved for internal
communication.

e When you configure the copper and SFP Gigabit Ethernet interface modules on a router with
redundant RSPs, the speed and duplex commands are not visible in interface configuration mode
until you apply a shutdown/no shutdown to the interface.

e LACP Fast-Switchover Limitation—Cisco IOS has a default carrier-delay value of 2 seconds. When
an LACP link fails, the router does not perform a switchover until the carrier-delay timer expires.
The carrier-delay command helps reduce this value. We recommend that you set a carrier-delay
value of greater than 0 as this value can result in slower convergence times. We also recommend that
you set an identical carrier-delay value on all LACP member links.
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MLPPP Limitations
The following limitations apply when using MLPPP on the Cisco ASR 903 Router:

e All links in an MLPPP bundle must be on the same interface module.
e All links in an MLPPP bundle must be of the same bandwidth.
e The Cisco ASR 903 Router supports a maximum of 8 links per bundle

e To change the MLPPP bundle fragmentation mode between enabled and disabled, perform a
shutdown/no shutdown on the bundle.

e LFI is not supported

e Multiclass MLP is not supported

e The Cisco ASR 903 Router supports MLPPP statistics with the following limitations:
— Packet counters on the bundle display the number of fragments rather than packets.
— Control packets are accounted on the bundle.

e Ifyouincrease the maximum transmission unit (MTU) size on an MLPPP interface to a value higher
than the maximum received reconstructed unit (MRRU) value on the peer interface, this can bring
the MLPPP tunnel down. To restore the tunnel, perform a shutdown/no shutdown on the interface.

MPLS VPN Limitation

e MPLS VPN (L3VPN) Fragmentation does not function properly if an access interface has a higher
MTU value than a core interface. To ensure that fragmentation functions correctly, configure the
core interface MTU with a value that exceeds the access interface MTU and relevant headers.

0C-3 IM Limitations
¢ The configure replace command is not supported on the OC-3 IMs.

e SDH framing mode is supported; SONET is not supported.

e The optical interface module is designed for OC-3 and OC-12 traffic, but OC-12 functionality is not
currently supported.

e If you issue the no card type command on the controller, you must reload the router in order to
configure a new card type value.

¢ We recommend that you use Release 3.7.2 or later when using the OC-3 IM with high availability
(HA) features such as stateful switchover (SSO).

Pseudowire/AToM Limitation

e The Cisco ASR 903 Router supports ATM over MPLS N-to-one cell mode for a single ATM Virtual
Channel Connections (VCCs) or Permanent Virtual Circuits (PVCs) to a pseudowire, but does not
support mapping to multiple VCCs or PVCs.

e The Cisco ASR 903 Router does not support ATM over MPLS one-to-one cell mode.

e The Cisco ASR 903 Router supports pseudowire ping using the CW method; pseudowire ping using
the TTL method is not supported.

e The Cisco ASR 903 Router supports a maximum of 2000 pseudowires in any combination.

QoS Limitations

e For a description of QoS features and limitations on the Cisco ASR 903 Router in release 3.7S, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.7.0S/ASR903-
Chassis-SW-37.html.
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Software Upgrade Limitation

e We recommend you set the interface-module-delay value to 150 or greater in order to ensure
sufficient time for IM software upgrades.

Subinterfaces Limitation
e The Cisco ASR 903 router does not support subinterface configurations except on ATM interfaces.

S

Note  You can configure similar functionality using multiple Ethernet Virtual Connections on an
interface. For more information, see Configuring Ethernet Virtual Connections on the Cisco
ASR 903 Router.

T1/E1 IM Limitations

e Inverting data on the T1/El interface is not supported—Inverting the data stream using the invert
data interface command is not supported.

e Bit error rate test (BERT) patterns have limited support—Currently, only the 2711, 2715,
2720-0153, and 2720-QRSS patterns are supported for BERT.

Caveats in Cisco 10S XE 3.7S Releases

Note

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.7S releases.
In this section, the following information is provided for each caveat:
e Symptom—A description of what is observed when the caveat occurs.
¢ Conditions—The conditions under which the caveat has been known to occur.

e  Workaround—Solutions, if available, to counteract the caveat.

If you have an account on Cisco.com, you can also use the Bug Toolkit to find select caveats of any
severity. To reach the Bug Toolkit, log in to Cisco.com and go to
http://www.cisco.com/pcgi-bin/Support/Bugtool/launch_bugtool.pl. (If the defect that you have
requested cannot be displayed, this may be due to one or more of the following reasons: the defect
number does not exist, the defect does not have a customer-visible description yet, or the defect has been
marked Cisco Confidential.)

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
The following sections describe the open and resolved caveats in 3.7S Releases:

¢ Open Caveats—Cisco IOS XE Release 3.7(6)S, page 6

e Resolved Caveats—Cisco IOS XE Release 3.7(6)S, page 6

¢ Open Caveats—Cisco IOS XE Release 3.7(5)S, page 7

e Resolved Caveats—Cisco IOS XE Release 3.7(5)S, page 8
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Open Caveats—Cisco I0OS XE Release 3.7(4)S, page 10
Resolved Caveats—Cisco IOS XE Release 3.7(4)S, page 13
Open Caveats—Cisco I0S XE Release 3.7(3)S, page 20
Resolved Caveats—Cisco I0S XE Release 3.7(3)S, page 23
Open Caveats—Cisco IOS XE Release 3.7(2)S, page 37
Resolved Caveats—Cisco IOS XE Release 3.7(2)S, page 46
Open Caveats—Cisco IOS XE Release 3.7(1)aS, page 48
Resolved Caveats—Cisco IOS XE Release 3.7(1)aS, page 52
Open Caveats—Cisco I0OS XE Release 3.7(0)S, page 54
Resolved Caveats—Cisco IOS XE Release 3.7(0)S, page 61

Open Caveats—Cisco 10S XE Release 3.7(6)S

There are no open caveats in Cisco IOS XE Release 3.7(6)S.

Resolved Caveats—Cisco 10S XE Release 3.7(6)S

This section documents the resolved caveats for the Cisco ASR 903 Router in Cisco IOS XE Release
3.7(6)S.

CSCub50545

Symptom: Traceback observed on router when J1 functionality is used.
Conditions: This issue occurs when J1 expect message is configured.
Workaround: There is no workaround.

CSCum76276

Symptom: Cross-connect backup force-switchover interface command does not showing the 10G
option.

Conditions: This issue occurs on trying to perform a force-switchover for the 10G interface.
Workaround: There is no workaround.

CSCun83688

Symptom: Sub-package mode boot fails on the router.

Conditions: This issue occurs when the sub-package mode boot is performed from USB.
Workaround: Boot using the consolidated mode from USB with stand-alone RSP.
CSCu026634

Symptom: Crash observed on router when show frr-manager client det command is executed.

Conditions: This issue is observed when show frr-manager client client-name det command is
executed, and the client does not exist.

Workaround: There is no workaround.
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Open Caveats—Cisco 10S XE Release 3.7(5)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.7(5)S.

CSCtq24011

Symptoms: The routers acts as though local proxy-arp is configured and does a proxy-arp for the
systems in the same subnet.

Conditions: This issue occurs when the router receives ARP request on an interface when the
interface is not fully initialized. The connected routes are not added in the routing table causing the
proxy-arp to reply and thus the wrong ARP is entered.

Workaround: Execute a shutdown followed by a no shutdown on the routers.
CSCty63969
Symptom: Ping fails to remote MEP.

Conditions: This issue occurs on configure CFM and a ping to remote MEP with packet size greater
than 1478 bytes is performed.

Workaround: There is no workaround.

CSCtz43158

Symptom: Memory leaks are seen on configuring IP FRR remote LFA on the router.

Conditions: This issue occurs on configuring and un-configuring IP-FRR remote LFA on the router.
Workaround: There is no workaround.

CSCuc08397

Symptom: When IFM is configured on EVC BD, with encapsulation default in the core, the remote
MEPS are not learned.

Conditions: This issue is observed when encapsulation default is configured towards the core facing
side.

Workaround: There is no workaround.
CSCuc24927
Symptom: Segmentation faults observed on the router.

Conditions: This issue is seen when IMA, CEM and Serial are configured on different controllers
on the router and the image is loaded.

Workaround: Do not combine IMA, CEM and Serial configurations.
CSCud55799
Symptom: Multiple priority commands get accepted per policy.

Conditions: This issue occurs when a policy-map with priority is configured in one of its classes.
Adding another class with policer first and then with priority causes this issue..

Workaround: There is no workaround.
CSCud90362

Symptom: The SYNC packets might go out quite irregularly when PTP master (OC/BC) is
configured on the router.

Conditions: This issue occurs when the router is configured as PTP master.

Workaround: There is no workaround.
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CSCue73478

Symptom: The standby RSP Sync LED goes to holdover after switchover.

Conditions: This issue occurs in normal working conditions. This is a cosmetic issue.
Workaround: There is no workaround.

CSCuf35542

Symptom: PFM fails for about fiveminutes after OIR on the master.

Conditions: This issue occurs when OIR is triggered on the master.

Workaround: Wait for 5-6 minutes after the OIR

CSCug05214

Symptom: QOS does not reject policy-map with match EXP and extended num ACL (permit L4).

Conditions: This issue occurs when the policy-map with match exp and L4 ACL is configured and
applied on main interface.

Workaround: There is no workaround.
CSCug08566
Symptom: Next-hop of a static redistributed route is unexpectedly marked as unreachable.

Conditions: This issue occurs when redistributing a static route into BGP (in global or VRF table
(X) ), whose next-hop points to another VRF (Y), the next-hop will be looked up in (X), and thus
the route may be marked with next-hop unreachable.

Workaround: Manually set the next-hop to O when redistributing using the set ip next-hop
peer-address command.

CSCul01582
Symptom: The PID for the new fan tray is not reflected for show inventory command output.

Conditions: This issue occurs when the show inventory command is issued. The fan tray PID does
not show up for SNMP walk for Entity MIB.

Workaround: There is no workaround.
CSCul50181

Symptom: The router may see unicast traffic not being forwarded out of the Gigabit Ethernet
interface while multicast traffic is being processed by the router correctly. Pings fail to a directly
connected neighbour but OSPF would be up.

Conditions: This issue occurs when BDI configs are configured on the Gigabit Ethernet interface.

Workaround: Reload the router.

Resolved Caveats—Cisco 10S XE Release 3.7(5)S

This section documents the resolved caveats for the Cisco ASR 903 Router in Cisco IOS XE Release
3.7(5)S.

CSCua20021
Symptom: The clear ethernet cfm ais command with evc option does not work.
Conditions: This issue occurs when evc name with clear ethernet cfm ais command is specified.

Workaround: Use the service option instead.
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CSCue69818
Symptom: The show inventory command displays wrong serial number.

Conditions: This issue occurs when the inventory is managed by the main serial number. However
the RPS and IM display PCB Serial Number in the show inventory output.

Workaround: Use the show diag all eeprom detail command.
CSCuh76845

Symptom: OSPF is stuck in INIT after performing a shutdown followed by no shutdown of the
OSPF process. The router shows an LSA to be present on flood-list in the show ip ospf flood-list
command output.

Conditions: This issue occurs after executing a shutdown followed by no shutdown of the OSPF
process. The issue is only seen in timing conditions.

Workaround: Execute a shutdown followed by no shutdown on the physical interface which has
LSA on its flood-list.

CSCui50577

Symptom: Traffic drop observed on the router after IM OIR.
Conditions: This issue occurs after an IM OIR.
Workaround: There is no workaround.

CSCui73921

Symptom: The 10 Gigabit Ethernet Interface Power and Status LED on the IM does not working as
expected.

Conditions: This issue occurs on module OIR or reload.
Workaround: There is no workaround.
CSCui85019

Symptom: Executing show xconnect results in a memory leak. This issue was observed after issuing
the show memory debug leaks chunks command as in example below:

Router# show memory debug leaks chunks Adding blocks for GD...

I/0 memory

Address Size Alloc_pc PID Alloc-Proc Name

Chunk Elements:

AllocPC Address Size Parent Name

Processor memory

Address Size Alloc_pc PID Alloc-Proc Name AA3F8B4 2348 6D0B528 97 Exec
PW/UDP VC event trace

Conditions: This issue is observed when one or more xconnects are configured with UDP
encapsulation.

Workaround: There is no workaround.

CSCui89069

Symptom: An ISIS flap is observed on performing SSO.

Conditions: This issue occurs when nsf ietf is configured and one or more loopbacks are configured
as passive interfaces.

Workaround: Perform the following;
a. Use nsf cisco.

b. Use nsf ietf and configure ip router isis process_name on the loopback interfaces.
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CSCui89854

Symptom: Mismatch of the Gigabit Ethernet interface when Wait-to-Restore (WTR) is configured.

Conditions: This issue occurs when the Gigabit Ethernet interface is configured as input source and
the WTR is configured as 0 and shutdown and no shutdown is executed.

Workaround: Configure the WTR greater than 20 seconds.
CSCui99309

Symptom: IPv6 BFD with static client does not come up with VRF.
Conditions: This issue is seen on configuring BFD.

Workaround: There is no workaround.

CSCuj11232

Symptom: Changing the local label on an existing static (no signaling), Any Transport over MPLS
(AToM) pseudowire, or changing the static pseudowire to a dynamic one (with LDP signaling) may
cause traffic to fail to traverse the pseudowire.

Conditions: This issue is observed when either the configured value of the static local label is
changed, or if the pseudowire is changed to a dynamic one.

Workaround: Unconfigure the existing xconnect or pseudowire before entering the new
configuration.

CSCul14571

Symptom: The router crashes after OSPFv3 is unconfigured from an interface.
Conditions: This issue is observed when NSR is enabled.

Workaround: Unconfigure NSR before unconfiguring OSPFv3 from an interface.
CSCum40613

Symptom: The Cisco ASR 903 TOD port tx when configured as slave does not work.
Conditions: This issue occurs when TOD is configured.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.7(4)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.7(4)S.

CSCtw92458

Symptom: I[FM CC messages are leaked to unmatched encapsulation on that bridge domain (BD).
Conditions: This issue occurs when EVCs with different encapsulation are present on same BD.
Workaround: There is no workaround.

CSCty63969

Symptom: Ping fails to remote MEP.

Conditions: This issue occurs when CFM is configured and a ping to remote MEP with packet size
greater than 1478 bytes is executed.

Workaround: There is no workaround.

CSCua77688
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Symptom: The router experiences remote CFM MEP flapping.

Conditions: Occurs when the router is connected via a CFM xconnect and the link is running a high
traffic rate.

Workaround: Reduce the rate of traffic.
CSCua9%9096

Symptoms: The show ima interface command omits some IMA group information such as
ImaGroupSymmetry.

Conditions: This issue occurs when the show ima interface command.
Workaround: There is no workaround.
CSCub94462
Symptom: The router displays object download error messages on the console.
Conditions: This issue occurs under the following conditions

— Execute the mac address sticky command.

— Configure 25 incremental MAC addresses and execute the clean mac-address-table bdomain
command

- Remove a mac security sticky configuration from an EVC interface.

Workaround: Avoid issuing the clear mac-address-table command when the mac security sticky
command is applied.

CSCuc08397

Symptom: When IFM is configured on EVC BD, with encapsulation default in the core, the remote
MEPS are not learnt.

Conditions: This issue is seen when encapsulation default is configured on the core facing side.
Workaround: There is no workaround.
CSCud09142

Symptom: FP active error messages are seen when the tunnel-tp interface is removed in a
high-availability setup.

Conditions: This issue is seen after removing tunnel-tp interface.
Workaround: There is no workaround.
CSCud34600

Symptom: Event hog messages are received when 21k to 25k routes are advertised into MBGP and
exported from one PE to another.

Conditions: This issue occurs when the redistributing routes range from 21k to 25k routes from
OSFP are moved into MBGP and are exported from one PE to another.

Workaround: There is no workaround.

CSCud90362

Symptom: the SYNC packets go out quite irregularly when PTP master is configured.
Conditions: This issue is seen when the router is configured as PTP master.
Workaround: There is no workaround.

CSCue24854

Symptom: Loss of 70 msec are observed when performing an IM OIR in a remote LFA ring.
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Conditions: This issue occurs when soft OIR is performed.

Workaround: Do a hard OIR to get less than 50 msec loss.

CSCue73478

Symptom: The standby RSP Sync LED become holdover after switchover.
Conditions: This issue occurs in normal conditions,

Workaround: There is no workaround. This issue is cosmetic.
CSCue96886

Symptom: Complete MAC Address space is not available on the RSP.

Conditions: This issue occurs after removing the service instance with the MAC Addresses learnt
on the BD.

Workaround: Shutdown the service instance corresponding to bridge-domain and clear the
MAC-address-table of that bridge-domain. Remove the service instance.

CSCuf07508

Symptom: The Gigabit Ethernet port on IMA8S may not come up after reload.
Conditions: This issue occurs when the router is reloaded multiple times

Workaround: Perform an IM OIR.

CSCuf44077

Symptom: The show interface command output displays incorrect speed values after SSO.
Conditions: This issue occurs when 100M SFPs are used

Workaround: Perform hardware module reset.

CSCuf86247

Symptom: SNMP MIB variables related to BDI counters do not function properly.

Conditions: This issue occurs when SNMP MIB variables related to BDI interface counters are
used.

Workaround: There is no workaround.
CSCuh46103
Symptom: The BDI statistics not getting incremented.

Conditions: This issue is observed when the show interface bdi statistics command is executed.
The ingress and egress statistics displayed do not get incremented even if the traffic is going through
the BDI interface.

Workaround: Use show platform hardware pp active interface statistics bdi command to view
the statistics.

CSCuh65489
Symptom: The BGP session goes down when ICMP echo-request of 1500 pps is received.

Conditions: This issue occurs when the router has BGP peers and receives the ICMP-echo request.
The BGP hold timer expires nd BGP peer goes down.

Workaround: There is no workaround.
CSCuh79730
Symptom: The transmitting frequency is incorrectly displayed in case of DWDM-XFP-C.
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Conditions: This issue occurs when show hw-module subslot 0 transceiver idprom command is
executed.

Workaround: There is no workaround.

CSCui50862

Symptom: Few CFM primary sessions stays inactive.

Conditions: This issue occurs when CFM domain with SLA is configured.
Workaround: There is no workaround.

CSCui87257

Symptom: The interface clock is not detected after a switchover

Conditions: This issue occurs after a switvchover is performed from RSPO to RSP1.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.7(4)S

This section documents the resolved caveats for the Cisco ASR 903 Router in Cisco IOS XE Release
3.7(H)S

CSCtz43467

Symptom: All commands listed under the REP configuration modes cannot be configured. This
was seen while configuring REP with BDI and configuring more than one source ports in a span
session.

Conditions: This issue occurs in normal working conditions.

Workaround: There is no workaround.

CSCua95675

Symptom: An Ethernet virtual circuit (EVC) interface stops forwarding traffic.

Conditions: This issue occurs when multiple EVCs are configured on a single interface. The EVCs
have the same outer tag VLAN.When one of the EVCs is removed from the configuration, the other
EVCs with the same outer tag VLAN stop passing traffic.

Workaround: Issue a shutdown command followed by a no shutdown command on the Ethernet
interface.

CSCuc60148

Symptom: System does not shut down when the temperature sensor reaches shutdown threshold
region.

Conditions: This issue occurs when the temperature sensors reaches the shutdown threshold
region.

Workaround: Configure the facility-alarm critical exceed-action shutdown command has to
enable this system shutdown behavior.

CSCud61551

Symptom: Serial Number of the RSP in slot 1 is not displayed some times in the show inventory
command output.

Conditions: This issue occurs under normal working conditions.

Workaround: Reload the router again.
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CSCue24621
Symptom: When one EFP is shut, traffic get stops for other EVCs.

Conditions: This issue occurs where there are multiple qinq EFPs with same outer vlan tag on one
interface.

Workaround: There is no workaround.
CSCue25349
Symptom: Tracebacks seen on the router with inject bypass set to OFF.

Conditions: This issue occurs after shutting down the core facing interface or any OSPF enabled
interface.

Workaround: There is no workaround.These traces does not have any functional impact.
CSCue51682
Symptom: The REP protocol flaps, as indicated by the following error messages:

*Feb 8 06:51:38.857: $REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
non-operational due to neighbor not responding *Feb 8 06:51:39.096: $REP-4-LINKSTATUS:
GigabitEthernet0/0/1 (segment 10) is operational

Conditions: This issue occurs under the following conditions:

— The router is sending traffic using the incremental MAC address table Fast LSL is configured
using a 200ms timer.

— The router is configured with more than 2000 MAC addresses.
Workaround: Remove fast LSL from the REP configuration.
CSCue60699
Symptom: The router auto-negotiates full duplex with 1000M half/full duplex configuration.

Conditions: This issue occurs when the router has Copper SFP with auto-negotiate enabled. and
SFP is configured with 1000M half-duplex mode.

Workaround: There is no workaround.

CSCue61803

Symptom: The interface modules do not get powered off, when router is reloaded.
Conditions: This issue is occasionally seen on reload.

Workaround: There is no workaround.

CSCue61850

Symptom: Memory allocation observed fro CFM EVC BD offload cases- scale configurations

Conditions: This issue occurs with CFM EVC BD, when 256 session of3.3ms interval and 256
SLM session are configured and a shutdown command followed by a no shutdown command is
issued on the traffic sending interface.

Workaround: Configure CFM session between 50-100.

CSCue67835

Symptom: OSPF flap with aggressive timers (2 sec hello interval, 6 sec dead interval).
Conditions: This issue occurs on router Stateful switchover (SSO).

Workaround: Use the default OSPF hello timers.

CSCue75372
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Symptom: Time-hog traceback seen on router reload or IM reload.
Conditions: This issue occurs on router bootup or IM bootup.
Workaround: There is no workaround.

CSCue77596

Symptom: CoS value gets wrongly marked for a qinq packet.

Conditions: This issue occurs when a service instance with dotlq encapsulation and no rewrite is
configured on the interface; The policy map attached in the ingress has marking configured.

Workaround: There is no workaround.
CSCue80866

Symptom: Label exhaustion message is seen with scale match vlan and match PHB policy;
Classification fails to work.

Conditions: This issue occurs with TEFP with range of BDs that have match VLANSs of the
corresponding BD and a child policy to match prec/cos.

Workaround: There is no workaround.
CSCue83621
Symptom: Policy-map stops working on removing class default class dynamically.

Conditions: This issue occurs when policy-map is attached to target and class-default of top level
is deleted dynamically.

Workaround: Detach and reattach the policy-map on target.
CSCue91533
Symptom: Traffic through VPLS pseudowire is flooded due to MAC aging.

Conditions: This symptom is observed when bridge descriptor index (internal index) assigned to
MAC address exceeds 20480.

Workaround: There is no workaround.

CSCue94811

Symptom: Process crash on standby router would not generate a core file.
Conditions: This issue occurs under normal conditions.

Workaround: There is no workaround.

CSCuf02518

Symptom: IPv4 traffic gets affected on IPv6 ACL applied interface.

Condition: This issue occurs when both If IPv4 and IPv6 ACLs share the same label, the IPv4 traffic
on the interface on which IPv6 ACL is applied is impacted.

Workaround: There is no workaround.

CSCuf43992

Symptom: The router crashed with local span configuration.
Conditions: This issue occurs with local span configuration.

Workaround: Configure erspan configuration with source and destination erspan sessions in the
router.

CSCuf51509

Symptom: WRED counters for CSO does not work in show policy-map interface command.
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Conditions: This issue is observed when show policy-map interface command is executed.
Workaround: There is no workaround.

CSCuf53527

Symptom: Cos inner value gets copied into the cos value.

Conditions: This issue occurs when QinQ without rewrite service instance is configured.
Workaround: Apply the qos policy-map to the cos inner value.

CSCuf56723

Symptom: The interface LED glows green when shut.

Conditions: This issue occurs after an SSO is performed.

Workaround: There is no workaround.

CSCuf65301

Symptom: Micro flaps observed on the router.

Conditions: This issue is seen when system is kept idle for hours.

Workaround: There is no workaround

CSCuf79397

Symptom: F1 is stuck in init state after the standby RSP reloads.

Conditions: This issue occurs on a reload or OIR of the standby RSP.

Workaround: Reload the standby RSP again.

CSCuf83886

Symptom: Label exhaust message is seen even on valid case if policy is configured before xconnect
is configured on scaled configuration.

Conditions: This issue occurs when a service-policy is configured before configuring xconnect on
the router that has consumed close to max labels.

Workaround: First configure xconnect and then configure service-policy.
CSCug05239
Symptom: Traffic drops on the router.

Conditions: This issue occurs when configuring multichassis Link Aggregation Control Protocol
(MLACP) switchover with Ethernet over Multiprotocol Label Switching (EOMPLS).

Workaround: Configure port channel with EOMPLS.
CSCug05647
Symptom: Interface counters do not get updated with IP traffic.

Conditions: This issue occurs when pinging back to back connected interfaces; the interface
counters stay at 0.

Workaround: Reload the device
CSCugl18630
Symptom: When you perform an OIR on the standby and active RSPs, CMAND crashes.

Conditions: This issue is observed after performing multiple standby OIRs and bringing the
standby machine up.

Workaround: There is no workaround.
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CSCug21145

Symptom: When system crashes, sometimes core files are generated with CRC errors.
Conditions: This issue occurs when the system crashes under stress conditions.
Workaround: There is no workaround.

CSCug22122

Symptom: IOMD crash is seen for any IM on the router.

Conditions: The IOMD crash is seen when show platform software agent IOMD 0/1 driver stats
command is executed to verify driver statistics.

Workaround: There is no workaround.

CSCug23372

Symptom: Manager process crash occurs while configuration replace operation is performed.
Conditions: This issue occurs while moving from REP to G8032.

Workaround: Avoid performing a configuration replace.

CSCug26432

Symptom: Egress layer3 multicast drops to few BDI outgoing interfaces after a router reload.
Conditions: This issue occurs after router reload.

Workaround: There is no workaround.

CSCug31414

Symptom: Multicast traffic drops on changing interface configuration from TEFP to VPLS over
port channel (PoCH).

Conditions: This issue occurs when converting a layer 2 interface to layer 3; and then configuring
IP PIM and IP address in quick succession.

Workaround: Use shutdown and no shutdown command on the interface.
CSCug39899

Symptom: Traffic stops flowing through QinQ BDI interface after ARP times out and ARP is
removed by shutting the BDI.

Conditions: This issue occurs when static routing is configured, and no routing protocol is
configured on the interface.

Workaround: Manually resolve the ARP by pinging the BDI interface.
CSCug46010

Symptom: The non IP packets get classified under the second class instead of class-default when
two class-maps one having match on L4 ACL and other having match on L3 ACL with permit ip any
any is configured.

Conditions: This issue occurs when two class-maps one matching on L3 ACL match and another
matching on TCP or UDP are configured.

Workaround: There is no workaround.

CSCug52920

Symptom: EFP stats does not work after applying the QoS policy on the EFP.
Conditions: This issue occurs when service policy is applied on the EFP.

Workaround: There is no workaround.
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CSCug55586
Symptom: If you dynamically remove the egress markings, ingress marking does not work.

Conditions: This issue is observed if a marking is present at the logical level in the egress direction,
DM does not work.

Workaround: Use the egress set at leaf or PHB level.
CSCug67955

Symptom: The standby FP is stuck in init state.

Conditions: This issue occurs after ISSU is performed.
Workaround: There is no workaround.

CSCug72785

Symptom: OSPF flap observed on the router.

Conditions: This issue occurs after IM OIR followed by SSO.
Workaround: There is no workaround.

CSCug73776

Symptom: The standby router crashes on bootup when highly scaled configurations and when
L2VPN and multicast are configured.

Conditions: This issue occurs on reloading the router 3-4 times with highly scaled configurations
and L2VPN and multicast are configured.

Workaround: There is no workaround.
CSCug83846
Symptom: The MTU value does not take effect on an interface.

Conditions: This issue is observed when you try to configure more than eight unique MTU values
on the router.

Workaround: There is no workaround.
CSCug86963

Symptom: Bidirectional Forwarding Detection (BFD) is unable to resolve neighbor Address
Resolution Protocol (ARP).

Conditions: This issue occurs when software BFD is configured with static client; and IM OIR or
reload is performed.

Workaround: Use manual ping.

CSCug91295

Symptom: UDP based ACLs do not work after a router reload.

Conditions: This issue occurs after reload.

Workaround: Remove and add the ACL.

CSCug97639

Symptom: IPv4 VRF ping fails when disabling IPv6 unicast-routing globally.
Conditions: This issue occurs when IPv6 unicast-routing is disabled.

Workaround: Enable IPv6 unicast-routing
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CSCuhl16011
Symptom: FMAN-FP crashes when you perform ab IM OIR.

Conditions: This issue is observed when you perform multiple IM OIRs with around 65 BFD
sessions.

Workaround: Reload the router.
CSCuh27117
Symptom: Traffic loss of about six to eight seconds is observed when you perform an SSO.

Conditions: This issue is observed when you perform the switchover before IM OIR or the interface
flaps.

Workaround: There is no workaround
CSCuh77762

Symptom: The TenGigabitEthernet port operates at one gigabit speeds in WAN-PHY mode on
Cisco ASR 903 Routers. This leads to a huge amount of output drop.

Conditions: This issue is observed if a QoS policy is configured on the TenGigabitEthernet
interface.

Workaround: There is no workaround.
CSCuh86102
Symptom: The interface stops forwarding traffic.

Conditions: This issue is observed when the TenGigabitEthernet interface is in WAN-PHY mode
and RO is active.

Workaround: Use R1

CSCuh92939

Symptom: Replacing the copper SFP with SFP causes traffic drop after SSO is performed
Conditions: This issue occurs after replacing the copper SFP with the fiber SFP.
Workaround: Perform an IM OIR.

CSCuh94841

Symptom: 10 Gigabit Ethernet interface flaps without trigger causing traffic to switch to protected
label-switched path (LSP).

Conditions: This issue occurs when the script is run for continuous SSO.
Workaround: There is no workaround.

CSCui08978

Symptom: Crash observed on the router.

Conditions: This issue occurs when shutdown followed by a no shutdown is performed on the
physical interfaces.

Workaround: There is no workaround.
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Open Caveats—Cisco 10S XE Release 3.7(3)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.7(3)S.

CSCuf89844

Symptom: The router crashes when a bridge domain interface (BDI) interface running Bidirectional
Forwarding Detection (BFD) is deleted.

Conditions: This issue occurs when a static MAC address is assigned on the neighbor interface or
on one of the BDI interface on the router and BDI interface running BFD is deleted.

Workaround: There is no workaround.

CSCugl18630

Symptom: CMAND process crash and tracebacks observed on the router.

Conditions: This issue occurs after a hard OIR is performed and the standby RSP comes up.
Workaround: There is no workaround.

CSCuc42085

Symptom: The 1PPS output from the router is out of range when compared to the 1PPS output of
the PTP master clock.

Conditions: This issue occurs when the router is configured as a hybrid clock (ordinary or
boundary) and there are intermediate hops between the router and the PTP master clock. This issue
occurs only when the intermediate hops are through an Cisco ASR 9000 router.

Workaround: There is no workaround.
CSCud34600

Symptom: An event hog message is received when 21000 to 25000 routes are advertised into the
Multiprotocol BGP (MBGP) and exported from one PE to other PE.

Conditions: This issue occurs when the redistributing routes range from 21000 to 25000 routes
from OSPF into MBGP and exported from a PE to other PE.

Workaround: There is no workaround.
CSCue77397

Symptom: The Cisco ASR 903 manager crashes while flapping local MPLS enabled interfaces at
nmpls_label_populate_flow_data.

Conditions: This issue occurs when 6000 Layer3 VPN routes and 600 Layer2 VPN sessions exist.

Workaround: There is no workaround.
CSCuf85588

Symptom: The pending objects from virtual forwarding interface (VFI) interfaces exists after
shutdown of path when the core link comes up.

Conditions: This issue exists when Ethernet over MPLS (EoMPLS) or VPLS with MPLS Tunnel
TE in the core exists.

Workaround: There is no workaround.
CSCuf74113
Symptom: Interface mode cannot be entered for serial interfaces.Error messages are displayed.

Conditions: This issue occurs after creation of serial interfaces.
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Workaround: There is no workaround.

CSCud38115

Symptom: OSPF connections flap and drop traffic for approximately 20 seconds
Conditions: This issue occurs during stateful switchover (SSO).

Workaround: There is no workaround.

CSCue07502

Symptom: A crash is observed after completing ISSU. The FO/F1 are getting stuck in init state.
Conditions: This issue occurs after completing ISSU.

Workaround: Reload the router.

CSCue24854

Symptom: Performing an IM OIR in a remote LFA ring reports a loss of 70 ms.
Conditions: This issue occurs during a soft OIR of the IM.

Workaround: Perform a hard OIR for a loss less than 50 ms.

CSCue87571

Symptom: GLC-ZX-SM-RGD and GLC-LX-SM-RGD rapid SFP OIR causes ipprom to fail.
Conditions: This issue occurs after rapid SFP OIR.

Workaround: Perform each OIR with a delay of 30-40 seconds between the OIR. Reload the IM to
recover the port.

CSCuf07508

Symptom: The Gigabit Ethernet port on interface module does not come up after a reload.
Conditions: This issue occurs when the Cisco ASR 903 router is reloaded multiple times.
Workaround: Perform an OIR of the interface module.

CSCuf79397

Symptom: The F1 interface is stuck in init state after OIR of the standby RSP or standby reload.
Conditions: This issue occurs after the standby RSP is reloaded or OIR is performed.
Workaround: There is no workaround.

CSCub9%4462

Symptom: The router displays object download error messages on the console similar to the
following example:

$FMFP-3-OBJ_DWNLD TO_CPP_FAILED"

Conditions: Occurs when you take the following actions:
— Apply the mac address sticky command
— Configure 25 incremental MAC addresses
— Apply the clear mac-address-table bdomain command
— Remove a mac security sticky configuration from an EVC interface

Workaround: Do not issue clear mac-address-table command when the mac security sticky is
configured.

CSCue51682
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Symptom: The REP protocol flaps, as indicated by the following error messages:

*Feb 8 06:51:38.857: %REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
non-operational due to neighbor not responding

*Feb 8 06:51:39.096: %REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
operational

Conditions: Occurs under the following conditions:
— The router is sending traffic using the incremental MAC address table
— Fast LSL is configured using a 200ms timer.
— The router is configured with more than 2000 MAC addresses.
Workaround: Remove fast LSL from the REP configuration.
CSCuf86247
Symptom: SNMP MIB variables related to BDI counters do not function properly.
Conditions: Occurs when you use SNMP MIB variables related to BDI interface counters.
Workaround: There is no workaround.
CSCug05491
Symptom: The router drops traffic on VPLS circuits.
Conditions: Occurs when you take the following actions:
— Configure REP with VLAN load balancing
— Configure VPLS VFI on the VLANSs
— Issue an stateful switchover (SSO)
Workaround: There is no workaround.
CSCuf86184

Symptom: The show interface BDI command does not display the incrementing of counters when
traffic is flowing.

Conditions: This issue occurs after executing the show interface BDI command.
Workaround: There is no workaround.
CSCug30714
Symptom: OSPF flaps occur on interface module stop.
Conditions: This issue occurs when the interface module stops.
Workaround: There is no workaround.
CSCud96866
Symptom: The router displays the following symptoms:

— Object download failures

— OSPEF traffic flaps

— High CPU utilization

— Bundling and unbundling of port-channel member links

— Slow console updates

— Remote MEP learning failures
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Conditions: Occurs when you configure CFM offloaded MEPs for xconnect on a port-channel
interface at a high scale and issue a shutdown/no shutdown on the port-channel interface.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.7(3)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.7(3)S.

CSCty30951

Symptom: The router displays the following console error message:
%QOSMGR-3-OUT_OF_TCAM_RESOURCES: SIPO: nile_mgr: Out of tcam resources to execute
command

Conditions: Occurs when you remove a QoS configuration by setting the interface to the default
configuration.

Workaround: There is no workaround.
CSCty34054

Symptom: The router displays CPU utilization traceback messages and drops all multicast traffic
for 2050 seconds.

Conditions: Occurs under the following conditions:
— Multicast is enabled with more than 500 multicast groups.
— The router is using RSP1B in SSM mode.
- BDI is configured on the access side of the router.
— There are 24 EFPs on each bridge domain.
- You enter a shutdown command on the access interface.
Workaround: There is no workaround.
CSCty74115
Symptoms: The router displays traceback and CPU error messages.

Conditions: Occurs when you configure a high number of MAC address table entries while REP is
enabled; the router displays errors during a REP topology change, REP preemption, or when you
perform a shutdown/no shutdown on an interface.

Workaround: Reduce the number of MAC address entries.
CSCual5499

Symptoms: The show interface command output displays 1000 Mbps information for both
100Mbps and 10 gigabyte transceivers.

Conditions: Occurs when you use 100 Mbps and 10 Gigabit Ethernet transceivers
Workaround: There is no workaround.

CSCua25779

Symptom: An Ethernet virtual circuit (EVC) interface does not forward IPv4 traffic.

Conditions: Occurs when you apply the encapsulation dotlq command to an EVC, followed by
the encapsulation untagged command.

Workaround: Issue a shutdown/no shutdown on the EVC interface.
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CSCua62305
Symptom: QoS does not function on the router.
Conditions: Occurs under the following conditions:
— You apply a service-policy and an ACL to the same interface
— You modify the ACL by adding an ACE containing a permit ospf statement.
Workaround: There is no workaround.
CSCub64331

Symptom: The 10Mhz reference clock to the SDH Equipment Timing Source (SETS) goes to
out-of-resource (OOR).

Conditions: Occurs when you connect both 10Mhz and 1pps inputs.
Workaround: Connect only the 10Mhz interface.

CSCub71932

Symptom: The OC-3 interface module (IM) crashes.

Conditions: Occurs when you boot the router with an OC-3 IM and there are is no configuration
applied to the IM. The issue occurs intermittently.

Workaround: There is no workaround; wait for the interface module to reset.
CSCub89531

Symptom: Multicast statistics in the MFIB output can show NA/NA. This causes multicast traffic
to drop every 3 minutes once the 3 minute timer expires.

Conditions: Occurs after an stateful switchover (SSO).
Workaround: Issue another SSO or reload the router.
CSCuc43719

Symptoms: The router crashes.

Conditions: Occurs when you apply a Network Based Application Recognition (NBAR)
configuration to the router. There is no specific trigger.

Workaround: Remove the NBAR configuration, it is not supported.

CSCuc55382

Symptoms: The show inventory command displays incorrect serial number for SFPs and XFPs.
Conditions: Occurs after you issue repeated stateful switchovers (SSOs).

Workaround: There is no workaround.

CSCuc59386

Symptoms: Continuous IOMD crashes occur on OC-3 IM. Interfaces on OC-3 IM are not
configurable and the router displays the the following error message:

"stand-by does not support this command"

Conditions: Occurs with OC-3 IM in a redundant configuration when an IOMD crash occurs on the
active RSP and the standby IOMD session handle is not cleared.

Workaround: Reload the standby RSP.
CSCuc62784

Symptoms: The router displays traceback error messages at niles_if_count_initialize
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Conditions: Occurs following a reload or stateful switchover (SSO).

Workaround: There is no workaround. However, the issue does not have any functionality impact.
CSCuc64654

Symptom: The router is unable to ping the remote customer edge (CE) router.

Conditions: Occurs when the router is acting as a provider edge (PE) device and is connected to the
remote PE using dual loopback interfaces for peering with iBGP sessions.

Workaround: Use a single loopback interface. Use the same loopback interface for IPv4 and
VPNv4 address families.

CSCuc66393

Symptom: The router loses OC-3 interface configurations after an ISSU upgrade.
Conditions: Occurs on OC-3 serial and POS interfaces after an ISSU software upgrade.
Workaround: There is no workaround.

CSCuc68462

Symptom: The router drops PTP traffic.

Conditions: The issue occurs occasionally when you configure PTP slave clock to receive
VLAN-tagged traffic.

Workaround: There is no workaround.
CSCuc85721
Symptom: The router crashes.
Conditions: Occurs under the following conditions:
— MR-APS is configured on serial interfaces on the OC-3 interface module
— The router is configured with a high number of serial interfaces
- You reset an interface module or reload the router.
Workaround: There is no workaround.
CSCuc91007
Symptom: A slave clock displays a high 1PPS offset value from the master clock.

Conditions: Occurs after an interface module reset or stateful switchover (SSO) on the master
device.

Workaround: There is no workaround.

CSCuc95590

Symptom: The router does not automatically upgrade the FPGA software.

Conditions: Occurs when you load a new image while running an older FPGA version.
Workaround: There is no workaround; however the issue has no functional impact.
CSCuc98185

Symptom: One out of 48 EFPs in a BDI does not receive traffic when running L3 multicast. The
issue does not happen consistently.

Conditions: Occurs under the following conditions:

- You configure Protocol-Independent Multicast-Sparse Mode (PIM-SM) with a static
rendezvous point (RP).
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— You configure a bridge domain interface (BDI) on the PE2 access side

= You use the BDI to send IGMP v2 static join messages to a single multicast group
- You disable IGMP snooping globally.

— You configure 24 EFPs and map them to a single bridge-domain.

- You initiate multicast traffic.

— With multicast traffic enabled, you configure 24 EFPs and map them to the existing
bridge-domain.

One of the 48 EFPs does not receive traffic.

Workaround: Reload the router.

CSCud01644

Symptom: The active forwarding processor (FP) is on the standby route switch processor (RSP).

Conditions: Occurs when you boot the two RSPs in quick succession and the FP on the standby RSP
becomes active before the FP on the active RSP.

Workaround: Reload the router.

CSCud07236

Symptoms: The router displays console error messages when reloading.

Conditions: Occurs when you reload the router.

Workaround: There is no workaround; however, the messages have no impact on device.
CSCud07642

Symptom: The ASR 903 router is unable to pass traffic to the ASR 9000.

Conditions: Occurs with a clear-channel ATM over MPLS configuration using AALO
encapsulation.

Workaround: Enable MPLS control-word on the ASR 9000.
CSCud09632

Symptom: The router does not correctly update the JO byte on the OC-3 or OC-12 interface module.

Conditions: Occurs in a back-to-back configuration with two ASR 903s passing SONET traffic.
Workaround: There is no workaround.
CSCud15785
Symptom: The router experiences flapping on REP connections.
Conditions: Occurs under the following conditions:
— MAC limiting is enabled and a MAC address is at the maximum value
— REP is configured with a 200 millisecond LSL ageout timer

Workaround: Increase the REP timer to above 500 milliseconds or disable the MAC limiting
feature.

CSCud15841

Symptom: The clear ip mroute * command causes resource leakage.

Conditions: Occurs when you issue the clear ip mroute * command while IP multicast is enabled.

Workaround: Reload the router.
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CSCud17457
Symptom: The router drops IP multicast traffic.
Conditions: Occurs when you perform the following actions:
— Configure EFPs as members of a port channel containing a single interface.
— Remove the configuration for the EFPs
— Remove the interface from the port channel
— Add the EFPs back onto the interface
Workaround: Reload the router or issue a stateful switchover (SSO).
CSCud23698
Symptom: The router stops applying classification and marking for a class.
Conditions: Occurs when you remove a priority level while using dual priority for the
class-map.
Workaround: Remove and reattach the policy-map on the interface.
CSCud28982
Symptom: The router does not process egress CoS marking on an Ethernet service instance.

Conditions: Occurs when you configure QoS on an Ethernet service instance that is a member of a
bridge-domain and uses dotlq encapsulation.

Workaround: There is no workaround.
CSCud30806

Symptoms: The router accepts a QoS WRED configuration containing match-all configurations for
two different prec values, which is not supported.

Conditions: Occurs when you configure a policy with a class-map containing match-all
configurations for two different prec values.

Workaround: There is no workaround.

CSCud33298

Symptom: The router crashes.

Conditions: Occurs when the peer device shuts down.

Workaround: There is no workaround.

CSCud34346

Symptom: The router crashes.

Conditions: The issue can occur when:
— The router is configured with multiple ECMP paths
— MPLS IP is not enabled on one of the ECMP paths

Workaround: There is no workaround.
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CSCud35689

Symptoms: The router accepts a queue-limit configuration at the parent level of a policy or at the
Vlan class/ port level. This configuration is not supported.

Conditions: Occurs when you add a queue-limit configuration on a policy at the parent level or at
the vlan class/ port level.

Workaround: There is no workaround.
CSCud37927

Symptoms: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when the router is passing REP or STP traffic and one portisin an ALT or BLK
state.

Workaround: There is no workaround.

CSCud38164

Symptom: The router displays an object download failure message on the console.
Conditions: Occurs when the number of ip routes reaches its maximum configurable limit.
Workaround: There is no workaround.

CSCud38433

Symptom: The router is unable to establish MPLS neighborship or ping the destination loopback
interface.

Conditions: Occurs when you configure two Equal Cost Multipath (ECMP) paths on a bridge
domain interface (BDI) using static routes.

Workaround: The following workarounds exist:
— Use Interior Gateway Protocol (IGP) instead of static IP routes.
— Shut down one of the ECMP paths.

CSCud40930

Symptom: Some interfaces within a bridge-domain are unable to send outbound L3 multicast
traffic.

Conditions: Occurs when the bridge-domain contains EFP interfaces, some of which are on a
port-channel. The issue can also occur after a router reload.

Workaround: Issue a shutdown/no shutdown on the BDI interface.
CSCud44768

Symptom: Multilink bundles and member links flap when passing traffic.
Conditions: Occurs under the following conditions:

— You configure more than 210 MLPPP bundles with one member link per bundle or 16 bundles
with 16 member links each.

— The line is operating at a 64 or 128 byte line rate

Workaround: There is no workaround.
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CSCud44942

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when you configure a MEP on an interface.
Workaround: There is no workaround.
CSCud49980

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when you configure CFM MEPs on carrier edge (CE) routers and VPLS on
provider edge (PE) routers.

Workaround: Create an EVC bridge-domain running CFM on the PE router and enable a virtual
forwarding interface (VFI) on the bridge-domain.

CSCud50851
Symptom: The router experiences flapping on REP connections.

Conditions: Occurs when you enable MAC limiting at a high scale and the set of MAC addresses
changes continuously.

Workaround: Disable MAC limiting.
CSCud50944
Symptom: The router drops traffic on an MLPPP bundle.

Conditions: Occurs following a reload while the router is passing traffic close to the line rate. The
issue occurs less frequently with lower traffic rates.

Workaround: Issue a shutdown/no shutdown on multilink interface.

CSCud55377

Symptom: The router crashes.

Conditions: Occurs when you configure offloaded CFM for xconnect sessions at a high scale.
Workaround: There is no workaround.

CSCud55695

Symptom: The router applies the shaper value to the channel-level PIR for all serial interfaces on
the interface module.

Conditions: Occurs when you apply QoS policy with a port level class-default configuration
containing a shaper value to a serial interface.

Workaround: Add a dummy class-default level at the top of the policy and apply the shaper as a
child policy of this class.

CSCud56071
Symptom: The router does not pass loop-free alternate (LFA) IP fast reroute (IPFRR) traffic.
Conditions: Occurs when the router is configured with 10 or more IPv4 prefixes.

Workaround: Configure 9 or fewer prefixes.
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e (CSCud61931
Symptom: As OC-3 interface module controller does not become active using loopback local.

Conditions: Occurs with the A900-IMA4OS interface module when there is no SFP inserted in the
port.

Workaround: Insert an SFP in the appropriate port.
e (CSCud64034
Symptoms: T1 interfaces do not become active.
Conditions: Occurs when you perform the following actions:
1. Configure T1 interfaces on the router.
Use ping to verify that the interfaces are active
Perform a stateful switchover (SSO)
Use ping to verify that the interfaces are active
Remove the T1 interface configuration

Reload the standby RSP

N o a & w b

Reconfigure the T1 interfaces

The T1 interfaces do not become active.

Workaround: Perform an OIR on the interface module.
e (CSCud64129

Symptoms: The router displays CLI options to configure control-plane policing, which is not
supported.

ASR903 (config) #control-plane

ASR903 (config-cp) #service-policy ?

input Assign policy-map to the input of an interface
output Assign policy-map to the output of an interface

Conditions: Occurs when you attempt to configure control plane policing to restrict traffic punted
by the CPU.

Workaround: There is no workaround; the feature is not supported.

Further Problem Description: The ASR 903 has an implicit policer to restrict traffic destined for
the CPU. The router polices this traffic up to 1 Mbps by default, and this value is adjustable. For more
detail, see
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_plcshp/configuration/xe-3s/qos-plcshp-punt-po
lice-monitor.html

e CSCud65779
Symptom: The router does not update the Rx value for C2, J1, and S1S0 bytes.
Conditions: Occurs when you configure overhead bytes on OC-3 connections.
Workaround: There is no workaround.

e (CSCud71546

Symptom: The ten Gigabit Ethernet interface drops traffic for 7 seconds following a stateful
switchover (SSO).

Conditions: Occurs when the configuration contains static routes to the destination.

Workaround: There is no workaround.
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CSCud76209
Symptom: The OC-3 interface module goes into an out of service state.

Conditions: Occurs when you repeatedly perform an interface module reset (OIR) on the OC-3
interface module.

Workaround: There is no workaround.
CSCud76770
Symptoms: The convergence time for FRR link/node protection is more than 2 seconds.

Conditions: Occurs when you configure Next-Nexthop (NNHOP) backup tunnels in a ring
topology.

Workaround: There is no workaround.

CSCud78168

Symptoms: A higher convergence (>5 seconds) is observed for 3107 label imposition prefixes.
Conditions: Occurs when you configure 3107 label imposition prefixes.

Workaround: There is no workaround.

CSCud83056

Symptoms: PTP sessions remain in HOLDOVER mode.

Conditions: Occurs when you remove and restore the PTP configuration on the PTP Master device.

Workaround: Do not include the following commands in a PTP configuration unless ToD and 1PPS
cables are directly connected:

- tod 0/0 ntp
— input 1pps 0/0
CSCud83069
Symptom: The router does not pass traffic in ATM PVP Mode.
Conditions: Occurs when you enable ATM PVP Mode.
Workaround: There is no workaround.
CSCud83698
Symptom: Links on the Gigabit Ethernet interface do not become active.

Conditions: Occurs on the Gigabit Ethernet interface when the local interface is configured for
autonegotiation and the remote interface is configured for a speed of 10 Mbps or 100 Mbps.

Workaround: Toggle the auto-negotiation configuration on the Gigabit Ethernet interface.
CSCud89451
Symptom: The router crashes with an error message showing nmpls_label_populate_flow_data.

Conditions: This issue occurs when the core interface is reset while the Cisco ASR 903 acts as a
PE router running a configuration with Layer2 VPN and Layer3 VPN.

Workaround: There is no workaround.
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e CSCud90457

Symptoms: The serial interface of Circuit Emulation interfaces connected to the CEM interfaces on
PE remain down on router reload with scaled configuration.

Conditions: This issue is observed when you have Circuit Emulation Services over Packet (CESoP)
and Structure-agnostic TDM over Packet (SAToP) scaled circuits and perform a router reload.

Workaround: Perform IM OIR to resolve the issue.
e (CSCud90735
Symptom: The controller comes up without having a license.
Conditions: This issue occurs 16 port tl1/el license are installed on PE1_W?2
Workaround: There is no workaround.
e (CSCud90890

Symptom: Routing over Trunk EFP over port-channel does not work on member ports associated
with ASIC #1.

Conditions: This issue occurs if a Trunk EFP on port-channel has members on ASIC #1.
Workaround: There is no workaround.
e CSCud95359

Symptom: The show policy map command displays an incorrect number of total dropped packets
(total drops).

Conditions: This issue occurs when the show policy-map command displays dropped packets on an
interface.

Workaround: There is no workaround.
e CSCud96604

Symptoms: On system reset or reload, all traffic on certain Ethernet Flow Point (EFP)s do not
egress.

Conditions: This issue occurs when traffic completely stops on certain EFPs.
Workaround: Delete and reconfigure EFPs.
e (CSCud96962, CSCud97289

Symptom: After performing a shutdown followed by a noshutdown the member-link Connectivity
Fault Management (CFM) crash is observed

Conditions: This issue occurs when CFM Trunk Ethernet Flow Point (EFP) is configured with 256
sessions.

Workaround: Configure around 50-100 CFM sessions.
e CSCud97289
Symptom: Precision Time Protocol (PTP) slave does not start the session with master.

Conditions: This issue occurs when the PTP session is not started when the loopback IP address of
slave and Master are in same subnet.

Workaround: Configure Loopback IP addresses of slave and master in different subnets.
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CSCud99183

Symptom: The control plane protocols such as ISIS, LDP do not come up and pings failure occurs
on booting with scaled ACE or ACL. The ACL configurations fail.

Conditions: This issue occurs on reload on the Cisco ASR 903 router.
Workaround: There is no workaround.

CSCud99692

Symptom: The convergence time takes more than 3 seconds.

Conditions: This issue occurs in Border Gateway Protocol (BGP) PIC core when path is moved
from one active path to 2 Equal Cost Multipath (ECMP) Paths.

Workaround: There is no workaround.
CSCue00049
Symptom: Classification does not work properly with non-matching traffic when IP ACL is used.

Conditions: This issue occurs only for class-based ACL match. The ACL class are classified
properly and other classes based on DSCP or class-default do not work

Workaround: There is no workaround.

CSCue00332

Symptom: The Bidirectional Forwarding Detection (BFD) connections flap, bringing down IGP.
Conditions: This issue occurs when you enable BFD on an interface that is flapping.
Workaround: There is no workaround.

CSCue03418

Symptom: The router displays OSPF protocol flaps causing a 20-30 second traffic loss.

Conditions: The issue occurs very intermittently on a HA system with a 6 second dead-interval
value when you issue the redundancy force-switchover command;

Workaround: Increase the dead-interval value.

CSCuel 1444

Symptom: Split horizon configurations does not clear with Layer2 multicast packets.

Conditions: This issue occurs when Ethernet Flow Point (EFP)s with split-horizon are configured.

Workaround: Perform a shutdown followed by no shutdown. Configure EFP first before moving
into split-horizon group.

CSCuel6617
Symptom: The QoS classification does not work in core interfaces.

Conditions: This issue occurs when the output policy applied to interface has bridge domain
interface (BDI) as the core interface.

Workaround: Enable mpls ldp explicit null command.
CSCuel8015
Symptom: S,G does not get created, the forwarding is based on (*,G).

Conditions: This issue occurs with Interior Gateway Protocol (IGP) change leading to Reverse Path
Forwarding (RPF) change of the (*,G).

Workaround: Clear the (*,G) and recreate it.
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CSCue19898

Symptom: (*,G) based forwarding is observed with IIF registry change. The Interior Gateway
Protocol (IGP) patch change leads to this issue.

Conditions: This issue occurs when IGP is changed causing a Reverse Path Forwarding (RFP)
change notification.

Workaround: Timeout the (*,G) entry and recreate it again either by issuing clear ip mroute
command or stopping the joins.

CSCue20022
Symptom: Software forwarding of core encapsulation entries causes interface to flap.

Conditions: This issue occurs when interface has Protocol Independent Multicast (PIM) enabled on
the BDI interface.

Workaround: Perform a soft interface module OIR. Clear the multicast routes for that VRF.
CSCue20360

Symptom: The router does not learn the remote Connectivity Fault Management (CFM)
Maintenance Endpoint (MEPs).

Conditions: This issue occurs when Resilient Ethernet Protocol (REP) or Spanning Tree Protocol
(STP) exists on core with one port as ALT or BLK state.

Workaround: There is no workaround.
CSCue20607

Symptom: The port-channel load balances the traffic on member-links in hot-standby state or down
state resulting in loss of traffic.

Conditions: This issue occurs when there are redundant member-links in hot-standby state or down
state.

Workaround: There is no workaround.

CSCue25567

Symptom: Quack authentication failure messages are displayed on router console.
Conditions: This issue occurs randomly.

Workaround: Reload the router.

CSCue26927

Symptom: Alarms are not forwarded in Circuit Emulation Services over Packet (CESoP).
Conditions: This issue occurs when alarms are not forwarded when AC goes down.
Workaround: There is no workaround.

CSCue30481

Symptom: The Cisco ASR 903 router does not lock to the synchronous Ethernet clock source after
reload. It remains in Ql-failed state.

Conditions: This issue occurs after a reload of router with saved synchronous Ethernet clock
configurations is performed.

Workaround: Unconfigure and reconfigure the clock source.
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CSCue32753

Symptom: The OC-3 interface modules are lost after a In Service Software Upgrade (ISSU) is
performed on the Cisco ASR 903 router and configuration mismatch errors are displayed on router
console. The standby RSP reaches standby-hot state causing continuous IOMD crash messages at
regular intervals.

Conditions: This issue occurs when ISSU is performed.
Workaround: There is no workaround.

Try unconfiguring the OC-3 interface module configuration and reconfigure again. Reload the
standby RSP to stop IOMD crashes. Perform a hard OIR or process kill if the interface module enters
out of service state

CSCue34618

Symptom: Traffic stops flowing with a combination of Bandwidth Remaining Ratio (BRR) and
policer in different class-maps under a policy.

Conditions: This issue occurs when the bandwidth remaining ratio is configured as a combination
of police with cir (total brr and police cir equal to 1000M).

Workaround: Configure total BRR and police cir lesser than 1000M. For example, class A Police
cir 100m and class B BRR 90% fails but BRR 89% works.

CSCue42315
Symptom: CPU hog messages and IOMD crash observed on the Cisco ASR 903 router.

Conditions: This issue occurs with OC-3 interface module after executing the shutdown command
followed by a no shutdown command of the multilink bundle when traffic is sent with a packet size
greater then 1500 byte.

Workaround: There is no workaround.
CSCued5498

Symptom: CPU utilization is high when sending traffic with varying source MAC addresses for
multiple streams for a bridge domain (BD).

Conditions: This issue occurs when port-channel is configured as Ethernet Flow Point (EFP) for the
BD and mac-limit is configured to O for that BD.

Workaround: There is no workaround.
CSCue50128

Symptom: FMFP download failure occurs on reaching 1980 odd number even though 2000 ternary
content addressable memory (TCAM) space is allocated for ACLs in the IP template.

Conditions: This issue occurs in normal conditions when the scale reaches 1980.
Workaround: There is no workaround.

CSCue52298

Symptom: TI/EI interfaces on interface module are lost as IOMD crashes after a switchover.
Conditions: This issue occurs after IOMD crashes when a switchover was performed.

Workaround: There is no workaround.
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CSCue52774

Symptom: Sonet controller as input clock source does not get selected on A900-IMA40S interface
module on a Cisco ASR 903 router.

Condition: This issue occurs when the port above 0 is used for the clock source.

Workaround: Use port O for clock source or insert the SFP in the odd port (protect port) adjacent
to the actual port using an optical splitter. The cable is fed to the odd port to recover the proper
clocking for the port.

CSCue52968

Symptom: Ping failure occurs and traffic stops through Multilink bundle when Challenge
Handshake Authentication Protocol (CHAP) authentication is enabled.

Conditions: This issue is seen when Policy Feature Card (PFC) and Control Field Compression
(ACFC) is configured on the Cisco ASR 903 router.

Workaround: There is no workaround.
CSCue57670
Symptom: The active RSP synchronization LED displays the state incorrectly.

Condition: This issue occurs after a Stateful Switchover (SSO) is performed without any network
clock configuration.

Workaround: There is no workaround. This issue is a cosmetic issue.
CSCue59544

Symptom: The A900-IMA16D generates a storm on closing the backup tunnel.
Condition: This issue occur after unshutting the tunnel.

Workaround: There is no workaround.

CSCue66137

Symptom: The IOMD crashes with CPU hog messages.

Conditions: This issue occurs with OC-3 interface module and traffic is sent over a multilink bundle
with packet size greater than 600 byte.

Workaround: There is no workaround.

CSCue72438

Symptom: Link goes down with Rev-D I Gigabit interface module.
Conditions: This issue occurs on the 1 Gigabit Ethernet interface module port.
Workaround: There is no workaround.

CSCue77612

Symptom: MAC address synchronization on 1 Gigabit Ethernet port on standby RSP causes traffic
to be forwarded to incorrect port after a switchover.

Conditions: This issue occurs after a switchover.

Workaround: Clear MAC address after a switchover is performed.

CSCue86696

Symptom: Interface flaps after longevity run is performed.

Conditions: This issue occurs after prolonged tests are performed with SPF interface modules.

Workaround: There is no workaround.
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CSCue87542

Symptom: Deleting bridge domain interfaces (BDIs) with routing traffic causes a flood to CPU
resulting in control plane traffic loss.

Conditions: This issue occurs after a ping failure and the Bidirectional Forwarding Detection
(BFD) protocol or OSFP protocol flaps on deleting the BDI while IPv4 traffic is flowing.

Workaround: Delete the Trunk EFP interface and then the BDI.
CSCue89503

Symptom: The power supply status displays critical after removing and inserting the power supply
on the Cisco ASR903 router.

Conditions: This issue occurs after multiple OIR of the power supply is performed.
Workaround: There is no workaround. This issue is cosmetic.
CSCuf05039

Symptom: I2C-WRITE and MDIO_READ error messages are displayed on the Cisco ASR903
router.

Conditions: This issue occurs after an interface module hard or soft OIR is performed.
Workaround: There is no workaround.
CSCuf61365

Symptom: Virtual circuit counters do not increment after interface module Online Insertion and
Removal (OIR) followed by a SSO is performed.

Conditions: This issue occurs after an OIR followed by a SSO is performed.

Workaround: Perform a SSO without a interface module OIR.

CSCuf65040

Symptom: 1 Gigabit Ethernet or 10 Gigabit Ethernet interface module enters out of service state.

Conditions: This issue occurs when a hard Online Insertion and Removal (OIR) is performed on the
interface module.

Workaround: Perform another hard OIR or a Stateful Switchover (SSO) followed by a soft OIR.

Open Caveats—Cisco 10S XE Release 3.7(2)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco I0OS XE Release 3.7(2)S.

CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.
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e CSCty30951

Symptom: The router displays the following console error message:
%QOSMGR-3-OUT_OF_TCAM_RESOURCES: SIPO: nile_mgr: Out of tcam resources to execute
command

Conditions: Occurs when you remove a QoS configuration by setting the interface to the default
configuration.

Workaround: There is no workaround.
¢ CSCty34054

Symptom: The router displays CPU utilization traceback messages and drops all multicast traffic
for 2050 seconds.

Conditions: Occurs under the following conditions:
— Multicast is enabled with more than 500 multicast groups.
— The router is using RSP1B in SSM mode.
— BDI is configured on the access side of the router.
— There are 24 EFPs on each bridge domain.
— You enter a shutdown command on the access interface.
Workaround: There is no workaround.
e CSCty76744

Symptom: The show mac-address-table command does not show all of the EFPs with a given static
MAC address; the command only displays the first EFP with the MAC address.

Conditions: Occurs when you configure the same static MAC address on multiple EFPs.

Workaround: There is no workaround; however, the issue is cosmetic and functionality is not
affected.

e (CSCua22323
Symptom: Bit error rate testing (BERT) does not go in sync state.
Conditions: Occurs when you configure BERT on the PDH controller in local loopback mode.
Workaround: Initiate BERT on both ends of the connection.
e (CSCua25779
Symptom: An Ethernet virtual circuit (EVC) interface does not forward IPv4 traffic.

Conditions: Occurs when apply the encapsulation dotlq command to an EVC, followed by the
encapsulation untagged command.

Workaround: Issue a shutdown/no shutdown on the EVC interface.
e (CSCua35402
Symptom: The router crashes.
Conditions: Occurs under the following conditions:
— The router is running static VPLS with 255 MPLS-TP tunnels and 2000 VCs.
— The remote PE device reloads.

Workaround: There is no workaround.
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CSCua57325
Symptom: The router displays an OIR SPA error.
Conditions: Occurs under the following conditions:
— The router is running offloaded CFM sessions over an xconnect (pseudowire) interface.
— The router is using a redundant hardware (dual RSP) configuration.
— The remote router is using a non-redundant (single RSP) hardware configuration.
- You reload the router.
Workaround: There is no workaround.
CSCua77688
Symptom: The router experiences remote CFM MEP flapping.

Conditions: Occurs when the router is connected via a CFM xconnect and the link is running a high
traffic rate.

Workaround: Reduce the rate of traffic.
CSCua95675
Symptom: An Ethernet virtual circuit (EVC) interface stops forwarding traffic.
Conditions: Occurs when:
— You configure multiple EVCs on a single interface
— The EVCs have the same outer tag VLAN
— You remove one of the EVCs from the configuration
When you remove the EVC, other EVCs with the same outer tag VLAN can stop passing traffic.
Workaround: Issue a shutdown/no shutdown on the Ethernet interface.
CSCua%99096

Symptom: The show ima interface command omits some IMA group information such as
ImaGroupSymmetry.

Conditions: Occurs when you apply the show ima interface command.
Workaround: There is no workaround.
CSCub61344

Symptom: Link Control Protocol (LCP) negotiation fails, causing an MLP bundle to stop passing
traffic.

Conditions: Occurs under the following conditions:
— The router is configured with a T1 interface on the OC-3 interface module (IM)
— The OC-3 interface module uses SONET framing
— The T1 serial interface is part of an MLP bundle
— You change the CRC configuration value of the MLP bundle
Workaround: Follow these steps:
- Remove the T1 interface from the MLP bundle.
— Perform a soft OIR (IM reset) on both ends of the connection.

— Wait for the T1 interface to become active.
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— Add the T1 interface back into the MLP bundle.
e (CSCub63072
Symptom: MPLS convergence can be slower than expected.

Conditions: Occurs when the router switches to a backup MPLS path in the event of a network
failure.

Workaround: You can configure the following redundancy features to protect against network
failures:

— IPv4 Loop Free Alternate Fast Reroute (LFA FRR)
— Border Gateway Protocol (BGP) Prefix-Independent Convergence (PIC)
— MPLS Traffic Engineering (TE)--Fast Reroute (FRR) Link and Node Protection
e CSCub77354
Symptom: An RSP switchover causes the serial interfaces to flap on the peer device.
Conditions: Occurs when you perform an RSP switchover by physically removing the active RSP.
Workaround: Use the following workarounds:
— Perform an RSP switchover using the redundancy force-switchover command.

Configure the local device to use clock source line and the remote device to use clock source
internal.

e (CSCub81445
Symptom: A link remains active while the router shows the line protocol status as down.
Link Stays up with Line Protocol status as down.

Conditions: Occurs when you perform an interface module (IM) OIR, followed by a stateful
switchover (SSO).

Workaround: There is no workaround.
¢ CSCuc38878
Symptom: The router loops traffic between two nodes in a ring for approximately 100 ms.

Conditions: Occurs during a failover when multiple ASR 903 routers are configured as nodes in a
ring using Remote LFA FRR.

Workaround: There is no workaround.
e (CSCuc42085

Symptom: The 1PPS output from the ASR 903 is out of range when compared to the 1PPS output
of the PTP master clock.

Conditions: Occurs when the router is configured as a hybrid clock (ordinary/boundary) and there
are intermediate hops between the router and the PTP master clock. To date the problem occurs only
when the intermediate hops are through an ASR 9000 router.

Workaround: There is no workaround.
e (CSCuc44701

Symptom: The router displays an error message similar to the following: Oct 1 12:07:21.806 IST:
%CMRP-3-CHASSIS_MONITOR_READY_TIME_EXCEEDED: R1/0: cmand: Reloading F1
because it has failed to become ready for packet processing

Conditions: Occurs when you reload the router while running a configuration that contains
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— An egress QoS policy attached to a trunk EFP

- An encapsulation dotlq statement within the QoS policy that specifies a large range
Workaround: There is no workaround.
CSCuc64654
Symptom: The router is unable to ping the remote customer edge (CE) router.

Conditions: Occurs when the router is acting as a provider edge (PE) device and is connected to the
remote PE using dual loopback interfaces for peering with iBGP sessions.

Workaround: Use a single loopback interface. Use the same loopback interface for IPv4 and
VPNv4 address families.

CSCuc68699

Symptom: The router displays a segmentation fault error message at cgmu_nq_ccm_convert and
crashes.

Conditions: Occurs when you:
— Remove QoS policy from an EFP interface
— Remove policy-maps and class-maps from the configuration
Workaround: There is no workaround.
CSCuc83088
Symptom: The router drops traffic during stateful switchover (SSO).

Conditions: Occurs when the router is running HSRP or VRRP; the issue only occurs when the
destination MAC address is a virtual MAC (vMAC) address.

Workaround: Change the traffic priority and detour traffic prior to the SSO.
CSCuc88066

Symptom: The router does not classify egress traffic and the show policy-map interface command
counters do not increment.

Conditions: Occurs when you configure an output QoS policy to an EFP interface.
Workaround: Remove and reconfigure the service policy on the EFP interface.
CSCuc92350

Symptom: A connection between two copper SFPs does not become active.

Conditions: Occurs when two SFP interfaces are connected with one side set to 100 Mbps and the
other side set to negotiation auto.

Workaround: Set the speed to 10Mbps at both sides, then configure negotiation auto on one side
of the connection.

CSCuc99908
Symptom: IEEE 802.1S Multiple STP (MSTP) convergence takes more than 4.1 seconds.
Conditions: Occurs under the following conditions:

— An Ethernet interface is acting as the Root forwarding MST port

— The Ethernet interface is configured with more than 1000 EVCs

— You perform a shutdown/no shutdown on the interface.

Workaround: To achieve a convergence time of approximately 900 milliseconds with 1000 VLANSs
on an Ethernet interface, configure MSTP on a trunk EFP.
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CSCud01908

Symptom: Debug commands show pending objects on the Forwarding Manager (FMAN) on the
forwarding processor (FP), indicating a failure to download configurations from the Route Switch
Processor (RSP) to the data plane (DP).

Conditions: Occurs when you apply a QoS shaping configuration at a high scale.
Workaround: Delete the QoS policies and remove the QoS configuration from the interface.
CSCud04529

Symptom: The router can drop traffic for approximately 300 milliseconds.

Conditions: The issue occurs in rare instances when the router is configured in a ring topology with

loop-free alternate (LFA) IP fast reroute (IPFRR) and the primary path recovers from a down state.

Workaround: There is no workaround.
CSCud07642
Symptom: The ASR 903 is unable to pass traffic to the ASR 9000.

Conditions: Occurs with a clear-channel ATM over MPLS configuration using AALO
encapsulation.

Workaround: Enable MPLS control-word on the ASR 9000.
CSCud11843
Symptom: The router displays a CPU hog error message and crashes.

Conditions: Occurs when you issue an RSP switchover following an interface flap on the 10 Gigabit
Ethernet interface module (IM).

Workaround: The issue does not occur in the absence of in interface flap on the 10 Gigabit Ethernet
IM.

CSCud15785
Symptom: The router experiences flapping on REP connections.
Conditions: Occurs under the following conditions:
- MAC limiting is enabled and a MAC address is at the maximum value
- REP is configured with a 200 millisecond LSL ageout timer

Workaround: Increase the REP timer to above 500 milliseconds or disable the MAC limiting
feature.

CSCud19845
Symptom: The router drops ping packets over VPN Routing and Forwarding (VRF) connections.
Conditions: Occurs when you specify a packet size using the size parameter.

Workaround: There is no workaround; however, the issue does not occur when you omit the size
parameter.

CSCud23647
Symptom: BDI adjacency fails on the standby RSP.
Conditions: The issue can occur during an interface module (IM) reset or router reload.

Workaround: There is no workaround.
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CSCud24704
Symptom: The router crashes.

Conditions: Occurs when you perform an interface module OIR (reset) on the gigabit Ethernet
interface module while the standby RSP is booting.

Workaround: Perform the IM OIR after the standby RSP boots.
CSCud26379
Symptom: The router displays a CWAN OIR Handler traceback error.

Conditions: Occurs when you perform an interface module OIR (reset) on the gigabit Ethernet
interface module, followed by an RSP switchover.

Workaround: Complete the RSP switchover without resetting the gigabit Ethernet IM.
CSCud26812
Symptom: The router CLI does not display some SFP PIDs
Conditions: Occurs when you install one of the following SFPs in the router:
- ONS-SI-155-L2
- ONS-SI-155-L1
— ONS-SI-155-11
Workaround: There is no workaround.
CSCud28787
Symptom: The 10 gigabit Ethernet interface module (IM) (IM- A900-IMA1X ) flaps.
Conditions: Occurs when the IM passes high traffic volumes for an extended period of time.
Workaround: There is no workaround.
CSCud28982
Symptom: The router does not process egress CoS marking on an Ethernet service instance.

Conditions: Occurs when you configure QoS on an Ethernet service instance that is a member of a
bridge-domain and uses dotlq encapsulation.

Workaround: There is no workaround.
CSCud29501
Symptom: The show policy-map command displays an incorrect drop rate value.

Conditions: Occurs when you configuring a policy map that contains a class that applies QoS
policing.

Workaround: There is no workaround; however, the issue has no functional impact. The router
displays the correct number of drops under the policer’s exceeded bps value.

CSCud33329
Symptom: The active RSP displays traceback error messages occurring on the standby RSP.
Conditions: Occurs with the following configuration:

— The router is configured with 1000 multicast groups

— The outgoing interface is a bridge-domain interface (BDI)

— All hosts are receiving a high rate of traffic.

The issue occurs after you issue a stateful switchover (SSO).
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Workaround: Avoid performing an SSO with the configuration described.
CSCud33906
Symptom: Equal Cost Multipath (ECMP) loopback does not function properly.
Conditions: Occurs when a port-channel link dynamically assigned as an ECMP path.
Workaround: There is no workaround.
CSCud34346
Symptom: The router crashes.
Conditions: The issue can occur when:
— The router is configured with multiple ECMP paths
— MPLS IP is not enabled on one of the ECMP paths
Workaround: There is no workaround.
CSCud38038
Symptom: The router records incorrect delay measurements after a reload.
Conditions: Occurs under the following conditions:
- You configure Delay Measurement Message (DMM) on a port-channel interface.
— The port-channel member links are on different interface modules (IMs).
- You reload the router.
Workaround: You can use the following workarounds:

— Remove the ethernet cfm global command and re-apply it after the port-channel member links
recover.

— Configure PTP clock synchronization.
CSCud38115
Symptom: OSPF connections flap and drop traffic for approximately 20 seconds
Conditions: Occurs during stateful switchover (SSO).
Workaround: There is no workaround.
CSCud38419

Symptom: The router crashes when you apply an access control list (ACL) configuration. The issue
occurs rarely and when the router is configured at a high scale.

Conditions: Occurs when:

— You create and apply IPv6 ACLs

— You remove the IPv6 ACLs

— You replace the IPv6 ACLs with IPv4 ACLs

— The IPv6 ACLs and IPv4 ACLs have the same names
Workaround: Create IPv4 ACLs with different names from the IPv6 ACLs.
CSCud38433

Symptom: The router is unable to establish MPLS neighborship or ping the destination loopback
interface.

Conditions: Occurs when you configure two Equal Cost Multipath (ECMP) paths on a bridge
domain interface (BDI) using static routes.
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Workaround: The following workarounds exist:
— Use Interior Gateway Protocol (IGP) instead of static IP routes.
— Shut down one of the ECMP paths.

CSCud40930

Symptom: Some interfaces within a bridge-domain are unable to send outbound L3 multicast
traffic.

Conditions: Occurs when the bridge-domain contains EFP interfaces, some of which are on a
port-channel. The issue can also occur after a router reload.

Workaround: Issue a shutdown/no shutdown on the BDI interface.
CSCud44768

Symptom: Multilink bundles and member links flap when passing traffic.
Conditions: Occurs under the following conditions:

— You configure more than 210 MLPPP bundles with one member link per bundle or 16 bundles
with 16 member links each.

— The line is operating at a 64 or 128 byte line rate
Workaround: There is no workaround.
CSCud44942

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when you configure a MEP on an interface.
Workaround: There is no workaround.

CSCud45336

Symptom: The router displays CPU hog error messages and crashes.

Conditions: Occurs when you reload the router a high number of Structure-agnostic TDM over
Packet (SAToP) pseudowires.

Workaround: There is no workaround.
CSCud49749

Symptom: Copper Ethernet interface module (IM) ports remain in a suspended state after stateful
switchover (SSO).

Conditions: Occurs when you create a port-channel with

— Two links from a copper Ethernet interface to another copper Ethernet interface

— One link from a copper Ethernet interface to an SFP Ethernet interface
Workaround: Issue a shutdown/no shutdown on copper-to-copper connection interfaces.
CSCud49980

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when you configure CFM MEPs on carrier edge (CE) routers and VPLS on
provider edge (PE) routers.

Workaround: Create an EVC bridge-domain running CFM on the PE router and enable a virtual
forwarding interface (VFI) on the bridge-domain.
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CSCud50851
Symptom: The router experiences flapping on REP connections.

Conditions: Occurs when you enable MAC limiting at a high scale and the set of MAC addresses
changes continuously.

Workaround: Disable MAC limiting.
CSCud50944
Symptom: The router drops traffic on an MLPPP bundle.

Conditions: Occurs following a reload while the router is passing traffic close to the line rate. The
issue occurs less frequently with lower traffic rates.

Workaround: Issue a shutdown/no shutdown on multilink interface.

CSCud52920

Symptom: SFP interfaces tied to a port-channel flap.

Conditions: The issue occurs rarely when the router is passing a high traffic volume.
Workaround: There is no workaround.

CSCud56071

Symptom: The router does not pass loop-free alternate (LFA) IP fast reroute (IPFRR) traffic.
Conditions: Occurs when the router is configured with 10 or more IPv4 prefixes.

Workaround: Configure 9 or fewer prefixes.

Resolved Caveats—Cisco 10S XE Release 3.7(2)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.7(2)S.

CSCua62029
Symptom: The router crashes.

Conditions: Occurs when you configure a class-based QoS policy with the following
characteristics:

— The policy is attached to the main interface.

— The policy classifies on multiple VLAN:S.

— The classification statements specify a priority.

— The classification statements are within a child QoS policy.
Workaround: There is no workaround.
CSCua73104

Symptoms: The router does not increment QoS port shaper policy counters displayed by the show
policy interface command.

Conditions: Occurs when you configure -A class-default policy on a physical interface -A
class-based policy on an EVC interface

Workaround: There is no workaround; however, the router applies the QoS policy normally.
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CSCua%6186
Symptom: The router drops cells on a CE-to-CE connection.

Conditions: Occurs with ATM VCC and VPC cell relay mode with 64-byte traffic. The issue occurs
between the ASR 903 and ASR 901 routers.

Workaround: There is no workaround.

CSCub69132

Symptom: The OC-3 interface module crashes.

Conditions: Occurs when you issue a soft reload on the OC-3 interface module when the
router is configured with MLPPP at a high scale.

Workaround: There is no workaround.

CSCuc36056

Symptom: Security ACLs with port ranges configured on BDI interfaces will not work on NILE1
ports.

Conditions: Issue with only on NILEI ports. NILEO ports will work properly
Workaround: There is no workaround.

PSIRT Evaluation: The Cisco PSIRT has assigned this bug the following CVSS version 2 score.
The Base and Temporal CVSS scores as of the time of evaluation are 5/4.1:
https://intellishield.cisco.com/security/alertmanager/cvssCalculator.do?dispatch=1&version=2&ve
ctor=AV:N/AC:L/Au:N/C:P/I:N/A:N/E:F/RL:OF/RC:C CVEID CVE-2012-5716 has been assigned
to document this issue. Additional information on Cisco’s security vulnerability policy can be found
at the following URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

CSCuc44394

Symptom: The router stops passing MLPPP traffic after a Stateful Switchover (SSO).
Conditions: Occurs when you perform an SSO with a TDM interface module.
Workaround: There is no workaround.

CSCuc57130

Symptom: The router does not apply OC-3 interface module (IM) configurations.
Conditions: Occurs after an RSP switchover.

Workaround: There is no workaround.

CSCuc64899

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs on interfaces with an xconnect statement after a reload on a peer device.
Workaround: Remove and re-apply the CFM configuration.

CSCuc80964

Symptom: Interface module (IM) IM FPGA upgrade fails.

Conditions: Occurs on some IMs when you install an IOS image with bundled FPGA software.

Workaround: Manually upgrade the FPGA.
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CSCuc98590

Symptom: The router can crash when you remove a boundary clock (BC) configuration.
Conditions: Occurs very rarely when you remove a BC configuration.

Workaround: There is no workaround. However, the issue occurs very rarely.
CSCud12587

Symptom: When handling IS-IS packets, the router punts the traffic to the Route Switch Processor
(RSP) and applies policing to limit the traffic to 1 Mbps.

Conditions: Occurs when you enable IS-IS over an Ethernet over MPLS (EoMPLS) connection.

Workaround: Use IS-IS over another connection type or limit the IS-IS traffic to less than 1 Mbps.

CSCud13535
Symptom: The router drops imposition traffic sent to a neighbor device over a VPLS pseudowire.

Conditions: Occurs when the neighbor device configuration includes the no split horizon group
command.

Workaround: Remove the no split horizon group command from the VPLS neighbor device.
CSCud28787

Symptom: The 10 gigabit Ethernet interface module (IM) flaps.

Conditions: Occurs when the IM passes high traffic volumes for an extended period of time.
Workaround: There is no workaround.

CSCud43580

Symptom: The router does not apply the bandwidth remaining percent command within a QoS
policy in some instances.

Conditions: The issue can occur occasionally when:
— There is a large discrepancy in bandwidth remaining values between QoS classes

— The classes containing the bandwidth remaining statements are oversubscribed at a low rate
or have a low queue-limit.

Workaround: Apply the following workaround:
— Increase the queue-limit value to 120 kilobytes or above.
— If the QoS configuration uses WRED, increase the minimum threshold value.

— Alter the bandwidth remaining values to reduce the ratio between values.

Open Caveats—Cisco 10S XE Release 3.7(1)aS

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.7(1)aS.

CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router



| Chapter

Caveats in Cisco 10S XE 3.7S Releases W

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

CSCtw76473

Symptom: The router displays packet drops on some VPLS pseudowire virtual circuits (VCs) on
the disposition side.

Conditions: Occurs under the following conditions:

— The core network is running MPLS-TP tunnels

— There is an SSO switchover on the remote end or an LDP neighbor reset on the peer end.
Workaround: There is no workaround.
CSCty34054

Symptom: The router displays CPU utilization traceback messages and drops all multicast traffic
for 2050 seconds.

Conditions: Occurs under the following conditions:
— Multicast is enabled with more than 500 multicast groups.
— The router is using RSP1B in SSM mode.
- BDI is configured on the access side of the router.
— There are 24 EFPs on each bridge domain.
- You enter a shutdown command on the access interface.
Workaround: There is no workaround.
CSCty45696
Symptom: The show policy-map command displays incorrect information.

Conditions: Occurs when you use the show policy-map command to display QoS policies on an
EFP that has a port shaping QoS policy.

Workaround: There is no workaround.
CSCtz55979
Symptom: The router crashes.

Conditions: Occurs when you configure CFM, SCE over MPLS, VPLS, or G.8032 services while
running SNMP polling.

Workaround: There is no workaround.

CSCtz68510

Symptom: The router displays a CPU HOG message.

Conditions: Occurs when you remove a PTP configuration.

Workaround: There is no workaround; however, the issue does not have any functionality impact.
CSCua62029

Symptom: The router crashes.

Conditions: Occurs when you configure a class-based QoS policy with the following
characteristics:

— The policy is attached to the main interface.

— The policy classifies on multiple VLANS.
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— The classification statements specify a priority.
— The classification statements are within a child QoS policy.
Workaround: There is no workaround.
e (CSCua9%6186
Symptom: The router drops cells on a CE-to-CE connection.

Conditions: Occurs with ATM VCC and VPC cell relay mode with 64-byte traffic. The issue occurs
between the ASR 903 and ASR 901 routers.

Workaround: There is no workaround.
e CSCub04699
Symptom: The bandwidth and bandwidth percent commands do not function correctly.

Conditions: Occurs when you configure a service-policy with the priority and police commands in
one class and the bandwidth or bandwidth percent commands in another class.

Workaround: There is no workaround.
e (CSCub48081

Symptom: The router does not learn remote MEPs on an EVC bridge-domain MEP following an
interface module reset (soft OIR). The router displays messages indicating object download failure;
the interface status of the xconnect MEP on the peer router displays as administratively down.

Conditions: Occurs when you
— Configure offloaded EVC xconnect MEP sessions and the sessions are active
— Configure EVC bridge-domain MEPs
— Perform a reset (soft OIR) of the Ethernet interface module
Workaround: Remove and restore the local MEP configuration on both routers.
e CSCub55760
Symptom: The router displays a Delay Measurement Message (DMM) delay value of 0.
Conditions: Occurs under the following conditions:
— You configure an EVC down MEP on a port-channel interface.
— You dynamically add a member link to a port-channel interface.
Workaround: Configure PTP synchronization before scheduling DMM.
e CSCub60668
Symptom: The router is unable to establish an OSPF session.
Conditions: Occurs when you enable an OSPF session over an MPLS TP tunnel.
Workaround: There is no workaround.
e CSCub69132
Symptom: The OC-3 interface module crashes.
Conditions: Occurs when you issue a soft reload on the OC-3 interface module when the
router is configured with MLPPP at a high scale.

Workaround: There is no workaround.
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CSCub78861
Symptom: Following a reload, the router handles CFM only on 128 VLANS or bridge-domains.

Conditions: Occurs when the router configuration contains CFM and more than 128 VLANSs or
bridge-domains.

Workaround: There is no workaround.

CSCuc00986

Symptom: The router drops MPLS TP sessions, impacting traffic.

Conditions: Occurs following an software upgrade (ISSU).

Workaround: There is no workaround.

CSCuc23610

Symptom: The router does not pass IP traffic with an MPLS LDP tunnel label of Imp-null.
Conditions: Occurs when the router is switching traffic using IP fast-reroute (FRR).
Workaround: Configure the mpls ldp explicit-null command.

CSCuc31037

Symptom: The router stops passing traffic on pseudowire connections.

Conditions: Occurs in a redundant system following a stateful switchover (SSO).
Workaround: There is no workaround.

CSCuc34088

Symptom: The router passes lower traffic levels when you add links to an IMA bundle and perform
IM OIR/router reload.

Conditions: Occurs when you send traffic above the E1 line rate on one link within an IMA bundle
and reset (OIR) the interface module.

Workaround: Remove and re-apply the IMA interface configuration.

CSCuc36522

Symptom: The router does not timestamp traffic on port-channel interfaces.

Conditions: Occurs when you configure a CFM EVC bridge-domain up MEP on a port-channel.
Workaround: There is no workaround.

CSCuc42085

Symptom: The 1PPS output from the ASR 903 is out of range when compared to the 1PPS output
of the PTP master clock.

Conditions: Occurs when the router is configured as a hybrid clock (ordinary/boundary) and there
are intermediate hops between the router and the PTP master clock. To date the problem occurs only
when the intermediate hops are through an ASR 9000 router.

Workaround: There is no workaround.
CSCuc42206
Symptom: Links on copper SFP interface flap during stateful switchover (SSO).

Conditions: Occurs when you initiate a stateful switchover (SSO) on a redundant system with a
copper SFP.

Workaround: There is no workaround.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



Chapter |

B Caveats in Cisco 10S XE 3.7S Releases

e (CSCuc44394
Symptom: The router stops passing MLPPP traffic after a Stateful Switchover (SSO).
Conditions: Occurs when you perform an SSO with a TDM interface module.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.7(1)aS

This section documents the issues that have been resolved in Cisco IOS XE Release 3.7(1)aS.
e (CSCty63969
Symptoms: Ping fails to remote MEPs.

Conditions: Occurs when you configure CFM and ping RMEPs with a packet size of greater than
1478 bytes.

Workaround: There is no workaround.
e (CSCua02058

Symptoms: When you configure the OC-3 interface module, only 1000 of 1008 interfaces are
configurable on the router; of the 1000 interfaces, only 957 become active.

Conditions: Occurs when you configure interfaces on the OC-3 interface module.
Workaround: There is no workaround.
e (CSCua51772
Symptoms: The router does not display PID or DOM values.
Conditions: Occurs with the following SFPs:
— ONS-SI-155-L2
- ONS-SI-155-L1
— ONS-SI-155-11
Workaround: There is no workaround.
e (CSCua55122

Symptoms: The OC-3 interface module crashes when you create a high number of ATM IMA
interfaces.

Conditions: Occurs when you configure multiple ATM IMA interfaces with fewer than 16 links per
bundle.

Workaround: Perform a hard OIR on the interface module.

e (CSCua87805
Symptoms: The OC-3 interface module goes into an Out Of Service state.
Conditions: The issue can occur during bootup or OIR of the OC-3 interface module.
Workaround: Perform an OIR on the OC-3 interface module.

e (CSCua93803
Symptoms: The boot system flash command displays unexpected behavior.

Conditions: Occurs when you use the boot system flash command in either of the following
formats:
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— Dboot system flash filename—The router does not boot using the specified file.
— boot system flash—The router does not boot the first image in bootflash.
Workaround: Use the boot system bootflash command as follows:
— Dboot system bootflash: filename—Boots a specific file.
— Dboot system bootflash:—Boots the first image in bootflash.
CSCua95522
Symptoms: The router displays the following warning during bootup:
"Warning: monitor nvram area is corrupt ... using default values"
Conditions: Occurs during bootup and indicates that the NVRAM is corrupted, causing loss of a

bootloader variable. To verify the issue, confirm whether the set rommon mode command produces
output matching the following example:

rommon 1 > set
PSl=rommon ! >
rommon 2 >

The issue can be caused by an error during shutdown or saving the configuration and occurs very
rarely.

Workaround: Set the bootloader variables on the standby RSP.

CSCua%9096

Symptoms: The show ima interface command omits some IMA group information such as
ImaGroupSymmetry.

Conditions: Occurs when you apply the show ima interface command.
Workaround: There is no workaround.
CSCua%99096

Symptoms: The show ima interface command omits some IMA group information such as
ImaGroupSymmetry.

Conditions: Occurs when you apply the show ima interface command.

Workaround: There is no workaround.

CSCub04699

Symptom: The bandwidth and bandwidth percent commands do not function correctly.

Conditions: Occurs when you configure a service-policy with the priority and police commands in
one class and the bandwidth or bandwidth percent commands in another class.

Workaround: There is no workaround.
CSCub55266
Symptoms: The router hangs when booting.
Conditions: Occurs under the following conditions:
— You issue the boot command without any arguments, €.g. rommon 1> boot
— The router attempts to boot using a non-bootable image in bootflash memory.

Workaround: There is no workaround.
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CSCub71578
Symptoms: The router displays traceback and failure messages on the standby RSP.

Conditions: Occurs after you issue an OIR on the T1/E1 interface module from the active RSP. The
issue occurs in a redundant system.

Workaround: There is no workaround.
CSCub74338
Symptoms: The router crashes.

Conditions: Occurs when you attach an ingress QoS policy-map to an EVC with a rewrite push
configuration.

Workaround: There is no workaround.

CSCub77285

Symptom: Some T1/E1 interfaces do not come up.

Conditions: Occurs with T1/E1 configurations at a high scale; the interfaces display a false alarm.
Workaround: Reset individual T1/E1 interfaces; after a reset, the interfaces become active.
CSCub89029

Symptoms: When the router boots, copper Gigabit Ethernet ports display an up/up status but do not
pass traffic.

Conditions: Occurs when the port has a negotiated speed other than 1 Gigabit, such as 100 Mbps.
Workaround: Issue a shutdown/no shutdown on affected ports.

CSCuc36241

Symptoms: The router is unable to select a given PTP clock as a network clock source.

Conditions: Occurs when you configure PTP as an input network clock source while the slave clock
is still in a holdover state. In the holdover state, the slave clock has not yet attempted to establish a
frequency lock with a master clock.

Workaround: Wait for the PTP slave clock to lock to the master clock before configuring PTP as a
network clock input source.

Open Caveats—Cisco 10S XE Release 3.7(0)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.7.0S.

CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.
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CSCtw72855

Symptoms: The router does not pass traffic towards the access side on VCs configured with QoS
shaping output policy.

Conditions: Occurs when you configure a QoS shaping output policy.

Workaround: There is no workaround.

CSCty28986

Symptoms: A configuration with a high number of down MEPs does not function properly.

Conditions: Occurs when you configure 500 or more down MEPs with 500 or more xconnect
configurations between service instances.

Workaround: Configure no more than 200 CFM sessions.
CSCty34054

Symptoms: The router displays CPU utilization traceback messages and drops all multicast traffic
for 2050 seconds.

Conditions: Occurs under the following conditions:
— Multicast is enabled with more than 500 multicast groups
— The router is using RSP1B in SSM mode
— BDI is configured on the access side of the router
— There are 24 EFPs on each bridge domain
— You enter a shutdown command on the access interface.
Workaround: There is no workaround.
CSCty51990
Symptoms: The router may crash or restart; the console displays a SW_WDOG: expired message.
Conditions: Occurs under the following conditions:

— The router is configured with 63 or more instances of a unique EVC configured with a unique
bridge domain interface (BDI).

— The router is sending IGMP joins to one multicast group.
— You perform a shutdown/no shutdown on the interface sending IGMP join messages.
— You perform an OIR on the router.

Workaround: There is no workaround.

CSCty70119

Symptoms: Port shaper rate changes do not take effect.

Conditions: Occurs when QoS policies attached to EVCs on an interface do not include a shaper
configuration; the issue does not occur on EFP policies that include a shaper in a class.

Workaround: Include a shaper in one class of the EFP policy.
CSCty73362
Symptoms: The router experiences CPP download failures when sending IGMP join messages.

Conditions: Occurs when the router is configured with a trunk EFP in SM mode on the access side
and is sending IGMP join messages to more than 1970 multicast groups.

Workaround: There is no workaround.
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e CSCty74115
Symptoms: The router displays traceback and CPU error messages.

Conditions: Occurs when you configure a high number of MAC address table entries while REP is
enabled; the router displays errors during a REP topology change, REP preemption, or when you
perform a shutdown/no shutdown on an interface.

Workaround: Reduce the MAC scale.
e CSCty79987
Symptoms: CFM up and down MEPs do not reach a scale of 1000 CFM sessions.
Conditions: Occurs when you configure CFM on a trunk EFP.
Workaround: There is no workaround.
e (CSCtz20087
Symptoms: The router applies the class-default QoS policy to all outgoing traffic.
Conditions: Occurs under the following conditions:
— You configure multiple egress QoS policies on a Gigabit Ethernet interface.
— You configure a multilink interface with no ingress QoS policy
Workaround: There is no workaround.
e (CSCtz32327
Symptoms: The router crashes.
Conditions: Occurs when you perform an OIR on the OC-3 IM after an SSO switchover.
Workaround: There is no workaround.
e (CSCtz40690
Symptoms: Traceroute to a remote MEP fails.
Conditions: Occurs under the following conditions:
— You configure a EVC bridge-domain MEP on a remote device
— You configure a MIP on a trunk EFP on an intermediate device.
= You issue the traceroute command to the remote MEP
Workaround: There is no workaround.
e (CSCtz49927
Symptoms: Traffic floods on an EFP interface.

Conditions: Occurs when you configure a multicast static MAC on a bridge-domain and add more
than 24 EFPs.

Workaround: Remove the extra EFPs from the bridge-domain.
e (CSCtz55979
Symptoms: The router crashes.

Conditions: Occurs when you configure CFM, SCE over MPLS, VPLS, or G.8032 services while
running SNMP polling.

Workaround: There is no workaround.
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CSCtz75641
Symptoms: The router does not pass traffic over an EVC PC port-channel.
Conditions: Occurs when you perform the following sequence of actions:
— Remove an EVC member link from a port-channel interface
— Configure a trunk EFP -Set the interface to default
— Add the EVC member link back into the port-channel interface
Workaround: Reload the router.
CSCtz77491
Symptoms: The router stops passing traffic and crashes.
Conditions: Occurs when you remove a QoS policy applied to a trunk EFP.
Workaround: There is no workaround.
CSCtz82725
Symptoms: The router intermittently drops packets.

Conditions: Occurs on 10 Gigabit Ethernet core links when the router passes traffic for an extended
period and running a VPLS-TP configuration.

Workaround: There is no workaround.
CSCtz87262

Symptoms: The router’s convergence time is greater than 90 seconds when you clear the multicast
routing table.

Conditions: Occurs with a ring topology with 2 parallel paths from the FHR to the LHR Receivers.
Workaround: There is no workaround.
CSCtz90273

Symptoms: The router duplicates multicast traffic when configured as a static rendezvous point
(RP) node.

Conditions: Occurs under either of the following conditions:
— You remove Auto RP announce configurations on all routers.
— You configure the router as a static RP and enable multicast traffic

Workaround: Select an RP mode: static, auto, or bootstrap router (BSR) and avoid switching
dynamically between RP modes.

CSCtz92857

Symptoms: MAC learning fails and the router displays FIFO table overflow messages.
Conditions: Occurs with a MAC security configuration running at high scale.
Workaround: There is no workaround.

CSCtz92914

Symptoms: L3 multicast replication fails on some of the EFPs.

Conditions: Occurs under the following conditions:

1. You configure a group of EFPs and map each EVC to a different bridge-domain.

2. You create a QoS policy-map on each EVC.

3. All BDI send IGMP joins to single multicast group.
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4. The router initiates multicast data traffic
5. You remove and reconfigure some of the EFPs

Workaround: Configure the EFPs and bridge-domains and initiate traffic flow before attaching
QoS policies.

e (CSCua03439

Symptoms: The router displays error messages similar to the following:
%EVENTLIB-3-CPUHOG: SIPO: nile_mgr:

Conditions: Occurs when you boot the router running QoS configurations at a high scale,
particularly queues.

Workaround: There is no workaround.
e (CSCual2366
Symptoms: The IOMD process corresponding to OC3 IM (interface module) crashes.
Conditions: Occurs when you perform an IM OIR after the router has been passing traffic.
Workaround: There is no workaround; the IM recovers after the crash and resumes traffic.
e (CSCual6143
Symptoms: IPv6 BFD sessions drop after you perform an SSO.

Conditions: Occurs when you perform an SSO on the router while running an IPv6 BFD
configuration. The issue does not occur with an IPv4 BFD configuration.

Workaround: After SSO, perform a shutdown/no shutdown on the physical interface.
e (CSCual6492
Symptoms: Some IPv6 multi-hop BFD over BGP sessions flap.

Conditions: Occurs on port-channel interfaces running IPv6 multi-hop BFD over BGP sessions
after you perform an SSO.

Workaround: There is no workaround.
e (CSCua25932
Symptoms: Convergence caused by an interface flap takes more than 50 milliseconds.
Conditions: Occurs when you enable BGP PIC core and LFA FRR at the same time.
Workaround: Use LFA FRR, as it converges in less than 50 milliseconds for BGP VPNv4 prefixes.
e (CSCua33453
Symptoms: A CFM configuration crashes after passing traffic for several hours.
Conditions: Occurs when you create the following configuration:
— A port-channel interface configured with an EVC and applied to a bridge-domain
— A physical interface configured as a trunk EFP
— The offload sampling command is configured on both interfaces
Workaround: There is no workaround.
e CSCua33788
Symptoms: The router does not pass multicast traffic consistently; only some traffic passes.
Conditions: Occurs when you configure 255 EVCs spanning across different slots on the router.

Workaround: There is no workaround.
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CSCua36065

Symptoms: The router forwards multicast traffic on 63 out of 255 multicast output interfaces
(OIFs).

Conditions: Occurs when you configure the following:
— 255 EVCs on a single port mapped to 255 BDIs (one EVC per BDI) using rewrite tagging.
— 255 BDIs which send IGMP v2 Joins to a single multicast group.
— 255 EVCs configured as a routed port with the port a member link of a port-channel.
— 255 EVCs configured on a port-channel and sending multicast traffic to a multicast group
Workaround: There is no workaround.
CSCua38675

Symptoms: The router displays a QoS Stats Stalled error message and stops applying QoS
configurations.

Conditions: Occurs when you apply a flat VLAN policy to a trunk EFP interface.
Workaround: There is no workaround.

CSCua41400

Symptoms: QoS classification does not function properly.

Conditions: Occurs when you create QoS class containing a policy that classifies on both ACL and
DSCP value.

Workaround: There is no workaround.
CSCua43843

Symptoms: QoS classification fails when you configure the match vlan command under a
class-map.

Conditions: Occurs when the router is configured with an EVC with the encapsulation default
command.

Workaround: Change the encapsulation to dotlq.
CSCua52162
Symptoms: The router does not learn remote CFM MEPs on EFP interfaces.
Conditions: Occurs when you configure rewrite push operation on an EFP interface.
Workaround: There is no workaround.
CSCua52187
Symptoms: The router crashes when you attach a QoS policy.
Conditions: Occurs when you apply a QoS class-map that
— Matches traffic based on an ACL
— References an ACL not present in the running configuration
— Is referenced in a policy with a DSCP marking action

Workaround: There is no workaround.
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e (CSCua54547
Symptoms: The router does not learn remote CFM MEPs.
Conditions: Occurs under the following conditions:
— The router is connected to the remote MEPs via a pseudowire connection.
— The router is configured with MPLS on a bridge-domain interface
— Dotlq encapsulation is configured on an EFP.
Workaround: Configure the EFP encapsulation as untagged.
e (CSCua55122

Symptoms: The OC-3 interface module crashes when you create a high number of ATM IMA
interfaces.

Conditions: Occurs when you configure multiple ATM IMA interfaces with fewer than 16 links per
bundle.

Workaround: Perform a hard OIR on the interface module.
e (CSCua56761
Symptoms: Gigabit Ethernet port 0/5/1 does not timestamp Ethernet OAM Y.1731 packets.

Conditions: Occurs when you configure Ethernet OAM on port 0/5/1 of a copper or SFP Gigabit
Ethernet interface module.

Workaround: There is no workaround.
e (CSCua61909
Symptoms: Changes to the police QoS command do not take effect.
Conditions: Occurs under the following conditions:
— You create a QoS policy with a policer and attach the policy to an interface.

- You make a dynamic change to the police action such as altering the policer value,
conform-action value, or exceed-action value.

Workaround: Remove the policy from the interface, make the necessary changes, and re-attach the
policy.

e CSCua6b7795

Symptoms: The router does not transmit Y.1731 Delay Measurement Message (DMM) values using
QinQ encapsulation.

Conditions: Occurs with the following configuration:
— An EFP is configured and applied to a bridge-domain.
— The EFP is configured with QinQ encapsulation.
- A Y.1731 Delay Measurement Message (DMM) value is applied.
— The Y.1731 traffic uses a CoS value other than 0.
Workaround: There is no workaround.
e (CSCua70585

Symptoms: The router does not update Gigabit Ethernet interface bitmaps after you remove an EFP
from a multicast group. The router can display CPU hog messages.

Conditions: Occurs under the following conditions:

- You create an EFP on a single bridge-domain interface (BDI)
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— The router receives IGMP v2 or v3 SSM Joins to the BDI
- You create a second EFP on the same BDI
- You delete the first or second EFP.
Workaround: There is no workaround.
CSCua72298
Symptoms: The router stops passing traffic on 10-15 HDLC interfaces.

Conditions: Occurs when you configure a large number of HDLC interfaces: 84 per port or 336 per
interface module.

Workaround: Remove and reconfigure the interface.
CSCua73104

Symptoms: The router does not increment QoS port shaper policy counters displayed by the show
policy interface command.

Conditions: Occurs when you configure -A class-default policy on a physical interface -A
class-based policy on an EVC interface

Workaround: There is no workaround; however, the router applies the QoS policy normally.

Resolved Caveats—Cisco 10S XE Release 3.7(0)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.7.0S.

CSCtx00558

Symptoms: The standby RSP crashes during bootup.

Conditions: The issue can occur during bootup of a dual RSP system.
Workaround: There is no workaround.

CSCtx02522

Symptoms: The router displays intermittent traceback errors.
Conditions: Occurs when you configure REP.

Workaround: There is no workaround.

CSCty42336

Symptoms: BFD sessions flap on the router.

Conditions: Occurs when the router is running IP BFD sessions in echo mode with 64 200ms X3
timers.

Workaround: There is no workaround.
CSCty74129

Symptoms: A REP topology may reconverge during an RSP switchover. The consoles displays REP
no-neighbor messages.

Conditions: Occurs when you configure REP between two Cisco ASR 903 Routers and you perform
an RSP switchover.

Workaround: There is no workaround.
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e CSCty77466
Symptoms: The port shaper rate changes on RSP switchover.
Conditions: Occurs under the following conditions:
— You attach a shaper policy to an interface
— The interface is configured with multiple EVCs
— The EVC has a QoS policy attached.
Workaround: Remove and re-attach the policy on the interface.
e CSCtz03779
Symptoms: The standby RSP crashes during ISSU.
Conditions: Occurs when you perform an ISSU downgrade from Release 3.6 to 3.5.
Workaround: There is no workaround.
e (CSCtz09708
Symptoms: The router cannot establish a PTP session when configured as a PTP slave device.
Conditions: Occurs when the router receives PTP packets containing a VPN or VRF label.
Workaround: There is no workaround.
e (CSCtz54650
Symptoms: REP flaps intermittently.

Conditions: Occurs with a hybrid REP configuration containing ports with and without Fast LSL
enabled.

Workaround: Configure all interfaces with Fast LSL.
e (CSCtz56517
Symptoms: The router drops MPLS packets with a checksum of OxFFFF.

Conditions: Occurs when the ASR 903 is acting as a label disposition edge label switch router
(LSR).

Workaround: There is no workaround.
e CSCtz61153
Symptoms: The ASR 903 does not establish BFD neighbors over port-channel 16.
Conditions: Occurs when you configure BFD on port-channel 16 between two ASR 903 routers.

Workaround: Configure BFD on port-channels 1 - 15.
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Restrictions and Caveats in Cisco 10S XE 3.8S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.8 releases.

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions, page 1

e (aveats in Cisco IOS XE 3.8S Releases, page 6

Limitations and Restrictions

The following sections describe the Cisco ASR 903 Router limitations in IO S XE 3.8 releases:
e Limitations and Restrictions in Cisco IOS XE Release 3.8(2)S, page 1
e Limitations and Restrictions in Cisco IOS XE Release 3.8(1)S, page 1
e Limitations and Restrictions in Cisco IOS XE Release 3.8(0)S, page 2

Limitations and Restrictions in Cisco 10S XE Release 3.8(2)S

There are no changes in limitations and restrictions in Cisco IOS XE Release 3.8(2)S; the restrictions
from Cisco IOS XE Release 3.8(0)S still apply.

Limitations and Restrictions in Cisco 10S XE Release 3.8(1)S

Cisco IOS XE Release 3.8(1)S introduces the following new limitations:

EFP Limitation

e The Cisco ASR 903 Router supports a maximum of 36 trunk EFPs; this release increases the
maximum number from 24 to 36.

All other restrictions from IOS XE Release 3.8(0)S still apply.
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Limitations and Restrictions in Cisco 10S XE Release 3.8(0)S

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.8(0)S:

TDM Limitation

e The configure replace command is not supported for TDM interfaces.

ATM IMA Limitation
* You can create a maximum of 16 IMA groups on each T1/E1 interface module.

e High Availability (HA) is not supported with IMA.

Bidirectional Forwarding Detection Limitations

e The ASR 903 does not support BFD timers with a value of less than 200 ms x 3 (using a multiplier
of 3) for software-based BFD sessions.

Bridge Domain Interface Limitation

e The mtu command is not supported on BDI interfaces; however the ip mtu command is supported.

Clocking and Timing Limitation

¢ Only a single clocking input source can be configured within each group of eight ports (0-7 and
8-15) on the T1/El interface module using the network-clock input-source command.

¢ Synchronous Ethernet clock sources are not supported with PTP. Conversely, PTP clock sources are
not supported with synchronous Ethernet. However, you can use hybrid clocking to allow the router
to obtain frequency using Synchronous Ethernet and phase using PTP.

Dying Gasp Limitations
The ASR 903 supports dying gasp under the following scenarios:
e Ethernet OAM is disabled
e Interface is shut down
¢ Interface enters error-disabled state
e Router reload

Dying Gasp is not supported in the event of a power failure.

EFP Limitations
e QinQ is not supported on trunk EFP interfaces.

e The Cisco ASR 903 Router supports a maximum of 24 trunk EFPs.

Equal Cost Multipath Limitation
e The Cisco ASR 903 Router supports a maximum of 4 Equal Cost Multipath (ECMP) links.

Ethernet IM Limitations

e The Cisco ASR 903 Router does not support the Facilities Data Link (FDL) on Ethernet interfaces.

e The Cisco ASR 903 Router does not support the mac-address command on Gigabit Ethernet
interface modules.

¢ 10 Gigabit Ethernet interface modules are not supported in slots 4 and 5.
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e When you install a Gigabit Ethernet IM in the topmost interface module slot (slot 5), the last
interface (interface GigabitEthernet0/5/0) is not operational; the port is reserved for internal
communication.

e When you configure the copper and SFP Gigabit Ethernet interface modules on a router with
redundant RSPs, the speed and duplex commands are not visible in interface configuration mode
until you apply a shutdown/no shutdown to the interface.

e Fragmentation is not supported with Multicast traffic.

IPv6 Limitations
The following limitation applies when using IPv6 on the Cisco ASR 903 Router:

e [Pv6 Neighbor Discovery (ND) cache timer expiry is 4 hours. To prevent the neighbour adjacency
from being deleted after the timer expires:

— configure hardware based BFD sessions with the neighbours, or
- configure static IPv6 neighbours, or

— configure the ipv6 nd cache expire timer refresh command.

IS-IS Limitations

e IS-IS over IPv6 is not supported on VRF instances.

e Only one IS-IS process is permitted when you configure IS-IS with the address-family ipv6 and
bfd-all-interfaces commands.

e The IS-IS total and per-stream convergence time increases as the number of prefixes increases.

MLPPP Limitations
The following limitations apply when using MLPPP on the Cisco ASR 903 Router:

e All links in an MLPPP bundle must be on the same interface module.
e All links in an MLPPP bundle must be of the same bandwidth.
e The Cisco ASR 903 Router supports a maximum of 8 links per bundle

e To change the MLPPP bundle fragmentation mode between enabled and disabled, perform a
shutdown/no shutdown on the bundle.

e LFI is not supported

e Multiclass MLP is not supported

e The Cisco ASR 903 Router supports MLPPP statistics with the following limitations:
— Packet counters on the bundle display the number of fragments rather than packets.
— Control packets are accounted on the bundle.

e Ifyouincrease the maximum transmission unit (MTU) size on an MLPPP interface to a value higher
than the maximum received reconstructed unit (MRRU) value on the peer interface, this can bring
the MLPPP tunnel down. To restore the tunnel, perform a shutdown/no shutdown on the interface.

MPLS VPN Limitation

e MPLS VPN (L3VPN) Fragmentation does not function properly if an access interface has a higher
MTU value than a core interface. To ensure that fragmentation functions correctly, configure the
core interface MTU with a value that exceeds the access interface MTU and relevant headers.
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0C-3 IM Limitations

The configure replace command is not supported on the OC-3 IMs.

The optical interface module is designed for OC-3 and OC-12 traffic, but OC-12 functionality is not
currently supported.

MPLS-TP is not supported over POS interfaces.

Multicast is not supported on POS, MLPPP and OC-12 interfaces.

MPLS is supported only on PoS and MLPPP interfaces; MPLS on T1/E1 links is not supported.
IP-FRR and BFD-triggered FRR are not supported on MPLS over POS links.

Fragmentation is not supported with Multicast traffic on PoS interfaces.

QoS is not supported with Multicast traffic on PoS interfaces.

QoS is supported on POS interfaces on optical interface module.

Three-level QoS policies are not supported on OC-3/0OC-12 serial, MLPPP, and PoS interfaces. You
can only apply QoS policies on two levels on these interfaces.

Pseudowire/AToM Limitation

The
[ ]

[ ]
The
[ ]

The Cisco ASR 903 Router supports ATM over MPLS N-to-one cell mode for a single ATM Virtual
Channel Connections (VCCs) or Permanent Virtual Circuits (PVCs) to a pseudowire, but does not
support mapping to multiple VCCs or PVCs.

The Cisco ASR 903 Router does not support ATM over MPLS one-to-one cell mode.

The Cisco ASR 903 Router supports pseudowire ping using the CW method; pseudowire ping using
the TTL method is not supported.

The Cisco ASR 903 Router supports a maximum of 2000 pseudowires in any combination.
following pseudowire (PW) features are supported over MPLS-TP connections:
ATM over MPLS PWs

ATM attachment circuits

AALS Encapsulation

ATM VC Class Support

Cell Relay including VC mode, VP mode, and Packed Cell Relay

CESoPSN

L2VPN pseudowire redundancy

Multi-segment PWs

PW OAM/Status TLV Support

PW Redundancy

SAToP

following pseudowire (PW) features are not supported over MPLS-TP connections:
ATM OAM Cell Emulation for ATM AALS over MPLS on PVC and in VC Class.
BFD / VCCV over ATM AC over MPLS TP

BFD/ VCCV over TDM PW over MPLS TP Manageability

Ethernet VLAN to Ethernet VLAN L2VPN interworking (bridged and routed modes)
Ethernet VLAN to ATM AALS L2VPN Interworking (bridged and routed modes)
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Ethernet port to ATM AALS PVC L2VPN Interworking (bridged and routed modes)

Layer 2 QoS features such as classifying or marking based on an L2 value
MIB support including PW-TDM-MIB, PW-ATM-MIB, and PW-CESOPSN-MIB
N:1 PVC Mapping with non-unique VPI (N>1)

QoS Limitations

For a description of QoS features and limitations on the Cisco ASR 903 Router in Release 3.8S, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.8.0S/ASR903-Chas
sis-SW-38.html

Software Upgrade Limitation

e We recommend you set the interface-module-delay value to 150 or greater in order to ensure
sufficient time for IM software upgrades.

Subinterfaces Limitation
e The Cisco ASR 903 router does not support subinterface configurations except on ATM interfaces.

~

Note  You can configure similar functionality using multiple Ethernet Virtual Connections on an
interface. For more information, see Configuring Ethernet Virtual Connections on the Cisco
ASR 903 Router.

T1/E1 IM Limitations

e Inverting data on the T1/EIl interface is not supported—Inverting the data stream using the invert
data interface command is not supported.

e Bit error rate test (BERT) patterns have limited support—Currently, only the 2711, 2715,
2720-0153, and 2720-QRSS patterns are supported for BERT.

e If you issue the no card type command on the controller, you must reload the router in order to
configure a new card type value.

VPLS BGP Signaling

e TE as core interface is supported for VPLS BGP Signalling but TE as preferred path is not
supported.

e MAC Flushing is not supported in this release for VPLS BGP Signaling.
e Templates are not supported in this release for VPLS BGP Signaling.
e Support for H-VPLS is available only for the hierarchical route reflector (RR) model.

e BGP Signaling Inter-AS Option A is supported in this release. BGP Signaling Inter-AS Option B
and Inter-AS Option C are not supported in this release.

¢ Maximum number of supported BGP Signaling neighbors per VFI is 32.

¢  When route designator (RD) is explicitly configured within the same VPLS domain, the virtual
forwarding interface (VFI)s with the same VPN ID on different PE's must have the same RD
configured (as the auto-generated RD is same for Intra AS). Thus, all the PE's within a VPLS domain
must have the same RD. See Example: Configuring VPLS BGP Signaling with Explicit RD
Configurations:, page 6.

For more information, see VPLS BGP Signaling.
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Example: Configuring VPLS BGP Signaling with Explicit RD Configurations:
12vpn vii context TEST1

vpn id 1
autodiscovery bgp signaling bgp
ve id 1
ve range 100
rd 2:1 ---> RD must be same for all the VFI's in all the PE's

route-target export 2:1
route-target import 2:1
no auto-route-target

router bgp 100
bgp graceful-restart
neighbor 209.165.200.224 remote-as 100

neighbor 209.165.200.224 update-source Loopbackl
!
address-family 1l2vpn vpls
neighbor 209.165.200.224 activate
neighbor 209.165.200.224 send-community extended
neighbor 209.165.200.224 suppress-signaling-protocol 1ldp
exit-address-family

Caveats in Cisco 10S XE 3.8S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.8S releases. The following information is provided for
each caveat:

e Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.

e  Workaround—Solutions, if available, to counteract the caveat.

Note  If you have an account on Cisco.com, you can also use the Bug Toolkit to find select caveats of any
severity. To reach the Bug Toolkit, log in to Cisco.com and go to
http://www.cisco.com/pcgi-bin/Support/Bugtool/launch_bugtool.pl. (If the defect that you have
requested cannot be displayed, this may be due to one or more of the following reasons: the defect
number does not exist, the defect does not have a customer-visible description yet, or the defect has been
marked Cisco Confidential.)

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
The following sections describe the open and resolved caveats in 3.8S Releases:

¢ Open Caveats—Cisco IOS XE Release 3.8(2)S, page 7

e Resolved Caveats—Cisco IOS XE Release 3.8(2)S, page 12

¢ Open Caveats—Cisco IOS XE Release 3.8(1)S, page 20

e Resolved Caveats—Cisco IOS XE Release 3.8(1)S, page 23

e Open Caveats—Cisco IOS XE Release 3.8(0)S, page 36

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Resolved Caveats—Cisco IOS XE Release 3.8(0)S, page 43

Open Caveats—Cisco 10S XE Release 3.8(2)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.8(2)S.

CSCua77688
Symptom: The router experiences remote CFM MEP flapping.

Conditions: This issue occurs when the router is connected via a CFM xconnect and the link is
running a high traffic rate.

Workaround: Reduce the rate of traffic.
CSCub63072

Symptom: Traffic drop of more than 50ms observed after a network failure occurs even though LFA
FRR and BGP PIC Core are configured.

Conditions: This issue occurs when there is a network failure.
Workaround: There is no workaround.
CSCuc08397

Symptom: When IFM is configured on EVC BD with encapsulation default in the Core, the remote
MEPS are not learnt.

Conditions: This issue occurs when encapsulation default is configured in the Core.
Workaround: There is no workaround.
CSCuc59386

Symptoms: Continuous IOMD crashes occur on OC-3 IM. Interfaces on OC-3 IM are not
configurable and the router displays the following error message:

"stand-by does not support this command"

Conditions: This issue occurs with OC-3 IM in a redundant configuration when an IOMD crash
occurs on the active RSP and the standby IOMD session handle is not cleared.

Workaround: Reload the standby RSP.

CSCuc62168

Symptom: FMFP-3-OBJ_DWNLD_TO_CPP_FAILED error messages seen after a HA switchover
is performed when the standby RP is booting.

Conditions: This issue occurs when CFM offloads with a CC interval of 3.3/10/100ms.
Workaround: There is no workaround.

CSCuc70509

Symptom: Packet rate counters (packets per second) are not cleared to O when interface goes down.

Conditions: This issue occurs on all TDM interfaces like serial, MLPPP, and POS. The issue is
observed on controller shutdown and not observed on interface shutdown.

Workaround: There is no workaround.
CSCuc93653
Symptom: Replication fails on the newly added BDIs for Trunk EFP.
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Conditions: This issue occurs when new BDIs are added to Trunk EFP with static join.
Workaround: Use dynamic join to add the BDIs.
CSCud04161

Symptom: The router incorrectly displays a CFM Delay Measurement Message (DMM) value of 0.

Conditions: This issue occurs under any of the following conditions:
—You dynamically add a member link to a port-channel.

—You issue a shutdown command followed by no shutdown command on a member link of a
port-channel.

Workaround: Wait for PTP to synchronize before configuring DMM scheduling.
CSCud09142

Symptom: Fp active errors are displayed after removing the tunnel-tp interface with
high-availability configured.

Conditions: This issue occurs after removing the tunnel-tp interface.

Workaround: There is no workaround.

CSCud28982

Symptom: The router does not process egress QoS marking on an Ethernet service instance.

Conditions: Occurs when you configure QoS on an Ethernet service instance that is a member of a
bridge-domain and uses dotlq encapsulation.

Workaround: There is no workaround.
CSCud30554

Symptom: Object download failure messages are displayed on console during object cleanup. This
would cause a possible leak in the hardware resource if the objects are not cleaned up later.

Conditions: This issue occurs during object cleanup and during the VC deletion.
Workaround: There is no workaround.
CSCud37927

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs) and FPGA gets stuck.

Conditions: This issue occurs under the following conditions:
— UP MEP and more than one port on the core side connected to the other router.
— If REP or STP is already configured on core interface, and then UP MEP is configured.

— REP or STP is running and one of the port is ALT or BLK state and a shutdown followed by a
no shutdown is performed on the interface. Or an OIR of the IM is performed causing REP/STP
state changes and the FPGA gets stuck.

Workaround: There is no workaround.
CSCud61551

Symptom: Serial Number of the RSP in slot 1 does not display in the show inventory command
output.

Conditions: This issue occurs under unknown conditions.
Workaround: Reload the router.

CSCud64436
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Symptom: The router does not send the full line rate on POS interfaces.

Conditions: This issue occurs when you send traffic over a POS interface on the OC-3 interface
module with a QoS configuration.

Workaround: There is no workaround.
CSCud89451
Symptom: The router crashes with an error message showing nmpls_label_populate_flow_data.

Conditions: This issue occurs when you reset a core interface while the ASR 903 is acting as a PE
router and running a configuration with LZVPN and L3VPN.

Workaround: There is no workaround.

CSCud98985

Symptom: Invalid command errors were detected for a few commands.
Conditions: This issue occurs on executing show tech-support command.
Workaround: There is no workaround.

CSCud99692

Symptom: The convergence time takes more than 3 seconds.

Conditions: This issue occurs in Border Gateway Protocol (BGP) PIC core when path is moved
from one active path to 2 Equal Cost Multipath (ECMP) Paths.

Workaround: There is no workaround.
CSCue01419
Symptoms: EIGRP neighborship is lost on OC-3 IM and OC-12 IM interfaces configured on port 0.

Conditions: This issue occurs on interfaces configured on port 0 of OC-3 IM and OC-12 IM. This
issue is not seen on ports 1,2 or 3.

Workaround: Perform a shutdown followed by no shutdown on interfaces configured on port 0.
Alternatively remove EIGRP and configure again.

CSCue07502

Symptom: A crash is observed after completing ISSU. The FO/F1 are getting stuck in init state.
Conditions: This issue occurs after completing ISSU.

Workaround: Reload the router.

CSCuel6617

Symptom: The QoS classification does not work in core interfaces.

Conditions: This issue occurs when the output policy applied to interface has bridge domain
interface (BDI) as the core interface.

Workaround: Enable mpls ldp explicit null command.
CSCuel9836

Symptom: Controller flaps are observed on the CE routers with MR-APS configured on the PE
routers with CEM circuit configuration.

Conditions: This issue occurs when the controllers on CE routers flap. This issue occurs when
MR-APS is configured on PEs having CEM circuit for corresponding controllers.

Workaround: There is no workaround.

CSCue35103
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Symptom: CPU utilization is high after executing the show mac-address-table command.
Conditions: This issue occurs after scaled MAC entries are learned over the BD.
Workaround: Execute the command with reduced term length.

CSCue40248

Symptom: Traffic does not flow through newly created MLP interfaces after a switchover is
performed.

Conditions: This issue occurs after you have a newly created MLP interface terminated under a
VRF and a switchover is performed.

Workaround: There is no workaround.
CSCue43036
Symptom: %IDBINDEX_SYNC-4-RESERVE traceback seen on OC-12 card type.

Conditions: This issue occurs after the card type is set the to OC-12 and the router is reloaded. This
issue is seen on a HA system with POS configuration.

Workaround: There is no workaround.
CSCue51682
Symptom: The REP protocol flaps, as indicated by the following error messages:

*Feb 8 06:51:38.857: %REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
non-operational due to neighbor not responding

*Feb 8 06:51:39.096: %REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
operational

Conditions: This issue occurs with REP fast LSL (with Isl-ageout 200msec) is configured and when
a burst of new MAC address (usually > 4k) is getting learnt into the system.

Workaround: Remove fast LSL from the REP configuration

CSCue54997

Symptom: Two input clock sources are accepted from same OC-3 IM but the system can support
only one input clock source per OC-3 IM.

Conditions: This issue occurs when two input clock sources are getting accepted from same OC-3
IM.

Workaround: There is no workaround. Do not configure the second input clock source from same
OC-3 IM or remove both OC-3 IM sources and exit the configuration and configure the desired OC-3
IM controller alone.

CSCue75372

Symptom: TIME-HOG messages are seen during an IM OIR.
Condition: This issue occurs when default and IP template is used.
Workaround: There is no workaround.

CSCue96886

Symptoms: Complete MAC Address space is not available on the RSP.

Conditions: This issue occurs after removing the service instance with the MAC Addresses learnt
on the BD.

Workaround: Reload the Router.
CSCuf15768
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Symptom: Multicast traffic is not bridged with REP.
Conditions: This issue occurs when multicast traffic flows on the REP configured interfaces.
Workaround: Unconfigure and configure REP on the interfaces.
CSCuf61024
Symptom: TDM and OC-3 IM continuously crashes enters inserted state after ISSU is performed.
Conditions: This issue occurs after ISSU is performed.
Workaround: There is no workaround.
CSCuf74113
Symptom: Interface mode cannot be entered for serial interfaces. Error messages are displayed.
Conditions: This issue occurs after creation of serial interfaces.
Workaround: There is no workaround.
CSCuf80482
Symptom: Configuration synchronization fails from active to standby IOMD.
Conditions: This issue occurs on IM OIR.
Workaround: Perform a soft reset of the IM or the interface flap.
CSCuf86247
Symptom: SNMP MIB variables related to BDI counters do not function properly.
Conditions: This issue occurs when you use SNMP MIB variables related to BDI interface counters.
Workaround: There is no workaround.
CSCuf89725
Symptom: After IM OIR the remote MEP shows BLK state on CFM offload.
Conditions: This issue occurs when CFM MEP is configured an IM OIR is performed.
Workaround: There is no workaround.
CSCug05491
Symptom: The router drops traffic on VPLS circuits.
Conditions: This issue occurs when the following is performed:
— Configure REP with or without VLAN load balancing
— Configure VPLS VFI on the VLANSs
— Issue an stateful switchover (SSO).
Workaround: There is no workaround.
CSCug05647
Symptom: Interface counters do not get updated with IP traffic.
Conditions: This issue occurs when performing a back-to-back ping on the connected interfaces.
Workaround: Perform a router reload.
CSCug39899

Symptom: Traffic stops flowing through QinQ BDI interface after ARP times out and ARP is
removed by shutting the BDI.
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Conditions: This issue occurs when static routing is configured, and no routing protocol is
configured on the interface.

Workaround: Manually resolve the ARP by pinging the BDI interface.
CSCug52920

Symptom: EFP stats does not work after applying the QoS policy on the EFP.
Conditions: This issue occurs when service policy is applied on the EFP.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.8(2)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.8(2)S.

CSCub80685
Symptom: Ping failure observed and BFD or OSPF flaps on BDI shut.

Conditions: This issue occurs after shutting down the BDI interface which is receiving IPv4 or IPv6
traffic. Similar conditions occur on no EFP or BDI configured or no IP address is configured.

Workaround: Stop routing traffic into shut BDI port.
CSCub89304
Symptom: Remote meps not learnt for CFM UP MEPS on EVC BD.

Condition: This issue occurs when IP MEPS are configured on EVC BD and Core side has
port-channel with Trunk EFP configured.

Workaround: There is no workaround.
CSCubg89531

Symptom: Multicast statistics in the MFIB output display NA/NA. This causes multicast traffic to
drop every 3 minutes once the 3 minute timer expires.

Conditions: This issue occurs after an stateful switchover (SSO) is performed.
Workaround: Issue another SSO or reload the router.

CSCuc41871

Symptoms: ATM interfaces stay down during normal operations.

Conditions: This issue occurs under the following conditions:

1. Post router reload is performed

2. Peer interface cable is pulled out & put back in.

Workaround: Perform an interface reset by issuing the shutdown command followed by a no
shutdown command.

CSCuc76353
Symptom: Boot flash is inaccessible in ROMMON and IOS prompt.

"dir bootflash:" CLI does't display boot flash contents.

Condition: This issue is observed randomly on bootup. This issue is mostly observed when access
to the boot flash gets interrupted because of system reload or system crash. In these cases, boot flash
goes to unknown state and is not accessible either from the ROMMON or 10S.

Workaround: Perform an OIR or power cycle of the RSP to recover the boot flash errors.
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CSCud13242

Symptom: The Cisco ASR 903 router does not display an alarm when nV satellite authentication
fails.

Conditions: This issue occurs when the ASR 9000 and ASR 903 are in an nV satellite configuration
and the routers are configured with a different serial-number value.

Workaround: There is no workaround.

CSCud26812

Symptom: The router CLI does not display some SFP PIDs.

Conditions: This issue occurs when you install one of the following SFPs in the router:
—ONS-SI-155-L2

—ONS-SI-155-L1

—ONS-SI-155-11

Workaround: There is no workaround.

CSCud29479

Symptom: The router stops applying QoS configurations.

Conditions: Occurs under the following conditions:

—An Ethernet interface is configured with a single service instance

—A QoS policy is attached to the service instance

—The QoS policy contains a single class containing a match EFP statement.
—You reset the interface to the default configuration.

Workaround: There is no workaround.

CSCud30806

Symptom: The router accepts a QoS WRED configuration containing match-all configurations for
two different prec values, which is not supported.

Conditions: This issue occurs when you configure a policy with a class-map containing match-all
configurations for two different prec values.

Workaround: There is no workaround.

CSCud34346

Symptom: The router crashes with multiple ECMP paths configured.
Conditions: The issue can occur when:

—The router is configured with multiple ECMP paths.

—MPLS IP is not enabled on one of the ECMP paths.

Workaround: There is no workaround.

CSCud38038

Symptom: The router records incorrect delay measurements after a reload.
Conditions: This issue occurs under the following conditions:

—You configure Delay Measurement Message (DMM) on a port-channel interface.
—The port-channel member links are on different interface modules (IMs).

—You reload the router.
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Workaround: You can use the following workarounds:

—Remove the ethernet cfm global command and re-apply it after the port-channel member links
recover.

—Configure PTP clock synchronization.
CSCud38589
Symptom: DMM session stops working.

Conditions: This issue occurs when DMM is configured on bridge domain UP MEP, with redundant
links on the Core side, which are in STP Forwarding or blocked state. The issue is observed when
the STP forward port is shut.

Workaround: Restart the IP SLA session or unshut the port and bring it forward state.
CSCud44942
Symptom: Remote MEPS are not learnt for port MEPs.

Conditions: This issue occurs when we configure any EFP on the interface, which has port-me
configurations, causing the port MEP to stop working.

Workaround: There is no workaround.
CSCud48298

Symptom: The Cisco ASR 903 dataplane fails on bootup of the CEM PW after a switchover is
performed.

Conditions: This issue occurs after a switchover is performed.
Workaround: There is no workaround.

CSCud50944

Symptom: The router drops traffic on an MLPPP bundle.

Conditions: This issue occurs following a reload while the router is passing traffic close to the line
rate. The issue occurs less frequently with lower traffic rates.

Workaround: Issue a shutdown/no shutdown on multilink interface.

CSCud64034

Symptom: The T1 interfaces do not come up after a SSO.

Conditions: This issue occurs under the following conditions:

—Configure T1 interfaces and verify that they come up

—Perform an SSO

—Verify the interfaces and check for traffic flowing through the interfaces
—Unconfigure T1 interfaces.

—Reload the standby RSP

—Configure T1 interfaces. The T1 interfaces do not come up.

Workaround: Perform an IM OIR on the router.

CSCud76770

Symptom: Convergence time for FRR link or node protection is more than 2 seconds.
Conditions: This issue occurs when NNHOP backup tunnels are configured in a ring topology.

Workaround: There is no workaround.
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CSCud76957

Symptom: Traffic gets dropped during egress when service instance is configured.
Conditions: This issue occurs when service instance is configured.

Workaround: Unconfigure the service instance and reconfigure it again.
CSCud90890

Symptom: Routing over Trunk EFP over port-channel does not work on member ports associated
with ASIC #1.

Conditions: This issue occurs when a Trunk EFP on port-channel has members on ASIC#1, the
routing traffic does not egress on those ports.

Workaround: There is no workaround.
CSCud90955

Symptom: The following console messages are seen whenever BFD session is created or modified.

Jan 3 06:34:52.481: $HANDOFF FUD-6-QDR MULTI BIT ERROR_START: SIP1: nileimgr:
Handoff FPGA could encounter MBE, check at start of create update BFD session

Jan 3 06:34:52.481: %HANDOFF_FUD-6-QDR_MULTI_BIT ERROR_END: SIPl: nile mgr: Handoff
FPGA could encounter MBE, check at end of create update BFD session

Jan 3 06:34:53.167: $HANDOFF_FUD-6-QDR MULTI BIT ERROR START: SIPO: nile mgr:
Handoff FPGA could encounter MBE, check at start of create update BFD session

Jan 3 06:34:53.167: %HANDOFF FUD-6-QDR MULTI BIT ERROR_END: SIPO: nileimgr: Handoff
FPGA could encounter MBE, check at end of create update BFD session

Conditions: This issue occurs when BFD sessions are created or modified.

Workaround: There is no workaround. This issue has no service impact.

CSCud96604

Symptom: On system reset or reload, all traffic on certain Ethernet Flow Point (EFP)s do not egress.
Conditions: This issue occurs when traffic completely stops on certain EFPs.

Workaround: Delete and reconfigure EFPs.

CSCue00049

Symptom: Classification does not work properly with non-matching traffic when IP ACL is used.

Conditions: This issue occurs only for class-based ACL match. The ACL class are classified
properly and other classes based on DSCP or class-default do not work

Workaround: There is no workaround.
CSCuel0037
Symptom: Crash observed on the router.

Conditions: This issue after when CFM is offloaded and MEPs with 3.3ms were scaled on
port-channel with Trunk EFP. This issue occurs after shutdown command followed by a no
shutdown command is executed on the member links of port-channel.

Workaround: Configure around 50-100 CFM sessions.

CSCuel1444

Symptom: Split horizon configurations does not clear with Layer2 multicast packets.

Conditions: This issue occurs when Ethernet Flow Point (EFP)s with split-horizon are configured.

Workaround: Perform a shutdown followed by no shutdown. Configure EFP first before moving
into split-horizon group.
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CSCuel6828

Symptom: Back-to-Back ping failure observed on a PC with Core side Trunk EFP with BDI
configured.

Conditions: This issue occurs when a PC with Core side Trunk EFP with BDI configuration is
changed.

Workaround: Do not change the PC in Core side.
CSCuel8015
Symptom: S,G does not get created, the forwarding is based on (*,G).

Conditions: This issue occurs with Interior Gateway Protocol (IGP) change leading to Reverse Path
Forwarding (RPF) change of the (*,G).

Workaround: Clear the (*,G) and recreate it.
CSCuel19898

Symptom: (*,G) based forwarding is observed with IIF registry change. The Interior Gateway
Protocol (IGP) patch change leads to this issue.

Conditions: This issue occurs when IGP is changed causing a Reverse Path Forwarding (RFP)
change notification.

Workaround: Timeout the (*,G) entry and recreate it again either by issuing clear ip mroute
command or stopping the joins.

CSCue20022
Symptom: Software forwarding of core encapsulation entries causes interface to flap.

Conditions: This issue occurs when interface has Protocol Independent Multicast (PIM) enabled on
the BDI interface.

Workaround: Perform a soft interface module OIR. Clear the multicast routes for that VRF.
CSCue25146
Symptom: The standby OC-3 IM gets reloaded after the controller flaps in active console.

Conditions: This issue occurs after configuring ATM and Controller and a shutdown command
followed by a no shutdown command is issued when the controller in active.

Workaround: There is no workaround.
CSCue25267

Symptom: The standby RSP reloads on an OC-3 interface module OIR on the active RSP. A crash
was observed but core file generated is incomplete.

Conditions: This issue occurs when the active RSP is booted up first followed by the standby RSP.
This issue occurs when APS configurations with serial links are present on the router and IM OIR
is performed.

Workaround: There is no workaround.

CSCue25567

Symptom: Quack authentication failure message seen on console.
Conditions: This issue is seen randomly.

Workaround: Reload the router.
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CSCue27652
Symptom: ATM interfaces get deleted after SSO is performed.

Conditions: This issue occurs after an the ATM interfaces are deleted on the standby RSP after an
IM OIR is performed.

Workaround: There is no workaround.
CSCue30481

Symptom: The router does not lock to the syncE clock source after reload. It will be in QI-failed
state.

Condition: Reload the router with saved syncE configuration.
Workaround: Unconfigure and configure the clock source.
CSCue32753

Symptom: The OC-3 interface modules are lost after a In Service Software Upgrade (ISSU) is
performed on the Cisco ASR 903 router and configuration mismatch errors are displayed on router
console. The standby RSP reaches standby-hot state causing continuous IOMD crash messages at
regular intervals.

Conditions: This issue occurs when ISSU is performed.
Workaround: There is no workaround.
CSCue34597

Symptom: CHAP authentication process timed out. The PPP interface and multilink bundle does
not come up.

Conditions: This issue occurs when PPP or MLPPP is configured and PPP authentication is
enabled.

Workaround: Remove CHAP authentication from interface.
CSCue40020

Symptom: Interior Gateway Protocol (IGP) flap or MPLS-enabled interface flap with 600 Layer2
VPN configured and 6000 Layer3 VPN configured can cause a crash.

Conditions: This issue occurs after the IGP flaps continuously.

Workaround: Configure IGP routes less than 100. Scale of Layer2 or Layer3 VPN configuration
should be less than 100 to avoid a crash.

CSCue42315
Symptom: CPU hog messages and IOMD crash observed on the Cisco ASR 903 router.

Conditions: This issue occurs with OC-3 interface module after executing the shutdown command
followed by a no shutdown command of the multilink bundle when traffic is sent with a packet size
greater then 1500 byte.

Workaround: There is no workaround.
CSCue43250
Symptom: IMA configurations cannot be parsed correctly after a router reload.

Conditions: This issue occurs after the A903-IM40S is inserted in bay 4 or bay 5 of the Cisco
ASRO903 router and when the IMA and ATM interfaces are adjacent.

Workaround: Insert the IM in bay O or bay 3 for the IMA and ATM parsing to work or reconfigure
the ATM and IMA interfaces.
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CSCue45306

Symptoms: CEM circuits configured over TDM IM go down after SSO is performed.
Conditions: This issue occurs after a SSO is performed.

Workaround: Perform a router reload.

CSCue4d7317

Symptom: ISSU may get impacted due to synchronization damage.

Conditions: This issue occurs after modifying the TDL structures.

Workaround: There is no workaround.

CSCue50128

Symptom: FMFP download failure occurs on reaching 1980 odd number even though 2000 ternary
content addressable memory (TCAM) space is allocated for ACLs in the IP template.

Conditions: This issue occurs in normal conditions when the scale reaches 1980.
Workaround: There is no workaround.

CSCue52298

Symptom: TI/EI interfaces on interface module are lost as IOMD crashes after a switchover.
Conditions: This issue occurs after IOMD crashes when a switchover was performed.
Workaround: There is no workaround.

CSCue52774

Symptom: Sonet controller as input clock source does not get selected on A900-IMA40S interface
module on a Cisco ASR 903 router.

Condition: This issue occurs when the port above 0 is used for the clock source.

Workaround: Use port O for clock source or insert the SFP in the odd port (protect port) adjacent
to the actual port using an optical splitter. The cable is fed to the odd port to recover the proper
clocking for the port.

CSCue52968

Symptom: Ping failure occurs and traffic stops through Multilink bundle when Challenge
Handshake Authentication Protocol (CHAP) authentication is enabled.

Conditions: This issue is seen when Policy Feature Card (PFC) and Control Field Compression
(ACFC) is configured on the Cisco ASR 903 router.

Workaround: There is no workaround.
CSCue57670
Symptom: The active RSP synchronization LED displays the state incorrectly.

Condition: This issue occurs after a Stateful Switchover (SSO) is performed without any network
clock configuration.

Workaround: There is no workaround. This issue is a cosmetic issue.
CSCue59544

Symptom: The A900-IMA16D generates a storm on closing the backup tunnel.
Condition: This issue occur after closing the tunnel.

Workaround: There is no workaround.
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CSCue66137
Symptom: The IOMD crashes with CPU hog messages.

Conditions: This issue occurs with OC-3 interface module and traffic is sent over a multilink bundle
with packet size greater than 600 byte.

Workaround: There is no workaround.
CSCue77612

Symptom: MAC address synchronization on 1 Gigabit Ethernet port on standby RSP causes traffic
to be forwarded to incorrect port after a switchover.

Conditions: This issue occurs after a switchover.

Workaround: Clear MAC address after a switchover is performed.

CSCue86696

Symptom: Interface flaps are observed after longevity run is performed.

Conditions: This issue occurs after prolonged tests are performed with SPF interface modules.
Workaround: There is no workaround.

CSCue87542

Symptom: Deleting bridge domain interfaces (BDIs) with routing traffic causes a flood to CPU
resulting in control plane traffic loss.

Conditions: This issue occurs after a ping failure and the Bidirectional Forwarding Detection
(BFD) protocol or OSFP protocol flaps on deleting the BDI while IPv4 traffic is flowing.

Workaround: Delete the Trunk EFP interface and then the BDI.
CSCue89503

Symptom: The power supply status displays critical after removing and inserting the power supply
on the Cisco ASR903 router.

Conditions: This issue occurs after multiple OIR of the power supply is performed.
Workaround: There is no workaround. This issue is cosmetic.
CSCuf05039

Symptom: I2C-WRITE and MDIO_READ error messages are displayed on the Cisco ASR903
router.

Conditions: This issue occurs after an interface module hard or soft OIR is performed.
Workaround: There is no workaround.
CSCuf61365

Symptom: Virtual circuit counters do not increment after interface module Online Insertion and
Removal (OIR) followed by a SSO is performed.

Conditions: This issue occurs after an OIR followed by a SSO is performed.

Workaround: Perform a SSO without a interface module OIR.

CSCuf65040

Symptom: 1 Gigabit Ethernet or 10 Gigabit Ethernet interface module enters out of service state.

Conditions: This issue occurs when a hard Online Insertion and Removal (OIR) is performed on the
interface module.

Workaround: Perform another hard OIR or a Stateful Switchover (SSO) followed by a soft OIR.
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CSCuf79504
Symptom: ATM Virtual Channel Connections (VCCs) creation on standby RSP fails.

Conditions: This issue occurs after issuing shutdown command followed by no shutdown
command on the multiple controller on active RSP.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.8(1)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.8(1)S.

CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

CSCtz65778
Symptom: The control plane goes down with VPNv6 traffic.

Conditions: Occurs with 64-byte VPNV6 traffic. The issue only occurs for small, tunnelled packets.

Workaround: There is no workaround.

CSCua57325

Symptom: The router displays an OIR SPA error.

Conditions: Occurs under the following conditions:
— The router is running offloaded CFM sessions over an xconnect (pseudowire) interface.
— The router is using a redundant hardware (dual RSP) configuration.
— The remote router is using a non-redundant (single RSP) hardware configuration.
— You reload the router.

Workaround: There is no workaround.

CSCua77688

Symptom: The router experiences remote CFM MEP flapping.

Conditions: Occurs when the router is connected via a CFM xconnect and the link is running a high
traffic rate.

Workaround: Reduce the rate of traffic.
CSCub18160
Symptom: The router drops traffic on a link twice and displays a remote fault error message.

Conditions: Occurs when you issue an interface module reset (OIR) while the 10.000M XFP
(DWDM Edge performance) or XFP10GER-192IR-L XFPs are plugged into the ten Gigabit
Ethernet interface module and active.

Reloading the router also takes significantly longer when using these XFPs.
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Workaround: There is no workaround.
CSCub41772
Symptom: Router console is flooded with CPUHOG and EVENTLIB messages.

Conditions: The issue occurs rarely when you issue multiple interface module reset (OIRs), RSP
switchovers (SSO), or reloads while using a configuration with a high number of T1 serial links on
the OC-3 interface module.

Workaround: There is no workaround; however, the messages to not affect router functionality.
CSCuc66393

Symptom: The router loses OC-3 interface configurations after an ISSU upgrade.

Conditions: Occurs on OC-3 serial and POS interfaces after an ISSU software upgrade.
Workaround: There is no workaround.

CSCud01908

Symptom: The show platform software object-manager fp active statistics command shows
pending objects on the Forwarding Manager (FMAN) on the forwarding processor (FP), indicating
a failure to download configurations from the Route Switch Processor (RSP) to the data plane (DP).

Conditions: Occurs when you apply a QoS shaping configuration at a high scale.
Workaround: There is no workaround.
CSCud06772

Symptom: IPv6 neighbor discovery does not function properly after stateful switchover (SSO); the
router loses traffic and eventually recovers.

Conditions: Occurs with IPv6 traffic after stateful switchover (SSO).

Workaround: Configure software BFD sessions.

CSCud07085

Symptom: The serial interface on the OC-3 interface module remains in a down state.
Conditions: Occurs when you migrate from T1 mode to E1 mode using the OC-3 interface module.
Workaround: Issue an interface module reset (OIR) on the OC-3 interface module.
CSCud23647

Symptom: BDI adjacency fails on the standby RSP.

Conditions: The issue can occur during an interface module (IM) reset or router reload.
Workaround: There is no workaround.

CSCud27333

Symptom: The router crashes continuously.

Conditions: Occurs when you issue an interface module reset (OIR) while the standby RSP is
booting.

Workaround: Do not issue an interface module reset (OIR) while the standby RSP is booting.
CSCud29479

Symptom: The router stops applying QoS configurations.

Conditions: Occurs under the following conditions:

— An Ethernet interface is configured with a single service instance
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— A QoS policy is attached to the service instance
— The QoS policy contains a single class containing a match efp statement.
- You reset the interface to the default configuration.
Workaround: There is no workaround.
CSCud33906
Symptom: Equal Cost Multipath (ECMP) loopback does not function properly.
Conditions: Occurs when a port-channel link dynamically assigned as an ECMP path.
Workaround: There is no workaround.
CSCud56262
Symptom: The router stops passing traffic on virtual circuits.

Conditions: Occurs an MPLS-TE/FRR configuration with L2ZVPN after you issue a stateful
switchover (SSO).

Workaround: Reload the router.
CSCud64436
Symptom: The router does not send the full line rate on POS interfaces.

Conditions: Occurs when you send traffic over a POS interface on the OC-3 interface module with
a QoS configuration.

Workaround: There is no workaround.
CSCud89451
Symptom: The router crashes with an error message showing nmpls_label_populate_flow_data.

Conditions: Occurs when you reset a core interface while the ASR 903 is acting as a PE router and
running a configuration with L2ZVPN and L3VPN.

Workaround: There is no workaround.
CSCud95359

Symptom: The show policy map command displays an incorrect number of total dropped packets
(total drops).

Conditions: Occurs when you issue the show policy-map command to display dropped packets on
an interface.

Workaround: There is no workaround.

CSCue01419

Symptom: The router loses EIGRP neighborship.

Conditions: Occurs on OC-3 and OC-12 interface configured on port 0.

Workaround: Issue a shutdown/no shutdown on interfaces configured on port 0. You can also
remove and reconfigure EIGRP.

CSCue43205
Symptom: The router drops traffic when you set an interface to the default configuration.

Conditions: Occurs when you set an interface with QoS configurations to the default configuration.

The issue occurs most often with the Ten Gigabit Ethernet interface using a full global configuration.

Workaround: There is no workaround.
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Resolved Caveats—Cisco 10S XE Release 3.8(1)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.8(1)S.

CSCty30951

Symptom: The router displays the following console error message:
%QOSMGR-3-OUT_OF_TCAM_RESOURCES: SIPO: nile_mgr: Out of tcam resources to execute
command

Conditions: Occurs when you remove a QoS configuration by setting the interface to the default
configuration.

Workaround: There is no workaround.
CSCty70119
Symptoms: Port shaper rate changes do not take effect.

Conditions: Occurs when QoS policies attached to EVCs on an interface do not include a shaper
configuration; the issue does not occur on EFP policies that include a shaper in a class.

Workaround: Include a shaper in one class of the EFP policy.
CSCtz03919

Symptoms: The router fails to store trace logs.

Conditions: Occurs when the /bootflash directory is full.
Workaround: Clean up the /bootflash and then reboot the router.
CSCtz20839

Symptoms: IMA functionality does not work properly.

Conditions: Occurs after an RSP switchover when the router is running an IMA configuration.
Workaround: Reload the interface module with the IMA configuration.
CSCua62029

Symptom: The router crashes.

Conditions: Occurs when you configure a class-based QoS policy with the following
characteristics:

— The policy is attached to the main interface.

— The policy classifies on multiple VLAN:S.

— The classification statements specify a priority.

— The classification statements are within a child QoS policy.
Workaround: There is no workaround.
CSCua73104

Symptoms: The router does not increment QoS port shaper policy counters displayed by the show
policy interface command.

Conditions: Occurs when you configure
— A class-default policy on a physical interface
— A class-based policy on an EVC interface

Workaround: There is no workaround; however, the router applies the QoS policy normally.
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CSCua95873

Symptoms: The router continues passing traffic on the OC-3 interface after you shut down the
controller.

Conditions: Occurs when you shut down the OC-3 controller; the router momentarily continues to
increment interface counters.

Workaround: There is no workaround.
CSCub73405

Symptom: Cisco ASR903 router can experience latency for process-switched traffic and display
high CPU utilization at nile_mgr.

Conditions: Occurs on an ASR 903 with redundant RSPs after you reload the standby RSP.
Workaround: Reboot the router.

CSCub78861

Symptom: Following a reload, the router handles CFM only on 128 VLANS or bridge-domains.

Conditions: Occurs when the router configuration contains CFM and more than 128 VLANS or
bridge-domains.

Workaround: There is no workaround.

CSCub79869

Symptom: BGP PIC edge convergence time is high.

Conditions: Occurs in a 3-label stack setup using LDP, BGP, and VPN labels.

Workaround: There is no workaround for a stack using 3 labels. However, the issue does not occur
when you use 2 labels.

CSCub98691
Symptom: The router displays an I2C write fail error message.

Conditions: The issue can occur when the router is idle or when the router is loaded and passing
traffic.

Workaround: There is no workaround. However, the issue does not have any functional impact.
CSCuc01154

Symptom: The router does not report B1, B2, and B3 alarms at normal thresholds.
Conditions: Occurs on the OC-3 interface module when the router sends errored frames.
Workaround: There is no workaround.

CSCuc41763

Symptom: The router displays a RUNHOG traceback error message.

Conditions: Occurs when you reload the router or an interface module.

Workaround: There is no workaround.

CSCuc51051

Symptom: Remote LFA FRR convergence takes more than 50 milliseconds.
Conditions: Occurs after you reload the router.

Workaround: Reset the interface on the primary path.
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CSCuc58371
Symptom: Some links do not become active on the OC-3 interface module.

Conditions: Occurs on the OC-3 interface module (IM) configured at a high scale after you perform
a multiple soft OIRs on the IM. The issue occurs frequently with SONET framing.

Workaround: You can use the following workarounds:
— Apply a shutdown/no shutdown to the OC-3 controller.
— Re-apply the PDH configuration.
— Add and remove a loopback configuration on the PDH.
Add and remove a loopback configuration on the OC-3 controller.
CSCuc64654
Symptom: The router is unable to ping the remote customer edge (CE) router.

Conditions: Occurs when the router is acting as a provider edge (PE) device and is connected to the
remote PE using dual loopback interfaces for peering with iBGP sessions.

Workaround: Use a single loopback interface. Use the same loopback interface for IPv4 and
VPNv4 address families.

CSCuc66393

Symptom: The router loses OC-3 interface configurations after an ISSU upgrade.
Conditions: Occurs on OC-3 serial and POS interfaces after an ISSU software upgrade.
Workaround: There is no workaround.

CSCuc68462

Symptom: The router drops PTP traffic.

Conditions: The issue occurs occasionally when you configure PTP slave clock to receive
VLAN-tagged traffic.

Workaround: There is no workaround.
CSCuc71723

Symptom: The router erroneously accepts a service-policy configuration on a CEM interface and
displays it within the running configuration.

Conditions: Occurs when you configure a service-policy on a CEM interface.
Workaround: There is no workaround.
CSCuc85721
Symptom: The router crashes.
Conditions: Occurs under the following conditions:
— MR-APS is configured on serial interfaces on the OC-3 interface module
— The router is configured with a high number of serial interfaces
- You reset an interface module or reload the router.
Workaround: There is no workaround.
CSCuc90008
Symptom: The OC-3 controller stops passing traffic.

Conditions: Occurs after you reset the facing interface on the CE device.
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Workaround: Reset the interface module.
CSCuc91007
Symptom: A slave clock displays a high 1PPS offset value from the master clock.

Conditions: Occurs after an interface module reset or stateful switchover (SSO) on the master
device.

Workaround: There is no workaround.
CSCuc92953

Symptom: The RSP crashes.

Conditions: Occurs under the following conditions:

- You configure Protocol-Independent Multicast-Sparse Mode (PIM-SM) with a static
rendezvous point (RP).

— You create an EVC port channel on the access side with one member link

— You create bridge domain interfaces (BDIs) with 1:1 mapping between EVCs and
bridge-domains.

— You use the BDIs to send IGMP v2 static join messages to a single multicast group

— On the remote device, you create 150 EFPs and map them to the BDIs.

- You initiate multicast traffic.

- You set the EFPs to the default configuration and add them to the existing port-channel
The router crashes.
Workaround: There is no workaround.
CSCuc95590
Symptom: The router does not automatically upgrade the FPGA software.
Conditions: Occurs when you load a new image while running an older FPGA version.
Workaround: There is no workaround; however the issue has no functional impact.
CSCuc95716
Symptom: FPGA software for the OC-3 interface module is not bundled with the XE 3.8 image.
Conditions: Occurs when upgrading FPGA on the OC-3 interface module.
Workaround: Manually upgrade the OC-3 FPGA.
CSCuc98185

Symptom: One out of 48 EFPs in a BDI does not receive traffic when running L3 multicast. The
issue does not happen consistently.

Conditions: Occurs under the following conditions:

— You configure Protocol-Independent Multicast-Sparse Mode (PIM-SM) with a static
rendezvous point (RP).

— You configure a bridge domain interface (BDI) on the PE2 access side

— You use the BDI to send IGMP v2 static join messages to a single multicast group
— You disable IGMP snooping globally.

- You configure 24 EFPs and map them to a single bridge-domain.

— You initiate multicast traffic.
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— With multicast traffic enabled, you configure 24 EFPs and map them to the existing
bridge-domain.

One of the 48 EFPs does not receive traffic.
Workaround: Reload the router.
CSCud01641
Symptom: The standby RSP resets when you issue the write memory command on the active RSP.
Conditions: Occurs under the following conditions:
— The BITS interface is configured as an input clock source.
- Quality level-based clock selection is enabled.
Workaround: Disable QL-enabled mode for network-clock synchronization.
CSCud01644
Symptom: The active forwarding processor (FP) is on the standby route switch processor (RSP).

Conditions: Occurs when you boot the two RSPs in quick succession and the FP on the standby RSP
becomes active before the FP on the active RSP.

Workaround: Reload the router.

CSCud06744

Symptom: The router does not download MPLS global prefixes.

Conditions: Occurs under the following conditions:
— You configure Loop Free Alternate Fast Reroute (LFA FRR) at a high scale.
— The primary or backup paths flap multiple times.

Workaround: There is no workaround.

CSCud07642

Symptom: The ASR 903 is unable to pass traffic to the ASR 9000.

Conditions: Occurs with a clear-channel ATM over MPLS configuration using AALO
encapsulation.

Workaround: Enable MPLS control-word on the ASR 9000.
CSCud07854
Symptom: FPGA software upgrade fails.

Conditions: Occurs when you upgrade the FPGA software using an IOS image bundled with a new
FPGA version.

Workaround: Manually upgrade the FPGA software.
CSCud08913
Symptom: The router crashes.

Conditions: The issue occurs in rare instances when you perform an interface module (IM) reset
(OIR) on the OC-3 interface module.

Workaround: There is no workaround.
CSCud09246
Symptom: The router crashes.

Conditions: Occurs under the following conditions:
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— You issue the clear ip route * command

— You issue an interface module reset (IM OIR)
Workaround: There is no workaround.
CSCud09315

Symptom: The show ptp clock running domain 0 and show platform ptp all commands do not
display a configured slave clock.

Conditions: Occurs when you issue a shutdown/no shutdown on the link between a boundary
clock and a master clock during while the boundary clock is in phase alignment.

Workaround: Remove and restore the PTP configuration on the boundary clock.
CSCud12587

Symptom: When handling IS-IS packets, the router punts the traffic to the Route Switch Processor
(RSP) and applies policing to limit the traffic to 1 Mbps.

Conditions: Occurs when you enable IS-IS over an Ethernet over MPLS (EoMPLS) connection.

Workaround: Use IS-IS over another connection type or limit the IS-IS traffic to less than 1 Mbps.

CSCud13535
Symptom: The router drops imposition traffic sent to a neighbor device over a VPLS pseudowire.

Conditions: Occurs when the neighbor device configuration includes the no split horizon group
command.

Workaround: Remove the no split horizon group command from the VPLS neighbor device.
CSCud15740
Symptom: The Gigabit Ethernet interface module crashes.
Conditions: Occurs when the router receives a flood of Wintegra interrupt packets.
Workaround: There is no workaround.
CSCud15785
Symptom: The router experiences flapping on REP connections.
Conditions: Occurs under the following conditions:
— MAC limiting is enabled and a MAC address is at the maximum value
— REP is configured with a 200 millisecond LSL ageout timer

Workaround: Increase the REP timer to above 500 milliseconds or disable the MAC limiting
feature.

CSCud15841
Symptom: The clear ip mroute * command can cause resource leakage.
Conditions: Occurs when you issue the clear ip mroute * command while IP multicast is enabled.
Workaround: Reload the router.
CSCud17457
Symptom: The router drops IP multicast traffic.
Conditions: Occurs when you perform the following actions:
— Configure EFPs as members of a port channel containing a single interface.

— Remove the configuration for the EFPs
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- Remove the interface from the port channel

— Add the EFPs back onto the interface
Workaround: Reload the router or issue a stateful switchover (SSO).
CSCud19563
Symptom: The T1/E1 interface module on the standby RSP crashes repeatedly.

Conditions: Occurs when the standby RSP is booting and there is a clock configured on the T1/E1
controller.

Workaround: Remove the clock configuration prior to booting the standby RSP and restore the
configuration afterwards.

CSCud22601
Symptom: MPLS-TP tunnels remain down after the standby RSP boots.

Conditions: Occurs when you boot the standby RSP after applying an MPLS-TP configuration and
performing an SSO. The issue occurs rarely.

Workaround: Issue a shutdown/no shutdown on the MPLS-TP tunnel. A nonintrusive workaround
is to cause a flap on the protect label switched path (LSP) by reconfiguring the path or physically
shutting down and restoring the interface.

CSCud23698

Symptom: The router stops applying classification and marking for a class.
Conditions: Occurs when you remove a priority level while using dual priority for the
class-map.

Workaround: Remove and reattach the policy-map on the interface.

CSCud24704

Symptom: The router crashes.

Conditions: Occurs when you perform an interface module OIR (reset) on the gigabit Ethernet
interface module while the standby RSP is booting.

Workaround: Perform the IM OIR after the standby RSP boots.
CSCud25813
Symptom: The router drops IP Multicast traffic.
Conditions: Occurs under the following conditions:
— You initiate multicast traffic to a single L3M group.

- You configure 50 EFPs with corresponding bridge domain interfaces (BDIs) and initiate
IGMPv2 join traffic to a single multicast group.

— You add 25 EFPs with 25 bridge-domain interfaces (BDIs) at a 1:1 ratio.
- You remove 10 EFPs from the group of 50 and add the same EFPs to the group of 25.
— The newly added EFPs do not receive any traffic.

Workaround: Reload the router or issue a stateful switchover (SSO).

CSCud26154

Symptom: The router displays incorrect ENV readings.

Conditions: Occurs when you switch off one power supply unit in a dual power supply
configuration.
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Workaround: There is no workaround. However, the issue does not have any functionality impact
on the system.

CSCud26240

Symptom: The router displays Nile mgrs leak error messages.

Conditions: Occurs when you configure L3VPN and L2VPN services at a high scale.
Workaround: There is no workaround.

CSCud26382

Symptom: The router drops traffic on an EFP interface after you perform a stateful switchover
(SSO).

Conditions: Occurs under the following conditions:
= You boot the standby RSP

— The router configuration contains an EFP interface on a Gigabit Ethernet port and a bridge
domain interface in a down state.

— After the router reaches an SSO state, you issue a no shutdown command on the peer router to
bring the EFP interface up.

— You perform an stateful switchover (SSO) on the router.
Workaround: Issue a shutdown/no shutdown on the gigabit Ethernet port.
CSCud28553
Symptom: The router stops passing Switch Port Analyzer (SPAN) traffic.

Conditions: Occurs after you apply a shutdown/no shutdown on the SPAN source port with
Ethernet flow point (EFP) and bridge domain interface (BDI) configurations.

Workaround: Enable and disable the SPAN session
CSCud28685

Symptom: Ping fails between the CE1 and CE2 devices when the ASR 903 is acting as the PE
device.

Conditions: Occurs when the SONET controller or ATM interface experiences an interface flap.
Workaround: Perform a soft OIR on the interface module.
CSCud28787
Symptom: The 10 gigabit Ethernet interface module (IM- A900-IMA1X ) flaps.
Conditions: Occurs when the IM passes high traffic volumes for an extended period of time.
Workaround: There is no workaround.
CSCud31852
Symptom: The router displays traffic polarization with L3VPN traffic.
Conditions: Occurs under the following conditions:

— The P router has multiple ECMP paths

— The ECMP paths are port-channels

Traffic is distributed between ECMP paths, but polarization occurs on the port-channel member
links.

Workaround: There is no workaround.
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CSCud33298

Symptom: The router crashes.

Conditions: Occurs when the peer device shuts down.
Workaround: There is no workaround.

CSCud33822

Symptom: The router drops VPN traffic on an MPLS-TE tunnel using an explicit-null label
advertisement after tunnel recovery.

Conditions: The issue occurs under specific network conditions where TE is LDP-enabled and runs
over a 10G link with dampening enabled. VPN prefixes are advertised from route-reflector as well
as from the VPN PE over the TE tunnel. The TE tunnel is delayed and this causes label forwarding
to switch from the 2 stack labeled path to the 3 stack labeled path with same VPN label coming from
2 sources.

Workaround: Issue a shutdown/no shutdown on the tunnel or protect the tunnel from going down
using fast reroute (FRR).

CSCud36431

Symptom: Backup path is not programmed properly for global prefixes and can cause the cut-over
to have a higher convergence time.

Conditions: Occurs when the router is running remote LFA FRR in a ring with 7 or more routers
and one of the router in the ring reloads.

Workaround: Issue a shutdown/no shutdown on the backup or primary interface.
CSCud38115

Symptom: OSPF connections flap and drop traffic for approximately 20 seconds
Conditions: Occurs during stateful switchover (SSO).

Workaround: There is no workaround.

CSCud38123

Symptom: The router drops traffic and displays error messages similar to the following:
%FMFP-3-OBJ_DWNLD_TO_CPP_FAILED: SIP1: fman_fp_image: LENTRY
0xXXXXXXXXX (InLabel XX Table 0) download to CPP failed

Conditions: Occurs when the primary path flaps more than 15 times while the router is configured
with 8000 global prefixes

Workaround: Reload the router.

CSCud38164

Symptom: The router displays an Object download failure message on the console.
Conditions: Occurs when the number of ip routes reaches its maximum configurable limit.
Workaround: There is no workaround.

CSCud38433

Symptom: The router is unable to establish MPLS neighborship or ping the destination loopback
interface.

Conditions: Occurs when you configure two Equal Cost Multipath (ECMP) paths on a bridge
domain interface (BDI) using static routes.

Workaround: The following workarounds exist:
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— Use Interior Gateway Protocol (IGP) instead of static IP routes.
— Shut down one of the ECMP paths.

CSCud38592

Symptom: The router displays an fman_fp crash error and crashes.

Conditions: Occurs when the router is running Remote LFA with a high number of prefixes and
there is an interface flap on the primary path.

Workaround: There is no workaround.
CSCud38668
Symptom: The OC-3 interface module crashes.

Conditions: Occurs when you issue the show platform software agent iomd 1/0 driver peek
command.

Workaround: There is no workaround.
CSCud40930

Symptom: Some interfaces within a bridge-domain are unable to send outbound L3 multicast
traffic.

Conditions: Occurs when the bridge-domain contains EFP interfaces, some of which are on a
port-channel. The issue can also occur after a router reload.

Workaround: Issue a shutdown/no shutdown on the BDI interface.

CSCud42315

Symptom: The OC-3 interface module crashes.

Conditions: Occurs when you apply the forward-alarm ais command on a T1 controller.
Workaround: There is no workaround.

CSCud43580

Symptom: The router does not apply the bandwidth remaining percent command within a QoS
policy in some instances.

Conditions: The issue can occur occasionally when:
— There is a large discrepancy in bandwidth remaining values between QoS classes

— The classes containing the bandwidth remaining statements are oversubscribed at a low rate
or have a low queue-limit.

Workaround: Apply the following workaround:
— Increase the queue-limit value to 120 kilobytes or above.
— If the QoS configuration uses WRED, increase the minimum threshold value.
— Alter the bandwidth remaining values to reduce the ratio between values.
CSCud44640
Symptom: The router displays a traceback error when there one power supply unit slot is empty.
Conditions: Occurs during boot.
Workaround: There is no workaround.
CSCud44768

Symptom: Multilink bundles and member links flap when passing traffic.
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Conditions: Occurs under the following conditions:

- You configure more than 210 MLPPP bundles with one member link per bundle or 16 bundles
with 16 member links each.

— The line is operating at a 64 or 128 byte line rate
Workaround: There is no workaround.
CSCud49684
Symptom: The router displays an FMAN-FP memory leak error message.
Conditions: Occurs when you configure L3VPN at a high scale.
Workaround: There is no workaround.
CSCud49980

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs when you configure CFM MEPs on carrier edge (CE) routers and VPLS on
provider edge (PE) routers.

Workaround: Create an EVC bridge-domain running CFM on the PE router and enable a virtual
forwarding interface (VFI) on the bridge-domain.

CSCud50851
Symptom: The router experiences flapping on REP connections.

Conditions: Occurs when you enable MAC limiting at a high scale and the set of MAC addresses
changes continuously.

Workaround: Disable MAC limiting.
CSCud54092

Symptom: The router displays an error message indicating a crash at
tdl_netsync_clk_src_message_create.

Conditions: The issue can occur when the router is shutting down during a reload
Workaround: There is no workaround.

CSCud55377

Symptom: The router crashes.

Conditions: Occurs when you configure offloaded CFM for xconnect sessions at a high scale.
Workaround: There is no workaround.

CSCud55695

Symptom: When you apply an QoS policy with a port level class-default configuration containing
a shaper value to a serial interface. the router applies the shaper value to the channel-level PIR for
all serial interfaces on the IM.

Conditions: Occurs when you apply QoS policy with a port level class-default configuration
containing a shaper value to a serial interface.

Workaround: Add a dummy class-default level at the top of the policy and apply the shaper as a
child policy of this class.

CSCud58793
Symptom: The FPD version is blank
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Conditions: Upgrade to the new firmware rev. and a subsequent switchover. Occurs when you
upgrade the router to a new firmware version and issue an RSP switchover.

Workaround: Reloading the RSP can resolve the issue.
CSCud60410
Symptom: The router drops EFP traffic.

Conditions: Occurs when you add a new EFP to an existing bridge domain interface (BDI) while
running L3 multicast.

Workaround: Issue a shutdown/no shutdown on the Ethernet interface and issue the clear ip
mroute command.

CSCud61931
Symptom: As OC-3 interface module controller does not become active using loopback local.

Conditions: Occurs with the A900-IMA4OS interface module when there is no SFP inserted in the
port.

Workaround: Insert an SFP in the appropriate port.
CSCud64347
Symptom: The router creates a data loop when using a REP VLAN load balancing configuration.

Conditions: Occurs with a REP VLAN load balancing configuration when a bridge-domain is
bound to a VPLS VC.

Workaround: None; remove the VLAN load balancing configuration.
CSCud64923
Symptom: OSPF connections flap.

Conditions: Occurs when you configure OSPF between an EVC bridge domain interface (BDI) and
a trunk EFP bridge domain interface (BDI) using a port-channel trunk.

Workaround: There is no workaround.

CSCud65779

Symptom: The router does not update the Rx value for C2, J1, and S1S0 bytes.
Conditions: Occurs when you configure overhead bytes on OC-3 connections.
Workaround: There is no workaround.

CSCud65935

Symptom: End to end ATM ping does not work.

Conditions: Occurs when you configure a different set of VPI/VCI on either end of an ATM layer
2 circuit.

Workaround: Configure the same VPI/VCI values on both sides of the connection.
CSCud71546

Symptom: The ten Gigabit Ethernet interface drops traffic for 7 seconds following a stateful
switchover (SSO).

Conditions: Occurs when the configuration contains static routes to the destination.
Workaround: There is no workaround.
CSCud76209

Symptom: The OC-3 interface module goes into an out of service state.
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Conditions: Occurs when you repeatedly perform an interface module reset (OIR) on the OC-3
interface module.

Workaround: There is no workaround.
CSCud76679

Symptom: The router displays a serial interface in the mroute table but does not forward traffic over
the assigned interface.

Conditions: Occurs when you enable multicast traffic on the OC-3 interface module.
Workaround: There is no workaround.

CSCud83069

Symptom: End-to-end traffic does not flow for ATM PVP Mode.

Conditions: Occurs when you enable ATM PVP Mode.

Workaround: There is no workaround.

CSCud83698

Symptom: Links on the Gigabit Ethernet interface do not become active.

Conditions: Occurs on the Gigabit Ethernet interface when the local interface is configured for
autonegotiation and the remote interface is configured for a speed of 10 Mbps or 100 Mbps.

Workaround: Toggle the auto-negotiation configuration on the Gigabit Ethernet interface.
CSCud91892

Symptom: Remote LFA converges slowly and the router does not learn backup paths for global
prefixes.

Conditions: Occurs when you configure remote LFA with a high number of global prefixes.
Workaround: There is no workaround.

CSCue00332

Symptom: BFD connections flap, bringing down IGP.

Conditions: Occurs when you enable BFD on an interface that is flapping.

Workaround: There is no workaround.

CSCue03418

Symptoms: The router displays OSPF protocol flaps causing a 20-30 second traffic loss.

Conditions: The issue occurs very intermittently on a HA system with a 6 second dead-interval
value when you issue the redundancy force-switchover command;

Workaround: Increase the dead-interval value.
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Open Caveats—Cisco 10S XE Release 3.8(0)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.8(0)S.

e CSCts95896
Symptoms: The router stops passing traffic on EVC interfaces.

Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

e CSCty70119
Symptom: Port shaper rate changes do not take effect.

Conditions: Occurs when QoS policies attached to EVCs on an interface do not include a shaper
configuration; the issue does not occur on EFP policies that include a shaper in a class.

Workaround: Include a shaper in one class of the EFP policy.
e (CSCua39109

Symptom: The router displays the following console error message:
$FMFP_ACL-3-ACL_OBJECT DOWNLOAD: SIPO: fman fp image: ACL create/modify for ACL test9

fail to download because Cannot allocate memory.
Conditions: Occurs when the router is running a configuration containing a high number of ACLs.
Workaround: There is no workaround.
e (CSCua55522
Symptom: The router experiences intermittent flapping on REP segments.
Conditions: Occurs under the following conditions:
— An Isl-age-timer is configured
— The configuration contains multiple REP segments
— The router is experiencing high CPU utilization.
Workaround: There is no workaround. However, the following can limit the issue:
— Limiting the configuration to a single REP segment
— Using an Isl-age-timer of greater than 500 milliseconds
e (CSCua62029
Symptom: The router crashes.

Conditions: Occurs when you configure a service policy with two child policies with the same
name.

Workaround: Create a child service policy with a different name.
e (CSCua73104

Symptom: The router does not increment QoS port shaper policy counters displayed by the show
policy interface command.

Conditions: Occurs when you configure -A class-default policy on a physical interface -A
class-based policy on an EVC interface
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Workaround: There is no workaround; however, the router applies the QoS policy normally.
CSCua77688
Symptom: The router experiences remote CFM MEP flapping.

Conditions: Occurs when the router is connected via a CFM xconnect and the link is running a high
traffic rate.

Workaround: Reduce the rate of traffic.
CSCua90879
Symptom: QoS policies with a police statement on the class-default class do not take effect.

Conditions: Occurs when you apply a police statement to the class-default class within a QoS policy
on an ingress EVC interface.

Workaround: Apply the police statement to a static class, such as class cos0.
CSCub50477
Symptom: The router does not pass Multicast traffic after a stateful switchover (SSO).

Conditions: Occurs when you issue an SSO while the router is passing Multicast traffic on an
inbound MLP interface.

Workaround: There is no workaround.
CSCub65096
Symptom: The router crashes when running multicast traffic.

Conditions: Occurs when the router is passing IGMP join messages at a rate of 6 packets per second
over 240 serial interfaces.

Workaround: Send IGMP joins at a lower rate.
CSCub77354
Symptom: An RSP switchover causes the serial interfaces to flap on the peer device.
Conditions: Occurs when you perform an RSP switchover by physically removing the active RSP.
Workaround: Use the following workarounds:
— Perform an RSP switchover using the redundancy force-switchover command.

— Configure the local device to use clock source line and the remote device to use clock source
internal.

CSCub78861
Symptom: Following a reload, the router handles CFM only on 128 VLANS or bridge-domains.

Conditions: Occurs when the router configuration contains CFM and more than 128 VLANSs or
bridge-domains.

Workaround: There is no workaround.

CSCuc01154

Symptom: The router does not report B1, B2, and B3 alarms at normal thresholds.
Conditions: Occurs on the OC-3 interface module when the router sends errored frames.
Workaround: There is no workaround.

CSCuc02617

Symptom: The router stops passing MPLS LDP traffic.
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Conditions: Occurs on MPLS over POS interfaces when the router is sending traffic above the line
rate.

Workaround: Send MPLS LDP traffic below the line rate.

CSCuc23610

Symptom: The router does not pass IP traffic with an MPLS LDP tunnel label of Imp-null.
Conditions: Occurs when the router is switching traffic using IP fast-reroute (FRR).
Workaround: Configure the mpls ldp explicit-null command.

CSCuc44701

Symptom: FP init fails on reload with TEFP QoS configs

The router displays an error message similar to the following: oct 1 12:07:21.806 IST:
%CMRP-3-CHASSIS_MONITOR READY TIME EXCEEDED: R1/0: cmand: Reloading F1 because it

has failed to become ready for packet processing
Conditions: Occurs when you reload the router while running a configuration that contains
— An egress QoS policy attached to a trunk EFP
— An encapsulation dotlq statement within the QoS policy that specifies a large range
Workaround: There is no workaround.
CSCuc55739

Symptom: The console displays an error message similar to the following example:

(Oct 8 10:46:53.126 IST: %FMFP-3-OBJ DWNLD_TO_CPP_FAILED: SIPl: fman_fp_ image: frr
0x200005ab download to CPP failed).

Conditions: Occurs following a stateful switchover (SSO).
Workaround: There is no workaround.

CSCuc57939

Symptom: The router stops passing traffic for more than 8 seconds.

Conditions: SSO Occurs when you initiate a stateful switchover (SSO) with a remote Loop Free
Alternate Fast Reroute (LFA FRR) configuration.

Workaround: There is no workaround.
CSCuc58371
Symptom: Some links do not become active on the OC-3 interface module.

Conditions: Occurs on the OC-3 interface module (IM) configured at a high scale after you perform
a multiple soft OIRs on the IM. The issue occurs frequently with SONET framing.

Workaround: You can use the following workarounds:

Apply a shutdown/no shutdown to the OC-3 controller.

Re-apply the PDH configuration.

Add and remove a loopback configuration on the PDH.

— Add and remove a loopback configuration on the OC-3 controller.
CSCuc62049
Symptom: OSPF/BFD interfaces flap when you apply a test access list.
Conditions: Occurs when you configure an IP ACL on an EVC interface.

Workaround: Remove the configuration.
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CSCuc66393
Symptom: The router loses OC-3 interface configurations after an ISSU upgrade.
Conditions: Occurs on OC-3 serial and POS interfaces after an ISSU software upgrade.
Workaround: There is no workaround.
CSCuc68699
Symptom: The displays a segmentation fault error at cgmu_nq_ccm_convert and crashes.
Conditions: Occurs when you perform the following actions:

- Remove QoS policies from an EFP interface

- Remove policy-maps and class-maps associated with the QoS policy.
Workaround: There is no workaround.
CSCuc80957
Symptom: The router crashes.

Conditions: Occurs when you rest the 10 gigabit Ethernet interface module (IM) on a
non-redundant system using the hw-module subslot reload command.

Workaround: Administratively shut down the IM before resetting the IM.
CSCuc81334

Symptom: The router selects a clock source attached to standby RSP.
Conditions: Occurs after a stateful switchover (SSO).

Workaround: Remove and restore the clock source configuration.
CSCuc83088

Symptom: The router drops traffic during stateful switchover (SSO).

Conditions: Occurs when the router is running HSRP or VRRP; the issue only occurs when the
destination MAC address is a virtual MAC (vMAC) address.

Workaround: Change the traffic priority and detour traffic prior to the SSO.

CSCuc87791

Symptom: The router selects a network clock source before the wait-to-restore timer has expired.
Conditions: Occurs under the following conditions:

— A clock source fails, triggering the wait-to-restore timer (which specifies how long the before
including a restored clock source in the clock selection process.

— The clock source becomes active and fails a second time before the wait-to-restore time has
passed.

Workaround: There is no workaround; in some cases you can clear the issue by removing and
restoring the clock source configuration.

CSCuc90006

Symptom: When you shut down a link within an Multiservice Transport Platform (MSTP) instance,
interfaces in other MSTP instances are blocked.

Conditions: Occurs when the interface in the MSTP instance is the root port.

Workaround: There is no workaround.
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CSCuc92350
Symptom: A connection between two copper SFPs does not become active.

Conditions: Occurs when two SFP interfaces are connected with one side set to 100 Mbps and the
other side set to negotiation auto.

Workaround: Set the speed to 10Mbps at both sides, then configure negotiation auto on one side
of the connection.

CSCuc93895

Symptom: The router has an Automatic Protection Switching (APS) switchover time of more than
1 second.

Conditions: Occurs on MLPPP interfaces configured at a high scale when the router is running with
ICRM in SONET mode.

Workaround: There is no workaround.
CSCuc93985

Symptom: The router initiates an Automatic Protection Switching (APS) switchover during a high
availability (HA) stateful switchover (SSO).

Conditions: Occurs during an HA SSO with single router APS (SR-APS).

Workaround: There is no workaround.

CSCuc95716

Symptom: FPGA software for the OC-3 interface module is not bundled with the XE 3.8 image.
Conditions: Occurs when upgrading FPGA on the OC-3 interface module.

Workaround: Manually upgrade the OC-3 FPGA.

CSCud01644

Symptom: The active forwarding processor (FP) is on the standby route switch processor (RSP).

Conditions: Occurs when you boot the two RSPs in quick succession and the FP on the standby RSP
becomes active before the FP on the active RSP.

Workaround: Reload the router.
CSCud01908

Symptom: The show platform software object-manager fp active statistics command shows
pending objects on the Forwarding Manager (FMAN) on the forwarding processor (FP), indicating

a failure to download configurations from the Route Switch Processor (RSP) to the data plane (DP).

Conditions: Occurs when you apply a QoS shaping configuration at a high scale.
Workaround: There is no workaround.
CSCud04407

Symptom: The router displays the following console error message: Exrror - packet with
unsupported linktype 3

Conditions: Occurs when the router is passing traffic over the OC-3 interface module.
Workaround: There is no workaround.
CSCud04529

Symptom: The router shows traffic loss.
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Conditions: Occurs when the primary path is recovered via remote Loop Free Alternate Fast
Reroute (LFA FRR).

Workaround: There is no workaround.

CSCud06744

Symptom: The router does not download MPLS global prefixes.

Conditions: Occurs under the following conditions:
— You configure Loop Free Alternate Fast Reroute (LFA FRR) at a high scale.
— The primary or backup paths flap multiple times.

Workaround: There is no workaround.

CSCud06772

Symptom: IPv6 neighbor discovery does not function properly after stateful switchover (SSO); the
router loses traffic and eventually recovers.

Conditions: Occurs with IPv6 traffic after stateful switchover (SSO).

Workaround: Configure software BFD sessions.

CSCud(07642

Symptom: The ASR 903 is unable to pass traffic to the ASR 9000.

Conditions: Occurs with a clear-channel ATM over MPLS configuration using AALO
encapsulation.

Workaround: Enable MPLS control-word on the ASR 9000.

CSCud12587

Symptom: When handling IS-IS packets, the router punts the traffic to the Route Switch Processor
(RSP) and applies policing to limit the traffic to 1 Mbps.

Conditions: Occurs when you enable IS-IS over an Ethernet over MPLS (EoMPLS) connection.
Workaround: Use IS-IS over another connection type or limit the IS-IS traffic to less than 1 Mbps.
CSCud13242

Symptom: The ASR 903 does not display an alarm when nV satellite authentication fails.

Conditions: Occurs when the ASR 9000 and ASR 903 are in an nV satellite configuration and the
routers are configured with a different serial-number value.

Workaround: There is no workaround.
CSCud13535
Symptom: The router drops imposition traffic sent to a neighbor device over a VPLS pseudowire.

Conditions: Occurs when the neighbor device configuration includes the no split horizon group
command.

Workaround: Remove the no split horizon group command from the VPLS neighbor device.
CSCud15785

Symptom: The router experiences flaps in REP traffic.

Conditions: Occurs when the MAC limit feature is configured at a high scale.

Workaround: Disable the MAC limiting feature.

CSCud24648
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Symptom: The router standby RSP displays an ether_efp_cfg_message_unmarshal_ error message
and crashes.

Conditions: Occurs under the following conditions:
— The router has an 8 port Gigabit Ethernet interface module (IM)
— The IM is configured with a service instance
— The service instance has an xconnect and bridge domain interface (BDI) configuration
— You perform an soft OIR (reset) on the IM while the standby RSP is booting
Workaround: Wait for the standby RSP to boot before resetting the IM.
CSCud26382

Symptom: The router drops traffic on an EFP interface after you perform a stateful switchover
(SSO).

Conditions: Occurs under the following conditions:
— You boot the standby RSP

— The router configuration contains an EFP interface on a Gigabit Ethernet port and a bridge
domain interface in a down state.

— After the router reaches an SSO state, you issue a no shutdown command on the peer router to
bring the EFP interface up.

- You perform an stateful switchover (SSO) on the router.
Workaround: Issue a shutdown/no shutdown on the gigabit Ethernet port.
CSCud26997
Symptom: The IOMD process can crash on the T1/E1 interface module.

Conditions: Occurs during RSP switchover with a configuration containing CEM, ATM, IMA layer
2 attachment circuits, and pseudowires.

Workaround: There is no workaround.
CSCud28553
Symptom: The router stops passing Switch Port Analyzer (SPAN) traffic.

Conditions: Occurs after you apply a shutdown/no shutdown on the SPAN source port with
Ethernet flow point (EFP) and bridge domain interface (BDI) configurations.

Workaround: Enable and disable the SPAN session
CSCud28685

Symptom: Ping fails between the CE1 and CE2 devices when the ASR 903 is acting as the PE
device.

Conditions: Occurs when the SONET controller or ATM interface experiences an interface flap.

Workaround: Perform a soft OIR on the interface module.
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Resolved Caveats—Cisco 10S XE Release 3.8(0)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.8(0)S.

CSCty41692

Symptoms: Standby PRE crashes when you add an IPV4 VRF AF on the active PRE. The issue does
not occur on the active PRE.

Conditions: Occurs when you remove and re-apply a configuration when BGP is in read-only mode.
Workaround: Once BGP exits read-only mode, this issue will not happen.
CSCty85926

Symptoms: The VC (VPLS/EoMPLS) stays down and displays the following message in the show
mpls 12 ve detail command: Signaling protocol: LDP, peer unknown

Conditions: Occurs if you configure LDP GR; do a SSO switchover and configure the VC after the
switchover is complete.

Workaround: There is no workaround; reload the switch.

CSCtz96504

Symptoms: Backup VCs remain down after SSO.

Conditions: Occurs at high scale, such as when you create 500 primary and 500 backup VCs.

Workaround: You can use the clear xconnect peerid peerid of the PW veid veid command to bring
the backup VCs to an SB state; however, this is not usually recommended.

CSCtz98347

Symptoms: When IS-IS is configured to run level-2, IS-IS LFA does not create repair path if the
total metric to a prefix is 1024.

Conditions: Seen with 15.2(2)S and when the IS-IS metric is more than 1024 and configured with
level-2.

Workaround: Ensure the total metric to a prefix is less than 1024, or use narrow metric setting
CSCua27852
Symptoms: Traffic loss is seen in pure BGP NSR peering environment.

Conditions: The symptom is seen on a Cisco router that is running Cisco IOS Release 15.2(2)S, and
the BGP peerings to CEs and RR are all NSR-enabled.

Workaround: Enable the bgp graceful-restart command for RR peering.
CSCua61330

Symptoms: Traffic loss is observed during switchover if BGP graceful restart is enabled or the next
hop is learned by BGP.

Conditions: This symptom occurs on a Cisco router running Cisco IOS XE Release 3.5S.
Workaround: There is no workaround.
CSCua66870

Symptoms: When changing RPF neighbor (S,G) in PIM-dense mode, OIF on (*,G) is pruned
unexpectedly.

Conditions: Occurs when you use PIM-dense mode.

Workaround: There is no workaround.
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e CSCub61344

Symptom: Link Control Protocol (LCP) negotiation fails, causing an MLP bundle to stop passing
traffic.

Conditions: Occurs under the following conditions:
— The router is configured with a T1 interface on the OC-3 interface module (IM)
— The OC-3 interface module uses SONET framing
— The T1 serial interface is part of an MLP bundle
— You change the CRC configuration value of the MLP bundle
Workaround: Follow these steps:

— Remove the T1 interface from the MLP bundle.

Perform a soft OIR (IM reset) on both ends of the connection.
Wait for the T1 interface to become active.

Add the T1 interface back into the MLP bundle.

e (CSCud04161

Symptom: The router incorrectly displays a CFM Delay Measurement Message (DMM) value of 0.
Conditions: Occurs under any of the following conditions:

— You dynamically add a member link to a port-channel.

— You issue a shutdown/no shutdown on a member link of a port-channel.

Workaround: Wait for PTP to synchronize before configuring DMM scheduling.
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Restrictions and Caveats in Cisco 10S XE 3.9S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.9 releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions, page 1

e (Caveats in Cisco [0S XE 3.9S Releases, page 5

Limitations and Restrictions

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.9(0)S and later:

TDM Limitation

e The configure replace command is not supported for TDM interfaces.

ATM IMA Limitation
e You can create a maximum of 16 IMA groups on each T1/E1 interface module.

Bidirectional Forwarding Detection Limitations
e The minimum supported timer value for software-based BFD sessions is 200 ms x 3 (using a
multiplier of 3). The router supports up to 64 offloaded BFD sessions using a 200 ms x 3 timer.

e The Cisco ASR 903 Router supports hardware offloading of BFD echo mode packets for up to 255
sessions. The router handles additional BFD echo mode sessions in software.

~

Note You cannot convert more than 255 normal BFD sessions to echo mode BFD sessions; the router
reaches the offload limit and you must remove and reconfigure the remaining sessions.

¢ The minimum supported timer value for offloaded BFD echo mode sessions is 3.3 ms.
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Limitations and Restrictions

¢ In Release 3.9, the router keeps hardware and software-handled BFD echo mode sessions active
during ISSU. Releases prior to 3.9 do not maintain hardware-offloaded BFD echo mode sessions
during ISSU.

e Ifyoudowngrade from 3.9 to a prior release with a BFD echo mode configuration, you must increase
the timer to 200ms or greater.

Bridge Domain Interface Limitation

¢ The mtu command is not supported on BDI interfaces; however the ip mtu command is supported.

Clocking and Timing Limitations

e Only a single clocking input source can be configured within each group of eight ports (0-7 and
8-15) on the T1/E1 interface module using the network-clock input-source command.

e Synchronous Ethernet clock sources are not supported with PTP. Conversely, PTP clock sources are
not supported with synchronous Ethernet. However, you can use hybrid clocking to allow the router
to obtain frequency using Synchronous Ethernet and phase using PTP.

e PTP over Ethernet is not supported in multicast mode; only unicast mode is supported
e (G.8265.1 telecom profile is not supported for PTP over Ethernet.

e The Cisco ASR 903 Router does not support a mix of IPv4 and Ethernet clock-ports when acting as
a transparent clock or boundary clock.

¢ Out-of-band clocking and the recovered-clock command are not supported.
e The Synchronization Status Message (SSM) is not currently on OC-3 and OC-12 interfaces.
¢ End-to-end Transparent Clock is not supported for PTP over Ethernet.

Dying Gasp Limitations
The Cisco ASR 903 Router supports dying gasp under the following scenarios:
e FEthernet OAM is disabled
¢ Interface is shut down
¢ Interface enters error-disabled state
e Router reload

e Dying Gasp is not supported in the event of a power failure.

EFP Limitations
e Trunk EFPs are not supported on port channel interfaces.

e Up to 1000 VLANSs are supported for trunk EFP over etherchannel traffic.

Ethernet IM Limitations
e The Cisco ASR 903 Router does not support the Facilities Data Link (FDL) on Ethernet interfaces.

e The Cisco ASR 903 Router does not support the mac-address command on Gigabit Ethernet
interface modules.

¢ 10 Gigabit Ethernet interface modules are not supported in slots 4 and 5.

¢ When you install a Gigabit Ethernet IM in the topmost interface module slot (slot 5), the last
interface (interface GigabitEthernet0/5/0) is not operational; the port is reserved for internal
communication.
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e When you configure the copper and SFP Gigabit Ethernet interface modules on a router with
redundant RSPs, the speed and duplex commands are not visible in interface configuration mode
until you apply a shutdown/no shutdown to the interface.

e Fragmentation is not supported with Multicast traffic.
e The SFP-GE-T module supports only 100 Mbps and 1000 Mbps speeds.

e Load balancing using an odd number of port-channel member links is not supported.

IP Multicast Limitation
e Bandwidth-Based Call Admission Control (CAC) feature is not supported.

IPv6 Limitations

The following limitation applies when using IPv6 on the Cisco ASR 903 Router:

e [Pv6 Neighbor Discovery (ND) cache timer expiry is 4 hours. To prevent the neighbour adjacency
from being deleted after the timer expires:

— configure hardware based BFD sessions with the neighbours, or
— configure static IPv6 neighbours, or

— configure the ipv6 nd cache expire timer refresh command.

IS-IS Limitations
e IS-IS over IPv6 is not supported on VRF instances.

¢ Only one IS-IS process is permitted when you configure IS-IS with the address-family ipv6 and
bfd-all-interfaces commands.

e The IS-IS total and per-stream convergence time increases as the number of prefixes increases.

e The Cisco ASR 903 Router supports up to 3000 IS-IS nodes.

MLPPP Limitations
The following limitations apply when using MLPPP on the Cisco ASR 903 Router:

e All links in an MLPPP bundle must be on the same interface module.
e All links in an MLPPP bundle must be of the same bandwidth.
e The Cisco ASR 903 Router supports a maximum of 16 links per bundle

e To change the MLPPP bundle fragmentation mode between enabled and disabled, perform a
shutdown/no shutdown on the bundle.

e LFI is not supported

e Multiclass MLP is not supported

e The Cisco ASR 903 Router supports MLPPP statistics with the following limitations:
— Packet counters on the bundle display the number of fragments rather than packets.
— Control packets are accounted on the bundle.

e Ifyouincrease the maximum transmission unit (MTU) size on an MLPPP interface to a value higher
than the maximum received reconstructed unit (MRRU) value on the peer interface, this can bring
the MLPPP tunnel down. To restore the tunnel, perform a shutdown/no shutdown on the interface.
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MPLS VPN Limitation

MPLS VPN (L3VPN) Fragmentation does not function properly if an access interface has a higher
MTU value than a core interface. To ensure that fragmentation functions correctly, configure the
core interface MTU with a value that exceeds the access interface MTU and relevant headers.

0C-3 IM Limitations

The configure replace command is not supported on the OC-3 IMs.

MPLS-TP is not supported over POS interfaces.

Multicast is not supported on OC-12 interfaces.

DSO0 channelization is not currently supported.

MPLS is supported only on PoS interfaces; MPLS on T1/E1 links is not supported.
IP-FRR and BFD-triggered FRR are not supported on MPLS over POS links.
Fragmentation is not supported with Multicast traffic on PoS interfaces.

QoS is not supported for Multicast traffic on PoS interfaces.

QoS is supported on POS interfaces on optical interface module.

Three-level QoS policies are not supported on OC-3/0OC-12 serial, MLPPP, and PoS interfaces. You
can only apply two-level QoS policies.

The Synchronization Status Message (SSM) is not currently on OC-3 and OC-12 interfaces.

Pseudowire/AToM Limitation

The Cisco ASR 903 Router supports ATM over MPLS N-to-one cell mode for a single ATM Virtual
Channel Connections (VCCs) or Permanent Virtual Circuits (PVCs) to a pseudowire, but does not
support mapping to multiple VCCs or PVCs.

The Cisco ASR 903 Router does not support ATM over MPLS one-to-one cell mode.

The Cisco ASR 903 Router supports pseudowire ping using the CW method; pseudowire ping using
the TTL method is not supported.

The Cisco ASR 903 Router supports a maximum of 2000 pseudowires in any combination.
The following features are not currently supported on pseudowire connections:
— Ethernet VLAN to Ethernet VLAN L2VPN interworking (bridged and routed modes)
— Ethernet VLAN to ATM AALS L2VPN Interworking (bridged and routed modes)

The following pseudowire (PW) features are not supported over MPLS-TP connections:

ATM OAM Cell Emulation for ATM AALS over MPLS on PVC and in VC Class.
BFD / VCCV over ATM AC over MPLS TP

Ethernet port to ATM AALS PVC L2VPN Interworking (bridged and routed modes)
MIB support including PW-TDM-MIB, PW-ATM-MIB, and PW-CESOPSN-MIB
N:1 PVC Mapping with non-unique VPI (N>1)

QoS Limitations

For a description of QoS features and limitations on the Cisco ASR 903 Router in Release 3.9S, see
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-Chas
sis-SW-39.html

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router


http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-Chassis-SW-39.html
http://www.cisco.com/en/US/docs/routers/asr903/software/guide/chassis/Release3.9.0S/ASR903-Chassis-SW-39.html

Caveats in Cisco 10S XE 3.9S Releases

Software Upgrade Limitation

We recommend you set the interface-module-delay value to 150 or greater in order to ensure sufficient
time for IM software upgrades.

Subinterfaces Limitation
The Cisco ASR 903 Router does not support subinterface configurations except on ATM interfaces.

You can configure similar functionality using multiple Ethernet Virtual Connections on an interface.
For more information, see Configuring Ethernet Virtual Connections on the Cisco ASR 903 Router.

T1/E1 IM Limitations

e Inverting data on the T1/El interface is not supported—Inverting the data stream using the invert
data interface command is not supported.

e Bit error rate test (BERT) patterns have limited support—Currently, only the 2711, 2715,
2720-0153, and 2720-QRSS patterns are supported for BERT.

e If you issue the no card type command on the controller, you must reload the router in order to
configure a new card type value.

Caveats in Cisco 10S XE 3.9S Releases

~

Note

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2
caveats are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats
are included in this chapter.

This section describes caveats in Cisco IOS XE 3.9S releases. The following information is
provided for each caveat:

e Symptom—A description of what is observed when the caveat occurs.
¢ Conditions—The conditions under which the caveat has been known to occur.

e  Workaround—Solutions, if available, to counteract the caveat.

If you have an account on Cisco.com, you can also use the Bug Toolkit to find select caveats of any
severity. To reach the Bug Toolkit, log in to Cisco.com and go to
http://www.cisco.com/pcgi-bin/Support/Bugtool/launch_bugtool.pl. (If the defect that you have
requested cannot be displayed, this may be due to one or more of the following reasons: the defect
number does not exist, the defect does not have a customer-visible description yet, or the defect has been
marked Cisco Confidential.)

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
The following sections describe the open and resolved caveats in 3.9S Releases:

e Open Caveats—Cisco IOS XE Release 3.9(2)S, page 6

e Resolved Caveats—Cisco IOS XE Release 3.9(2)S, page 6

* Open Caveats—Cisco IOS XE Release 3.9(1a)S, page 14

¢ Resolved Caveats—Cisco IOS XE Release 3.9(1a)S, page 18

¢ Open Caveats—Cisco IOS XE Release 3.9(0)S, page 27
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e Resolved Caveats—Cisco IOS XE Release 3.9(0)S, page 31

Open Caveats—Cisco 10S XE Release 3.9(2)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.9.28S.

e (CSCue20035
Symptom: Virtual circuit (VC) status goes down after reload.

Conditions: This issue occurs when reloading the core side trunk EFP BDI with port channel using
cross connect. LDP comes up but VC status goes down.

Workaround: On core side, use EVC bridge-domain BDI with port channel instead of trunk EFP
BDI with port channel.

e CSCue67267
Symptom: High traffic drop on Stateful Switchover (SSO). Double dip on SSO.

Conditions: This issue occurs occasionally (one in five iterations) on Cisco ASR 903 Router with
MVPN scale setup.

Workaround: There is no workaround.
e (CSCuf89283

Symptom: Connectivity Fault Management (CFM) sessions configured on pseudowire continue to
flap.

Conditions: This issue occurs when route flaps quick enough to prevent bringing down of the
pseudowire.

Workaround: Bring down the pseudowire and bring it back up again.
e (CSCuh94841

Symptom: 10 Gigabit Ethernet interface flaps without trigger causing traffic to switch to protected
label-switched path (LSP).

Conditions: This issue occurs when the script is run for continuous SSO.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.9(2)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.9.2S.
e (CSCud61551

Symptom: Serial Number of the RSP in slot 1 does not display in the show inventory command
output.

Conditions: This issue occurs under unknown conditions.
Workaround: Reload the router.
e (CSCue29865
Symptom: Values do not display for OC-12 mode after shutting the IM bay.

Conditions: This issue occurs after shutting the IM bay. Values are not displayed for OC-12 mode,
but the values are displayed for the Gigabit Ethernet card.
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Workaround: There is no workaround.
CSCue32016

Symptom: On IM online insertion and removal (OIR) or Router reload with shutdown on CE
controller, Ethernet (core) does not transmit any packets.

Conditions: This issue occurs when remote peer does not assert alarm indication signal (AIS)
downstream.

Workaround: There is no workaround.

CSCue44876

Symptom:
- Packet-over-SONET (PoS) interface on the high availability (HA) system continues flapping
- Complete traffic is dropped
— PoS interface of the remote Cisco ASR 903 Router remains in up or down state.

Conditions: This issue occurs on activating SSO after an IM OIR when configuring PoS interface
in OC-12 mode.

Workaround: There is no workaround.
More Info: This issue is not seen in OC-3 mode.
CSCue61850

Symptom: Maintenance End Points (MEPs) start flapping when no shutdown command is issued
on EVC bridge-domain (BD) or port channel interface running CFM.

Conditions: This issue occurs when more than 256 CFM sessions are configured.
Workaround: Configure fewer CFM sessions (50 to 100).
CSCue67835

Symptom: OSPF flaps when you set the dead interval timer as 6 seconds and hello interval as 2
seconds.

Conditions: This issue is observed when you perform an SSO.
Workaround: Use the default OSPF hello timers.

CSCue69818

Symptom: The show inventory command displays a wrong serial number.

Conditions: Inventory is managed by the "main serial number". However, when using the show
inventory command for Redundant Power System (RPS) and IM, "PCB serial number" is displayed
instead of the "main serial number".

Workaround: Use the show diag all eeprom detail command to list the correct serial number.
CSCue75372

Symptom: Time-Hog traceback seen after router or IM reloads.

Conditions: This issue occurs on bootup of IM or router.

Workaround: There is no workaround.

CSCue97180

Symptom: The Cisco ASR 903 Router sometimes crashes when used as a multicast VPN (mVPN)
Encap PE Router.
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Conditions: This issue occurs in an mVPN network on exceeding core multicast distribution tree
(MDT) scale of 1K with more than 20 virtual routing and forwarding (VRFs) on a flap access
interface of a PE Router.

Workaround: Do not exceed more than 1K core MDT scale Work around for a crash is unavailable.
CSCuf02007

Symptom: Continuous SEMHOG is seen on the router console with incremental sync failure and
IOMD crashes on OC-3 IM.

Conditions: Router receives continuous SEMHOG for multiple processes.
Workaround: There is no workaround.

CSCuf06001

Symptom: When TCAM limit is reached, statistics do not work accurately.

Conditions: This issue occurs when the TCAM entries exceed the limit during dynamic
modification of service-policy.

Workaround: There is no workaround.

CSCuf43992

Symptom: The router crashes if you configure local span.

Conditions: This issue is observed when you configure local span on the router.

Workaround: Use another Encapsulated Remote Switched Port Analyzer (ERSPAN) configuration
to work as local span with source and destination ERSPAN session configured in one router.

CSCuf45656

Symptom: Cisco ASR 903 Router crashes with segmentation fault.

Conditions: This issue occurs during multicast convergence on EFP’s configured with split horizon.
Workaround: There is no workaround.

CSCuf53527

Symptom: Class of Service (CoS) inner value gets copied into the CoS value.
Conditions: This issue occurs when configuring Q-in-Q without rewrite service instance.
Workaround: To ensure CoS inner value does not get copied, apply QoS policy-map.
CSCuf65301

Symptom: Micro flaps observed on the router.

Conditions: This issue is seen when system is kept idle for hours.

Workaround: There is no workaround.

CSCuf79397

Symptom: F1 is stuck in init state after the standby RSP reloads.

Conditions: This issue occurs on a reload or OIR of the standby RSP.

Workaround: Reload the standby RSP again.

CSCuf81085

Symptom: After you use the shutdown and no shutdown commands on the controller of PE, IMA
VCs go down.

Conditions: This issue is observed after using the shutdown and no shutdown commands on the
OC3 controller on PE routers.
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Workaround: Use the shutdown and no shutdown commands on the controller.
CSCuf89767

Symptom: When IGMP snooping is enabled, multicast traffic is not accurately filtered. Layer 3
multicast traffic floods all ports of the bridge-domain.

Conditions: This issue occurs when start-up configuration includes port channels along with
TEFP/EFP as part of the bridge-domain.

Workaround: There is no workaround.
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CSCug05239
Symptom: Traffic drops on the router.

Conditions: This issue occurs when configuring multichassis Link Aggregation Control Protocol
(MLACP) switchover with Ethernet over Multiprotocol Label Switching (EOMPLS).

Workaround: Configure port channel with EOMPLS.
CSCugl0116
Symptom: Traffic and ping do not flow through ATM interfaces on multiple controllers.

Conditions: Series of shutdown and no shutdown commands on the controller or interface lead to
the failure.

Workaround: There is no workaround. To recover from failure, perform an IM OIR.
CSCugl8185

Symptom: When the interfaces comes up after bootup, traffic received on the Cisco ASR 903 Router
serial interfaces are not switched to the BDI connected to Ixia.

Conditions: This issue occurs when ARP resolution of the Ixia connected interface IP address fails.

Workaround: Ping the Ixia port connected to the Cisco ASR 903 Router from another router
connected to the Cisco ASR 903 Router using Gigabit Ethernet interface.

CSCugl18630
Symptom: When you perform an OIR on the standby and active RSPs, CMAND crashes.

Conditions: This issue is observed after performing multiple standby OIRs and bringing the
standby machine up.

Workaround: There is no workaround.
CSCug21145
Symptom: When system crashes, sometimes core files are generated with CRC errors.
Conditions: This issue occurs when the system crashes under stress conditions.
Workaround: There is no workaround.
CSCug27073
Symptom: Multicast replication is improper when 255 outgoing interfaces (OIF’s) are configured.
Conditions: This issue occurs when:
— Perfuming IM OIR (soft/hard)
— Clearing MRoutes (sometimes)
— Enabling/disabling IGMP Snooping
Workaround: There is no workaround.
CSCug31414

Symptom: Multicast traffic drops on changing interface configuration from TEFP to VPLS over
port channel (PoCH).

Conditions: This issue occurs when converting a layer 2 interface to layer 3; and then configuring
IP PIM and IP address in quick succession.

Workaround: Use shutdown and no shutdown command on the interface.

More Info: The problem occurs only when the adjacency create notification is received earlier than
the convert to layer 3 notification.
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CSCug44762
Symptom: The POS interface stays down after using the shutdown and no shutdown commands.

Conditions: This is issue is observed when you use the shutdown and no shutdown commands on
the POS interface.

Workaround: Use the shutdown and no shutdown commands on the controller.
CSCug61357

Symptom: ISIS adjacency and BFD stay down after using the shutdown and no shutdown
commands.

Conditions: This issue is observed in R-LFA configurations.
Workaround: Use the shutdown and no shutdown commands again.
CSCug63862

Symptom: When configured, SATOP interfaces does not come up.
Conditions: This issue occurs on configuring SATOP on the router.
Workaround: Use IM OIR.

CSCug74071

Symptom: When scaling up MPLS-TE tunnels to full scale (512), sometimes the following message
is displayed: "%FMFP-3-OBJ_DWNLD_TO_CPP_FAILED: SIP1: fman_fp_image: adj 0x9fdd,
Flags Incomplete download to CPP failed".

Conditions: This issue occurs when MPLS-TE tunnels are scaled to full scale (512) on the router
in a single instance.

Workaround: There is no workaround.

CSCug83807

Symptom: Multicast traffic is dropped as TCAM entries are encountered.
Conditions: This issue occurs when TCAM entries are encountered.
Workaround: There is no workaround.

CSCug83842

Symptom: ATM/IMA path level controllers go down with alarms LP-AIS and T15 LOMF in the
Cisco ASR 903 Router.

Conditions: This issue occurs on either on bootup of the router or OIR of the IM. Along with these
alarms, B1/B2 alarms are reported at the controller level. As B1/B2 alarms are high priority alarms,
the path level controllers stays down.

Workaround: Reload IM or use the shutdown and no shutdown command on the main controllers.
CSCug84544

Symptom: POS interface output displays wrong counter values.

Conditions: This issue occurs when using PPP encapsulation.

Workaround: There is no workaround.

CSCug86963

Symptom: Bidirectional Forwarding Detection (BFD) is unable to resolve neighbor Address
Resolution Protocol (ARP).
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Conditions: This issue occurs when software BFD is configured with static client; and IM OIR or
reload is performed.

Workaround: Use manual ping.

CSCug91295

Symptom: UDP based ACLs do not work after a router reload.
Conditions: This issue occurs after reload.

Workaround: Remove and add the ACL.

CSCug96958

Symptom: Inverse Multiplexing for ATM (IMA) interfaces stay up even when you use the
shutdown command to shut down the controller.

Conditions: This issue is observed when you use the shutdown command on the OC-3 controller.
Workaround: Use the no shutdown command bring up the controller and interfaces.
CSCug97639

Symptom: IPv4 VRF ping fails when disabling IPv6 unicast-routing globally.

Conditions: This issue occurs when IPv6 unicast-routing is disabled.

Workaround: Enable IPv6 unicast-routing

CSCug99750

Symptom: The Cisco ASR 903 Router crashes when it accesses unpopulated data structures.

Conditions: This issue is observed when you perform an IM OIR and use the shutdown and no
shutdown commands.

Workaround: There is no workaround.
CSCuh00343

Symptom: Node runs out of memory if node has more 1K pseudowires. Pseudowire can be either
Ethernet over MPLS (EoMPLS) or Virtual Private LAN Services (VPLS).

Conditions: Access instability cause these memory leaks. If network is stable then chances of
observing this issue is minimal.

Workaround: There is no workaround.

CSCuh06740

Symptom: Router gets reloaded after performing a soft OIR.

Conditions: This issue is observed after you perform a soft OIR or subsequent SSOs.
Workaround: There is no workaround.

CSCuhl16011

Symptom: FMAN-FP crashes when you perform ab IM OIR.

Conditions: This issue is observed when you perform multiple IM OIRs with around 65 BFD
sessions.

Workaround: Reload the router.
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CSCuh18073

Symptom: In a domain with 2 BGP exit points acting in Active or Repair mode, traffic would be
exiting the domain through Repair path BGP PE instead of exiting through Active path BGP PE.

Conditions: This issue occurs in the following conditions:
— Environment has 2 BGP exit points

— A change in one of the core links to the primary BGP exit point results in Repair BGP PE
becoming Active BGP PE and vice versa

In this scenario, even after BGP convergence, data packets would traverse through previous primary
BGP PE (now repair path PE).

Workaround: There is no workaround.
CSCuh18503

Symptom: BFD IPv6 sessions may not come up between Cisco ASR 9000 and Cisco ASR 903
Routers.

Conditions: This issue is observed when the packets sent from Cisco ASR 903 Router have invalid
UDP checksums.

Workaround: There is no workaround.
CSCuh27117
Symptom: Traffic loss of about six to eight seconds is observed when you perform an SSO.

Conditions: This issue is observed when you perform the switchover before IM OIR or the interface
flaps.

Workaround: There is no workaround.
CSCuh33255

Symptom: Traffic does not flow through most multilink PPP (MLP) interfaces post In-Service
Software Upgrade (ISSU).

Conditions: This issue occurs on HA system performing ISSU or killing IOMD process followed
by switchover.

Workaround: Use shutdown and no shutdown command on MLP interface to recover the traffic.
CSCuh59723
Symptom: On removing one out of the two member links from the MLP bundle, traffic and ping fail.

Conditions: This issue occurs with TIE1/OC-3 IM when using shutdown and no shutdown
command or when removing cable from one of the member serial interface.

Workaround: Reload the router.
CSCuh65426

Symptom: Circuit emulation (CEM) packets use class default after shutdown and no shutdown on
CEM circuit, with or without QoS policy

Conditions: After removing and adding QoS policy on CEM circuits, followed by CEM interface
flap, CEM packets neither exit with default EXP marking of 5 nor exit with the marking specified
in ingress qos policy. This occurs after reloading the router with policies intact on CEM interface
and only in the presence of Hot-Standby Psuedo Wires (HSPW).

Workaround: There is no workaround.
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e CSCuh77595
Symptom: On using configure replace command, the standby router crashes.

Conditions: This issue occurs when replacing the TE tunnel configuration with Startup
configuration using configure replace command.

Workaround: There is no workaround.
e (CSCuh77762

Symptom: The TenGigabitEthernet port operates at one gigabit speeds in WAN-PHY mode on
Cisco ASR 903 Routers. This leads to a huge amount of output drop.

Conditions: This issue is observed if a QoS policy is configured on the TenGigabitEthernet
interface.

Workaround: There is no workaround.
e (CSCuh86102
Symptom: The interface stops forwarding traffic.

Conditions: This issue is observed when the TenGigabitEthernet interface is in WAN-PHY mode
and RO is active.

Workaround: Use R1.
e (CSCuh99117
Symptom: Cisco ASR903 Router packets drop for some of the prefixes in MPLS network.

Conditions: This issue occurs when MPLS L3 VPN is configured on Cisco ASR903 Router with
MVPN template.

Workaround: There is no workaround.
e (CSCui08269
Symptom: Error objects are seen and traffic does not flow through HSPW VC’s.

Conditions: This issue occurs on using do clear mpls ldp ne command when more than 100 HSPW
VC’s are configured.

Workaround: Remove and add the EFP.
e (CSCuil6418
Symptom: After SSO, 10 Gigabit Ethernet interface flaps and traffic is dropped.

Conditions: This issue occurs during SSO switchover on thel0 Gigabit Ethernet interface of a HA
system.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.9(1a)$S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.9(1a)S.

e (CSCuc33798
Symptom: IMA links goes down with over subscription traffic.
Conditions: This issue is seen with over subscription traffic

Workaround: Use line rate.
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CSCuc42085

Symptoms: The 1PPS output from the ASR 903 is out of range when compared to the 1PPS output
of the PTP master clock.

Conditions: This issue occurs when the router is configured as a hybrid clock (ordinary/boundary)
and there are intermediate hops between the router and the PTP master clock.

Workaround: There is no workaround.
CSCue29809

Symptom: Mismatch in the MIB object entSensorThresholdEvaluation value for
CiscoEntitySensorMIB.

entSensorThresholdEvaluation.1086.1 = false(2) (value should be true)
entSensorThresholdEvaluation.1086.2 = false(2) (value should be true)

Conditions: This issue occurs in normal working conditions.

Workaround: There is no workaround.

CSCue29865

Symptom: Values do not display for OC-12 mode after shutting the IM bay.

Conditions: This issue after shutting the IM bay. Values are not displayed for OC-12 mode, but the
values are displayed for the Gigabit Ethernet card.

Workaround: There is no workaround.

CSCue35103

Symptom: CPU goes high on executing show mac-address-table command.
Conditions: Scaled MAC entries are learned over BD.

Workaround: Execute the command with reduced term length.

CSCue42139

Symptom: The Precision Time Protocol (PTP) state is stuck in acquiring state.

Conditions: This issue occurs when the active RSP is removed and the T3 time-stamping is stuck
and the PTP stays in acquiring state.

Workaround: Reload the IM or unconfigure and configure the PTP.
CSCue63229

Symptom: IMA interfaces flap frequently every 1530 minutes. The issue does not occur on member
links.

Conditions: This issue occurs when you increase the number of member links in the IMA group to
16.

Workaround: There is no workaround.

CSCue67835

Symptom: OSPF flap with aggressive timers (2sec hello interval, 6sec dead interval).
Conditions: This issue occurs after performing an SSO.

Workaround: Use the default OSPF hello timers.
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e CSCue75372
Symptom: Time-Hog traceback seen after router or IM reloads.
Conditions: This issue occurs on bootup of IM or router.
Workaround: There is no workaround.

e (CSCue87629

Symptom: INFRA-6-PROCPATH_CLIENT_HOG: IOS shim client “iosd-nile” messages may
appear on the console.

Conditions: This issue occurs when a shutdown followed by a no shutdown command is executed
on the G8032 ring interface of a peer or local device.

Workaround: There is no workaround.
e (CSCue92393

Symptom: CEM SatoP circuits with the router in Core remain in down state after initial
configuration. The show cem circuit command output on ASR903 shows that the circuits are down.

Conditions: This issue occurs when the CEM SatoP circuits are configured using script via tcl and
tftp_config. This forces a lot of configuration dump on router console simultaneously. The issue may
also be seen after router reload with saved CEM Satop configurations.

Workaround: Perform a controller shutdown followed by a no shutdown on OC-3 IM on the router.
e CSCuf05090
Symptom: Standby IM resets continuously with running configuration synchronization failure.

Conditions: This issue occurs after a downgrade of all IMs and the IMS are removed from the slot
and a upgrade is performed.

Workaround: Reload the router completely.
e (CSCuf35542
Symptom: PFM is fails for about Sminutes after OIR on the master.
Conditions: This issue occurs after OIR is performed two times on the master
Workaround: Wait for 5-6 minutes after the OIR.
e (CSCuf79397
Symptom: F1 is stuck in init state after the standby RSP reloads.
Conditions: This issue occurs on a reload or OIR of the standby RSP.
Workaround: Reload the standby RSP again.
e (CSCug05491
Symptom: The router drops traffic on VPLS circuits.
Conditions: This issue occurs when you take the following actions:
— Configure REP with VLAN load balancing
— Configure VPLS VFI on the VLANSs
— Issue an stateful switchover (SSO)

Workaround: There is no workaround.
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CSCug14420

Symptom: Traceback observed while performing OIR of IM.
Conditions: This issue occurs while performing OIR T1E1 IM
Workaround: There is no workaround.

CSCug21352

Symptom: The convergence time is more than 2secs on the router.

Conditions: This issue occurs when convergence time is more than expected. It takes around 2.5
seconds to converge from Active to backup path with 450 CEM interfaces.

Workaround: There is no workaround.

CSCug70182

Symptom: ASR903 -IMASS port stays up without inserting a fiber.
Conditions: This issue is observed when GLC-FE-100FX optic is used
Workaround: There is no workaround.

CSCug77786

Symptom: The router develops false notifications, syslog messages and cefcFRUInserted traps
when performing RP card switchover. The false notifications create false alarms in Prime Network.

Conditions: This issue occurs after RP card switchover on the router.
Workaround: There is no workaround.

CSCug81561

Symptom: Convergence time is more than 50ms with EoOMPLS after SSO.

Conditions: This issue occurs when port channel and BDI configurations exist on the router and SSO
convergence time is more than 50ms.

Workaround: There is no workaround.

CSCug83807

Symptom: Multicast traffic is dropped as TCAM entries are encountered.
Conditions: This issue occurs when TCAM entries are encountered.
Workaround: There is no workaround.

CSCug91295

Symptom: UDP based ACLs do not work after a router reload.
Conditions: This issue occurs after reload.

Workaround: Remove and add the ACL.

CSCug94257

Symptom: The show ptp port running detail command shows the wrong stream id.
Conditions: This issue occurs under normal working conditions.

Workaround: Use the show plat soft ptp command get the correct stream id.
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Resolved Caveats—Cisco 10S XE Release 3.9(1a)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.9(1a)S.

CSCtw76473

Symptom: The router displays packet drops on some VPLS pseudowire virtual circuits (VCs) on
the disposition side.

Conditions: Occurs under the following conditions:

— The core network is running MPLS-TP tunnels

— There is an SSO switchover on the remote end or an LDP neighbor reset on the peer end.
Workaround: There is no workaround.
CSCud09142

Symptom: Fp active error messages seen when interface tunnel TP is removed when HA is
configured.

Conditions: This issue is seen after removing tunnel TP interface.
Workaround: There is no workaround.
CSCud30554

Symptom: Object download failure messages are displayed on console during object cleanup. This
may cause a possible leak in the hardware resource if the objects are not cleaned up.

Conditions: This issue is seen during the Virtual Circuit deletion.
Workaround: There is no workaround.
CSCud42914

Symptom: Object download messages are observed when default values are se on the MPLS core
interface.

Conditions: This issue occurs when default values are se on the MPLS core interface.
Workaround: There is no workaround.
CSCud59242

Symptom: Traffic stops forwarding for 10-20 groups out of 1000 groups when IGMP snooping is
enabled.

Conditions: This issue occurs when outgoing Layer 2 interface flaps very quickly. This issue occurs
when executing the shutdown command followed by a no shutdown command.

Workaround: Disable IGMP snooping.
CSCuel0037

Symptom: After executing the shutdown command followed by a no shutdown the member link
crashes

Conditions: This issue occurs when CFM Trunk EFP with 256 sessions with an interval of 3.3ms
is configured and shutdown command followed by a no shutdown command is executed.

Workaround: Configure 50-100 CFM sessions.
CSCuel3187

Symptom: Duplicate multicast traffic is received after replacing the bridge-domain ID with new
bridge-domain ID.
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Conditions: This issue occurs when the bridge-domain ID is changed from an existing
bridge-domain ID to a new bridge-domain ID.

Workaround: If the bridge-domain needs to be changed, remove the old service instance and
configure new service instance with new bridge-domain.

CSCuel5570
Symptom: Traffic does not resume on a POS interface.
Conditions: This issue is seen after the router reloads with POS configurations.
Workaround: Perform the following:
— Shutdown the interface and then execute a no shutdown on the TDM interface
— Shutdown the controller then execute a no shutdown on the TDM controller
— Soft OIR the OC3 IM.
CSCuel9836

Symptom: Controller flaps are observed on CE routers with Multirouter Automatic Protection
Switching (MR-APS) configured on PE routers with CEM circuits.

Conditions: This issue occurs when controllers on CE routers flaps when is MR-APS configured
on PEs having CEM circuits.

Workaround: There is no workaround.
CSCue20607

Symptom: Port-channel load balances traffic on member-links which are in hot-standby or down
state also resulting in traffic blackholes.

Conditions: This issue is seen when there are redundant member-links which are in hot-standby or
down state.

Workaround: There is no workaround.

CSCue24854

Symptom: 70 msec loss is observed after performing an IM OIR in a remote LFA ring.
Conditions: This issue occurs when doing soft OIR.

Workaround: Perform a hard OIR for a less than 50 msec loss.

CSCue34781

Symptom: The policer in the parent policy-map of an hqos policy attached to an interface stops
working after the child policy policer is dynamically modified.

Conditions: The policy-map attached to the interface is a hierarchical policing policy. Both the
child and the parent policy-map have policing actions in their classes. It is seen that the policing in
the parent class does not work correctly after the policing action in the child policy is modified
dynamically

Workaround: Remove and re-attach the policy-map on the interface
CSCue50128

Symptom: FMFP download failure occurs on reaching 1980 odd number even though 2000 ternary
content addressable memory (TCAM) space is allocated for ACLs in the IP template.

Conditions: This issue occurs in normal conditions when the scale reaches 1980.

Workaround: There is no workaround.
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e CSCue51682
Symptom: The REP protocol flaps, as indicated by the following error messages:

*Feb 8 06:51:38.857: %$REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
non-operational due to neighbor not responding

*Feb 8 06:51:39.096: %REP-4-LINKSTATUS: GigabitEthernet0/0/1 (segment 10) is
operational.

Conditions: Occurs under the following conditions:
— The router is sending traffic using the incremental MAC address table
— Fast LSL is configured using a 200ms timer.
— The router is configured with more than 2000 MAC addresses.
Workaround: Remove fast LSL from the REP configuration.
e (CSCue54649
Symptom: Traceback is seen on new active RSP console after performing a SSO.

Conditions: This issue is seen when OC-3 IM is configured on OC-12 mode. The POS and serial
interfaces mayor may not be configured.

Workaround: There is no workaround.
e CSCue61803
Symptom: IMs do not get powered off when router is reloaded.
Conditions: This issue is seen occasionally on reload.
Workaround: There is no workaround.
e (CSCue65149
Symptom: OBJ messages are observed when changing the interval in EVC BD offload cases (scale).

Conditions: This issue occurs when 3.3ms session interval and MEPS is configured on the router
and then the MEPS and domain configuration is removed and a session interval of 10ms interval is
configured.

Workaround: Configure a low session interval.
e CSCue66137
Symptom: The IOMD crashes with CPU hog messages.

Conditions: This issue occurs with OC-3 interface module and traffic is sent over a multilink bundle
with packet size greater than 600 byte.

Workaround: There is no workaround.
e (CSCue73478
Symptom: Standby RSP Sync LED become holdover after switchover.
Conditions: This issue occurs after a switchover.
Workaround: There is no workaround.
e (CSCue77596
Symptom: Cos value gets wrongly marked for a QinQ packet

Conditions: This issue occurs on a service instance with dotlq encapsulation and no rewrite is
configured on the interface.The policy map attached in the ingress has marking in it.

Workaround: There is no workaround.
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CSCue81082

Symptom: FMAN OBJ download failure seen for (*,G/m) entries on ACL change.

Conditions: This issue occurs when ACL is configured on the RP and the ACL is deleted or added.
Workaround: There is no workaround.

CSCue83621

Symptom: Policy-map stops working on removing class default class dynamically.

Conditions: This issue occurs when policy-map is attached to target and class-default of top level
is deleted dynamically.

Workaround: Detach and reattach the policy-map on target.
CSCue88974

Symptom: Standby RSP appears as UNKNOWN in show inventory command and alarm is raised.
The show facility-alarm command status reports the alarm.

Conditions: This issue occurs after OIR is performed on the standby RSP.
Workaround: There is no workaround.

CSCue89503

Symptom: Power supply status become “CRITICAL” after removing or inserting of the power
supply.

Conditions: This issue is seen after multiple OIRs.

Workaround: There is no workaround.

CSCue90867

Symptom: Machine check errors and kernel crash was seen on SSO.
Conditions: This issue occurs after performing SSO.

Workaround: There is no workaround.

CSCue91533

Symptom: Traffic through VPLS pseudowire is flooded due to MAC aging.

Conditions: This symptom is observed when bridge descriptor index (internal index) assigned to
MAC address exceeds 20480.

Workaround: There is no workaround.
CSCue93989
Symptom: Less traffic received then expected rate for IMA link.

Conditions: This issue occurs when IMA group is configured with 16 OC-3 T1 links. 888 pvcs are
created and traffic is sent to only one pvc.

Workaround: There is no workaround.

CSCue%4811

Symptom: Process crash on standby does not generate a core file.
Conditions: This issue occurs on normal conditions.

Workaround: There is no workaround.

CSCuf02518

Symptom: IPv4 Traffic gets affected on IPv6 ACL applied interface.
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Condition: This issue occurs if [IPv4 ACLs and IPv6 ACLs in the system share the same label. The
IPv4 traffic on the interface on which IPv6 ACL is applied is impacted.

Workaround: There is no workaround.

CSCuf05039

Symptom: [2C_WRITE and MDIO_READ/WRITE error messages are seen on the router.
Conditions: This issue occurs on IM hard or soft OIR.

Workaround: There is no workaround.

CSCuf07508

Symptom: The Gigabit Ethernet port on IMA8S may not come up after reload at times.
Conditions: This issue occurs when the router is reloaded multiple times.
Workaround: Perform an IM OIR.

CSCuf42166

Symptom: BERT Errors and Path Code Violations counter keeps incrementing.
Conditions: This issue occurs when connected to EIE1 IM or the second PHY.
Workaround: Connect to first PHY.

CSCuf43275

Symptom: The router does not detect or support traffic through GLC-FE-100EX and
GLC-FE-100ZX transceivers.

Conditions: This issue occurs under normal conditions.

Workaround: There is no workaround.

CSCuf48156

Symptom: Local fault is seen on a 10 Gigabit Ethernet port.

Conditions: This issue occurs when the interface is not shut and fibre is not connected.
Workaround: Shutdown the interface

CSCuf51429

Symptom: Fast-Reroute FMFP-3-OBJ_DWNLD_TO_CPP_FAILED message seen on the console.
Conditions: This issue occurs on shutting the link between the routers.

Workaround: There is no workaround.

CSCuf51462

Symptom: Remote maintenance end points (MEP)s do not learn Port MEP on PC member links.

Conditions: This issue occurs when port MEPs in PC member links are configured and remote
MEPs do not learn it.

Workaround: Configure Ethernet Virtual Connections (EVC) bridge domain and MEP PC member
links.

CSCuf51509

Symptom: WRED counters for CSO do not display in show policy-map interface command.
Conditions: This issue is observed when show policy-map interface command is executed.
Workaround: There is no workaround.

CSCuf61365

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router



Caveats in Cisco 10S XE 3.9S Releases

Symptom: VC Counters do not increment On IM OIR followed by SSO.

Conditions: This is seen on HA system when IM OIR is followed by SSO switchover is performed.
Workaround: There is no workaround.

CSCuf64704

Symptom: “%MPLS-3-OUT_OF_LABEL3_SPACE: SIPO: nile_mgr: Out of resource to create”
labels errors are seen on the console.

Conditions: This issue is seen with scaled configurations, when LDP peer goes down and recovers.
Workaround: Reduce the scale.

CSCuf65040

Symptom: The 1G or 10G IM may go in out of service state after a hard OIR of the IM.
Conditions: This issue occurs after a hard OIR is performed.

Workaround: Perform a another hard OIR or a SSO switchover followed by a soft OIR.
CSCuf66022

Symptom: The 10 Gigabit Ethernet interface status goes down on one side.

Conditions: This issue occurs after shutting down the Ten Gigabit Ethernet interface and SSO is
performed.

Workaround: Perform a shutdown followed by a no shutdown 10 Gigabit Ethernet interface
CSCuf74072

Symptom: Seeing CRC errors on SFP IM with CU SFP.

Conditions: This issue occurs when the CU SFP is configured with 100Mbps speed.
Workaround: There is no workaround.

CSCuf83316

Symptom: Traffic loss of more than 1sec was observed during router reload.

Conditions: This issue occurs on issuing reload command in middle router with R-LFA in RING
topology.
Workaround: There is no workaround.

CSCuf83453

Symptom: The show ethernet service instance stats command displays "0" at Egress stats
counters.

Conditions: This issue is seen after using show platform hardware pp active asic stats command.
Workaround: Reload the router.
CSCuf83886

Symptom: Label exhaust message is seen even on valid case if policy is configured before xconnect
is configured on scaled configuration.

Conditions: This issue occurs when a service-policy is configured before configuring xconnect on
the router that has consumed close to max labels.

Workaround: First configure xconnect and then configure service-policy
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CSCuf93174

Symptom: Packet Over SONET (POS) interfaces counters do not display correctly.

Conditions: This issue occurs after SSO is performed. The issue is observed on the standby router.
Workaround: There is no workaround.

CSCug05647

Symptom: Interface counters not getting updated with IP traffic.

Conditions: This issue occurs when pinging back to back connected interfaces; the interface
counters stay at 0.

Workaround: Reload the device.

CSCug07795

Symptom: NQATM errors seen while adding new entries to ACL control region.

Conditions: This issue occurs on bootup. The last 2 ACL control entries fail to get programmed.
Workaround: There is no workaround.

CSCugl0134

Symptom: Traffic is not flooded on port-channel by default, as IGMP does not support port-channel
traffic.

Conditions: This issue occurs when the incoming port is a Layer3 and outgoing is port is a BDI.
Workaround: There is no workaround.

CSCugl6244

Symptom: Traffic will not flow through few EOMPLS VCs.

Conditions: This issue is seen with scaled EOMPLS configurations.

Workaround: There is no workaround.

CSCug22122

Symptom: IOMD crash is seen for any IM on the router.

Conditions: The IOMD crash is seen when show platform software agent iomd 0/1 driver stats
command is executed to verify driver statistics.

Workaround: There is no workaround.

CSCug23372

Symptom: Manager process crash occurs while configuration replace operation is performed.
Conditions: This issue occurs while moving from REP to G8032.

Workaround: Avoid performing a configuration replace.

CSCug26991

Symptom: OSPF session goes down after applying the policy on EC main interface, EC EVC and
EC Trunk EFP.

Conditions: This issue occurs after applying the policy EC main interface which has OSPF session
enabled. The OSPF session goes down after application of Egress policy.

Workaround: Apply policy directly on EC member links.
CSCug40852
Symptom: Link failure in L3VPN core takes a long time to converge with BGP PIC configuration.
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Conditions: This issue occurs when BGP PIC core and PIC edge is configured and there are more
than one ECMP core paths to reach backup BGP peer.

Workaround: Configure only one core path to reach both primary and repair BGP Peers in a BGP
PIC Core and Edge configuration. If there are more than one equal cost physical paths to reach BGP
peers, then adjust the configuration by increasing the distance for all paths except one.

CSCug44908
Symptom: Traffic goes down after applying policy-map without ingress classification.

Conditions: This issue occurs when without classifying the traffic in the Ingress, this policy map is
applied in the egress port.

Workaround: Edit the policy map by changing the bandwidth percentage number.
CSCug45557
Symptom: Ingress marking does not work when Egress marking has a match on qos-group.

Conditions: This issue occurs when ingress marking is not working when Egress marking matches
on qos-group.

Workaround: There is no workaround.
CSCugd5618

Symptom: OSPF does not come up with policy map having 2 different EFP classes and configured
on 2 different interfaces.

Conditions: This issue is observed only when same policy map is applied on 2 interfaces with one
EFP in the policy map.

Workaround: Remove the policy map from one of the interfaces to bring up the OSPF.
CSCug46010

Symptom: The non IP packets get classified under the second class instead of class-default when
two class-maps one having match on L4 ACL and other having match on L3 ACL with permit ip any
any is configured.

Conditions: This issue occurs when two class-maps one matching on L3 ACL match and another
matching on TCP or UDP are configured.

Workaround: There is no workaround.

CSCug46157

Symptom: When an existing policer is deleted and added back, the policer fails to take effect.
Conditions: This issue occurs when the policing was dynamically deleted and added.
Workaround: Remove the policy-map and re-apply on the interface or EFP.

CSCug57503

Symptom: ESP crash observed on the router.

Conditions: This issue occurs after executing the show platform hardware qfp command on the
active feature packet-trace configuration.

Workaround: Do not execute unsupported command.
CSCug61357

Symptom: The ISIS router fails to come up after issuing a shutdown followed by a no shutdown
command.

Conditions: This issue occurs when RLFA and BFD configutations exist on the router.
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Workaround: Issue a shutdown followed by a no shutdown command again.
CSCug61508

Symptom: Classification based on ACL in the child does not work
Conditions: This issue occurs when the parent classification is EFP.
Workaround: There is no workaround.

CSCuf65301

Symptom: Micro flaps observed on the router.

Conditions: This issue is seen when system is kept idle for hours.
Workaround: There is no workaround.

CSCug67955

Symptom: The standby FP is stuck in init state.

Conditions: This issue occurs after ISSU is performed.
Workaround: There is no workaround.

CSCug71853

Symptom: BFD flaps are observed on the router.

Conditions: This issue is seen when traffic flows at line rate.
Workaround: Keep traffic at around 90% line rate.

CSCug72785

Symptom: OSPF flap observed on the router.

Conditions: This issue occurs after IM OIR followed by SSO.
Workaround: There is no workaround.

CSCug73776

Symptom: The standby router crashes on bootup when highly scaled configurations and when
L2VPN and multicast are configured.

Conditions: This issue occurs on reloading the router 3-4 times with highly scaled configurations
and L2VPN and multicast are configured.

Workaround: There is no workaround.
CSCuh18073

Symptom: In a domain with 2 BGP exit points acting in Active or Repair mode, traffic would be
exiting the domain through Repair path BGP PE instead of exiting through Active path BGP PE.

Conditions: This issue occurs in the following conditions:
— Environment has 2 BGP exit points

— A change in one of the core links to the primary BGP exit point results in Repair BGP PE
becoming Active BGP PE and vice versa

In this scenario, even after BGP convergence, data packets would traverse through previous primary
BGP PE(now repair path PE).

Workaround: There is no workaround.
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Open Caveats—Cisco 10S XE Release 3.9(0)S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 Router in
Cisco IOS XE Release 3.9(0)S.

CSCud06772

Symptom: IPv6 neighbor discovery does not function properly after stateful switchover (SSO); the
router loses traffic and eventually recovers.

Conditions: Occurs with IPv6 traffic after stateful switchover (SSO).

Workaround: Configure software BFD sessions.

CSCud29491

Symptoms: Simultaneous policy can be applied

Conditions: On physical interface (having efps) and on efps (on that physical interface)
Workaround: None. As it is an unsupported config.

CSCud35732

Symptoms: The router does not apply egress CFM MIP filtering.

Conditions: Occurs when you overwrite a MIP configuration using the ethernet cfm mip level
command.

Workaround: Instead of overwriting the MIP level configuration, remove and re-apply the
configuration.

CSCue34781

Symptoms: The policer in the parent policy-map of an hqos policy attached to an interface stops
working after the child policy policer is dynamically modified.

Conditions: Occurs when the policy-map attached to the interface is a hierarchical policing policy
and both the child and parent policy-map have policing actions in their classes. The policing in the
parent class does not work correctly after you dynamically modify the policing action in the child
policy.

Workaround: Remove and re-attach the policy-map on the interface
CSCue41416

Symptoms: IOMD CPUHOG messages seen on ASR903

Conditions: Seen when ISSU upgrade is performed between two XE39 images
Workaround: None

CSCue42139

Symptoms: The ptp state is stuck in acquiring state all the time.

Conditions: When pulled out the active RSP, the T3 time-stamping is stuck and the ptp state stays
in acquiring state all the time.

Workaround: Reload the IM or unconfigure or configure the ptp.
CSCued6274
Symptoms:

Traffic flow stops over a particular prefix configured on TDM interface and Crash while executing
show platform prefix command for the same prefix

Conditions: Configure route via a TDM interface and reload the router once.
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Workaround: No workaround

Further Problem Description: With only Gigabit Ethernet interfaces this problem is not seen. Only
when we have TDM interface we see the problem.

CSCue63229

Symptoms: IMA interfaces flap frequently every 15-30 minutes. The issue does not occur on
member links.

Conditions: Occurs when you increase the number of member links in the IMA group to 16.
Workaround: There is no workaround.

CSCue65149

Symptoms: When changing the interval in evc bd offload cases(scale) getting OBJ messages.

Conditions: First configure the 3.3ms interval and meps after that removed the meps,domain and
configure 10ms interval and meps will hit this issue.

Workaround: Configure very less session
CSCue66019
Symptoms: output errors will be seen on mlppp interfaces.

Conditions: With 90% and above Line rate traffic with mix MTU patterns (IMIX), output errors will
be seen on the mlppp interface.

Workaround: No. The issue is seen for IMIX pattern traffic with 90% & above Line rate traffic.
CSCue67245
Symptoms: MFIB counters for some of the (S,G) are not updated on ASR903

Conditions: Is seen when we scale the number of Sources. Issue is seen for 2000 sources joining 1
group. No impact to traffic

Workaround: There is no workaround.

CSCue67267

Symptoms: High Traffic drop seen on SSO Double dip seen on SSO

Conditions: Issue is seen occassionally (one in 5 iterations) on ASR903 with MVPN scale setup.
Workaround: There is no workaround.

CSCue67995

Symptoms: Nile manager crashes while flapping mpls enabled interface on the peer end nodes.

Conditions: 6K routes L3VPN routes and 600 L2VPN sessions with flaps can crash nile manager
of ASR903 at uea_untyped_dqueue_remove_elem

Workaround: No workaround

CSCue70575

Symptoms: Kernel crash is observed

Conditions: On reload kernel crash is seen

Workaround: There is no workaround.

CSCue72481

Symptoms: IP address and Meps accepting in the same interface

Conditions: configured the IP address and Port mep accepting in the same interface.
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Workaround: There is no workaround.

CSCue75775

Symptoms: fman fp crash causes router to crash with scale of 16000 queues on rsplb
Conditions: large scale qos configurations

Workaround: There is no workaround.

CSCue76109

Symptoms: DMM reports delay of Ons.

Conditions: Have Y1731 DMM sessions with CFMoXconnect and MPLS TE tunnels in the core.
Workaround: No Workaround. Having a single path between the 2 MEPs can avoid this.
CSCue77596

Symptoms: cos vlaue gets wrongly marked for a qinq packet

Conditions: a service instance with dotlq encap and no rewrite is configured on the interface... the
policy map attached in the ingress has marking in it... the packet should not be ,marked in this case...
but on asr903 its getting marked wrongly

Workaround: There is no workaround.
CSCue86047
Symptoms: Pkts Not Classified On Removing/Re-applying Marking action dynamically

Conditions: A class-default policy with marking action is applied and nn removing/re-applying exp
marking action of the class-default, packets are not hitting the class-default and policy-map counters
do not increment. This issue is seen on any type of interface.

Workaround: Instead of removing & adding marking action alone, detach the policy itself from the
interface, modify the marking action and re-attach the policy to the interface.

CSCue87175
Symptoms: BFD sessions may flap on an ASR903 router.

Conditions: With around 2000 global IPv4 prefixes and with traffic running, when a core-facing
interface is shutdown on a router in the ring, BFD flaps may be seen on another router in the ring.

Workaround: There is no work-around known as yet.
CSCue87629

Symptoms: INFRA-6-PROCPATH_CLIENT_HOG: IOS shim client ’iosd-nile’ messages may
appear on the console. Conditions: When a shut/no shut of G8032 ring interface of Peer or local
device is done.

Workaround: No workaround.
CSCue90720

Symptoms: IPCP state mismatch and member link state mismatch in ppp multlilink on back to back
to connection. Traffic will get dropped

Conditions: Bundle having maximum links in it and perform a SSO. find steps to repro
Workaround: none
CSCue96512

Symptoms: RP crashes if punt/inject keepalives are missed.
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Conditions: Punt/inject keepalives are missed and we are not holding a TTY while writing to
punt/inject log file.

Workaround: none

CSCue96886

Symptoms: Complete MAC Address space is not available on the RSP

Conditions: Removing the Service instance with the MAC Addresses learnt on the BD.
Workaround: Reload the Router is only workaround.

CSCue97114

Symptoms: Shut down the trunk efp in core side, meps are learnt for UP MEP

Conditions: Configured UP Mep evc bd (core side trunk efp) when i shut the trunk efp in core
remote meps are learnt for UP MEP.

Workaround: Configure evc bd in core side

CSCuf05090

Symptoms: Standby will be resetting continuously with running config sync failure.
Conditions:

Downgrade all IMs and take the IMS out of slot. After booting up with XE39 image , insert IMs one
by one. While upgrade was happening , this issue happened.Im got crashed and stanby was resetting
continuously with SYNc failed.

Workaround: Reload the box completely.
CSCuf20275

Symptoms: On interoperating with an ASR901 router, BFD sessions may flap as the ASR903 router
may some times not send BFD control messages.

Conditions: With around 200 global IPv4 prefixes, BFD session running in software with echo OFF
and seen even without any data traffic.

Workaround: There is no work-around known as yet.

CSCuf44077

Symptoms: show interface output is showing wrong speed values after sso
Conditions: when we use the 100M SFP’s

Workaround: There is no functionality impact because of this. HW module reset will resolve this.
CSCuf56723

Symptoms: Interface LED glows green with shut.

Conditions: After SSO

Workaround: No workaround.

CSCuf60346

Symptoms: IOMd Crash On Performing SSO Switchover With Interfaces Shut

Conditions: Have ATM/IMA interfaces shut. Perform switchover and notice IOMd crash on new
Active

Workaround: No workaround

CSCuf64404
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Symptoms: IOMD crash will be seen when flap is performed on remote router. The flap can be by
shut/no shut or IM oir.

Conditions: IOMD crash seen on multiple mlp bundle flap becoz of memory leaks in wintegra.
Workaround: None.

CSCuf64625

Symptoms: CRC Errors reported on RevD IM

Conditions: IM OIR or SSO

Workaround: No workaround.

CSCuf64695

Symptoms: Error message seen on PE ASR903 :- *Mar 22 11:51:35.929 IST:
%FMFP-3-OBJ]_DWNLD_TO_CPP_FAILED: SIP1: fman_fp_image: atom_xconnect xid
0x1004013, ith 16793619, dirty Ox1, state 0x2 download to CPP failed

Conditions: CEM configs on OC3IM and/or TIE1IM. Reported with CESOP circuits and scale of
about 88. Seen with less scale also. Seems to be a non-function impacting message.

Workaround: None.
CSCuf64811

Symptoms: Serial Links on CEs are in up/down state, when configured with CEM CeSop circuits
on PEs.

Conditions: Configure CEM cesop circuits over MPLS core. Note that the serial interfaces on CE
routers are UP/UP. Perform a SSO on PE2 router.

Workaround: Perform another SSO on PE2 router and issue is solved.

CSCuf65012

Symptoms: Seeing syslog for the port 0/5/0 saying it is down which is used for HFPGA
Conditions: IM oir of Slot 4 or Slot 5

Workaround: No Functionality impact and no workaround.

CSCuf74072

Symptoms: Seeing CRC errors on SFP IM with CU SFP.

Conditions: When the CU SFP is configured with 100Mbps speed.

Workaround: No workaround.

Resolved Caveats—Cisco 10S XE Release 3.9(0)S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.9(0)S.

CSCts14725

Symptoms: mep does not come up sometimes, error messages always.
Conditions: change cc interval on the fly.

Workaround: None.

CSCts95896

Symptoms: The router stops passing traffic on EVC interfaces.
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Conditions: Occurs when you issue the default interface command and immediately restore the
configuration. The issue occurs with configurations containing either a large number of EFPs or
features that impact EFP programming at a lesser scale, such as QoS.

Workaround: Wait for the router to clear the old EFP configuration before adding a new
configuration.

CSCtu39377

Symptoms: "sh running" , "sh romvar" in exec mode and "set" command in rommon mode, displays
multiple entries for the license being used.

Conditions: ASr903 with appropriate license and boot level set.

Workaround: No workaround.

CSCtx44513

Symptoms: The router stops passing traffic on an interface

Conditions: Occurs when you remove all classes from a QoS policy-map attached to an interface.
Workaround: Remove and re-attach the policy-map.

CSCtx44688

Symptoms: Cannot configure policing and marking together in the same class of the egress
policy-map.

Conditions: Set and police statements together in the same class of a policy is rejected at the CLI.

Workaround: In order to achieve marking and policing at the ingress we can use a conditional
policer but this is not supported at the egress.

CSCtx70302

Symptoms: Traceback and Log message seen on performing a multilink bundle shut on ASR903 as
described in the summary.

Conditions: Traffic should be flowing over the multilink bundle. Multiple ways to trigger the same
issue, but traffic and mlppp bundle remain common to each scenario.

Workaround: None. Harmless traceback.
CSCty73682

Symptoms: A small percentage of IPv6 packets that should be blocked by an interface ACL is
instead pass through

Conditions: In certain conditions, when an IPv6 ACL is applied to an interface, a small percentage
of IPv6 packets that would otherwise be dropped, will instead bypass an ACL and get through.

Workaround: None

PSIRT Evaluation: The Cisco PSIRT has assigned this bug the following CVSS version 2 score.
The Base and Temporal CVSS scores as of the time of evaluation are 5/4.8:
https://intellishield.cisco.com/security/alertmanager/cvssCalculator.do?dispatch=1&version=2&ve
ctor=AV:N/AC:L/Au:N/C:P/I:N/A:N/E:F/RL:U/RC:C CVE ID CVE-2012-3946 has been assigned
to document this issue. Additional information on Cisco’s security vulnerability policy can be found
at the following URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

CSCtz20839
Symptoms: IMA functionality does not work properly.

Conditions: Occurs after an RSP switchover when the router is running an IMA configuration.
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Workaround: Reload the interface module with the IMA configuration.
CSCtz43467

Symptoms: Not All CLI’s listed under the REP configuration modes are allowed. For e.g The
following configurations are allowed but will not work. 1) REP does not work on BDI. 2) More than
1 source ports in a span session.

Conditions: Seen all the time.

Workaround: No workaround

CSCtz65778

Symptom: The control plane goes down with VPNv6 traffic.

Conditions: Occurs with 64-byte VPNV6 traffic. The issue only occurs for small, tunnelled packets.
Workaround: There is no workaround.

CSCtz87775

Symptoms: An interface on the OC-3 interface module does not become active.

Conditions: Occurs when you change the interface mapping between au-4 and au-3 when changing
an interface between T1 and E1 operation.

Workaround: Perform a soft OIR on the interface module.
CSCual6492
Symptoms: Some IPv6 multi-hop BFD over BGP sessions flap.

Conditions: Occurs on port-channel interfaces running IPv6 multi-hop BFD over BGP sessions
after you perform an SSO.

Workaround: There is no workaround.

CSCua35446

Symptoms: gig 0/5/0 interface displayed in PRIME software.

Conditions: System being up.

Workaround: No workaround.

CSCua37816

Symptoms: "DHCP_SNOOP: Failed sending packet out of BD" errors on standby.
Conditions: DHCP snooping enabled with asr903 as relay with HA system.
Workaround: No workaround. Wont be seen on standalone system.

CSCua46443

Symptoms: Y1731 frames were received and forwarded by STP blocked port and hence database is
corrupted.

Conditions: When 2 or more interfaces are there b/n the devices and only one is forwarding and
remaining blocked by STP.

Workaround: None.
CSCua49623
Symptoms: CEM interface becomes inaccessible

Conditions: When same channel-group number and cem-group number is used for overlapping
timeslots this issue is hit
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Workaround: Use different timeslots, or make sure channel-group and cem-group numbers are
different under the same controller

CSCua57325
Symptom: The router displays an OIR SPA error.
Conditions: Occurs under the following conditions:
— The router is running offloaded CFM sessions over an xconnect (pseudowire) interface.
— The router is using a redundant hardware (dual RSP) configuration.
— The remote router is using a non-redundant (single RSP) hardware configuration.
- You reload the router.
- Workaround: There is no workaround.
CSCua61934

Symptoms: When policy-map with priority in class-default is attached to interface its not getting
rejected.

Conditions: Configure policy-map having priority in class-default. Attach the policy to interface
it’s not getting rejected.

- Workaround: None known at this time
CSCua77688
Symptom: The router experiences remote CFM MEP flapping.

Conditions: Occurs when the router is connected via a CFM xconnect and the link is running a high
traffic rate.

Workaround: Reduce the rate of traffic.
CSCua90879
Symptom: QoS policies with a police statement on the class-default class do not take effect.

Conditions: Occurs when you apply a police statement to the class-default class within a QoS policy
on an ingress EVC interface.

Workaround: Apply the police statement to a static class, such as class cos0.
CSCub18160
Symptom: The router drops traffic on a link twice and displays a remote fault error message.

Conditions: Occurs when you issue an interface module reset (OIR) while the 10.000M XFP
(DWDM Edge performance) or XFP10GER-192IR-L XFPs are plugged into the ten Gigabit
Ethernet interface module and active.

Reloading the router also takes significantly longer when using these XFPs.
Workaround: There is no workaround.
CSCub26877

Symptoms: When Bridge-domain of the efp is changed and the new bridge-domain is not accepted,
the old bridge-domain gets rejected.

Conditions: EVC -BD configuration change.

Workaround: None

CSCub33576

Symptoms: All IMA interfaces does not come up until OIR of IM.
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Conditions: When IMA are configured.

Workaround: OIR.

CSCub33664

Symptoms: High Delay values seen when using DMM Sesssion on ASR903 post SSO.
Conditions: Delay values will be higher only after SSO on ASR903.

Workaround: Remove and reconfigure DMM sessions again post SSO on AR903.
CSCub38619

Symptoms: System crashes when COS value for vlan under an EFP is modified.

Conditions: This happens only when a prior operator attempt to modify the COS value failed. This
failure can be due to incompatible efp match conditions on the egress efp.

Workaround: None
CSCub41772
Symptom: Router console is flooded with CPUHOG and EVENTLIB messages.

Conditions: The issue occurs rarely when you issue multiple interface module reset (OIRs), RSP
switchovers (SSO), or reloads while using a configuration with a high number of T1 serial links on
the OC-3 interface module.

Workaround: There is no workaround; however, the messages to not affect router functionality.
CSCub48129

Symptoms: CFM CCM’s were being sent out on egress interface with cfm disabled.
Conditions: Configure UP mep on EVC BD.DIsable cfm on the egress interface.

Workaround: There is no workaround.

CSCub49985

Symptoms: MPLS pseudowire ping from the peer to the Cisco ASR 903 fails if the peer is using
TTL-based ping.

Conditions: This symptom occurs when the peer is using TTL-based ping.
Workaround: There is no workaround.
CSCub50110

Symptoms: Tx timer table not programmed after shut/no shut for hardware offload BFD. It is not
consistently seen.

Conditions: The issue is seen while we do shut/no shut on BDI/Physical interface which has BFD
configured.

Workaround: None.
CSCub50487

Symptoms: The router accepts a rewrite push statement on an EFP configured with QinQ
encapsulation.

Conditions: Occurs when you configure an xconnect EFP with QinQ encapsulation and a rewrite
push statement.

Workaround: There is no workaround.
CSCub52571

Symptoms: Traceback seen on console. This traceback doesn’t impact any functionality
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Conditions: Traceback seen when BFD is enabled and flapped the interface where IPv6
BGP/OSPFv3/BFD is already UP.

Workaround: No Workaround. This ddts fixes the traceback occurrence.
e (CSCub52657
Symptoms: CPP object download failure messages are seen while creating BDI interface.

Conditions: The problem is seen when the user tries to configure the BDI interfaces exceeding the
platform limit. On asr903 RSP1A and RSP1B the maximum BDI interface limit is 256 and 1024
respectively. When user tries to exceed this limit the error message is seen as download failure on
the console, this is not a bug.

Workaround: Not to exceed the BDI interface limit set for the platform
e CSCub55760
Symptom: The router displays a Delay Measurement Message (DMM) delay value of 0.
Conditions: Occurs under the following conditions:
— You configure an EVC down MEP on a port-channel interface.
— You dynamically add a member link to a port-channel interface.
Workaround: Configure PTP synchronization before scheduling DMM.
e CSCub59776
Symptoms: Router seems hang post removal of startup-config and reload
Conditions: Router has no startup config present.
Workaround: The following dialogue was missing to appear on the console.
--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: % Please answer "yes’ or 'no’.
Just type no, and start the configuration dialogue later.
¢ CSCub60668
Symptom: The router is unable to establish an OSPF session.
Conditions: Occurs when you enable an OSPF session over an MPLS TP tunnel.
Workaround: There is no workaround.
e CSCub63072
Symptom: MPLS convergence can be slower than expected.

Conditions: Occurs when the router switches to a backup MPLS path in the event of a network
failure.

Workaround: You can configure the following redundancy features to protect against network
failures:

— [IPv4 Loop Free Alternate Fast Reroute (LFA FRR)
— Border Gateway Protocol (BGP) Prefix-Independent Convergence (PIC)
— MPLS Traffic Engineering (TE)--Fast Reroute (FRR) Link and Node Protection
e (CSCub63954
Symptoms: Speed configurations are rejected. Error message appears on active

Conditions: HA - Box. Speed configurations are rejected
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Workaround: No Workaround.
CSCub71578
Symptoms: The router displays traceback and failure messages on the standby RSP.

Conditions: Occurs after you issue an OIR on the T1/E1 interface module from the active RSP. The
issue occurs in a redundant system.

Workaround: There is no workaround.
CSCub74338
Symptoms: The router crashes.

Conditions: Occurs when you attach an ingress QoS policy-map to an EVC with a rewrite push
configuration.

Workaround: There is no workaround.
CSCub76908

Symptoms: If Y1731(DMM or SLM) sessions are configured for UP MEP, where the core facing
and access interfaces have different encaps, then Y1731 sessions will not come up

Conditions: The condition will be same if the encaps are same and if rewrite ingress pop is
configured

Workaround: None
CSCub80685

Symptoms: On BDI Shut, if routing traffic continues, it will be punted to the CPU which will flood
out the CPU resulting in control plane loss

Conditions: Ping failure and BFD/OSPF flaps on BDI shut while ipv4/v6 traffic is running while
BDI is shut.

Similar conditions occur on no EFP/BDI configured or no ip address configured.
Workaround: Stop routing traffic into shut BDI port.

CSCub84828

Symptoms: losd crash on standby when booting up

Conditions: Boot up of standby

Workaround: RSP has to be booted again.

CSCub85398

Symptoms: On customer’s setup the following error message is seen. Dec 2 15:41:40.970 JST:
%NILE_ASIC-2-TCAM_PARITY_ARRAY_ERR: TCAM4 Parity Array Error at Asic: 1 TCAM
Index: 0x306D Application: UCASTV4 Region UCAST_32.

Conditions: No specific condition. There are no any operation or network events at that time.
Workaround: On reloading the box the message is disappeared.
CSCub88805

Symptoms: When alarms are seen it displays as ASR1000 instead of ASR903, no functionality
impact, only display issue.

Conditions: On seeing alarms.
Workaround: None.

CSCub88822
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Symptoms: NULL_DATA_STRUCTURE traceback is seen on ASR903 console.

Conditions: Issue is seen when OC3IM is present on the box and IM OIR is done on this OC3IM.
Usually seen when no configs are present on IM. Quite inconsistent, not always seen.

Workaround: None. The traceback does not affect any functionality.
CSCuc00853

Symptoms: ARP requests are not flooded on bridge-domains
Conditions: Dynamic ARP inspection configured on bridge-domains
Workaround: None

CSCuc07697

Symptoms: BIT-4-OUTOFRANGE: tracebacks flooded on the console.

Conditions: Configure CFMoTEFP and vlan load-balancing for the BDs part of REP segment.
Tracebacks are seen only when there is an untagged efp on the interface and there is an AIS
condition.

Workaround: Do not have BD with untagged EFP on the box.
CSCuc07747

Symptoms: On entering "show debugging" command on ios prompt, the following extraneous
messages are seen,

% Invalid input detected at *A’ marker.
Conditions: Seen in all conditions.

Workaround: No workaround. Though this doesn’t have any functionality impact. Only issue is the
extra prints.

CSCuc07759

Symptoms: ARP responses are dropped

Conditions: Dynamic arp inspection is configured on the router
Workaround: None

CSCuc08098

Symptoms: Trap config for AAA-SERVER mib is missing.

Conditions: When a asr903 device is loaded with metroaggrservices license.
Workaround: None.

CSCucl12681

Symptoms: Intermittent packet drops when doing MPLS ping

Conditions: MPLS ping Rate has to exceed 1Mbps. sweep ping with high range High number of
frames with huge pkt size

This is not applicable to IP icmp ping. Only applicable for MPLS ping.
Workaround: Try a lower number of frames.
CSCuc21610

Symptoms: The console displays a message indicating that offloading is not supported for BFD
echo mode.

Conditions: Occurs when you configure a BFD session in echo mode.

Workaround: There is no workaround; however, the issue has no functionality impact.
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CSCuc25058

Symptoms: Forced QL value on BITS port gets overwritten when a new primary clock source with
different QL value is selected.

Conditions:

Network clocking should be enabled in QL mode and with BITS port configured to output system
clock with forced QL value.

Workaround: Reconfigured the forced Tx QL value on the BITS port after the system switches to
clock source with different QL value than the current selected.

Further Problem Description: When the system selects a new primary clock source, it propagates
the QL value of that primary clock source on all the timing ports, so that all timing ports reflect the
system QL value. When this update is send the forced TX QL value configured on each port gets
overwritten by the system QL Value.

CSCuc34088

Symptom: The router passes lower traffic levels when you add links to an IMA bundle and perform
IM OIR/router reload.

Conditions: Occurs when you send traffic above the E1 line rate on one link within an IMA bundle
and reset (OIR) the interface module.

Workaround: Remove and re-apply the IMA interface configuration.
CSCuc35618

Symptoms: REP session flaps post SSO and traffic is dropped until the session re-converges after
the SSO.

Conditions: Upon SSO.

Workaround: None

CSCuc36241

Symptoms: The router is unable to select a given PTP clock as a network clock source.

Conditions: Occurs when you configure PTP as an input network clock source while the slave clock
is still in a holdover state. In the holdover state, the slave clock has not yet attempted to establish a
frequency lock with a master clock.

Workaround: Wait for the PTP slave clock to lock to the master clock before configuring PTP as a
network clock input source.

CSCuc36381
Symptoms: CLI show satellite env and show satellite alarm not displaying any output.

Conditions: Show satellite env and show satellite alarm CLI is not supported in satellite mode in
4.3.0

Workaround: Can check the status in ASR9k.

CSCuc41871

Symptoms: ATM interfaces stay down during normal operations

Conditions: 1. Post router reload 2. When peer interface cable is pulled out & put back
Workaround: Interface reset (shut/no shut)

CSCuc42002

Symptoms: The router crashes when configuring the ATM interface, displaying a segmentation
fault error.
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Conditions: This symptom is observed when you move an OC-3 interface module with an ATM
configuration to a different bay and configure an ATM interface on the new bay.

Workaround: There is no workaround.

CSCuc42117

Symptoms: The router does not include 0xff03 flag leading bits within ppp fragment messages.
Conditions: Occurs when the router has not negotiated ACFC.

Workaround: There is no workaround. Most remote devices should ignore this behavior by design,
but some devices may display unexpected behavior, such as for [IPCP PROTREJ messages.

CSCuc43719
Symptoms: ASR903 with dual RSP may crash.

Conditions: No specific trigger, but any configuration related to NBAR can make the box hit this
issue.

Workaround: Do not have any NBAR configurations on the box as these are not supported on
ASR903.

CSCuc57130

Symptom: The router does not apply OC-3 interface module (IM) configurations.
Conditions: Occurs after an RSP switchover.

Workaround: There is no workaround.

CSCuc59386

Symptoms: Continuous iomd crash on oc3im. Interfaces on oc3im not configurable, error message
seen :- stand-by dosen’t support this command

Conditions: Seen on a HA ASR903 setup with oc3im. Seen when a iomd crash happens on active
rsp and then standby iomd session handle is not cleared.

Workaround: Reload the stand-by rsp.
CSCuc60148

Symptoms: System is not shutting down upon temperature sensor reaching ’SHUTDOWN’
threshold region.

Conditions: Temperature sensors reached shutdown threshold region

Workaround: IOS config command has to be explicitly configured to enable this system shutdown
behavior. *facility-alarm critical exceed-action shutdown’

CSCuc62784
Symptoms: Traces @ niles_if_count_initialize some times
Conditions: On performing Reload, Standby Reload, SSO

Workaround: No workaround. And these traces are displayed on the console and does not have any
functionality impact to the system.

CSCuc64509

Symptom: ASR903 as PTP master transmits clock class corresponding to holdover state on fresh
bootup.

Conditions: ASR903 is not connected to any external frequency and Phase source and is using
freerun internal clock to provide synchronization.

Workaround: ASR903 PTP master should be locked to external frequency and phase source.
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Further Problem Description: ASR903 when locked to internal free-running clock, then ASR903
PTP master function transmits clockclass value 14 which corresponds to holdover state instead of
58 which corresponds to free-running clock.

CSCuc64899

Symptom: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: Occurs on interfaces with an xconnect statement after a reload on a peer device.
Workaround: Remove and re-apply the CFM configuration.

CSCuc66393

Symptom: The router loses OC-3 interface configurations after an ISSU upgrade.
Conditions: Occurs on OC-3 serial and POS interfaces after an ISSU software upgrade.
Workaround: There is no workaround.

CSCuc66895

Symptom: Layer 2 traffic loop seen in REP topology for a transient time, when the Cisco ASR 903
which is a part of the REP ring is reloaded.

Conditions: This symptom is observed when the Cisco ASR 903 is part of an REP ring, and the box
is reloaded with saved REP configurations.

Workaround: Traffic loop is transient, once REP convergence looping is stopped.
CSCuc68246
Symptom: The standby IOMD crashes on booting up the standby RSP.

Conditions: This symptom occurs when booting up the standby RSP with a configuration that is
already present.

Workaround: Boot up the standby without any configurations and start configuration once the
standby has reached STANDBY_HOT state.

CSCuc68462
Symptom: The router drops PTP traffic.

Conditions: The issue occurs occasionally when you configure PTP slave clock to receive
VLAN-tagged traffic.

Workaround: There is no workaround.
CSCuc70509
Symptom: Packet rate counters i.e. packets per second is not cleared to 0 when interface goes down.

Conditions: Applies to all TDM interfaces like serial , mlppp , POS , etc. Issue seen on controller
shut etc, not seen on interface shut.

Workaround: None. Should be fixed now.
CSCuc71410
Symptoms: Config sync failure but it doesn’t have much of an impact on the service

Conditions: We have a mac limit configured with action as limit and when the configured limit is
exceeded, the standby comes up after the limit is hit

Workaround: none
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CSCuc71723

Symptom: The router erroneously accepts a service-policy configuration on a CEM interface and
displays it within the running configuration.

Conditions: Occurs when you configure a service-policy on a CEM interface.
Workaround: There is no workaround.

CSCuc74205

Symptoms: Tracebacks displayed continuously on performing IM OIR

Conditions: Have CEM, ATM, IMA configured on a TDM IM. Now, on performing IM OIR, notice
this traceback continuously on active RSP. This is noticed on performing OIR operation every 2 out
of 5 times.

Workaround: No workaround

CSCuc81334

Symptom: The router selects a clock source attached to standby RSP.
Conditions: Occurs after a stateful switchover (SSO).
Workaround: Remove and restore the clock source configuration.
CSCuc81416

Symptoms: Traces may be seen on active with SNMP configuration
Conditions: Seen when Hard pull of Standby is done

Workaround: Do soft reset/ sso switchover

CSCuc83088

Symptom: The router drops traffic during stateful switchover (SSO).

Conditions: Occurs when the router is running HSRP or VRRP; the issue only occurs when the
destination MAC address is a virtual MAC (vMAC) address.

Workaround: Change the traffic priority and detour traffic prior to the SSO.

CSCuc87791

Symptom: The router selects a network clock source before the wait-to-restore timer has expired.
Conditions: Occurs under the following conditions:

— A clock source fails, triggering the wait-to-restore timer (which specifies how long the before
including a restored clock source in the clock selection process.

— The clock source becomes active and fails a second time before the wait-to-restore time has
passed.

Workaround: There is no workaround; in some cases you can clear the issue by removing and
restoring the clock source configuration.

CSCuc91582

Symptom: Adding EFP to Bridge-Domain fails and errors are seen when reloading with Cisco I0S
XE Release 3.7.1a.

Conditions: This symptom is observed when reloading the Cisco ASR 903 with Cisco IOS XE
Release 3.7.1a, when EFP and PW are in the same Bridge-Domain.

Workaround: Post reload, remove the EFP configurations, and configure PW first and then EFP.
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e (CSCuc92953
Symptom: The RSP crashes.
Conditions: Occurs under the following conditions:

— You configure Protocol-Independent Multicast-Sparse Mode (PIM-SM) with a static
rendezvous point (RP).

— You create an EVC port channel on the access side with one member link

— You create bridge domain interfaces (BDIs) with 1:1 mapping between EVCs and
bridge-domains.

— You use the BDIs to send IGMP v2 static join messages to a single multicast group
— On the remote device, you create 150 EFPs and map them to the BDIs.
- You initiate multicast traffic.
— You set the EFPs to the default configuration and add them to the existing port-channel
The router crashes.
Workaround: There is no workaround.
e (CSCuc93985

Symptom: The router initiates an Automatic Protection Switching (APS) switchover during a high
availability (HA) stateful switchover (SSO).

Conditions: Occurs during an HA SSO with single router APS (SR-APS).
Workaround: There is no workaround.
e (CSCuc95716
Symptom: FPGA software for the OC-3 interface module is not bundled with the XE 3.8 image.
Conditions: Occurs when upgrading FPGA on the OC-3 interface module.
Workaround: Manually upgrade the OC-3 FPGA.
e (CSCud01855

Symptoms: APS switchover may occasionally lead to inconsistent/incorrect APS states with CEM
config.

Conditions: Seen when APS is configured with CEM/ATM on IM-40S on ASR903. Caused due to
notifications not being correctly sent to CEM subsystem.

Workaround: No workaround.
e (CSCud01908

Symptom: Debug commands show pending objects on the Forwarding Manager (FMAN) on the
forwarding processor (FP), indicating a failure to download configurations from the Route Switch
Processor (RSP) to the data plane (DP).

Conditions: Occurs when you apply a QoS shaping configuration at a high scale.
Workaround: Delete the QoS policies and remove the QoS configuration from the interface.
e (CSCud04407

Symptom: The router displays the following console error message: Exrror - packet with
unsupported linktype 3

Conditions: Occurs when the router is passing traffic over the OC-3 interface module.

Workaround: There is no workaround.
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CSCud07085

Symptom: The serial interface on the OC-3 interface module remains in a down state.
Conditions: Occurs when you migrate from T1 mode to E1 mode using the OC-3 interface module.
Workaround: Issue an interface module reset (OIR) on the OC-3 interface module.

CSCud07236

Symptoms: Upon reload few harmless messages will seen.

Conditions: Upon reload few harmless messages will seen.

Workaround: No impact on device.

CSCud07642

Symptom: The ASR 903 is unable to pass traffic to the ASR 9000.

Conditions: Occurs with a clear-channel ATM over MPLS configuration using AALO
encapsulation.

Workaround: Enable MPLS control-word on the ASR 9000.
CSCud09813
Symptoms: Timestamping not happening in CFM over xconnect down mep/PC

Conditions: When we configured cfm over xconnect down mep/PC from Asr903-Me3600
timestamping not happening in ASR903.

Workaround: No workaround.
CSCud22601
Symptom: MPLS-TP tunnels remain down after the standby RSP boots.

Conditions: Occurs when you boot the standby RSP after applying an MPLS-TP configuration and
performing an SSO. The issue occurs rarely.

Workaround: Issue a shutdown/no shutdown on the MPLS-TP tunnel. A nonintrusive workaround
is to cause a flap on the protect label switched path (LSP) by reconfiguring the path or physically
shutting down and restoring the interface.

CSCud23647

Symptom: BDI adjacency fails on the standby RSP.

Conditions: The issue can occur during an interface module (IM) reset or router reload.
Workaround: There is no workaround.

CSCud25764

Symptoms: 903 part id to be populated in the discovery messages.

Conditions: Currently it is being displayed as "cisco, asr903" against Vendor in host by executing
this CLI "show nv satellite protocol discovery interface Bundle-Ether1000". This must be displayed
as cisco, ASR-903. This is mainly used by ASRIK ACT tool for rendering 903 graphic on Act tool.

Workaround: No workaround.

CSCud26812

Symptom: The router CLI does not display some SFP PIDs

Conditions: Occurs when you install one of the following SFPs in the router:
— ONS-SI-155-L2
- ONS-SI-155-L1
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— ONS-SI-155-11
Workaround: There is no workaround.
CSCud27333
Symptom: The router crashes continuously.

Conditions: Occurs when you issue an interface module reset (OIR) while the standby RSP is
booting.

Workaround: Do not issue an interface module reset (OIR) while the standby RSP is booting.
CSCud28982
Symptom: The router does not process egress CoS marking on an Ethernet service instance.

Conditions: Occurs when you configure QoS on an Ethernet service instance that is a member of a
bridge-domain and uses dotlq encapsulation.

Workaround: There is no workaround.
CSCud29479
Symptom: The router stops applying QoS configurations.
Conditions: Occurs under the following conditions:
— An Ethernet interface is configured with a single service instance
- A QoS policy is attached to the service instance
— The QoS policy contains a single class containing a match efp statement.
— You reset the interface to the default configuration.
Workaround: There is no workaround.
CSCud30806
Symptoms: Policy with class map match-all with prec 1 and prec 2 is accepted for WRED.

Conditions: match-all should not accept 2 prec values class-map match-all precl_2 match
precedence 1 match precedence 2

Workaround: N/A

CSCud33298

Symptom: The router crashes.

Conditions: Occurs when the peer device shuts down.

Workaround: There is no workaround.

CSCud33906

Symptom: Equal Cost Multipath (ECMP) loopback does not function properly.
Conditions: Occurs when a port-channel link dynamically assigned as an ECMP path.
Workaround: There is no workaround.

CSCud34346

Symptom: Nile manager crashes with the ECMP path when IPv4 scale is exceeded.
Conditions: This symptom occurs when scale is exceeded with the ECMP path.
Workaround: Do not allow the user to exceed the supported IPv4 route scale with ECMP.
CSCud34600
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Symptom: Receive a event hog msg when advertise 21k to 25 k routes into MBGP and export from
a PE to other PE.

Conditions: When the redistributing routes from range of 21k to 25k customer routes from ospf into
MBGP and export from a PE to other PE.

Workaround: No workaround as of now.
CSCud35689

Symptoms: Queue-limit configuration at parent level of a policy or in a Vlan class/ port level is
accepted. It should be rejected

Conditions: When configuring queue limit on policy at parent level or in vlan class/ port level.
Workaround: None

CSCud36014

Symptoms: Multiple entries are seen in configs

Conditions: while configuring licence in bootlevel

Workaround: -none-

CSCud37927

Symptoms: The router does not learn remote Connectivity Fault Management (CFM) Maintenance
Endpoint (MEPs).

Conditions: If we have REP or STP on core with one port as ALT or BLK state.
Workaround: None.
CSCud38038
Symptom: The router records incorrect delay measurements after a reload.
Conditions: Occurs under the following conditions:
— You configure Delay Measurement Message (DMM) on a port-channel interface.
— The port-channel member links are on different interface modules (IMs).
- You reload the router.
Workaround: You can use the following workarounds:

— Remove the ethernet cfm global command and re-apply it after the port-channel member links
recover.

— Configure PTP clock synchronization.
CSCud38115
Symptom: OSPF connections flap and drop traffic for approximately 20 seconds
Conditions: Occurs during stateful switchover (SSO).
Workaround: There is no workaround.
CSCud38433

Symptom: The router is unable to establish MPLS neighborship or ping the destination loopback
interface.

Conditions: Occurs when you configure two Equal Cost Multipath (ECMP) paths on a bridge
domain interface (BDI) using static routes.

Workaround: The following workarounds exist:

— Use Interior Gateway Protocol (IGP) instead of static IP routes.
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— Shut down one of the ECMP paths.
CSCud38589
Symptoms: DMM Session Stops Working

Conditions: DMM configured on BD UP MEP, with redundant links on the Core side, which are in
STP Fwding / Blocked state, Issue seen when the STP Fwd Port is shut.

Workaround: restart the IP SLA session or unshut the port and bring it FWD state
CSCud38880
Symptoms: IPv6 traffic drop post SSO with MetrolP services license.

Conditions: 1. Start bidirectional IPv6 traffic on ASR903 with dual RSP and MetrolP services
license, 3.7.1a. Put at least 3-4 streams each running at 10Mbps 2. Force switchover " redundancy
force switchover" 3. IPv6 traffic will drop for 4-5 seconds. If you see drops in few milliseconds, then
try adding more traffic. Issue is consistently recreatable.

Workaround: Upgrade the license to MetroAgg, add v6 static neighbor on the port facing test set
and force switchover, now there will be no ipv6 traffic loss.

CSCud41217
Symptoms: Multicast traffic dropped on 903.

Conditions: The following 12 configuration are there. There are 3 satellites connected in the setup,
only 903 satellite interfaces are showed here.All interfaces are in the same bridge domain. When
sent the mcast traffic from 2/4, it is expected that all the satellite interface would received the traffic.
But the two 903 satellite interfaces didn’t receive the traffic, the other interfaces from other satellite
were fine.

2/4 —eeeee- gi0/3/0/11 PE1 gi400/0/2/1 -------- 3/2 gi400/0/3/1 -------- 7/4 ..... (901, 9000v satellite
interfaces are omitted)

2/4 sent (225.1.1.1, 192.10.1.1) at the rate of 2000 pps.

Workaround: No workaround.

CSCud44768

Symptom: Multilink bundles and member links flap when passing traffic.
Conditions: Occurs under the following conditions:

- You configure more than 210 MLPPP bundles with one member link per bundle or 16 bundles
with 16 member links each.

— The line is operating at a 64 or 128 byte line rate
Workaround: There is no workaround.
CSCud48356
Symptoms: Nile Manager crash seen while configuring service instance
Conditions: After applying mpls tp config on back to back consoles
Workaround: There is no workaround.
CSCud50944
Symptom: The router drops traffic on an MLPPP bundle.

Conditions: Occurs following a reload while the router is passing traffic close to the line rate. The
issue occurs less frequently with lower traffic rates.

Workaround: Issue a shutdown/no shutdown on multilink interface.
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CSCud55377

Symptom: The router crashes.

Conditions: Occurs when you configure offloaded CFM for xconnect sessions at a high scale.
Workaround: There is no workaround.

CSCud55695

Symptom: When you apply an QoS policy with a port level class-default configuration containing
a shaper value to a serial interface. the router applies the shaper value to the channel-level PIR for
all serial interfaces on the IM.

Conditions: Occurs when you apply QoS policy with a port level class-default configuration
containing a shaper value to a serial interface.

Workaround: Add a dummy class-default level at the top of the policy and apply the shaper as a
child policy of this class.

CSCud55799
Symptoms: Multiple priority commands get accepted per policy
Conditions:

Have a policy-map with priority configured in one of its classes. add another class with policer first
and then with priority. this policy must be rejected.

Workaround: none
CSCud56262
Symptom: The router stops passing traffic on virtual circuits.

Conditions: Occurs an MPLS-TE/FRR configuration with L2ZVPN after you issue a stateful
switchover (SSO).

Workaround: Reload the router.

CSCud56364

Symptoms: Convergence time for POS links for rsp SSO is about 4-7 seconds.

Conditions: All 4 POS links must be created on OC3IM. Issue not seen on port 0 of OC3IM.
Workaround: None. Expected to be fixed.

CSCud60410

Symptom: The router drops EFP traffic.

Conditions: Occurs when you add a new EFP to an existing bridge domain interface (BDI) while
running L3 multicast.

Workaround: Issue a shutdown/no shutdown on the Ethernet interface and issue the clear ip
mroute command.

CSCud64034
Symptoms: Interfaces not coming up

Conditions: 1) Configure t1 interfaces 2) Verify ping & they are coming up 3) Perform SSO 4)
Verify Ping again & traffic 5) Unconfigure t1 interfaces .6) Reload the standby 7) Configure t1
interfaces 8) T1 interfaces are not coming up

Workaround: IM OIR on box
CSCud64129
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Symptoms: Control-plane policing is not working on ASR903; despite CLI showing the options to
doit: ASR903(config)#control-plane ASR903(config-cp)#service-policy ? input Assign policy-map
to the input of an interface output Assign policy-map to the output of an interface

Conditions: Using traditional CoPP CLI to restrict CPU punted traffic
Workaround: This is a not a supported feature on ASR903.

Further Problem Description: ASR903 has an implicit policer to protect different kinds of traffic
destined to RP’s CPU. By default, they are policed up to 1Mbps. This is tunable as well. For more
details:
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_plcshp/configuration/xe-3s/qos-plcshp-punt-po
lice-monitor.html This software defect is a means to get the unsupported CLI removed from the
I0S-XE.

CSCud64347
Symptom: The router creates a data loop when using a REP VLAN load balancing configuration.

Conditions: Occurs with a REP VLAN load balancing configuration when a bridge-domain is
bound to a VPLS VC.

Workaround: None; remove the VLAN load balancing configuration.
CSCud64436
Symptom: The router does not send the full line rate on POS interfaces.

Conditions: Occurs when you send traffic over a POS interface on the OC-3 interface module with
a QoS configuration.

Workaround: There is no workaround.
CSCud64923
Symptom: OSPF connections flap.

Conditions: Occurs when you configure OSPF between an EVC bridge domain interface (BDI) and
a trunk EFP bridge domain interface (BDI) using a port-channel trunk.

Workaround: There is no workaround.

CSCud65779

Symptom: The router does not update the Rx value for C2, J1, and S1S0 bytes.

Conditions: Occurs when you configure overhead bytes on OC-3 connections.
Workaround: There is no workaround.

CSCud71286

Symptoms: Config Sync Failures seen with respect interface.

Conditions: when AutoNeg is disabled on the interface and configured with speed 100/1000
Workaround: There is no Functionality impact.No Workaround.

CSCud71546

Symptom: The ten Gigabit Ethernet interface drops traffic for 7 seconds following a stateful
switchover (SSO).

Conditions: Occurs when the configuration contains static routes to the destination.

Workaround: There is no workaround.
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CSCud74804

Symptoms: Building of rudy_satellite_super image failed. Conditions: While building
rudy_satellite_super image, not able to find some subsystem and build failed. Workaround: No
Workaround.

CSCud76209
Symptom: The OC-3 interface module goes into an out of service state.

Conditions: Occurs when you repeatedly perform an interface module reset (OIR) on the OC-3
interface module.

Workaround: There is no workaround.
CSCud76679

Symptom: The router displays a serial interface in the mroute table but does not forward traffic over
the assigned interface.

Conditions: Occurs when you enable multicast traffic on the OC-3 interface module.
Workaround: There is no workaround.

CSCud76770

Symptoms: Convergence time for FRR link/node protection is more than 2 seconds.
Conditions: NNHOP backup tunnels configured in a ring topology.

Workaround: No workaround.

CSCud78168

Symptoms: Higher convergence (>5 seconds) is observed for 3107 label imposition prefixes.
Conditions: With 3107 label imposition configured.

Workaround: No workaround

CSCud83069

Symptom: End-to-end traffic does not flow for ATM PVP Mode.

Conditions: Occurs when you enable ATM PVP Mode.

Workaround: There is no workaround.

CSCud83698

Symptom: Links on the Gigabit Ethernet interface do not become active.

Conditions: Occurs on the Gigabit Ethernet interface when the local interface is configured for
autonegotiation and the remote interface is configured for a speed of 10 Mbps or 100 Mbps.

Workaround: Toggle the auto-negotiation configuration on the Gigabit Ethernet interface.
CSCud89451
Symptom: The router crashes with an error message showing nmpls_label_populate_flow_data.

Conditions: Occurs when you reset a core interface while the ASR 903 is acting as a PE router and
running a configuration with L2ZVPN and L3VPN.

Workaround: There is no workaround.

CSCud90362

Symptoms: PTP master (OC/BC) on ASR903, the SYNC packets might go out quite irregularly.
Conditions: This is seen with ASR903 is configured as PTP master.
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Workaround: There is no workaround.

Further Description: This depends a lot on the slave and its tolerance levels with respect to SYNC
packets reception and processing. With most of the vendors and Test tools it works today except few.

CSCud90890

Symptoms: Routing over Trunk EFP over Port-channel doesn’t work on member ports associated
with Asic #1

Conditions: If a Trunk EFP on Port-channel has members on asic#1, routing traffic won’t egress on
those ports

Workaround: None

CSCud92915

Symptoms: Enable BFD support for IPFRR in 3.8.1
Conditions: BFD with IPFRR

Workaround: There is no workaround.
CSCud95359

Symptom: The show policy map command displays an incorrect number of total dropped packets
(total drops).

Conditions: Occurs when you issue the show policy-map command to display dropped packets on
an interface.

Workaround: There is no workaround.

CSCud96604

Symptoms: On system reset/reload, all traffic on certain EFPs will not egress
Conditions: Complete traffic stoppage on certain EFPs

Workaround: Delete and reconfigure EFPs

CSCud96962

Symptoms: After shut/noshut the mem link interface getting tracebacks - IM Flapping

Conditions: Configured cfm trunk efp pc -256 session -3.3ms interval after that shut/no shut the
traffic sending interface will hit this issue

Workaround: Configure very less session 50-100 cfm session
CSCud98985

Symptoms: on executing show tech-support, invalid command errors were detected for a few
commands

Conditions: on executing show tech-support, invalid command errors were detected for a few
commands

Workaround: There is no workaround.
CSCud99183

Symptoms: Ctrl protocols stay down, pings fail on booting with scaled ACE/ACL, (ACL
configurations are failing)

Conditions: it occurs only on reload time
Workaround: There is no workaround.

CSCue00049
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Symptoms: classification not works properly with non-matching traffic when IP acl is used.

Conditions: This occurs only if we have classes based on acl match. only acl class will classify
properly and other classes based on dscp or class-default wont work

Workaround: No known workaround

CSCue00332

Symptom: BFD connections flap, bringing down IGP.

Conditions: Occurs when you enable BFD on an interface that is flapping.

Workaround: There is no workaround.

CSCue01419

Symptoms: EIGRP neighborship is lost on OC3IM / OC12 IM interfaces configured on port 0.

Conditions: Seen only for interfaces which are configured on port 0 of OC3IM or OC12 IM. Not
seen on ports 1,2 or 3.

Workaround: Perform a shut/no shut on interfaces configured on port 0. Alternatively remove
EIGRP and configure again.

CSCue01919

Symptoms: Enhancement to L2 protocol tunnelling feature to forward/drop more protocols and
reserved mac addresses that are under IEEE wellknown mac address range (0180C2000002-0F) as
a part of CE2.0 certification.

Conditions: This the L2 protocol tunnelling enhancement for CE2.0 certification.
Workaround: There is no workaround.

CSCue03418

Symptoms: The router displays OSPF protocol flaps causing a 20-30 second traffic loss.

Conditions: The issue occurs very intermittently on a HA system with a 6 second dead-interval
value when you issue the redundancy force-switchover command;

Workaround: Increase the dead-interval value.
CSCue05962
Symptoms: Cos/Vlan Classification doesn’t work on port channel member links

Conditions: Apply a Cos based Qos policy on port-channel member links. All the packets will start
flowing through class default instead of getting classified on the interface. Look at the attached
console logs for configs details.

Workaround: None
CSCue07849

Symptoms: Link failure in L3VPN core takes a long time (in 10s of seconds) to converge even with
BGP PIC enabled.

Conditions: BGP PIC core and PIC edge is configured and there are more than one ECMP core
paths to reach backup BGP peer.

Workaround: Configure only one core path to reach both primary and repair BGP Peers in a BGP
PIC Core + Edge configuration. If these are more than one equal cost physical paths to reach BGP
peers, then adjust the configuration by increasing the distance for all paths except one.
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Post fix caveat: With the fix for this issue, there are following limitations on the scale of prefixes:
1. Global labeled BGP prefix scale: 3200 2. VPN (with or without labeled-BGP nexthop) prefix
scale: 4000 3. Combination of Global labeled BGP and VPN prefix: less than 3200 depending on
number of VPN and number of labeled BGP prefixes.

CSCuel 1444
Symptoms: Split horizon configurations doesn’t work on nile 1 with L2 multicast packets

Conditions: EFPs with split-horizon configured on nile 1 doesn’t honor SH conditions (remain just
using deja vu)

Workaround: shut/no shut. Configure EFP first before moving into split-horizon group.
CSCuel6617

Symptoms: QoS classification not working in core

Conditions: When Output policy applied to interface having the BDI as core interface.
Workaround: Enable "mpls ldp explicit null" on all the Routers.

CSCuel6828

Symptoms: b2b ping is not working - core side trunk efp PC with BDI

Conditions: when we have core side trunk efp pc with BDI and changed the port channel in core
side b2b ping is not working.

Workaround: Don‘t change the PC in core side.
CSCuel7123
Symptoms: ATM/IMA Ping Fails From 2nd Interface Post SSO In xe39 nightly.

Conditions: This is seen when you have multiple ATM interfaces and issue switchover. Traffic
doesn’t flow from 2nd interface after switchover.

Workaround: No workaround

CSCuel8015

Symptoms: No S,G created. Forwarding based on (*,G).

Conditions: Happens with IGP change leading to RPF change of the (*,G).
Workaround: Clearing th (*,G) and recreating should help fixing the problem.

Further Problem Description: Timing issue and hence chances of landing into the problem
depends on the events getting triggered.

CSCuel9898

Symptoms: (*,G) based forwarding can be seen with IIF change. IGP patch change to the source
might lead to this problem.

Conditions: If the IGP change, the RPF change notification comes. In that case we miss adding the
cpuq to the (*G).

Workaround: Timeout the (*,G) entry and recreating it again either by clear ip mroute or stopping
the joins.

CSCue20022
Symptoms: -Core (S, G) entries will software switch with-out any hardware forwarding

Conditions: -IIF is PIM enabled BDI interface. -Scale EVCs configured under single port -Scale
BDIs as IIFs -Trigger: Flap main interface having EFPs
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Workaround: -Clear Multicast Routes for failing (S, G) -Soft IM OIR for failing IIF interface
having scale EVCs

CSCue24621

Symptoms: when we do shut on one of the efp, traffic gets stop for other evcs also
Conditions: Where there are multiple qinq efps with same outer vlan tag on one interface.
Workaround: None.

CSCue25267

Symptoms: Stand-by rsp reloads on IM OIR on OC3IM on active rsp. Nile manager crash seen but
core file incompletely generated.

Conditions: Seen when active rsp is booted up first, then standby rsp is booted. With serial links
and APS configs on ASR903, perform IM OIR.

Workaround: None.

CSCue25567

Symptoms: quack authentication failure msg seen on console.
Conditions: It is seen randomly.

Workaround: Reload the router.

CSCue26927

Symptoms: Alarms are not forwarded in CEM.

Conditions: Alarms are not forwarded when AC goes down.
Workaround: No Workaround.

CSCue27652

Symptoms: ATM interfaces getting deleted on SSO
Conditions: ATM Interfaces are deleted on standby after IM OIR
Workaround: No Workaround.

CSCue27922

Symptoms: Syslog showing Object download for the prefix and traffic will not flow for the
particular prefix.

Conditions: Issue is seen during multiple interface flap with 4K prefix and rLFA enabled.
Workaround: Reload the router
CSCue30481

Symptoms: The router does not lock to the syncE clock source after reload. It will be in Ql-failed
state.

Conditions: Reload the router with saved syncE configuration.
Workaround: Unconfigure and configure the clock source.
CSCue32753

Symptoms: While performing ISSU, the OC3IM interfaces are lost on ISSU completion. This is
followed with config mismatch errors on router console. When new stand-by reaches standby-hot
state, continuous iomd crash messages are seen at regular intervals.

Conditions: Seen when ISSU is performed from older label images to XE39 image.
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Workaround: None. Unconfigure controller level OC3 configs and configure again. To stop
continuous iomd crash, reload the standby rsp once. If IM went into inserted or out of service state,
then a HARD OIR or process kill might be required.

CSCue34597

Symptoms: CHAP authentication process timed out. PPP interface and multilink bundle doesn’t
come up.

Conditions: When PPP or MLPPP is configured and PPP authentication is enabled.
Workaround: remove CHAP authentication from interface
CSCue34618

Symptoms: Traffic stops flowing with combination of BRR and policer: in different class-maps
under a policy.

Conditions: When the BW remaining ratio is configured in combination of police with cir (total brr
and police cir equal to 1000M):

Workaround: Configuring total of BRR and police cir <1000M works fine: Ex: class A Police cir
100m and class B BRR 90% fails but BRR 89% works fine

CSCue35356

Symptoms: Policy-map attached on the PC interface stops working after service instance is
removed and re-configured.

Conditions: A policy-map is attached to the main interface of the port-channel. The policy stops
working when the service instance from the interface is deleted dynamically and then re-configured.

Workaround: Remove and re-attach the policy-map on the PC interface
CSCue36239

Symptoms: Match EFP policy on PC stops working after one of the policy on the member links is
removed.

Conditions: Attach policy to all the memberlinks on the PC. Then remove it from one of the member
links from which traffic was flowing. The traffic gets redirected but the QoS is no longer working

Workaround: Remove policy from all the member links and then reattach

CSCue43205

Symptoms: The router drops traffic when you set an interface to the default configuration.
Conditions: Occurs when you set an interface with QoS configurations to

the default configuration. The issue occurs most often with the Ten Gigabit

Ethernet interface using a full global configuration.

Workaround: There is no workaround.

CSCue42315

Symptoms: CPU Hogs messages and IOMD Crash seen

Conditions: With OC3 IM on doing shut/no shut of Multilink Bundle when traffic sent with packet
size greater then 1500 byte

Workaround: none

CSCue42341

Symptoms: Backup path will be used to carry traffic instead of Primary path after reopt
Conditions: R-LFA + BFD needs to be configured together

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



Caveats in Cisco 10S XE 3.9S Releases

Workaround: Flap the backup path interface
CSCue43250

Symptoms: IMA config won’t be parsed correctly after router reload when the A903-IM40S is
inserted in Bay4/Bay5 of the ASR903 router

Conditions: when the IMA and ATM interfaces are adjacent. happens only for IM inserted on Bay
4 or above.

Workaround: insert the IM in bay 0 bay 3 if you want the IMA and ATM parsing to work. or
reconfigure the ATM and IMA interfaces, it would work.

CSCue45306

Symptoms: CEM circuits configured over TDM IM go down after SSO.
Conditions: on SSO, CEM circuits configured over TDM IM are down.
Workaround: Router reload.

CSCue45498

Symptoms: CPU goes high when sending traffic with varying source mac addresses for multiple
streams for BD.

Conditions: port-channel is configured as efp for the BD and mac-limit is configured to O for that
BD.

Workaround: N/A
CSCued7317

Symptoms: Builds and ISSU may get impacted due to sync damage in latest throttles with respect
to CCO data.

Conditions: Modification in implementation of TDL structures.
Workaround: Sync with CCO data will be committed shortly.
CSCue52774

Symptoms: observed with A900-IMA40S IM in ASR903 box. only when the port above 0 is used
for clock-source, the clocking is not received by the system correctly.

Conditions: when the port above 0 is used for the clock source. issue is seen due to wrong
conversion.

Workaround: 1. use port O for clock-sync 2. or insert the SFP in the odd port(protect ones) adjacent
to actual port and using a optical splitter, the cable can be fed to this odd port which can recover the
proper clocking for the given port.

CSCue52968

Symptoms: Ping fails and traffic stops through Multilink bundle when CHAP authentication is
enabled

Conditions: This is seen when PFC and ACFC is configured.
Workaround: None, in case PFC and ACFC is configured.
CSCue57670

Symptoms: After SSO without any network-clock config new Active RSP Sync LED reflects
Holdover state.

Conditions:

Workaround: Reload This is a cosmetic issue.
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CSCue57671

Symptoms: Router Crashes while running with REP configurations Conditions: Crash seen while
removing REP configuration from interface. Workaround: None

CSCue59544

Symptoms: Once path is once available for TE tunnel, it doesn’t comes up Conditions: If
A900-IMA16D is also present on router, it generates storm which prevent RSVP processing and TE
tunnel doesn’t up once TE path is available again

Workaround: None
CSCue77612

Symptoms: The mac sync can happen on wrong lportid in the standby which can cause traffic
forwarding to the wrong port after switchover.

Conditions: The traffic impact will be seen only after the switchover.
Workaround: clear mac-add after switchover.

CSCue86696

Symptoms: Noticed interface flap on one of the routers, during overnight soak run.
Conditions: Seen during prolonged soak tests with SFP IM.

Workaround: None

CSCue87542

Symptoms: On BDI delete, if routing traffic continues, it will be punted to the CPU which will flood
out the CPU resulting in control plane loss

Conditions: Ping failure and BFD/OSPF flaps on BDI delete while ipv4/v6 traffic is running.
Workaround: The workaround is to delete the TEFP and then delete the BDI interfaces.
CSCue89790
Symptoms: IPv6 traffic outage after SSO when NSF timer expires.
Conditions: Occurs when configuring IPv6 static routing or IPv6 OSPF routing.
Workaround: For IPv6 SSO support, ensure the following:

— IPv6 neighbor are configured statically.

— For dynamic route or static route, you must run a hardware BFD between IPV6 neighbors.
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Restrictions and Caveats in Cisco 10S XE 3.10S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.10 releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions, page 20-1

e (Caveats in Cisco IOS XE 3.10S Releases, page 20-2

Limitations and Restrictions

The following limitations apply to the Cisco ASR 903 Router in IOS XE Release 3.10(0)S:

TDM Limitation
e The configure replace command is not supported for TDM interfaces.

IPv6 Limitations
The following limitation applies when using IPv6 on the Cisco ASR 903 Router:

e [Pv6 Neighbor Discovery (ND) cache timer expiry is 4 hours. To prevent the neighbor adjacency
from being deleted after the timer expires:

- configure hardware based BFD sessions with the neighbors, or
— configure static IPv6 neighbors, or

— configure the ipv6 nd cache expire timer refresh command.

0C-3 IM Limitations
¢ The configure replace command is not supported on the OC-3 IMs.
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Caveats in Cisco 10S XE 3.10S Releases

Bug Search Tool

Caveats

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.10S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

The following sections describe the open and resolved caveats in 3.10S Releases:
¢ Open Caveats—Cisco IOS XE Release 3.10.9S, page 20-3
e Resolved Caveats—Cisco IOS XE Release 3.10.9S, page 20-3
e Open Caveats—Cisco IOS XE Release 3.10.7S, page 20-3
e Resolved Caveats—Cisco IOS XE Release 3.10.7S, page 20-3
¢ Open Caveats—Cisco IOS XE Release 3.10.6S, page 20-3
e Resolved Caveats—Cisco IOS XE Release 3.10.6S, page 20-4
e Open Caveats—Cisco IOS XE Release 3.10.5S, page 20-4
e Resolved Caveats—Cisco IOS XE Release 3.10.5S, page 20-4
¢ Open Caveats—Cisco IOS XE Release 3.10.4S, page 20-5
e Resolved Caveats—Cisco IOS XE Release 3.10.4S, page 20-5
¢ Open Caveats—Cisco IOS XE Release 3.10.3S, page 20-5
e Resolved Caveats—Cisco IOS XE Release 3.10.3S, page 20-6
e Resolved Caveats—Cisco IOS XE Release 3.10.(2)aS, page 20-8
¢ Open Caveats—Cisco IOS XE Release 3.10.2S, page 20-8
¢ Resolved Caveats—Cisco IOS XE Release 3.10.28S, page 20-9
e Open Caveats—Cisco IOS XE Release 3.10.1S, page 20-14
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e Resolved Caveats—Cisco IOS XE Release 3.10.1S, page 20-16
¢ Open Caveats—Cisco IOS XE Release 3.10S, page 20-20
e Resolved Caveats—Cisco IOS XE Release 3.10S, page 20-23

Open Caveats—Cisco 10S XE Release 3.10.9S

There are no open caveats in Cisco IOS XE Release 3.10.9.

Resolved Caveats—Cisco 10S XE Release 3.10.9S

Caveat ID
Number Description

CSCvb29204  BenignCertain on IOS and IOS-XE
CSCuv87976  CLI Knob for handling Leap second Add/delee ignore/ handle
CSCvb19326  NTP leap second failure to insert after leap second occurs

CSCvb16274  PPTP Start-Control-Connection-Reply packet leaks router memory contents

Open Caveats—Cisco 10S XE Release 3.10.7S

There are no open caveats in Cisco IOS XE Release 3.10.7.

Resolved Caveats—Cisco 10S XE Release 3.10.7S

Identifier Description
CSCuv30635  RSPI1: standby rsp led not glowing post ISSU

CSCut33723 error counters getting incremented on ports which are down

Open Caveats—Cisco 10S XE Release 3.10.6S

There are no open caveats in Cisco IOS XE Release 3.10.6.
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Resolved Caveats—Cisco 10S XE Release 3.10.6S

Identifier

CSCut28876

CSCut03279

CSCut33723

CSCus60755

CSCur76549

Description

ASR903 xconnect uni-directional traffic when new xconnect built or moved
0OC12/3:Forwarding alarm for CESOP is not propagating

error counters getting incremented on ports which are down

ASR903 crashes due to Memory Leak

ASR903 RSP1 :Incorrect bytes count on BDI interface

Open Caveats—Cisco 10S XE Release 3.10.5S

e CSCur76549
ASR 903:Incorrect bytes count on BDI interface.
e CSCus05877
RPF-Failure packets are not filtered by IPv4 ACL applied over SVI.

Resolved Caveats—Cisco 10S XE Release 3.10.5S

e CSCuo67326
ASR 903: GSQ from L3 is not sent out of the box.
e CSCur06724
ASR 903: Local ping fails with Host queue gqnode in stuck state.
e CSCurl7529
Bulk sync failure in case of ingress QoS policy on CEM-ACR interface.
e CSCurl9046
Traffic drop due to wrong PW programming.
e CSCur37740
Crash after SNMP polls transceiver information.
e CSCur52148
Image upgrade using reload command causes FP reset and stuck in init state.
e CSCur96455
ARP not generated in VRF when MPLS packet is received from POS/TDM interface.
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Open Caveats—Cisco 10S XE Release 3.10.4S

e CSCuq38761
UMMT: BFD triggered FRR does not work as expected over BDI interface.
e (CSCuq60722
RSPPID has disappeared from show platform diag command after reloading standby RSP.
e (CSCuq87125
DPS fix for MLPPP buffer leak issue.
e CSCuq92777
Port-channel not getting removed-FMAN manager on deleting from IOS.

Resolved Caveats—Cisco 10S XE Release 3.10.4S

e (CSCun07843
Critical Alarm reporting link down on FPGA port 0/5/0 after SSO.

e (CSCuo09866
RSP1:FMAN-FP logs are flooded with error messages creating many trace log files.
e CSCuol5916
QoS classification does not work after reload.
e CSCuo021766
SNMP IF-MIB "ifHCOutUcastPkts" and "ifInUcastPkts" fetches wrong value.
e (CSCu026304
CMAND logs are filled with "func call cman_cc_invalid" every minute.
e CSCuo76490
PIM register causes small buffer and IDB leak over BDI interface.
e (CSCup03938
Enable 9K Jumbo packet length on Cisco ASR 903.
e CSCup06402
Cisco ASR 903: BGP session flaps with shaped egress policy.
e CSCup20634
Core interface ping fails when router has seven L3 Port-channels.
e (CSCuql2880
Cisco ASR 903 crashes on running show platform hard pp active nqatm 0 ipv4tunnel all
command.

Open Caveats—Cisco 10S XE Release 3.10.3S

e (CSCuol1380

Symptom: AIS alarm observed on OC-3 controller.
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Conditions: This issue occurs during a reload or after performing multiple IM OIR.
Workaround: Perform a soft OIR on the IM.

CSCu040840

Symptom: Layer2 traffic on TEFP is punted to CPU.

Conditions: This issue occurs on loading and removing the configuration using config replace
procedure.

Workaround: There is no workaround.
CSCu095061

Symptom: Ping fails when standby configured with Hot Standby Router Protocol (HSRP) takes
over from the active RSP.

Conditions: This issue occurs when standby configured with HSRP takes over from the active RSP.
Workaround: There is no workaround.

CSCuo097889

Symptom: IPv6 traffic gets dropped while doing an SSO.

Conditions: This issue occurs during SSO.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.10.3S

CSCul50165

Symptom: The Cisco ASR 903 fails to forward packets with the maximum configurable MTU on
A900-IMA16D and A900-IMA40S.

Conditions: This issue occurs when mtu max MTU interface command is executed.
Workaround: There is no workaround.

CSCum05115

Symptom: IPv4 labeled BGP traffic drops on the router.

Conditions: This issue occurs for prefixes after a reload of the router.
Workaround: There is no workaround.

CSCum45110

Symptom: Multicast traffic is not sent over BDI interface with IGMP snooping enabled.
Conditions: This issue occurs on the router when IGMP snooping is enabled.
Workaround: Disable IGMP snooping.

CSCum54906

Symptom: Crash observed on the router after executing the show interfaces pseudowire counters
command.

Conditions: This issue occurs after executing the show interfaces pseudowire counters command.
Workaround: There is no workaround.
CSCun07802

Symptom: AutoNegotiation configuration on the fiber ports is not retained after IM OIR or reload.
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Conditions: This issue occurs on IM OIR/ or router reload.

Workaround: Do not disable the AutoNegotiation property on the fiber ports, else reconfigure the
AutoNegotiation on the ports manually.

CSCun47966

Symptom: Memory leak observed during ASP switchover.

Conditions: This issue occurs when APS switchover is performed.

Workaround: There is no workaround.

CSCun70703

Symptom: Interface Module Goes to out of service after ISSU.

Conditions: This issue occurs after performing ISSU when there is a IM FPGA change.
Workaround: Perform IM FPGA upgrade using the package file and proceed with ISSU.
CSCun75471

Symptom: Memory usage gradually increases over time, when storm control feature is enabled on
the router.

Conditions: This issue is observed when storm control feature is enabled.

Workaround: There is no workaround.

CSCun79358

Symptom: DHCP packets getting dropped on a transparent node between client and server.
Conditions: This issue occurs when global DHCP snooping is enabled on the transparent node.
Workaround: Disable the global DHCP snooping feature.

CSCun83203

Symptom: Bandwidth percentage does not working on changing the port speed.
Conditions: This issue occurs after changing the port speed.

Workaround: There is no workaround.

CSCuo03508

Symptom: Bulk sync failure seen on router when DAI is configures and ip arp inspection filter nag
bridge-domain static command is executed.

Conditions: This issue occurs with DAI configuration.

Workaround: After switchover or router reload, configure the ip arp inspection filter nag
bridge-domain static command.

CSCuo05897

Symptom: Multicast traffic stops flowing over psuedowire on changing the configuration. The
traffic does not resume till reloaded.

Conditions: This issue occurs on changing the configuration.
Workaround: Reload the device.

CSCuo06895

Symptom: Router crash observed after reload.

Conditions: This issue occurs in normal conditions. There is no specific trigger or condition under
which this may occur.
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Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.10.(2)aS

This section documents the issues that have been resolved in Cisco IOS XE Release 3.10.(2)aS.

CSCul06921
Symptom: Port-channel member-links flaps are observed on the router.
Conditions: This issue is seen on router switchover.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.10.2S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 router in
Cisco IOS XE Release 3.10.2S.

CSCuf15863
Symptom: Traffic loss of few milliseconds seen on the router.

Conditions: This issue occurs when remote LFA is configured on the core, and on shutting a primary
path, the site which is not on primary path gets some milliseconds loss.

Workaround: There is no workaround.
CSCuf35464

Symptom: The active bits port does not send out the QL properly which is received from the remote
bits.

Conditions: This issue occurs when the remote bits are configured as input and active bits as output.
Workaround: There is no workaround.

CSCui74718

Symptom: EVENTLIB-3-RUNHOG tracebacks are reported on the console.

Conditions: This issue occurs when the router is configured in PTP slave mode. The clock is in phase
aligned state and PTP configurations are removed using the no ptp clock ordinary domain
command.

Workaround: There is no workaround.

CSCul07048

Symptom: IPv6 nd cache expire after reload or IM OIR is performed.

Conditions: This issue occurs when ISIS with BFD is enabled on the BDI interface.
Workaround: Reload or replace the configuration.

CSCul50165

Symptom: The router fails to forward packets with the maximum configured MTU.

Conditions: This issue was observed on MLPPP, T1, POS interfaces when the mtu max MTU
interface command was executed on the router.

Workaround: There is no workaround.

CSCul58083
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Symptom: After IP mtu is configured on an interface, any change in to the MTU are not reflected
on the interface.

Conditions: This issue occurs when IP mtu is configured and the MTU is changed.

Workaround: Set the required interface MTU before executing the ip mtu command or unconfigure
the IP MTU on the interface and then change the interface MTU.

CSCum40613

Symptom: The TOD port on the router does not function when configured as slave.
Conditions: This issue occurs after configuring TOD on the router.

Workaround: There is no workaround.

CSCum47925

Symptom: SSO convergence time of ~0.9 sec is observed with 100m SFP.
Conditions: This issue occurs when VPLS VC and EVC BD exists on the access.
Workaround: There is no workaround.

CSCum79011

Symptom: Pending objects take a long time (approx 30 min) to clear on the router.

Conditions: This issue occurs when QoS-policy is applied on member-link and services like
psuedowire, HSRP on BDI are configured on the port-channel.

Workaround: There is no workaround.
CSCun70703
Symptom: Interface module goes to out of service during ISSU and when FPGA is changed.

Conditions: This issue occurs on performing ISSU when there is a IM FPGA change between the
releases.

Workaround: Perform the following:
— Perform IM FPGA upgrade using the package file.
- Proceed with ISSU.

Resolved Caveats—Cisco 10S XE Release 3.10.2S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.10.2S.

CSCuf35542

Symptom: PFM fails for about Sminutes after OIR on the master.

Conditions: This issue occurs after OIR is triggered two times on the master

Workaround: Wait for 5-6 minutes

CSCuh06123

Symptom: QL-mapping displays incorrectly on master.

Conditions: This issue occurs when QL value is configured first and then PTP master is configured
Workaround: Reconfigure QL values or reload the router.

CSCuh49073

Symptom: OSPF does not come up when PIM is enabled on the VPLS core interface.
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Conditions: This issue occurs when PIM is enabled on the VPLS core interface.
Workaround: There is no workaround.
CSCuh54159

Symptom: Packet drops are seen under QOS policy map attached on the multilink bundle for traffic
rate less than bundle capacity

Conditions: This issue occurs when unexpected packet drops are seen for QOS for traffic rates less
than bundle bandwidth. After reloading the router with QOS policy attached on bundle, packet
prioritization into different queues with differing bandwidth profiles occurs.

Workaround: Remove and reattach the policy map on the bundle
CSCui41169

Symptom: Active card reloads when standby comes active after switchover with scaled
configuration

Conditions: This issue occurs when 4000K EVCs with 1-level ingress policy, and 2-level egress
policy is configured on the router. Ingress policy should have 1-level policer, egress policy should
have one parent and child policer. The issue occurs after a reload of the card with this configuration.

Workaround: There is no workaround.

CSCui44409

Symptom: No console message are seen on insertion or removal of USB
Conditions: This issue is observed standby RSP.

Workaround: More Info:

CSCui45075

Symptom: When an IM is removed from the router, the MST states are not reflected in the standby
RSP. If a switchover happens at this state, it could cause total traffic drop.

Conditions: This issue is seen when HA is configured on the router.
Workaround: There is no workaround.

CSCui98883

Symptom: System crashes on configuring TOD.

Conditions: This issue occurs on dual RSP setup and PTP is configured.
Workaround: There is no workaround.

CSCui99309

Symptom: IPv6 BFD with static client does not display when VRF is configured.
Conditions: This issue occurs when VRF is configured on the router.
Workaround: There is no workaround.

CSCuj30644

Symptom: Multicast does not function in scaled mode and when BDI is configured on the core.
Conditions: This issue was seen in the scaled mode.

Workaround: Execute the no ip igmp snooping command on the router to forward the multicast
traffic.

CSCuj34652
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Symptom: IPv6 traffic drops for the packets with next header options. Next header options include
Hop-by-hop options, fragment header.

Conditions: This issue occurs when option packets are punted to CPU and generates the time
exceeded message.

Workaround: There is no workaround.

CSCu;j38988, CSCum45935

Symptom: QL does not move to QL-FAILED state when the Gigabit ethernet interface is shutdown.
Conditions: This issue occurs when the Gigabit ethernet interface is shutdown.

Workaround: There is no workaround.

CSCuj42208

Symptom: Layer3 multicast traffic drop is seen on Trunk port.

Conditions: This issue occurs when multicast is converged. Performing a shutdown followed by a
no shutdown on the multicast router interface fails to transmit multicast traffic to TEFP’s.

Workaround: Clear IP multicast routes using clear ip mroute command for IPv4 traffic and clear
ipv6 pim topo command for IPv6 traffic.

CSCuj43453

Symptom: IOSd crash was seen on the router on bootup of PTP process.

Conditions: This issue occurs during bootup when multiple reloads of the router is performed.
Workaround: There is no workaround.

CSCuj43795

Symptom: The port in error-disabled state & physical status shows as down but is UP on the other
connected end device.

Conditions: This issue occurs when the port is configured with DHCP rate limiting values so that
the port goes to error-disable state once it reaches the rate configured.

Workaround: Perform a shutdown followed by a no shutdown on the respective interface to move
the port to UP state.

CSCuj60116

Symptom: SYNC-E does not get synced in WAN mode.
Conditions: This issue occurs in WAN mode.
Workaround: There is no workaround.

CSCuj60771

Symptom: Self-generated DHCP traffic generating out of the router is not getting marked (cos) with
user specified value.

Conditions: This issue occurs when DHCP packets (CPU to client) are not getting marked.
Workaround: There is no workaround.

CSCuj96689

Symptom: Queue-limit command is not programmed for priority queue.

Conditions: This issue occurs when the policy map has both BRP and Priority queue with
queue-limit configured for priority queue.

Workaround: Perform the following;
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— Attach the policy with all BRP configuration.

— Dynamically add the queue-limit command to the priority class.
CSCul10279
Symptom: Crash observed on the router with multicast VPN configuration.

Conditions: This issue occurs when the router is configured with multicast VPN IPv4 configuration,
Scaled ACL and IGMP Static Join configuration.

Workaround: There is no workaround.
CSCul11877
Symptom: HSRP standby router cannot ping the virtual IP.

Conditions: This issue occurs when the BDI interfaces are configured along with a range of bridge
domains.

Workaround: There is no workaround.

CSCul21294

Symptom: PTSF alarms do not get posted when the egress interface is shutdown.
Conditions: This issue occurs when a PTP slave has one or more masters.
Workaround: There is no workaround.

CSCul21429

Symptom: The router console freezes and the OSPF or BFD sessions flap.

Conditions: This issue occurs when TOD type is changed dynamically on a PTP master from NTP
to Cisco or vice-versa.

Workaround: Unconfigure TOD and reconfigure a new TOD type.

CSCul21447

Symptom: The ANNOUNCE message does not get updated.

Conditions: This issue occurs in the PTP slave.

Workaround: There is no workaround.

CSCul40676

Symptom: Ping failure observed on the interface connected with port 0/0/0 with ACR configuration.
Conditions: This issue occurs when ACR is configured on the router.

Workaround: Install the IM in the other bay or change the port other than 0/0/0 as the core.
CSCul46353

Symptom: Traffic drop observed on priority queues.

Conditions: This issue occurs on QoS policy with 2-level priority queues (priority level classes) that
do not guarantee the bandwidth on 1-level priority against 2-level traffic.

Workaround: There is no workaround.

CSCul46643

Symptom: Convergence with SSO for REP with multicast is greater than 3 seconds.
Conditions: This issue occurs on performing an SSO on the Receiver

Workaround: There is no workaround.

CSCul49147
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Symptom: Time exceed message is generated when IPv6 packets are received on the router.
Conditions: This issue occurs when IPv6 packets have option headers.

Workaround: If the IPv6 options have fragment header then increase the MTU size.
CSCul50181

Symptom: A Cisco router may see unicast traffic not being forwarded out of the Gigabit ethernet
interface while multicast traffic is being processed by the router correctly.

Conditions: This issue occurs when the router has BDI configured to the Gigabit ethernet interface.
Workaround: Reload the router.

CSCul51784

Symptom: IPv6 packets fails to get forwarded out of the router.

Conditions: This issue occurs when unicast RPF enabled for IPv4 traffic and IPv6 traffic is received
on the interface.

Workaround: Remove unicast RPF checks on the interface where dual stack is configured.
CSCul52778

Symptom: STM -1 port keeps on increasing on changing the card type command multiple times.
Conditions: This issue occurs after executing the card type command many times.

Workaround: There is no workaround.

CSCul65485

Symptom: Wrong speed and bandwidth is displayed with DWDM XFP

Conditions: This issue occurs when the DWDM XFP is inserted and the show interface command
is executed.

Workaround: There is no workaround.
CSCul65977

Symptom: Enabling DAI on one interface leads to ARP packets being dropped on another interface
in the same BD or cross-connect.

Conditions: This issue occurs after enabling DAI on one interface.

Workaround: There is no workaround.

CSCul80289

Symptom: Crash observed on the router.

Conditions: This issue occurs after unconfiguring the BDI interface and TEFP is learnt as mrouter.
Workaround: There is no workaround.

CSCum02924

Symptom: PTP session gets stuck in unknown state.

Conditions: This issue occurs when OSPF, clock domain & clock source are unconfigured and
reconfigured.

Workaround: There is no workaround.
CSCum42701
Symptom: Tx and Rx power does not display the right values for OC-3 SFP.

Conditions: This issue is seen when the controller is disabled and the SFP is inserted.
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Workaround: Perform a hard OIR of the OC-3 SFP.

Open Caveats—Cisco 10S XE Release 3.10.1S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 router in
Cisco IOS XE Release 3.10.1S.

CSCue42139
Symptom: The ptp state is stuck in acquiring state all the time

Conditions: This issue occurs when the active RSP is removed; the T3 timestamping is stuck and the
ptp state stays in acquiring state all the time.

Workaround: Unconfigure and configure the ptp.

CSCuf78234

Symptom: The queue-limit command displays packets as default.

Conditions: This issue occurs when queue-limit command is configured on the router.
Workaround: Configure queue-limit is microseconds (us) or bytes.

CSCug97269

Symptom: The serial interface flaps when the neighbor controller is shut.

Conditions: This issue occurs on performing shutdown on peer OC-3 controller with ATM or IMA
channels.

Workaround: There is no workaround.
CSCuh83433

Symptom: The path level controllers status on OC-3 IM sonet controller is not displayed after a
second SSO is triggered manually after removing the RSP.

Conditions: This issue is seen on hard RSP reset of RSP1.

Workaround: Perform a controller shutdown followed by a no shut down.

CSCui08697

Symptom: The interface LED glows green after SSO.

Conditions: This issue occurs after an SSO is performed and shut down of the ports on the router.
Workaround: There is no workaround.

CSCui34041

Symptom: Traffic does not flow on one of the prefix of the MPLS template.

Conditions: This issue occurs when the MAX MPLS label of that template is assigned to that prefix
Workaround: Disable and enable that prefix.

CSCui41169

Symptom: The active card reloads when standby become active after switchover with scaled
configurations.

Conditions: This issue occurs with 4000 EVCs with first and second level ingress policy. The Ingress
policy has one policer and the egress policy has one parent and child policer. This issue occurs with
reloading the card with this configuration.

Workaround: There is no workaround.
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CSCui53268

Symptom: Adding a child policy map with Vlan class to parent PHB class dynamically, does not
trigger the error message.

Conditions: This issue occurs when a PHB level policy is attached to an interface and any policy is
being dynamically added as a child to one of the existing PHB classes.

Workaround: Detaching the policy and performing a modification and trying to reattach displays the
error.

CSCui62568

Symptom: No error reported when invalid policer is dynamically modified to remove the PIR
configuration with violate-action.

Conditions: This issue occurs when a policy-map with CIR and PIR value attached to an EFP is
dynamically modified to just CIR which make the policer have exceed action without PIR.

Workaround: Remove the violate-action first and then remove PIR configuration.
CSCui74718
Symptom: “%EVENTLIB-3-RUNHOG” tracebacks reported on the console.

Conditions: This issue occurs on the router in ptp slave mode. The clock is in phase aligned state
and the ptp configurations are removed using the no ptp clock ordinary domain command.

Workaround: There is no workaround. There is no functional impact.
CSCui92961

Symptom: 100% traffic loss is observed on few pseudowires.

Conditions: This issue occurs when the router experiences couple of link flaps.

Workaround: Issue shutdown command followed by no shutdown command on the EFP; this can
be tedious if impacted pseudowire count is more.

CSCuj04299
Symptom: FMAN FP core traceback observed on the router.

Conditions: This issue occurs after adding several new EFPs or BDIs to running configuration and
updating the QoS configuration on the physical interface

Workaround: There is no workaround.

CSCuj09392

Symptom: Dynamically modifying the user-defined to class-default triggers error.

Conditions: This issue was seen when modifying the user-defined to class-default.

Workaround: There is no workaround.

CSCuj32391

Symptom: Dynamic modify of parent with class default policer to child policer does not take effect.

Conditions: This issue occurs on dynamic modify DM of parent having class-default policer value
greater than child policer value.

Workaround: Reattach the policy-map
CSCuj38988

Symptom: Queue-limit does not go to queue-limit failed state when we the gigabit ethernet interface
is shutdown.
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Conditions: This issue occurs while shutting down he gigabit ethernet interface.
Workaround: There is no workaround.

CSCuj51830

Symptom: Traffic drops if policy is attached on port-channel interface.

Conditions: This issue occurs when the policy is attached on port-channel interface
Workaround: Use port-channel IDs less than 10.

CSCuj56164

Symptom: TCAM utilization shows incorrect current usage percentage.
Conditions: This issue occurs when EQoS application is enabled.

Workaround: There is no workaround.

CSCun70703

Symptom: Interface module goes to out of service during ISSU and when FPGA is changed.

Conditions: This issue occurs on performing ISSU when there is a IM FPGA change between the
releases.

Workaround: Perform the following:
— Perform IM FPGA upgrade using the package file.
— Proceed with ISSU.

Resolved Caveats—Cisco 10S XE Release 3.10.1S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.10.18S.

CSCue60699
Symptom: Router auto negotiates full duplex with 1000M half/full duplex configuration.

Conditions: This issue occurs when a router with Copper SFP with auto-negotiating is enabled and
the peer router with Cu SFP configured with 1000M half-duplex mode exists.

Workaround: There is no workaround.
CSCug31550

Symptom: Incorrect TCAM entries with scale configuration are displayed after reapplying the
policy map.

Conditions: This issue occurs after removing the policy map and reapplying it to service instances.

Workaround: There is no workaround.
CSCug36190

Symptom: Object Download failures are seen when configuring cross connect on the main interface
and configure cross connect under the service instance.

Conditions: This issue occurs when cross connect is configured on the main interface.
Workaround: Remove the cross connect configuration from the main interface.
CSCug50280

Symptom: QoS does not work on the router.
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Conditions: This issue occurs while adding user class to a port level policer dynamically when the
policer already has class-default configured.

Workaround: Reload the router.
CSCug68820
Symptom: The show inventory command does not display PSU and fan tray information.

Conditions: This issue occurs after the PSU or fan tray is inserted after bootup and SSO is
performed.

Workaround: Reload after PSU or the fan tray after it is inserted.
CSCug70182

Symptom: The ASR903-IMASS port remains up without the fiber.
Conditions: This issue occurs when the GLC-FE-100FX optic is used.
Workaround: There is no workaround.

CSCug96284

Symptom: Memory leaks seen on boot up of the router.

Conditions: This issue occurs on booting the system.

Workaround: There is no workaround.

CSCuh00108

Symptom: CMAND crash seen on the router.

Conditions: This issue occurs during midplane idprom read at bootup.
Workaround: Reload the router.

CSCuh03023

Symptom: IP connectivity over BDI fails after a link flap network event.

Conditions: This issue occurs intermittently with BDI enabled for IP/MPLS forwarding and
running VPN services over it. Adjacency failures are seen after couple of link flap events, which
impacts Layer3 forwarding over BDI.

Workaround: There is no workaround.
CSCuh13883
Symptom: Standby IOMD crashes continuously at system bootup.

Conditions: This issue occurs at system bootup and when the system waits for a user input at the
initial dialog box during configuration.

Workaround: There is no workaround.

CSCuh16707

Symptom: The interface module (IM) status LED glows green before the PHY Init state is complete.
Conditions: This issue occurs after an IM OIR is performed.

Workaround: Use the show platform command output to check if the IM reaches the OK state.
CSCuh42926

Symptom: High CPU utilization is seen when Trunk EFP is configured on port channel and MAC
address table limit is configured on the bridge domain.

Conditions: This issue occurs when Trunk EFP is configured on port channel and MAC address
table limit is configured on the bridge domain.
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Workaround: Do not use port channel.
CSCuh46103
Symptom: BDI statistics not getting incremented on the router.

Conditions: This issue occurs when the ingress and egress statistics displayed using show interface
bdi or the show int bdi statistics command does not get incremented even if the traffic is flowing
through the BDI interface.

Workaround: Use show platform hardware pp active interface statistics bdi command to view
the statistics.

CSCuh51651
Symptom: CPP download failures and CFM remote MEPS not learnt.

Conditions: This issue occurs during configuring CFM offload scaled configurations using TFTP.

Workaround: There is no workaround.
CSCuh51702

Symptom: The system shuts down after Smins irrespective of ambient temperature after removing
the fan tray.

Conditions: This issue occurs after removing the fan tray.

Workaround: There is no workaround.

CSCuh81135

Symptom: Port speed configuration is changed automatically on changing the SFP module.
Conditions: This issue occurs on changing the SFP module.

Workaround: There is no workaround.

CSCuh85990

Symptom: Some CFM MEPs are not learnt when configuring large number (about 1K) on the router.

Conditions: This issue is seen only if large number of MEPs are configured.

Workaround: Remove and re-apply the configuration.

CSCuh92939

Symptom: Traffic drop occurs after replacing a Cu SFP with a fiber FP

Conditions: This issue occurs after replacing Cu SFP with fiber SFP after an SSO is performed.
Workaround: Perform an IM OIR.

CSCuh99117

Symptom: Packet drops for some of the prefixes in MPLS network are observed.

Conditions: This issue occurs when MPLS Layer3 VPN is configured on the router with MVPN
template.

Workaround: There is no workaround.
CSCuil6418

Symptom: After a switchover is performed, the ten gigabit ethernet interface might flap and traffic
drops.

Conditions: This issue occurs after SSO is performed.

Workaround: There is no workaround.
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CSCui32127

Symptom: CFM download error-objects are observed when CFM peers are reloaded or IM OIR is
done on a scaled VPLS and CFM setup.

Conditions: This issue occurs on the router with 250 or more CFM MEP sessions and more than
1250 Layer?2 virtual circuit sessions.

Workaround: There is no workaround.
CSCui34041
Symptom: Traffic does not flow to one of the prefix on MPLS template.

Conditions: This issue occurs when maximum MPLS label of that template is assigned to that
prefix.

Workaround: Disable and enable the prefix.
CSCui40994
Symptom: Ethernet CFM ping fails because remote MEPs are not learnt.

Conditions: This issue occurs when MIP is configured on the same Vlan as MEP on the CFM
domain.

Workaround: Remove MIP configuration.

CSCui50577

Symptom: Traffic drops are observed on router.

Conditions: This issue occurs after performing an IM OIR.

Workaround: There is no workaround.

CSCui58365

Symptom: Router reboots while modifying a policy-map with class-map "match vlan 100".

Conditions: This issue occurs while attaching the "match vlan 100" egress policy-map. This issue
occurs after adding an ingress policy with no-match class and then adding an egress policy with
match on Vlan or dynamically adding match vlan class on egress policy.

Workaround: There is no workaround.
CSCui68159

Symptom: Traffic drops when two EFPs are configured on with default encapsulation and rewrite
push dolq on same BD.

Conditions: This issue occurs when two EFPs are configured on with default encapsulation and
rewrite push dolq on the same BD.

Workaround: There is no workaround.

CSCui87339

Symptom: Transceiver init_failure observed after transceiver OIR is performed.

Conditions: This issue is seen after the OIR of transceiver is performed.

Workaround: A slow OIR of transceiver might recover the port.

CSCui93830

Symptom: HQoS top level service-policy fails on the router when switching between the RSPs.
Conditions: This issue occurs when switching between the RSPs.

Workaround: Reattach the policy-map.
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e (CSCuj07507
Symptom: High convergence for downstream traffic observed on the router.

Conditions: This issue occurs when VPLS VFI’s is controlled by g.8032 open ring, with a large
scale of about 5S00VC’s and 10000 MAC (40 per BD).

Workaround: Use small MAC scales for traffic.

e (CSCuj42080
Symptom: The FGPA gets stuck while pumping high volume of CFM packets.
Conditions: This issue occurs while pumping high volume of CFM packets on the router.
Workaround: There is no workaround.

e (CSCuj50260
Symptom: CFM ping fail to MPIDS on the router.
Conditions: This issue occurs when MEPS are configured over port channel.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.10S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 router in
Cisco IOS XE Release 3.10S.

e (CSCue36365

Symptom: During initial bootup of the serial interface module, the first character of the first packet
received might be missing.

Conditions: Problem occurs during a cold boot of the serial interface module.

Workaround: There is no workaround. Problem is a transient condition and traffic resumes after
receipt of the first message on the module.

e (CSCue42144
Symptom: PHY stops timestamping and the session stays at acquiring state.
Conditions: This issue is observed when you insert the Cu-SFP on the slave.
Workaround: There is no workaround.

e (CSCue49537
Symptom: The Cisco ASR 903 router crashes when you perform an OC3 IM OIR.

Conditions: This issue is observed when you have about 700 CEM circuits and perform an OC3 IM
OIR.

Workaround: There is no workaround.
e (CSCue87629

Symptom: The following error message is displayed:

INFRA-6-PROCPATH CLIENT HOG: IOS shim client ‘iosd-nile’

Conditions: This issue is observed when you use the shutdown and no shutdown commands on
the G8032 ring interface of peer or local device.

Workaround: There is no workaround.
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CSCuf16426
Symptom: FMAN_FP download fails and the following error message is displayed:

%CHUNK-2-BADREFCOUNT errors.

Conditions: Have an MPLS TE in the core and flap the tunnels intermittently.
Workaround: Do not flap the core TE tunnels often.
CSCugl5175

Symptom: The Cisco ASR 903 router falsely displays the following error message saying that a
BFD node is down:

%$0SPF-5-ADJCHG: Process 232, Nbr 192.0.2.33 on BDI632 from FULL to DOWN, Neighbor
Down: BFD node down

Conditions: This issue is observed when you configure a BFD software session.
Workaround: There is no workaround.

CSCug36590

Symptom: The Cisco ASR 903 router displays the following error message:

$IDBINDEX SYNC-4-RESERVE: Failed to lookup existing ifindex for an interface on the
Standby, allocating a new ifindex from the Active (ifindex=126, idbtype=SWIDB)

Conditions: This issue is observed when you create an ATM channel, create a POS link, or create
DS3 links.

Workaround: There is no workaround.
CSCug43550

Symptom: The receiver node crashes when the number of traffic sources increases beyond 400 with
196 OIFs at the receiver end.

Conditions: This issue is observed when 196 IGMP packets are sent to a node per second.
Workaround: Reduce the number of IGMP packets to four per second.
CSCug84082

Symptom: Ping fails and traffic drops on ATM/IMA PVP links configured on either TIE1 IM or
OC3 IM.

Conditions: This issue is observed when you perform an SSO and flap the ATM/IMA link.
Workaround: Perform an IM OIR or reload the router.
CSCug96003

Symptom: When operating with a large number of TCP Raw Socket connections (greater than 512)
and with traffic on all of them we saw some TCP retransmissions.

Conditions: The issue occurred in a stress test within a lab setup.
Workaround: None required.

CSCuh06123

Symptom: QL mapping is incorrect on the PTP master.

Conditions: This issue is observed when you first reboot the router or configure and unconfigure
the router multiple times.

Workaround: Reconfigure the QI values.

CSCuh33291
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Symptom: The Cisco ASR 903 router generates linkDown traps when an interface changes from
administratively down state to down state.

Conditions: This issue is observed when an interface changes from administratively down state to
down state.

Workaround: There is no workaround.
CSCuh33314

Symptom: When you perform an ISSU or terminate the IOMd process, IOMd crashes on the
standby RSP.

Conditions: This issue is observed when you terminate the IOMd process on the active RSP or when
you perform an ISSU.

Workaround: There is no workaround.
CSCuh81658
Symptom: Although a QoS policy is configured, PTP packets are treated as default packets.

Conditions: This issue is observed when the CPU-generated PTP packets do not reach egress QoS
with high a priority label (15 or 126).

Workaround: There is no workaround.

CSCuh85041

Symptom: SNMP returns the wrong card type for the serial interface module.
Conditions: Issue occurs during SNMP walk of ASR903.

Workaround: There is no workaround. This issue is not service affecting.
CSCuh85990

Symptom: When you use the show ethernet cfm maintenance-points remote command, only 992
remote maintenance endpoints are displayed.

Conditions: This issue is observed when you configure CFM MEP domains on an EVC.
Workaround: There is no workaround.

CSCuh88500

Symptom: Standby router reloads due to SPA bulk synchronization failure.
Conditions: This issue is observed when you perform an SSO.

Workaround: There is no workaround.

CSCui06748

Symptom: ICMP packets are punted to the CPU even after using the no ip redirect command on
the Cisco ASR 903 router.

Conditions: This issue is observed when ICMP packets are punted initially.
Workaround: There is no workaround.

CSCuil4481

Symptom: Traffic does not flow for HSPW sessions as the tunnel ID is incorrect.
Conditions: This issue is observed when you perform an IM OIR.

Workaround: Perform an SSO and flap the access interface.

CSCuil9632

Symptom: BFD sessions flap randomly.
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Conditions: This issue is observed in FPGA version 30020.

Workaround: There is no workaround.

CSCuil9700

Symptom: When you apply a QoS policy on the core interface, QoS counters do not increment.

Conditions: This issue is observed when you apply a policy on the access interface with 500 EFPs
and apply another policy on the core interface.

Workaround: There is no workaround.

CSCui22637

Symptom: The Cisco ASR 903 router crashes.

Conditions: This issue is observed when you unconfigure 1000 Ethernet service instances.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.10S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.10S.

CSCtx70302

Symptom: Traceback and log messages are seen while performing a multilink bundle shutdown on
the Cisco ASR 903 router.

Conditions: This issue is observed when traffic flows over the multilink bundle.
Workaround: There is no workaround. This issue does not impact the operation of the router.
CSCua61934

Symptom: When a policy map with priority in class-default is attached to an interface, it is not
rejected.

Conditions: This issue is observed when you configure policy-map having priority in class-default
and attach the policy to an interface.

Workaround: There is no workaround.
CSCua%0879
Symptom: QoS policies with a police statement on the class-default class do not take effect.

Conditions: This issue is observed when you apply a police statement to the class-default class
within a QoS policy on an ingress EVC interface.

Workaround: Apply the police statement to a static class, such as class cos0.
CSCuc59386

Symptom: IOMD crashes continuously on OC-3 IM. The interfaces on OC-3 IM are not
configurable and the following error message is displayed:

stand-by does not support this command

Conditions: This issue is observed on a Cisco ASR 903 router high availability setup with OC-3 IM.
Workaround: Reload the standby RSP.
CSCuc60148

Symptom: The router does not shut down when the temperature sensor reaches the shutdown
threshold.
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Conditions: Temperature sensor reaches shutdown threshold.

Workaround: Use the facility-alarm critical exceed-action shutdown commands to enable
system shutdown.

CSCuc83088
Symptom: The router drops traffic while performing a Stateful Switchover (SSO).

Conditions: This issue is observed when the router is running HSRP or VRRP. It occurs when the
destination MAC address is a virtual MAC (vMAC) address.

Workaround: Change the traffic priority and detour traffic before performing an SSO.
CSCud09100

Symptom: The router accepts a policy with marking at two levels. It should not accept a policy with
marking at two levels.

Conditions: This issue is observed when you apply a policy with marking at two levels.
Workaround: There is no workaround.

CSCud09813

Symptom: Timestamping does not work in CFM over cross-connected MEP with port channel.

Conditions: This issue is observed when you configure CFM over cross-connected MEP with port
channel from a Cisco ASR 903 router to a Cisco ME 3600 switch.

Workaround: There is no workaround.

CSCud12624

Symptom: Traceback is displayed when you configure the ACR group.
Conditions: This issue is observed when you configure an ACR group.
Workaround: There is no workaround.

CSCud29491

Symptom: A two-level policy with match EFP in parent and PHB-based policy in child can be
applied.

Conditions: This issue is observed when you apply a policy on a physical interface having EFPs on
that physical interface.

Workaround: There is no workaround. This configuration is not supported.
CSCud34630

Symptom: The following error message is displayed on the standby machine while using the
shutdown and no shutdown commands on the ACR controller:

NETWORK_RF_API-3-FAILDECODEDATADESC

Conditions: This issue is observed on the standby machine when you configure ACR interface.
Workaround: There is no workaround.
CSCud35689

Symptoms: The router accepts a queue-limit configuration at the parent level of a policy or at the
vlan class or port level.

Conditions: This issue is observed when you add a queue-limit configuration on a policy at the
parent level or at the vlan class or at port level.

Workaround: There is no workaround. This configuration is not supported.
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CSCud35732
Symptom: The router does not apply egress CFM MIP filtering.

Conditions: This issue is observed when you overwrite a MIP configuration using the ethernet CFM
MIP level command.

Workaround: Instead of overwriting the MIP level configuration, remove and reapply the
configuration.

CSCud38038
Symptom: The router records incorrect delay measurements after a reload.
Conditions: This issue is observed under the following conditions:
- You configure Delay Measurement Message (DMM) on a port-channel interface.
— The port-channel member links are on different interface modules (IMs).
— You reload the router.

Workaround: Remove the ethernet cfm global command and reapply it after the port-channel
member links to bundle. Alternatively, configure PTP clock synchronization.

CSCud38833

Symptom: When you configure the ACR CEM interfaces, tracebacks are displayed and the serial
interface remains down.

Conditions: This issue is observed when you create a second CEM circuit under the same controller
and delete the CEM circuit immediately.

Workaround: There is no workaround.
CSCud41297

Symptom: Multicast snooping traffic drops after removing and reconfiguring the querier EFP on
1000 groups.

Conditions: This issue is observed when you remove and reconfigure querier EFP with more than
500 multicast routs.

Workaround: There is no workaround.
CSCud43718
Symptom: After performing an SSO, multicast traffic is dropped for a few groups.

Conditions: This issue is observed in a scaled configuration with IGMP snooping enabled in a
bridge-domain.

Workaround: There is no workaround.
CSCud55695

Symptom: When you apply a QoS policy with a port level class-default configuration containing a
shaper value to a serial interface, the router applies the shaper value to the channel-level PIR for all
serial interfaces on the IM.

Conditions: This issue is observed when you apply a QoS policy with a port level class-default
configuration containing a shaper value to a serial interface.

Workaround: Add a dummy class-default level at the top of the policy and apply the shaper as a
child policy.

CSCud55799

Symptom: Multiple priority commands are accepted per policy.
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Conditions: This issue is observed when you have a policy map with priority configured in one of
its classes. Add another class with policer first and with priority.

Workaround: There is no work around.
CSCud56364
Symptom: Convergence time for POS links for RSP SSO is about four to seven seconds.

Conditions: This issue is observed when all four POS links are created on OC-3 IM. This issue is
not observed on port 0 of OC-3 IM.

Workaround: There is no work around.
CSCud61551

Symptom: The serial number of the RSP in slot 1 is sometimes not displayed in the show inventory
command output.

Conditions: This issue is sometimes observed in the show inventory command output.
Workaround: Reload the router.
CSCud64129

Symptom: The router displays command options to configure control-plane policing, which is not
supported.

Router (config)# control-plane

Router (config-cp)# service-policy ?

input Assign policy-map to the input of an interface
output Assign policy-map to the output of an interface

Conditions: This issue is observed when you attempt to configure control plane policing to restrict
traffic by the CPU.

Workaround: There is no workaround. This feature is not supported.
CSCud71286
Symptom: Configuration synchronization failure is noticed on the interfaces.

Conditions: This issue is observed when you disable autonegotiation and configure the interface
speed as 100 or 1000.

Workaround: There is no workaround. There is no impact on functionality.
CSCud90457

Symptoms: The serial interface on the CE end connected to the CEM interfaces on PE remain down
on router reload with scaled configuration.

Conditions: This symptom is observed when you have CESoP and SAToP scaled circuits and reload
the router.

Workaround: Perform an IM OIR to resolve the issue.
CSCud93007

Symptom: If you use the command channel-group 1 mode active on a interface, the router does
not reject the command.

Conditions: This issue is observed after you configure a trunk EFP MEP using the ethernet cfm
mep domain v7 mpid 1537 service v7137 command on an interface.

Workaround: There is no workaround.
CSCud96866
Symptom: The router displays the following symptoms:
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— Object download failures.

— OSPF traffic flaps.

- High CPU utilization.

— Bundling and unbundling of port-channel member links.
— Slow console updates.

— Remote MEP learning failures.

Conditions: This issue is observed when you configure CFM offloaded MEPs on a port-channel
interface at a high scale and use the shutdown and no shutdown command on the port-channel
interface.

Workaround: There is no workaround.
CSCue00045

Symptom: Data traffic drops for a few groups when you use the shutdown and no shutdown
commands on the interface.

Conditions: This issue is observed if join request is sent to the router within three minutes.
Workaround: There is no workaround.

CSCue01419

Symptom: EIGRP neighborship is lost on OC3IM and OC12 IM interfaces configured on port 0.

Conditions: This issue is observed only on interfaces that are configured on port 0 of OC3IM or
OC12 IM. It is not seen on ports 1,2, or 3.

Workaround: Use the shutdown and no shutdown commands on the interfaces configured on port
0. Alternatively, remove and reconfigure EIGRP.

CSCue03418

Symptoms: Intermittently OSPF protocol flaps are noticed when you use the redundancy
force-switchover or the switchover command. It can cause about 20 to 30 seconds of traffic loss.

Conditions: This symptom is observed while performing an SSO or when using the redundancy
force-switchover command and on a HA system with 6 seconds as OSPF dead interval.

Workaround: Increase the dead interval value.

CSCue07040

Symptom: The router continuously displays ESDHC and MMCBLKO errors.
Conditions: This issue is observed when the SD flash memory is being accessed.
Workaround: There is no workaround. Replace or format the bootflash.
CSCuel4054

Symptom: When a port joins more number of multicast groups at a time, traffic drops for a few
groups.

Conditions: This issue is observed when a port joins more than 900 multicast groups.
Workaround: Use the shutdown and no shutdown commands on that interface.
CSCuel7123

Symptom: ATM and IMA pings fail from the second interface after performing an SSO.

Conditions: This issue is observed when you have multiple ATM interfaces and perform a
switchover.
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Workaround: There is no workaround.
CSCuel8997

Symptom: In unicast mode, the PTP slave stream does not lock to the PTP master.

Conditions: This issue id observed after the PTP master configuration is removed and reconfigured.

Workaround: There is no workaround.
CSCue25146
Symptom: When the controller in active machine flaps, the standby machine is reloaded.

Conditions: This issue is observed when you configure ATM and the controller, use shutdown and
no shutdown commands on the controller in the active machine.

Workaround: There is no workaround
CSCue27652
Symptoms: The ATM interfaces are deleted while performing an SSO.

Conditions: This issue is observed when the ATM interfaces are deleted on the standby machine
after performing an IM OIR.

Workaround: There is no workaround.

CSCue30481

Symptom: The router does not lock to the syncE clock source after a reload. It is in Ql-failed state.

Conditions: This issue is observed when you reload the router with a saved syncE configuration.
Workaround: Delete and reconfigure the clock source.

CSCue35295

Symptom: Traffic drops when you remove the BFD template.

Conditions: This issue is observed when you remove the BFD template from the global
configuration.

Workaround: There is no workaround.
CSCue36239

Symptom: Match EFP policy on a port channel stops working after one of the policies on the
member links is removed.

Conditions: This issue is observed when you attach a policy to all the member links on the port
channel, remove it from one of the member links from which traffic flows.

Workaround: Remove policies from all the member links and reattach the policies.
CSCue39978
Symptom: Traffic stops in ATM PVP after performing an IM OIR followed by SSO.

Conditions: This issue is observed after performing an IM OIR followed by SSO when ATM PVP
is configured.

Workaround: Reload the router.
CSCued3250

Symptom: IMA configuration is not parsed correctly after a router reload when the A903-IM40S
module is inserted in Bay4 or Bay5 of the Cisco ASR 903 router.

Conditions: This issue is observed when the IMA and ATM interfaces are adjacent. It happens only
if the IM is inserted on Bay 4 or above.
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Workaround: Insert the IM in bay O or bay 3 if you want the IMA and ATM parsing to work.
Alternatively, reconfigure the ATM and IMA interfaces.

CSCue45274

Symptom: Traffic drop is seen on a port for more than 8 minutes when a BDI, which is not part of
this new port is shut down.

Conditions: This issue is observed when a BDI is shut down and another port which is not a part of
the shut down BDI port join the multicast group.

Workaround: There is no workaround.
CSCue45306
Symptom: The CEM circuits that are configured over TDM IM go down after performing an SSO.

Conditions: This issue is observed when you perform an SSO, the CEM circuits that are configured
over TDM IM go down.

Workaround: Reload the router.
CSCued7834
Symptom: IOMd crashes and IM goes out of service during SSO.

Conditions: This issue is observed when you have ATM and IMA configured and perform an SSO.
IOMd crashes and the IM goes out of service.

Workaround: There is no workaround.
CSCue54997

Symptom: The system accepts two input clock sources from the same OC3 IM although the system
supports only one input clock source per OC3 IM. This results in clock failures.

Conditions: This issue is observed when two input clock sources are accepted from the same OC3
IM although the framer on the IM can support only one clock source.

Workaround: Do not configure the second input clock source from the same OC3 IM.
Alternatively, remove both OC3 clock sources and configure the desired OC3 controller.

CSCue57671

Symptom: Router crashes while running the REP configuration.

Conditions: This issue is observed while removing the REP configuration from the interface.
Workaround: There is no workaround.

CSCue66019

Symptom: The router displays MLPPP interface errors.

Conditions: This issue is observed when there is more than 90% line rate traffic with mix MTU
patterns.

Workaround: There is no workaround.
CSCue67835

Symptom: OSPF flaps when you set the dead interval timer as 6 seconds and hello interval as 2
seconds.

Conditions: This issue is observed when you perform an SSO.
Workaround: Use the default OSPF hello timers.
CSCue72481
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Symptom: The same interface accepts an IP address and a MEP.

Conditions: This issue is observed when you configure an IP address and a MEP to the same
interface.

Workaround: There is no workaround.
CSCue83621
Symptom: Policy map stops working after you dynamically remove class default class.

Conditions: This issue is observed when the policy map is attached to the target and the class default
of the top level is deleted dynamically, the policy stops working.

Workaround: Detach and reattach the policy map on the target.

CSCue89503

Symptom: The power supply status reports critical after you remove and insert the power supply.
Conditions: This issue is observed after performing multiple OIRs.

Workaround: There is no workaround.

CSCuf01120

Symptom: IOMD crash is seen while performing an SSO when card type is not configured for T1E1
IM.

Conditions: This issue is observed when the TDM card type is not configured before performing an
SSO.

Workaround: Configure the card type for TIE1 IM before preforming an SSO.

CSCuf20151

Symptom: The following error message is displayed when you apply a policy map:

QoS: Configuration failed. Can NOT match ACL in an output policy-map

Conditions: This issue is observed when you apply a policy map, reload, or reconfigure of the
policy map.

Workaround: There is no workaround.

CSCuf43275

Symptom: The router does not detect traffic through GLC-FE-100EX and GLC-FE-100ZX
transceivers.

Conditions: The router does not support traffic through GLC-FE-100EX and GLC-FE-100ZX
transceivers.

Workaround: There is no workaround.

CSCuf43992

Symptom: The router crashes if you configure local span.

Conditions: This issue is observed when you configure local span on the router.
Workaround: There is no workaround.

CSCuf44077

Symptom: The show interface command output shows incorrect speed values after performing an
SSO.

Conditions: This issue is observed when you use a 100M SFP.

Workaround: There is no impact on functionality. Reset the hardware module to resolve this issue.
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CSCuf57632

Symptoms: When you reload the router, the device may not be able to load the startup configuration
from NVRAM.

Conditions: This issue is sometimes observed when you reload the router.
Workaround: Reload the router again.
CSCuf65012

Symptom: When you perform an IM OIR on slot 4, the router may display syslog messages from
the GigabitEthernet 0/5/0 port.

Conditions: This issue is observed when you perform an IM OIR on slot 4 and Slot 5.
Workaround: There is no workaround.
CSCuf79364

Symptom: When you try configure speed on the interface on the standby machine, it does not accept
the command.

Conditions: This issue is observed after you insert a new IM and GE-T connector when router is
running.

Workaround: Reload the router before configuring the speed.
CSCuf79504

Symptom: When you use the shutdown and no shutdown commands multiple times on the
controller, ATM VC creation on the standby RSP fails.

Conditions: This issue is observed when you use the shutdown and no shutdown commands
multiple times on the controller on active RSP.

Workaround: There is no workaround.
CSCuf81085

Symptom: After you use the shutdown and no shutdown commands on the controller of PE, IMA
VCs go down.

Conditions: This issue is observed after using the shutdown and no shutdown commands on the
OC3 controller on PE routers.

Workaround: Use the shutdown and no shutdown commands on the controller.
CSCuf85460

Symptom: When you delete the POS interface and try to create an ATM interface, the following
error message is displayed:

%0C3.8TS1 0/2/0.1:Port type not supported
Insufficient resources to create channel group

Conditions: This issue is observed when you reload the OC3-IM having POS interface and try to
create an ATM interface.

Workaround: Create the POS interface, delete it, and the create an ATM interface.

CSCuf89665

Symptom: Flow control identifiers of active and protect interfaces are not created on to the standby.
Due to which, the interface goes down when you perform an SSO.

Conditions: This issue is observed when you set up ACR on the standby machine.

Workaround: There is no workaround.
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CSCuf89844
Symptom: The router crashes when you delete a BDI interface running BFD.

Conditions: This issue is observed when you assign a static MAC address on a neighbor router or
on one of the BDI interfaces on the Cisco ASR 903 router, and delete the BDI interface running BFD
on the Cisco ASR 903 router.

Workaround: There is no workaround. Do not change the MAC address on the BDI interface.
CSCugl6135

Symptom: Critical alarm LED does not illuminate. The show facility-alarm status command
shows a critical alarm.

Condition: This issue occurs when both active and standby RSP are in UP state.
Workaround: Use the show facility-alarm status command to view the alarm status.
CSCugl17844

Symptom: Traffic does not match the configured class map of the applied policy.

Conditions: This issue is observed at egress, if a policy map which contains 8 user-defined

class-maps is applied. As it exceeds the allowed number of class maps, traffic hits the class default.

Workaround: Remove the 8th user-defined class map and reapply the policy.
CSCugl18630
Symptom: When you perform an OIR on the standby and active RSPs, CMAND crashes.

Conditions: This issue is observed after performing multiple standby OIRs and bringing the
standby machine up.

Workaround: There is no workaround.

CSCug31212

Symptom: When you apply a policy map, the console shows an error message.
Conditions: This issue is observed when you apply a policy map with numbered ACLs.
Workaround: There is no workaround.

CSCug31645

Symptom: If you change the template on the router and change it again within two minutes, the
standby RSP is unable to synchronize with the new template and the router reloads twice.

Conditions: This issue is observed when you change the template, and change it again within two
minutes before reloading the router.

Workaround: Do not change the template and change it again within two minutes.
CSCug44762
Symptom: The POS interface stays down after using the shutdown and no shutdown commands.

Conditions: This is issue is observed when you use the shutdown and no shutdown commands on
the POS interface.

Workaround: Use the shutdown and no shutdown commands on the controller.
CSCug48534
Symptom: Multicast traffic is forwarded on untagged EFPs when snooping is enabled.

Conditions: This issue is observed when untagged EFPs are shutdown at least once after it comes
up.
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Workaround: Reload the router or toggle IGMP snooping.
CSCug55586
Symptom: If you dynamically remove the egress markings, ingress marking does not work.

Conditions: This issue is observed if a marking is present at the logical level in the egress direction,
DM does not work.

Workaround: Use the egress set at leaf or PHB level.
CSCug58606
Symptom: When you use the no shutdown command, the LED of 1G and 10G IM turns off.

Conditions: This issue is observed when you use the no shutdown command on 1G and 10G
interfaces.

Workaround: There is no workaround.
CSCug61357

Symptom: ISIS adjacency and BFD stay down after using the shutdown and no shutdown
commands.

Conditions: This issue is observed in R-LFA configurations.
Workaround: Use the shutdown and no shutdown commands again.
CSCug83426

Symptom: Interface reports loss of frame alarm and goes down.

Conditions: This issue is observed when you use the shutdown and no shutdown commands on
the controllers of PE and CE.

Workaround: Perform an OIR on CE side.
CSCug83846
Symptom: The MTU value does not take effect on an interface.

Conditions: This issue is observed when you try to configure more than eight unique MTU values
on the router.

Workaround: There is no workaround.
CSCug9%4540

Symptom: The total drop counters on an interface is not displayed when HQoS policy map is
applied.

Conditions: This issue is observed when you apply a two-level policy on a port.

Workaround: Use the show policy-map interface gigabitethernet 0/0/0 command or show hqf
interface gigabitethernet 0/0/0 command.

CSCug96958

Symptom: IMA interfaces stay up even when you use the shutdown command to shut down the
controller.

Conditions: This issue is observed when you use the shutdown command on the OC3 controller.
Workaround: Use the no shutdown command bring up the controller and interfaces.
CSCug99750

Symptom: The Cisco ASR 903 router crashes when it accesses unpopulated data structures.
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Conditions: This issue is observed when you perform an IM OIR and use the shutdown and no
shutdown commands.

Workaround: There is no workaround.
CSCuh00009
Symptom: RSP crashes due to keepalive failure.

Conditions: This issue is observed when the router is being polled from different SNMP servers at
different intervals.

Workaround: Increase the SNMP polling interval.

CSCuh06740

Symptom: Router gets reloaded after performing a soft OIR.

Conditions: This issue is observed after you perform a soft OIR or subsequent SSOs.
Workaround: There is no workaround.

CSCuhl16011

Symptom: FMAN-FP crashes when you perform ab IM OIR.

Conditions: This issue is observed when you perform multiple IM OIRs with around 65 BFD
sessions.

Workaround: Reload the router.
CSCuh18503

Symptom: BFD IPv6 sessions may not come up between Cisco ASR 9000 and Cisco ASR 903
routers.

Conditions: This issue is observed when the packets sent from Cisco ASR 903 router have invalid
UDP checksums.

Workaround: There is no workaround.
CSCuh21696

Symptom: When you disable IGMP snooping, the IGMP control packets are not flooded on all
ports.

Conditions: This issue is observed with TEFP over 10Gig, normal EFP, EFP over PC, and TEFP
with IGMPSN.

Workaround: There is no workaround.
CSCuh27117
Symptom: Traffic loss of about six to eight seconds is observed when you perform an SSO.

Conditions: This issue is observed when you perform the switchover before IM OIR or the interface
flaps.

Workaround: There is no workaround.
CSCuh48988

Symptom: When you create a policy map the following error message appears:

"Max class-maps in an Egress policy-map (port-channel egress) cannot exceed 8"

Conditions: This issue is observed when a policy map with more than 8 class maps is configured.
Workaround: There is no workaround.

CSCuh77762
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Symptom: On Cisco ASR 903 routers, the TenGigabitEthernet port operates at one gigabit speeds
in WAN-PHY mode. This leads to a huge amount of output drop.

Conditions: This issue is observed if a QoS policy is configured on the TenGigabitEthernet
interface.

Workaround: There is no workaround.
CSCuh79730

Symptom: The transmitting frequency is incorrectly displayed in the output of the show
hw-module subslot 0 transceiver idprom command.

Conditions: This issue is observed if you use DWDM-XFP-C modules.
Workaround: There is no workaround.

CSCuh86102

Symptom: The interface stops forwarding traffic

Conditions: This issue is observed when the TenGigabitEthernet interface is in WAN-PHY mode
and RO is active.

Workaround: Use R1.
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Restrictions and Caveats in Cisco 10S XE 3.11S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.11 releases.

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

Caveats in Cisco 10S XE 3.11S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.11S releases. The following information is provided
for each caveat:

e Symptom—A description of what is observed when the caveat occurs.
¢ Conditions—The conditions under which the caveat has been known to occur.

e  Workaround—Solutions, if available, to counteract the caveat.

Bug Search Tool
The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.
Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.
You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
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The following sections describe the open and resolved caveats in 3.11S Releases:

Open Caveats—Cisco I0S XE Release 3.11.4S, page 21-2
Resolved Caveats—Cisco IOS XE Release 3.11.4S, page 21-2
Open Caveats—Cisco IOS XE Release 3.11.3S, page 21-2
Resolved Caveats—Cisco I0S XE Release 3.11.3S, page 21-3
Open Caveats—Cisco IOS XE Release 3.11.28S, page 21-3
Resolved Caveats—Cisco IOS XE Release 3.11.2S, page 21-4
Open Caveats—Cisco IOS XE Release 3.11.18S, page 21-5
Resolved Caveats—Cisco IOS XE Release 3.11.18S, page 21-6
Open Caveats—Cisco IOS XE Release 3.118S, page 21-8
Resolved Caveats—Cisco I0OS XE Release 3.118S, page 21-9

Open Caveats—Cisco 10S XE Release 3.11.4S

Identifier Description

CSCuu34256 RSP1_MCAST_THS: Ipv6 traffic does not flow with Cross connect.

CSCuu34839 RSP1_MCAST_THS: Multicast traffic deviation with VRF LITE observed.

CSCur70758 Winpath trace buffer initialization seen on router.

Resolved Caveats—Cisco 10S XE Release 3.11.4S

There are no resolved caveats in Cisco IOS XE Release 3.11.4.

Open Caveats—Cisco 10S XE Release 3.11.3S

CSCui71901
Ping stopped working after swapping
CSCul58148

On setting the mtu on an interface, the ip mtu command is also set. When interface is set to default
ip mtu command is not unconfigured.

CSCum69818

Error logs seen after removal of IPv6 address on ISIS IPv6 router.

CSCu021766

SNMPwalk for ifHCOutUcastPkts and ifInUcastPkts table adds multicast packet in output.
CSCuo85111

Port speed displays incorrectly with 100M SFP module on performing on OIR.
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e CSCur76549

BDI interface showing incorrect byte count.

Resolved Caveats—Cisco 10S XE Release 3.11.3S

CSCum66277

Resource leak is observed when network events like interface flaps, IM OIRs, and increase in prefix
scale (beyond scale) leading to forwarding issues or router crash.

e (CSCun07843
A critical alarm is observed on the FPGA port 0/5/0.
e CSCuol5916
COS classification does not work after reload.
e CSCuo076490
Small buffer and IDB leak seen with PIM registers on a the router.
e CSCupl2983
Issues with MTU settings seen on POS interfaces.
e CSCup20634
Core interface ping fails when system has 7 Layer3 port-channels configured.
e CSCup87578
IPV6 MH-BFD session fail to come up when ECMP path to prefix exists.
e CSCurl7529

Bulk synchronization failure occurs when ingress QoS policy is configured on the CEM circuit
under CEM-ACR interface.

Open Caveats—Cisco 10S XE Release 3.11.2S

e CSCuol1380
Symptom: AIS alarm observed on OC-3 controller.
Conditions: This issue occurs during a reload or after performing multiple IM OIR.
Workaround: Perform a soft OIR on the IM.
e (CSCuo40840
Symptom: Layer2 traffic on TEFP is punted to CPU.

Conditions: This issue occurs on loading and removing the configuration using config replace
procedure.

Workaround: There is no workaround.
e CSCuo085701
Symptom: Prec6 packets get incremented after interface flaps and reload is performed.

Conditions: This issue occurs after configuring policy-maps with classifying cos 6 and prec 6
packets on port channel
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Workaround: There is no workaround.
CSCu095061

Symptom: Ping fails when standby configured with Hot Standby Router Protocol (HSRP) takes
over from the active RSP.

Conditions: This issue occurs when standby configured with HSRP takes over from the active RSP.
Workaround: There is no workaround.

CSCu097889

Symptom: IPv6 traffic gets dropped while doing an SSO.

Conditions: This issue occurs during SSO.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.11.2S

CSCul50165

Symptom: The Cisco ASR 903 fails to forward packets with the maximum configurable MTU on
A900-IMA16D and A900-IMA40S.

Conditions: This issue occurs when mtu max MTU interface command is executed.
Workaround: There is no workaround.

CSCumO05115

Symptom: IPv4 labeled BGP traffic drops on the router.

Conditions: This issue occurs for prefixes after a reload of the router.

Workaround: There is no workaround.

CSCum45110

Symptom: Multicast traffic is not sent over BDI interface with IGMP snooping enabled.
Conditions: This issue occurs on the router when IGMP snooping is enabled.
Workaround: Disable IGMP snooping.

CSCun07802

Symptom: AutoNegotiation configuration on the fiber ports is not retained after IM OIR or reload.
Conditions: This issue occurs on IM OIR/ or router reload.

Workaround: Do not disable the AutoNegotiation property on the fiber ports, else reconfigure the
AutoNegotiation on the ports manually.

CSCun47966

Symptom: Memory leak observed during ASP switchover.

Conditions: This issue occurs when APS switchover is performed.

Workaround: There is no workaround.

CSCun70703

Symptom: Interface Module Goes to out of service after ISSU.

Conditions: This issue occurs after performing ISSU when there is a IM FPGA change.
Workaround: Perform IM FPGA upgrade using the package file and proceed with ISSU.
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CSCun75471

Symptom: Memory usage gradually increases over time, when storm control feature is enabled on
the router.

Conditions: This issue is observed when storm control feature is enabled.

Workaround: There is no workaround.

CSCun79358

Symptom: DHCP packets getting dropped on a transparent node between client and server.
Conditions: This issue occurs when global DHCP snooping is enabled on the transparent node.
Workaround: Disable the global DHCP snooping feature.

CSCun83203

Symptom: Bandwidth percentage does not working on changing the port speed.
Conditions: This issue occurs after changing the port speed.

Workaround: There is no workaround.

CSCuo03508

Symptom: Bulk sync failure seen on router when DAI is configures and ip arp inspection filter nag
bridge-domain static command is executed.

Conditions: This issue occurs with DAI configuration.

Workaround: After switchover or router reload, configure the ip arp inspection filter nag
bridge-domain static command.

CSCuo05897

Symptom: Multicast traffic stops flowing over psuedowire on changing the configuration. The
traffic does not resume till reloaded.

Conditions: This issue occurs on changing the configuration.
Workaround: Reload the device.

CSCuo06895

Symptom: Router crash observed after reload.

Conditions: This issue occurs in normal conditions. There is no specific trigger or condition under
which this may occur.

Workaround: There is no workaround.

Open Caveats—Cisco 10S XE Release 3.11.1S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 router in
Cisco IOS XE Release 3.11.18S.

CCSCul58083

Symptom: After IP mtu is configured on an interface, any change in to the MTU are not reflected
on the interface.

Conditions: This issue occurs when IP MTU is configured and the MTU is changed.

Workaround: Set the required interface MTU before executing the ip mtu command or unconfigure
the IP MTU on the interface and then change the interface MTU.
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CSCul58148

Symptom: After setting the MTU on an interface, the ip mtu is also set. However, when the interface
is defaulted, the ip mtu setting is not unconfigured.

Conditions: This issue occurs when the IP address is set on the interface and MTU is configured.
The issue occurs when the interface is defaulted

Workaround: Do not default the interface. Use no mtu command instead.
CSCum?70550

Symptom: IPv4 and MPLS TTL does not get decremented when fragmentation is involved in the
same router.

Conditions: This issue occurs when IP fragmentation is performed.

Workaround: There is no workaround.

CSCum81665

Symptom: Console errors and incremental leaks are observed on the Cisco ASR 903 router.

Conditions: This issue is observed on executing the clear ip mroute with pim-ssm configured for
core replication.

Workaround: There is no workaround.
CSCum85248

Symptom: Stale entries do not get timed out or get removed, even after there is no multicast traffic
for the corresponding group.

Conditions: This issue occurs when the supported limit of entries is exceeded.

Workaround: Reload the router to remove the entries.

Resolved Caveats—Cisco 10S XE Release 3.11.1S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.11.18S.

CSCu;j34652

Symptom: IPv6 traffic drops for the packets with next header options. Next header options include
Hop-by-hop options, fragment header.

Conditions: This issue occurs when option packets are punted to CPU and generates the time
exceeded message.

Workaround: There is no workaround.
CSCuj43795

Symptom: The port in error-disabled state & physical status shows as down but is UP on the other
connected end device.

Conditions: This issue occurs when the port is configured with DHCP rate limiting values so that
the port goes to error-disable state once it reaches the rate configured.

Workaround: Perform a shutdown followed by a no shutdown on the respective interface to move
the port to UP state.

CSCuj60771

Symptom: Self-generated DHCP traffic generating out of the router is not getting marked (cos) with
user specified value.
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Conditions: This issue occurs when DHCP packets (CPU to client) are not getting marked.
Workaround: There is no workaround.

CSCuj83619

Symptom: DHCP binding does not happen with multiple clients over T-EFP.

Conditions: This issue occurs when TEFP with multiple vlans are configured.
Workaround: Configure EFPS instead of TEFP.

CSCul65485

Symptom: Wrong speed and bandwidth is displayed with DWDM XFP

Conditions: This issue occurs when the DWDM XFP is inserted and the show interface command
is executed.

Workaround: There is no workaround.

CSCul65832

Symptom: Multicast VPN traffic is not received by the receivers.

Conditions: This issue occurs the multicast traffic is begins and joins the VRFs.

Workaround: Increase the MTU size of the core interface on the router that is not forwarding the
mVPN traffic.

CSCul70905

Symptom: Warning messages are seen when an HSRP group is configured on the physical interface.
Conditions: This issue occurs when an HSRP group is configured on the physical interface.
Workaround: There is no workaround.

CSCum14431

Symptom: MVPN traffic is incorrectly received by the receivers due to core replication not working.

Conditions: This issue occurs when large scale is present or when data MDT is used with scale for
MVPN.

Workaround: Use default MDT.
CSCum?26178

Symptom: Bert does not go in sync with hard loop; The reports display that the BERT is running
forever. The BERT cannot be stopped and a new BERT cannot be started.

Conditions: This issue occurs when hard loop is configured on OC-3 controller. The BERT is not in
sync & BERT is running forever & new BERT cannot be started.

Workaround: There is no workaround.
CSCum65037

Symptom: The set ip next-hop peer-address command configured within a route-map does not
appear in the running-configuration, causing a loss in configuration across a reload.

Conditions: This issue occurs in Unified MPLS for Mobile transport model with IGP-LDP Access,
IGP routes (mainly CSG loopbacks) from Access ring would be redistributed into BGP in the
pre-aggregation device (Cisco ASR 903 router). When this happens, IGP next hops that are directly
connected to the pre-aggregation devices are treated as BGP next hops in the local BGP database of
the pre-aggregation device. Hence when the corresponding link goes down, there might be
unnecessary BGP next hop scan for AF IPv4 taking place.
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Workaround: Reconfigure the set ip next-hop peer-address command within the route-map after
reboot of the device to get the intended functionality.

¢ CSCum69866

Symptom: ONS-SC-155-EL optic does not get recognized by the router when inserted in the OC-3
IM.

Conditions: This issue occurs on insertion of ONS-SC-155-EL optic in OC-3 IM in the router. An
error message gets displayed on the console that the transceiver is not supported The optic does not
get detected in show inventory command output.

Workaround: There is no workaround.
e CSCum81574
Symptom: Ingress PE node with pim-ssm gets crashed on sending multicast traffic.

Conditions: This issue occurs when the ode gets crashed when core MDT routes reach around 1K
with the video template.

Workaround: There is no workaround.
e (CSCum92427
Symptom: Ping fails when ARP type goes to UNKNOWN state.

Conditions: This issue occurs when the Cisco ASR 903 router resides between the DHCP sever and
a Cisco ASR 901 router, which acts as a helper.

Workaround: Perform a shutdown followed by a no shutdown on the interface. Execute clear
arp-cache to clear the cache.

Open Caveats—Cisco 10S XE Release 3.11S

This section documents the unexpected behavior that might be seen with the Cisco ASR 903 router in
Cisco IOS XE Release 3.11S.

e (CSCuh86847

Symptom: When MR-APS CEM feature is configured on the router, the traffic stops flowing on
deletion and recreation of CEM groups and cross connects.

Conditions: This issue occurs after deletion and recreation of CEM groups is performed and after
a few iterations of performing an RSP SSO on a HA configured router.

Workaround: Perform an OIR of the OC-3 IM to resume the traffic.

e (CSCuj60116
Symptom: WANPHY:SYNC-E does not get synced in WAN mode.
Conditions: This issue occurs in WAN mode.
Workaround: There is no workaround.

e (CSCul15030
Symptom: Traffic drops for few seconds then resumes for 2-3 minutes.
Conditions: This issue may be observed with a specific topology.
Workaround: There is no workaround.

e (CSCul21349

Symptom: Crash is observed after seeing out of TCAM entries on the console.
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Conditions: This issue occurs after seeing out of TCAM entries on the console.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.11S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.118S.

CSCuf35542

Symptom: Precise Frequency Monitor (PFM) fails for about 5 minutes after OIR is performed.
Conditions: This issue occurs after an OIR is trigger ed.

Workaround: Wait for 5-6 minutes after an OIR.

CSCug05491

Symptom: The router drops traffic on VPLS circuits.

Conditions: This issue occurs when REP is configured with VLAN load balancing and VPLS VFI
is configured on the VLANS. This issue occurs after Stateful switchover (SSO) is performed.

Workaround: There is no workaround.
CSCug39899

Symptom: Traffic stops flowing go through QinQ BDI interface after ARP times out and the ARP
is removed by shutting the BDI interface.

Conditions: This issue occurs when static routing is configured and no routing protocol is
configured on the interface.

Workaround: Manually resolve ARP by pinging the next hops BDI interface.
CSCug44762

Symptom: POS interface stays down after a shutdown followed by a no shutdown on POS
interface.

Conditions: This issue is seen when a shutdown followed by a no shutdown is performed on POS
interface.

Workaround: Perform shutdown followed by a no shutdown on the controller.
CSCug50283

Symptom: Only 2-path are utilized for load sharing though 3-path is available.
Conditions: This issue occurs when ECMP is configured.

Workaround: There is no workaround.

CSCug61505

Symptom: The platform enable command is seen for ACR virtual controller when OC-3 IM is
present in slot 0.

Conditions: This issue occurs after configuring aps group acr command on the OC-3 controller.
Workaround: Insert the IM in other bays instead of bay O.

CSCug83434

Symptom: Lot of memory leak chunks are seen for FMANRP on the standby RSP.

Conditions: This issue occurs after memory leaks are verified on standby RSP.

Workaround: Perform a router reload.
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CSCug84082

Symptom: ATM/IMA PVP links configured on either T1/E1 IM or OC-3IM exhibit traffic or ping
failure.

Conditions: This issue occurs when ATM/IMA link flaps and is followed by SSO. Link flap can be
IM OIR, etc.

Workaround: Performing an IM OIR may fix the issue, else perform a router reload.
CSCug84428
Symptom: Traffic drop are seen on the T1/E1 IM serial and MLPPP links.

Conditions: This issue occurs when traffic is sent via streams with jumbo packet sizes of 7000 bytes
or larger. The interfaces toggle between the up/down state.

Workaround: Perform a IM OIR of the T1/E1 IM.
CSCug89348

Symptom: IOSXE_RP_SPA-3-IPCPORTFAIL tracebacks are seen on router with high availability
configured.

Conditions: This issue occurs after SSO is performed.

Workaround: There is no workaround.

CSCug92536

Symptom: PLATFORM-3-NOMAC traceback is seen on standby console.

Conditions: This issue is seen when CEM-ACR is configured on a HA setup.
Workaround: There is no workaround.

CSCug96958

Symptom: IMA interfaces stay up when controller is shutdown.

Conditions: This issue occurs after performing an admin shutdown on OC-3 controller.
Workaround: Perform no shutdown on the controller.

CSCug97639

Symptom: IPv4 VRF ping fails when disabling IPv6 unicast-routing globally on the router.
Conditions: This issue occurs when IPv6 unicast-routing is disabled.

Workaround: Enable IPv6 unicast-routing

CSCuh06123

Symptom: Incorrect quality level (QL) mapping between the clock class and quality level on the
PTP master.

Conditions: This issue is seen when QL value is configured before configuring the PTP master.
Workaround: Reconfigure the QL values or reload the router.
CSCuh18073

Symptom: In a domain with 2 BGP exit points acting in Active or Repair mode, the traffic exits the
domain through Repair Path BGP PE instead of exiting through Active Path BGP PE.

Conditions: This issue exists when the environment has 2 BGP exit points.
Workaround: There is no workaround.

CSCuh22045
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Symptom: Small MTU size is not fragmented on the OC-3 IM.
Conditions: This issue occurs after a reload and SSO is performed.
Workaround: Unconfigure and configure the IM.

CSCuh46103

Symptom: The BDI statistics do not get incremented on the router.

Conditions: This issue occurs when the ingress and egress statistics are displayed using the show
interface bdi or show interface bdi stats command.

Workaround: Use show platform hardware pp active interface statistics bdi command.
CSCuh81658
Symptom: PTP packets are being treated as default packets even though QOS policy is configured

Conditions: This issue occurs after CPU generated PTP packets do not reach egress QoS with high
priority label (15 or 126) and hence does not hit the corresponding default port entries or even the
EFP policy’s control entries matching these labels.

Workaround: There is no workaround.
CSCuh93765
Symptom: The interface goes down reporting loss of frame alarm.

Conditions: This issue occurs on performing shutdown followed by a no shutdown on the PE and
CE.

Workaround: Perform an OIR on CE side.

CSCui22637

Symptom: Crash observed on the router after unconfiguring 1000 psuedowires.
Conditions: This issue occurs after unconfiguring 1000 psuedowires at a stretch.
Workaround: There is no workaround.

CSCui30240

Symptom: SPA is not initialized messages are seen on bootup.

Conditions: This message is seen post bootup as well during shutdown command followed by a no
shutdown command is issued on the controller. This issue occurs on remote PE reload.

Workaround: Disable console logging.

CSCui34041

Symptom: Traffic is not flowing for one of the prefix.

Conditions: This issue occurs when the MAX MPLS label of that template is assigned to that prefix.
Workaround: Disable and enable that prefix.

CSCui34989

Symptom: OC-3 IM IOMD crash is seen post SSO.

Conditions: This issue occurs after SSO is performed.

Workaround: There is no workaround.

CSCuid7776

Symptom: Virtual circuit receive counters do not increment after SSO is performed.

Conditions: This issue occurs when 1000 VCs are configured and SSO is performed.
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Workaround: There is no workaround.

CSCui52938

Symptom: Layer 3 interface adjacency is incomplete.

Conditions: This issue occurs after the RSP is removed from the router.
Workaround: There is no workaround.

CSCui55567

Symptom: Traffic convergence for OC-3 IM with TDM features such as serial, MLPPP or POS is
high after RSP SSO.

Conditions: This issue occurs after SSO is performed.
Workaround: There is no workaround.
CSCui75901

Symptom: Sync packets are not sent at a regular interval by the router and inter-packet gap is not
within the standard range.

Conditions: This issue occurs under normal conditions.

Workaround: There is no workaround.

CSCui97872

Symptom: The controller remains in disabled state after enabling the license.
Conditions: This issue occurs on performing IM OIR or framing.
Workaround: Disable the license and enable it.

CSCuj06140

Symptom: SPAN captured packet has wrong destination MAC address.
Conditions: This issue is seen when MPLS-TP BFD packet is captured.
Workaround: There is no workaround.

CSCuj07507

Symptom: High convergence for downstream traffic observed on the router.

Conditions: This issue occurs when VPLS VFI’s controlled by g.8032 open ring with a large scale
of about 500VC’s and 10000 MAC address (40 per BD).

Workaround: Use a lower MAC address scale.

CSCuj46477

Symptom: Layer 2 multicast traffic stops on VPLS VCs and starts flowing back on the ingress EFP.

Conditions: This issue occurs when one of the VPLS VC goes down.
Workaround: Traffic resumes after the VC comes up.

CSCuj55599

Symptom: ARP request for HSRP VRRP MAC (VMAC) is not punted to CPU.
Conditions: This issue occurs while sending unicast ARP packets on the router.
Workaround: There is no workaround.

CSCuj76162

Symptom: The input error counter constantly increases in show platform infrastructure Ismpi
command.
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Conditions: This problem occurs when the synchronous mode is configured on the interface of
router.

Workaround: There is no workaround.
CSCul14925
Symptom: The following message displays on the console:

%$PMAN-3-PROCHOLDDOWN: SIP1l: pman.sh: The process iomd has been helddown (rc 143)
Conditions: When you perform a hard interface module (IM) online insertion and removal (OIR),
IM pull out, or soft IM OIR and IOMD is gracefully terminated from the kernel.

Workaround: There is no workaround. There is no service impact.
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Restrictions and Caveats in Cisco 10S XE 3.12S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.12S releases.

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

e (Caveats in Cisco IOS XE 3.128S Releases, page 22-1

Caveats in Cisco 10S XE 3.12S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.10S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.
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You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

Caveats

The following sections describe the open and resolved caveats in 3.12S Releases:
¢ Open Caveats—Cisco IOS XE Release 3.12.4S, page 22-3
e Resolved Caveats—Cisco IOS XE Release 3.12.4S, page 22-3
¢ Open Caveats—Cisco IOS XE Release 3.12.3S, page 22-3
e Resolved Caveats—Cisco IOS XE Release 3.12.3S, page 22-3
¢ Open Caveats—Cisco IOS XE Release 3.12.2S, page 22-3
e Resolved Caveats—Cisco IOS XE Release 3.12.2S, page 22-5
¢ Open Caveats—Cisco IOS XE Release 3.12.1S, page 22-7
e Resolved Caveats—Cisco IOS XE Release 3.12.18S, page 22-7
¢ Open Caveats—Cisco IOS XE Release 3.128S, page 22-9
¢ Resolved Caveats—Cisco IOS XE Release 3.128S, page 22-9
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Open Caveats—Cisco 10S XE Release 3.12.4S

There are no open caveats in Cisco IOS XE Release 3.12.4S.

Resolved Caveats—Cisco 10S XE Release 3.12.4S

Identifier Description

CSCut55741 Wrong extraneous fan entries in Entity MIB.

Open Caveats—Cisco 10S XE Release 3.12.3S

There are no open caveats in Cisco IOS XE Release 3.12.3S.

Resolved Caveats—Cisco 10S XE Release 3.12.3S

Identifier Description

CSCur77331 Led Indicator on ASR903 showing down after port flapping for XCONNECT

Open Caveats—Cisco 10S XE Release 3.12.2S

This section documents the issues that have are open in Cisco IOS XE Release 3.12.2S.

CSCtg39038

Symptom: Memory leak observed on router causing router reload.
Conditions: This issue occurs under normal conditions.
Workaround: There is no workaround.

CSCuc58315, CSCup09007

Symptom: Router crashed observed on unconfiguring the CEM interface without logging out of the
CEM configuration mode.

Conditions: This issue occurs on adding and removing the CEM interface configuration.
Workaround: Exit from the sub-mode before issuing the no xconnect command.
CSCul90379

Symptom: In Virtual Private Wire Service (VPWS) configuration, some circuits remain down in the
Standby RP and after SSO is performed.

Conditions: This issue occurs after single MTU change operation to update MTU to a valid value
is performed on a set of interfaces (in the range of 100’s).
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Workaround: Retry MTU change either on a smaller set of interfaces or on those interfaces
separately for which circuits are down.

¢ CSCum69818
Symptom: Error logs seen on removal of IPv6 address on the BDI interface.

Conditions: This issue occurs after removal of IPv6 address or IPv6 ISIS router on the BDI
interface.

Workaround: There is no workaround.
e CSCunl9434
Symptom: Memory leaks observed on router.
Conditions: This issue occurs when DM VPN crypto sessions are configured.

Workaround: There is no workaround.
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CSCun30855

Symptom: Configurations are not removed on standby RSP after unconfiguring 63 CEM channels
on active RSP.

Conditions: This issue occurs after unconfiguring 63 CEM channels on active RSP on OC-3
controller.

Workaround: There is no workaround.

CSCu055797

Symptom: Inter VRF ping fails in router memory leak.

Conditions: This issue occurs after pinging a VRF prefix in a different VRF.
Workaround: There is no workaround.

CSCuq19954

Symptom: The IOS OAM implementation displays incorrect values for dying gasp conditions for
“Power Failure” and “Physical Down”.

Conditions: This issue occurs when a "Physical Down" or "Power Failure" dying gasp is sent when
an IOS box is peering with an IOX box.

Workaround: Interpret a dying gasp reported as "Physical Down" as actually being "Power Failure"
and vice versa.

CSCuq60722

Symptom: PID disappears after standby RSP reboot.
Conditions: This issue occurs on standby RSP reboot.
Workaround: There is no workaround.

CSCur06724

Symptom: Local ping fails with host queue in stuck state.

Conditions: This issue occurs when a packet descriptor may get corrupted leading to host queue in
stuck state.

Workaround: Reload the router.

Resolved Caveats—Cisco 10S XE Release 3.12.2S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.12.2S.

CSCud65150

Symptom: Router crash observed to an address error.

Conditions: This issue occurs due to a Kron policy configuration.

Workaround: Remove the Kron configurations from the system.

CSCui93830

Symptom: H-QoS top level service-policy fails on the router after switching between RSP modules.
Conditions: This issue occurs after switching RSP modules.

Workaround: Reattach the policy-map.
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CSCull15647
Symptom: ACL QoS classification breaks with IPSec tunnel.

Conditions: This issue occurs with ACL classification in policy-map and is applied to a physical
interface. QoS pre-classify is configured under IPSec tunnel.

Workaround: Apply a QoS to IPSec tunnel.

CSCun83203

Symptom: Bandwidth percentage does not work on changing the port speed.
Conditions: This issue occurs on changing bandwidth percentage.
Workaround: There is no workaround.

CSCuo005897

Symptom: Multicast traffic stops flowing over pseudowire on changing the configuration.
Conditions: This issue occurs when BDI goes down and comes up.
Workaround: Reload the device.

CSCuo015916

Symptom: COS classification does not work after router reload.

Conditions: This issue occurs on a policy with class-map having cos match configuration and reload
is performed.

Workaround: Remove and re-apply the policy-map.

CSCu026304

Symptom: CMAND logs have invalid function call messages.

Conditions: This issue is observed on reload.

Workaround: There is no workaround.

CSCuo076490

Symptom: Small buffer and IDB leak seen with PIM registers on the router.
Conditions: This issue was observed with PIM registers egressing a BDI interface.
Workaround: Block PIM registers using boundaries.

CSCup03259

Symptom: Memory leak observed in normal buffer output of router.
Conditions: This issue occurs under normal conditions.

Workaround: Remove the qos pre-classify command in the crypto map. Reload the device. Use the
memory-size iomem command to assign more memory.

CSCup12983

Symptom: MTU settings on POS interface do not work correctly.

Conditions: This issue occurs when POS is unconfigured.

Workaround: There is no workaround.

CSCup20634

Symptom: Core interface ping fails when system has seven Layer3 port-channels.

Conditions: This issue occurs on the Ten Gigabit IM inserted in slot 1.
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Workaround: There is no workaround.

CSCup34371

Symptom: GETVPN GM stops decrytping traffic after TEK rekey.
Conditions: This issue occurs on crypto map.

Workaround: There is no workaround.

CSCup49206

Symptom: Restarting the router may flush and later originate default type-5 LSA during NSF/NSR
restart. The flush may cause traffic loss.

Conditions: This issue occurs on NSF or NSR restart.
Workaround: There is no workaround.
CSCuq12880

Symptom: RSP1A crashes when multicast VPN configuration is used but SDM profile remains
default.

Conditions: This issue occurs when show platform hardware pp active nqatm 0 ipv4tunnel all
command is executed.

Workaround: Use correct SDM profile.

Open Caveats—Cisco 10S XE Release 3.12.1S

There are no open caveats in Cisco IOS XE Release 3.12.18S.

Resolved Caveats—Cisco 10S XE Release 3.12.1S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.12.18S.

CSCum05115

Symptom: IPv4 labelled BGP traffic drops on the router.

Conditions: This issue occurs for prefixes after a reload of the router.

Workaround: There is no workaround.

CSCum45110

Symptom: Multicast traffic is not sent over BDI interface with IGMP snooping enabled.
Conditions: This issue occurs on the router when IGMP snooping is enabled.
Workaround: Disable IGMP snooping.

CSCum96961

Symptom: Continuous increase in output drop counters observed on the interface despite no traffic
flow through the interface.

Conditions: This issue occurs on port-channel configurations with QOS applied on them.
Workaround: Remove the QoS configuration.
CSCun07802

Symptom: AutoNegotiation configuration on the fiber ports is not retained after IM OIR or reload.
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Conditions: This issue occurs on IM OIR/ or router reload.

Workaround: Do not disable the AutoNegotiation property on the fiber ports, else reconfigure the
AutoNegotiation on the ports manually.

CSCun(07843

Symptom: Critical alarm goes out on FPGA of port.

Conditions: This issue occurs after performing an SSO on the router.
Workaround: There is no workaround.

CSCun35642

Symptom: Class-map filter modification do not work for uninstalled policy-maps.

Conditions: This issue occurs when a policy-map with 2 classes exist on the router. Modify the
class-map filter gets rejected.

Workaround: Remove the class from the policy-map and modify it.

CSCun79358

Symptom: DHCP packets getting dropped on a transparent node between client and server.
Conditions: This issue occurs when global DHCP snooping is enabled on the transparent node.
Workaround: Disable the global DHCP snooping feature.

CSCuo003508

Symptom: Bulk sync failure seen on router when DAI is configures and ip arp inspection filter
nag bridge-domain static command is executed.

Conditions: This issue occurs with DAI configuration.

Workaround: After switchover or router reload, configure the cip arp inspection filter nag
bridge-domain static command.

CSCuo06895
Symptom: Router crash observed after reload.

Conditions: This issue occurs in normal conditions. There is no specific trigger or condition under
which this may occur.

Workaround: There is no workaround.

CSCuo009866

Symptom: Forwarding Manager (FMAN) FP logs filled with error messages.
Conditions: This issue is observed on image upgrade.

Workaround: There is no workaround.

Further Problem Description:

CSCu090854

Symptom: P TV does not work with RSP1B video template.

Conditions: This issue occurs when BDI numbers lesser than 4000 is used.

Workaround: Use BDI numbers greater than 4000.
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Open Caveats—Cisco 10S XE Release 3.12S

This section documents the unexpected behavior that might be seen with the Cisco ASR 900 router in
Cisco IOS XE Release 3.12.S.

CSCunl3151
Symptom: Egress traffic drop was observed on an ACR ATM interface in PVP mode.
Conditions: This issue occurs on the ACR ATM interface after performing SSO.

Workaround: There is no workaround.

Resolved Caveats—Cisco 10S XE Release 3.12S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.128S.

CSCui50577

Symptom: Traffic drop observed on the router.

Conditions: This issue occurs after performing an IM OIR.

Workaround: There is no workaround.

CSCuj30644

Symptom: Multicast does not function in scaled mode with SM mode and BDI in core.
Conditions: This issue was seen in the scaled mode.

Workaround: Execute the no ip igmp snooping command on the router to forward multicast
traffic.

CSCuj32358

Symptom: Multicast packets with TTL=0 are forwarded and not dropped.
Conditions: This issue occurs with multicast incoming traffic with TTL=0.
Workaround: There is no workaround.

CSCuj42208

Symptom: Layer 3 multicast traffic drop was observed on the trunk port.

Conditions: This issue occurs when multicast is converged, and a shutdown followed by a no
shutdown command is executed on the multicast router interface (mrouter port).

Workaround: Execute command clear ip mroute command to clear IPv4 multicast routes and the
command clear ipv6 pim topology to clear IPv6 multicast routes.

CSCuj43701
Symptom: Multicast receivers received duplicate traffic.
Conditions: This issue occurs in the following conditions:

— Executing a shutdown command or default shutdown command on the last EFP under a
bridge-domain configured on the port-channel interface.

— Executing a shutdown or default shutdown command on the last TEFP under a bridge-domain
configured on the port-channel interface.

— Executing a shutdown or default shutdown command on the port-channel and configuring an
EFPor TEFP without waiting for at least 3 minutes.
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— Deleting the last TEFP on a particular NILE (either O or 1 or both) and immediately configuring
EFP under the same port and for the same bridge-domain.

Workaround: Clearing multicast routes for the multicast group receiving duplicate traffic may
resolve the issue. Execute command clear ip mroute command to clear IPv4 multicast routes and
the command clear ipv6 pim topology to clear IPv6 multicast routes.

CSCuj49095

Symptom: The router displays an OUT_OF_TCAM error message on the console.
Conditions: This issue occurs when a PIM-enabled interface is added or deleted.
Workaround: Reload the router.

CSCuj49110

Symptom: S/N entries are allocated for BDI in down state.

Conditions: This occurs when the BDI state is down.

Workaround: There is no workaround.

CSCuj56146

Symptom: Deletion of last EFP configured under port-channel fails to update ASIC in the router.
The EFP is removed from the running configuration but the router continues to forward multicast
traffic on the last EFP configured under the port-channel.

Conditions: This issue occurs under the following conditions:
— Defaulting port-channel interface.
— Executing the shut or no shut commands on the port-channel interface.

— Executing the shut or no shut commands on the last EFP of a bridge-domain under the
port-channel.

Workaround: There is no workaround.
CSCuj56513
Symptom: Multicast traffic was flooded back on Source Tx port.
Conditions: This issue occurs when:
— The router is configured with PIM-SM.
— 1IIF is the Trunk EFP (BDI) and OIF is used as the Regular EFP.
— Both IIF and OIF are in the same bridge-domain (BD).

The Trunk EFP IIF configuration is removed with (either no service instance or port default) and a
Normal EFP is configured on the same IIF Port belonging to the same BD.

Workaround: Execute the clear ip mroute command.
CSCul01233

Symptom: EMPLSintd memory leak is observed on configuration and unconfiguration of remote
LFA FRR tunnels.

Conditions: This issue occurs when memory leaks are seen on interface flap or after unconfiguring
and configuring the remote LFA FRR.

Workaround: There is no workaround.
CSCul10120
Symptom: Self ping fails when ICMP punt traffic congests the host queue.
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Conditions: This issue occurs when the host queue is congested by ICMP punt traffic for a long
time.

Workaround: There is no workaround.
CSCul27129

Symptom: Remote MEPs are not learnt on cross-connect service with a POS interfaces the core
link.

Conditions: This issue occurs when CFM up MEPs are configured for an cross-connect service
configured on an access interface, with POS links in core.

Workaround: There is no workaround.

CSCul37563

Symptom: Packet drop observed after resetting the multilink bundle more than 3 or 4 times.
Conditions: This issue occurs on an MLPPP interface over channelized STM.

Workaround: Configure the remote end to accept compressed packets.

CSCul40676

Symptom: Ping failure observed on the interface connected with port 0/0/0 with ACR configuration.
Conditions: This issue occurs when ACR is configured on the router.

Workaround: Install the IM in the other bay or use a port other than 0/0/0 as the core.
CSCul64840

Symptom: The router shuts down when the SNMP host is enabled by executing the snmp-server
host command globally.

Conditions: This issue occurs when the snmp-server host command is executed.
Workaround: Use the management interface VRF for the SNMP host.
CSCul68008

Symptom: Bulk synchronization fails for ATM layer 2 configuration on T1E1 IM is observed on
the router.

Conditions: This issue occurs on TDM IM with ATM configuration.
Workaround: There is no workaround.
CSCul93778

Symptom: No alarm is reported after executing the shutdown command on the controller, when
high availability (HA) is setup.

Conditions: This issue occurs when a POS interface is created on an HA setup, and a shutdown
command is executed on the interface after SSO.

Workaround: There is no workaround.
CSCum66060

Symptom: Increased usage of MPLSintd observed after scale configuration and stress test. Interface
flaps and BFD flaps are observed on the router.

Conditions: This issue occurs with increased usage in MPLSintd resource leading to router crash
over a prolong period of time.

Workaround: There is no workaround.

CSCum69866
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Symptom: ONS-SC-155-EL optic is not recognized by the router when inserted in the OC-3 IM.

Conditions: This issue occurs when the ONS-SC-155-EL optic is inserted in the OC-3 IM on the
router. An error message is displayed on the console indicating that the transceiver is not supported.
The optic is not detected when the show inventory command is executed.

Workaround: There is no workaround.
e (CSCum92427
Symptom: Ping fails when the ARP type is in UNKNOWN state

Conditions: This issue occurs when the Cisco ASR 903 router acts as a helper and resides between
the DHCP sever and a Cisco ASR 901 router.

Workaround: Execute the shutdown command followed by the no shutdown command on the
interface. Execute clear arp-cache command, to clear the cache.

¢ CSCun08534

Symptom: IGMP snooping is not supported with the IP services license, thereby breaking multicast
routing.

Conditions: This issue occurs with IP service licenses.

Workaround: Disable IGMP snooping and cause flooding of multicast packets.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Restrictions and Caveats in Cisco 10S XE 3.13S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.13S releases.

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

e Caveats in Cisco IOS XE 3.13S Releases, page 23-1

Caveats in Cisco 10S XE 3.13S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.13S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.
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You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

Caveats

The following sections describe the open and resolved caveats in 3.10S Releases:

Open Caveats—Cisco [0S XE Release 3.13.7S, page 23-2
Resolved Caveats—Cisco IOS XE Release 3.13.7S, page 23-2
Open Caveats—Cisco IOS XE Release 3.13.6S, page 23-3
Resolved Caveats—Cisco I0S XE Release 3.13.6S, page 23-3
Open Caveats—Cisco IOS XE Release 3.13.5S, page 23-3
Resolved Caveats—Cisco IOS XE Release 3.13.5S, page 23-4
Open Caveats—Cisco [0S XE Release 3.13.4S, page 23-4
Resolved Caveats—Cisco IOS XE Release 3.13.4S, page 23-4
Open Caveats—Cisco IOS XE Release 3.13.3S, page 23-5
Resolved Caveats—Cisco I0S XE Release 3.13.3S, page 23-5
Open Caveats—Cisco IOS XE Release 3.13.2S, page 23-6
Resolved Caveats—Cisco IOS XE Release 3.13.2S, page 23-6
Open Caveats—Cisco IOS XE Release 3.13.18S, page 23-7
Resolved Caveats—Cisco 10S XE Release 3.13.18S, page 23-7
Open Caveats—Cisco IOS XE Release 3.13S, page 23-8
Resolved Caveats—Cisco IOS XE Release 3.13S, page 23-10

Open Caveats—Cisco 10S XE Release 3.13.7S

Caveat ID

Number Description

CSCvb24913  ASRO903 - Last reload reason can be misleading

CSCur98481 Service unsupported-transceiver does not change the behavior

Resolved Caveats—Cisco 10S XE Release 3.13.7S

Caveat ID

Number Description

CSCus82338  In loose mode uRPF ipv4/6 traffic dos not get dropped for NUIIO interface
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Open Caveats—Cisco 10S XE Release 3.13.6S

Identifier Description

CSCur94076 RSP1 soak : WP_IwSystemBuild() returing Error on Soak test

CSCur98481 service unsupported-transceiver does not change the behavior

CSCut93166 Last IMA Link Added Stuck in DOWN State on Delete and Add Few Links

CSCuql9919  Nsn_hsby data traffic is observing on Standby link in RSP2

Resolved Caveats—Cisco 10S XE Release 3.13.6S

Identifier Description
CSCuv73613  Policy shaping 90% is not working for QOS in egress-RSP1
CSCux81666  Policy shaping 90% is not working in egress direction

CSCuw57376  External alarms cleared on 2nd SSO

Open Caveats—Cisco 10S XE Release 3.13.5S

Identifier Description

CSCux21020  BGP/BFD session goes down on REP interface state change

CSCun30277  "show platform hardware pp active feat cef database prefix" CLI remove
CSCur94076 RSP1 soak : WP_IwSystemBuild() returing Error on Soak test
CSCup76962  RSP2:10MD traceback @mcprp_spa_tdl_marshal_err

CSCur98481 service unsupported-transceiver does not change the behavior

CSCut93166 Last IMA Link Added Stuck in DOWN State on Delete and Add Few Links
CSCunl10191  ATM:IFMGR-3-DUP_IFINDEX: Duplicate ifIndex error msg on stby
CSCuq32740  TDM System Test : Traceback pointing to IMA on reload on PE

CSCuql1133  ASR903: TDM IM crash on ISSU rolling upgrade
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Identifier Description

CSCuql9919  Nsn_hsby data traffic is observing on Standby link in RSP2

Resolved Caveats—Cisco 10S XE Release 3.13.5S

Identifier Description
CSCuv57383  RSPI1: In rare situations , mpls is not enabled in hardware after upgrade

CSCuv30635  RSPI1: standby rsp led not glowing post ISSU

Open Caveats—Cisco 10S XE Release 3.13.4S

Identifier Description

CSCuv67090  ASR903 Egress InterfaceID Misprogrammed from MPLS to IP path
CSCur94076 RSP1 soak : WP_IwSystemBuild() returing Error on Soak test
CSCuw39821  ASR903 acting as MVPN 'P' device duplicates multicast traffic
CSCuw06487  %SYS-2-CHUNKBADMAGIC: Traceback on router when using PTP
CSCuv30635  RSPI1: standby rsp led not glowing post ISSU

CSCup76962  RSP2:10MD traceback @mcprp_spa_tdl_marshal_err

CSCur98481 service unsupported-transceiver does not change the behavior

CSCut93166 Last IMA Link Added Stuck in DOWN State on Delete and Add Few Links
CSCuq32740  TDM System Test : Traceback pointing to IMA on reload on PE

CSCuql1133  ASR903: TDM IM crash on ISSU rolling upgrade

Resolved Caveats—Cisco 10S XE Release 3.13.4S

Identifier Description

CSCut86756 "sh platf hardware pp active acl ipv6 name ACL_OUT" shows incorrect o/p
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Identifier
CSCut86740
CSCus70811
CSCut33723
CSCuv37266
CSCuul0463
CSCut08392
CSCur69542
CSCut84743
CSCut92954
CSCuu64975
CSCuv39362
CSCuu35013
CSCuu56931
CSCut02011
CSCup07145

CSCut99827

Caveats in Cisco 10S XE 3.13S Releases

Description

Egress IPV6 ACL doesn't work on router reload

Cannot configure bridge domain with id more than max bridge domains
error counters getting incremented on ports which are down

PPPoE sessions not getting established across VPN betwn 903(RSP2) and 9K
Traffic is getting drop over TEFP after dynamic range modification

Array Boundary violation in code.

Crash @nile_mc_handle_prefix_L2_and_not_L3

IGMPSN is taking more memory consumption on high scale in latest MCP
RSP1 : IPv6 traffic doesnt flow over VPLS

10 gig port goes down at remote side once the system locked after reboot
BFD flaps during RFC2544 test

Crash seen when qos is applied on EVC with encap untagged

Outdrops seen on ten gig interface that is not part of 12 connectivity.
ASR-902, ASR-903 & ASR-920 show interface transceiver is not dependable
Error log seen @ quack_main.c:quack_write: write failed:.

IMA Group Up Though Far-end Signalled Insufficient Links Group State

Open Caveats—Cisco 10S XE Release 3.13.3S

There are no open defects in Cisco IOS XE Release 3.13.3S.

Resolved Caveats—Cisco 10S XE Release 3.13.3S

Identifier Description

CSCus60787 ACL counter does not work when applying IPv6 ACL to BDI intf on egress.
CSCut40156 IPV6 ACL causes LDP down and ospf flap.

CSCut28876 xconnect uni-directional traffic when new xconnect built or moved.
CSCut03279 OC12/3: Forwarding alarm for CESOP does not propagate.

CSCus97020 The router crashes on configuring Ethernet loopback.
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Identifier Description

CSCur83200 Policy on encapsulation default not working.

CSCus60755  |The router crashes due to memory leak.

CSCur77326 TenGig interface remains down with EVC configuration.

CSCus62460 BGP flap when Ping is sent continuously at 18 mbps.

CSCus16433 Incorrect values in entSensorThresholdEvaluation for SPA subslot sensors.
CSCus98172 GLC-EX-SMD | %SFF8472-3-THRESHOLD_VIOLATION
CSCup71022 |WANPHY: incorrect behavior with L-RDI and UNEQ-P alarm inject.

Open Caveats—Cisco 10S XE Release 3.13.2S

This section documents the unexpected behavior that might be seen with the Cisco ASR 900 router in
Cisco IOS XE Release 3.13.2S.

e CSCun69848

ACR ATM: unconfiguring and configuring followed by SSO multiple issues are seen.
e CSCup71022

ASR 903:WANPHY :incorrect behavior with L-RDI and UNEQ-P alarm inject.
e (CSCuqll1133

ASR 903: TDM IM crash on ISSU rolling upgrade.
e CSCur77326

ASR 903 TenGig interface remains down with EVC configuration.
e CSCus05877

RPF-Failure packets are not filtered by IPv4 ACL applied over SVI.
e (CSCusl14747

ASR 903- CPU generated L2/L.3 packets not sent via proper queues on egress.
e (CSCus16433

Incorrect values in entSensorThresholdEvaluation for SPA Subslot Sensors.

Resolved Caveats—Cisco 10S XE Release 3.13.2S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.13.28S.
e CSCur06724
ASR 903: Local ping fails with Host queue node in stuck state.
e CSCurl3616
TLDP not up over PW.
e (CSCurl7529
Bulk sync failure in case of ingress QoS policy on CEM-ACR interface.
e CSCurl9046
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Traffic drop due to wrong PW programming.

CSCur31007

ASR 903: Error handling in uea_mpls_frr_modify_flcd.

CSCur37740

Crash after SNMP polls transceiver information.

CSCur52148

Image upgrade using reload command causing FP reset and stuck in init state.
CSCur88602

Disable VASI related commands on ASR 903.

CSCur96455

ARP not generated in VRF when MPLS packet received from POS/TDM interface.

Open Caveats—Cisco 10S XE Release 3.13.1S

This section documents the unexpected behavior that might be seen with the Cisco ASR 900 router in
Cisco IOS XE Release 3.13.1S.

CSCuo077420

The router crashes and reloads in a multi-D scale environment.

Resolved Caveats—Cisco 10S XE Release 3.13.1S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.13.1S.

CSCuo05897

Multicast traffic stops flowing over pseudowire after changing the configuration. ThetTraffic does
not resume till reloaded.

CSCu026304

CMAND logs are filled with invalid function call messages after reload.

CSCu067326

Group specific query forwarded by the Layer 3 interface is not sent out of the router.
CSCu095061

Ping failure observed when HSRP configured Standby module is taken over from Active module.
CSCup12983

Issues with MTU settings on POS interface are observed on the router.

CSCup99088

OIDs for the USB-Ports, Network-Management-Port and the CPU are not seen on the standby RSP.
CSCuq12880

The RSP1A module crashes when mVPN configuration is used but SDM profile remains default
instead of mvpn_rspla.
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CSCuql17910

Symptom: With a third party APS, the router interprets traffic incorrectly wrongly causing a APS
revert to working port while protect port should remain active.

CSCuq32699

Track unicast on router using commands

1. show platform hardware pp active feature cef database ipv4 10.0.0.2/32 0

2. show platform hardware pp active feature multicast database ipv4 table 0 226.0.0.4/32 3.
3.show platform hardware pp active adjmgr 13m_print_nh_handle 0x342014d8
CSCurl7185

Error messages observed on router followed by traceback on issuing show interfaces transceiver
detail command.

Open Caveats—Cisco 10S XE Release 3.13S

This section documents the unexpected behavior that might be seen with the Cisco ASR 900 router in
Cisco IOS XE Release 3.13S.

CSCu094567

Symptom: Delay request packets stop after moving to FREQ_LOCKED state.
Conditions: This issue occurs after moving to the FREQ_LOCKED state.
Workaround: There is no workaround.

CSCuo97779

Symptom: Crash observed on the router after clearing the counters and logging buffer.
Conditions: This issue occurs after clearing the counters and logging buffer.
Workaround: There is no workaround.

CSCup09987

Symptom: For port-channel interface, broadcast packets incorrect values during SNMP MIB query.

Conditions: This issue occurs during SNMP MIB query.
Workaround: There is no workaround.
CSCup25290

Symptom: Router crash observed after overnight interface flaps. The protocol flaps and continuous
churn is network is observed.

Conditions: This issue occurs when overnight network churn occurs.
Workaround: There is no workaround.
CSCup26783

Symptom: High convergence observed during local interface shutdown with remote LFA is
configured.

Conditions: This issue occurs when remote LFA is configured.
Workaround: There is no workaround.

CSCup48672
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Symptom: BGP goes down after recreating the POS interface.

Conditions: This issue occurs after the recreating the POS interface.

Workaround: Perform a shutdown followed by a no shutdown of the POS interface.
CSCup49082

Symptom: IPV6 traffic (both up and downstream) is taking traffic hit of 2200 msec but IPV4 traffic
took normal hit (well under the committed down time of 50 msec)

Conditions: This issue occurs after performing ISSU upgrade.

Workaround: There is no workaround.

CSCup54245

Symptom: Traffic does not flow when IMA PVP is configured and SSO is performed.
Conditions: This issue occurs when incorrect MPLS labels are configured and SSO is performed.
Workaround: There is no workaround.

CSCup56048

Symptom: Cross connect configuration goes down after performing an SSO after an OIR.
Conditions: This issue occurs after performing and SSO after an OIR.

Workaround: Perform an IM OIR.

CSCup57265

Symptom: Missing alarms observed on transceiver module.

Conditions: This issue occurs on the RJ45 ports with 8-port Cu 1xGE IM + 1-port SFP 1x GE
(Copper combination) IM inserted on RSP2 chassis.

Workaround: Shutdown all the unused ports on this IM.
CSCup60018

Symptom: Traffic loss observed after performing SSO post IM OIR.
Conditions: This issue occurs after performing an SSO post IM OIR.
Workaround: Reload the router.

CSCup67271

Symptom: Match_efp egress policy-map replication does not happen on all member-links for
port-channel Ids from 17 to 64

Conditions: This issue occurs on port-channel Ids from 17-64.
Workaround: Apply policy-map on all the member-links.
CSCup82219

Symptom: PFM failure occurs while changing the mode from LAN to WAN on the AA900-IMA2Z
IM.

Conditions: This issue was observed on the AA900-IMA2Z IM. It is an intermittent issue.
Workaround: Reconfigure the LAN mode to WAN mode.
CSCup87274

Symptom: High convergence observed on SSO for MR-APS CEM configuration. Traffic does not
resume completely on all configured circuits.
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Conditions: This issue occurs on performing an IM OIR or controller shutdown or an APSs force
prior to SSO The issue may also be seen on repeated SSO.

Workaround: Perform a APS SSO.

CSCup87578

Symptom: IPV6 MH-BFD session fail to come up when there is ECMP path to prefix.
Conditions: This issue occurs when IPV6 MH-BFD session fails if there is ECMP path.
Workaround: There is no workaround.

CSCup97273

Symptom: ISIS goes down following heavy traffic hitting management port(70 mbps). CPU spike
was also observed.

Conditions: The issue occurs following a loop in the management network and excess of 70 mbps
traffic hits the management port.

Workaround: Reload the chassis.

Resolved Caveats—Cisco 10S XE Release 3.13S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.13S.

CSCul72354
Symptom: Traffic failure observed for some of prefixes which are learned through BGP.

Conditions: This issue occurs when a sheer load (more than 100 PE’s) of next hops with recurring
routes are learned on the router with BGP PIC enabled.

Workaround: Disable BGP PIC.
CSCum02329

Symptom: MPLS MTU cannot be configured on an interface that is not programmed in the
hardware.

Conditions: This issue occurs when MPLS MTU is configured on an interface; MPLS MTU value
is not programmed in the hardware and a packet larger than MPLS MTU value is allowed.

Workaround: Use IP MTU or interface MTU instead of MPLS MTU.

CSCum05115

Symptom: IPv4 Labelled BGP traffic drops on the router.

Conditions: This issue is observed for a few prefixes post reload.

Workaround: There is no workaround.

CSCum42701

Symptom: Tx and Rx power values are incorrectly displayed on OC-3 interface module.
Conditions: This issue occurs on the OC-3 interface module.

Workaround: Hard OIR of the OC-3 interface module.

CSCum45110

Symptom: Multicast traffic is not sent over BDI interface with IGMP snooping is enabled.
Conditions: This issue occurs when IGMP snooping is enabled.

Workaround: Disable IGMP snooping.
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CSCum54906

Symptom: Crash observed on the router after executing the show interface pseudowire command.
Conditions: This issue occurs after executing the show interface pseudowire command.
Workaround: There is no workaround.

CSCum69866

Symptom: The ONS-SC-155-EL optic is not recognized when inserted in OC-3 IM.

Conditions: This issue occurs when the ONS-SC-155-EL optic is inserted in OC-3 IM. An error
message is displayed on the console that the transceiver is not supported The optic is detected in
show inventory command output.

Workaround: There is no workaround.
CSCum92427
Symptom: Ping fails when ARP type becomes "UNKNOWN".

Conditions: This issue occurs when the router is configured for ZTP and the IP address is issued
from the DHCP server.The ARP type on the router connected to the ASR 901 router interface
becomes "UNKOWN".

Workaround: Perform a shutdown followed by a no shutdown of the ASR 901 router (interface
vlan), or execute the clear arp-cache command.

CSCum96961

Symptom: After application of a QoS policy-map on an interface, continuous increase in output
drop counters on the interface is observed despite there being no traffic through the interface

Conditions: This issue occurs on the router with port-channel configurations with QOS applied.
Workaround: Remove the QoS configurations.

CSCun07802

Symptom: Auto Negotiation configuration on Fiber ports is not retained.

Conditions: This issue occurs on IM OIR or chassis reload.

Workaround: Do not disable Auto Negotiation property on the fiber ports. Else reconfigure or
disable the Auto Negotiation on the ports manually.

CSCun(7843

Symptom: A critical alarm is observed on the FPGA port 0/5/0.

Conditions: This issue occurs after performing an SSO.

Workaround: There is no workaround.

CSCun35642

Symptom: Class-map filter modification does not work for an un-installed policy-map.

Conditions: This issue occurs when a policy-map is configured with 2 classes. When the class-map
filter is modified, the filter modification is rejected.

Workaround: Remove the class from the policy-map and modify.
CSCun47966

Symptom: Memory leak observed during ASP switchover.
Conditions: This issue occurs when APS switch is performed.

Workaround: There is no workaround.
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e CSCun70703
Symptom: Interface Module goes to Out of service state.

Conditions: This issue occurs on performing an ISSU when there is a IM FPGA change between
the releases.

Workaround: Perform IM FPGA upgrade using the package file and proceed with ISSU.
e CSCun75471

Symptom: Process memory usage gradually increases over time when storm control is enabled on
the router.

Conditions: This issue is observed when storm control feature is enabled on the router.
Workaround: There is no workaround.

e (CSCun79358
Symptom: DHCP packets get dropped on the transparent node between client and server.
Conditions: This issue occurs when global DHCP snooping is enabled on the transparent node.
Workaround: Disable the global DHCP snooping command.

e (CSCun83203
Symptom: Bandwidth percentage does not work on changing the port speed.
Conditions: This issue occurs after changing the port speed with sequence.
Workaround: There is no workaround.

e (CSCuo03508

Symptom: Bulk sync failure seen on DAI API using ip arp inspection filter nag bridge-domain
static command.

Conditions: This issue occurs when DAI is configured using the using ip arp inspection filter nag
bridge-domain static command. After routed reload is not accepted and not synchronized to
standby.

Workaround: After switchover or router reload, reconfigure the command.
e (CSCuo06895
Symptom: Router crash observed with reload as RP-Reset.
Conditions: There is no specific trigger or condition under which this may occur.
Workaround: There is no workaround.
e CSCuo09866
Symptom: FMAN FP logs filled with error messages.
Conditions: This issue occurs on reload.
Workaround: There is no workaround.
e (CSCuo055797
Symptom: Inter VRF ping failure observed in route leak.
Conditions: This issue occurs while pinging other VRF prefix in different a VRF.
Workaround: There is no workaround.
e (CSCuo72279
Symptom: Crash observed after a failover during the MPLS labels processing.
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Conditions: This issue was observed when R-LFA and BGP PIC is configured in the RING topology
and optimum scale prefix (with global and VRF prefix) is set.

Workaround: There is no workaround.

CSCuo076490

Symptom: Small buffer and IDB leak seen with PIM registers on a Cisco router.
Conditions: This issue was first observed with PIM registers egressing a BDI interface.
Workaround: Block PIM registers using boundaries.

CSCu090854

Symptom: IP TV does not working with RSP1B Video template.

Conditions: This issue occurs when BDI numbers greater than 4000 is configured.
Workaround: Configure BDI numbers lesser than or equal to 4000.

CSCup20634

Symptom: Core interface ping failure observed when system has 7 Layer3 port-channels
configured.

Conditions: This issue occurs when the a 10 GE IM is inserted in slot 1on the router.

Workaround: There is no workaround.
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Note

CHAPTER

Restrictions and Caveats in Cisco 10S XE 3.14S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.14S releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

e (Caveats in Cisco IOS XE 3.14S Releases, page 24-1

Caveats in Cisco 10S XE 3.14S Releases

Bug Search Tool

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.14S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

[ oL-26630-09
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Caveats in Cisco 10S XE 3.14S Releases

The following sections describe the open and resolved caveats in 3.14S Releases:

¢ Open Caveats—Cisco IOS XE Release 3.14.3S, page 24-2

¢ Resolved Caveats—Cisco IOS XE Release 3.14.3S, page 24-2
e Open Caveats—Cisco IOS XE Release 3.14.2S, page 24-3

e Resolved Caveats—Cisco IOS XE Release 3.14.2S, page 24-3
¢ Open Caveats—Cisco IOS XE Release 3.14.1S, page 24-3

e Resolved Caveats—Cisco IOS XE Release 3.14.18S, page 24-4
e Open Caveats—Cisco IOS XE Release 3.14S, page 24-5

¢ Resolved Caveats—Cisco IOS XE Release 3.14S, page 24-7

Open Caveats—Cisco 10S XE Release 3.14.3S

Identifier Description

CSCur94076 RSP1 soak : WP_IwSystemBuild() returing Error on Soak test

CSCuv37266 |PPPoE sessions not getting established across VPN betwn 903(RSP2) and 9K
CSCuw59358 |MPLS forwarding drops on interface due to incorrect 2nd level EAID
CSCut92954 RSP : IPv6 traffic doesnt flow over VPLS

CSCuu35013  |Crash seen when qos is applied on EVC with encap untagged

CSCuv45494  |ZR optics, link is going down over a period of time

Resolved Caveats—Cisco 10S XE Release 3.14.3S

Identifier Description
CSCut86740 Egress IPV6 ACL doesn't work on router reload
CSCus82338  |In loose mode uRPF ipv4/6 traffic not dropped for NUIIO interface
CSCut03410 OC12/0C3 :PDH level shut in SATOP is not asserting AIS on remote CE
CSCut33723 error counters getting incremented on ports which are down
CSCuw39821 | ASR903 acting as MVPN 'P' device duplicates multicast traffic
CSCur69542 Crash @nile_mc_handle_prefix_L.2_and_not_L3
CSCur67324 Crash @uea_I3mc_group_get_member
CSCut84743 IGMPSN is taking more memory consumption on high scale in latest MCP
CSCuu64975 10 gig port goes down at remote side once the system locked after reboot
CSCuu56931  |Outdrops seen on ten gig interface that is not part of 12 connectivity
CSCuv62761 |CPU due to cmand process is always at 90%
CSCup07145  |Error log seen @ quack_main.c:quack_write: write failed
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Identifier Description

CSCus53278 IOMD crash @ iomd_bsess_open_callback_retry

CSCuv30635 |RSPI1: standby rsp led not glowing post ISSU

CSCur98481 service unsupported-transceiver does not change the behavior

CSCus87139 | AIS Sent on CESoPSN E1 even after L-bit Cleared by Remote PE
CSCus94620  |RSP1/2/3: Standby Reset due to "RF Client Expiry Cat6k SPA TSM(1505)"

Open Caveats—Cisco 10S XE Release 3.14.2S

Identifier Description
CSCut33723 Error counters are incremented on ports that are down.
CSCuul0641 |All the interfaces are in the admin down state after a router upgrade.

Resolved Caveats—Cisco 10S XE Release 3.14.2S

Identifier Description

CSCut28876 xconnect uni-directional traffic when new xconnect is built or moved.
CSCus97020  |The router crashes on configuring Ethernet loopback.

CSCur82708 Egress policy not working after removing and recreating PC.

CSCut88397 RSP2: Egress exp classification not working as expected.

CSCut26934 CEM-ACR CEMoUDP: 10Sd crash after reload.

CSCus94994 False power, voltage and bias THRESHOLD_VIOLATION alarms for BX10-U.
CSCut38645 No traffic passing through Tengig 12 and 13 connected "SFP-GE-T".
CSCut31422 Unable to enable 'OC3 Interface' in Smart License mode.

CSCur29027 32T1El: Ping failure observed on second multilink interface.

Open Caveats—Cisco 10S XE Release 3.14.1S

Identifier Description
CSCus60755 Router crashes due to memory leak.
CSCur82708 Egress policy does not after removing and recreating PC
CSCus92763 The show platform hardware feature cef command displays incorrect values
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Resolved Caveats—Cisco 10S XE Release 3.14.1S

Identifier Description

CSCur76202 DHCP packets with vlan tag fail to flow with DHCP snooping.

CSCur77326 The Ten Gigabit Ethernet interface remains down with EVC configuration.

CSCur88602 Disable Vasi commands on the router.

CSCus94059  The SFP+ link flaps and does not come up with combo interface modules.

CSCur96455 ARP is not generated in VRF when MPLS packet are received from POS or TDM interfaces
CSCur31007 Error handling seen after FRR configuration

CSCurl3616 Targeted LDP not come up over pseudowire.

CSCur37740 Crash observed after SNMP polls the transceiver information.
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Open Caveats—Cisco 10S XE Release 3.14S

This section documents the unexpected behavior that might be seen with the Cisco ASR 900 router in
Cisco IOS XE Release 3.14S.

CSCuq00263
A new EFP is added after performing SSO.
CSCuq35676

Traceback observed on unconfiguring or reconfiguring ACR working and protect groups on one port
to another. These tracebacks are seen when ACR-CEM group from work and protect ports are
unconfigured and configured in new ports.

CSCuq39533

Traceback error message invalid segment observed on router.

CSCuq49685

EoMPLS traffic drops after a clear ip route command is executed on the imposition router.
CSCuq54176

CPU HOG and traceback observed on link flaps in G8032 ring.

CSCuq54343

Router does not send OAM dying gasp messages before the port is error disabled.
CSCuq60503

IPv6 ping over cross connect does not work.

CSCuq73280

Policer creation fails due to policer reservation for CoPP on performing ISSU.
CSCuq83650

Connection Manager error observed on soft OIR of router.

CSCuq83689

Serial links keep flapping on the work and protect nodes after OIR of ACR CEM interface module.
CSCuq94190

Multicast traffic loss is seen with BFD.

CSCur00633

High convergence is seen with mrouter in port shut state and with the receiver router in REP ring
configuration.

CSCur13502

OAM remote loopback functionality does not work.

CSCurl3616

Targeted LDP sessions between customer edge devices flaps every 3 minutes.
CSCur20971

Crash observed in punt path API with 500 cross connects with egress policy map.
CSCur25147

Crash observed on SSO with multicast.
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CSCur28807

CPU hogs observed after executing the show bridge-domain command.

CSCur29027

Ping not working properly for second multilink interface on 32port T1/E1 interface module/
CSCur37740

SNMP polling entSensorThresholdTable crashes on system I0Sd. This occurs when SPA transceiver
entity sensors exist in the entity table.

CSCur37847
Serial interface module physical port details are not populated in entPhysicalTable.
CSCur47619

Bridge domain EFP-bind error objects are not seen on continuous or multiple interface flaps on the
router.

CSCur50091

Traffic not reaching the receivers after configuring REP on defaulted core interfaces.
CSCur69485

L4 classification does not work on Layer2 port-channel after reload.

CSCur69877

CCM TDL leaks are observed with CFM configured.

CSCur74387

The source interface of a RSPAN session in shutdown state does not forward traffic after reload.
CSCur74496

Traffic stops flowing after removing APS configuration from protect controller.
CSCur76202

DHCP packets with VLAN tag get dropped on a transparent node between client and server.
CSCur76549

BDI interface show incorrect byte count.

CSCur78086

Data path breaks observed after SSO on T1/E1 controllers.
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Resolved Caveats—Cisco 10S XE Release 3.14S

This section documents the issues that have been resolved in Cisco IOS XE Release 3.14S.

CSCuh55919

Track unicast on router using command:

1. show platform hardware pp active feature cef database ipv4 10.0.0.2/32 0

2. show platform hardware pp active feature multicast database ipv4 table 0 226.0.0.4/32 3.
3. show platform hardware pp active adjmgr 13m_print_nh_handle 0x342014d8
CSCuo005897

Multicast traffic stops flowing over pseudowire on changing the configuration. Traffic does not
resume till reloaded.

CSCuo021766

SNMPwalk for ifHCOutUcastPkts & ifInUcastPkts tables adds multicast packets.
CSCuo023361

Standby router reloads continuously.

CSCu038668

With the DAI configuration, the BDI goes to err-disable state instead of physical port when a Trunk
EFP is configures at the access side.

CSCu039893
Egress SPAN large packets (size > 208B) gets dropped.
CSCu045869

Error or pending objects observed after copying the configuration to the running configuration on
the router.

CSCuo46174

Multicast traffic not forwarded over BDI with SSO on FHR.
CSCu047380

Traffic drops in the MST region during IM-OIR followed by an SSO.
CSCuo054454

IPv6 multicast traffic does not recover with IM OIR followed by a shutdown and no shutdown
command.

CSCu067326

Group specific query forwarded by the Layer3 interface is not sent out of the router.
CSCu070249

The UP Meps are not learnt when port channel is down.

CSCu076490

Small buffer and IDB leak are seen with PIM registers on a the router.

CSCuo087731

IP SLA session ID not found with different encapsulation on core & access port.
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CSCuo089567
Transceiver missing alarms seen on RJ45 ports with the Copper Combo interface module.
CSCu090224
RS232 type port is configurable through using command.
CSCu095061
Ping failure observed when HSRP standby takes over from active router.
CSCup01578
Active FP stuck in disconnecting state.
CSCup06436
ToD format NMEA ZDA is supported on the router.
CSCup08732
Mismatch errors observed on the RSP card types post switchover.
CSCup09960
The SNMP MIB do not work on the port channel.
— ifHCInUcastPkts (1.3.6.1.2.1.31.1.1.1.7)
- ifHCOutUcastPkts (1.3.6.1.2.1.31.1.1.1.11)
CSCup(09987
Broadcast packet information is displayed incorrectly for port-channel through SNMP MIB query.
CSCup12983
Issues with MTU settings observed on POS interface.
CSCup20221
The BITS LED remains GREEN on unconfiguration of the input-source.
CSCup20634
Core interface ping fails when system has seven Layer3 port-channels configured.
CSCup68102

Unsupported configuration errors are seen when trying to configure SPAN between 10 Gigabit
Ethernet and 1 Gigabit Ethernet ports.

CSCup99732
DB output is not seen for active ethernet CFM pm sessions.
CSCuq06466

Ingress classification based on DSCP and ACL does not work. The packets get classified as
class-default.

CSCuq12880

RSP module crashes with mVPN configuration, but SDM profile remains default instead of
mvpn_rspla.

CSCuql7910

With a third party APS, the router interprets traffic incorrectly wrongly causing a APS revert to
working port while protect port should remain active.
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CSCuq19919

The TEFP on the standby interfaces TEFP is exists in the flood MET.
CSCuq23746

Multicast traffic fails on the router.

CSCuq26416

ACM is does not on RSP2 module.

CSCuq65062

Layer2protocol forward does not traffic on slots 0,1,2 of the interface.
CSCurl7185

Error followed by traceback on issuing show interfaces transceiver detail command.
CSCurl7529

Bulk sync failure occurs when ingress Qos policy is configured on the CEM circuit under
CEM-ACR interface.

CSCur21171

SNMP and RADIUS not working when cemudp reserve bay x command is configured under
loopback used for SNMP or RaDIUS.

[ oL-26630-09

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]



| Chapter

Caveats in Cisco 10S XE 3.14S Releases W

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
[ oL-26630-09 .“



| Chapter

Caveats in Cisco 10S XE 3.14S Releases W

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
[ oL-26630-09 .“



| Chapter

Caveats in Cisco 10S XE 3.14S Releases W

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
[ oL-26630-09 .“



Note

S - )

Restrictions and Caveats in Cisco 10S XE 3.15S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.158S releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

e Caveats in Cisco IOS XE 3.15S Releases, page 25-1

Caveats in Cisco 10S XE 3.15S Releases

Bug Search Tool

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.15S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.
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Caveats in Cisco 10S XE 3.15S Releases

The following sections describe the open and resolved caveats in 3.15S Releases:

¢ Open Caveats—Cisco IOS XE Release 3.15.2S, page 25-2

¢ Resolved Caveats—Cisco IOS XE Release 3.15.2S, page 25-2
e Open Caveats—Cisco IOS XE Release 3.15.1S, page 25-4

e Resolved Caveats—Cisco IOS XE Release 3.15.18S, page 25-4
e Open Caveats—Cisco IOS XE Release 3.15S, page 25-5

e Resolved Caveats—Cisco IOS XE Release 3.15S, page 25-5

Open Caveats—Cisco 10S XE Release 3.15.2S

Identifier Description

CSCur63705 ASR903-RSP1:memleak @mcp_eobc_rx_interrupt in ha box with mpls

CSCus98671 ENMIM:DPIDX_LKUP_ERR on standby

CSCut09880 ASR903: On SDH TUG2 E1 Shut RAI is Detected at RX and CEM M-bits are Set

CSCus68778 CEMoUDP-T1/E1:Serial interface shows up/down after reload

CSCur90777 RSP2THS:MRAPS ping fails after 4 aps sso

CSCuq34656  mLDP:FID,INL3IDC_NONVLAN, POLICERD

CSCur20933 RSP2: Multicast ping is not working over the P2MP Tunnel

CSCut13887 ASR903-RSP2: Unable to configure the threshold levels for EQOS tcam

CSCus21083  RPW/RVPLS: BFD for OSPF between BDIs does not come up

CSCus98350  CPLD version shown in Show platform is HW revision instead of CPLD version

CSCuv61769  parser configuration cache interface adds shutdown to the interface configuration

CSCuv83498  STATIC EAID DUPLICATE CREATION ATTEMPT error seen on config-replace
Resolved Caveats—Cisco 10S XE Release 3.15.2S

Identifier Description

CSCut68540 ACR:OIR of protect IM,OIR of work IM causes some cem circuits to go down
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Identifier Description

CSCus70811 Cannot configure bridge domain with id more than max bridge domains

CSCuv66661  ELB does not swap MAC when ELB is enabled as Internal mode in ASIC 1

CSCut84743 IGMPSN is taking more memory consumption on high scale in latest MCP

CSCuu64975 10 gig port goes down at remote side once the system locked after reboot

CSCuu35013  Crash seen when qos is applied on EVC with encap untagged

CSCus98172  ASR903 GLC-EX-SMD | %SFF8472-3-THRESHOLD_VIOLATION: Warning

CSCuv62761  CPU due to command process is always at 90%

CSCup07145  Error log seen @ quack_main.c:quack_write: write failed

CSCuu85439  32xT1E1 IM Low Amplitude on E1 signal

CSCut61651 ASR903 crashed in Pseudowire function

CSCut99827 IMA Group Up Though Far-end Signalled Insufficient Links Group State

CSCuul7435  cylon mgr crash in RSP2 upon appling L3 acl on EVC and EVC in PC

CSCuv37358  Stale TCAM after removing BDI with ACL and reconfiguring

CSCuu36976  VPLS traffic is not taking correct route while sending the traffic out

CSCuv77921  ASR920 does not allow the dhcp packet to be parsed with option 82

CSCuu27902  CCMs on port channel member getting punted with port channel IDB

CSCut55709 cfm_mp_ith OBJ-DWNLD failure while reload the router

CSCuv00831  Failure to match local dying gasp on Ethernet line card

CSCuu74961  Intermittent failures of dying gasp seen on Pegasus

CSCuu43214  OAM remote loopback is failing for Trunk EFP traffic

CSCuv66875  Port MEP entry have not been removed fully when delete port MEP from DUT

CSCus55728  Tagged traffc not forwarded via efp with "untag, priority-t, dotlq" encap

CSCuv46278  valgrind: local datastructure was allocated twice for ELB FID

CSCuv13923  ZTP process is not stopped with ztp clear command

CSCuv04666 % Unable to find mpls-te-dest-list modecisco" message seen during bootup
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Identifier

CSCut97251

CSCuu58725

CSCuus52410

CSCuv44538

CSCut91272

CSCuul0641

CSCuv01055

CSCuv07771

CSCuv35142

CSCuu00644

CSCut97628

Description

router crash @ nl2mcm_igmp_snooping_enable

ASR920 / Eth CFM PM, sends default domain level 7

Match-all class with multi-match works when added in a specific sequence
Memory leak due to EFP policer on ASR 920

service-policy is disappears after reload

all the interfaces are admin down state after router upgrade

ASR 920 - Remote Ping is not working on Ten gig port with Extended Vlan
ASR920:Incorrect error message displayed while try to load wrong ROMMON
IM1X IM interfaces are admin down state after router upgrade

ZTP service instance config failed to apply on Tengig interface

crete UI: Observing traffic drop when license changed from onegig to bulk

Open Caveats—Cisco 10S XE Release 3.15.1S

Identifier

CSCuu36976

Description

VPLS traffic is not taking correct route while sending the traffic out

Resolved Caveats—Cisco 10S XE Release 3.15.1S

Identifier
CSCut40156
CSCut28876
CSCuu52794
CSCut03410
CSCut13789

CSCup58590

Description

IPV6 ACL causes LDP down and OSPF flap

ASR903: xconnect uni-directional traffic when new xconnect is built or moved
ASR903: L-bit in Rx SAToP packets does not trigger AIS to be Tx into TDM AC
OC12/0C3: PDH level shut in SATOP is not asserting AIS on remote CE

IPv6 multicast traffic is not switched in bd on RPF failure

mLDP: IOSXE-PLATFORM:kernel: Ismpi_transmit_thread messages on console
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CSCus87139

CSCus87631

CSCut26934

CSCur(02351

CSCuu35146

CSCuw63344

Caveats in Cisco 10S XE 3.15S Releases

Description

AIS sent on CESoPSN E1 even after L-bit cleared by remote PE

ASR903 reloads when using TCP raw sockets

CEM-ACR CEMoUDP: I0sd crash after reload

P2MPTE: MFIB HW counter shows incorrect average packet size for IIF as Lspvif
ASR920: snmp-server enable traps syslog does not work

HSRP/VRRP group scale numbers for RSP1 and RSP2

Open Caveats—Cisco 10S XE Release 3.15S

Identifier Description

CSCus68778  CEMoUDP-T1/E1:Serial interface shows up/down after reload

CSCup58590  mLDP: IOSXE-PLATFORM:kernel: Ismpi_transmit_thread messages on Console

CSCur20933 RSP2: Multicast ping is not working over the P2MP Tunnel

CSCut24768 ASR920 - Egress policy with shaping is not working

CSCut36129 Egress Classification on Core of MPLS does not work with Transport Vlan COS
Resolved Caveats—Cisco 10S XE Release 3.15S

Identifier Description

CSCur76202 DHCP packets with vlan tag fail to flow with dhcp snooping transparent

CSCus72769  Jumbo packets not going from serial Intf to gig Intf on RSP1 on reload

CSCurl7185 %SFF8472-3-INTERNAL_ERROR: CE0/2/0: ether sub-block missing

CSCurl10101 ASR903 : OC3 IM LED state: Even after removal of cable, LED stays green

CSCuqg43201  Port channel MAC address overlapping

CSCur29193 HC+BC sending packets to downstream when it is in FREQ_LOCKED.

CSCuq37233  ASR920: Jitter generation failed on 2x10G IM
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Identifier Description
CSCuq87532  Striker Current calculation
CSCum47925 RSP2/RSP1:SSO convergence time of ~0.9 sec with 100m SFP.

CSCup93720  Link Alarms are not persistent after reload on the combo CU IM

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Restrictions and Caveats in Cisco 10S XE 3.16S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.16S releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections

Limitations and Restrictions in IOS XE Release 3.16.1aS
Caveats in Cisco IOS XE 3.16S Releases, page 26-2

Limitations and Restrictions in 10S XE Release 3.16.1aS

ISSU upgrade may fail when the EVC is configured with split horizon group configuration. We
recommend that before upgrading from Cisco IOS XE Release 3.16.1aS to another Cisco IOS XE
release, you do the following:

— Save the running configuration in bootflash

- Upgrade the router

— Remove the split-horizon group number from the split-horizon configuration
— Apply the changed configuration to the running configuration.

This is applicable only to Cisco ASR 903 RSP2 module. Traffic is dropped when packets of size 64
to 100 bytes are sent on 1G and 10G ports:

— For 64-byte packets, traffic drop is seen at 70% and beyond of the line rate.

- For 90-byte packets, traffic drop is seen at 90% and beyond of the line rate

- For 95-byte packets, traffic drop is seen at 95% and beyond of the line rate.
Traffic is dropped when:

— Traffic is sent on a VRF interface

— Traffic is sent across Layer 2 and Layer 3

However, traffic is not dropped when the packet size is greater than 100 bytes, even if the packets
are sent bi-directionally at the line rate.

[ oL-26630-09

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router ]


http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html

| Chapter

Limitations and Restrictions in 10S XE Release 3.162 W

Limitations and Restrictions in 10S XE Release 3.16.2

e ISSU might fail during the upgrade to Cisco IOS XE 3.16.2, due to FPGA upgrade on standby. This
issue is observed with the T1/E1 interface modules.

Caveats in Cisco 10S XE 3.16S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.16.1aS releases. The following information is

provided for each caveat:

e Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool
The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.
Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

Caveats

The following sections describe the open and resolved caveats in 3.16S Releases:
e Open Caveats—Cisco IOS XE Release 3.16.10S (Cisco IOS Release 15.5(3)S10), page 26-3
e Resolved Caveats—Cisco IOS XE Release 3.16.10S (Cisco IOS Release 15.5(3)S10), page 26-3

e Resolved Caveats—Cisco IOS XE Release 3.18.10S (Cisco IOS Release 15.5(3)S10 Platform
Independent, page 26-3

e Open Caveats—Cisco IOS XE Release 3.16.9S (Cisco IOS Release 15.5(3)S9), page 26-4
e Resolved Caveats—Cisco IOS XE Release 3.16.9S (Cisco I0S Release 15.5(3)S9), page 26-4
e Open Caveats—Cisco IOS XE Release 3.16.8S (Cisco IOS Release 15.5(3)S8), page 26-4
e Resolved Caveats—Cisco IOS XE Release 3.16.8S (Cisco IOS Release 15.5(3)S8), page 26-4
e Open Caveats—Cisco IOS XE Release 3.16.8S (Cisco IOS Release 15.5(3)S8), page 26-4
e Resolved Caveats—Cisco IOS XE Release 3.16.8S (Cisco 10S Release 15.5(3)S8), page 26-4

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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e Open Caveats—Cisco IOS XE Release 3.16.6S (Cisco IOS Release 15.5(3)S6), page 26-5

e Resolved Caveats—Cisco IOS XE Release 3.16.6S (Cisco I0S Release 15.5(3)S6), page 26-5

e Open Caveats—Cisco IOS XE Release 3.16.5S (Cisco I0S Release 15.5(3)S5), page 26-6

e Resolved Caveats—Cisco IOS XE Release 3.16.5S (Cisco IOS Release 15.5(3)S5), page 26-6

¢ Open Caveats—Cisco IOS XE Release 3.16.4S (Cisco I0S Release 15.5(3)S4), page 26-7

¢ Resolved Caveats—Cisco IOS XE Release 3.16.4S (Cisco I0S Release 15.5(3)S4), page 26-7

e Open Caveats—Cisco IOS XE Release 3.16.3aS (Cisco IOS Release 15.5(3)S3a), page 26-8

e Resolved Caveats—Cisco IOS XE Release 3.16.3aS (Cisco IOS Release 15.5(3)S3a), page 26-8
e Open Caveats—Cisco IOS XE Release 3.16.2 (Cisco IOS Release 15.5(3)S2a), page 26-9

e Resolved Caveats—Cisco IOS XE Release 3.16.2 (Cisco IOS Release 15.5(3)S2a), page 26-9

¢ Open Caveats—Cisco IOS XE Release 3.16.1aS (Cisco IOS Release 15.5(3)S1a), page 26-11

¢ Resolved Caveats—Cisco IOS XE Release 3.16.1aS (Cisco IOS Release 15.5(3)S1a), page 26-12
e Open Caveats—Cisco IOS XE Release 3.16S (Cisco IOS Release 15.5(3)S), page 26-13

e Resolved Caveats—Cisco IOS XE Release 3.16S (Cisco IOS Release 15.5(3)S), page 26-13

Open Caveats—Cisco 10S XE Release 3.16.10S (Cisco 10S Release 15.5(3)S10)

There are no open caveats in this release.

Resolved Caveats—Cisco 10S XE Release 3.16.10S (Cisco 10S Release

15.5(3)S10)

There are no open caveats in this release.

Resolved Caveats—Cisco 10S XE Release 3.18.10S (Cisco 10S Release
15.5(3)S10 Platform Independent

Caveat ID
Number Description
CSCuvl14856 |WATCHDOG timeout crash during IPSEC phase 2
CSCvf16448 No all IPv6 GRE crypto tunnels may come up or recover from flapping at scale
CSCvm76452 |IPSec background crash while sending SNMP trap
CSCvm95236 |BGP update not properly processed by inbound route-map
CSCvn78113  |Tunnel PMTUD not being aged out after PMTUD ager timer expires
CSCvo066216  |IPSec-Session count in "show crypto eli" reaches max causing VPN failure
CSCvo71721 |When sending account-logon ISG do not reply with ACK nor NACK.
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number Description

CSCvp70459  |IOS: Prevent crypto ACL change if already mapped with crypto map configuration
CSCvql9673 Evaluation of asrlk for TCP_SACK

Open Caveats—Cisco I0S XE Release 3.16.9S (Cisco 10S Release 15.5(3)S9)

There are no open caveats in this release.

Resolved Caveats—Cisco I0S XE Release 3.16.9S (Cisco 10S Release 15.5(3)S9)

Caveat ID
Number Description

CSCvm02572 Router crashes on SSH connection with "login on-failure log" enabled

Open Caveats—Cisco I10S XE Release 3.16.8S (Cisco 10S Release 15.5(3)S8)

Caveat ID
Number Description

CSCuw50181  Cisco RSP3 Module: Total mac available space shows huge number

CSCvc24776  Cisco RSP3 Module: uea_mgr crash with diagnostic command "diag alloc Failover"

Resolved Caveats—Cisco I0S XE Release 3.16.8S (Cisco 10S Release 15.5(3)S8)

Caveat ID
Number Description

CSCuz70546  907:Management Interface Down on reload
CSCvc26350  100% downstream loss after SSO on rsplb

CSCve64323  Cisco RSP1Module:MPLS MTU programming fails on standby with latest image

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Open Caveats—Cisco 10S XE Release 3.16.6S (Cisco 10S Release 15.5(3)S6)

Caveat ID
Number

CSCvc24776

CSCuw50181

CSCuw46635

CSCuu83294

CSCuu%4177

CSCuw78594

CSCvb91263

Description

RSP3: uea_mgr crash with diagnostic command "diag alloc Failover"
RSP3: Total mac available space shows huge number.

IOT: Raw socket does not come up until interface is bounced.

IOT: Serial IM 0-7 interface should be blocked to be configured as sync.
IOT:TCP Raw socket: memory leak seen with OIR and SSO.

IOT:TCP: Configuring the speed does not show up on standby router.

Memory leak observed on router with native multicast configuration.

Resolved Caveats—Cisco I0S XE Release 3.16.6S (Cisco I0S Release 15.5(3)S6)

Caveat ID
Number Description
CSCvc46936  RJIL:RSP1B-Pending Object update @ ACL NAT_ACL
CSCvb13590  ASR900:In OC3 IM Winpath BUS ERROR is observed due to invalid multi-class number in the packet
CSCvc79143  IOT:Serial:traceback seen when serial IM is removed
CSCvd38455  ASR 903 after RSP switchover stop to pass traffic for one BDI
CSCuy27433  RSP1: Imposition Traffic TX Out Standby PW on IGP Delete Reconfig
CSCvb17864  RSP3:uea_mgr crash is seen @ tbm_inl_get_nextnode
CSCvd18135  MLDP: Unsupported OIF type 0x0. Unable to add in platform Seen on MLDP Script runs
CSCvd67376  ASR920 'set mpls experimental topmost' is causing 'set mpls experimental imposition' to not work.
CSCvd72604  Crash after policy map applied
CSCvb83795  RSP2: Queue node stuck during config replace results in 100% traffic loss on MLPPP Interface
CSCvc37483  Memory leak in SNMP on ASR903 with RSP3¢/RSP2
CSCvb96905  Serial Path in ifTable and min and oper status stay up after cable unplug
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number Description
CSCvc95602 ASR903 SDH counter errors

Open Caveats—Cisco 10S XE Release 3.16.5S (Cisco 10S Release 15.5(3)S5)

Caveat ID
Number

CSCuw46635

CSCuu83294

CSCuu94177

CSCuw78594

CSCvb91263

Description

IOT: Raw socket does not come up until interface is bounced.

IOT: Serial IM 0-7 interface should be blocked to be configured as sync.
IOT:TCP Raw socket: memory leak seen with OIR and SSO.

IOT:TCP: Configuring the speed does not show up on standby router.

Memory leak observed on router with native multicast configuration.

Resolved Caveats—Cisco I0S XE Release 3.16.5S (Cisco I0S Release 15.5(3)S5)

Caveat ID
Number

CSCuz95664

CSCut44696

CSCva87330

CSCvb38142

CSCvb18966

CSCvb34126

CSCvb71337

CSCvc03451

Description

ASR900: OC3 IM runs Out of FIFO Buffer on Reassembling MLPPP Fragments

Semaphore lock error and tracebacks with ERP.

ASR903 behavior with " no mpls ip ttl propagate " configuration

MR-APS MLP. Forwarding failure on Protect Active SSO (With work disabled).

mlacp standby POA link forwards mcast/broadcast traffic after reboot.

L3 Loopback is not working on ASIC 1 interface in RSP2 with latest FPGA

ASROxx after config changes to service instance - misclassified QoS on egress into class-default.

RSP3:Mgmt interface not accepting manual speed (10/100 mbps).
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Caveat ID
Number

CSCvb24913

CSCut44696

CSCux89775

CSCuu83294

CSCuu%4177

CSCuw46635

CSCuw78594

CSCval5526

Caveats in Cisco 10S XE 3.16S Releases

Description

ASRO903 - Last reload reason can be misleading

Semaphore lock error and tracebacks with ERP.

RSP2:CFM UP MEP is not working when the core interface are POS
I0T:Serial IM 0-7 interface should be blocked to be configured as sync
IOT:TCP Raw socket: memory leak seen with OIR and SSO

IOT: raw socket not coming up until interface is bounced

IOT:TCP: configuring the speed does not show up on standby router

PW down after clear mpls ldp neighbor followed by RSP SSO

Resolved Caveats—Cisco I0S XE Release 3.16.4S (Cisco I0S Release 15.5(3)S4)

Caveat ID

Number Description

CSCva35619  Cisco IOS Software Crafted NTP Packets Denial of Service Vulnerability

CSCva90880  RSP1: Crash observed and the RSP1 box is reloaded.

CSCux21020  BGP/BFD session goes down on REP interface state change

CSCux42536  Cannot execute Xconnect with pseudowire force switchover

CSCuw97906  OCI12: IOSD crash on configuring the el serial interface

CSCuz67645  EFP stats not incrementing for MPLS packets in imposition

CSCuz71631 ASRO903 drop label traffic in certain range with more than 2 label stacks

CSCva21655  BDI MPLS MTU cannot be set more than 1500

CSCuz67921 OSPF hello over sham link is not punted for de-agg case

CSCux94951 Invalid CF set by intermediate slave as ptp pkt traverses 1g to 10g

CSCuz81746  UDP checksum error seen on ptp packets.

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number

CSCva71102

CSCva68157

Description
"cefcFanTrayOperStatus" to provide a state "warning(4)" for fan failures

SFF8472-3-THRESHOLD_VIOLATION: Tx bias low alarm on "Cisco QSFP-40G-LR4

Open Caveats—Cisco 10S XE Release 3.16.3aS (Cisco 10S Release 15.5(3)S3a)

Identifier
CSCuw46635
CSCuu83294
CSCuu%4177
CSCuw7859%4
CSCuw50181
CSCuz26672
CSCuz47926
CSCuz39929
CSCuy19614
CSCuu89839
CSCuu87930

CSCval5526

Description

IOT: raw socket not coming up until interface is bounced

IOT:Serial IM 0-7 interface should be blocked to be configured as sync
IOT:TCP Raw socket: memory leak seen with OIR and SSO
IOT:TCP:configuring the speed does not show up on stanby router
RSP3 : Total mac available space shows huge number

ASR903: Nile mgr crash - CPU Catastrophic Error

ASR 903 crashed due to traffic.

ASR900 memory leak in SSFPD code

RSP3 - Observing iomd crash while performing IM_OIR

UEA: RSP1 and RSP2 TDL Metafile checkin of xe315 timeframe

32 T1E1: Clock recovery in E1 mode failing (with G8262 op1 mask)

PW down after clear mpls 1dp neighbor followed by RSP SSO

Resolved Caveats—Cisco 10S XE Release 3.16.3aS (Cisco 10S Release

15.5(3)S3a)

Identifier
CSCux65136
CSCux58640

CSCuy09202

Description
Traffic is not hitting the class-map on dynamicmodification of class-map
LDP NSR: Label Mapping Messages Not Sent on RP SSO and VCs Re-bind

MCAST THS:IPv4 and IPv6 Multicast traffic doesn't flow over VPLS

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Description

'Ran out of ingress tcam resources' causes QoS crash

Open Caveats—Cisco 10S XE Release 3.16.2 (Cisco 10S Release 15.5(3)S2a)

Identifier
CSCux21020
CSCun30277
CSCuu43827
CSCur94076
CSCuw46635
CSCuu83294
CSCuu%4177
CSCuw7859%4
CSCuw50181
CSCuw59358
CSCux57305
CSCuv36806
CSCuq34656
CSCuu89839
CSCuu87930

CSCut93166

Description

BGP/BFD session goes down on REP interface state change

"show platform hardware pp active feat cef database prefix" CLI remove
ASR900: OC3 IM Performance Monitoring counters are not correct
RSP1 soak : WP_IwSystemBuild() returing Error on Soak test

IOT: raw socket not coming up until interface is bounced

IOT:Serial IM 0-7 interface should be blocked to be configured as sync
IOT:TCP Raw socket: memory leak seen with OIR and SSO
IOT:TCP:configuring the speed does not show up on stanby router
RSP3 : Total mac available space shows huge number

MPLS forwarding drops on interface due to incorrect 2nd level EAID
MPLS traffic forwarding issue at ASR 903

RSP3:Data path failure is seen with Inter-AS option AB
mLDP:FID,INL3IDC_NONVLAN, POLICERD

UEA: RSP1 and RSP2 TDL Metafile checkin of xe315 timeframe

32 T1E1: Clock recovery in E1 mode failing (with G8262 opl mask)

Last IMA Link Added Stuck in DOWN State on Delete and Add Few Links

Resolved Caveats—Cisco I0S XE Release 3.16.2 (Cisco I0S Release 15.5(3)S2a)

Identifier Description
CSCux91894  ASR9xx iomd memory leak
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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https://tools.cisco.com/bugsearch/bug/CSCuu87930
https://tools.cisco.com/bugsearch/bug/CSCut93166
https://tools.cisco.com/bugsearch/bug/CSCuz29486
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux91894
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Identifier

CSCux79666

CSCuv67090

CSCuw57281

CSCuu69516

CSCuu35378

CSCuw70038

CSCuv65276

CSCuw76167

CSCuv00703

CSCuw43940

CSCux45680

CSCuv00832

CSCuw75486

CSCuu23983

CSCux56871

CSCux74770

CSCux60542

CSCuv37266

CSCuu28034

CSCuw08717

CSCuw97303

CSCuv22146

CSCuw39821

CSCux64454

CSCuw38880

Description

BFD Flap on ASR 903

ASRO903 Egress InterfaceID Misprogrammed from MPLS to IP path

Changing MTU doesn't reflect in HW

RSP1: MET chain programmed wrongly, traffic drops seen
RSP2:Soak:Crash@cam_handle_gethwindex on soak run with intf flaps

RSP1: IOMD Crash on Egress IPv4 Flows Modify on MLPPP Sessions Flaps
RSP2THS: CEM CESOP and STAOP Disposition FID invalid

Clear raw socket command doesnt accept sessions higher than 136

IOT: Not able to delete TCP session under line config

IOT: raw socket session in global space using IP in VRF

IOT: Serial IM Fpga Upgrade to Version 0x43

IOT:HA ERROR: Standby doesn't support this command

port LED on the serial IM is not green

SerialIM: Crash seen during OIR

TWAMP functionality support over Trunk EFP for ASR903

RSP1: Packets Do Not Egress From Winpath when MLP Member-Link E1 Down
Getting DWNLD_TO_CPP_FAILED in RSP2 with starting ELB over xconnect
PPPOE sessions not getting established across VPN betwn 903(RSP2) and 9K
ASR903:Soak:Nile_mgr Crash during EOMPLS AC Unbind on Flapping IP Routes
RSP3 : mpls_unknown_label trap is hit after cutover in the core
RSP3:Pseudowire in lif set to 0 on ECMP path changes for Poch Access.
RSP3:RFC 3107 Label push fails in the case of pseudowire stitching

ASR903 acting as MVPN 'PE' device duplicates multicast traffic

P2MP: Memory gets depleted while switching form multiple MP2MP to P2MP

Unable to create the 6th MTU on ASR-903
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https://tools.cisco.com/bugsearch/bug/CSCux79666
https://tools.cisco.com/bugsearch/bug/CSCuv67090
https://tools.cisco.com/bugsearch/bug/CSCuw57281
https://tools.cisco.com/bugsearch/bug/CSCuu69516
https://tools.cisco.com/bugsearch/bug/CSCuu35378
https://tools.cisco.com/bugsearch/bug/CSCuw70038
https://tools.cisco.com/bugsearch/bug/CSCuv65276
https://tools.cisco.com/bugsearch/bug/CSCuw76167
https://tools.cisco.com/bugsearch/bug/CSCuv00703
https://tools.cisco.com/bugsearch/bug/CSCuw43940
https://tools.cisco.com/bugsearch/bug/CSCux45680
https://tools.cisco.com/bugsearch/bug/CSCuv00832
https://tools.cisco.com/bugsearch/bug/CSCuw75486
https://tools.cisco.com/bugsearch/bug/CSCuu23983
https://tools.cisco.com/bugsearch/bug/CSCux56871
https://tools.cisco.com/bugsearch/bug/CSCux74770
https://tools.cisco.com/bugsearch/bug/CSCux60542
https://tools.cisco.com/bugsearch/bug/CSCuv37266
https://tools.cisco.com/bugsearch/bug/CSCuu28034
https://tools.cisco.com/bugsearch/bug/CSCuw08717
https://tools.cisco.com/bugsearch/bug/CSCuw97303
https://tools.cisco.com/bugsearch/bug/CSCuv22146
https://tools.cisco.com/bugsearch/bug/CSCuw39821
https://tools.cisco.com/bugsearch/bug/CSCux64454
https://tools.cisco.com/bugsearch/bug/CSCuw38880
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Identifier

CSCux51223

CSCux25567

CSCuw99232

CSCux81666

CSCux45920

CSCux79921

CSCux61983

CSCux59365

CSCuu28316

CSCuv17866

CSCuw43234

CSCuv88996

CSCux03323

CSCuw95283

Caveats in Cisco 10S XE 3.16S Releases

Description

BFD flaps during RFC2544 test

IPv4 acl policy is not working properly

New Template Creation "max-ipv6-qos" to augment [IPV6 QoS ACL Scale
Policy shaping 90% is not working in wanphy script for QOS testcase-RSP1
QOSMGR-3-EQOS_CXT_EXCEEDED message are seen on loading CU configs
QOSMGR-3-OUT_OF_TCAM_RESOURCES on applying o/p policy with scalingconfig
Traceback is seen during SSO on loading Customer Configuration

Traffic is not flowing on loading Customer configs

ASR903: I0Sd WATCHDOG Crash on Bootflash File Lookup on SNMP WALK
Out of Frame Alignement - IOS output to go through spell checker;-)

[RSP3] IOSD Crash on IM OIR RSP3 weekend soak run

adding support for GLC-GE-DR-LX optic

ISSU failed due to FPGA upgrade in Standby

ASR903: CEMoUDP Packets Are Not Triggering ARP Resolution

Open Caveats—Cisco 10S XE Release 3.16.1aS (Cisco 10S Release 15.5(3)S1a)

Identifier Description
CSCuu38382 FMFP-3-OBJ_DWNLD_TO_CPP_FAILED observed while remove/attach route-map
CSCuu69516 |RSP1: MET chain programmed wrongly, traffic drops seen
CSCuu35378 RSP2:Soak:Crash@cam_handle_gethwindex on soak run with intf flaps
CSCuu43827 |ASR900: OC3 IM Performance Monitoring counters are not correct
CSCur94076 RSP1 soak : WP_IwSystemBuild() returing Error on Soak test
CSCuw76167 |Clear raw socket command does not accept sessions higher than 136
CSCuv00703  |IOT: Not able to delete TCP session under line config
CSCuw46635 |IOT: raw socket not coming up until interface is bounced
CSCuw43940 |IOT: raw socket session in global space using IP in VRF
CSCuv00771 IOT: Console message : Interface placed in "shutdown" state during bootup
CSCuv00832 |IOT:HA ERROR: Standby does not support this command
CSCuu25419  |IOT:Ping fails for raw socket when the x.21 xconnect is down
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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https://tools.cisco.com/bugsearch/bug/CSCuu38382
https://tools.cisco.com/bugsearch/bug/CSCuu69516
https://tools.cisco.com/bugsearch/bug/CSCuu35378
https://tools.cisco.com/bugsearch/bug/CSCuu43827
https://tools.cisco.com/bugsearch/bug/CSCur94076
https://tools.cisco.com/bugsearch/bug/CSCuw76167
https://tools.cisco.com/bugsearch/bug/CSCuv00703
https://tools.cisco.com/bugsearch/bug/CSCuw46635
https://tools.cisco.com/bugsearch/bug/CSCuw43940
https://tools.cisco.com/bugsearch/bug/CSCuv00771
https://tools.cisco.com/bugsearch/bug/CSCuv00832
https://tools.cisco.com/bugsearch/bug/CSCuu25419
https://tools.cisco.com/bugsearch/bug/CSCux51223
https://tools.cisco.com/bugsearch/bug/CSCux25567
https://tools.cisco.com/bugsearch/bug/CSCuw99232
https://tools.cisco.com/bugsearch/bug/CSCux81666
https://tools.cisco.com/bugsearch/bug/CSCux45920
https://tools.cisco.com/bugsearch/bug/CSCux79921
https://tools.cisco.com/bugsearch/bug/CSCux61983
https://tools.cisco.com/bugsearch/bug/CSCux59365
https://tools.cisco.com/bugsearch/bug/CSCuu28316
https://tools.cisco.com/bugsearch/bug/CSCuv17866
https://tools.cisco.com/bugsearch/bug/CSCuw43234
https://tools.cisco.com/bugsearch/bug/CSCuv88996
https://tools.cisco.com/bugsearch/bug/CSCux03323
https://tools.cisco.com/bugsearch/bug/CSCuw95283
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Identifier Description

CSCuu83294  |IOT:Serial IM 0-7 interface should be blocked to be configured as sync
CSCuu94177 |IOT:TCP Raw socket: memory leak seen with OIR and SSO

CSCuu83275 |Serial IM interfaces 0- 7 should be blocked to be configured as sync .
CSCuv15263 SerialIM: Read, Write issue with FPGA registers.

CSCuv37266 |PPPoE sessions not getting established across VPN betwn 903(RSP2) and 9K
CSCuul7412 ASR903:Soak:H-VPLS VFI Leak on Xconnects, Routes and IGP Flaps
CSCuu28034 |ASR903:Soak:Nile_mgr Crash during EOMPLS AC Unbind on Flapping IP Routes
CSCuw59358 |MPLS forwarding drops on interface due to incorrect 2nd level EAID
CSCuq34656 |mLDP:FID,INL3IDC_NONVLAN, POLICERD

CSCuw38880 |Unable to create the 6th MTU on ASR-903

CSCuw06487 | %SYS-2-CHUNKBADMAGIC: Traceback on router when using PTP
CSCuu89839 |UEA: RSP1 and RSP2 TDL Metafile checkin of xe315 timeframe
CSCuu87930  |Crete: Accuracy :E1 RX failing for Tdev

CSCut93166 Last IMA Link Added Stuck in DOWN State on Delete and Add Few Links
CSCvb34126 |L3 Loopback is not working on ASIC 1 interface in RSP2 with latest FPGA

Resolved Caveats—Cisco 10S XE Release 3.16.1aS (Cisco 10S Release

15.5(3)S1a)

Identifier Description

CSCut68540 ACR:OIR of protect IM,OIR of work IM causes some cem circuits to go down
CSCuv07019 |RSP2: Bigger File transfer over CC ATM is failing after few bit transfer
CSCur90777 RSP2THS:MRAPS ping fails after 4 aps sso

CSCuu94144  |IOT: Ping fails with Serial IM on Slot-0

CSCuv50387 |RSP1: Storm-control applies filter on both unknown and known unicast
CSCuv66661 |ELB doesnot swap MAC when ELB is enabled as Internal mode in ASIC 1
CSCuw13508 |Object download failures from cfm over the TEFP

CSCut92954 RSP1: IPv6 traffic does not flow over VPLS

CSCuv03712  |RSP3:kernel: Process: TOD_task (31711) encountered fatal signal 6
CSCuu94056 |LAG data (ifType) is wrongly populating in IF-MIB for ASR903
CSCuw21323 | ASR902:o0ptics not getting detected, and port is not coming up
CSCuv62761  |CPU due to command process is always at 90 %

CSCuv30635 |RSPI1: standby rsp led not glowing post ISSU

CSCuv45494  |ZR optics, link is going down over a period of time

CSCuu85439 |32xT1El IM Low Amplitude on E1 signal

CSCuv71138  |asr903 IMA32D EI controller not working in unframed mode
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https://tools.cisco.com/bugsearch/bug/CSCut68540
https://tools.cisco.com/bugsearch/bug/CSCuv07019
https://tools.cisco.com/bugsearch/bug/CSCur90777
https://tools.cisco.com/bugsearch/bug/CSCuu94144
https://tools.cisco.com/bugsearch/bug/CSCuv50387
https://tools.cisco.com/bugsearch/bug/CSCuu83294
https://tools.cisco.com/bugsearch/bug/CSCuu94177
https://tools.cisco.com/bugsearch/bug/CSCuu83275
https://tools.cisco.com/bugsearch/bug/CSCuv15263
https://tools.cisco.com/bugsearch/bug/CSCuv37266
https://tools.cisco.com/bugsearch/bug/CSCuu17412
https://tools.cisco.com/bugsearch/bug/CSCuu28034
https://tools.cisco.com/bugsearch/bug/CSCuw59358
https://tools.cisco.com/bugsearch/bug/CSCuq34656
https://tools.cisco.com/bugsearch/bug/CSCuw38880
https://tools.cisco.com/bugsearch/bug/CSCuw06487
https://tools.cisco.com/bugsearch/bug/CSCuu89839
https://tools.cisco.com/bugsearch/bug/CSCuu87930
https://tools.cisco.com/bugsearch/bug/CSCut93166
https://tools.cisco.com/bugsearch/bug/CSCuv66661
https://tools.cisco.com/bugsearch/bug/CSCuw13508
https://tools.cisco.com/bugsearch/bug/CSCut92954
https://tools.cisco.com/bugsearch/bug/CSCuv03712
https://tools.cisco.com/bugsearch/bug/CSCuu94056
https://tools.cisco.com/bugsearch/bug/CSCuw21323
https://tools.cisco.com/bugsearch/bug/CSCuv62761
https://tools.cisco.com/bugsearch/bug/CSCuv30635
https://tools.cisco.com/bugsearch/bug/CSCuv45494
https://tools.cisco.com/bugsearch/bug/CSCuu85439
https://tools.cisco.com/bugsearch/bug/CSCuv71138
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb34126
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Identifier Description

CSCuv89254 |RSP3: EVC BD UP Mep's are not being learnt with port mep used for 8032
CSCuv57140 |RSP3: sw mac is learnt on blocked port

CSCuv84630 |[RSP3-L2pt]: L2pt Pkts are not honoring Stp port status

CSCuv37182  |[RSP3-split]: with dynamic modification of split horizon traffic is not flo
CSCuv43611 |RSP3/BFD:Soak: Random ping failure after SSO soak

CSCuw59758 |RSP3:Map-e packet ( [IPV4inIPV6) traffic drops

CSCuu51165  |RSP3:Soak:EoMPLS Imposition and Disposition failure with access flaps
CSCuv13573  |RSP3: class-default mpls exp imposition marking not working on EFP level
CSCut69049 IOSXE_OIR-3-QUIESCE_FAIL: Quiesce failed for subslot 0/2 (error = 1)
CSCuv15829 |RSP3: Complete traffic drop after OIR on OC3 IM

CSCuv75706  |8x1GE RSP3: Mean Path Delay and Reverse Path Delay outputs are zero
CSCut77920 RSP3:cTE is failing for 8x1GE IM's

CSCuu45971  |Transparent clock performance is not good with 100G IM

Open Caveats—Cisco 10S XE Release 3.16S (Cisco 10S Release 15.5(3)S)

Identifier Description

CSCus68778 |CEMoUDP-T1/El:Serial interface shows up/down after reload

CSCup58590 |mLDP: IOSXE-PLATFORM:kernel: Ismpi_transmit_thread messages on Console
CSCur20933 RSP2: Multicast ping is not working over the P2MP Tunnel

CSCut24768 Egress policy with shaping is not working

CSCut36129 Egress Classification on Core of MPLS dosent work withTransport Vlan COS

Resolved Caveats—Cisco 10S XE Release 3.16S (Cisco 10S Release 15.5(3)S)

Identifier Description
CSCuw21323 | ASR902:o0ptics not getting detected, and port is not coming up
CSCus60787  |ACL counter does not work when applying IPv6 ACL to BDI intf on egress
CSCus65479  |CEMoUDP: Traceback seen while performing OIR afte SSO @uea_cemoudp_pw_ud
CSCur52122  |RSP1: SPA_VC_MAX_LIMIT_REACHED and %ACR-6-ACRVPADD
CSCus00887  |Mcast With Rep: Traffic not flowing after Reload
CSCus65819  |SBB:ACL deny cmd doesn't drop the OSPF and PIM packets
CSCur88602 Disable Vasi related commands on ASR-903
CSCur74496 CEMOoUDP: links on CE down after removing config from protect controller
CSCus12301 UDP : show pw-udp vc counters issue
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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http://tools.cisco.com/bugsearch/bug/CSCus60787
http://tools.cisco.com/bugsearch/bug/CSCus65479
http://tools.cisco.com/bugsearch/bug/CSCur52122
http://tools.cisco.com/bugsearch/bug/CSCus68778
http://tools.cisco.com/bugsearch/bug/CSCus00887
http://tools.cisco.com/bugsearch/bug/CSCus65819
http://tools.cisco.com/bugsearch/bug/CSCur88602
http://tools.cisco.com/bugsearch/bug/CSCur74496
http://tools.cisco.com/bugsearch/bug/CSCus12301
http://tools.cisco.com/bugsearch/bug/CSCup58590
http://tools.cisco.com/bugsearch/bug/CSCur20933
http://tools.cisco.com/bugsearch/bug/CSCut24768
http://tools.cisco.com/bugsearch/bug/CSCut36129
http://tools.cisco.com/bugsearch/bug/CSCuw21323
https://tools.cisco.com/bugsearch/bug/CSCuv89254
https://tools.cisco.com/bugsearch/bug/CSCuv57140
https://tools.cisco.com/bugsearch/bug/CSCuv84630
https://tools.cisco.com/bugsearch/bug/CSCuv37182
https://tools.cisco.com/bugsearch/bug/CSCuv43611
https://tools.cisco.com/bugsearch/bug/CSCuw59758
https://tools.cisco.com/bugsearch/bug/CSCuu51165
https://tools.cisco.com/bugsearch/bug/CSCuv13573
https://tools.cisco.com/bugsearch/bug/CSCut69049
https://tools.cisco.com/bugsearch/bug/CSCuv15829
https://tools.cisco.com/bugsearch/bug/CSCuv75706
https://tools.cisco.com/bugsearch/bug/CSCut77920
https://tools.cisco.com/bugsearch/bug/CSCuu45971
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Identifier Description

CSCu087402  |False uncorrectable words reported on CTC

CSCut40156 IPV6 acl causes LDP down and ospf flap

CSCus98671 ENMIM:DPIDX_LKUP_ERR on standby

CSCus87139  |AIS Sent on CESoPSN E1 even after L-bit Cleared by Remote PE
CSCut26934 CEM-ACR CEMoUDP: 10sd Crash after Reload

CSCup58590 |mLDP: kernel: Ismpi_transmit_thread messages on Console

CSCut86756 "show platf hardware pp active acl ipv6 name ACL_OUT" shows incorrect output
CSCut86740 Egress IPV6 ACL doesn't work on router reload

CSCuu52794 L-bit in Rx SAToP pkts doesn't trigger AIS to be Tx into TDM AC
CSCut03410 OC12/0C3 :PDH level shut in SATOP is not asserting AIS on remote CE
CSCus97020  |Crashes on configuring Ethernet loopback

CSCut74328 Traffic doesnt get flooded to BD members in RPF Fail

CSCuu35013 |Crash seen when qos is applied on EVC with encap untagged

CSCus60754  |IP SLA packet QOS classification on egress policy-map

CSCuu56931 Outdrops seen on ten gig interface that is not part of 12 connectivity.
CSCut88397 RSP2: Egress exp classification not working as expected

CSCut61651 ASR903 crashed in Pseudowire function

CSCut99827 IMA Group Up Though Far-end Signalled Insufficient Links Group State
CSCur63705 ASR903-RSP1:memleak @mcp_eobc_rx_interrupt in high availability box with mpls
CSCuu03655 |IOMD crash seen on OC3 IM

CSCus16433 Incorrect values in entSensorThresholdEvaluation for SPA Subslot Sensors
CSCus07369  |No Traps when decreased the device input voltage to 18 V

CSCut02011 Show interface transceiver is not dependable

CSCus98172  |ASR903 GLC-EX-SMD | %SFF8472-3-THRESHOLD_VIOLATION: Warning
CSCut13887 ASR903-RSP2: Unable to configure the threshold levels for EQOS tcam.
CSCup76962 RSP2:10MD traceback @mcprp_spa_tdl_marshal_err

CSCur98481 service unsupported-transceiver does not change the behavior
CSCus11642 10Sd crash seen with router reload with CEMoUDP enabled

CSCus78553 Seeing an error message for cemoudp reserving bay on SE1T1 IM
CSCut84743 IGMPSN is taking more memory consumption on high scale in latest MCP
CSCuu04183  |RPF Fail traffic doesnt flood with G8032
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http://tools.cisco.com/bugsearch/bug/CSCut26934
http://tools.cisco.com/bugsearch/bug/CSCus87139
http://tools.cisco.com/bugsearch/bug/CSCus98671
http://tools.cisco.com/bugsearch/bug/CSCut40156
http://tools.cisco.com/bugsearch/bug/CSCuo87402
http://tools.cisco.com/bugsearch/bug/CSCut84743
http://tools.cisco.com/bugsearch/bug/CSCup58590
http://tools.cisco.com/bugsearch/bug/CSCut99827
http://tools.cisco.com/bugsearch/bug/CSCut61651
http://tools.cisco.com/bugsearch/bug/CSCut88397
http://tools.cisco.com/bugsearch/bug/CSCuu56931
http://tools.cisco.com/bugsearch/bug/CSCus60754
http://tools.cisco.com/bugsearch/bug/CSCuu35013
http://tools.cisco.com/bugsearch/bug/CSCut74328
http://tools.cisco.com/bugsearch/bug/CSCus97020
http://tools.cisco.com/bugsearch/bug/CSCut03410
http://tools.cisco.com/bugsearch/bug/CSCuu52794
http://tools.cisco.com/bugsearch/bug/CSCut86740
http://tools.cisco.com/bugsearch/bug/CSCut86756
http://tools.cisco.com/bugsearch/bug/CSCur98481
http://tools.cisco.com/bugsearch/bug/CSCup76962
http://tools.cisco.com/bugsearch/bug/CSCut13887
http://tools.cisco.com/bugsearch/bug/CSCus98172
http://tools.cisco.com/bugsearch/bug/CSCut02011
http://tools.cisco.com/bugsearch/bug/CSCus07369
http://tools.cisco.com/bugsearch/bug/CSCus16433
http://tools.cisco.com/bugsearch/bug/CSCuu03655
http://tools.cisco.com/bugsearch/bug/CSCur63705
http://tools.cisco.com/bugsearch/bug/CSCus11642
http://tools.cisco.com/bugsearch/bug/CSCus11642
http://tools.cisco.com/bugsearch/bug/CSCut84743
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Restrictions and Caveats in Cisco 10S XE 3.17
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.17 releases.

~

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:
e Limitations and Restrictions in IOS XE Release 3.17
e (aveats in Cisco [0S XE 3.17 Releases, page 27-1

Limitations and Restrictions in |0S XE Release 3.17

e This is applicable only to Cisco ASR 903 RSP2 module. Traffic is dropped when packets of size 64
to 100 bytes are sent on 1G and 10G ports:

- For 64-byte packets, traffic drop is seen at 70% and beyond of the line rate.

- For 90-byte packets, traffic drop is seen at 90% and beyond of the line rate

— For 95-byte packets, traffic drop is seen at 95% and beyond of the line rate.
Traffic is dropped when:

— Traffic is sent on a VRF interface

— Traffic is sent across Layer 2 and Layer 3

However, traffic is not dropped when the packet size is greater than 100 bytes, even if the packets
are sent bi-directionally at the line rate.

Caveats in Cisco 10S XE 3.17 Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.
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Caveats in Cisco 10S XE 3.17 Releases I

This section describes caveats in Cisco IOS XE 3.17 releases. The following information is provided for
each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool

Caveats

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

The following sections describe the open and resolved caveats in 3.17 Releases:
¢ Open Caveats—Cisco IOS XE Release 3.17.3S, page 27-2
e Resolved Caveats—Cisco IOS XE Release 3.17.3S, page 27-3
e Open Caveats—Cisco IOS XE Release 3.17.2S, page 27-3
¢ Closed Caveats—Cisco IOS XE Release 3.17.2S, page 27-4
¢ Open Caveats—Cisco IOS XE Release 3.17.1S, page 27-5
e Resolved Caveats—Cisco IOS XE Release 3.17.1S, page 27-6
¢ Open Caveats—Cisco I0S XE Release 3.17, page 27-7
e Resolved Caveats—Cisco IOS XE Release 3.17, page 27-8

Open Caveats—Cisco 10S XE Release 3.17.3S

Caveat ID
Number Description
CSCuz88464  BFD is not coming up after IM_OIR of A900-IMASZ
CSCvc24776  RSP3: uea_mgr crash with diagnostic command "diag alloc Failover"
CSCvc29309 TDM IM OIR traceback seen and router hangs
CSCuu25209  CPU hog @arad_pp_ihp_lif table_ac_mp_tbl_get_unsafe
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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https://tools.cisco.com/bugsearch/search
http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)
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Caveat ID
Number

CSCvb72640

CSCuy23816

Caveats in Cisco 10S XE 3.17 Releases I

Description
MET Entries getting exhausted

PTP TSU auto recovery for 1Gig link

Resolved Caveats—Cisco 10S XE Release 3.17.3S

Caveat ID
Number

CSCuy87254
CSCuy02961
CSCuz71631
CSCva21655
CSCva23724
CSCvab68157
CSCuyl15175
CSCvb75771
CSCva84721
CSCva63921
CSCva33116
CSCuz89006

CSCuz86786

Description

RSP3 : CFM with service name configured with 6 charc fails

RSP3 : POCH with fast switchover flap on shutting other 8032 interface

ASR903 drop label traffic in certain range with more than 2 label stacks

BDI MPLS MTU cannot be set more than 1500

Wrong Bandwidth displayed for ONS-SE-100-BX10-U/D optics after SSO
SFF8472-3-THRESHOLD_VIOLATION: Tx bias low alarm on "Cisco QSFP-40G-LR4
Cisco ASR 900 Series Aggregation Services Routers Buffer Overflow Vulnerability
DHCP snooping adds padding before END option in DHCP offer

UDLD 9K Err-disable on 920 reboot

ZTP disable not working on ASR-920-12SZ-IM

Speed and bandwidth getting changed after reinsert of ONS-SE-100-BX10

ASR920 allows incorrect speed setting when using 100FX SPF

UDLD Moves to Err Disable in 9K on reloading ASR920

Open Caveats—Cisco 10S XE Release 3.17.2S

Identifier Description
CSCuw31345 RSP1: OC3 IOMD Crash on Repeated SONET shut and no shut
CSCuw46635  IOT: raw socket not coming up until interface is bounced
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https://tools.cisco.com/bugsearch/bug/CSCuw31345
https://tools.cisco.com/bugsearch/bug/CSCuw46635
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy87254
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Identifier Description

CSCuy00846  RSP3 : Traffic drop seen on one interface on shutting another int
CSCuy01260  RSP3 : Unstable cfm sessions on RSP3 post SSO

CSCuz26672  ASR903: Nile mgr crash - CPU Catastrophic Error

CSCuz43377  cylon_mgr crash with shut and unshut of interfaces
CSCux72833 SR soak: cylon mgr crash at nmpls_lentry_delete and nmpls_lentry_modify
CSCuu25209 CPU hog @arad_pp_ihp_lif_table_ac_mp_tbl_get_unsafe
CSCuq34656  mLDP:FID,INL3IDC_NONVLAN, POLICERD

CSCuz29486  'Ran out of ingress tcam resources' causes QoS crash
CSCuz47926  ASR 903 crashed due to traffic.

CSCuz39929  ASR900 memory leak in SSFPD code

CSCuyl12864  ASR903: FPGA Stuck because of MBE

CSCuz60282  RSP3 - iomd crash while performing IM_OIR in WRT
CSCuyl19614  RSP3 - Observing iomd crash while performing IM_OIR
CSCuy58595  XFP-10GZR-OC192LR XFP recognized @ 100Mbps
CSCuy81971  ZR sfp+ link going down in remote side with sso, in 2X10gig im

CSCuu87930 32 T1EI: Clock recovery in E1 mode failing (with G8262 op1 mask)

Closed Caveats—~Cisco I10S XE Release 3.17.2S

Identifier Description

CSCun30277  "show platform hardware pp active feat cef database prefix" CLI remove
CSCuwl10519 RSP3:HSPW Programming Fails with PoOCH Dynamic Changes
CSCuw61230 E&M IM : Post SSO sometimes EVENTLIB-3-CPUHOG traceback seen
CSCux57467  IOT:E&M: 1/6 IM does not come up when we insert 6 E&M IM in 1 chassis

CSCuy64017  fman_rp_flexlinks_vlan_evt not needed to sync popup all the TEFP

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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https://tools.cisco.com/bugsearch/bug/CSCuy00846
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Identifier

CSCux97136
CSCuy01260
CSCuz02389
CSCuy08188
CSCuy08692
CSCux91628
CSCuz69474
CSCuy29894
CSCux65136
CSCuz29486
CSCuy12864
CSCuz60282
CSCuy58595

CSCuy81971

CSCuw59221

CSCuv87380

CSCuy09081

Caveats in Cisco 10S XE 3.17 Releases

Description

RSP3 : Multiple issue due to BIPC channel stuck

RSP3 : Unstable cfm sessions on RSP3 post SSO

label programmed does not get properly when the value is beyond 65535

RSP3: frr obj download error on standby RSP on upgrade to latest XE318
MCAST : V6 traffic is getting replicated multiple times even with 1 oif

RSP2: Cylon_Mgr Crash on Standby RP after RP Reaches HOT State on Bootup
Failed to config PTP as input src when only Ph3 IM's are in system

DM deletion of last v6 match class leaves stale entries in v6 ACL region

Traffic is not hitting the class-map on dynamicmodification of class-map

'Ran out of ingress tcam resources' causes QoS crash

ASR903: FPGA Stuck because of MBE

RSP3 - iomd crash while performing IM_OIR in WRT

XFP-10GZR-OC192LR XFP recognized @ 100Mbps

ZR sfp+ link going down in remote side with sso, in 2X10gig im
RSP1-CEMoUDP-ACR: Serial interface shows up/down after reload

RSP1: Few 100 msec Traffic Loss on 1 IMA Group on Another IMA Group Flap

RSP2: MLP Ingress Traffic Fail as InL.3IDC Not Programmed on SONET Flaps

Open Caveats—Cisco 10S XE Release 3.17.1S

Identifier Description
CSCux79666 BFD Flap on ASR 903
CSCux21020 BGP/BFD session goes down on REP interface state change
CSCun30277 "show platform hardware pp active feat cef database prefix" CLI remove
CSCuv67090 ASR903 Egress InterfaceID Misprogrammed from MPLS to IP path
CSCuu69516 RSP1: MET chain programmed wrongly, traffic drops seen
CSCuw66918  |IoT: Some time LED goes off after HA but call is ON
CSCuw31345 |RSP1: OC3 IOMD Crash on Repeated SONET shut and no shut
CSCuw46635  |IOT: raw socket not coming up until interface is bounced
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https://tools.cisco.com/bugsearch/bug/CSCux79666
https://tools.cisco.com/bugsearch/bug/CSCux21020
https://tools.cisco.com/bugsearch/bug/CSCun30277
https://tools.cisco.com/bugsearch/bug/CSCuv67090
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https://tools.cisco.com/bugsearch/bug/CSCuy09081
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Identifier Description

CSCux56871 TWAMP functionality support over Trunk EFP for ASR903

CSCux74770 RSP1: Packets Do Not Egress From Winpath when MLP Member-Link E1 Down
CSCux57305 MPLS traffic forwarding issue at ASR 903

CSCuv36806 RSP3:Data path failure is seen with Inter-AS option AB

CSCux50984 Tx packet capture is getting completely drop with local span

CSCuu25209 CPU hog @arad_pp_ihp_lif_table_ac_mp_tbl_get_unsafe

CSCux81692 Crash observed @ nl3mm_unlink_mcast_mpls on "clear ospf process" trigger
CSCuy00090 cyclon crash due to NULL met entry

CSCuq34656 mLDP:FID,INL3IDC_NONVLAN, POLICERD

CSCuw11089 Crash @uea_cef_gtrie_get_idb_from_prefix in choke script

CSCux25567 IPv4 acl policy is not working properly

CSCux81666 Policy shaping 90% is not working in wanphy script for QOS testcase-RSP1
CSCuy06242 ASR903: Trap "entSensorThresholdNotification" is not reported properly.
CSCuw57376  |External alarms cleared on 2nd SSO

CSCuy12864 Rudy: FPGA Stuck because of MBE

CSCuu87930 32 T1E1: Clock recovery in E1 mode failing (with G8262 op1 mask)
CSCuy25389 CEM support across full STM-4

CSCuw59221  |RSP1-CEMoUDP-ACR: Serial interface shows up/down after reload
CSCuw26295 |RSP1: MR-APS Protect Active RSP SSO Convergence Time 2 seconds

Resolved Caveats—Cisco 10S XE Release 3.17.1S

Identifier Description

CSCuw33451 |AVC: revert workaround for conversation tool following CSCuv05447 fix
CSCux88010 |XE3.16: Optimize HSL Punt buffer size for high scale MMA punt records
CSCuw47720 |ASR1001-X Mgmt port negotation issue with peer device

CSCux16182 |ECFM cannot work on EFP with VPWS interworking vlan

CSCuw30599 |ISR4331-B: traceback occured when enabling Ethernet Data Plane Loopback
CSCux00303  |Router crash after stopping EPC

CSCuul4719 |ArgusX/Kahuna : entPhysicalFirmwareRev value does not match with CLI
CSCux29703 |ASR1000-2T+20X1GE fails to boot on router reload with SPA-3-NULL_BAY_PTR
CSCuu48458 |ASR1k/15.4(3)S QinQ frames are dropped under "TCAM Failure Drops"
CSCuw43640 |EPA1x100G: %SYS-2-LINKED: SIP0/0: Bad enqueue error message
CSCux55692 |TCAM Errors in NL11k TCAM of Fixed Ethernet Linecards

CSCut62449 Disable HTTP AIC support

CSCuw98135 |ZBFW HA not replicating sessions when matching based upon L4 proto/port
CSCux50997  |IOS crashes on bootup without any startup configuration

CSCux62928 |IOS-XE IKE over 4500 & IKE nat-t keepalive drop with certain possibility
CSCux44606 |Name ACL for Multicast Boundary Stops Working Upon Reload
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Identifier Description

CSCuw12883 |IPSec dummy packet feature does not work in VRF-aware IPsec

CSCux33568 |ESP crash while reconfiguring FR interface to MFR bundle

CSCux02656 |ASRI1K: Crash related to collecting NetFlow data for IPv6 flows
CSCuw36887 |Crash with with Flexible Netflow enabled

CSCuw98732  |PfRv3 - show domain border channel service-provider filter not working
CSCux45284 |PLR negoation issue: should high speed and plr_ack=1 smp packets
CSCux07224 |ASRIK crash with OTV due to L2BD FIB entry change

CSCuw14239  |fman-fp traceback from cpp_common_os - numclasses 0 download to CPP fail
CSCuw78755 |IOS-XE need not require appxk9 license to support per-tunnel DMVPN QoS
CSCuw70220 |IOSXE PACTRAC: cpp crash when packet trace enabled for MPLS and SSLVPN
CSCux01133 |interface counter stuck on build-in interfaces in ASR1001X

CSCux43951  |Packet drops on built-in 1Gig ports of ASR1001-X

CSCux97951  |dpss packets are getting punted on CSR box

CSCux69222  |Truncated counters/names in the 'show proc mem platform' output
CSCux42411 |ASR1001-X Frame Relay with Fortitude NIM fails due to LMI packet padding
CSCux14860 |ASRI1K:Packet Tracing failed with FW . NAT&FW enabled.

CSCuw94014  |cpp_cp crashes with BB profile #6 48k PTA

CSCut49714 GEC:QoS: pkt buff util high after apply/remove flat policy w/ fair-queue
CSCuw73223 |Polaris : cpp_cp_svr crash when the interface goes down

CSCux10321 |ASR1000 CLI hangs on executing the "show platform hardware qfp xxx"
CSCuw73226 |GRE checksum is wrong for Fragmented packets

CSCux40633  |ISR 4451 Continuous Crash/ Core Crash File generated with WAAS/Appnav
CSCuv71273  |fragmented packet cause high qfp load

Open Caveats—Cisco 10S XE Release 3.17

Identifier Description
CSCuv70649 |Traffic not flowing after moving back to prinmary tunnel/TE tunnel-FRR
CSCuw26295 |RSP1: MR-APS Protect Active RSP SSO Convergence Time 2 seconds
CSCuw55351 |MLDP:Router crashes on clear ip ospf/soak test
CSCux12563  |[rsp3-xe317]Complete traffic drop on SSO
CSCux21020 |BGP/BFD session goes down on REP interface state change
CSCux42536 |Cannot execute Xconnect with pseudowire force switchover
CSCuv44135 |RSP2: After changing core RP, (S,G) is not formed for data mdt
CSCuwl11089 |Crash @uea_cef_gtrie_get_idb_from_prefix in choke script
CSCuw31345 |RSP1: OC3 IOMD Crash on Repeated SONET shut and no shut
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https://tools.cisco.com/bugsearch/bug/CSCuw73223
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Identifier Description
CSCuw57376 |RSP3 - External alarms cleared on 2nd SSO
CSCuw59221 |RSP1-CEMoUDP-ACR: Serial interface shows up/down after reload

CSCuw66918 |IoT: Some time LED goes off after HA but call is ON

Resolved Caveats—Cisco 10S XE Release 3.17

Identifier Description
CSCuv94517 |RSP3: L2FIB Multicast fman code crash on tefp + EFP config add/removal

CSCus96430  |ASR903: CEMoUDP Traffic over 1 MLP Impacted when another MLP goes Down

CSCval5526  |PW down after clear mpls Idp neighbor followed by RSP SSO

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Restrictions and Caveats in Cisco 10S XE 3.18S
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.18S releases.

Note  Werecommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

Caveats in Cisco IOS XE 3.18S Releases, page 28-1

Restrictions in Cisco 10S XE 3.18S Releases

In Cisco IOS XE Release 3.18S, PTP packets carrying MPLS labels are not supported in the ingress
or egress direction on the RSP3 module.

This is applicable only to Cisco ASR 903 RSP2 module. Traffic is dropped when packets of size 64
to 100 bytes are sent on 1G and 10G ports:

— For 64-byte packets, traffic drop is seen at 70% and beyond of the line rate.

- For 90-byte packets, traffic drop is seen at 90% and beyond of the line rate

— For 95-byte packets, traffic drop is seen at 95% and beyond of the line rate.
Traffic is dropped when:

— Traffic is sent on a VRF interface

— Traffic is sent across Layer 2 and Layer 3

However, traffic is not dropped when the packet size is greater than 100 bytes, even if the packets
are sent bi-directionally at the line rate.

Caveats in Cisco 10S XE 3.18S Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

[ oL-26630-09
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Caveats in Cisco 10S XE 3.18S Releases W

This section describes caveats in Cisco IOS XE 3.18S releases. The following information is provided
for each caveat:

¢ Symptom—A description of what is observed when the caveat occurs.
e Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool

Caveats

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

The following sections describe the open and resolved caveats in 3.18S Releases:

e Open Caveats—Cisco IOS XE Release 3.18.3S (Cisco I0S Release 15.6(2)S3), page 28-2

e Resolved Caveats—Cisco IOS XE Release 3.18.3S (Cisco IOS Release 15.6(2)S3), page 28-2
¢ Open Caveats—Cisco IOS XE Release 3.18.2S (Cisco I0S Release 15.6(2)S2), page 3

¢ Resolved Caveats—Cisco IOS XE Release 3.18.2S (Cisco IOS Release 15.6(2)S2), page 3

¢ Open Caveats—Cisco IOS XE Release 3.18.1S (Cisco IOS Release 15.6(2)S1), page 4

e Resolved Caveats—Cisco IOS XE Release 3.18.1S (Cisco IOS Release 15.6(2)S1), page 4

e Open Caveats—Cisco IOS XE Release 3.18S (Cisco IOS Release 15.6(2)S), page 28-4

e Resolved Caveats—Cisco IOS XE Release 3.18S (Cisco IOS Release 15.6(2)S), page 28-5

Open Caveats—Cisco 10S XE Release 3.18.3S (Cisco 10S Release 15.6(2)S3)

There are no open caveats for the Cisco ASR 903 Series Router running Cisco IOS XE Release 3.18.3S.

Resolved Caveats—Cisco I0S XE Release 3.18.3S (Cisco I0S Release 15.6(2)S3)

Identifier Description
CSCvcl14648 |RSP3: LB/FRR/Adj obj download errors after link flap
CSCvc29475 |RSP3:Wrong path selected for MPLS Label results in traffic failure
CSCvb72640 |MET Entries getting exhausted
CSCvb71337 |ASRO9xx after config changes to service instance - misclassified QoS on egress into class-default
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Identifier Description

CSCvb61016  |RSP3: BFD Flap on 8x10G, performing SSO on Peer Node

CSCvb96905  |Serial Path in ifTable and min and oper status stay up after cable unplug
CSCuz95664 |ASR900: OC3 IM Runs Out of FIFO Buffer on Reassembling MLPPP Fragments
CSCux45450 |ASR900: OC3 IOMD CPUHOG on SOAK Test of SONET Shut and No Shut
CSCuw31345 |RSP1: OC3 IOMD Crash on Repeated SONET shut and no shut

CSCvb01725 |LEAPSEC: BC in holdover is not sending the last learnt utcOffset

CSCuz49602 |TDM-ST: RSP2 adj manager crash observed after OIR on TDM TI1E1 IMs
CSCvb63314 | Traffic not egressing out on AC after Standby PW became Active PW
CSCvb49400 |RSP1:Back to back failed because of either Invalid adjacency in PD or Incomplete adjacency in PD
CSCval4704 |cem xconnection is down and tracebacks when changing dejitter buffer
CSCvb61160  |RSP3: HW-LB: L3VPN - Path is preselected though PIC is enabled
CSCuy03441 |RSP3:Data path failure is seen with Inter-AS option AB

CSCuz45306 |POS MRAPS high convergence time with Protect Active Power Cycle

Open Caveats—Cisco 10S XE Release 3.18.2S (Cisco 10S Release 15.6(2)S2)

Identifier Description

CSCuz95664 |ASR900: OC3 IM Runs Out of FIFO Buffer on Reassembling MLPPP Fragments
CSCux45450 |ASR900: OC3 IOMD CPUHOG on SOAK Test of SONET Shut and No Shut
CSCuw31345 |RSP1: OC3 IOMD Crash on Repeated SONET shut and no shut

CSCvb01725 |LEAPSEC: BC in holdover is not sending the last learnt utcOffset

CSCuz49602 |TDM-ST: RSP2 adj manager crash observed after OIR on TDM T1E1 IMs
CSCvb63314  |Traffic not egressing out on AC after Standby PW became Active PW
CSCvb49400 |RSP1:Back to back failed because of either Invalid adjacency in PD or Incomplete adjacency in PD
CSCval4704 |cem xconnection is down and tracebacks when changing dejitter buffer
CSCvb61160  |RSP3: HW-LB: L3VPN - Path is preselected though PIC is enabled
CSCuy03441 |RSP3:Data path failure is seen with Inter-AS option AB

CSCuz45306 |POS MRAPS high convergence time with Protect Active Power Cycle

Resolved Caveats—Cisco I0S XE Release 3.18.2S (Cisco I0S Release 15.6(2)S2)

Identifier Description
CSCuz95621 |ASR900: OC3 IOMD Crash on RP SSO while MLPPP Scale Sessions Flap
CSCuw72998 |RSP1: Large Number of 3072-byte Memory Leaks in ASR1000 SPA TDL process
CSCuy96309  |IOT: ASR900-IMA14A/S performance issue
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Identifier Description

CSCuz67645 |EFP stats not incrementing for MPLS packets in imposition
CSCuz71631 |ASR903 drop label traffic in certain range with more than 2 label stacks
CSCva21655 |BDI MPLS MTU cannot be set more than 1500

CSCva39555 |MPLS Forwarding Issue on ASR903

CSCuz67921 OSPF hello over sham link is not punted for de-agg case

CSCux94951 |Invalid CF set by intermediate slave as ptp pkt traverses 1g to 10g
CSCvb49938  |UDP packets are getting corrupted in MPLS De-Agg case

CSCuz78209 |RSP3/QOS: Ingress policer drops are accounted at egress queue level

Open Caveats—Cisco 10S XE Release 3.18.1S (Cisco 10S Release 15.6(2)S1)

Identifier Description
CSCuy35875 |Tx bias low alarm on 100G CPAK 100GE LR4 optics
CSCuz64141 |x21 cesop could not pass traffic with 64Kbps baud rate

Resolved Caveats—Cisco I0S XE Release 3.18.1S (Cisco I0S Release 15.6(2)S1)

Identifier Description

CSCuz02389 |label programmed does not get properly when the value is beyond 65535
CSCuy27433  |RSP1: Imposition Traffic TX Out Standby PW on IGP Delete Reconfig
CSCuz39929 |ASR900 memory leak in SSFPD code

CSCuy58595 | XFP-10GZR-OC192LR XFP recognized @ 100Mbps

CSCuy81971 |ZR sfp+ link going down in remote side with sso, in 2X10gig im

Open Caveats—Cisco 10S XE Release 3.18S (Cisco 10S Release 15.6(2)S)

Identifier Description

CSCuw67453 |32T1E1:Shut on CEM group not results in Serial Interface Protocol down
CSCuw86907 |907:Act Resets with CMAND crash on downgrading the IM FPGA using I0S
CSCux37882 |On routed Port, 2nd time population of ARP entries lead to error object
CSCux48983  |SR: RSP2 sends out corrupted pkts with UMMT TI-LFA 5 label push scenario
CSCux53766 |CEMoUDP:Circuits are not Not up if we configure CEM for full scale.
CSCux55714 |RSP3 : OAMP generating packets even after disabling cfm globally
CSCux73183 |G.8275.1 T-BC: Allow simultaneous i/p and o/p 1PPS with Virtual Port
CSCux76373 |DSCP value is not set correctly at IP header which carries PTP packet

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Identifier Description

CSCux87797 MLDPvV6 : Crash @ nmpls_rlist_create_hw_fid

CSCux91894 | ASR9xx iomd memory leak

CSCux93941 OC3:CEM config are lost after setting boot host command and reload
CSCux94962  |ToD: Cisco and ubx formats are not working

CSCux96664  |Phase2 IM: HBC-907: Traceback seen after box comes up after a reload
CSCuy00543  |RSP3 : Observing cfm errors due to missing fields in ccm

CSCuy00846 |RSP3 : Traffic drop seen on one interface on shutting another int
CSCuy08188 |RSP3: frr obj download error on standby RSP on upgrade to latest XE318
CSCuy09202 |MCAST THS:IPv4 and IPv6 Multicast traffic doesn't flow over VPLS
CSCuy27212  |show platform hardware pp active int all queue counters are not updating
CSCuy29403  |SR Punt from incomplete ADJ reaches ROUTING THROTTLE Q but not PI module
CSCuy73110 |After core IM-OIR CFM traceroute is not working between CEs

Resolved Caveats—Cisco 10S XE Release 3.18S (Cisco 10S Release 15.6(2)S)

Identifier Description
CSCun30277 |"show platform hardware pp active feat cef database prefix" CLI remove
CSCut16038 Crete: OC master does not output PTP based on TOD input
CSCuu28316 |ASR903: I0OSd WATCHDOG Crash on Bootflash File Lookup on SNMP WALK
CSCuv57383  |RSPI1: In rare situations , mpls is not enabled in hardware after upgrade
CSCuw26295 |RSP1: MR-APS Protect Active RSP SSO Convergence Time 2 seconds
CSCuw38880 |Unable to create the 6th MTU on ASR-903
CSCuw39821 |ASR903 acting as MVPN 'PE' device duplicates multicast traffic
CSCuw57281 |Changing MTU doesn't reflect in HW
CSCuw59221 |RSP1-CEMoUDP-ACR: Serial interface shows up/down after reload
CSCuw70038 |RSP1: IOMD Crash on Egress IPv4 Flows Modify on MLPPP Sessions Flaps
CSCuw95283 | ASR903: CEMoUDP Packets Are Not Triggering ARP Resolution
CSCux60630 |RSP2 & Pegasus:Modifying MTU value fails in Multilink interface
CSCux62888 |RSP2: 126 Cylon EAIDs Leaked when 126 MLPPP Bundles Flapped
CSCux64454 |P2MP: Memory gets depleted while switching form multiple MP2MP to P2MP
CSCux79666 |BFD Flap on ASR 903
CSCuy09081 |RSP2: MLP Ingress Traffic Fail as InL3IDC Not Programmed on SONET Flaps
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Restrictions and Caveats in Cisco 10S XE 3.18SP
Releases

This chapter provides information about restrictions and caveats in Cisco IOS XE 3.18SP releases.

We recommend that you view the field notices for the current release to determine whether your software
or hardware platforms are affected. You can access field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

This chapter contains the following sections:

e Caveats in Cisco IOS XE 3.18SP Releases, page 29-2

Restrictions in Cisco 10S XE 3.18.1SP

¢ In the Cisco IOS XE Release 3.18.18S, for non payload encryption (NPE) image, there is no support
for IPSec tunnels on the Cisco RSP3 module. As a result, the tunnel mode ipsec and tunnel
protection ipsec profile commands are also disabled in this release.

e In the Cisco IOS XE Release 3.18.1SP, PTP packets carrying MPLS labels are not supported in the
ingress or egress direction on the Cisco RSP3 module.

e To use IPSec, use the payload encryption (PE) image and acquire the IPSec license (only available
for Cisco RSP3 Module)

e The Cisco IOS XE 3.18.1SP release is applicable only on the Cisco ASR900 RSP1 and RSP2
modules.

e The Cisco IOS XE 3.18.1bSP release is applicable only on the Cisco ASR900 RSP3 modules.

e This is applicable only to Cisco ASR 903 RSP2 module. Traffic is dropped when packets of size 64
to 100 bytes are sent on 1G and 10G ports:

For 64-byte packets, traffic drop is seen at 70% and beyond of the line rate.

For 90-byte packets, traffic drop is seen at 90% and beyond of the line rate

For 95-byte packets, traffic drop is seen at 95% and beyond of the line rate.
Traffic is dropped when:
— Traffic is sent on a VRF interface

— Traffic is sent across Layer 2 and Layer 3

[ oL-26630-09
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However, traffic is not dropped when the packet size is greater than 100 bytes, even if the packets
are sent bi-directionally at the line rate.

Caveats in Cisco 10S XE 3.18SP Releases

Caveats describe unexpected behavior. Severity 1 caveats are the most serious caveats. Severity 2 caveats
are less serious. Severity 3 caveats are moderate caveats and only select severity 3 caveats are included
in this chapter.

This section describes caveats in Cisco IOS XE 3.18SP releases. The following information is provided
for each caveat:

e Symptom—A description of what is observed when the caveat occurs.
e (Conditions—The conditions under which the caveat has been known to occur.
e  Workaround—Solutions, if available, to counteract the caveat.

The Dictionary of Internetworking Terms and Acronyms contains definitions of acronyms that are not
defined in this document:Resolved Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release
15.6(2)SP2), page 19Resolved Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release
15.6(2)SP2), page 19

http://docwiki.cisco.com/wiki/Category:Internetworking_Terms_and_Acronyms_(ITA)

Bug Search Tool

Caveats

The Caveats section only includes the bug ID and a short description of the bug. For details on the
symptoms, conditions, and workaround for a particular bug you must use the Bug Search Tool.

Use the following link to access the tool: https://tools.cisco.com/bugsearch/search.

You will be prompted to log into Cisco.com. After successful login, the Bug Search Tool page opens.
Use the Help link in the Bug Search Tool to obtain detailed help.

The following sections describe the open and resolved caveats in 3.18SP Releases:
e Open Caveats—Cisco IOS XE Release 3.18.9SP (Cisco IOS Release 15.6(2)SP9), page 3
e Resolved Caveats—Cisco IOS XE Release 3.18.9SP (Cisco IOS Release 15.6(2)SP9), page 3
¢ Open Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8), page 3
e Resolved Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8), page 3

e Resolved Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8) Platform
Independent, page 4

e Open Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7), page 4
e Resolved Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7), page 4

e Resolved Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7) Platform
Independent, page 5

e Open Caveats—Cisco IOS XE Release 3.18.6SP (Cisco IOS Release 15.6(2)SP6), page 5
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e Resolved Caveats—Cisco IOS XE Release 3.18.6SP (Cisco IOS Release 15.6(2)SP6), page 6
e Open Caveats—Cisco IOS XE Release 3.18.5SP (Cisco IOS Release 15.6(2)SP5), page 7

e Resolved Caveats—Cisco IOS XE Release 3.18.5SP (Cisco IOS Release 15.6(2)SP5), page 8
¢ Open Caveats—Cisco IOS XE Release 3.18.4SP (Cisco IOS Release 15.6(2)SP4), page 29-10
e Resolved Caveats—Cisco IOS XE Release 3.18.4SP (Cisco IOS Release 15.6(2)SP4), page 29-12
¢ Open Caveats—Cisco IOS XE Release 3.18.3SP (Cisco IOS Release 15.6(2)SP3), page 14

e Resolved Caveats—Cisco IOS XE Release 3.18.3SP (Cisco IOS Release 15.6(2)SP3), page 16
e Open Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release 15.6(2)SP2), page 18

e Resolved Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release 15.6(2)SP2), page 19
e Open Caveats—Cisco IOS XE Release 3.18.1SP (Cisco 10S Release 15.6(2)SP1), page 19

¢ Resolved Caveats—Cisco IOS XE Release 3.18.1SP (Cisco I0S Release 15.6(2)SP1), page 21
e Open Caveats—Cisco IOS XE Release 3.18SP (Cisco IOS Release 15.6(2)SP), page 23

e Resolved Caveats—Cisco IOS XE Release 3.18SP (Cisco IOS Release 15.6(2)SP), page 24

Open Caveats—Cisco 10S XE Release 3.18.9SP (Cisco 10S Release 15.6(2)SP9)

There are no open caveats for this release.

Resolved Caveats—Cisco 10S XE Release 3.18.9SP (Cisco 10S Release
15.6(2)SP9)

There are no resolved caveats for this release.

Open Caveats—Cisco 10S XE Release 3.18.8aSP (Cisco 10S Release 15.6(2)SP8)

Caveat ID
Number Description

CSCvm76770 |Unpredictable asymmetry on T1/E1 IM
CSCva43417 el Interfaces go DOWN on remote alarm (RDI)

Resolved Caveats—Cisco 10S XE Release 3.18.8aSP (Cisco 10S Release
15.6(2)SP8)

Caveat ID
Number Description

CSCvi02398 SNMP MIB and device configurations do not match

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Resolved Caveats—Cisco 10S XE Release 3.18.8aSP (Cisco 10S Release
15.6(2)SP8) Platform Independent

Caveat ID

Number Description

CSCvm79556 |RSP3: MSPW VC down after Switchover (Error Local access circuit is not ready for label advertise)
CSCvjl15469 Remove crypto group access check

Open Caveats—Cisco 10S XE Release 3.18.7SP (Cisco 10S Release 15.6(2)SP7)

Caveat ID

Number Description

CSCvm76770 |Unpredictable asymmetry on T1/E1 IM
CSCva43417 el Interfaces go DOWN on remote alarm (RDI)

Resolved Caveats—Cisco 10S XE Release 3.18.7SP (Cisco 10S Release

15.6(2)SP7)

Caveat ID

Number Description

CSCvp67025 |RSP2: Software-Induced Multi-Bit Errors on Handoff FPGA When Exceeding Max FNF Cache Size
CSCvm04696 |Mac learnt on G8032 blocked ports due to DHCPv4 discovery pkts

CSCvo065688  |16.9.3-QIP-crete-TOD flaps in Crete (master) when setup is left overnight

CSCvo58053 |High memory usage only on standby RSP in iomd

CSCvj87085 ptpd crashed after removing the ptp configs, default profile <169>

CSCvj75078 RSP3: IOMD crash @ iomd_bsess_open_callback_retry on new active after RP SSO
CSCvk32423  |IMAS8Z 6-port mode, hwidx not created leading to complete traffic drop

CSCv{72273 RSP3_G8275.1: Both the PLL locked to REMOTE RP and PLL lock status is OFF
CSCvf90832 RSP3_907: UTC Offset is NOT taken care properly when VP is selected.

CSCvq55841 | With netflow enabled, FPGA_INTERRUPTS_ERROR observed upon modifying the flow count
CSCvj49266 Rx getting dropped at Master after losing its 10M input
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Resolved Caveats—Cisco 10S XE Release 3.18.7SP (Cisco 10S Release
15.6(2)SP7) Platform Independent

Caveat ID

Number Description

CSCvk36863 |MAC learning not working

CSCvf20607 ASR1K RSP crash when command 'show ip rsvp sender detail' was executed

CSCvh62861 |IOSd crash @ NHRP nhrp_group_tunnel_qos_remove

CSCvj43156 Crash in XDR process: "fib_rp_table_broker_encode_buf.size <=
FIB_RP_TABLE_BROKER_ENC_BUF_SZ"

CSCvk17998 |Rekey Timer are same for both the Server and Client

CSCvm64865 |[EIGRP] a summary route is updated by an external route

CSCvn00218 |CUBE Crash in sipSPIAppAddCalllnfoUI

CSCvn56017  |Crash while processing ISIS updates when DiffServ-TE is enabled

CSCvn93524  |Cisco REST API Container for IOS XE Software Authentication Bypass Vulnerability

CSCvo55194 | After RSP switchover label imposition was not programmed in Software on APS standby router

CSCvo066216  |IPSec-Session count in "show crypto eli" reaches max causing VPN failure

CSCvp76434  |OSPF summary-route (Type 5) redistribute into ospf via 'summary-address' cmd is not install in RIB

CSCvp78236 Crash during SNMP Configuration, ospfv3_pdb_from_router_info

CSCvp81102  |IPsec SA installation fails with simultaneous negotiations despite fix for CSCve08418

CSCvp87125  |Default-route is not installed in Local PE VRF if there is 0.0.0.0/X route present in routing table

CSCvp99881  |BGP set wrong local preference for routes in RPKI invalid state

CSCvql9673 Evaluation of asrlk for TCP_SACK

CSCvq46617 |RLFA config causing OSPF to ignore backup path addition for NSSA prefix after primary link flap

CSCvq67901  |Crash in HTTP core process

CSCvb05793  |Traffic drop observed upto 2 mins on active Sup pull with ECMP

Open Caveats—Cisco 10S XE Release 3.18.6SP (Cisco 10S Release 15.6(2)SP6)

Caveat ID
Number Description
CSCva43417 E1 Interfaces go DOWN on remote alarm (RDI)
CSCvj75078 RSP3: IOMD crash @ iomd_bsess_open_callback_retry on new active after RP SSO
CSCvk32423 |IMAS8Z 6-port mode, hwidx not created leading to complete traffic drop
CSCvm04696 |MAC learnt on G8032 blocked ports due to DHCPv4 discovery pkts
CSCvm76770 |Unpredictable asymmetry on T1/E1 IM
CSCvo58053 |High memory usage only on standby RSP in iomd
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Resolved Caveats—Cisco 10S XE Release 3.18.6SP (Cisco 10S Release

15.6(2)SP6)

Caveat ID

Number Description

CSCux22473 IPv6 Tracking for route learned from IBGP Neighbor is Down.

CSCux68796 I0S-XE Router - High CPU When Handling get-next on "entStateStandby" MIB
CSCuz74957 Cisco IOS and IOS XE Software ISDN Interface Denial of Service Vulnerability
CSCuz99865 IPSec MIB queries returns wrong tunnel count

CSCva00765 crash after no ipv4 multicast multitopology command

CSCva64842 Observing kernel: EXT2-fs error while moving between polaris and MCP_DEV
CSCve56559 Incorrect Track Resolution Metric for GRE Tunnel

CSCve57830 SUBALTNAME DECODE fails for APIC_EM self-signed cert when validating server identity
CSCve89361 Crash in SISF while processing IPv6 packet

CSCvf11776 VRRPv3 with VRRS remains NOT READY after shutdown Port-channel IF.
CSCvf36269 Cisco IOS and IOS XE Software Network Plug-and-Play Certificate Validation Vulnerability
CSCvf73552 VRRP non-zero authentication data on 16.3.3

CSCvf96294 MIB counter for IPSec tunnels does not decrement under high tunnel scale and churn
CSCvg06142 'ipsm Tunnel Entry' and 'Crypto IKMP' memory leak due to IKE tunnel entry not deleted
CSCvg37952 Cisco IOS XE Software ISR4400 Series IPsec Denial of Service Vulnerability
CSCvh54672 VRRP doesnt work over Port-channel L3 interface

CSCvh72848 "no track resolution ip route" and "default track resolution ip route" not working
CSCvh83319 Interop vrrp doesnt work between cedge and vedge

CSCvi83306 Crash with IOSXE-WATCHDOG: Process = IPv6 RIB Event Handler

CSCvj02910 Reload removing ipv6 VRRP group

CSCvj61307 Cisco IOS XE Software Command Injection Vulnerability

CSCvj73544 ospf routing loop for external route with multiple VLINKs/ABRs

CSCv;j86790 RIP does not send updates on unnumbered interfaces after reload of ISR 4k
CSCvj98575 Cisco IOS and IOS XE HSRPv2 Information Leak Vulnerability

CSCvk03910 OSPF neighbor stuck in loading after VSS switchover

CSCvk56331 Initial contact in IKEv1 phase 2 rekey (QM1) causes all crypto sessions to drop
CSCvk71047 Router fails to reserve necessary ports for VPN traffic (UDP 500 & 4500) for ISAKMP
CSCvm00765 BFD crash on imitating traffic loss

CSCvm02572 Router crashes on SSH connection with "login on-failure log" enabled

CSCvm28421 ASR901-ESMC padding is having non-zero random values which is causing duplicate QL-TLV
CSCvm40496 iBGP PE-CE When Route-Reflect enable VRF import all Route Target.

CSCvm51112 "clear crypto sa vrf MyVrf" triggers crash after updating pre-shared-keys

CSCvm55465 BGP updates missing ISIS advertising-bits led to LDP label purge on peer.
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Caveat ID

Number Description

CSCvm62554 BGP multipath feature drops a path from list after BGP update event

CSCvm76070 Not able to enable the CLI http-status-code-ignore

CSCvm92116 Bulk-sync failure due to bgp router-id interface Loopback0

CSCvm93603 IP change on dialer-int does not trigger a correct "local cryto entpt"in DM VPN
CSCvm95236 BGP update not properly processed by inbound route-map

CSCvn07060 Redistributed metric is not be applied if it is in narrow-style

CSCvn28017 ISR4331 Routers May Crash When "eigrp default-route-tag" Configured on IPv4 AF
CSCvn59020 Modified EIGRP timers on Virtual-Template put all associated Vi interfaces into passive mode
CSCvm10079 Force QL Tx option is not working when netsync configured with more than 3 input sources.
CSCvn08456 RSP3: Giant counters incremented for packets bigger than 1500 bytes

CSCvnl7722 SONET ACR Pending Object with CEM GROUP interfaces.

Open Caveats—Cisco 10S XE Release 3.18.5SP (Cisco 10S Release 15.6(2)SP5)

Caveat ID
Number Description
CSCvf62586 FAN missing in ASR902 RSP2 chassis.
>
Note  Migrate to the latest 3.18 SP6 image.
CSCvb82613 | Tunnel/IGP down on SSO due to ingress VOQ packet drop
CSCvd00780 |8275.1: PTP Packets are being dropped without untagged EFP on a tagged EFP interface
CSCvd44667 |RSP3: PREFIX Object Errored Objects on Local Core Flaps and in Parallel on Other Routers in the Core
CSCvd89421 |RMEP failure due to CFM HW table corruption
CSCve43404  |PTP Clock Creation Fails for Specific Sequence of Triggers
CSCve49550  |IOX: OOS issue seen with 100Mbps sfp inserted on a SFP combo IM
CSCve68911 |Nested Enhanced Route Refresh requests triggers Stale Prefixes.
CSCve86912 [Counter]: Giant/Runt/Pause Frame counters issue.
CSCvf08577 RSP3 Arad not able to timestamp higher stream id packets in default profile
CSCv{(09940 RSP3_2x10GE: output netsync drifting after SSO when locked to 2x10GE
CSCvfl11776 VRRPv3 with VRRS remains NOT READY after shutdown Port-channel IF.
CSCvf19415 Port MEP Timeout in RSP1
CSCvf34496 RSP3-QIP:Error objects on Stby cfm_mp_ith 16794673 sid 3001 download to CPP failed seen upon
IM-OIR
CSCvgl10313  |Cu clock source still squelched on interface bring up after two SSOs
CSCvh51179  |RSP3: Stale Mac entries are present on a specific scenario which results in ADJ download failure
CSCvi61745 Crash when running MPLS Tunnel protection command
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Caveat ID

Number Description

CSCvj02910 Reload removing ipv6 VRRP group

CSCvj43156 Crash in XDR process: "fib_rp_table_broker_encode_buf.size <=
FIB_RP_TABLE_BROKER_ENC_BUF_SZ"

CSCvj85437 Bheem FPGA : SEU support on standby RSP for SBE and MBE

CSCvk22449 | BGP Traceback/Crash seen with 20k IPv4 BGP scale after reload/clearing bgp

CSCvk24933  |RSP3: QSGMI out of lock with IM OIR + SSO soak

CSCvk59137  |Fan tray temperature read as 0 degree Celsius

CSCvm00765 |BFD crash on imitating traffic loss

CSCvm04696 |Mac learnt on G8032 blocked ports due to DHCPv4 discovery pkts

Resolved Caveats—Cisco 10S XE Release 3.18.5SP (Cisco 10S Release

15.6(2)SP5)

Caveat ID

Number Description

CSCsd58148 %SEC_LOGIN-4-LOGIN_FAILED does not show username in [user: ]
CSCue25168 | TPM reserves UDP/4500 for no apparent reason

CSCuv90519  |Map doesn't get updated with socket change on local address change
CSCuy27746 |CDP packet causes switch to crash due unexpected exception to CPUvector
CSCuy54623  |Evaluation of all for OpenSSL March 2016

CSCuy96461 |IOS-XE EPC does not work on port-channel subinterfaces

CSCuz42299  |Crash when configuring CWS

CSCuz52528  |Evaluation of all for OpenSSL May 2016

CSCuz82303 Setting MTU to 9216 on routed interface causes scheduler(BRP/BRR) fail
CSCuz92785 Evaluation of all for NTP June 2016

CSCva08142  |I0Sd crash on LISP enable router

CSCva36556  |Smart call home crash with debugs enabled

CSCvb71086 |CWS + NVI NAT not working for web traffic

CSCvc07577  |Crash in BGP due to regular expressions

CSCvc23569  |Evaluation of all for NTP November 2016

CSCvc60745  |tcp_getbuffer memory leak - refcount not reduced when packet dropped
CSCvc98571 EEM applet will not release the Config Session Lock if it ends when CLI is in configuration mode
CSCvd21340 |IOSd crashed while issuing 'show isdn status'

CSCvd35443  |Site-prefix-learning:Crash on EIGRP process when issuing "no ip vrf red" on HMCBR
CSCvd80715 |ASRI1k IOSD crash due to memory corruption in aaa accounting
CSCvd80837  |Crash observed in DHCP SIP
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Caveat ID
Number Description
CSCve00087  |Line-by-Line sync verifying failure on command: client testO1 server-key 0 Password
CSCve52155 |RSP3: BFD Session Between 2 RSP3s Down on Reloading 1 RSP3
CSCve55089  |BGP crashes at bgp_ha_sso_enable_ssomode
CSCve72906 |RSP3:ECMP LB seen when flags field is changed in ip header with 14 header in 4 label scenario
CSCve76947  |Eigrp hmac-sha-256 secret string changes when show running-config is executed
CSCvf21005 config mismatch after code upgraded
CSCvf35507 Crash in SSH Process due to SCP memory corruption
CSCvf{37923 Crash due to Stack overflow
CSCvf63979 Crash when trying to establish new SSH connection
CSCvf67481 AAA process not sending malloc if dynamic heap free mem is under aaa mem threshold
CSCvf81579 ASRIK: IOSd crash in kmi_initial_check on null map dereference
CSCvg01156  |G275.2 Huge TIE jump seen on slave after reload completes on RSP3 master
CSCvg02533  |router crashed after triggers with debug
CSCvg03444  |Hub MC continues to send EIGRP SAF hellos after adjacency removed
CSCvg06222  |RSP3: ~30sec traffic loss for EOMPLS services during ReOpt after TE Node Protection trigger
CSCvg06788  |RSP3:3-10sec traffic loss for FlexLsp Tunnels (unidirectional) from HE to TE on Active path cutover
CSCvg39082  |Cisco device unexpectedly reloads after TCP session timeout
CSCvg41950 |Cisco IOS XE Software Diagnostic Shell Path Traversal Vulnerability
CSCvg48470  |ISIS 11-12 redistribution prefix doesnt get redistributed till clear isis rib redistribution is done
CSCvg67028 | VRF deletion status <being deleted> after removing the RD
CSCvg67742  |ASR903-RSP3C Enhancement of log messages on FAN Tray OIR
CSCvg71566 |"no cdp enable" is rewritten to "no cdp tlv app" after reload.
CSCvg84699 |BFD session not coming up on RSP3 due to wrong platform offload limit
CSCvg85879 |BGP sets the wrong Local Preference for routes validated by RPKI server
CSCvg87048 |Few Stale session are observed during vpdn longetivity
CSCvg98953 UEA_MGR Crash@uea_asic_mpls_lentry_modify seen during stressed soak run
CSCvh06249  |Crash when receiving EVPN NLRI with incorrect NLRI length field value
CSCvh52708 |RSP3: LAG LB is not working based on VC label
CSCvh55744  |SSH password length restricted to 25 for avoiding one of the low impact vulnerability.
CSCvh58909  |OSPFv3 cost calculation not correct in some specific topology
CSCvh61436  |Nvram error seen while upgrading ROMMON in second RSP2
CSCvh67279  |ADIJ error object seen on Active
CSCvh69518  |%SYS-3-TIMERNEG:Cannot start timer with negative offset Process= "ARP Background"
CSCvh76761 |A900-RSP3C-200-S RSP module crashes while MPLS TE tunnel interfaces comes up
CSCvh96821 |ASR1004 started relaying clients' DHCP Discover messages to DHCP Server with the wrong IP address
CSCvi01558 iBGP dynamic peer using TTL 1
CSCvi06358 Label & outgoing interface programmed wrongly for prefix in RSP3
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Caveat ID

Number Description

CSCvi42002 CDP packets not getting encapsulated over multipoint GRE tunnel

CSCvid4298 ISR4451 Installs 2 IPsec SA's with different peers having same proxy identities
CSCvi52608 CLI show aaa clients detailed command triggered SSH to crash

CSCvi53346 RSP3 : BFD packets not sent out towards 9K after timer change and link flap

CSCvi65958 Standby RP crashes due to Memory usage in ospf_insert_multicast_workQ

CSCvi70145 ASRI1k | Segmentation fault in dhcp_sip process

CSCvi72479 ISR4K CWS - admission commands override (method-list vs bypass list)

CSCvi74088 link local multicast packets are received when the SVI is in down state

CSCvi93528 PI I0Sd reload due to call-home at kex_dh_hash conn pointing to eem

CSCvj23301 I0S: Crypto Ruleset fails to get deleted

CSCvj27560 cman-fp/cmcc heartbeat failure crash due to pca954x channel selection errors.

CSCvj29126 RADIUS client on network fails to solicit PAC key from CTS even though the device has a valid PAC
CSCvj40006 [16.9 rsp3-qip]:adding one more vlan tag to the existing service instance causing entire traffic dr
CSCvj50537 ISSU Failure in Vz ME lab

CSCvj60379 RSP3: ARP Request Not Generated when IPv4 Routable Packets with L4 Header are Punted
CSCvj76013 RSP3: Error Objects wrt to Load balance on on increasing the BGP next-hop

CSCvj87273 False high temp readings from ARAD+ sensor causing system shutdown

CSCvk04547  |Port-channel member link flap on RP OIR

CSCvk10633  |bgp crash while running show command and same time bgp peer reset

CSCvk22455 |3650 configured with AE and PK country codes crashes when 3800 AP plugged in
CSCvk49905  |Crash when shifting the layer 2 LACP member peer from one link to another

Open Caveats—Cisco 10S XE Release 3.18.4SP (Cisco 10S Release 15.6(2)SP4)

Caveat ID
Number

CSCvb96943

CSCvd58258

CSCve43404

CSCve54554

CSCvi02398

CSCvil8644

Description

Offset from master jumps to Huge value with SPAN

I0S-XE display issue show hw-module subslot X/X transceiver X idprom detail
PTP Clock Creation Fails for Specific Sequence of Triggers

ASR-920-125Z-IM will not warn when copying an invalid image

snmp mib and device configs not matching

ASR903 - BFD flaps during SSO

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number Description
CSCux20143 RSP3/BFD:[new]Timeout not happening after shut of link with host traffic
CSCuz82303 Setting MTU to 9216 on routed interface causes scheduler(BRP/BRR) fail
CSCva43417 el Interfaces go DOWN on remote alarm (RDI)
CSCvab61618 SADT throws Warnings more than one time for more iterations
CSCvb01698 LEAPSEC:leap second is not considered while setting PTP to system time
CSCve05859 Exxx EIN: G.8275.1 testing: Clock loop forming between synce and ptp
CSCve78337 MLP MRAPS Convergence is high on Work-Active SSO node
CSCvf09940 RSP3_2x10GE: output netsync drifting after SSO when locked to 2x10GE
CSCvg88747 I0S hung and stuck in loop if there is any issue in USB port
CSCvh06656 crash @ pak_qos_feature_object_cleanup
CSCvc59436 RSP3:Delay in updating egress efp stats for Tengig interfaces
CSCvd44667 RSP3: PREFIX Object Errored Objects on Local Core Flaps and in Parallel on Other Routers in the Core
CSCvd50734 RSP3-200:Router Crash while trying to delete label uea_oce_base_delete uea_mpls_label_delete_async
CSCvd77735 RSP3 - Small loss (6-10ms) observed for VPLS traffic when BGP backup peer is powered down
CSCvd89421 RMEP failure due to CFM HW table corruption
CSCve05859 Exxx EIN: G.8275.1 testing: Clock loop forming between synce and ptp
CSCvel4324 ASR 907 / RSP3C : port level shaper is counting packets twice.
CSCve86912 [Counter]: Giant/Runt/Pause Frame counters issue.
CSCvf08577 RSP3 Arad not able to timestamp higher stream id packets in default profile
CSCvf08656 RSP3 : Traffic failure for few Labelled BGP prefixes (BGP label imposed is incorrect)
CSCvf16468 RSP3-QIP: CFM H/w offloaded sessions over xconnect affecting S/w sessions configured over BD
CSCvf19136 Debugability : show platform software agent iomd <> np datapath hdlc <CEMA-ID>
CSCvf21748 RSP3-QIP: Traffic flowing though TEFP is shut in G8032 ring
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number

CSCvf34496

CSCvf45267
CSCvg84699
CSCvg99675
CSCvh15762
CSCvh51179
CSCvh77868
CSCvi06300

CSCvi06358

Description

RSP3-QIP:Error objects on Stby cfm_mp_ith 16794673 sid 3001 download to CPP failed seen upon
IM-OIR

RSP3 - Loadbalance map not getting deleted (IM OIR)

BFD session not coming up on RSP3 due to wrong platform offload limit

RSP3:Transient FRR download failure during soak testing

RSP3: I0Sd Crash in FastPath Thread during Punt Packet Buffer Dequeue on ARP Flaps Soak
RSP3: Stale Mac entries are present on a specific scenario which results in ADJ download failure
ASR-903 (RSP3_400) fsck of bootflash returned error code 8. Recommend reformatting

RSP3: Pending issues seen when converting from Access EFP's to Trunk EFP's

Label & outgoing interface programmed wrongly for prefix in RSP3

Resolved Caveats—Cisco 10S XE Release 3.18.4SP (Cisco 10S Release

15.6(2)SP4)

Caveat ID
Number

CSCvc38538
CSCve64336
CSCvf51341
CSCvf63541
CSCv{83216
CSCvf84349
CSCvf95077
CSCvg03542

CSCvg07169

Description

IPSLA Y1731 start time is much greater than sysUpTime while doing snmpwalk
RSP1-Continous ESMC tracebacks observed after IMAST OIR followed by SSO

Crash after show ip ospf database summary command

BGP w/global import/export crashes when several nbrs deleted simultaneously

ASR903: Negative broadcast counters on port channel interface after clearing the counters
Router crash on polling cEigrpPeerEntry

Stale Mac entry in MLRIB

[RIB route watch] detect stale pointer from client to avoid system crash with corrupted memory

D6 Update attribute Total Bandwidth = 37901kbps is incorrect

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number Description
CSCvgl14825  Require varbind entSensorPrecision,Scale & Type along with trap entSensorThresholdNotification
CSCvg70173  ASR920 : Not able to configure xconnect untagged service instance with EVPN under the same interface
CSCvg85163  ZTP not triggered with Gratuitous ARP
CSCvg97160  on ASR920-24SZ-IM Tengig interface MTU has not been set more than 1500 in H/W
CSCvh71856  10Sd crash when enabling dotlq in a port-channel sub-interface
CSCvh86486  ASR-920-12SZ-IM: CIsco ASR 920 routers issue with sfp-h10gb-culm cabling
CSCuy30341 Skywalker: Failed to create, Pseudowire interface
CSCvb96911  OSPF NSSA Translator ABR does not Translate Type 7 to 5 with only VRF Superbackbone as non-NSSA
area
CSCvc38538  IPSLA Y1731 start time is much greater than sysUpTime while doing snmpwalk
CSCvc63685  %QOS-4-INVALIDBW: errors occur on reboot when policing is used
CSCvd87285  ASR920 - Display issue - Egress i/f and L2 stats shows "unknown" and no packet drops
CSCve64341 920 : Mid Point LSP creation failure after reload with latest polaris Image
CSCvf76512 option 82 circuit-id-tag restricted by 6 bytes
CSCv{80495 IPv6 BGP network advertized not seen in the peer
CSCui67191 Cisco IOS XE Software Ethernet Virtual Private Network Border Gateway Protocol DOS Vulnerability
CSCvc38538  IPSLA Y1731 start time is much greater than sysUpTime while doing snmpwalk
CSCvc61899  static route is not getting redistributed into RIP database
CSCvd38391 Standby Router: uea_mgr crashed @ ml2vpn_provision_pw_and_ac
CSCve37398  RSP3-L2VPN: Load balancing is happening based on wrong fields in P node when CW is enabled.
CSCvf30801 RSP3-QIP: LTM b/w CEs not working if MIP is configured on PE participating in VPLS
CSCvf52432 RSP3:Pending-issues & Ack upon defaulting all core interfaces in VPLS scale setup
CSCvf55306 Static route of which next-hop intf is GRE tunnel remains even if the tunnel is down
CSCvf56274 BGP VREF route redistribution into global routing table fails after a VRF route flap
Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
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Caveat ID
Number

CSCvf62916
CSCvf67269
CSCvf72154
CSCvf82663
CSCvg03308
CSCvg03542
CSCvg28721
CSCvgd2691
CSCvgd3975
CSCvg48485
CSCvh08220
CSCvh10730
CSCvh20968

CSCvh51377

Description

Router crashes when doing "show ip bgp neighbor" on a flapping BGP neighborship

IS-IS support for mult-instance redistribution for IPv6.

RSP3 - PIM neighborship down on BDI interface due to packets ASIC loop.

ASRO903/RSP3C crashed at dl_callback

[RSP3-DHCP-Relay]:unicast dhcp relay is getting dropped in transparent case with HSRP/VRRP/GLBP
[RIB route watch] detect stale pointer from client to avoid system crash with corrupted memory
RSP3:uea-mgr crashed while trying to install a label entry in kbp(update case)

RSP3- P node ECMP loadbalancing failing for ip traffic

RSP3: Leak in G8032 IOS TDL Messaging on Flapping the Ring

RSP3 - Ingress LDP label incorrectly programmed to FEC 0x0

RSP3: Crash in IOSD chasfs task on Defaulting and Removing IMA-1X

BFD stuck at init state for Sessin ID 1023 alone on ASR903 RSP3C after link flap

Multicast traffic not forwarded on VPLS after trigger

RSP3_400 : False Tx bias violation alerts seen on console with CPAK-100G-LR4 SFP's

Open Caveats—Cisco 10S XE Release 3.18.3SP (Cisco 10S Release 15.6(2)SP3)

Caveat ID

Number Description

CSCvg03308  |Unicast dhep relay is dropped in transparent case with HSRP/VRRP/GLBP
CSCvf84386 Router crashed after configuring PPP CHAP in multilink interface (OC3IM OC12IM)
CSCvf53910 Router crash on removing ipv4 address from BDI

CSCvf30034 On shut/no-shut Scaled BFD sessions continue to Flap, never stabilizes.

CSCve52155 |RSP3: BFD Session Between 2 RSP3s Down on Reloading 1 RSP3

CSCve49550  |IOX: OOS issue seen with 100Mbps sfp inserted on a SFP combo IM
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Caveat ID
Number Description
CSCvt75773 RSP1: SYS-2-INPUT_GETBUF: Bad getbuffer, ... Process= ""<interrupt level>" traceback seen in RSP1.
CSCvf02136 VLAN Untagged Traffic Wrongly Punted to CPU When Service Instance Deleted
CSCvd89421 |RMEP failure due to CFM HW table corruption
CSCvf30801 RSP3-QIP: LTM b/w CEs not working if MIP is configured on PE participating in VPLS
CSCvf34496 RSP3-QIP:Error objects on Stby cfm_mp_ifh 16794673 sid 3001 download to CPP failed seen upon

IM-OIR
CSCvd83274 |ASR903/RSP1B 4second upstream packet loss after SSO
CSCvd34256 |RSP1 & RSP2 : metchain points to drop handle on SSO
CSCve37398 |RSP3-L2VPN: Load balancing is happening based on wrong fields in P node when CW is enabled.
CSCvd44667 |RSP3: PREFIX Object Errored Objects on Local Core Flaps and in Parallel on Other Routers in the Core
CSCvf52432 RSP3:Pending-issues & Ack upon defaulting all core interfaces in VPLS scale setup
CSCvf72154 RSP3 - PIM neighborship down on BDI interface due to packets ASIC loop.
CSCvf21368 RSP3: UEA_Mgr Crash on Checking IPv6 Multicast Flow in the Platform while Flows are Flapping
CSCvd13823  |Storm control - L3 Mcast Traffic :: Not all packets are dropped
CSCvd06766 |BC slave port stuck at Initializing state upon BC gets reconfigured.
CSCve05859  |Exxx EIN: G.8275.1 testing: Clock loop forming between synce and ptp
CSCve43404  |PTP Clock Creation Fails for Specific Sequence of Triggers
CSCvf08577 RSP3 Arad not able to timestamp higher stream id packets in default profile
CSCvf21504 RSP3: Gig TX RX Fails when RP SSO During Link Flap of Another Gig on Same IMA8S1Z IM
CSCve87759  |RSP3: Link flaps on configuring G8275.1
CSCuz82303 Setting MTU to 9216 on routed interface causes scheduler(BRP/BRR) fail
CSCve86912 [Counter]: Giant/Runt/Pause Frame counters issue.
CSCvf13101 903/RSP3 - Active RSP3 crashes without any core file and standby RSP3 in hung state
CSCvf35475 RSP3: Standby RP packages.conf Not Updated when RP Crashes after RP SSO during ISSU
CSCvc50710  |RSP2: Standby RP Crash in HA-IDB-SYNC Process on SOAK of Delete Reconfig CEM and ACR
CSCvb96943  |Offset from master jumps to Huge value with SPAN
CSCvf{80159 ASRO9xx: nile_mgr crashes from cef Ib msg
CSCvd77735 |RSP3 - Small loss (6-10ms) observed for VPLS traffic when BGP backup peer is powered down
CSCvf03668 Mid-chain ADJ Error Object on MPLS TE Tunnel Interfaces and Core Gig Flap SOAK
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Resolved Caveats—Cisco 10S XE Release 3.18.3SP (Cisco 10S Release

15.6(2)SP3)

Caveat ID

Number Description

CSCvf06768 TSoP: Add support for handling link failure (LOS condition)

CSCvd39154  |RSP3: Preservation of Inner DSCP for IPV4 and IPV6 in Uniform Mode

CSCvd45201  |Application of MQC under EC interface results in policing TeGi interface

CSCvd82957 |RSP3 - L3VPN convergence during BGP LU PIC Edge is high

CSCvel3089 |License:unexpected rommon license boot variable&boot level metroservice configs set in standbyRSP3 .
CSCve49784 | ASR903-RSP1/RSP3/RSP2 and ASR920 : router crashed during SNMPwalk in ISSU/SSO/reload
CSCve50842  |OIR of PSU doesnt turn off of power supply alarm with platform expect-single-psu command
CSCve54991  |Memory leaks due to Flexible NetFlow

CSCve58878 |No APS trigger to Protect with core flaps/recover in Work followed by protect & then on work
CSCve81583  |G8265.1: PTP not locking with some disturbance on master or master switch triggered
CSCve88177 |Router reloaded due to SYS-2-INPUT_GETBUF: Bad getbuffer, ... Process= ""<interrupt level>"
CSCve91007  |IoT: c3794 and EnM IMs are "out of service" in RSP2-64

CSCvf06768 TSoP: Add support for handling link failure (LOS condition)

CSCvf20723 Power supply alarm generated in the absence of power supply

CSCvf27398 RSP1: I0Sd Crash in OCE Punted Pkts Process on ARP Flaps SOAK on Downstream Router
CSCvf54458 903: OOS issue seen at 8X1G IM

CSCvf55743 ASR903: ifHCInBroadcastPkts, ifHCOutBroadcastPkts return incorrect decreasing values for portchannel
CSCvf61265 Router was stucked in boot loop due to Line card in Slot 3 A900-IMA16D

CSCvf{63185 Sticky bit not cleared and IOMD CPU utilization going upto 50%

CSCvf75418 Combo IM/2x10gig IM iomd cpu utilisation more than 50%

CSCve29462 | BFD/ISIS stays in INIT-Down state on multiple interfaces.

CSCvf33518 On SSO L3VPN prefix is programmed with LFA backup interface as primary interface in PD.
CSCvf06625 Programming mismatch between Active & STBY after STBY reload for L3VPN prefix
CSCvd29919 |RSP3-Not able to ping external IPv6 address from BINOS.

CSCve73883 [ASR903] RSP3 Ping is not successful after IP moved to different EFP

CSCvc60542 100% traffic loss seen with vlan_disable & untagged traffic in latest polaris_dev

CSCve22853 |ASR900 improper SIGDET register setting could cause traffic failure and link down conditions
CSCvf01287 ASR907: ARP not getting resolved due to link fault between ARAD and PHY

CSCvf21487 ASR907: L2VPN attachment circuit is going down after SSO on the line card A900-IMA8S1Z
CSCvd99533  |PHY INTR disable during XCVR INIT

CSCve65904 |Tengig port going down after few reloads

CSCvd04381 |Loopback local at tug levle el or t1 doesnt handle the Alarm condition

CSCvd69942  |100% ipv6 packet drop for downstream traffic on ASR903 (RSP3C) when RPL state changes.
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Caveat ID

Number Description

CSCvi{21127 2 AC's in a VFI, when one interface is shutdown, traffic is not flood to other interface

CSCvel0269 |RSP3 unable to route(drops) unicast dhcp packets with giaddr field as 0.0.0.0

CSCve77231 RSP3:traffic failure on VRRP session and traces @ vrrp_comms_process_pak

CSCvel0547 [RSP3-DHCP]:rsp3 is dropping dhcp bootp packets with sorc port 4011 and dest port 67/68

CSCvc56434 "FMFP-3-OBJ_DWNLD_TO_DP_FAILED: SIP0O: fman_fp_image: LENTRY" upon PC flap

CSCvc26350 |100% downstream loss after SSO on rsplb

CSCvel5834 | BGP PIC-E: Double dip traffic loss on recovering primary ABR for CEM And EOMPLS VC

CSCvc32082 |Handling FRR for reopt cases

CSCvc40326 |HSPW : pw programming going for toss and traffic gets dropped after int flap

CSCvf05386 RSP2: Standby RP Get AToM Forwarding Context Cylon_Mgr Crash on Core Gigs Flap SOAK on RRs

CSCvf05587 RSP3 : 2 KBP entries created for ingress vpnv4 label - Label swap case

CSCvd96938 RSP3 crashes @ tbm_lookup, uea_cef_get_leaf

CSCve71908 |RSP3-SOAK-Observing error objects "LB 0x938f download to DP failed" with soak

CSCvf22961 RSP3: VFI RCY LABEL IDMGR Leak on ARP and MAC Tables Flaps SOAK

CSCve81377  |RSP3:CFMoVPLS scale:VPLS PD entry missing for few neighbors upon Soak

CSCvd57077  |RSP3:Traffic Fails on FRR backup path while Primary is Active.

CSCvd76024 |RSP3C : LB-MAP download error (PMF Prot Ptr already exists)

CSCvd42420 |UMMT XE318SP RSP3: UEA_Mgr Crash in TBM Search on NFT PTP Next-Hop Lookup

CSCvd24027 |UMMT XE318SP-ES5 RSP1 SOAK: PAN3 Nile_Mgr Crash on Flapping Global IPv4 and IPv6 Routes

CSCvd55076  |UMMT: RLFA FRR - High convergence on shutting the core link

CSCve27750 |ASR903/RSP1B Multicast Joins are not forwarded in ERPS scenario from Non-DR to DR.

CSCve88827 |RSP1B not forwarding multicast traffic after ERPS link flap

CSCvd32237  |RSP2 : MLDPv4 Full scale no DI programming on HE

CSCvd36747 |RSP3 - Native IPv6 multicast stops working with soak test

CSCvd75444 |UMMT XE318SP RSP1: Nile_Mgr Crash in IPv6 Native Multicast on Boot-up

CSCvd07855 |1pps under a virtual port remains down after SSO on RSP2

CSCvd47051  |8275.1 DPLL1 Lock status OFF sometimes

CSCve92481 After ASR9k PTP reconfiguration, slave 903 stuck in freq-lock state.

CSCve87122  |Frequency Traceable Flag is set to false on downstream routers when 1pps is made down on TGM

CSCvd12047 |G8275.1: syncE drift when PTP is removed from G8275.1 TBC.

CSCvd69590  |G8275.1_RSP3: accuracy is ~500nsec when it uses to 10GE IM on first time boot

CSCve09409 |HBC Slave router doesnot choose best clock based on Clock Class

CSCve27195 |Non PTP packets getting timestamped post PTP loopback shut at PTP master

CSCvd83975 |ptpd_uea crash observed after switchover

CSCvd72847 |RSP2: [SW Workaround for FPGA bug] TOD load failing with IMA8S1Z after IM-OIR

CSCv124207 RSP2_BC: Accuracy is bad on RSP2

CSCvf38857 RSP3 PTP BC is not locking to the Master via intermediate PTP aware nodes with tagging enabled.
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Caveat ID

Number Description

CSCve83541  |RSP3: 10Sd Crash on Deleting PTP Loopbacks during ISSU SOAK

CSCvel2246  |RSP3: RSP3 which is locked to GNSS VP is not giving better accuracy

CSCvd00614  |RSP3:BFD is flapping when removing PTP config

CSCvf19017 RSP3_GNSS: ToD down after reload on G8275.1T-BC

CSCvd49392  |SETS introducing 1pps out value in 479ms as compared to input 1pps

CSCve34869 |Traffic is not operation though it is up at 1G port.

CSCved3475 |Vitesse SDK API's for timestamping should be called under WD disabled

CSCvd67376  |ASR920 'set mpls experimental topmost' is causing 'set mpls experimental imposition' to not work.
CSCvd72604 |Crash after policy map applied

CSCvb83795  |RSP2: Queue node stuck during config replace results in 100% traffic loss on MLPPP Interface
CSCvd34788 | ASR903 with RSP3 might crash with reason bulk sync failure

CSCvf40636 RSP3-200:0bserving Packets drops if the Line Rate is more than 32%

CSCvd82999  |ASR903 RO suddenly switchover

CSCvd42504 |UMMT XE318SP RSP1: Kernel Crash on Core 1G 10G Interface and BFD Flaps Multiple Times on Peer
CSCvc95602  |ASR903 SDH counter errors

CSCvd79657 |ENTITY-MIB table entries missing for E1/T1 ports on the IMA16D card for ASR903
CSCve73831 | THS:After SSO/ISSU observed AIS Alarm in SYSTEM THS with XE318SP Image
CSCve65791  |RSP1:Unexpected reload occurred in RSP1 with iosd crash and reload reason?2

CSCvd38455 |ASR 903 after RSP switchover stop to pass traffic for one BDI

CSCvb01698 |LEAPSEC:leap second is not considered while setting PTP to system time

CSCvc99710  |configuration of no-crc4 on protected cem-acr is failing

CSCvc21452  |ASR903:ISIS routes are set with Max Metric due to IGP LDP Sync

CSCvc51408  |ISIS route oscillation due to 1dp sync and interface max metric

CSCvd81475 |PTP: Transparent Clock is not supported on RSP3

CSCvd81474  |PTP: Virtual-Port is not supported on RSP2

CSCvd00780 |8275.1: PTP Packets are being dropped without untagged EFP on a tagged EFP interface
CSCvc94414  |RSP3: Incorrect traffic rate received with specific values of CIR/PIR in HQOS policy
CSCvb82613 | Tunnel/IGP down on SSO due to ingress VOQ packet drop

Open Caveats—Cisco 10S XE Release 3.18.2SP (Cisco 10S Release 15.6(2)SP2)

Caveat ID

Number Description

CSCvb45433  |SLOS reported when we shutdown ais-shut enabled in SDH and SONET mode
CSCvd38455 |ASR 903 after RSP switchover stop to pass traffic for one BDI

CSCvb01698  |LEAPSEC:leap second is not considered while setting PTP to system time
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Caveat ID

Number Description

CSCvb96943  |Offset from master jumps to Huge value with SPAN

CSCvc99710  |configuration of no-crc4 on protected cem-acr is failing
CSCvb51372  |CEM jitterbuffer underruns with CEM marking policy
CSCvc21452  |ASR903:ISIS routes are set with Max Metric due to IGP LDP Sync
CSCvc51408  |ISIS route oscillation due to 1dp sync and interface max metric
CSCvd81475 |PTP: Transparent Clock is not supported on RSP3

CSCvd81474  |PTP: Virtual-Port is not supported on RSP2

Resolved Caveats—Cisco 10S XE Release 3.18.2SP (Cisco 10S Release

15.6(2)SP2)

Caveat ID

Number Description

CSCvd12231  |RSP3: Unicast ARP resolution fails in VRRP master state

CSCvc93188  |Point to point is not pinging in REP topology on upgrade to 3.18SP1

CSCvc44209 |RSP3: PTP synchronization not working MPLS speculative parsing

CSCvb91263  |Memory leak in Cylong_mgr with native multicast configuration

CSCvb72640 |MET Entries getting exhausted

CSCvb44210 |EXP marking fails for untagged flows on EFP with "default" encapsulation
CSCvc37483  |Memory leak in SNMP on ASR903 with RSP3¢c/RSP2

CSCvc27413  |nile_netif (ERR) LINK messages are wrongly mapped ERR's in tracelogs
CSCvcl15717  |Fan speed control measures for overheating ASR920

CSCvb58857 |LDP NSR : Remote Side VCs stays up even with local access interface shut after SSO
CSCvb41889  |NTP leap second inserted every day after leap second occurs

CSCvb46984  |Leap second is being set in spite of leap ignore being configured

CSCvb18384  |SPF on adjacency down must wait for LSP GEN

CSCvc53794  |RSP3: PTP over MPLS support

CSCvc77387 |RSP3-DHCP-Relay]:unicast dhcp relay is getting dropped over vrf (transparent case)

Open Caveats—Cisco 10S XE Release 3.18.1SP (Cisco 10S Release 15.6(2)SP1)

~

Note

The Cisco IOS XE 3.18.1SP release is applicable only on the Cisco ASR900 RSP1 and RSP2 modules.
The Cisco IOS XE 3.18.1bSP release is applicable only on the Cisco ASR900 RSP3 modules.

¢ Open Caveats—Cisco IOS XE Release 3.18.1bSP, page 21
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CSCval6169  |DS1:Traffic not resuming after Ctrl shut then SSO and No shut

CSCva54675 |Incorrect Input/Output Rate Counters on T1/t3 CEM interface

CSCvb84096 |"no channelized" configurations not saved for the DS3 ports

CSCvb77938 |DS3: On Channelized T1, AIS is not reporting properly

CSCvb13590 |ASR900: OC3 IM Stops MLPPP Traffic due to Winpath BUS ERROR
CSCux45450 |ASR900: OC3 IOMD CPUHOG on SOAK Test of SONET Shut and No Shut
CSCvb53939 |CEMoUDP ACR : Cem circuit traffic loss on unconfiguring One Cem Ckt
CSCvb88307  |Error on OCx IM soft reset with hw rev 1.0 OR less

CSCvb38142 |MR-APS MLP. Fwding failure on Protect Activ SSO ( With work disabled)
CSCvb62473  |unwanted cem counters increment for 64kbps speed

CSCvb61221  |RSP3 : IKEv2 IPSec tunnels stays down after ISSU

CSCvb59196  |RSP3 : Ping/Traffic Failure on IPSec Tunnels after SSO

CSCvb73784  |"dhcp_snooping_platform_parse_evc_cid: idb not found" for IMs on bay 15
CSCvc03169  |"I2protocol tunnel" issue with Portchanel numbers >32

CSCvb77215 |RSP3 : 6PE/6VPE traffic drop on SSO for ~30-40sec with VRRP

CSCvb75091  |RSP3C is sending tagged PTP Packets to downstream node

CSCvb62690 |ASR903 MPLS Label mismatch issue in PD

CSCvb17783  |ASR903: RSP3C leak of PMF protection pointer resource

CSCvb72995  |P2P Ping Failure due to ChCompactChecksumerrorCount

CSCvb49400 |RSP1:Back to back failed because of either Invalid adjacency in PD or Incomplete adjacency in PD
CSCvb63314 | Traffic not egressing out on AC after Standby PW became Active PW
CSCvb67543  |uea mgr crash @"uea_mpls_atom" upon flapping core A/A Poch interface of peer box
CSCvb91263  |Memory leak in Cylong_mgr with native multicast configuration

CSCvb72640 |MET Entries getting exhausted

CSCvb35480  |Port-channel flaps when OIR of RSP is done on RSP1

CSCvb71584  |Bulk-sync failure - t3 clock source internal

CSCvb79737  |RSP2: CEM Disposition FID Not Programmed on SONET Shut No Shut SOAK
CSCvb69334  |RSP3 : default ingress CEM policy marking does not marks CEMoMPLS
CSCvb05110 |ACR Not able to remove cem configs if only single physical controller is configured
CSCvb51372  |CEM jitterbuffer underruns with CEM marking policy

CSCvb84308 |CLI are not accepted for Path configured as T3 Mode.

CSCva77248 |OCx APS-ACR ACR-DCR: ACR/DCR is not enabled for CT3 mode for t1 5
CSCvb57740  |OCN IM Crash post IM FPGA upgrade + SSO

CSCvb78285 |OCx:lomd crash on Active RSP post SSO of admin down IM

CSCvb78369 | OCX:Standby RSP crashed with hw-module stop

CSCvb24067 |PMON Cleanup
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Caveat ID

Number Description

CSCvb55300  |Port-lic: Port licensing cmds Not synced to HA when IM is shut

CSCvb71044 |RSP1: TUG2 AIS Alarm Not Syslogged

CSCuz39371 STS-1 path behaviour problem upon controller shut.

CSCvb68652 |VTCEP AIS & B3 alarms on SSO & few DS1/VT1.5 SATOP with AIS

CSCuz51456 TSOP OC3, POS takes 1-10 seconds to Convergence on SSO

CSCvb95537 | VCoP OCx requesting the OCx license on the fly whenever the VCoP platform cmd configured
CSCuz89582 |VCOP: B1/B2/B3 errors not detected

Open Caveats—Cisco 10S XE Release 3.18.1bSP

All open caveats that apply to Cisco IOS XE Release 3.18.1SP also apply to Cisco IOS XE Release
3.18.1bSP.

~

Note

This release is applicable only on the Cisco ASR 900 RSP3 Module.

Resolved Caveats—Cisco 10S XE Release 3.18.1SP (Cisco 10S Release

15.6(2)SP1)

~

Ft; The Cisco IOS XE 3.18.1SP release is applicable only on the Cisco ASR900 RSP1 and RSP2 modules.

The Cisco IOS XE 3.18.1bSP release is applicable only on the Cisco ASR900 RSP3 modules.
e Resolved Caveats—Cisco IOS XE Release 3.18.1bSP, page 23
Caveat ID
Number Description
CSCva90880  |RSP1: Crash observed and the RSP1 box is reloaded.
CSCva63859 |CEM FPGA Upgrade on ISSU
CSCva85759  |CLI and MIB value not matching
CSCva27910  |DS3 Jitterbuffer underruns/overruns
CSCvb25070 |DS3: DSX-3-T3CFG_ERROR seen on standby console with ctrl shut
CSCva05301  |4xOC3 IM unable to reset itself after IM FPGA upgrade
CSCuz95664  |ASR900: OC3 IM Runs Out of FIFO Buffer on Reassembling MLPPP Fragments
CSCuz95621 |ASR900: OC3 IOMD Crash on RP SSO while MLPPP Scale Sessions Flap
CSCva30101 snmp mib and device configs not matching
CSCva73212  |serialim payload size should be started from 4
CSCvb83576  |ASR903 crash & reboot when set ospfv3 auth & ipv6 BDI & Porchannel.
CSCvb39328  |IM in Slot 2 is OutOfService without IPSec license on UNIVERSALK?Y image
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CSCva%99605 |RSP1B:AIS enter/exit defect condition msgs even with RMEP's learnt
CSCva95949 | G8032:Getting doubled packets at access side in RSP2

CSCvb18966  |mlacp standby POA link forwards mcast/broadcast traffic after reboot
CSCvb41430  |Ping fails on BDI configured for EVC untagged poch interface

CSCvb25184  |RSP3: Ingress traffic flow via AdminDown EFP on PoCh interface
CSCuz90585 |RSP3:Egress filtering rule might fail here messages on configuring T-EFP
CSCval3798 |RSP3:Uea mgr crash on "show mac-address-table secure" command
CSCva38115 SMMac on EFP not getting flushed out on deleting & reconfiguring the BD
CSCuz94074  |Spanned CCM tx packets are incorrect for Up mep on 1gig interface
CSCvb50175  |Traffic flow via mst block port upon removing & re-add mem-links across IM
CSCvb50432  |[RSP3-DHCP-Relay]:unicast dhcp relay is getting dropped in transparent case
CSCva21655 BDI MPLS MTU cannot be set more than 1500

CSCuy46447  |Flex-LSP:Tunnel flap is observed due to W-LSP BFD goes down after reopt
CSCva39555 |MPLS Forwarding Issue on ASR903

CSCva66169  |RSP2 crashed @ nmpls_lentry_get_atom_fwd_ctxt when flaps

CSCva01298  |RSP2: 1st Iteration PIC Edge Cutover Downtime Above lsec on VC Flap
CSCvb61160 |RSP3: HW-LB: L3VPN - Path is preselected though PIC is enabled
CSCuy07786 |RSP3:ECMP Load-balance for TAG-TO-TAG in hardware does not work
CSCva52316  |uea_mgr crash is observed after multiple shut/no shut xconnect

CSCva77243  |PIM neighbours doesn't come up with portchannel on shutting the backup link
CSCvb63102  |cfm interface status tlv show down when CFM up mep session running on top of HSPW
CSCva77020 |cmand crashes while doing SSO

CSCva51751 PTP packets are not time stamped with MPLS label

CSCval4621 ptpd_uea crash due to watchdog due to mutex deadlock

CSCvb49938  |UDP packets are getting corrupted in MPLS De-Agg case

CSCvb19265  |IPv6 QoS ACL - When host ip doesn't get matched traffic flow is blocked
CSCvb34371 Qnode struck when attaching qos policy on members of portchannel
CSCva97899  |RSP2: class level queue getting exhausted on hqos configuration
CSCvb00921  |EXP to COS propagation for CEM traffic

CSCva71102 |"cefcFanTrayOperStatus" to provide a state "warning(4)" for fan failures
CSCva89579  |Incorrect values for cevcEvcStatusChangedNotification trap components
CSCva61563 |MRAPS 1+1: High convergence on work active router reload

CSCvb39826 |MRAPS 1+1: one sec traffic outage on protect active reload.

CSCva06999 | ACR/DCR Clock state is not changing for shut on CE after SSO
CSCvb32105 |APS STS-3C CEP TX failure due to null DMAC for CEM in FPGA
CSCvb28653 |OCx controller state not in sync on shut/no shut

CSCvb41793  |Port Licensing
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Caveat ID

Number Description

CSCva79592  |Epar enablement and support of N/P bits and ACR support on APS
CSCvb01623  |Loopback network for ct3 and vt1.5 not working

CSCvb05150 |Not able to remove cem-config

CSCvb69429  |OCx: Active RSP crash after OCN IM OIR

CSCvb42004 | OCx: Syslog Msg for AC_DCR for T1 to change

CSCvb05140  |Order of removal of global recovered-clock config

CSCvb85315 |POS interface J1 byte message & PATH TRACE not seen under show controller POS<> output
CSCvb81516  |router crash when show platform software dpidb index command is run
CSCuyl11711  |TIM-S,TIM-P and TIM-V fields are not showing on show controller output
CSCva63855 |Unable to configure APS service with CEM group > 0

CSCvb47802 |VZ IM: STS-12c crashed after multiple config + unconfig

Resolved Caveats—Cisco 10S XE Release 3.18.1bSP

All resolved caveats that apply to Cisco IOS XE Release 3.18.1SP also apply to Cisco IOS XE Release
3.18.1bSP.

~

Note

This release is applicable only on the Cisco ASR 900 RSP3 Module.

Caveat ID
Number

Description

CSCvc45543

RSP3: Outgoing interface/label is not correctly programmed

CSCvc44209

RSP3: PTP synchronization not working MPLS speculative parsing

Open Caveats—Cisco 10S XE Release 3.18SP (Cisco 10S Release 15.6(2)SP)

Caveat ID
Number Description
CSCux62561 |Flex-LSP:High convergence is observed randomly during cutover
CSCux74888 |DS3: uea_mngr crash seen after multiple IM hard OIR
CSCuz26189  |Standby crashed after several iterations of Config/Unconfig script
CSCuz49527  |slot 5 in 907/4216,intermittent drop & traffic down post router reload
CSCuz51456 TSOP OC3, POS takes 1-10 seconds to Convergence on SSO
CSCuz78113 OCx HA: Traffic outage is seen during SSO for few ckts at 4K scale
CSCuz83377 |GNSS:Huge offset seen in HBC on OC-M RSP3 switchover
CSCuz89880  |RSP1: EOMPLS HSPW Traffic Fails as NILE Disposition Object Invalid
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CSCuz92275 |RSP3: Egress COS marking not supported on inner vlan (dotlqg/ad)
CSCuz95621 |ASR900: OC3 IOMD Crash on RP SSO while MLPPP Scale Sessions Flap
CSCuz95664 |ASR900: OC3 IM Runs Out of FIFO Buffer on Reassembling MLPPP Fragments
CSCva01298  |RSP2: 1st Iteration PIC Edge Cutover Downtime Above lsec on VC Flap
CSCva06999 |ACR/DCR Clock state is not changing for shut on CE after SSO

CSCval4263 |DS3 IM: IOMD crash on slot 10 in DSx loaded setup over router reload
CSCval4445s OCN IM FPGA Upgrade fails with ISSU

CSCval6169  |DSI:Traffic not resuming after Ctrl shut then SSO and No shut

CSCval9705 |RMEP not learn with PUSH TAG + FLEXLSP

CSCva27910  |DS3 Jitterbuffer underruns/overruns

CSCva48138 |G8275.1 : Peer interface down with local SSO or config changes on RSP2
CSCux45450 |AASR900: OC3 IOMD CPUHOG on SOAK Test of SONET Shut and No Shut
CSCux89775 |RSP2:CFM UP MEP is not working when the core interface are POS
CSCva05301  |4xOC3 IM unable to reset itself after IM FPGA upgrade

CSCva41678 |OC3 IM continuously rebooting after shutdown at high temperature

Resolved Caveats—Cisco I0S XE Release 3.18SP (Cisco 10S Release 15.6(2)SP)

Caveat ID

Number Description

CSCuw26295 |RSP1: MR-APS Protect Active RSP SSO Convergence Time 2 seconds
CSCux57467 |IOT:E&M: 1/6 IM does not come up when we insert 6 E&M IM in 1 chassis
CSCux62888 |RSP2: 126 EAIDs Leaked when 126 MLPPP Bundles Flapped

CSCux77242 |RSP3-IGMP snooping not able to snoop joins of all 800 groups from a rcvr
CSCux78031 |RSP2: CEM Disposition Traffic Fails on Protect Active SONET Shut No Shut
CSCux91743  |32T1E1: 1st VC goes down after Unconfig/Config of Loopback associated
CSCuy00543  |RSP3 : Observing cfm errors due to missing fields in ccm

CSCuy09081  |RSP2: MLP Ingress Traffic Fail as InLL3IDC Not Programmed on SONET Flaps
CSCuy35875 |Tx bias low alarm on 100G CPAK 100GE LR4 optics

CSCuy81971  |ZR sfp+ link going down in remote side with sso, in 2X10gig im
CSCuz01915  |RSP-3C-200 BFD stuck in Init state

CSCuz39929 |ASR900 memory leak in SSFPD code

CSCuz89488 |EPAR clocking: PAIS seen every 10mins for STS-12C CEP

CSCval3798 |RSP3:Uea mgr crash on "show mac-address-table secure" command

] Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router

0L-26630-09 |


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz92275
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz95621
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz95664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva01298
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva06999
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva14263
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva14445
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva16169
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva19705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva27910
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva48138
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux45450
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux89775
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva05301
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva41678
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw26295
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux57467
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux62888
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux77242
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux78031
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCux91743
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy00543
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy09081
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy35875
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy81971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz01915
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz39929
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz89488
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva13798

| Chapter

Caveats in Cisco 10S XE 3.18SP Releases I

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
[ oL-26630-09 .m



Chapter |

I Caveats in Cisco 10S XE 3.18SP Releases

Cisco 10S XE 3S Release Notes for the Cisco ASR 903 Router
m. 0L-26630-09 |



	Release Notes for the Cisco ASR 900 Series Routers, Cisco IOS XE Release 3S
	Release Notes for the Cisco ASR 900 Series Routers
	Overview of Cisco ASR 900 Series Routers
	Cisco ASR 900 Router Series
	Cisco ASR 902 Router
	Cisco ASR 907 Router

	Feature Navigator
	Hardware Supported
	Supported RSP and Interface Modules on the Cisco ASR 903 Router
	A900-RSP3 Modules Supported Interface Modules

	Supported RSP and Interface Modules on the Cisco ASR 902 Router
	A900-RSP3C-200-S Supported Interface Modules

	Supported RSP and Interface Modules on ASR 907 Router

	Feature Set Table
	Software Licensing Overview
	Documentation Roadmap
	Restrictions and Limitations for ASR 900 Series Routers
	Limitations

	Determining the Software Version
	Upgrading to a New Software Release
	Supported FPGA Versions
	Deferrals
	Field Notices and Bulletins
	MIB Support
	MIB Documentation

	Open Source License Notices

	New Features in Cisco IOS XE 3.6S Releases
	New Hardware Features in Cisco IOS XE Release 3.6(2)S
	New Hardware Features in Cisco IOS XE Release 3.6(1)S
	New Hardware Features in Cisco IOS XE Release 3.6S
	New Software Features in Cisco IOS XE Release 3.6(2)S
	New Software Features in Cisco IOS XE Release 3.6(1)S
	New Software Features in Cisco IOS XE Release 3.6S

	New Features in Cisco IOS XE 3.7S Releases
	New Hardware Features in Cisco IOS XE Release 3.7(5)S
	New Hardware Features in Cisco IOS XE Release 3.7(4)S
	New Hardware Features in Cisco IOS XE Release 3.7(3)S
	New Hardware Features in Cisco IOS XE Release 3.7(2)S
	New Hardware Features in Cisco IOS XE Release 3.7(1)aS
	New Hardware Features in Cisco IOS XE Release 3.7(0)S
	New Software Features in Cisco IOS XE Release 3.7(5)S
	New Software Features in Cisco IOS XE Release 3.7(4)S
	New Software Features in Cisco IOS XE Release 3.7(3)S
	New Software Features in Cisco IOS XE Release 3.7(2)S
	New Software Features in Cisco IOS XE Release 3.7(1)aS
	New Software Features in Cisco IOS XE Release 3.7(0)S

	New Features in Cisco IOS XE 3.8S Releases
	New HardwareFeatures in Cisco IOS XE Release 3.8(2)S
	New Hardware Features in Cisco IOS XE Release 3.8(1)S
	New Hardware Features in Cisco IOS XE Release 3.8(0)S
	New SoftwareFeatures in Cisco IOS XE Release 3.8(2)S
	New Software Features in Cisco IOS XE Release 3.8(1)S
	New Software Features in Cisco IOS XE Release 3.8(0)S

	New Features in Cisco IOS XE 3.9S Releases
	New Hardware Features in Cisco IOS XE Release 3.9(2)S
	New Software Features in Cisco IOS XE Release 3.9(2)S
	New Hardware Features in Cisco IOS XE Release 3.9(1a)S
	New Software Features in Cisco IOS XE Release 3.9(1a)S
	New Hardware Features in Cisco IOS XE Release 3.9(0)S
	New Software Features in Cisco IOS XE Release 3.9(0)S

	New Features in Cisco IOS XE 3.10S Releases
	New Hardware Features in Cisco IOS XE Release 3.10.5S
	New Hardware Features in Cisco IOS XE Release 3.10.4S
	New Hardware Features in Cisco IOS XE Release 3.10.2S
	New Hardware Features in Cisco IOS XE Release 3.10.1S
	DC PEM Module (A900-PWR550-D-E)
	Fan Tray (A903-FAN-E)
	Dust Filter (A903-FAN-F)
	Dummy Cover (A903-FAN-F-B)

	Cable Bracket (A903-CAB-BRACKET)
	Air Plenum

	New Hardware Features in Cisco IOS XE Release 3.10S
	Serial Interface Module
	CWDM SFP

	New Software Features in Cisco IOS XE Release 3.10.5S
	New Software Features in Cisco IOS XE Release 3.10.4S
	New Software Features in Cisco IOS XE Release 3.10.2S
	New Software Features in Cisco IOS XE Release 3.10.1S
	New Software Features in Cisco IOS XE Release 3.10S
	Access Circuit Redundancy
	Access Switch Device Manager Template
	Auto-IP
	BFD Debug Enhancement
	Bidirectional Forwarding Detection Deterministic Hardware Offload
	Broadcast and Multicast Suppression
	IGMP Snooping
	Licensing the OC-3 and OC-12 Interface Modules
	Multichassis LACP
	Pseudowire Group Switchover
	Raw Socket
	Remote LFA FRR Protection for TDM and ATM Pseudowires
	Remote LFA FRR and Labeled BGP PIC FRR Integration
	VPLS over Remote LFA


	New Features in Cisco IOS XE 3.11S Releases
	New Hardware Features in Cisco IOS XE Release 3.11.1S
	New Software Features in Cisco IOS XE Release 3.11.1S
	New Hardware Features in Cisco IOS XE Release 3.11S
	New Software Features in Cisco IOS XE Release 3.11S
	AAL5 termination
	Access Switch Device Manager Template
	Data Plane Ethernet Loopback with QoS
	Dissimilar PHB Match at Ingress and Egress
	Dying Gasp
	DS3 Framing on OC-3 and OC-12
	Fast Reroute Support for Bridge Domain Interface
	BGP PIC Support for Bridge Domain Interface with FRR
	IPv6 Multicast: Multicast Listener Discovery (MLD)
	IPv6 Multicast: PIM v6
	ISIS and OSPF Local Microloop Protection
	MR-APS Integration with Hotstandby Pseudowire
	Remote SPAN
	Service Groups
	TCAM Threshold Based Alarms


	New Features in Cisco IOS XE 3.12S Releases
	New Hardware Features in Cisco IOS XE Release 3.12S
	Cisco ASR 902 Router Chassis

	New Software Features in Cisco IOS XE Release 3.12S
	IP SLAs TWAMP Responder
	Network Time Protocol (NTP) Timestamping
	Auto-IP for SVI, Port Channel and VRF
	Autonomic Networking
	BGP Accumulated IGP
	Right To Use Licensing
	TWAMP Responder with RFC Compliance


	New Features in Cisco IOS XE 3.13S Releases
	New Hardware Features in Cisco IOS XE Release 3.13.2S
	New Hardware Features in Cisco IOS XE Release 3.13S
	A900-RSP2 Modules and Interface Modules
	Swapping of Interface Modules
	Support External Alarms and Traps
	Support for Syslog and Trigger for External Alarm

	New Software Features in Cisco IOS XE Release 3.13.2S
	New Software Features in Cisco IOS XE Release 3.13S
	RSP2 Module Features
	Clear-Channel ATM
	PTP-SYNCE on 10G interface in WANPHY mode
	Digital Code Signing
	802.1ad
	UniDirectional Link Detection (UDLD)
	REP Access Gateway
	Smart Call Home
	Autonomic Networking
	PIM DR Loadbalancing
	Ingress QoS Serial Interface


	New Features in Cisco IOS XE 3.14S Releases
	New Hardware Features in Cisco IOS XE Release 3.14.2S
	New Hardware Features in Cisco IOS XE Release 3.14S
	32-port T1/E1 Interface Modules
	Supported Optics

	New Software Features in Cisco IOS XE Release 3.14.2S
	VRRPv3 Protocol Support

	New Software Features in Cisco IOS XE Release 3.14S
	RSP2 Module Features
	CEM over UDP
	Async RS232 over MPLS
	TSoP Smart SFP
	BFD Support for Multicast (PIM)


	New Features in Cisco IOS XE 3.15S Releases
	New Hardware Features in Cisco IOS XE Release 3.15S
	8-port T1/E1 Interface Modules
	32-port T1/E1 Interface Modules

	New Software Features in Cisco IOS XE Release 3.15S
	RSP2 Module Features
	QoS EVC Push Rewrite
	Label Switched Multicast Point-to-Multipoint Traffic Engineering
	Hop-By-Hop PTP Redundancy
	Label Switched Multicast Point-to-Multipoint Traffic Engineering
	Label Distribution Protocol (LDP) Non Stop Routing (NSR)
	DHCP Server v6
	DHCP Client v6
	Hierarchical Color-Aware Policing
	Routed Pseudowire and Routed VPLS
	Smart Licensing with HA Support
	VRRPv3 High Scale
	EIGRP OTP VRF Support
	Support DIKE as a Security Mechanism for AN ACP
	Zero Touch Auto-IP
	EVC Priority Propogation
	Hybrid BMCA


	New Features in Cisco IOS XE 3.16S Releases
	New Hardware Features in Cisco IOS XE Release 3.16.9S
	New Software Features in Cisco IOS XE Release 3.16.9S
	New Hardware Features in Cisco IOS XE Release 3.16.8S
	New Software Features in Cisco IOS XE Release 3.16.8S
	New Hardware Features in Cisco IOS XE Release 3.16.1aS
	A900-RSP3 Modules and Interface Modules
	DC Power Supply
	AC Power Supply
	Cisco ASR 907 Series Aggregation Services Router

	New Software Features in Cisco IOS XE Release 3.16.1aS
	New Hardware Features in Cisco IOS XE Release 3.16S
	New Software Features in Cisco IOS XE Release 3.16S
	Policy-Based Routing
	Segment Routing (IS-IS)
	MPLS MTU over GRE
	Circuit Emulation Service over UDP
	IP SLA - Service Performance Testing
	SLM over VPLS
	Microwave ACM Extensions
	Pseudowire Group Status Generation


	New Features in Cisco IOS XE 3.17 Releases
	New Hardware Features in Cisco IOS XE Release 3.17
	GPS Support

	New Software Features in Cisco IOS XE Release 3.17
	Configuring Multicast VPN
	Multicast VPN Extranet Support
	E&M Signals over MPLS
	VLAN Scale with Convergence
	Layer 3 Access Control Lists on EVCs
	VLAN Translation with QoS
	Transparent CFM on C-VLAN
	Ethernet Fault Detection
	PoS MR-APS
	SLM/DMM over VPLS
	BGP PIC Support for TDM Pseudowires
	MPLS TE over BDI


	New Features in Cisco IOS XE 3.18S Releases
	New Hardware Features in Cisco IOS XE Release 3.18.3S
	New Software Features in Cisco IOS XE Release 3.18.3S
	New Hardware Features in Cisco IOS XE Release 3.18.2S
	New Software Features in Cisco IOS XE Release 3.18.2S
	New Hardware Features in Cisco IOS XE Release 3.18.1S
	New Software Features in Cisco IOS XE Release 3.18.1S
	X21 Circuit Emulation Service

	New Hardware Features in Cisco IOS XE Release 3.18S
	A900-RSP3 Modules
	DC Power Supply
	AC Power Supply
	Blank Deflector (A900-IMA-BLNK-DEF)
	GNSS Module (A900-CM-GNSS)

	New Software Features in Cisco IOS XE Release 3.18S
	BGP PIC Support for TDM Pseudowires
	Egress Marking based on Color of Traffic
	EtherChannel Min-Links Feature
	LACP 1:1 Fast Switchover Support
	Phase Profile G8275.1
	L3-ATM
	Simultaneous Support of QOS Policy at Port and EFP Level
	mLDP IPv6
	STM-4 TSoP
	CEMoUDP for 32T1E1
	Clear Channel ATM (on OC3/STM1)
	Larger String for EVC VLAN Encapsulation
	Point-to-Point Protocol over Ethernet Intermediate Agent
	Ethernet Local Connect
	Ethernet Loopback with Other Types of Encapsulation
	Asymmetric Rewrite Rules
	EVPN VPWS Single Homed
	Synthetic Frame Loss Measurement (ETH-SLM)
	Delay and Jitter Support for SADT


	New Features in Cisco IOS XE 3.18SP Releases
	New Hardware Features in Cisco IOS XE Release 3.18.9SP
	New Software Features in Cisco IOS XE Release 3.18.9SP
	New Hardware Features in Cisco IOS XE Release 3.18.8aSP
	New Software Features in Cisco IOS XE Release 3.18.8aSP
	New Hardware Features in Cisco IOS XE Release 3.18.7SP
	New Software Features in Cisco IOS XE Release 3.18.7SP
	New Hardware Features in Cisco IOS XE Release 3.18.6SP
	New Software Features in Cisco IOS XE Release 3.18.6SP
	New Hardware Features in Cisco IOS XE Release 3.18.5SP
	New Software Features in Cisco IOS XE Release 3.18.5SP
	New Hardware Features in Cisco IOS XE Release 3.18.4SP
	New Software Features in Cisco IOS XE Release 3.18.4SP
	Multi EFPs for Single BDI Support on Cisco RSP3 Module

	New Hardware Features in Cisco IOS XE Release 3.18.3SP
	New Software Features in Cisco IOS XE Release 3.18.3SP
	MPLS-TE over PoCH

	New Hardware Features in Cisco IOS XE Release 3.18.2SP
	New Software Features in Cisco IOS XE Release 3.18.2SP
	VPLS over Port-channel and BDI
	PTP over MPLS Support

	New Hardware Features in Cisco IOS XE Release 3.18.1SP
	4-Port C37.94 Interface Module
	48-Port T1/E1 CEM Interface Module
	48-Port T3/E3 CEM Interface Module
	1-Port OC-192 or 8-Port Low Rate CEM Interface Module Support
	Serial Interface Module
	New Hardware Features in Cisco IOS XE Release 3.18.1bSP

	New Software Features in Cisco IOS XE Release 3.18.1SP
	1-Port OC-192 or 8-Port Low Rate CEM Interface Module Support
	4-Port C37.94 Interface Module
	48-Port T1 CEM Interface Module Support
	48-Port T3 CEM Interface Module Support
	FlexLSP Inter-area Support on Non-corouted Mode
	WAN-PHY Support
	Leap Second
	Port Licensing
	Pseudowire Redundancy with Uni-directional Active-Active
	New Software Features in Cisco IOS XE Release 3.18.1bSP

	New Hardware Features in Cisco IOS XE Release 3.18SP
	New Software Features in Cisco IOS XE Release 3.18SP
	802.1ad
	DHCPv4 Snooping and DHCPv6
	EPL and EVPL using Local Connect
	Legacy Ethertypes
	Flex LSP
	Flexible Netflow Support
	G8275.1 Support
	IPsec
	IPV6 Multicast PIM
	IPV6 Access Control Lists
	IPv6 VPN4 & VPNv6
	MPLS TE FRR
	OTN Wrapper
	PTP Interoperability Improvements
	QoS Support on Ether Channel LACP Active Standby (1:1)
	8K EFP with 4 Queue Model
	SSM Support on Cisco ASR 900 Series 4-Port OC3/STM1 or 1-Port OC12/STM4 Module
	Storm Control
	Support for G.8273.2 Telecom Recommendation
	X21 Circuit Emulation Service
	VRRPv3 Support


	Restrictions and Caveats in Cisco IOS XE 3.6S Releases
	Limitations and Restrictions
	Limitations and Restrictions in Cisco IOS XE Release 3.6(2)S
	Limitations and Restrictions in Cisco IOS XE Release 3.6(1)S
	Limitations and Restrictions in Cisco IOS XE Release 3.6S

	Caveats in Cisco IOS XE 3.6S Releases
	Open Caveats—Cisco IOS XE Release 3.6(2)S
	Resolved Caveats—Cisco IOS XE Release 3.6(2)S
	Open Caveats—Cisco IOS XE Release 3.6(1)S
	Resolved Caveats—Cisco IOS XE Release 3.6(1)S
	Open Caveats—Cisco IOS XE Release 3.6(0)S
	Resolved Caveats—Cisco IOS XE Release 3.6(0)S


	Restrictions and Caveats in Cisco IOS XE 3.7S Releases
	Limitations and Restrictions
	Limitations and Restrictions in Cisco IOS XE Release 3.7(6)S
	Limitations and Restrictions in Cisco IOS XE Release 3.7(5)S
	Limitations and Restrictions in Cisco IOS XE Release 3.7(4)S
	Limitations and Restrictions in Cisco IOS XE Release 3.7(3)S
	Limitations and Restrictions in Cisco IOS XE Release 3.7(2)S
	Limitations and Restrictions in Cisco IOS XE Release 3.7(1)aS
	Limitations and Restrictions in Cisco IOS XE Release 3.7(0)S

	Caveats in Cisco IOS XE 3.7S Releases
	Open Caveats—Cisco IOS XE Release 3.7(6)S
	Resolved Caveats—Cisco IOS XE Release 3.7(6)S
	Open Caveats—Cisco IOS XE Release 3.7(5)S
	Resolved Caveats—Cisco IOS XE Release 3.7(5)S
	Open Caveats—Cisco IOS XE Release 3.7(4)S
	Resolved Caveats—Cisco IOS XE Release 3.7(4)S
	Open Caveats—Cisco IOS XE Release 3.7(3)S
	Resolved Caveats—Cisco IOS XE Release 3.7(3)S
	Open Caveats—Cisco IOS XE Release 3.7(2)S
	Resolved Caveats—Cisco IOS XE Release 3.7(2)S
	Open Caveats—Cisco IOS XE Release 3.7(1)aS
	Resolved Caveats—Cisco IOS XE Release 3.7(1)aS
	Open Caveats—Cisco IOS XE Release 3.7(0)S
	Resolved Caveats—Cisco IOS XE Release 3.7(0)S


	Restrictions and Caveats in Cisco IOS XE 3.8S Releases
	Limitations and Restrictions
	Limitations and Restrictions in Cisco IOS XE Release 3.8(2)S
	Limitations and Restrictions in Cisco IOS XE Release 3.8(1)S
	Limitations and Restrictions in Cisco IOS XE Release 3.8(0)S

	Caveats in Cisco IOS XE 3.8S Releases
	Open Caveats—Cisco IOS XE Release 3.8(2)S
	Resolved Caveats—Cisco IOS XE Release 3.8(2)S
	Open Caveats—Cisco IOS XE Release 3.8(1)S
	Resolved Caveats—Cisco IOS XE Release 3.8(1)S
	Open Caveats—Cisco IOS XE Release 3.8(0)S
	Resolved Caveats—Cisco IOS XE Release 3.8(0)S


	Restrictions and Caveats in Cisco IOS XE 3.9S Releases
	Limitations and Restrictions
	Caveats in Cisco IOS XE 3.9S Releases
	Open Caveats—Cisco IOS XE Release 3.9(2)S
	Resolved Caveats—Cisco IOS XE Release 3.9(2)S
	Open Caveats—Cisco IOS XE Release 3.9(1a)S
	Resolved Caveats—Cisco IOS XE Release 3.9(1a)S
	Open Caveats—Cisco IOS XE Release 3.9(0)S
	Resolved Caveats—Cisco IOS XE Release 3.9(0)S


	Restrictions and Caveats in Cisco IOS XE 3.10S Releases
	Limitations and Restrictions
	Caveats in Cisco IOS XE 3.10S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.10.9S
	Resolved Caveats—Cisco IOS XE Release 3.10.9S
	Open Caveats—Cisco IOS XE Release 3.10.7S
	Resolved Caveats—Cisco IOS XE Release 3.10.7S
	Open Caveats—Cisco IOS XE Release 3.10.6S
	Resolved Caveats—Cisco IOS XE Release 3.10.6S
	Open Caveats—Cisco IOS XE Release 3.10.5S
	Resolved Caveats—Cisco IOS XE Release 3.10.5S
	Open Caveats—Cisco IOS XE Release 3.10.4S
	Resolved Caveats—Cisco IOS XE Release 3.10.4S
	Open Caveats—Cisco IOS XE Release 3.10.3S
	Resolved Caveats—Cisco IOS XE Release 3.10.3S
	Resolved Caveats—Cisco IOS XE Release 3.10.(2)aS
	Open Caveats—Cisco IOS XE Release 3.10.2S
	Resolved Caveats—Cisco IOS XE Release 3.10.2S
	Open Caveats—Cisco IOS XE Release 3.10.1S
	Resolved Caveats—Cisco IOS XE Release 3.10.1S
	Open Caveats—Cisco IOS XE Release 3.10S
	Resolved Caveats—Cisco IOS XE Release 3.10S


	Restrictions and Caveats in Cisco IOS XE 3.11S Releases
	Caveats in Cisco IOS XE 3.11S Releases
	Bug Search Tool
	Open Caveats—Cisco IOS XE Release 3.11.4S
	Resolved Caveats—Cisco IOS XE Release 3.11.4S
	Open Caveats—Cisco IOS XE Release 3.11.3S
	Resolved Caveats—Cisco IOS XE Release 3.11.3S
	Open Caveats—Cisco IOS XE Release 3.11.2S
	Resolved Caveats—Cisco IOS XE Release 3.11.2S
	Open Caveats—Cisco IOS XE Release 3.11.1S
	Resolved Caveats—Cisco IOS XE Release 3.11.1S
	Open Caveats—Cisco IOS XE Release 3.11S
	Resolved Caveats—Cisco IOS XE Release 3.11S


	Restrictions and Caveats in Cisco IOS XE 3.12S Releases
	Caveats in Cisco IOS XE 3.12S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.12.4S
	Resolved Caveats—Cisco IOS XE Release 3.12.4S
	Open Caveats—Cisco IOS XE Release 3.12.3S
	Resolved Caveats—Cisco IOS XE Release 3.12.3S
	Open Caveats—Cisco IOS XE Release 3.12.2S
	Resolved Caveats—Cisco IOS XE Release 3.12.2S
	Open Caveats—Cisco IOS XE Release 3.12.1S
	Resolved Caveats—Cisco IOS XE Release 3.12.1S
	Open Caveats—Cisco IOS XE Release 3.12S
	Resolved Caveats—Cisco IOS XE Release 3.12S


	Restrictions and Caveats in Cisco IOS XE 3.13S Releases
	Caveats in Cisco IOS XE 3.13S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.13.7S
	Resolved Caveats—Cisco IOS XE Release 3.13.7S
	Open Caveats—Cisco IOS XE Release 3.13.6S
	Resolved Caveats—Cisco IOS XE Release 3.13.6S
	Open Caveats—Cisco IOS XE Release 3.13.5S
	Resolved Caveats—Cisco IOS XE Release 3.13.5S
	Open Caveats—Cisco IOS XE Release 3.13.4S
	Resolved Caveats—Cisco IOS XE Release 3.13.4S
	Open Caveats—Cisco IOS XE Release 3.13.3S
	Resolved Caveats—Cisco IOS XE Release 3.13.3S
	Open Caveats—Cisco IOS XE Release 3.13.2S
	Resolved Caveats—Cisco IOS XE Release 3.13.2S
	Open Caveats—Cisco IOS XE Release 3.13.1S
	Resolved Caveats—Cisco IOS XE Release 3.13.1S
	Open Caveats—Cisco IOS XE Release 3.13S
	Resolved Caveats—Cisco IOS XE Release 3.13S


	Restrictions and Caveats in Cisco IOS XE 3.14S Releases
	Caveats in Cisco IOS XE 3.14S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.14.3S
	Resolved Caveats—Cisco IOS XE Release 3.14.3S
	Open Caveats—Cisco IOS XE Release 3.14.2S
	Resolved Caveats—Cisco IOS XE Release 3.14.2S
	Open Caveats—Cisco IOS XE Release 3.14.1S
	Resolved Caveats—Cisco IOS XE Release 3.14.1S
	Open Caveats—Cisco IOS XE Release 3.14S
	Resolved Caveats—Cisco IOS XE Release 3.14S


	Restrictions and Caveats in Cisco IOS XE 3.15S Releases
	Caveats in Cisco IOS XE 3.15S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.15.2S
	Resolved Caveats—Cisco IOS XE Release 3.15.2S
	Open Caveats—Cisco IOS XE Release 3.15.1S
	Resolved Caveats—Cisco IOS XE Release 3.15.1S
	Open Caveats—Cisco IOS XE Release 3.15S
	Resolved Caveats—Cisco IOS XE Release 3.15S


	Restrictions and Caveats in Cisco IOS XE 3.16S Releases
	Limitations and Restrictions in IOS XE Release 3.16.1aS
	Limitations and Restrictions in IOS XE Release 3.16.2
	Caveats in Cisco IOS XE 3.16S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.16.10S (Cisco IOS Release 15.5(3)S10)
	Resolved Caveats—Cisco IOS XE Release 3.16.10S (Cisco IOS Release 15.5(3)S10)
	Resolved Caveats—Cisco IOS XE Release 3.18.10S (Cisco IOS Release 15.5(3)S10 Platform Independent
	Open Caveats—Cisco IOS XE Release 3.16.9S (Cisco IOS Release 15.5(3)S9)
	Resolved Caveats—Cisco IOS XE Release 3.16.9S (Cisco IOS Release 15.5(3)S9)
	Open Caveats—Cisco IOS XE Release 3.16.8S (Cisco IOS Release 15.5(3)S8)
	Resolved Caveats—Cisco IOS XE Release 3.16.8S (Cisco IOS Release 15.5(3)S8)
	Open Caveats—Cisco IOS XE Release 3.16.6S (Cisco IOS Release 15.5(3)S6)
	Resolved Caveats—Cisco IOS XE Release 3.16.6S (Cisco IOS Release 15.5(3)S6)
	Open Caveats—Cisco IOS XE Release 3.16.5S (Cisco IOS Release 15.5(3)S5)
	Resolved Caveats—Cisco IOS XE Release 3.16.5S (Cisco IOS Release 15.5(3)S5)
	Open Caveats—Cisco IOS XE Release 3.16.4S (Cisco IOS Release 15.5(3)S4)
	Resolved Caveats—Cisco IOS XE Release 3.16.4S (Cisco IOS Release 15.5(3)S4)
	Open Caveats—Cisco IOS XE Release 3.16.3aS (Cisco IOS Release 15.5(3)S3a)
	Resolved Caveats—Cisco IOS XE Release 3.16.3aS (Cisco IOS Release 15.5(3)S3a)
	Open Caveats—Cisco IOS XE Release 3.16.2 (Cisco IOS Release 15.5(3)S2a)
	Resolved Caveats—Cisco IOS XE Release 3.16.2 (Cisco IOS Release 15.5(3)S2a)
	Open Caveats—Cisco IOS XE Release 3.16.1aS (Cisco IOS Release 15.5(3)S1a)
	Resolved Caveats—Cisco IOS XE Release 3.16.1aS (Cisco IOS Release 15.5(3)S1a)
	Open Caveats—Cisco IOS XE Release 3.16S (Cisco IOS Release 15.5(3)S)
	Resolved Caveats—Cisco IOS XE Release 3.16S (Cisco IOS Release 15.5(3)S)


	Restrictions and Caveats in Cisco IOS XE 3.17 Releases
	Limitations and Restrictions in IOS XE Release 3.17
	Caveats in Cisco IOS XE 3.17 Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.17.3S
	Resolved Caveats—Cisco IOS XE Release 3.17.3S
	Open Caveats—Cisco IOS XE Release 3.17.2S
	Closed Caveats—Cisco IOS XE Release 3.17.2S
	Open Caveats—Cisco IOS XE Release 3.17.1S
	Resolved Caveats—Cisco IOS XE Release 3.17.1S
	Open Caveats—Cisco IOS XE Release 3.17
	Resolved Caveats—Cisco IOS XE Release 3.17


	Restrictions and Caveats in Cisco IOS XE 3.18S Releases
	Restrictions in Cisco IOS XE 3.18S Releases
	Caveats in Cisco IOS XE 3.18S Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.18.3S (Cisco IOS Release 15.6(2)S3)
	Resolved Caveats—Cisco IOS XE Release 3.18.3S (Cisco IOS Release 15.6(2)S3)
	Open Caveats—Cisco IOS XE Release 3.18.2S (Cisco IOS Release 15.6(2)S2)
	Resolved Caveats—Cisco IOS XE Release 3.18.2S (Cisco IOS Release 15.6(2)S2)
	Open Caveats—Cisco IOS XE Release 3.18.1S (Cisco IOS Release 15.6(2)S1)
	Resolved Caveats—Cisco IOS XE Release 3.18.1S (Cisco IOS Release 15.6(2)S1)
	Open Caveats—Cisco IOS XE Release 3.18S (Cisco IOS Release 15.6(2)S)
	Resolved Caveats—Cisco IOS XE Release 3.18S (Cisco IOS Release 15.6(2)S)


	Restrictions and Caveats in Cisco IOS XE 3.18SP Releases
	Restrictions in Cisco IOS XE 3.18.1SP
	Caveats in Cisco IOS XE 3.18SP Releases
	Bug Search Tool
	Caveats
	Open Caveats—Cisco IOS XE Release 3.18.9SP (Cisco IOS Release 15.6(2)SP9)
	Resolved Caveats—Cisco IOS XE Release 3.18.9SP (Cisco IOS Release 15.6(2)SP9)
	Open Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8)
	Resolved Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8)
	Resolved Caveats—Cisco IOS XE Release 3.18.8aSP (Cisco IOS Release 15.6(2)SP8) Platform Independent
	Open Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7)
	Resolved Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7)
	Resolved Caveats—Cisco IOS XE Release 3.18.7SP (Cisco IOS Release 15.6(2)SP7) Platform Independent
	Open Caveats—Cisco IOS XE Release 3.18.6SP (Cisco IOS Release 15.6(2)SP6)
	Resolved Caveats—Cisco IOS XE Release 3.18.6SP (Cisco IOS Release 15.6(2)SP6)
	Open Caveats—Cisco IOS XE Release 3.18.5SP (Cisco IOS Release 15.6(2)SP5)
	Resolved Caveats—Cisco IOS XE Release 3.18.5SP (Cisco IOS Release 15.6(2)SP5)
	Open Caveats—Cisco IOS XE Release 3.18.4SP (Cisco IOS Release 15.6(2)SP4)
	Resolved Caveats—Cisco IOS XE Release 3.18.4SP (Cisco IOS Release 15.6(2)SP4)
	Open Caveats—Cisco IOS XE Release 3.18.3SP (Cisco IOS Release 15.6(2)SP3)
	Resolved Caveats—Cisco IOS XE Release 3.18.3SP (Cisco IOS Release 15.6(2)SP3)
	Open Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release 15.6(2)SP2)
	Resolved Caveats—Cisco IOS XE Release 3.18.2SP (Cisco IOS Release 15.6(2)SP2)
	Open Caveats—Cisco IOS XE Release 3.18.1SP (Cisco IOS Release 15.6(2)SP1)
	Open Caveats—Cisco IOS XE Release 3.18.1bSP

	Resolved Caveats—Cisco IOS XE Release 3.18.1SP (Cisco IOS Release 15.6(2)SP1)
	Resolved Caveats—Cisco IOS XE Release 3.18.1bSP

	Open Caveats—Cisco IOS XE Release 3.18SP (Cisco IOS Release 15.6(2)SP)
	Resolved Caveats—Cisco IOS XE Release 3.18SP (Cisco IOS Release 15.6(2)SP)




