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Introduction
Cisco® Router and Security Device Manager (SDM) allows you to configure and maintain the local URL list and URL filter server list.

URL Filtering

URL filtering is a feature of Cisco IOS® Software. It prevents users from accessing Websites based on information contained in a URL list. You
can maintain a local URL list on the router, and you can use URL lists stored on Websense or Secure Computing URL filter list servers. URL
filtering provides solutions to Web access issues, including lost productivity, liability, and competitiveness; it is enabled by configuring an
application security policy.

Even if no application security policy is configured on the router, you can still maintain a local URL list and a URL filter server list that can be
used for URL filtering when a policy is created that enables it.

URL Filtering Precedence

From the Cisco SDM, URL filtering must be enabled by going to Configure > Firewall and ACL > Application Security > URL Filtering
and clicking Enable URL Filtering. This can only be done when an application security policy is configured on the router. In Figure 1, the
SDM_HIGH application security policy is configured.
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Figure 1. Application Security Policy Is Configured
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After checking Enable URL filtering, the Add URL...., Edit URL..., and Import URL List... buttons are activated.

Figure 2 shows when an application security policy is not configured on the router.

Figure 2. Application Security Is Not Configured
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URL filtering requires HTTP inspection enabled; HTTP inspection will be enabled automatically when enabling URL filtering. When URL
filtering is enabled, disabling HTTP inspection will disable URL filtering. Cisco SDM prompts user with a warning message (Figure 3) to
confirm the disabling.
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Figure 3. Disabling HTTP Inspection
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You can maintain the local URL list and the URL filter server list in the Additional Tasks screens or in the Application Security windows. The
global settings for URL filtering can only be maintained from the Additional Tasks window.

URL Filtering — Additional Tasks

Maintaining the Local URL List
To create a URL entry, at Configure Mode, select the Additional Tasks, select URL Filtering. This window displays the global settings for
URL filtering on the router (Figure 4).

Figure 4. Global Settings for URL Filtering
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Expand URL Filtering and select Local URL Filtering. Click the Add... button; the Add Local URL dialog appears. Enter a complete
domain name, such as “www.cisco.com” (Figure 5), and select Permit. All HTTP traffic destined to this domain, such as
“www.cisco.com/web/about/index.html” and “www.cisco.com/web/learning/index.html”, will be permitted.
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Figure 5. Complete Domain Name
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Enter a partial domain, such as “.yahoo.com” (Figure 6), and select Deny. All HTTP traffic destined to the URLs whose domain names end with
this partial domain name, such as “mail.yahoo.com” and “smallbusiness.yahoo.com”, will be denied (blocked).
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Figure 6. Partial Domain Name
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Use the Delete or Delete All button to delete one selected entry or all entries on the router. Use the Export URL List button to save the local
URL list to your PC (Figure 7). When you save a URL list to your PC, the list is given a .txt extension.

Figure 7. Local URL List
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Use the Import URL List button to import a URL list from your PC to the router. The URL list that you select must have a .txt or .csv
extension. After you select the list on your PC, Cisco SDM displays a dialog (Figure 8).
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Figure 8. Import URL List
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This dialog allows you to examine the URL list you are importing from your PC to the router and to specify what you want to do with each entry.
If a URL entry in this dialog is not already present on the router, you can add it to the list on the router by clicking Append. If you attempt to
add an entry that is already in the URL list, it will not be added even if the action specified for the domain in the entry is different from the
action that is already in the list. If a URL entry is already present on the router but you want to replace it with the entry in this dialog, click
Replace. If the entry checked is not already in the router’s list, Replace has no effect.

Configuring the URL Filter Server

The router can send HTTP requests to URL filtering servers that are capable of storing much larger URL lists than the router can store. If the
router is configured with a URL filter server list, the router sends requests that do not match entries in the local list to the URL filter server it
has a connection to, and permits or denies the request based on the response it receives from the server. When the server that the router is
connected to fails, the router contacts the next server in the list until it establishes a connection.

Note: Cisco 10S Software can only use one type of URL filtering server, and does not allow you to add a server to the list if it is of a different
type. When Websense servers are configured on the router, if a user configures a Secure Computing server on the same router, Cisco SDM
prompts the user to delete existing Websense servers and configure as a Secure Computing server (Figure 9). The same is true in reverse.
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Figure 9. Cisco SDM Warning
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To add a URL filtering server, at Configure Mode, select the Additional Tasks, expand URL Filtering, and select URL Filter Servers (Figure
10).

Figure 10.  URL Filter Servers
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Click Add and select Add Websense or Add Secure Computing. In our example, Websense is selected. The Add Websense Server dialog
appears (Figure 11).

© 2006 Cico System s, hc.Allright reserved.
In portant noties, privacy statem ents, and tradem arks of Cisco System s, ic. can be found on Cisco .com
Page 6 of 9



53;

Figure 11.  Add Websense Server Dialog
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Enter the IP address or hostname for the server. If you enter a hostname, the router must have a connection to a DNS server to resolve the
hostname to an IP address. In our example, IP address 172.28.50.176 is entered.

For Direction, choose inside if the URL filter server is part of the inside network. This is usually one of the networks that the router LAN
interfaces connect to. Choose outside if the router is in the outside network. This is usually one of the networks that the router WAN interfaces
connect to. In our example, inside is entered.

For Port Number, if you are adding a Websense server, the default value 15868 is listed. If you are adding a Secure Computing server, the
default value 4005 is listed. Change this port number if the port that the server listens is different from the default. In our example, the default
value for the Websense server is entered.

For the Retransmission Count, enter the number of times that you want the router to attempt to retransmit the request if no response arrives from
the server. The default value is 2. This field accepts values from 1 to 10. In our example, 2 is entered

For Retransmission Timeout, enter the number of seconds that the router should wait for a response from the server before retransmitting the
request. The default value is 5 seconds, which is entered in our example.

Adding URL Filtering to Application Security Policy

Maintaining the Local URL List
To create a URL entry, at Configure Mode, select the Firewall and ACL and click the Application Security tab. Click URL Filtering (Figure
12). You can include URL filtering capabilities in the application security policy by clicking Enable URL filtering.
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Figure 12.  Application Security — URL Filtering
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The local URL list can be maintained in this window by using the Add URL..., Edit URL..., and Import URL List... buttons. Click Apply
Changes to deliver the configuration to the router. Please refer to “URL Filtering — Additional Tasks” for more details.

Configuring the URL Filter Server

To configure the URL filter server, click URL Filter Servers. You can add and edit URL filter servers by clicking the Add and Edit buttons.
Please refer to “URL Filtering — Additional Tasks” for more details.

URL Filtering Monitoring
URL filtering logs are displayed at Monitor > Logging > Application Security Log.
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