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Cisco Router and Security Device Manager
USB Storage

Introduction

The USB Storage feature on the Cisco® Router and Security Device Manager (Cisco SDM) allows the Cisco 871 and Cisco 1800, 2800, and

3800 series integrated services routers to support USB flash modules with SmartCard technology in a USB key form factor (also referred to as a
USB token) to provide secure router access. USB token provides secure configuration distribution and allows users to store VPN credentials for
deployment. USB flash drivers allow users to store images and configurations externally. For more detail information, please refer to the eToken

and USB Flash Features Support document.

This document includes the following topics:
e  Configuring a router using USB token and USB flash
e Importing a signature definition file (SDF) from USB flash
e  Configuring the USB token PIN
e  Configuring public key infrastructure (PKI) storage
e File management
Prerequisites for USB Storage
Before you can use a USB flash module or a USB token, you should have the following system requirements:
e A Cisco 871, Cisco 1800 Series, Cisco 2800 Series, or a Cisco 3800 Series Integrated Services Router
e At minimum, Cisco IOS® Software Release 12.3(14)T image running on any of the supported platforms
e A Cisco supported USB flash or USB token
Roles of the USB Token and the USB Flash Module
The USB token can securely store any type of file within its available storage space (32 KB). Configuration files that are stored on the USB

token can be encrypted and accessed only with a user PIN. The router will not load the configuration file unless the correct PIN has been

configured for secure deployment of router configuration files.

After you plug the USB token into the router, you must first log into the USB token before you can securely store and transfer digital
certificates, preshared keys, and router configurations between the USB token and the router. You can also perform administrative tasks, such as

changing the user PIN and copying files between the router and the USB token.
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A Cisco USB flash module allows you to store and deploy router configurations and Cisco IOS Software images in a nonsecure format. Cisco
USB flash modules are available in 64 MB, 128 MB, and 256 MB versions. The USB flash is not a replacement for the router compact flash;

the compact flash must be present for the router to boot.

USB Storage Supported by the Cisco Router and Security Device Manager

The Cisco Router and Security Device Manager (Cisco SDM) allows users to manage (add, view, and delete) router configuration files on the
USB flash module; move files between the SDM management host and the USB flash module, or between USB flash module and the router
compact flash; store credentials on the USB token; and modify default settings on the USB token, such as the user PIN and the maximum

number of allowable login failures.

This document contains information on using Cisco SDM Express to configure a new router using USB token and USB flash, importing SDF
from USB flash, storing credentials to a USB token for IP Security (IPSec) VPN, and managing USB devices.

Configuring a Router Using USB Token and USB Flash
If Cisco SDM Express is installed on the router flash for initial setup, when you access a router for the first time, Cisco SDM Express is
launched and displays the Basic Configuration screen. When a USB token is connected to your router, it displays the “Provision From USB

Token” window (Figure 1).

Cisco SDM Express looks for a configuration file named CCCD' in the USB token. If the configuration file does not exist, Cisco SDM Express
will fail the operation. (Note: If the USB token and the USB flash device are both connected to your router, Cisco SDM Express will use the
USB token by default. If you want to use the USB flash device (Figure 2) connected to your router, all USB tokens must be removed from your

router before running Cisco SDM Express.)

Figure 1. Provision From USB Token

' You can use a Token Management System (TMS) software from Aladdin Knowledge Systems to load the CCCD file to the USB token. For
more details, go http://www.aladdin.com and look for Token Management.
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Cisco DM Express Wizard

Configuration Steps

Overview

» Basic Configuration
LAN IP Address
DHCP
Internet (WAN)
Firewall |
Security Settings

Summary

-

Provision From USB Token

SDn Express has detected that USE token is insered in this router.ifyou choose to
provision the router using this taken, you must specify the USE token name and Pk
that will fetch the CCCD configuration file from the USE token and merge it with the
router running configuration.

I lwantto prowision this router from the configuration file on the LSH token.

' Snecify device and default BRI, " Specify device and FIH.
USE Taken: [usbtokeno: =l
R I*“******* L_ait Ereyiew... |
Details ofthe file: EEEN

1 o

<Elack| Mext = | Firish | Cancell Emi:i'élp

To provision your router from an USB token, follow these steps:

1. Select the checkbox to enable provisioning your router from a USB token.

2. Choose to use the default device and PIN, or to specify a device and PIN to log into the USB token. The USB token used in this

example is usbtoken1 and has the default PIN. Select Specify device and default PIN2,

e  USB Token: usbtokenl:

° PIN stesfeskeokskeskokokoksk

3. Click Login to log into the USB token. You should see the Login to the USB Token Successful window.

4. Click Preview... to display the contents of the file® in the lower panel (Figure 2).

Figure 2. Provision From USB Token

* In this example, the default PIN used by Cisco SDM is the default PIN of the USB token manufactured by Aladdin Knowledge Systems.
* A USB token can securely store any type of file within its available storage space. Configuration files that are stored on the USB token can be
encrypted and accessed only through a user PIN. The router will not load the configuration file unless the proper PIN has been configured for

secure deployment of router configuration files.
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Cisco SDM Express Wizard +— ﬁl

Configuration Steps

Overview

» Basic Configuration
LAN IP Address
DHCP
Internet (WAN)
Firewall

Security Settings

Summary

Provision From USB Token

SDM Express has detected that USE token is insered in this router.if you choose to
provision the router using this token, you must specify the LISE token narme and PIN
that will fetch the CCCD configuration file frorm the LISE token and merge it with the
router running configuration.

¥ lwantto provision this router from the configuration file an the USH taken.

¥ Specify device and default PIN. " Specify device and PIR.
* USB Token: [usbtokent: =l
* PIN: |*m*'f“** Lagin CPreviews.. |

Details of the file: coch

interface FastEthernetd ;I
description $ES_WANEEFW_CUTSIDES

ip address 66.1.1.1 255.255.255.0

ip access-group 101 in

ip werify unicast reverse-path B
no ip redirects

noip unreachahles

noip proxy-arp

in nat outside -
.‘I. e | -

* indicates mandatory fields.

< Back | Mext= | Finien | cancel|  Help |

5.

6.

Click Next.

Cisco SDM Express Summary screen appears; if you are satisfied with the configuration, click Finish.

To provision your router from a USB flash, follow these steps:

If no USB token is connected to the router, Cisco SDM Express will look for a USB flash. When a USB flash is connected to your router, Cisco

SDM Express displays the “Provision From USB Flash” window.

1.

2.

4.

Select the checkbox to enable provisioning your router from a USB flash device.

Enter the File Name of the configuration file with full path, or click Browse... to open a file selection window.

e File Name: usbflash0:/branch-23-cpe.cfg’

Click Next.

Click Preview... to display the contents of the file in the lower panel (Figure 3).

Figure 3. Provision from USB Flash

* The file must have the extension .cfg

In portant noties, privacy statem ents, and tradem arks of Cisco System s, Tic. can be found on cisco com

© 2005 Cisco System s, hc.Allrght reserved.

Page 4 of 21




Cisco SDM Express Wizard x|

Provision From USB Flash

Configuration Steps | .1 £yoress as detected that USE lash is inserted in this router iryou choose fo
pravision the router using this LISE flash device, vou must specify the LISE flash
device filename that will fetch the specified configuration file from the USE flash

Overview device and merge itwith the rauter running configuration.

. . v |want to provision this router from the configuration file in the USE flash.
» Basic Configuration

LAN IP Address * File Mame: |usbﬂashﬂ:rbranch-E}cpe. Browse, . CFreview.,
DHCP
Details of the file: ushflashO:hranch-23-cpe.cfy
Internet (WAN) : :’
Eirewall l Last canfiguration change at 13:38:40 PCTime Thu Sep 8 2005 by cisco
| MWRAM config last updated at 13:38:38 PCTime Thu Sep & 2005 by cisco
. L !
Security Settings varsion 124
no service pad
Summary service top-keepalives-in
senice tep-keepalives-out
service timestamps debug datetime msec localtime show-timezone
Selntice timestamps log datetime msec localtime show-timezane | 7
L] >|

* indicates mandatary fields.

< Back | Next» | rinien | cancer|  Hep |

5. Cisco SDM Express Summary screen appears; if you are satisfied with the configuration, click Finish.

Cisco SDM Express configures the router without going through the standard Cisco SDM Express Setup routine including Dynamic Host
Configuration Protocol (DHCP) configuration, LAN/WAN configuration, Firewall configuration, and Security configuration. Launch Cisco
SDM to check if the configuration is loaded to the router.

Cisco SDM also supports router provisioning using USB token or USB flash. The configuration file from the USB token or USB flash device is
merged with your router’s running configuration file to create a new running configuration file. Launch Cisco SDM, and at the Configure Mode
screen, select Additional Tasks, select Router Provisioning, and click the Router Provisioning... button to launch Router Provisioning window.
(Note: If both USB token and USB flash are connected to the router, Cisco SDM uses USB token for router provisioning. If you want to use the

USB flash device, all USB tokens must be removed from your router.)
1. Router Provisioning
e Choose the device type: Use USB token
e  USB Token: usbtokenl:
e  Token PIN: 1234567890

e  Filename: ipsec.cfg (if you are not sure about the file name, click Browse... to view files stored in usbtoken1, and select the file
(Figure 4)

Figure 4. File Selection
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File Selection

E-#S[ushiokent ] | Name | Sizebytes) | Time Modified
01 1000 091 2/06 063710
1 1001 091 2/05 063712
1 1002 091 2/05 063712
1 1003 091 2/05 063712
1 5000 091 2/05 063714
3 6000 091 2/05 063714
2 7o00 091 2/05 063714

CCCD 5,243 09M06/05 2351 56
3 keystore 09 25 07:81:02
(1 SDM_GERTS 091 205 052656
I 091 2/05 16:51°54

Filename: |ushtokentfipsec.cfy

] 4 Cancel Help

2. Click Preview File... to display the contents of the file in the lower panel (optional).
3. Click OK.
4.  Click Yes to continue if the configuration file on the USB device is correct.
Importing an SDF from a USB Flash
An USB flash can provide an optional secondary storage space that can be used to import SDFs to the router.

Launch Cisco SDM, and at the Configure Mode screen, select Intrusion Prevention. If IPS is not enabled on the router, click Create IPS tab,
and click Launch IPS Rule Wizard... to launch the wizard:

1. Click Next when finishing reading the Welcome to IPS Policies Wizard message
2. Select the interfaces and the traffic direction, click Next
3. SDF Location window displays, click Add...

4. Add a Signature Location window displays, Cisco SDM automatically checks the USB flash for SDFs. SDFs will be listed when USB
flash is selected for Location (Figure 5).

e  Location: usbflash0
e File Name: attack-drop.sdf

e C(Click OK
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Figure 5. Add a Signature Location

Add a Signature Location I x|

¥ Specify SDF on this rauter
Location: |usbﬂaahﬂ j

File Mame: I E
=

" Specify SOF using URI attack-drop.sdf

Frotocal: IhﬁFI =
bt |
Exarmple: i O = e O ==
[~ autosave
]2 | Cancel | Help

5. You will be redirected back to SDF Location window, click Next
6. Click Finish
7.  Click OK

To verify the IPS configuration, at Configure mode, select Intrusion Prevention, click Edit IPS tab, select Global Settings. The
usbflash0://attack-drop.sdf should be listed in the Configured SDF Locations in the lower panel (Figure 6).

Figure 6. Configured SDF Locations
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= Intrusionh Preventioh System (IPS)
Create IPS | Edit IPS

EL IPs Policies (& Edit
E,a Glabal Settings ltem Mame [tern Walue
; Enabled
f7 SDEE Messages e
& signatures 2| SDEE Alerts 200
SDEE Messages 200
SDEE Subscription 1
Engine Options
Fail Cloged Disahled
Llse Buil-in Signatures (as hackup) Enahled
Deny Action on IPS interface Dizahbled
Shun Event
Tirmeout 3o

Configured SDF Lacations: | Y ﬁdd| (& Edit [@ Delete 4 Move Up B fove Do g Reload € »

If IPS has been enabled on the router, follow these steps to import an SDF file from a USB flash:
1. At the Configure Mode, select Intrusion Prevention, click Edit IPS tab, select Signatures
2. From the Signature working panel, click Import on the upper panel, and select From router flash (Figure 7)
3. The File Selection window appears, select the USB flash. In this example, click usbflashO: (Figure 8)
4. Select the SDF file you want to import, click OK. In this example, select I0S-S168.zip’
5. The IPS Import window appears, select the signatures listed on the right upper panel

6. Select Merge to import the signatures on the lower panel, click OK
Figure 7. Import SDF From Router Flash

* An SDF file must be either an XML file or a zip file with extension .zip
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File Edit View Tools Help

Canfigure Maonitor ‘ <4 g Q ?

Refresh Save Search Help

Intrusion Prevention System (IPS)

Cisco SYSTEMS

Create IPS | Edit IPS
EL IPS Polices ‘ Impart ~ | Select by: |,a.|| Signatures vl Critetis: |..N;,a,__ vI Total[300]
£ Olobal Settings { From PC d - [ Edit 0 Delete ( Enable @ Disable @ Dstals
fJ SDEE Messages From rout
- e Severity
@ Signatures » | | = =
- alarm igh SER!
B-i 3l Categories ¥
-] 05 O 11002 0 | Gnutela Server Reply alarm Ty STRING
£ atta ck ) 5085 0 | v Akopia Minivend access slarm low SERWIC
{11 Service
7 L2244 Protocol o 353 0 | FTPImproper Scdress alarmm trzcdiun SERYIC
[
&-_1 Releases alarm
e 29 0 Iimail Virus C Yariant File Attac drop medium SERMIC
reset
Q 054 1 WY Alibaba sttack 2 alarm lovy SERMWIC
Q 054 0 VA Alibaba sttack 2 alarm larwy SERMIC
e M2 1] Yahoo Messenger Through HT? alarm informational SERYIC
0 080 0 Vi IBM WiebSphere access| alarm lowy SERMIC
e 218 0 VALY SG] werap bug alarm medium SERMIC
0 5052 1] Vi T] Open attermpt alarm v SERYIC
e 9535 1] Eack Door TansScout alarm high STRING
0 BOE2 1 DS Authors Regquest alarm lowy SERMIC
Q BOE2 0 DS Authors Regquest alarm lorwy SERMIC
0 9499 1] Eack Door Kid Terror alarm higgh STRING
i -
~ - _IJ
Apply Chanoes | | Discard Chanoes
Additional T: PRl [£] [£]
IP5 Signatures 21:02:20 UTC Thu Sep 22 2005 é

Figure 8. File Selection
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File Selection

sdm1841-LSB-flash.cfy
jre-1_5_0_D4-windows-i586 16,291,424
j2re-1_4_2_05-windows-i58 15,633,128
\Win-Client-802.11a-b-Ins-w 15,013,376
I05-5145.2IP 134110
EB attack-drop.sdf 234040

78 flash: | Name | sizeoytes) | Time Modified

~ % usbflashi] KeySafelBM.exe 778240 02/09/03 19:28:24
test cfy 6,300 0811405 23:00:12
biranch-23-cpe.cfg G224 090805 13:40:58
CRDBDATAEXE 205186 02/06/04 01:02:36
biranch-27-wireless.cfg 090805 148748
abe1.0.zip 09/ 3405 23:17:26
|05-5168.zZip 09723705 00:37:46
realm_trend_put td 02505 16:01:22
MDSSIUM EXE 05/26/05 15:05:10

08r11/0514:33:18
08M2/0515:22:28
08r23/04 12:28:48
0581 4/0518:28:10
02r28/05 17:02:36
00605 16:02:24

|

Filename: |usbﬂashn:n05-51aa_zip

(] | Cancel Help

Configuring the USB Token PINs

Cisco SDM allows users to set PINs for USB tokens connected to their routers. There are two kinds of PINs—an administrator PIN and a user
PIN. The user PIN has a default value; the administrator PIN does not. The administrator PIN is required to set or change the user PIN. The user

PIN is used to unlock the token and gain access to the protected memory area. The token’s name is set by the manufacturer, for example, USB

tokens manufactured by Aladdin Knowledge Systems are named eToken.

To change your user PIN, follow these steps:

Please consult your USB eToken provider for the token name and default PIN. In the following example the USB token manufactured by

Aladdin Knowledge System is named eToken with default PIN 1234567890.

1. Launch Cisco SDM

2. Click Tools from the window menu, select USB Token PIN Settings... (Figure 9)

Select a PIN type: User PIN
Token Name: eToken®
Current PIN: 1234567890

New PIN: zxcvbnmasd

°If you do not know the manufactured token name, click More... from SDM Home/Hardware Panel. The Hardware configuration shows the

name “usbtokenx”, where x is the number of the USB port to which the USB token is connected.
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e  Confirm PIN: zxcvbnmasd

3. Click OK
Figure 9. USB Token PIN Settings

B Cisco Router and Security Device Manager {SDM): 10.10.10.1

File Edit ‘iew Help
Search... (
@ Horme f itar @ g Q ?
Fing... Refresh Save Search Help
——  Telnet
Security Audit
ty Host Name: hranch-cpe
Wireless Application Software Mare ...
Update SDM * Cisco B71W 10S Version: 12.4(37T
Available ! Total MemoryMB): G728 MB SDM Version: 22021
Total Flash Capacity: 267 MB
Cisco 87 1W
L7 © L7 L7 LY

Configuration Overview Wigwy Running Config

":. Interfaces and Connections S Up ) (> Do (4)

Total Supported LAN: 1 Total Supported VWAN: 1(FastEthernefy

Configured LAN Interface: 1 Total WAN Connections: 1
DHCP Server: Configured

. Firewall Policies

IPSec (Site-to-Site): 1] GRE over IPSec: 1]
Xauth Login Required: 1] Easy YPN Remote: 1]
Ho. of DMVYPH Clients: a Ho. of Active VPN Clients: 1]

Ho. of Static Route: 1 Active Signatures: 1]
Dyniamic Routing Protocols: Mone Ho. of IPS-enabled Interfaces: 1]

Configuring Automatic Login and Administrative Parameters
Automatic login is required when a router reboots or a USB token is inserted and connected to the router. At the Configure Mode screen, select

VPN, expand VPN Components, expand Public Key Infrastructure, and select USB Tokens.
1. Click Add... button on the USB Tokens window
2. Add Token Configuration window displays (Figure 10)
e  Token Name: eToken
e  Current PIN: <None>
e  Enter New PIN: zxcvbnmasd (optional)
e  Reenter New PIN: zxcvbnmasd

e  Maximum PIN Retries: 15 (optional)
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e  Removal Timeout: 20 (optional)

e  Secondary Config File: (optional)

Add Token Configuration |
Y

Figure 10. USB Tokens

Token Mame: |ETnken
Token FIM
Current PIN: =Mone=
Enter Maw PIN: S
Reenter Mew PIM: |*‘*‘*‘“‘“‘“‘*
Maximurm PIN Retries: |15 =l
Remaval Timeout: | 20]

Secondary Config File: |

)4 | Cancel | Help

3. Click OK

Configuring PKI Storage
You can use Cisco SDM to create a PIN that automatically allows the router to log into the USB token at the router’. You can set the

administrative parameters on the USB token, such the number of seconds that the router will wait before removing the RSA keys that are stored
in the USB token after the USB token has been removed from the router®. You can also set the maximum number of consecutive failed login
attempts allowed before access to the USB token is denied, and configure the secondary configuration stored in the USB token during boot

time’. For more information please refer to Storing PKI Credentials.

Generating RSA Key Pair
At the Configure Mode screen, select VPN, expand VPN Components, expand Public Key Infrastructure, and select RSA Keys.

1. Click Add... button on the RSA Keys window. You will be prompted to enter SSH Credentials. If you have not entered the

credentials, enter the username/password and click OK.

2. Generate RSA Key Pair window displays (Figure 11).

’ Automatic Login allows the router to completely come back up without any user or operator intervention.
* If the removal timeout is not set, all RSA keys and IPSec tunnels associated with the USB token are torn down immediately after the USB

token is removed from the router.
’ A secondary configuration allows users to load their IPSec configuration.
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Modulus: 512

Key is exportable: (optional)

USB token: usbtokenl1:

PIN: 1234567890

Save keys to a secure USB toke: check

Label: SDM-RSAKey-1126535864000 (Note: It is recommended to use the SDM randomly generated label name starting with
SDM-RSAKey- followed by numbers. In this example the label = SDM-RSAKey-1126535864000)

Click Login... to verify the router can log into the USB token. Click OK to close the information window if successfully logged

into the USB token; otherwise check that the USB token and PIN are correctly entered.

Figure 11. Generate RSA Key Pair

Generate RSA Key Pail

Label: ISDM—RBAKE&;—H25535854000
Modulus: 212 (Fange: 512 - 2048)
Type: |General Purpose j

[ Keyis exportable

¥ Save keys to a secure LISH token

USB token:  |ushtokent: =l
PIN: |“**“**** Lagin... |
Generate | Cancel | Help |

x|

Click Generate.

you should see Storage Device:us

Figure 12. RSA Keys

In portant noties, privacy statem ents, and tradem arks of Cisco System s, Tic. can be found on cisco com

You will be prompted by Warning information; read the information and click Yes.

btokenl shown on the lower panel.

© 2005 Cisco System s, hc.Allrght reserved.

Page 13 of 21

You will be redirected to the RSA Keys window after SDM-RSAKey-112653586400 is generated (Figure 12). Select the Key, and




i3]

RSA Keys
RESA Keys configured an yaur router Add... | Delete |
| | MHame Llsage | Exportable

TP-seltsigned-895523825.server Encryption key Mot Exportahle
SOM-RSAkey-1127218786000 Lzage kKeys Mot Exportahle
TP-selt-signed-3955238245 General Purpose key ot Exportahle
SDM-RSAkey-11 26535864000 General Pur
SOM-ReSAkey-1126538418000 General Purpose key Mot Exportahle

i [ ]

Details of SOM-FSAKEY-11 26535864000 &= Encrypted [E| Locked

Type:General Furpose kKey ﬂ

Storane Device:ushtokent (label=eToken)

Time Generated:07:51:04 UTC Sep 12 2005

key Data:
A05C3000 06092A86 4886F700 01010105 00034800 30480241 0OCB4508 CFD31BAC
B74108CE CEOFO49C BRARTC2A 52458484 DBEYET 38 CBYCET11 FS1ABF23 EB3YDRAS
F29C0410 FRZZ10E9 89841 CTC 938FEBCE CD209CED B18ES32B 45020301 0001

I

Storing RSA Key Pair and CA Certificate in a USB Token
For more details on how to enroll a router to a certificate authority (CA) server, please refer to Cisco Router and Security Device Manager
Public Key Infrastructure Management.

At Configure Mode, select VPN, expand VPN Components, expand Public Key Infrastructure, and select Certificate Wizards.

1. In the following example, Secure Shell (SSH) credential and Network Time Protocol (NTP) have been configured, and you skip
Configure DNS.

2. Select Simple Certificate Enrollment Protocol (SCEP), and click Launch the selected task
3. SCEP Wizard appears, click Next

4.  Enter the Certificate Authority Details, and click Next

5. Enter the Certificate Subject Name Attributes, and click Next

6. RSA Keys and Certificates (Figure 13)

© 2005 Cisco System s, hc.Allrght reserved.
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e  Select Generate new key pair(s)

e  Modulus: 512

e  Save keys and certificates to secure USB token: check

e  USB token: usbtokenl:

e  PIN: 1234567890

e  Click Login... to verify the router can login to the USB token. Click OK to close the information window if successfully

login to the USB token

e  (Click Next

Figure 13. RSA Keys and Certificates

10.

SCEP Wizard

x|

RSA Keys and Certificates \

The router uses a puhlic key and a private key, called an REA key pair, used to encrypt data
and to sign cedificates. The public key is distributed to any peerthat needs to send
encrypted data to the router. The private key is not distributed. Data encrypted using the
public key is decrypted using the private key,

Select a public key you wantto use for the cedificate. You can use an existing key pair ar
generate a new key pair.

* Generate new Key pair(s) " Use existing RSA Key pair

The modulus determines the size ofthe key. Enter the modulus helow.

Modulus: |512

By default SDM generates a single key pair far both encryption and
signature.

[ iGenerate separate key pairs for encryption and signing:

¥ Save keys and cerfificates to secure USH token

SDM has detected secure USE takends) an the router. To save the kevs and cedificate
to the USE token, choose the USE token and enter the PIM to access the LUSE token
securely,

LUEB token: ushtokent: j PImM; |*“"‘"‘""“""“"‘"’ Login... |

<Back | Next» | Finish | cancel [ Heln |

You will be prompted by Warning information; read the information and click Yes

Read the Summary, and if you are satisfied with the data, click Next, otherwise click Back to modify the information

You will see Generating RSA Key Message

You will see the router start to contact the CA server
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11. Click Yes when you are prompted by CA Server Certificate window to verify the CA server’s certificate to complete the certificate

enrollment process
12. Click Yes when you are prompted to copy the certificates and keys to secure the USB token (Figure 14)

Figure 14. Copy the Certificates and Keys to Secure USB Token

spMwarning x|

& You have chosen to copy the cedificates and keys to secure USE token.
Faorthese changes to be effective, SO will copy the running config to the
startup config of your router.

Mote:- This option may take some time ta finish.

Do you wantto continue?

13. Click OK to delivery the configuration
14. You will be directed to Enrollment Status window; click Finish

The newly generated RSA Key pair and certificate are stored in the USB token.

For the existing certificates on the router, you can copy the certificates to the USB token. At Configure Mode, select VPN, expand VPN

Components, expand Public Key Infrastructure, select Router Certificates.
1. The Router Certificates window lists existing certificates on the router (Figure 15).
2.  Click Save Certificates to USB Token button to copy all the available certificates in the USB token.
3. The USB Token Credentials window appears (Figure 16), enter PIN, click OK
4. Cisco SDM creates a folder named SDM_CERTS in the USB token, and the certificates are copied to the folder.

Figure 15. Available Certificates
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Router Certificates

— Trustpoints

Trustpoints configured on your router Details. . | Editl Delete | Check Revocation

Enroliment URL
6. 1.1.109

Enraliment Type

Unsupported in S0OM

Cettificate Chain for trustpoint:sdmCA

Details... Refresh
Type Lsage Serial Mumber | lssuer Status Expires (D4
B> Cerificate  General Purpose 16 chn=sdmCa, Available
@ CA Certificat Signature a1 cn=sdmiCA, Awailable 2490
M| I Il

Save Certificates to USB Token |

Figure 16. USB Token Credentials

USE Token Credentials

Yol have chosen to capy all of the available
cetificates to a secure LISE taken. Farthese changes
to he effective, SDM must issue a "write memon® carml

MHaote: This option may take some time to finish.
Do wou want to continue?

FPlease select the LISE token and enter the LISE token

FPIM.
IJSB taken: |usbtnken1: j
PIN: [

] | Cancel Help |
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Deleting RSA Key Pair in a USB Token
Cisco SDM Version 2.2 supports RSA key deletion from the USB token. It does not support certificate deletion from the USB token.

At Configure Mode, select VPN, expand VPN Components, expand Public Key Infrastructure, and select RSA Key.
1. The RSA Keys window lists the RSA Keys configured on the router (Figure 12).
2. Select key RSA Key stored in the USB Token you want to delete, and click Delete button on the right upper window.
3. You will be prompted by a warning message; click Yes if you want to delete the RSA key.
4. The USB Token Credentials window appears (Figure 17); enter PIN and click OK.

Figure 17. USB Token Credentials

UsB Token Credentials x|

You have chosen to delete BSA key pairs from a
secure LISE token. Forthese chanoges to he effective,
SO mustissue a “write memaon command.

Mote: This option may take some time to finish.
Do vou want to continue®

FPlease selectthe USE token and enter the LSE token
P,

LUSH taken: |ushtnl{en1: =

PIN: |

] 4 | Cancel | Help |

File Management

Cisco SDM allows you to view and manage the file system on your Cisco router flash memory and on USB flash devices connected to that
router. Only DOSFS files systems can be viewed and managed by Cisco SDM.

From the Cisco SDM window menu bar, click File, select File Management (Figure 18), and the File Management window appears.

Figure 18. Launch File Management
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B Cisco Router and Security Device Manager (SDM): 10.10.10.1

G Edit view Tools

Save Running Config to PC...
Write to Startup Config..

Reset to factory default
File Management...

Help

Save SDF to PC...

E Moritar o Q Q I?
y Fefresh Save Search Help
Host Hame:

Exit

Type:

wailahle | Tatal MamnndMB-

Cisco 1841
ARM 78 WA

hare ...

105 Yersion:
SNk Voreinn:

Click the USB flash connected to your router (Figure 19). You can copy, paste, rename, or delete the files, except for the boot image file.

Files with the no-write icon next to their names cannot be copied, pasted, renamed, or deleted. The following example shows attack-

drop.sdf with the no-write icon.

Figure 19. File Management

x|
() Refresh 5 Format ‘S Mew Folder 2% Load file from PC Copy 7 Faste [ Rename [ Delete

MHarme Sizelbytes) Tirme Modified
256MB.SDF 188 O906EMNS 160224
CRDBOATAEXE 205186 02006/04 01:02:36
I05-51458ZIP 134110 02028/0517.02.36
I05-5168.zip 147363 08923/05 003746
KeySafelBi.exe Trez240 Q0200903192824
MOSELUIM.EXE 481452 0526/05 150510
SDM-Y21 2-de zip 11,328,525 0oyz20/a 11.39:08
Win-Client-802.11 a-b-Ins-Wizard-v11 15,013,376 08i14/0518:2810
abet.0zip 86,600 08013/05 231726

@ attack-drop. sdf 234040 O8i0eMNa 16:02:24
hranch-23-cpe.cfiy b 224 0950805 13:40:58
hranch-27-wireless.cfyg B243 n9r0a/ms 14:57.58
j2re-1_4_2_ 08-windows-i986-p.exe 15633128 0842304 12:28:48
jre-1_5_0_04-windows-i586-p.exe 16,291 424 08205 15.22:28
realm_trend_pub.td a1 nar2ams 16:01:22
sdm1841-USB-flash.cfg 5,975 081105143318
testefy 6,300 081405 23.00:12

Close

Help
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In summary, Cisco SDM and Cisco SDM Express can help you easily and effectively manage Cisco I0OS Software images, digital certificate
storage, and secure credentials with USB token and USB flash.
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For More Information

For more information about USB storage, please visit:
http://www.cisco.com/en/US/partner/products/sw/iosswrel/ps5207/products_feature_guide09186a0080420500.html
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