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Introduction
This document explains how to use the Cisco® Router and Security Device Manager (Cisco SDM) to manage a Cisco Intrusion Protection
System (IPS) on the router.

The Cisco IOS® IPS feature is an inline, signature-based solution for deep packet inspection that enables Cisco IOS Software to effectively
mitigate network attacks. Cisco IOS IPS can be provisioned from the Cisco SDM. The IPS signatures can be loaded dynamically onto the Cisco

router, and upon signature identification Cisco IOS IPS responds to misuse by dropping packets, resetting connections, and sending alarms.

The Cisco SDM allows you to download signature definition files (SDFs) from Cisco.com, import them onto a router, enable the IPS on router
interfaces, tune IPS signatures, and deliver edited signatures to the router. You can specify that alerts are to be copied to a syslog server or you

can configure the router to subscribe to the Security Device Event Exchange (SDEE) ! protocol to report security events.
Deployment Scenarios
These deployment scenarios cover the following steps for a first-time IPS deployment:

1. Enable IPS with a customized SDF

2. Update IPS with a downloaded SDF

3. Tune IPS signatures

Prerequisites As a prerequisite, three Cisco recommended and tuned signature files (attack-drop.sdf, 128 MB.sdf, and 256MB.sdf) are included
with Cisco SDM (which examines the router memory and loads the best signature file to the router’s flash memory), and a weekly compiled

SDF can be manually downloaded from Cisco.com (http://www.cisco.com/cgi-bin/tablebuild.pl/ios-sigup) and saved in a local management

workstation. For a reference to all Cisco IOS Software security commands, see
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123tcr/123tsr/sec_01gt.pdf.

Scenario 1: Enable IPS with a Customized SDF

This scenario includes launching the Cisco SDM IPS wizard, importing the SDF onto the router, and enabling the IPS on the WAN interface.
The router configuration has FastEthernet0/0 as its inside interface and FastEthernet0/1 as its outside interface. The IPS is applied to the
inbound traffic to the outside interface. The SDF, 1841.sdf, is loaded from the SDF file server.

At Configure Mode, select Intrusion Prevention, click the Create IPS tab (Figure 1), and click Launch IPS Rule Wizard to launch the IPS

wizard.

' A message protocol that can be used to report on security events, such as alarms generated when a packet matches the characteristics of a
signature. SDEE is over HTTP.
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Figure 1. Configuring the Cisco SDM IPS
File Edit “iew Tools Help

o [Juwa | & B QD
@ Hame CERIT: Maniter Refresh Save Search Help

Tasks ‘ =/ |ntrusion Prevention System (IPS)
Create IPS | EditIPS

IPS rule canfiguration wizard canfigures IPS rule on an interface and alsa
canfigures the location of the SDF (Signature Definitian File).

Firewall and ACL

o
‘? Use Case Scenario
VPN
= Network based Infrusion Prevention
Eﬂ IPS rules applied to interface

Security Audit

Rouking

Launch IPS Rule Wizard...

If SDEE is not enabled on the router, you are prompted to enable and subscribe to it (Figure 2). Click OK twice to continue.

Figure 2. SDEE Notification and Subscription
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@ SDEE notification is not enahled. IPS will enahle SDEE notification so it
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At the Select Interfaces tab, in this case it is best to inspect the traffic from outside to inside at the outside interface FastEthernet0/1, so check

Inbound IPS for FastEthernet0/1 (Figure 3) and click Next.

Figure 3. Select Interfaces Tab
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At the Cisco SDM Location window, specify the location from which Cisco SDM should be loaded by Cisco 10S IPS. In the following
scenario, click the Add... button. The Add a Signature Location window appears (Figure 4). Select the Specify SDF using URL button and

perform the following steps:

e In the Protocol box, enter http.

e Inthe http:// box, enter 192.168.201.50/IPS_SDF/branch092005.sdf.

e Check the autosave option.

e Click OK.
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Figure 4. Specify SDF Location
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The SDF Locations window appears (Figure 5). Check the Use Built-in Signatures (as backup) option and click Next.

Figure 5. SDF Locations Window
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If you are satisfied with the configuration, click Finish to deliver the configuration. Click OK when the signatures are loaded onto the router

memory, then the Signature Compilation Status window displays (Figure 6). Click OK to close the message window.

Figure 6. Signature Compilation Status Window
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Signature Compilation Status

IPS Signature Engines are build and is ready to scan packets.

ATOMIC L3P

No.| Engine | Status | Mo of Signatures d
2 MULT-STRIMG Skipped Mo Mew Signatures
3 STRIMNG.ICMP Skipped Mo Mew Signatures
4 STRING.UDP W' Loaded 1
A STRIMNG.TCP W Loaded 3
G SERVICEFTP w' Loaded 2
7 SERVICE SMTP W' Loaded 10
a SERVICE.RFC W' Loaded 2B
q SERVICE.DMS v Loaded 23
10 SERVWICEHTTP w Loaded 24
11 ATOMIC TCP W Loaded 7
12 ATOMIC.UDP W Loaded 8
13 ATOMIC.ICHMP v Loaded 14
14 ATOMICIPOPTIONS o Loaded 7

Loaded

Close |

You are redirected to the Edit IPS tab in the Intrusion Prevention System (IPS) window. Figure 7 shows that IPS Inbound is enabled on

FastEthernet0/1.

Figure 7. Updated IPS Signatures in IPS Policies
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To verify the SDF location, click Global Settings (Figure 8). The Cisco SDM creates a new SDF, sdmips.sdf, in the router’s flash memory as the
primary IPS signature source file. You can enable and disable syslog notification, edit SDEE parameters and Engine Option (Figure 9), and
control SDF locations at Global Settings.

Figure 8. Updated IPS Signatures in Global Settings
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Click Signatures in the Edit IPS tab to view the imported IPS signatures. In this example, there are 135 signatures in the SDF (Figure 10) shown

on the upper panel of the signature list. The category tree enables you to filter the signature list on the right panel based on the type of signature

you want to view.

© 2004 Cisco System s, hc.Allrght reserved.

In portant noties, privacy statem ents, and tradem arks of Cisco System s, Tic. can be found on cisco com
Page 7 of 15



Select the category of signature that you want to display; for example, select Attack from the category tree. The signature list panel displays the
signatures for the Attack type. If a plus sign (+) appears to the left of the category branch, there are subcategories you can use to refine the filter.
Click on the sign to expand the branch and select the subcategory you want to display. If the signature list is empty, there are no signatures
available for that type.

Figure 10. DoS Attack Signatures Listing
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At the top of the Edit IPS tab, the Select by box enables you to filter the display by type of signature. First select a criterion in the Select by: list,

then select the value for that criterion in the list to the right.

Scenario 2: Update IPS Signatures
This scenario shows how to update the IPS signatures with the latest SDF. Downloading the SDF from Cisco is not covered in this scenario. To

import an SDF from a PC, follow these steps:
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1. Click Import in the Edit IPS/Signatures window and select From PC in the dropdown menu (Figure 11).

Figure 11. Import Signatures From PC
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2. The Windows File Management window appears. Go to the directory and select the SDF, then click Open.

3. The IPS Import window appears (Figure 12).

Figure 12. IPS Import Window
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The signature list displays the signatures available in the SDF. Review the signatures and choose the ones you want to import. If you want to

import all the signatures, click Select All.

The signature list area has three columns:

e  Name: This is the name of the signature, for example, Cisco I0S Interface DoS.

e  Deployed: If the signature is already loaded on the router, this column says Yes; if not it says No.
e Import: To import the signature, check the box.

The second step is to decide whether to merge these signatures with the signatures already loaded on the router, or to replace the signatures on

the router with these signatures.
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In this example, expand the All Categories list, expand OS, select IOS, check Cisco IOS Interface, check Cisco TFTP Long Filename Buffer
Overflow, and check IOS HTTP Unauth Command Execution (Figure 13).

Figure 13. Manually Import Signatures
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For the second step, select Merge and click OK. (Note: you can import only one category at a time; if you switch to another category, the current
import selection is lost.) The Signature Delivery Status window appears. Click OK when command delivery is finished. The Signature
Compilation Status window appears (Figure 14), showing that three signatures in three different engines have been loaded again. Click Close to

close the window.

Figure 14. Signature Compilation Status
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On the upper panel of the signature list on the Edit IPS/Signature window, there are total of 138 signatures imported.
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Scenario 3: Tuning IPS Signatures

Cisco SDM IPS allows you to edit, delete, enable, and disable signatures. The two ways to tune a signature are through the Edit Signature

window or by right-clicking on Context Menu. This example shows how to edit signatures.

To change the action of the Attack/DoS signature with Sig ID = 1102 from “alarm” to “drop” using the Edit Signature window, take the

following steps:

1. Expand All Categories, expand Attack, and select DoS.

2. Use the Select By filter to select the signature with Sig ID = 1102.

3. Click Edit in the toolbar. The Edit Signature window appears.

4. Enable EventAction by clicking the green button, which becomes a red diamond, and the choices become available.

5. Select the drop option (Figure 15).

6. Click OK to close the Edit Signature window.

7. Click Apply Changes to deliver the change to the router.

Figure 15. Edit Signature
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To change the signature SMTP RCPT To: Bounce with Sig ID 3100 from medium severity to low severity, take the following steps:
1. Expand All Categories, expand Service, and select SMTP.
2. Use Select By filter to select the signature with Sig Name = SMTP RCPT To.
3. Select the signature with Sig ID 3100.
4.  Left-click to bring up the popup menu.
5. Expand Set Severity To.

6. Select the low option (Figure 16).
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Figure 16. Change Signature Severity in Context Menu
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In summary, the Cisco SDM IPS can help you deploy, view, and tune Cisco IOS IPS signatures easily and quickly. For more information about

Cisco IOS Firewall IPS commands, see: http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123tcr/123tsr/sec_01gt.pdf
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