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Introduction

Security administrators can easily and quickly manage access control lists (ACLs) and packet-inspection rules through a graphical and intuitive

Firewall Wizard and Firewall Policy table available with Cisco® Router and Security Device Manager (SDM).

Cisco 10S Firewall
Cisco IOS® Firewall applies access lists and inspection rules to a traffic flow at inbound or outbound router interfaces.

Deployment Scenario
Figure 1 shows the deployment of a branch-office Internet firewall without the Cisco SDM Firewall Wizard and Firewall Policy support. The
Cisco IOS Firewall resides in a branch office, with the outside (Ethernet0) interface connected to the corporate network via the Internet, and the

inside (Fast Ethernet0/0) interface connected to the branch-office subnet.

Figure 1 Branch Office Internet Firewall Deployment Scenario
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The deployment involves two steps: basic firewall configuration and branch office-specific configuration.

Branch Office Internet Firewall Sample Configuration

Basic Firewall Configuration
The basic firewall configuration is generic to all Cisco 1OS firewalls. The Cisco 10S Firewall is configured to protect the branch office by
denying local loopback traffic and broadcast traffic, and by denying spoofing packets on both inside and outside interfaces. The inspection rules

are applied to the outbound packets of the outside interface.

The following are the Cisco IOS Software commands necessary to configure a basic firewall for this deployment scenario.
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acl 101 for outside interface

turn on unicast reverse path forwarding check
! permit IPSec tunnel traffic

! permit GRE tunnel traffic

! deny spoofing traffic

! deny broadcast, local loopback and private address

access-list 101 deny ip 172.28.49.96 0.0.0.31 any
access-list 101 permit icmp any host 100.1.1.102 echo-reply
access-list 101 permit icmp any host 100.1.1.102 time-exceeded
access-list 101 permit icmp any host 100.1.1.102 unreachable
access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip host 255.255.255.255 any

access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip any any log

!

! acl 100 for inside interface

! deny spoofing traffic

! deny broadcast and local loopback addresses

! permit all other traffic

access-list 100 deny ip 10.1.0.0 0.0.255.255 any
access-list 100 deny ip host 255.255.255.255 any
access-list 100 deny ip 127.0.0.0 0.255.255.255 any
access-list 100 permit ip any any

!

! CBAC inspection rules for outbound packets on outside interface

ip inspect name DEFAULT100 cuseeme
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acl 101

name
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is applied to outside interface EO0 inbound traffic

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

DEFAULT100

interface Ethernet0

ftp

h323
netshow
rcmd
realaudio
rtsp

smtp
sglnet
streamworks
tftp

tecp

udp
vdolive

icmp

description Outside Interface

ip access-group 101 in

ip inspect DEFAULT100 out

ip verify unicast reverse-path

exit

acl 100 is applied to inside interface FEO inbound traffic

interface FastEthernetO0

description Inside Interface

ip access-group 100 in

Branch Office-Specific Firewall Configuration
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The next step is to allow specific protocols that will be used in this deployment scenario. The protocols allowed on the branch office Internet
firewall are telnet, FTP, and HTTP for both outside and inside traffic. Inspect the traffic from the branch-office subnet and the traffic from the
corporate network.

!

| Firewall inspection is setup for bi-directionally for traffic to/from

! the Corporate and Branch network.

ip inspect name BranchFIRE ftp
ip inspect name BranchFIRE tcp

! FEO the inside interface to the Branch Office subnet

interface FastEthernetO
ip address 172.28.49.102 255.255.255.0
ip access-group 111 in ! allows specific traffic
from the Branch Office subnet
Also denies unwanted traffic
to the Corporate Network
ip inspect BranchFIRE in ! FW inspect traffic from the

Branch Office subnet
! EO the outside interface to the Cooperate Network

interface Ethernet0
ip address 100.1.1.102 255.255.255.0
ip access-group 121 in ! allows specific traffic from the
Cooperate Network.
Also denies unwanted traffic to
the Branch Office
ip inspect BranchFIRE in ! Fw inspect traffic from the

Corporate Network

! acl 111 allows the initial packets sourced from the Branch Office.
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! Packets are then inspected by the firewall rules.

access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq telnet
access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq ftp
access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq www

!

! similar to acel 111, acl 121 allows the initial packets sourced from

! the Corporate Network to be inspected.

access-list 121 permit tcp 100.1.1.0 0.0.0.255 any eq telnet

access-list 121 permit tcp 100.1.1.0 0.0.0.255 any eq ftp

access-list 121 permit tcp 100.1.1.0 0.0.0.255 any eq www

!

! Last, the user must merge the Basic Firewall configuration and the Branch Office

! Specific Firewall configuration manually.

ip inspect name DEFAULT100 cuseeme
ip inspect name DEFAULT100 ftp

ip inspect name DEFAULT100 h323

ip inspect name DEFAULT100 netshow
ip inspect name DEFAULT100 rcmd

ip inspect name DEFAULT100 realaudio
ip inspect name DEFAULT100 rtsp

ip inspect name DEFAULT100 smtp

ip inspect name DEFAULT100 sglnet

ip inspect name DEFAULT100 streamworks
ip inspect name DEFAULT100 tftp

ip inspect name DEFAULT100 tcp

ip inspect name DEFAULT100 udp

ip inspect name DEFAULT100 vdolive
ip inspect name DEFAULT100 icmp

ip inspect name BranchFIRE ftp
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ip inspect name BranchFIRE tcp

ip audit notify log

ip audit po max-events 100

no ftp-server write-enable

interface Ethernet0

description $FW OUTSIDES$S$SETH-LANS

ip address 100.1.1.102 255.255.255.0

ip access-group 101 in

ip verify unicast reverse-path

ip inspect BranchFIRE in

ip inspect DEFAULT100 out

half-duplex

interface FastEthernetO

description $FW INSIDE$$ETH-LAN$$ETH-SW-LAUNCHS

ip address 172.28.49.102 255.255.255.224

ip access-group 100 in

speed auto

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list

100

100

100

100

100

100

100

100

100

100

100

remark
remark
remark
permit
remark
permit
remark
permit
deny

deny

deny

auto generated by SDM firewall configuration

SDM ACL Category=1l

Allow www from Branch Office to outside network
tep 0.0.0.102 255.255.255.0 any eq www

allow ftp from Branch Office to outside network
tep 0.0.0.102 255.255.255.0 any eq ftp

allow telnet from Branch Office to outside network
tep 0.0.0.102 255.255.255.0 any eq telnet

ip 100.1.1.0 0.0.0.255 any

ip host 255.255.255.255 any

ip 127.0.0.0 0.255.255.255 any
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access-list 100 permit ip any any

access-list 101 remark auto generated by SDM firewall configuration
access-list 101 remark SDM ACL Category=1

access-list 101 permit tcp 0.0.0.0 255.255.255.0 any eq www
access-list 101 permit tcp 0.0.0.0 255.255.255.0 any eq ftp
access-list 101 permit tcp 0.0.0.0 255.255.255.0 any eq telnet
access-list 101 deny ip 172.28.49.96 0.0.0.31 any
access-list 101 permit icmp any host 100.1.1.102 echo-reply
access-list 101 permit icmp any host 100.1.1.102 time-exceeded
access-list 101 permit icmp any host 100.1.1.102 unreachable
access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip host 255.255.255.255 any

access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip any any log

Cisco SDM Firewall Support
Cisco SDM allows users to easily configure Cisco I0S Firewall security features. The following steps are used to configure the same

deployment scenario, this time using Cisco SDM as opposed to the Cisco IOS Software CLI.

Basic Firewall Configuration
The Cisco SDM Firewall Wizard can secure the branch-office firewall by using predefined rules to allow private-network users to access the

Internet, and protect the private network from the most common outside attacks. The Firewall Wizard is capable of the following:

o Applying default access rules to inside and outside interfaces
e Applying default inspection rules to outside interface

e Enabling IP Unicast Reverse Path Forwarding (RPF) on the outside interface

Users invoke the Cisco SDM Firewall Wizard from Wizard mode and launch the Basic Firewall wizard assuming that no demilitarized zone
(DMZ) is required, as in this example. If a DMZ is to be used, use the Advanced Firewall wizard instead. The Firewall Wizard (Figure 2) guides

you through the basic firewall configuration.
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Figure 2 Cisco SDM Firewall Wizard
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SDM can guide vou through Firewall configuration. Select a task, then click
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Use Case Scenario

& Basic Firewall

Uze Bazic Firewall wizard to apply pre-defined rules to protect your private
network from the most common attacks. Basic Firewall will nat allow you to
configure DMZ services [for example, Wi, FTF).

" Advanced Firewall

Use Advanced Firewall wizard to apply either pre-defined rules or your own
cugtomized rules to protect you private network from the most common
attacks. Advanced Firewall will allow you to configure DMZ services [for
example, Wwia, FTP).

Launch the selected tagk |
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Once the basic firewall is configured using the wizard, use the Cisco SDM Firewall Policy view to display and alter the firewall configuration
further if desired.

Cisco SDM Firewall Policy
The Cisco SDM Firewall Policy is composed of the Firewall Policy views. A view displays the access rights for a particular traffic flow and the

inspection rules on a particular interface.

Take a look at Access List 100, which is applied to the inbound traffic at the inside interface. The Cisco IOS Software CLI commands are
scattered throughout the running configuration, requiring users to examine the entire configuration to understand the access rights of a traffic
flow at an interface. Now with the Cisco SDM Firewall Policy Table, it is simple and easy to relate the traffic flow and interfaces where the

access lists are applied using the graphical interface.
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Figure 3 depicts the traffic originating from the branch-office subnet filtered by Access List 100. The traffic is inspected by the inspection rule
DEFAULT100 (created by the Basic Firewall Wizard).

Figure 3 Inbound Traffic at Inside Interface (FastEthernet0)
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The Cisco SDM Firewall Policy Table also can show the returning traffic via the Returning traffic radio button.
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Figure 4 shows the returned traffic from the corporate network that enters the Cisco IOS Firewall outside (Ethernet0) interface. Access List 101
is used to filter the traffic.

Figure 4 Inbound Traffic at Outside Interface (Ethernet0)
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Figure 5 shows the traffic originating from the Internet enter the Cisco IOS Firewall outside (Ethernet0) interface. Access List 101 is used to

filter the traffic.

Figure 5 Access List 101—Inbound Traffic at Outside Interface
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The returned traffic from the branch-office subnet enters the Cisco I0S Firewall inside (FastEthernet0) interface (Figure 6). Access list 100 is

used to filter the traffic.

Figure 6 Access List 100—Inbound Traffic at Inside
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Branch Office-Specific Firewall Configuration

Look at Access List 111, which is applied to the inbound traffic to allow telnet, FTP, and HTTP traffic to enter the inside (FastEthernte0)

interface. The user must merge the basic firewall configuration and the branch office-specific firewall together. To do this, merge the entries of

Access List 111 to Access List 100.

Access List 111
|

access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq telnet

access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq ftp

access-list 111 permit tcp 172.28.49.0 0.0.0.255 any eq www

Now, with the Cisco SDM Firewall Policy Table, it is simple and easy to add and merge the access entries to the Access List 100.

BranchFIRE inspection rule will inspect the inbound traffic at the outside (Ethernet0) interface.
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Merging Access Lists

To use Cisco SDM Firewall Policy Table to merge access lists, take the following steps:

e At Advanced Mode, select Firewall Policy
e  Select a Direction from FastEthernet0 to Ethernet0
e  Go to Firewall Feature/Service panel
e Click Add, select Insert Before
e  Fill in the information, click OK
e Action: Permit
e  Source Host/Network:
— Type: A Network/172.28.49.102/24
e Destination Host/Network:
— Type: Any IP Address
e  Protocol and service:

— TCP/Source Port Service = any/Destination Port Service = telnet

Figure 7 shows the Add an Extended Rule Entry screen.
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Figure 7 Add an Extended Rule Entry
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Currently the configuration changes performed using Cisco SDM have not been delivered to the router. To do so, on the Cisco SDM Menu Bar,

click Deliver. If the preview command option is selected, you can see the actual commands that will be delivered to the router (Figure 8).

Figure 8 Cisco 10S Software CLI Commands Generated by Cisco SDM Firewall Policy Table

Deliver Configuration to Router x|

Delver delta commands to the router's running config.

Preview commandsz that will be delivered ta the router's running configuration.

ho access-list 100 -
access-lizt 100 remark auto generated by SO frewall configuration
access-lizt 100 remark SDM_ACL Category=1

access-lizk 100 remark Allows v from Branch Office to outside netwark,
access-lizt 100 permit tep 172.28.49.102 255,255, 2650 any eq wiwm
access-ligt 100 remark. allow fip from Branch Office to outzide network
accesz-lizt 100 permit bep 172,28 43,102 266,256 2660 any eq ftp
access-list 100 remark, allow telnet from Branch Office to outside network:,
accesz-list 100 permit bep 1722843102 266 2562660 any eq telnet
accesz-lizt 100 deny ip 100.1.1.0 0.0.0.255 any

accesz-lizt 100 deny ip host 255, 266,255 255 any T

accesz-list 100 deny ip 127 .0.0.0 0.255.255. 255 any ﬂ
arceze-lict 100 rermit in ann ann

The differences between the running configuration and the startup configuration are lost whenesver the router iz turmed off,

[ Save iunning config, to router's startup config,

Thiz operation can take several minutes.

Deliver Cancel Save to file Help

Figure 9 shows merged Access List 100.
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Figure 9 Merged Access List 100
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Using the Firewall Policy Table to Create Inspection Rules
To create inspection rules, apply BranchFIRE inspection rule to the inbound traffic at the outside (Ethernet0) interface. Then take the following

steps:

e At Advanced Mode, select Firewall Policy
e  Select a Direction from Ethernet0 to FastEthernet0
e  Go to Application panel
e  Click Add, select Add...
e  Fill in the information, click OK
In the Inspection Rule Editor (Figure 10), the Inspection Rule Name is BranchFIRE. Check Protocols tep and udp.

Figure 10 Inspection Rule Editor

Inspection Rule Editor |
— Inzpection Bule Infarmatian
Inzpection Rule Mame: IBranchFire
Pratocol | Alert | Audit Trail Timeu:uut[seu:]:| l;|
I icmp | defaultion] =] | defauiof] {10
I netshow | defauition) =] | defaultiofi] = {3600
I remd | defaultion] =] | defaulioff] = 3600
I realaudio | defaultion) = | defauliof = 3600
I pc | defaultion) =] | defaulioff] =] {30 Dptic..
I nsp | defauition) =] | defaultiofi] = {3600
I sip | defaultion) =] | defaulioff] =] {30
I~ skinny | defauition) =] | defaultiofi] = {3600
I smtp | defaultion] =] | defaulioff] = 3600
I sqinet | defauition) =] | defaultiofi] = {3600
[ streamworks Idefault[l:nn] ;Ildefault[l:uff] ;I 30
¥ tep | defaulion] = | | defaultioff] = {3600
I tip | defaultion) =] | defaulioff] =] {30
¥ udp | defaultion] = | | defaultioff] = {30
I vdolive | defaultion] =] | defaulioff] = 3600 -
Inzert additional RPC pratocal entries |
0k, Cancel Help
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Deliver the changes to the router (Figure 11). At the Menu Bar, click Deliver.

Figure 11 Cisco I0S Software CLI Commands Generated by Cisco SDM Firewall Policy Table

Deliver Configuration to Router x|

Deliver delta commands to the router'z minning config.

Prevview commands that will be delivered ta the router's running configuration.

ip inzpect name BranchFIRE top
ip inspect name BranchFIRE udp
interface Ethernetl

ip ingpect BranchFIRE in

exit

The differences between the running configuration and the startup configuration are lost whenever the router is turned off.

[ Save running config. to router's startup config,

Thiz operation can take zeveral minutes.

Deliver Caricel Save ta file Help

In summary, by using Cisco SDM Firewall Wizard and Firewall Policy Table, users can generate the same complex firewall configuration easily
and quickly with minimum knowledge of Cisco I0S Software commands and minimal security knowledge. In addition, the Policy View

provides users with a graphical interface to view the details of the firewall policies with access rights, traffic flows, and interfaces.
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