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Introduction
This document explains how to configure a Cisco® Easy VPN Remote.

Cisco Easy VPN Introduction

Cisco Easy VPN greatly simplifies virtual private network (VPN) deployment for remote offices and teleworker. The Cisco Easy VPN solution
centralizes VPN management across all Cisco VPN devices, thus reducing the management complexity of VPN deployments. Cisco Easy VPN
consists of two components: Cisco Easy VPN Remote and Cisco Easy VPN Server. The Cisco Easy VPN Remote feature allows Cisco 10S
routers to receive security policies upon a VPN tunnel connection from a Cisco Easy VPN Server, minimizing configuration requirements at the
remote location. This cost-effective solution is ideal for remote offices with little IT support. The Cisco Easy VPN Server allows Cisco 10S
routers to act as VPN head-end devices in site-to-site or remote-access VPNs, where the remote office devices are using the Cisco Easy VPN
Remote feature. This feature pushes security policies defined at the central site to the remote VPN device, helping to ensure that those

connections have up-to-date policies in place before the connection is established.

A Cisco Easy VPN Server-enabled device can terminate VPN tunnels initiated by Cisco Easy VPN Remote-enabled routers. The Cisco Easy
VPN Remote feature allows the VPN parameters, such as internal IP addresses, internal subnet masks, Domain Name System (DNS) server
addresses, Windows Internet Naming Service (WINS) server addresses, and Split Tunneling flags, to be pushed to the remote device. The
centrally stored configurations allow dynamic configuration of end-user policy and require less manual configuration by end users and field
technicians. This reduces errors and further service calls. The Cisco Easy VPN provides centralized security policy management and helps

enable large-scale deployment with rapid user provisioning.

Cisco Easy VPN provides automatic management for negotiating tunnel parameters and establishing IP Security (IPSec) tunnels. Extended
authentication (Xauth) adds another level of authentication that identifies the user who requests the IPSec connection. Split Tunneling enables

the remote router to route the internet-destined traffic directly without forwarding it over the encrypted tunnel.
It is easier than ever to deploy VPNSs as part of small and medium businesses or large enterprise networks with Cisco Router and Security
Device Manager (SDM).
Deployment Scenario
This document demonstrates how to configure a Cisco Easy VPN Remote feature.
The router-to-router Cisco Easy VPN sample configuration is based on the following assumptions:
e  Static IP address is at the Cisco Easy VPN Server.
e  Static or Dynamic IP address is at the Cisco Easy VPN Remote.

e  The Cisco Easy VPN Remote encrypts only traffic that is forwarded to the Cisco Easy VPN Server.
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e  Traffic destined for the Internet is forwarded directly and unencrypted from the remote site.
e  Traffic from the remote site is forwarded after applying Network Address Translation/Port Address Translation (NAT/PAT).
e User level authentication is used for authorizing VPN access (Xauth")

Figure 1 illustrates the network for the sample configuration.

Figure 1. Network Diagram
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Sample Configuration

This sample configuration uses client mode on the Cisco Easy VPN Remote. In client mode, the entire LAN behind the Cisco Easy VPN
Remote undergoes NAT to the mode config ip address that is pushed down by the Cisco Easy VPN Server.

Split Tunneling is configured on the Cisco Easy VPN Server and dynamically loaded on the Cisco Easy VPN Remote. Split Tunneling enables

the remote router to route the Internet-destined traffic directly without forwarding it over the encrypted tunnel.

In our example, a preshared key is used to authenticate devices®. Xauth provides an additional level of authentication for identifying the user
requesting the IPSec connection. The remote waits for a “username/password” challenge after the Internet Key Exchange (IKE) Security

Association has been established.

Prerequisite
The device started with a cleared default SDM configuration with LAN and WAN interfaces configured.

Cisco SDM Cisco Easy VPN Remote
Cisco Router and SDM allows users to easily configure the Cisco Easy VPN Remote with limited knowledge and information (usually provided

by the system administrator). The following steps are used to configure the deployment scenario using Cisco SDM:

Create a Cisco Easy VPN Remote
At Configure Mode, Select VPN/Easy VPN Remote/Create Easy VPN Remote (Figure 2) to launch the Cisco Easy VPN Remote Wizard.

To configure the Connection Information, take the following steps:

' Xauth allows authenticating a user after authenticating the gateway (for instance, the Cisco Easy VPN Remote/Client), provides good
authentication where certificates cannot be used and solves the issue of not knowing the IP address in advance.
* IPSec main mode device authentication is based on IP address and preshared key or digital certificate.
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e  Easy VPN tunnel name: ToHQ

e  Easy VPN Server

- Easy VPN server 1: 66.1.1.109

- Easy VPN server 2: 66.1.1.107

e Group: EZVPNgroup

e Key: ciscol23 (the key is displayed encrypted on screen)

e  Click Next

Figure 2. Cisco Easy VPN Remote Wizard
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For the Connection Characteristics Configuration, take the following steps:
e Mode: Client
e  Control: Auto
e Then click Next
To configure the User Authentication (Xauth), enter the following (optional) information:
e Check Save Xauth username and password on the router
e  Username: sdmuserl
e  Password: cisco123
e  Then click Next
For interfaces, enter the following information:
e Select the outside interface that is connected to the ISP (This example is FastEtherent0/1)
e Select the inside interfaces that you want to include in this VPN connection (This example is FastEthernet0/0)
e  Then click Next
¢  You will be prompted to enable IKE. If it is disabled, click OK
e  Click Finish
e Click Deliver

You will be directed to the Edit Easy VPN Remote screen and prompted for Secure Shell (SSH) Protocol username and password (Figure 3).

Encrypted username and password must be sent to the device to respond Xauth challenge from Cisco Easy VPN Server.
Figure 3. SSH Username and Password

Enter SSH Credentials x|

Flease type your S5H user name and password,

User Mame ||:i5|:|:|

Paszsward I |

Ok | Cancel Help

After the IKE SA is successfully established, the Cisco Easy VPN Remote waits for “username/password” challenge (Figure 4) and then

responds to the peer’s challenge.
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Figure 4. Xauth Username and Password
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After the IPSec tunnel is established, the Status will be changed to Up (Figure 5).
Figure 5. Cisco Easy VPN Remote Status
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If the Status is Down and no Xauth challenge occurs, click Test Tunnel to test the tunnel. Figure 6 shows the tunnel testing process.
Figure 6. Test Tunnel
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¥PN Troubleshooting
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Monitoring
Users can go to Monitor Mode and select VPN Status to view and verify the tunnel status. Figure 7 shows the IPSec Tunnels and IKE SA on
Cisco Easy VPN Remote.

Figure 7. IPSec Tunnels and IKE SA
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Cisco 10S Software Command-Line Interface (CLI)

The following CLIs are used to configure the same deployment scenario as above as opposed to the SDM.

The Cisco Easy VPN Remote Configuration

!
crypto isakmp enable
crypto ipsec client ezvpn ToHQ ! create a Cisco Easy VPN Remote named to
headgquarters
connect auto
mode client ! gpecify that VPN client is using NAT/PAT
group EZVPNgroup key ciscol23 ! match the group name EZVPNgroup and preshare key

! ciscol23 defined on the Cisco Easy VPN Server

peer 66.1.1.109 ! primary Cisco Easy VPN Server
peer 66.1.1.107 ! secondary Cisco Easy VPN Server
username sdmuserl password ciscol23 | save Xauth username/password in the server if

! the save password feature is enabled in server
interface FastEthernet0/0
crypto ipsec client ezvpn toHQ inside
interface FastEthernet0/1

crypto ipsec client ezvpn toHQ outside ! outside interface for the NAT/PAT translation

In summary, by using the Cisco SDM Cisco Easy VPN Wizards, users can generate Easy VPN Remote configuration easily and quickly with

minimum knowledge of Cisco IOS® Software commands and client-server IPSec VPN.
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