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Application Note

Cisco CNS Configuration Engine Provisioning with
the Cisco Router and Security Device Manager

Introduction

The Cisco® CNS Configuration Engine is a network management application that acts as a configuration service for automating the deployment
and management of network devices and services (Figure 1). The Cisco CNS Configuration Engine runs on the Cisco CNS 2100 Series

Intelligence Engine hardware platform.

Each Cisco CNS Configuration Engine manages a group of Cisco devices and services, storing their configurations and delivering them as

needed. The Cisco CNS Configuration Engine provides a scalable infrastructure for managing the large-scale deployment of Cisco devices.

The Cisco CNS 2100 Series platform is commonly deployed by service providers to enable a “zero-touch” deployment of Cisco low-end routers

in customer premises equipment (CPE) environments.

Figure 1 Cisco CNS Configuration Engine Architectural Overview
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Technology
The Cisco CNS Configuration Service is one of the core components of the Cisco CNS Configuration Engine. It consists of a configuration
server located at the Cisco CNS Configuration Engine that works in conjunction with configuration agents located at Cisco IOS® Software-

based routers. The CNS Configuration Service delivers device and service configurations to Cisco IOS routers for initial configurations and
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mass reconfigurations. Routers receive their initial configurations from the CNS Configuration Service when they start up on the network the

first time.

How to Configure CNS Configuration Agent on Cisco 10S Routers

To start CNS Configuration Agent and begin an initial configuration in a router, take following steps:
e  Configure the WAN interface for CNS configuration server connectivity
e  Enable the CNS Configuration Agent and download the initial configuration

e  Set the unique Cisco IOS router identifier used by Cisco CNS services.

In a Cisco deployment scenario:
e  The Cisco CNS configuration server: 172.28.49.99
e The unique Cisco IOS router identifier (CNS ID string): ciscol712

e The router is connected to a DSL modem using Point-to-Point Protocol over Ethernet (PPPoE) encapsulation

Cisco Security Device Manager

The Cisco Router and Security Device Manager (SDM) 1.1 Startup wizard is enhanced to include CNS Configuration Agent configuration to
provision the Cisco CNS Configuration Engine. When the Cisco SDM is launched the first time, the Cisco SDM Startup wizard appears (Figure
2). Click Next to begin configuring the router.

Figure 2 Cisco Security Device Manager Startup Wizard
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Startup Wizard

Startup

Welcome to Cisco Security Device Manager Startup Wizard

The Cizco Secunty Device Manager [SOM] Startup wizard guides you through a basic configuration that
will help pou do the fallowing:

- Mame the router.
- Change the Factory default LAN 1P address.

- Create & DHCF address pool for the LAM

- ldentify DS servers and pour organization's domain name.

[Conzult pour netwark. administrator or Internet Service Provider for thiz information]
- Create & WiaH connection.
- Create & Basic Firewall for the LAM and Wik connections.

- Make zettings that will enhance network, securnty and performance.

- Encrypt pazswords,

- dullowy o ko abkain a rouker configuration from a remote Cieco CHS semver

<Back| Mest » | Firizh | Eancell Help |
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Next, select Yes, my service provider has given me CNS server information, and click Next (Figure 3).

Figure 3 Cisco CNS Configuration Engine Provisioning

Startup Wizard |

Cizco CHS Conhguration Engine Provisioning

Startup

If your service provider uses Cisco Metwork Services [CMS), vou can provizion vour router uzsing the
Cizco CHS Configuration Engine. Inorder for SDM to contact the CHS server, you will need to enter
thie CMS information given to wou by your zervice provider,

& Yes, my service provider has given me CHS server information.

Mo, | will configure my router using SO Startup Wizard,

<Back| Mext » | Eirmzh | Eancell Help |

For Cisco CNS configuration server provisioning (Figure 4), take the following steps:
e  Enter the Cisco CNS server IP address or hostname: in this case enter IP address 172.28.49.99
e  Enter the CNS ID string: in this case, enter the hostname of the router: cisco1712
e  Enter the CNS password: ciscol712 (the password displayed encrypted on screen)

e  Click Next
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Figure 4 Cisco CNS Configuration Server Provisioning

Startup Wizard

S CNS Configuration Engine provisioning

Ifyour semice provider uses CHE, vau have been given the infarmation S0M needs ta
contact the CHES server. Enter this information below. If you use a hostname to identify
the CRE semver (example whn mysaner com), you will need to provide the IP address
of at least one domain name serqder in the next screen.

Enterthe CHE server IP
addrezs/Hozsthame:

|1 72.25.49.89

Enter the CHS 1D string: |ciscn1 712

Enterthe CHS passward: IdHHhhhhhht

<pack | Next» | Finish | cancel | Help |
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The IP address is used for the CNS configuration server. The Domain Name Server (DNS) is optional; leave it blank and click Next (Figure 5).
Figure 5 Domain Name Server Configuration

Startup Wizard

Domain Name Server Configuration
Startup

You can enter the [P addrezzes for bwo DS zervers in thiz zoreen. [ pouw uged a hosztname in the
previous screeh to identify the CMS server, pou must enter at least one DNS server [P address in this

zoreen. Your router must be given the IP address of a DMS server to resolve hostnames to [P
addrezses.

Frirnary DHS: I

Secondam DMNS: I [Dptional]

<Back| Mest » | Firizh | Eancell Help |
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Select a WAN interface detected by Cisco SDM (Figure 6). in this case, only one interface is detected and selected by default. Click Next.

Figure 6 WAN Connection Configuration

Startup Wizard

Startup

WAN Connection Configuration

500 has detected the router interfaces shown below. The Starbup wizard letz you configuie one Wik
connection. Thiz connechion iz uged to connect to the Internmet and contact the Cizco CHS Configuration

Engire.

Fleaze zelect one interface for configuration az aWwal connection and click Mest. Thiz will launch the
WAk wizard which lets pou complete the WAN configuration.

 LCreate a new WM connection

" Ethemet [PPPoE or Unencapsulated Routing]

<Back| Mest » | Firizh | Eancell Help |
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The Ethernet WAN Configuration Wizard is activated to configure the selected Ethernet WAN interface (Figure 7). Click Next.

Figure 7 Ethernet WAN Configuration Wizard

Ethernet Wizard |

Welcome to the Ethernet WAN Configuration Wizard

This wizard will allow you ta configure an Ethernet interface for Intermet connechivity,

Two types of Ethernet wiah connections are supported;

* PPPoE

*  nencapzulated Routing

Ta continue, click Mext.

<Back| Mext » | Eirmzh | Eancell Help |
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In thia case, the Cisco 1712 Security Access Router is connected to a DSL modem. The router will be configured as a PPPoE client. Check
Enable PPPoE encapsulation (Figure 8).

Figure 8 Encapsulation

Ethernet Wizard - FastEthernetn x|

w w Encapsulation

Interface: FastEthernetd

[fthe router is connected to a DSL moderm, vou may need to configure the router as a
PRFQE client. Your service provider can tell you if you need to do this.

¥ Enable PFFoE encapsulation

<pack | Next» | Finish | cancel | Help |
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Select the IP address. Figure 9 shows Easy IP (IP Negotiated). Then click Next.

Note: The IP address for the dialer interface can be obtained dynamically via IP Control Protocol (IPCP) (IP negotiated) from the

service provider, as in this case, therefore Easy IP (IP Negotiated) is used.

Figure 9 IP Address

Ethernet Wizard - FastEthernet x|

m ww IP Address

Enter the IP Address for this connection

" Static IP Address

|F Address: I

Subnet Mask: | ar I_@

" Dynamic (OHCP Client)

Host Marme: | (Dpticraly

C IF Unnumbered to  [ERI0 =

{*iEasw |P (P Megotiated):

<Back | Next> | Finish | cancel [ Help |

For authentication configuration (Figure 10), take the following steps:
e Authentication Type: in this case use CHAP
e  Username: ciscol1712
e  Password: cisco1712 (the password is displayed encrypted on screen)

e  Confirm Password: cisco1712 (the Confirm Password is displayed encrypted on screen)
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Figure 10 Authentication

Ethernet Wizard - FastEthernetn x|

WAN ww Authentication

Selectthe authentication type, and enteryour username and passward, provided
by your service provider,

Mote; [Fyour service provider has given you a username and password, and you
are unsure of the authentication trpe far this connection, select bhaoth CHAR and
PAP.

— CHAPIPAP

Authentication Type: ¥ CHAP [ PaP

Usernarne: Jeisco1712

[

Passward:

Caonfirm Password: I*

<pack | Next» | Finish | cancel | Help |

For Advanced Options (Figure 11), take the following steps:
e  Check Default Static Route

e  Select Use this Interface as Forwarding Interface for connecting the Cisco CNS configuration server to download initial

configuration

e Uncheck Port Address Translation; there is no need to configure the Port Address Translation (PAT) because the initial

configuration will include it

e  Click Next
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Figure 11 Advanced Options

Ethernet Wizard - FastEthernetn x|

m ww Advanced Options

There iz no static route configured on the router. A default static route ensures that
outgaing traffic will always be sent to another router on the network.

~Iv Default Static Route

" Use this Interface as Farwarding Interface

" MNext Hop IP Address

dfyour [SE has given you g Mext Hop IF Address enter it hiere)

PAT is not configured an any rauter interface. Configuring PAT allows multiple
devices on the LAN to share this WaAN connection,

["iPort Address Translation:

LA Imerface to be translated: *lani j

<pack | Next» | Finish | cancel | Help |

Next, click Finish and deliver the configuration.

Note: Save to router’s startup config is checked by default. When the router restarts, there is no need to reconfigure the CNS

Configuration Agent.

In summary, the Cisco CNS Configuration Engine provisioning Startup wizard facilitates router management when starting up configuration.
The user does not need any Cisco I0S router knowledge except the Cisco CNS configuration server and the WAN interface parameters provided

by the service providers.
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