= CHAPTER 21

VLAN Tag-Based Quality of Service

This chapter describes VLAN tag-based QoS and includes the following topics:
e VLAN Tag-Based QoS, page 21-1
e Restrictions for VLAN Tag-Based QoS, page 21-5
e Configuring VLAN Tag-Based QoS, page 21-7
e Configuration Examples for VLAN Tag-Based QoS, page 21-13
¢ Related Documents, page 21-15

VLAN Tag-Based QoS

The QoS—VLAN Tag-Based feature enables you to apply a single QoS policy, referred to as a
VLAN-group policy, to a group of IEEE 802.1Q VLAN subinterfaces.

In releases prior to Cisco I0S Release 12.2(31)SB2, you can apply a QoS policy to an interface or a
specific subinterface. When applied on the main interface, all of the VLAN subinterfaces configured on
the interface inherit the QoS policy of the main interface. When applied to a specific subinterface, each
subinterface has its own QoS policy.

In some instances, however, service providers might configure customers in such a way that a single QoS
policy is needed for multiple VLAN subinterfaces, but not for all of the subinterfaces configured on the
main interface. The QoS—VLAN Tag-Based feature addresses this need by allowing multiple
subinterfaces to be treated as an aggregated whole, binding all of the matching subinterfaces together
under a single QoS policy.

The configuration of the QoS—VLAN Tag-Based feature entails the creation of VLAN-group classes
and the creation of a VLAN-group policy map. Class maps define the groups of VLAN subinterfaces and
enable the router to classify multiple VLAN s as belonging to the same traffic class: a VLAN-group class.
The QoS VLAN-group policy map defines the QoS services for specific VLAN groups and for
subinterfaces that do not belong to a specific VLAN group.

You apply the VLAN-group policy to the main interface and if a VLAN subinterface matches one of the
VLAN-group classes defined in the VLAN-group policy, the VLAN subinterface and all of the sessions
established on that subinterface inherit the QoS services defined for that particular VLAN-group class.
If more than one VLAN subinterface matches one of the VLAN-group classes, then the router treats all
of the matching VLAN subinterface traffic as an aggregated whole and applies the single VLAN-group
policy to the traffic—in particular that portion of the VLAN-group policy that defines QoS services for
that specific VLAN-group class.
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For hierarchical QoS policies, the router applies the parent shape rate to each group of VLANSs. At most,
a single VLAN can have a throughput equal to the parent shape rate. If all of the VLANSs within the
VLAN group are active, the aggregate traffic of all active VLAN-group members is limited to the shape
rate.

In an 802.1Q VLAN implementation, the router passes a packet to the dotlg-encapsulated subinterface
only if the VLAN ID of the packet matches the VLAN ID configured for the subinterface. Otherwise,
the router passes the packet to the main interface. Therefore, you must create a subinterface with a
specific VLAN ID before the router can apply QoS on a VLAN ID that is configured as part of a VLAN

group.

Feature History for VLAN Tag-Based QoS

Cisco IOS Release Description Required PRE
Release 12.2(31)SB22  This feature was introduced and implemented on the PRE2
Cisco 10000 series router for the PRE2 and PRE3. PRE3

VLAN-Groups

A VLAN-group is a traffic class that potentially consists of multiple IEEE 802.1Q VLAN subinterfaces.
A class map defines the VLAN group and the match criteria the router uses to classify the traffic as
belonging to a specific VLAN group. All of the subinterfaces belonging to a VLAN group share the
bandwidth allocated to the group and share the same class queue.

The match vlan command allows you to specify the VLANSs you want to include in a VLAN group. The
configuration of a VLAN group can include individual VLAN ID values or a range of values. For
example, VLANs with IDs 3, 5-8, and 10 can form a VLAN group. The router treats the VLANs
specified in a VLAN group as an aggregate whole.

Note  If you specify the match vlan command in a class map, you cannot specify other match commands in
the same class map. Use the match vlan command only for VLAN grouping.

Only Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces support VLAN groups. For outbound
VLAN tag-based policies, use a shape command for each VLAN group.

VLAN-Group Policy Map

A VLAN-group policy map defines QoS services for traffic classes that consists of multiple IEEE
802.1Q VLAN subinterfaces (see the “VLAN-Groups” section on page 21-2). In this way, you can apply
a single QoS policy to multiple VLANSs belonging to specific VLAN-group classes.

You can attach a VLAN-group policy map to only the main interface. The subinterfaces on the main
interface inherit the service policy.

The amount of policy space used is equivalent to the number of VLAN groups defined in the policy,
including the VLAN groups defined in match-VLAN class maps and in the class-default class. The limit
of available policy space is equivalent to 4096 policy maps.
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" " For example, consider the following sample configuration:
policy-map Input_Parent
class vlangrpl
police percent 10
service-policy Childl
class vlangrp?2
police percent 30 1
class vlangrp3
shape 512000
service-policy Child2
class vlangrp4
police 8000
service-policy Child3

— The class vlangrpl is a valid configuration for input traffic because it has a non-queuing action
(policing) defined before the Child1 service policy is applied.

— The class vlangrp2 is a valid configuration because non-queuing actions are permitted for input ,
policies.

— The class vlangrp3 is an invalid configuration for this input parent policy because it contains a
queuing action (shape).

S

Note  If this was an output parent policy, the class vlangrp3 would be a valid configuration because
queuing actions such as shape are permitted for output policies.

— The class vlangrp4 is a valid configuration for an input parent policy because it contains a
non-queuing action (police) before applying the child service policy.

e For an output parent policy, the PRE2 allows you to configure only the shape command on the
parent class. The PRE3 allows you to configure the shape command and the bandwidth remaining
ratio command on the parent class. The bandwidth remaining ratio command allows you to define
a proportionate share of the bandwidth for allocation to VLAN groups during periods of congestion.,
For example, the following sample configuration shows how to configure an output parent policy: *

policy-map Egress_Parent S

class vgrpl
shape 128000
service-policy Child3
class vgrp2 5
shape 512000
service-policy Child2
class class-default
shape 2000000
service-policy Childl

e For input policies, if you apply a child QoS policy to a VLAN-group traffic class (created using the
match-vlan command in a class map), you must first configure a policing action. The router
supports non-queuing actions (policing) for input policies, and both queuing (shaping) and
non-queuing (policing) actions for output policies. )

e If you attach a VLAN-group policy in the outbound direction, configure a shaper for each VLAN
group so that the group has its own VIMS link. Otherwise, the traffic for that VLAN group uses the
VTMS link and queues of the main interface.

e For VLAN-based classes with multiple VLAN match filters defined, traffic accounting is updated
as an aggregate under the first match-VLAN filter for the class in the policy. The router does not
maintain individual match-VLAN filter statistics.

Cisco 10000 Series Router Quality of Service Configuration Guide
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System Limits for VLAN Tag-Based QoS

Table 21-1 lists the system limits for VLAN tag-based QoS.

Table 21-1 System Limits for VLAN Tag-Based QoS

Class Maps VLAN Groups Total Number Class Maps
per Policy Map' per VLAN-Group Policy per VLAN-Group Policy?
255 255 64

1. Excludes the class-default class map.

2. Includes the class maps configured for child policies applied to each match-VLAN class and includes the class-default class
of the VLAN-group policy.

Statistical Information for VLAN-Group Policies and Classes

The router displays packet statistics for VLAN-group policies using the modular QoS command-line
interface (MQC) show commands. Statistical information displayed for VLAN groups represents the
aggregate traffic of all of the subinterface members of the specific VLAN group.

The router updates match-VLAN filter statistics only for the aggregate traffic through the VLAN groups.

VLAN Tag-Based QoS on the PRE2 and PRE3

Table 21-2 describes support for various features on the PRE2 and PRE3 when configured with the
QoS—VLAN Tag-Based feature.

Table 21-2 VLAN Tag-Based QoS on the PRE2 and PRE3
Feature PRE2 PRE3
Aggregate priority queues | Not supported Supported.

Aggregate priority queues should be well within
90% of the maximum rate to guarantee
performance.

Aggregate WRED

Not supported

Supported

Allows a maximum of 8 profiles per class and a
total of 21 profiles in a policy.

Bandwidth remaining ratio

Not supported

Supported at the parent level of VLAN QoS
policies.

VLAN-group policies

Supports simultaneous VLAN-group policy
and subinterface policies that are not part of
the VLAN-group policy.

Does not support both VLAN-group policies and
subinterface policies on the same link
simultaneously.
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Table 21-2 VLAN Tag-Based QoS on the PRE2 and PRE3 (continued)

Feature

PRE2 PRE3

Multiple levels of priority
queues

Not supported Supported

Provides for 2 levels of priority queues.

Strict priority queues

Supported No supported

Supports a strict priority queue without a
policer. However, we recommend that you
use policers with the priority queue to avoid
bandwidth starvation of other class queues.

Restrictions f

or VLAN Tag-Based QoS

When configuring a VLAN tag-based QoS policy map, the router applies the policy to one Ethernet
port and only to the VLANS on that particular port.

Class maps that contain the match vlan command cannot contain any other classification criteria.

Currently, the match vlan command is used only to group VLAN subinterfaces. Do not use the
command for any other purpose.

The match vlan counters update only for one-level QoS policies; they do not update for hierarchical
QoS policies.

The router does not support applying a VLAN-group policy to a virtual template.

The router does not support the random-detect and priority commands for traffic classes created
using the match-vlan command in class maps.

When creating a class map with the match vlan command, configure the match-any command as
the match type.

You cannot specify traffic classes created using the match-vlan command in the following policies:
— Child policies
— Policies attached to an interface other than a Fast Ethernet or Gigabit Ethernet interface

— Policies in which a non-VLAN-based traffic class exists. (This does not include the
class-default class.)

VLAN group members across the VLAN groups in a VLAN-group policy are mutually exclusive.
Do not use VLAN ID 1 in a VLAN group unless you create a subinterface with VLAN ID 1.

For the PRE2, if a policy map specifies a particular VLAN ID, you cannot apply any service policy
map to subinterfaces that have that particular VLAN ID (or dotlq ID). However, on the PRE3, you
cannot apply policies to the main interface and to subinterfaces, even if the subinterface does not
have a matching VLAN-group ID.

You can apply a VLAN-group policy map only to the main interface; you cannot apply it to
subinterfaces.

You cannot add VLAN-group traffic classes to a policy that already has QoS services defined for
traffic classes, even if the class configuration is only the class-default class.

In a class map, you can specify only the match vlan command as the classification criteria if QoS
services are defined for the corresponding traffic class in the parent policy (top-level in a three-level
policy) of a hierarchical policy.
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In a class map, you cannot specify the match-vlan command as the classification criteria if QoS
services are defined for the corresponding traffic class in a child policy of a hierarchical policy.

You can apply a child policy to any traffic class in a VLAN-group policy map. The child policy is
not restricted to being applied only to the class-default class.

In a VLAN-group policy map, if you apply a child service policy to a traffic class of an input parent
policy, you must configure a non-queuing action such as policing before you apply the child policy.
You cannot configure any queuing actions for the parent class, such as shaping, priority, or
class-based weighted fair queuing (CBWFQ).

For example, consider the following sample configuration:

policy-map Input_Parent
class vlangrpl
police percent 10
service-policy Childl
class vlangrp2
police percent 30
class vlangrp3
shape 512000
service-policy Child2
class vlangrp4
police 8000
service-policy Child3

— The class vlangrpl1 is a valid configuration for input traffic because it has a non-queuing action
(policing) defined before the Child1 service policy is applied.

— The class vlangrp?2 is a valid configuration because non-queuing actions are permitted for input
policies.

— The class vlangrp3 is an invalid configuration for this input parent policy because it contains a
queuing action (shape).

~

Note  If this was an output parent policy, the class vlangrp3 would be a valid configuration because
queuing actions such as shape are permitted for output policies.

— The class vlangrp4 is a valid configuration for an input parent policy because it contains a
non-queuing action (police) before applying the child service policy.

For an output parent policy, the PRE2 allows you to configure only the shape command on the

parent class. The PRE3 allows you to configure the shape command and the bandwidth remaining
ratio command on the parent class. The bandwidth remaining ratio command allows you to define
a proportionate share of the bandwidth for allocation to VLAN groups during periods of congestion.

You can configure the shape command and service-policy command for a traffic class of an output
parent policy.

For example, the following sample configuration shows how to configure an output parent policy:

policy-map Egress_Parent
class vgrpl
shape 128000
service-policy Child3
class vgrp?2
shape 512000
service-policy Child2
class class-default
shape 2000000
service-policy Childl
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For the input direction, if you apply a QoS policy to a match-vlan traffic class, you must configure
a police action.

If you attach a VLAN-group policy in the outbound direction, configure a shaper for each VLAN
group so that the group has its own VIMS link. Otherwise, the traffic for that VLAN group uses the
VTMS link and queues of the main interface.

For VLAN-based classes with multiple VLAN match filters defined, traffic accounting is updated
as an aggregate under the first match-VLAN filter for the class in the policy. The router does not
maintain individual match-VLAN filter statistics.

You cannot delete a match-VLAN filter from a class map if only a single filter is configured in the
class map. You can modify the class map filters either by deleting the class from the policy or adding
the required VLAN filters to the class before deleting all of the VLAN filters from the class map.

Although the router supports QinQ subinterfaces, the VLAN Tag-Based feature does not support
QinQ subinterfaces under a VLAN group. You can use only 802.1Q subinterfaces for VLAN groups.
These subinterfaces have a single inner VLAN ID.

Configuring VLAN Tag-Based QoS

To configure VLAN tag-based QoS, perform the following configuration tasks:

Configuring VLAN-Group Class Maps, page 21-8
Configuring a VLAN-Group Policy, page 21-9

Configuration Guidelines for VLAN Tag-Based QoS

Configure the match-vlan command as the only filtering criteria for a class map.

If you attempt to apply a policy map that includes a traffic class for which the match-vlan command
and other match commands are configured, the attempt fails and an error message displays.

Configure the match-any command with the match-vlan command.

A class map configured for classification of VLAN-group traffic must match any of the specified
VLAN criteria. If you do not specify the match-any command as part of the class map match-vlan
criteria and you attempt to specify that class in a policy map, the attempt fails and an error message
displays.

Configure VLAN-group traffic classes (created using the match-vlan command in a class map) only
in the parent class of hierarchical policy maps. For example, in a three-level hierarchical policy, the
parent class is the topmost level of the policy.

If you attempt to configure a VLAN-group traffic class in a child policy, the attempt fails and an
error message displays.

Attach VLAN-group policies (policies containing match-vlan traffic classes) only to Fast Ethernet
and Gigabit Ethernet interfaces.

Do not attach a policy map to an 802.1Q VLAN subinterface with a VLAN ID if the subinterface is
part of a VLAN-group with a defined policy.

If an 802.1Q VLAN subinterface has a VLAN ID that is specified as part of a VLAN-group and a
VLAN-group policy is attached to an interface, if you attempt to attach a QoS policy to the
subinterface participating in the VLAN group, the attempt fails and an error message displays.

Attach child policies under any class defined in a VLAN-group policy.

[ oL-7433-09
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For a VLAN-group policy, you are not required to only attach child policies under the class-default
class of a parent policy. You may apply child policies to the class-default class of another child
policy, the class-default class of a parent policy, or to other classes defined in parent and child
policies.

~

Note  This applies only to VLAN-group policies. For other QoS policies, you must apply child
policies only to the class-default class of a parent policy.

Do not configure any other QoS actions for a parent class if you apply a child policy to that class.

For a VLAN-group policy, if a class of a parent policy map specifies the service-policy command,
do not configure any other QoS actions for that class.

Configure only the shape command in outbound parent classes of a VLAN-group policy if a child
policy is applied to that class.

Configuring VLAN-Group Class Maps

To configure a VLAN-group class map, which creates a VLAN-group traffic class, enter the following
commands beginning in global configuration mode:

Command

Purpose

Step1  Router(config)# class-map match-any Creates or modifies a traffic class. Enters class-map

class-map-name

configuration mode.

(Optional) match-any indicates that if the VLAN ID of a
packet matches any of the specified VLAN IDs, classify the
packet as belonging to the traffic class.

Note The router does not support the match-all keyword
for VLAN-based classification.

class-map-name is the name of the class map. You can
specify the class-default class as the class map name to
configure a traffic class to which the router assigns all of the
traffic that does not match another configured class.

Step2  Router(config-cmap)# match vlan vlanid Configures VLANS as the criteria the router uses to match

packets to the traffic class.

vlanid is a VLAN identification number(s) or a range of
numbers. Valid values are from 1 to 4095.

Examples

The following example configuration creates a VLAN group named customerl with VLANs 2, 3,4, 5,
and 7 as members of the group:

Router> enable

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # class-map match-any customerl

Router (config-cmap) # match vlan 2 3-5 7

Router (config-cmap) # exit
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Configuring VLAN Tag-Based QoS

Use the following configuration tasks to configure a VLAN-group policy:
¢ Configuring QoS Policies for Traffic Classes—Inbound VLAN Group and Class-Default Classes,

page 21-9

e Configuring QoS Policies for Traffic Classes—Outbound VLAN Group and Class-Default Classes,

page 21-10

e Attaching VLAN Tag-based Policies, page 21-12

Configuring QoS Policies for Traffic Classes—Inbound VLAN Group and Class-Default Classes

Step 1

Step 2

Step 3

Step 4

Step 5

The class-default class is the only non-VLAN-group class allowed in a VLAN-group policy.

To configure an inbound QoS policy for VLAN-group traffic classes and the class-default class, enter
the following commands beginning in global configuration mode:

Command

Purpose

Router (config)# policy-map policy-map-name

Creates or modifies a policy map for inbound traffic. Enters
policy-map configuration mode.

policy-map-name is the name of the inbound policy map.
The name can be a maximum of 40 alphanumeric
characters.

Router (config-pmap) # class vgrp-cmap-name

Assigns the traffic class you specify to the inbound policy
map. Enters policy-map class configuration mode.

vgrp-cmap-name is the name of a previously configured
match-vlan class map.

Router (config-pmap-c)# service-policy
policy-map-name

Applies the policy map you specify to the inbound
VLAN-group traffic class.

policy-map-name is the name of the policy map that you
want to apply to the traffic class.

Router (config-pmap-c)# class class-default

Configures the class-default class for inbound traffic.

Note  The router uses the class-default class to apply QoS
services to all of the traffic that does not belong to
any other VLAN-group traffic class.

Router (config-pmap-c)# service-policy
policy-map-name

Applies the policy map you specify to the inbound default
traffic class.

policy-map-name is the name of the policy map that you
want to apply to the default traffic class.

[ oL-7433-09
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Example

The following example configuration shows how to configure a VLAN-group policy for inbound traffic.
In the example, QoS policies are created for VLAN traffic (policyl and policy2) and for default traffic
(policy5). The policy map named input applies QoS services to VLAN groups and to the class-default
class for all of the inbound traffic that does not belong to the VLAN groups classes.

Router (config) # policy-map policyl

Router (config-pmap)# class vgrp2

Router (config-pmap-c)# police percent 20
Router (config-pmap-c)# class vgrpl

Router (config-pmap-c)# set cos 2

|

Router (config) # policy-map policy2

Router (config-pmap) # class vgrpl

Router (config-pmap-c)# police 64000

Router (config-pmap-c)# class vgrp2

Router (config-pmap-c)# police 512000

|

Router (config) # policy-map policy5

Router (config-pmap)# class class-default
Router (config-pmap-c)# police 8000

|

Router (config) # policy-map input

Router (config-pmap)# class vgrp-customerl
Router (config-pmap-c)# police 512000

Router (config-pmap-c)# service-policy policyl
Router (config-pmap-c)# class vgrp-customer2
Router (config-pmap-c)# police percent 20
Router (config-pmap-c)# service-policy policy2
Router (config-pmap-c)# class class-default
Router (config-pmap-c)# police 512000

Router (config-pmap-c)# service-policy policy5

Configuring QoS Policies for Traffic Classes—Quthound VLAN Group and Class-Default Classes

To configure an outbound QoS policy for VLAN group traffic classes and the class-default class, enter
the following commands beginning in global configuration mode:

Command or Action

Purpose

Slep1 Router (config)# policy-map policy-map-name

Creates or modifies a policy map for outbound traffic.

policy-map-name is the name of the outbound policy map.
The name can be a maximum of 40 alphanumeric
characters.

SlepZ Router (config-pmap) # class class-map-name

Assigns the traffic class you specify to the outbound policy
map. Enters policy-map class configuration mode.

class-map-name is the name of a previously configured
class map and is the traffic class for which you want to
define QoS actions. For a VLAN-group policy, specify the
name of a VLAN group traffic class.

[l Cisco 10000 Series Router Quality of Service Configuration Guide
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Command or Action Purpose

Step3  Router(config-pmap-c)# shape [average] Shapes traffic to the indicated bit rate.
mean-rate
(Optional) average indicates that the Committed Burst (Bc)

is the maximum number of bits sent out in each interval.

(Optional) mean-rate is also called committed information
rate (CIR). Indicates the bit rate used to shape the traffic, in
bits per second. When this command is used with backward
explicit congestion notification (BECN) approximation, the
bit rate is the upper bound of the range of bit rates that will
be permitted.

Step4  Router (config-pmap-c)# service-policy (Optional) Applies the policy map you specify to the
policy-map-name outbound traffic class.

policy-map-name is the name of the policy map that you
want to apply to the traffic class.

Step5 Router(config-pmap-c)# class class-default Configures the class-default class for outbound traffic.

The router uses the class-default class to apply QoS services
to all of the traffic that does not belong to any other traffic
class.

Step6  Router(config-pmap-c)# shape [average] Shapes the default traffic to the indicated bit rate.
mean-rate
(Optional) average indicates that the Committed Burst (Bc)

is the maximum number of bits sent out in each interval.

(Optional) mean-rate is also called committed information
rate (CIR). Indicates the bit rate used to shape the traffic, in
bits per second. When this command is used with backward
explicit congestion notification (BECN) approximation, the
bit rate is the upper bound of the range of bit rates that will
be permitted.

Step7  Router(config-pmap-c)# service-policy Applies the policy map you specify to the outbound default
policy-map-name traffic class.

policy-map-name is the name of the policy map that you
want to apply to the default traffic class.

Example

The following example configuration shows how to configure a QoS policy for outbound VLAN-group
traffic. In the example, QoS policies are created for VLAN traffic (policy! through policy4) and for
default traffic (policy5). The policy map named output applies QoS services to VLAN groups and to the
class-default class for all of the traffic that does not belong to the VLAN groups classes.

Router (config)# policy-map policyl
Router (config-pmap-c)# class vgrpl
Router (config-pmap-c)# set cos 2
Router (config-pmap) # class vgrp2
Router (config-pmap-c)# police percent 20
|

Router (config) # policy-map policy2
Router (config-pmap) # class vgrp2
Router (config-pmap-c)# police 512000
Router (config-pmap-c)# class vgrpl
Router (config-pmap-c)# police 64000

Cisco 10000 Series Router Quality of Service Configuration Guide
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Router (config)# policy-map policy3
Router (config-pmap) # class vgrp2

Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #

Router (config-pmap-c) #
|

(
(
(
(
(
(

bandwidth 64000
police percent 20
class vgrpl
random-detect dscp 6

Router (config) # policy-map policy4
Router (config-pmap)# class vgrp2

(
(
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
(

Router (config-pmap-c) #
|

bandwidth 128000
police percent 10
class vgrpl
bandwidth 64000
random-detect dscp 3

Router (config) # policy-map policy5
Router (config-pmap)# class class-default

Router (config-pmap-c) #
|

police 32000

Router (config) # policy-map output-policy
Router (config-pmap)# class vgrp-customerl

(
(
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #
Router (config-pmap-c) #

shape 2000000
service-policy policy3
class vgrp-customer2
shape 512000
service-policy policy4
class class-default
shape 128000
service-policy policy5

VLAN Tag-Based Quality of Service |

Attaching VLAN Tag-based Policies

You must attach a VLAN tag-based policy to a main interface. The router does not support a VLAN

tag-based policy on a subinterface.

To attach a VLAN tag-based policy to an interface, enter the following commands beginning in global

configuration mode:

Command or Action

Purpose

Step 8

Router (config) # interface slot/module/port

Creates or modifies the interface you specify. Enters
interface configuration mode.

type is the interface type, which must be Ethernet, Fast
Ethernet, or Gigabit Ethernet.

slot/modulelport.subinterface is the number of the
subinterface that identifies the subinterface (for example,
1/0/0.1).

(Optional) point-to-point indicates that the subinterface
is a point-to-point subinterface.

(Optional) multipoint indicates that the subinterface is a
point-to-multipoint subinterface.
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Command or Action Purpose

Step9  Router(config-if)# encapsulation dotlq vlan-id Enables IEEE 802.1Q encapsulation of traffic on the
specified subinterface in a virtual LAN (VLAN

vlan-id is the virtual LAN identifier. The allowed range is
from 1 to 4095. For the IEEE 802.1Q-in-Q VLAN Tag
Termination feature, the first instance of this argument
defines the outer VLAN ID, and the second and
subsequent instances define the inner VLAN ID.

Step10 Router (config-if)# service-policy [input | Applies the policy map you specify to the interface.
output] policy-map-name . L . . .
input indicates to apply the policy to inbound traffic.

output indicates to apply the policy to outbound traffic.

policy-map-name is the name of the policy map that you
want to apply to the traffic class.

Example

The following example configuration shows how to attach a VLAN tag-based policy named policy1 to
the Gigabit Ethernet main interface 1/0/0 for outbound traffic.

Router (config) # class-map match-any vlan-customerl
Router (config-cmap) # match vlan 10 -20

Router (config-cmap)# class-map child

Router (config-cmap) # match prec 1

Router (config-cmap) # exit

Router (config) # policy-map child-custl

Router (config-pmap)# class child

Router (config-pmap-c)# bandwidth percent 10

Router (config-pmap-c)# exit

Router (config-pmap) # policy-map policyl

Router (config-pmap) # class vlan-customerl

Router (config-pmap-c)# shape 10000000

Router (config-pmap-c)# service-policy child-custl
|

Router (config)# interface GigabitEthernet 1/0/0.1
Router (config-subif)# encapsulation dotlqg 10
Router (config-subif)# interface GigabitEthernet 1/0/0
Router (config-if)# service-policy output policyl

Configuration Examples for VLAN Tag-Based QoS

This section provides the following configuration examples:
e Configuring a VLAN Tag-Based QoS Policy: Example, page 21-14
e Configuring a VLAN Tag-Based QoS Policy: Invalid Configuration Example, page 21-14
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Configuring a VLAN Tag-Based QoS Policy: Example

The following configuration example shows how to configure a VLAN tag-based QoS policy using the
PRE3 hierarchical queuing framework. In the example, the policy map named servicel defines QoS
services for two VLAN traffic classes: vlans_5_to_10 and vlans_11_to_14. The child-policyl defines
QoS services for voice, video, data, and default traffic, and is applied to both of the VLAN classes in
servicel.

policy-map child-policyl
class voip
police 1000000
priority level 1

class video
police 5000000
priority level 2

class data
bandwidth remaining ratio 500

class class-default
bandwidth remaining ratio 1

policy-map servicel
class vlans_5_to_10
shape average 10000000
bandwidth remaining ratio 100
service-policy child-policyl

class vlans_11_to_14
shape average 10000000
bandwidth remaining ratio 100
service-policy child-policyl

Configuring a VLAN Tag-Based QoS Policy: Invalid Configuration Example

The following configuration example shows an invalid configuration in which the subinterface-shaper
policy is attached to the Gigabit Ethernet subinterface 1/1/1.5 and the vlangroup-shapers policy is
attached to the main interface, Gigabit Ethernet interface 1/1/1. In this example, the traffic classes
defined in the subinterface-shaper policy match the VLAN-group classes in the vlangroup-shapers
policy. As a result, this configuration is invalid because the router does not support the attachment of a
QoS policy on a subinterface that matches any of the VLAN-group traffic classes in a policy attached to
the main interface.

policy-map subinterface-shaper
class class-default
shape average 10000000
|
policy-map vlangroup-shapers
class vlan_b5_to_10
shape average 10000000

class vlan_11_to_14
shape average 10000000
!
interface GigabitEthernet 1/1/1
service-policy output vlangroup-shapers
|

interface GigabitEthernet 1/1/1.5

Cisco 10000 Series Router Quality of Service Configuration Guide



| Chapter21  VLAN Tag-Based Quality of Service

Related Documents

encapsulation dotlg 5
service-policy output subinterface-shaper

Related Documents

Related Topic Document Title

802.1Q VLANSs Configuring 10S Wide-Area Networking Configuration Guide,
Release 12.2

Configuring Broadband Access: PPP and Routed Bridge
Encapsulation > Configuring PPPoE over IEEE 802.1Q VLANs

Bandwidth and priority queues Comparing the Bandwidth and Priority Commands of a QoS Service
Policy
Bandwidth starvation Cisco 10000 Series Router Quality of Service Configuration Guide

Prioritizing Services > Low-Latency Priority Queuing >
Bandwidth Starvation

Congestion management QoS Congestion Management (Queuing), Introduction

Hierarchical policy maps Cisco 10000 Series Router Quality of Service Configuration Guide
Defining QoS for Multiple Policy Levels

Policing and shaping Cisco 10S Quality of Service Solutions Configuration Guide,
Release 12.2

Priority queues Cisco I0S Quality of Service Solutions Configuration Guide,
Release 12.2

Part 2: Congestion Management > Configuring Priority Queues

Cisco 10000 Series Router Quality of Service Configuration Guide
[ oL-7433-00 .m


http://www.cisco.com/en/US/products/hw/routers/ps133/products_configuration_guide_chapter09186a008061c359.html
http://www.cisco.com/en/US/products/hw/routers/ps133/products_configuration_guide_book09186a00805b9497.html
http://www.cisco.com/en/US/tech/tk543/tk757/technologies_tech_note09186a0080103eae.shtml
http://www.cisco.com/en/US/tech/tk543/tk757/technologies_tech_note09186a0080103eae.shtml
http://www.cisco.com/en/US/products/hw/routers/ps133/products_configuration_guide_book09186a00805b9497.html
http://www.cisco.com/en/US/products/hw/routers/ps133/products_configuration_guide_chapter09186a008061c36b.html#wp1041436
http://www.cisco.com/en/US/tech/tk543/tk544/tsd_technology_support_protocol_home.html

Chapter21  VLAN Tag-Based Quality of Service |

I Related Documents

Cisco 10000 Series Router Quality of Service Configuration Guide



	VLAN Tag-Based Quality of Service
	VLAN Tag-Based QoS
	Feature History for VLAN Tag-Based QoS
	VLAN-Groups
	VLAN-Group Policy Map
	Modification of a VLAN-Group Policy Map

	VLAN ID
	VLAN-Group Policies and Inheritance
	Aggregate Session Traffic
	System Limits for VLAN Tag-Based QoS
	Statistical Information for VLAN-Group Policies and Classes
	VLAN Tag-Based QoS on the PRE2 and PRE3

	Restrictions for VLAN Tag-Based QoS
	Configuring VLAN Tag-Based QoS
	Configuration Guidelines for VLAN Tag-Based QoS
	Configuring VLAN-Group Class Maps
	Examples

	Configuring a VLAN-Group Policy
	Configuring QoS Policies for Traffic Classes-Inbound VLAN Group and Class-Default Classes
	Configuring QoS Policies for Traffic Classes-Outbound VLAN Group and Class-Default Classes
	Attaching VLAN Tag-based Policies


	Configuration Examples for VLAN Tag-Based QoS
	Configuring a VLAN Tag-Based QoS Policy: Example
	Configuring a VLAN Tag-Based QoS Policy: Invalid Configuration Example

	Related Documents



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


