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Report Samples for Monitor and Reports

This appendix provides sample Cisco PVM reports and detailed descriptions of report fields. The suites 
and individual reports shown here are available under both the Monitor and Report tabs in the Cisco 
PVM GUI. 

This appendix includes the following sections:

• Report Suites Overview, page B-1

• Sample Reports by Suite, page B-5

Report Suites Overview
Table B-1 describes the report suites available under both Monitor and Reports.

Table B-1 Report Suites

Suite Description

Application Provides the ability to see which applications are consuming network bandwidth, 
and reports on the number of packets and bytes for each application protocol.

Hosts Provides an analysis of the traffic for each specific host. These reports display data 
on the host IP address, in/out packets, in/out bytes, and non-unicast, broadcast, and 
multicast packets collected.

Conversations Displays data on the conversation traffic between various sources and destinations. 
Information displayed includes source IP address, destination IP address, packets 
and bytes.

DSCP Group Displays data on specific encoded information related to how packets traverse the 
network. These reports display data on the Aggregation Group, in/out packets, 
in/out bytes, application protocols, and host IP addresses.

Switch/Router Displays the port name, bytes, packets, broadcast packets, multicast packets, link 
utilization, and errors collected for switches and routers.

VLANs Displays data on the VLAN ID, errors, packets, bytes, non-unicast packets, and 
non-unicast bytes collected.
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General Report Formats
All reports contain hyperlinks, which allow drill-down to related reports. For example, the Applications 
Report contains protocol names as hyperlinks, which jump to the Application Details Report when 
clicked. Information about using drill-down links is available in both the Monitor and Reports chapters 
of this guide.

Additionally, tabular reports contain blue “T” and “R” hyperlinks in each table row. These links are used 
to open the Trend report and Real-Time Chart, respectively, for individual sources, such as protocols or 
hosts. Information about using Trend reports and Real-Time Charts is available in the Monitor and 
Reports chapters of this guide.

Finally, column header names in Cisco PVM reports contain sorting arrows that display a new window 
with data sorted in either ascending or descending order (see Figure B-1). 

Figure B-1 Sorting Arrows

Sample Report Views
Report data can be viewed in different ways.

• Current Rates—Displays the statistics collected over the selected time period.

• Cumulative Rates—Displays the statistics collected for the selected report element since the 
collection was created or within the selected time period.

• TopN—Displays the data collected for the TopN selected report elements, such as Hosts, VLANs, 
or Hosts, over the selected time period.

The following figures show samples of the Cumulative Rates (Figure B-2), Current Rates (Figure B-3), 
and TopN (Figure B-4) report views for the Monitor – Applications report.

Note The value of N in TopN reports is configured, under Setup > Preferences, to values from 1—15. See 
Editing Preferences, page 2-50 for information on configuring the system-wide value of N for all TopN 
reports.
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Figure B-2 Cumulative Rate Report View
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Figure B-3 Current Rate Report View

Figure B-4 TopN Report View
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Note The report samples shown in the remainder of this appendix are Cumulative Rate views only.

Sample Reports by Suite
This section describes individual reports under each suite:

• Applications, page B-5

• Hosts, page B-7

• Conversations, page B-11

• DSCP Group, page B-12

• Switch/Router, page B-16

• VLANs, page B-19

Applications
These reports provide the ability to see which applications are consuming network bandwidth. The 
Applications suite contains the following reports:

• Applications Report, page B-5

• Application Details Report, page B-6

Applications Report

The Applications Report (Figure B-5) provides the number of packets and bytes collected for each 
application protocol.
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Figure B-5 Sample Applications Report

Table B-2 describes the fields in the Applications Report.

Application Details Report

The Application Details Report (Figure B-6) may be accessed via drill-down from the Applications 
Report or directly from the navigation menu. It lists, for a selected protocol, the host, in/out packets, and 
in/out bytes to provide a detailed view of the application traffic for each host.

Note The Application Details report is not available as a report selection in the Monitor GUI. However, you 
can drill down to this report from the Applications report

Table B-2 Applications Report Field Descriptions

Field Description

Protocol Name of the application protocol.

Packets Number of packets collected.

Bytes Number of bytes collected.
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Figure B-6 Sample Application Details Report

Table B-3 describes the fields in the Application Details Report.

Hosts
Host reports provide an analysis of the traffic for each specific host, including host IP and MAC 
addresses. The Hosts suite contains the following reports:

• Hosts (IP) Report, page B-7

• Hosts (MAC) Report, page B-8

• Host Details Report, page B-9

Hosts (IP) Report

The Hosts (IP) Report (Figure B-7) displays detailed traffic information by host IP address.

Table B-3 Application Details Report Field Descriptions

Field Description

Host IP IP address of each host using the selected protocol.

In Packets Number of inbound packets collected.

Out Packets Number of outbound packets collected.

In Bytes Number of inbound bytes collected.

Out Bytes Number of outbound bytes collected.
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Figure B-7 Sample Hosts (IP) Report

Table B-4 describes the fields in the Hosts (IP) Report.

Hosts (MAC) Report

The Hosts (MAC) Report (Figure B-8) displays detailed information by host MAC address.

Table B-4 Hosts (IP) Report Field Descriptions

Field Description

Host IP Network address of the host.

Host Name The name of the host at the corresponding IP address.

In Packets Number of input packets collected.

Out Packets Number of output packets collected.

In Bytes Number of input bytes collected.

Out Bytes Number of output bytes collected.

Non Unicast Packets Number of non-unicast broadcast packets collected.
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Figure B-8 Sample Hosts (MAC) Report

Table B-5 describes the fields in the Hosts (MAC) Report.

Host Details Report

The Host Details Report (Figure B-9) displays detailed information on traffic by application.

Table B-5 Hosts (MAC) Report Field Descriptions

Field Description

Host MAC Network address of the host.

In Packets Number of input packets collected.

Out Packets Number of output packets collected.

In Bytes Number of input bytes collected.

Out Bytes Number of output bytes collected.

Multicast Packets Number of multicast packets collected.

Broadcast Packets Number of broadcast packets collected.
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Note The Host Details Report is not available as a report selection in the Monitor GUI. However, you can still 
drill down to this report from another Host report.

Figure B-9 Sample Host Details Report

Table B-6 describes the fields in the Host Details Report.

Table B-6 Host Details Report Field Descriptions

Field Description

Host Network address of the host.

Application Name of the application protocol.

Packets Number of packets collected.

Bytes Number of bytes collected.
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Conversations
The Conversations suite contains a single Conversation Report (Figure B-10) that displays data on the 
traffic between various sources and destinations.

Figure B-10 Sample Conversation Report

Table B-7 describes the fields in the Conversation Report.

Table B-7 Conversation Report Field Descriptions

Field Description

Source IP Address Source IP address for the conversation.

Destination IP Address Destination IP address for the conversation.

Packets Number of packets collected for the conversation over the last interval.

Bytes Number of bytes collected for the conversation over the last interval.
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DSCP Group
The Differentiated Services Code Point (DSCP) suite reports on specific encoded information related to 
how a packet traverses the network. DSCP monitoring allows you to validate and fine-tune planning and 
Quality of Service (QoS) allocations.

DSCP reports are based on the data obtained from the DSMON MIB, which is an extension of RMON-2 
that looks into the IP header of every packet to identify the code point that defines how that packet should 
be handled by DiffServ-enabled devices. DSMON MIB allows creation of DSCP counter aggregation 
profiles for up to 64 values that can be grouped for aggregation. Each DSCP value may be given a 
different treatment by a forwarding device, affecting which packets get dropped or delayed during 
periods of network congestion. The DSCP reports show traffic information for the various configured 
DSCP aggregation groups.

Aggregation Profiles

By monitoring DSCP bits, throughput for different services can be determined. The DSMON MIB 
allows different DSCP values to be aggregated into aggregation groups, and associates these groups with 
aggregation profiles for the following reasons:

• To reduce the number of DSCP counters to monitor.

• Some DSCP values may never be used in a network.

• Different DSCP values may have similar packet treatments.

• To reduce the network management station polling data.

Cisco PVM aggregates the DSCP statistics collected from multiple NAMs. For reporting purposes, Cisco 
PVM assigns each DSCP profile a unique ID in the database. The system distinguishes one profile from 
another by examining the definition of each profile. Cisco PVM treats profile definitions as follows:

• If two profiles have the same name but differing DSCP groups, the system will assign a new ID to 
one of the groups, the data will be aggregated separately, and the groups will appear as two different 
profiles in the reports.

• If two profiles have the same definition but differing names, the system ignores the name of the new 
profile and aggregates the newly collected data along with other data belonging to the previously 
existing profile.

In each case, the system sends an alert that Administrators can view under the Cisco PVM Alerts tab.

Note Aggregation profiles and groups are configured and named in the NAM Traffic Analyzer, external to 
Cisco PVM.

The DSCP Group suite contains the following reports:

• DSCP Report, page B-12

• DSCP Applications Report, page B-13

• DSCP Hosts Report, page B-15

DSCP Report

The DSCP Report (Figure B-11) provides details on the Aggregation Index and traffic.
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Figure B-11 Sample DSCP Report

Table B-8 describes the fields in the DSCP Report.

DSCP Applications Report

The DSCP Application Report (Figure B-12) displays details on the Aggregation Index, applications, 
and traffic.

Table B-8 DSCP Report Field Descriptions

Field Description

Aggregated Profile Name Name of the aggregation profile.

Aggregated Group Name Name of the aggregation group.

Packets Total packets collected per second over the last interval.

Bytes Total bytes collected per second over the last interval.
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Figure B-12 Sample DSCP Applications Report

Table B-9 describes the fields in the DSCP Applications Report.

Table B-9 DSCP Applications Report Field Descriptions

Field Description

Aggregated Profile Name Name of the aggregation profile.

Aggregated Group Name Name of the aggregation group.

Application Protocol Name of the application protocol.

Packets Total packets collected.

Bytes Total bytes collected.
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DSCP Hosts Report

The DSCP Hosts Report (Figure B-13) displays information on the Aggregation Index, host IP address, 
and traffic.

Figure B-13 Sample DSCP Hosts Report

Table B-10 describes the fields in the DSCP Hosts Report.

Table B-10 DSCP Hosts Report Field Descriptions

Field Description

Aggregated Profile Name Name of the aggregation profile.

Aggregated Group Name Name of the aggregation group.

Host IP Address IP address of each host.

Host Name Name of the host at the corresponding IP address.

In Packets Number of inbound packets collected.

Out Packets Number of outbound packets collected.
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Switch/Router
This suite provides reports on metrics from switches and routers. Reports contain:

• Ethernet statistics if the switch/router supports the mini-RMON MIB.

• Interface statistics if the switch/router does not support the mini-RMON MIB.

Statistics displayed include:

• Interface—Reports on the Interface Name, In/Out Bytes, In/Out Packets, In/Out Non-unicast 
Packets, In/Out Discards, In/Out Errors, and In/Out Link Utilization percentages.

• Ethernet Traffic Statistics—Reports on the Port Name, Bytes, Packets, Broadcast Packets, 
Multicast Packets, and Errors collected.

• Ethernet Error Statistics—Reports on the Port Name, Dropped Events, CRC Align Errors, 
Undersize Packets, Oversize Packets, Fragments, Jabbers, and Collisions collected.

The Switch/Router suite contains the following reports:

• Interface Report, page B-16

• Ethernet Traffic Report, page B-17

• Ethernet Error Report, page B-18

Interface Report

For switches and routers that do not support the mini-RMON MIB, the Interface Report (Figure B-14) 
displays in/out traffic, the amount of discarded traffic data, the number of errors, and the percent link 
utilization The interface data collection includes data for both edge and core routers and switches.

Figure B-14 Sample Interface Report

Table B-11 describes the fields in the Interface Statistics Report.

In Bytes Number of inbound bytes collected.

Out Bytes Number of outbound bytes collected.

Table B-10 DSCP Hosts Report Field Descriptions (continued)

Field Description
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Ethernet Traffic Report

For switches and routers that support the mini-RMON MIB, the Ethernet Traffic Report (Figure B-15) 
displays traffic by NAM and the Data Source Group assigned in Cisco PVM.

Figure B-15 Sample Ethernet Traffic Report

Table B-12 describes the fields in the Ethernet Traffic Statistics Report.

Table B-11 Interface Statistics Report Field Descriptions

Field Description

Interface Interface number.

In Packets Number of incoming packets.

Out Packets Number of outgoing packets.

In Bytes Number of incoming bytes.

Out Bytes Number of outgoing bytes.

In Non-Unicast Number of incoming non-unicast bytes.

Out Non-Unicast Number of outgoing non-unicast bytes.

In Discard Number of discards for incoming traffic.

Out Discard Number of discards for outgoing traffic.

In Errors Number of errors for incoming traffic.

Out Errors Number of errors for outgoing traffic.

% In Utilz Percentage incoming link utilization.

% Out Utilz Percentage outgoing link utilization.

Table B-12 Ethernet Traffic Statistics Report Field Descriptions

Field Description

Data Source Group Name Name of the user-defined grouping of data sources.

NAM Name of the related NAM.

Port Name Port number.
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Ethernet Error Report

For switches and routers that support the mini-RMON MIB, the Ethernet Error Report (Figure B-16) 
displays detailed errors by NAM and the Data Source Group assigned in Cisco PVM.

Figure B-16 Sample Ethernet Error Report

Table B-13 describes the fields in the Ethernet Error Report.

Bytes Number of bytes collected over the last time interval.

Packets Number of packets collected over the last time interval.

Broadcast Packets Number of broadcast packets collected over the last time interval.

Multicast Packets Number of multicast packets collected over the last time interval.

Table B-12 Ethernet Traffic Statistics Report Field Descriptions (continued)

Field Description

Table B-13 Ethernet Error Report Field Descriptions

Field Description

Data Source Group Name Name of the user-defined grouping of data sources.

NAM Name of the related NAM.

Port Name Port number.

Dropped Events Number of dropped events.

CRC Align Errors Number of CRC errors.

Undersize Packets Number of undersize packets.

Oversize Packets Number of oversize packets.

Fragments Number of fragments.

Jabbers Number of jabbers.

Collisions Number of collisions.
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VLANs
The VLANs suite displays detailed information on data collected for each VLAN ID and VLAN Priority. 
The VLANs suite contains the following reports:

• VLAN ID Report, page B-19

• VLAN Priority Report, page B-19

VLAN ID Report

The VLAN ID Report (Figure B-17) details traffic collected per second over the last time interval by 
VLAN identifier.

Figure B-17 Sample VLAN ID Report

Table B-14 describes the fields in the VLAN ID Report.

VLAN Priority Report

The VLAN Priority Report (Figure B-18) displays detailed information on the traffic by VLAN Priority 
ID number.

Table B-14 VLAN ID Report Field Descriptions

Field Description

Packets Number of packets collected per second over the last time interval.

Bytes Number of bytes collected per second over the last time interval.

Non-Unicast Packets Number of non-unicast packets collected per second over the last 
time interval

Non-Unicast Bytes Number of non-unicast bytes collected per second over the last time 
interval

VLAN ID VLAN identifier
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Figure B-18 Sample VLAN Priority Report

Table B-15 describes the fields in the VLAN Priority Report.

Table B-15 VLAN Priority Report Field Descriptions

Field Description

VLAN Priority ID VLAN Priority ID number.

Packets Number of packets collected per second over the last time interval.

Bytes Number of bytes collected per second over the last time interval.
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