CHAPTER

Cisco PVYM Tracing

Cisco PVM provides tracing functions for its collection adapters and server components. These tracing
log files may be used to troubleshoot application issues.

Trace File Overview

A

Cisco PVM trace files are located in the /[CiscoPVM Installation directory]/server/tmp directory. The
default location is /opt/CSCOpvm/server/tmp. Each time an adapter or server component is started, a
trace file is created. Cisco PVM offers configurable trace levels. The default trace level, 2, provides
partial trace information. For troubleshooting purposes, the trace level may be set to any value 0-10 as
noted below.

Table 2-1 Trace Files
Trace Level |Result
0 Tracing is off
1 Includes fatal system or application faults
2 Includes information on any error condition that has occurred. This is the default level.
3 Includes information on potential errors, exceptions, or abnormal conditions.
4 Includes major informative tracking messages.
5 Includes minor informative tracking messages.
6-10 Verbose mode. Provides detailed and informative tracking messages

Caution

Increasing the trace level beyond the default trace level may impact system performance.

Trace File Configuration

Cisco PVM tracing can be configured using the adapter configuration files located in the
[installation directory]/server/etc/agentconfig directory.

Sample output:

-rw-r--r-- 1 pvmadm dba 2293 Dec 6 2005 AlarmOidMap
-rw-r--r-- 1 pvmadm dba 331 Jan 20 2006 sp_CiscoART_agent.config
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2006 sp_CiscoNAM_826_agent.config
2006 sp_CiscoNAM_827_agent.config
2006 sp_CiscoNAM_828_agent.config
2005 sp_CiscoSwitch_823_agent.config
2005 sp_CiscoSwitch_824_agent.config
2005 sp_CiscoSwitch_825_agent.config
2006 sp_deviceImport.config

2005 sp_hostSync.config

2006 sp_thresholdMonitor.config

2006 SystemHealthMonitor.properties

To view or edit a components trace level, open the corresponding .config file. For example, to view the
configuration for the CiscoNAM_826 adapter, execute the following command:

more sp_CiscoNAM_826_agent.config

Sample output:

LocalSnmpEngID =
interCollectionInterval=60
ifErrorResendOneByOne
numOfActorThread = 8
numOfSNMPEngine = 24
traceLevel = 2
maxLoadPerAgent = 24
gent
alarmPollInterval = 6
entry changes
enableTimeMark = true
hostBufferSize = 1000
maxBulkResponseSize =

Modify the traceLevel parameter and re-start PVM to have the changes take effect.

0

true

70000

Trace File Naming and Size Limits

7

Local Snmp Engine ID

time between collections in seconds

If resend get request one by one

set number of threads in thread pool

num SNMP engine

trace level for the trace file

the maximum number of NAMs supported by an a

Poll interval in seconds for detecting alarm

Enable data collection by timemark feature

; Host ID and Address buffer size, range 1000-9000
; Maximum number of entries in a GETBULK response

Each time an adapter or server component is started, a trace file is created. The trace files are named for
each individual component and use a .trace extension. For example, the ART adapter trace would be
named sp_snmp_ciscoART.trace. The following files may be found in the /[CiscoPVM Installation
directory]/server/tmp directory. The default location is /opt/CSCOpvm/server/tmp.

Sample output:
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Sep 25 12:20 sp_deviceImport.out

Sep 25 12:20 sp_deviceImport.trace

Sep 25 12:20 sp_hostSync.out

Sep 25 12:20 sp_hostSync.trace

Sep 25 12:20 sp_snmp_ciscoART.out

Sep 25 12:20 sp_snmp_ciscoART.trace

Sep 24 18:46 sp_snmp_ciscoNAM 826_0.trace
Sep 25 11:55 sp_snmp_ciscoNAM 826_1.trace
Sep 25 12:19 sp_snmp_ciscoNAM_826.out

Sep 24 18:46 sp_snmp_ciscoNAM 827_0.trace
Sep 25 12:19 sp_snmp_ciscoNAM_827.out

Sep 24 18:46 sp_snmp_ciscoNAM 828_0.trace
Sep 24 17:46 sp_snmp_ciscoNAM 828_1.trace
Sep 25 12:19 sp_snmp_ciscoNAM_828.out

Sep 24 17:46 sp_snmp_ciscoSwitch_823_0.trace
Sep 25 12:20 sp_snmp_ciscoSwitch_823.out

Sep 20 12:54 sp_snmp_ciscoSwitch_824_0.trace
Sep 25 12:20 sp_snmp_ciscoSwitch_824.out

Sep 24 17:46 sp_snmp_ciscoSwitch_825_0.trace
Sep 25 12:20 sp_snmp_ciscoSwitch_825.out

Sep 25 12:20 sp_thresholdMonitor.out
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-rw-r--r-- 1 pvmadm dba 1032 Sep 25 12:20 sp_thresholdMonitor.trace
-rw-r--r-- 1 pvmadm dba 5836 Sep 25 12:22 SystemHealthMonitor.out

Displaying Trace Files

Cisco PVM trace files can be viewed in a user-friendly format using the sp_tracereader tool. The tool
provides information on its usage when executed with the —h (Help) option.

cd [install directory]/server/bin
Jsp_tracereader -h

Sample output:

Usage:

sp_tracereader [-1 <level>] [-c <category in hex>] [-0 <objname>]
[-m <options> [-d <delimit string>]]
The following example prints only trace records of level fatal or error
sp_tracereader -1 2
sp_tracereader -m tpm -d " <--> "

Options can be any characters of thplcfonm

t - time, h - host, p - port, 1 - level, ¢ - category, f - filename
o - source class, n - line number, m - message
-d prints the info separated by delimit string

This example prints only trace records with component (object) name sp_eventlog

sp_tracereader -o sp_eventlog

To view the static content of a trace file using the tracereader tool, execute the following command from
the /opt/CSCOpvm/server/tmp directory:

cat <trace file name> | sp_tracereader | more

Sample output:

<——mmmmm - < 1>Fri Sep 21 18:34:28 2007 ----------- >
hostname : safi.trendium.com

port : 0

level : 2

category : 1

filename : DeviceActor.cpp

line no : 936

obj name : sp_snmp_ciscoSwitch

trace msg: MaxPerPduVarSize is not set in configuration file, default value 5
is used

<——mmmm— - < 2>Mon Sep 24 17:26:04 2007 ------—---- >
hostname : safi.trendium.com

port : 0

level : 2

category : 1

filename : DeviceActor.cpp

line no : 936

obj name : sp_snmp_ciscoSwitch

trace msg: MaxPerPduVarSize is not set in configuration file, default value 5 is used

To view the changing contents of a trace file as PVM is processing, execute the following command from
the /opt/CSCOpvm/server/tmp directory:

tail -f <trace file name> | sp_tracereader
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Using PVYM Tracing To Troubleshoot

To utilize the tracing functions to troubleshoot application issues, you must:

a. Identify the appropriate trace file(s).

b. Change the trace level to verbose.

c. Restart the component.

d. Review the trace content for information which will aid in troubleshooting.

Choosing the Correct Trace File

Using Table 2-2, select the component/area to monitor. All trace files are located in the [installation
directory]/ server/tmp directory.

cd /opt/CSCOpvm/server/tmp

1ls -1

Table 2-2

Troubleshooting Using PVM Tracing

Component

Trace File Name

Used for Troubleshooting

NAM Adapters

sp_snmp_ciscoNAM_826_0.trace
sp_snmp_ciscoNAM_827_0.trace
sp_snmp_ciscoNAM_828_0.trace

sp_snmp_ciscoNAM_828_1l.trace

NAM adapter collection

ART Adapter

sSp_snmp_ciscoART.trace

ART collection

Switch Adapter

sp_snmp_ciscoSwitch_824_0.trace

sp_snmp_ciscoSwitch_825_0.trace

sp_snmp_ciscoSwitch_823_0.trace |Switch adapter collection

Threshold
Monitor

sp_thresholdMonitor.trace

Evaluation of thresholds, raising alerts

Sample output:
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sp_deviceImport.out
sp_deviceImport.trace
sp_hostSync.out
sp_hostSync.trace
sp_snmp_ciscoART.out
sp_snmp_ciscoART. trace
sp_snmp_ciscoNAM_826_0.trace
sp_snmp_ciscoNAM_826_1.trace
sp_snmp_ciscoNAM_826.out
sp_snmp_ciscoNAM_827_0.trace
sp_snmp_ciscoNAM_827.out
sp_snmp_ciscoNAM_828_0.trace
sp_snmp_ciscoNAM_828_1.trace
sp_snmp_ciscoNAM_828.out
sp_snmp_ciscoSwitch_823_0.trace
sp_snmp_ciscoSwitch_823.out
sp_snmp_ciscoSwitch_824_0.trace
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-rw-r--r-- 1 pvmadm dba 1014 Sep 25 12:20 sp_snmp_ciscoSwitch_824.out
-rw-r--r-- 1 pvmadm dba 680 Sep 24 17:46 sp_snmp_ciscoSwitch_825_0.trace
-rw-r--r-- 1 pvmadm dba 1014 Sep 25 12:20 sp_snmp_ciscoSwitch_825.out
-rw-r--r-- 1 pvmadm dba 504 Sep 25 12:20 sp_thresholdMonitor.out
-rw-r--r-- 1 pvmadm dba 1032 Sep 25 12:20 sp_thresholdMonitor.trace
-rw-r--r-- 1 pvmadm dba 5836 Sep 25 12:22 SystemHealthMonitor.out

Setting the Trace Level To Include Maximum Information

Set the trace level to 10 to include maximum information.
cd [install directory]/server/etc/agentconfig
vi <trace file name>

Sample output:

LocalSnmpEngID = ; Local Snmp Engine ID
interCollectionInterval=60 ; time between collections in seconds
ifErrorResendOneByOne = true ; If resend get request one by one
numOfActorThread = 8 ; set number of threads in thread pool
numOfSNMPEngine = 24 ; num SNMP engine

traceLevel = 2 ; trace level for the trace file
maxLoadPerAgent = 24 ; the maximum number of NAMs supported by an agent
alarmPollInterval = 60 ; Poll interval in seconds for detecting
alarm entry changes

enableTimeMark = true ; Enable data collection by timemark feature
hostBufferSize = 1000 ; Host ID and Address buffer size, range 1000-9000
maxBulkResponseSize = 70000 ; Maximum number of entries in a GETBULK response

Set the traceLevel parameter to 10 and save the configuration file.

Viewing the Trace File Contents

Re-start the Cisco PVM application and allow the components to run for a few minutes in order to collect
some messages in the trace file.

[ oL-8619-03

Cisco Performance Visibility Manager Troubleshooting Guide, 1.0.2 g



Chapter2  Cisco PVM Tracing |

I Using PVM Tracing To Troubleshoot

Cisco Performance Visibility Manager Troubleshooting Guide, 1.0.2
m. 0L-8619-03 |



	Cisco PVM Tracing
	Trace File Overview
	Trace File Configuration
	Trace File Naming and Size Limits

	Displaying Trace Files
	Using PVM Tracing To Troubleshoot
	Choosing the Correct Trace File
	Setting the Trace Level To Include Maximum Information
	Viewing the Trace File Contents




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


