CHAPTER

Configuring Collectors

This chapter describes the format of the XML files which are used to set up and collect data from the
collectors. The XML files describe the collectors by specifying schedules, devices, data handlers,
notifiers and collector names. Each collector type has its own set of parameters that must be defined.

Several of the collectors support Hotspot Polling, Data Exporting, Data Purging, and Threshold

Processing. Cisco CNS PerfE also has built-in VoIP templates that you can use to set up collectors. Refer
to Chapter 5, “Features Supported by Collectors,” for specific information on the XML format for these
features.

This chapter is divided into sections, one for each type of collector. Each section describes that
collector’s unique attributes and how to set them.

BAMS Collector, page 6-2
BTS Collectors, page 6-3

— BtsBilling Collector, page 6-3

— BtsTm Collector, page 6-6
BulkMIB Collector, page 6-9
ByteCap Data Collector, page 6-14
CallHistory Collector, page 6-18
CallMgrCdr Collector, page 6-20
CBQoS Collector, page 6-25
ClusterMib Collector, page 6-28
CMNM Collector, page 6-30
DOCSIS Data Collector, page 6-34
IOSCLI Collector, page 6-43
IosCliOps Collector, page 6-46
MIB Collector, page 6-51
NetFlowMediator Collector, page 6-65
RADIUS Collector, page 6-72
SAA Collectors, page 6-78

- SAAlIcmpEcho Collector, page 6-79

— SAAlitter Collector, page 6-81

- SAAUdpEcho Collector, page 6-87
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e System Collector, page 6-89

e VoiceCallStatistics Collector, page 6-91
e VoipDAS Collector, page 6-96

¢ VPDNCustomer Collector, page 6-97

BAMS Collector

BAMS is the Billing and Measurement Server. BAMS is an adjunct application for the PGW 2200 and
it converts Cisco proprietary Call Detail Record (CDR) input files from the PGW 2200 format into
industry standard or custom output formats. BAMS also produces trunk group-level operational
measurements. The BAMS Collector collects call records in ASCII format from BAMS and uses FTP to
transfer the files.

Requirements

The schedule specified for a BAMS collector should be the same or a multiple of the collection period
the BAMS device is configured with. One FTP-type device definition must be referenced. If the customer
setup includes a backup BAMS, the <alternateBAMS> tag in <bamsCollector> should be specified.

Only one instance of the BAMS Collector should be configured per Cisco CNS PerfE system. The
BAMS Collector should be used only in conjunction with the RADIUS Collector.

For detailed information on configuring BAMS, see the document Billing and Measurement Server
User's Guide.

If the customer has a backup BAMS, the retrieval schedule, file prefix, file suffix, and storage directories
must be configured to be the same on both devices.

BAMS must be configured to clean up the ASCII files after some period of time (e.g., scheduled every
one or two days). The BAMS Collector will not mark files for cleanup by renaming them. Note that if
other customer equipment also reads these files, that equipment must not rename or modify these files.

XML Configuration

The following tags can be configured for a BAMS Collector:

Table 6-1 Tags in the XML Configuration for the BAMS Collector

Mandatory/
XML Tag Purpose Optional
alternateBAMS Host name or IP address of the alternate BAMS, if one is Optional
available.
asciiFilePrefix File prefix used for BAMS ASCII output files, typically cdr_. |Mandatory
asciiFileSuffix File suffix used for BAMS ASCII output files, typically .csv. |Mandatory
asciiFileDirectory Directory on the BAMS device where ASCII call record files |Mandatory
are stored, typically /opt/CiscoBAMS/data/ASCII..
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The following is a sample XML configuration for the BAMS Collector (schedule and device must be
defined prior to collector):

<collector name="bamsl">
<bamsCollector>
<gschedule name="Schedulel5Minutes" />
<device name="devl"/>
<alternateBAMS>192.168.1.100</alternateBAMS>
<asciiFilePrefix>cdr_</asciiFilePrefix>
<asciiFileSuffix>.csv</asciiFileSuffix>
<asciiFileDirectory>/opt/CiscoBAMS/data/ASCII </asciiFileDirectory>
</bamsCollector>
</collector>

Data Export, Threshold Crossing Alerts, Purging Data, and Hotspot Polling

Limitations

The BAMS Collector does not persist any data retrieved from a BAMS device. As soon as the data is
retrieved, the correlation module in the RADIUS Collector correlates this data with RADIUS and Call
History data. The BAMS Collector does not support any data export, purging, hotspot polling or
threshold processing.

None.

BTS Collectors

~

Note

This section assumes one is familiar with the BTS 10200 product. Please refer to the following web link
for more information on BTS 10200 product:

http://www.cisco.com/univercd/cc/td/doc/product/voice/index.htm

A CCO username and password is required to access the BTS 10200 documentation.

BtsBilling Collector

The BtsBilling Collector waits for CNS PerfE or the Billing Mediator to FTP billing records over to the
Cisco CNS PerfE and processes the records according to the XML configuration.

The BtsQosProcessor plugin will extract only QoS Information from the records and export this data.
CNS PerfE does not configure BTS EMS.

Requirements
S
Note  This requirement is needed if BTS EMS will be sending CDRs directly to the CNS PerfE host. If a
mediator is placed between BTS EMS and CNS PerfE, refer to the mediator’s User Guide to determine
how to configure the BTS EMS host.
Cisco CNS Performance Engine User Guide, Release 2.1
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The Billing Account Address must be configured at the BTS EMS host manually. Use the
change billing-acct-addr command to send a billing record to the Cisco CNS PerfE host:

change billing-acct-addr;
billing-file-prefix=<cnsperfe->;
billing-server-addr=<CNS_PerfE_host-ip-address>;
billing-server-directory=<CNS_PerfE Home>/data/bts/cdr;
user-name=dasadmin;

password=<dasadmin-password>;

polling-internal=15;

XML configuration

<das>
<create>
<schedule name="15M">
<interval>PT15M</interval>
</schedule>

<schedule name="30M">
<interval>PT30M</interval>
</schedule>

<device name="BtsHost">
<telnet>
<ipaddress>10.0.0.1</ipaddress>
<username>userl</username>
<password>passl</password>
</telnet>
<ftp>
</ftp>
</device>

<dataHandler name="BtsBillingHandler">
<url>
<prefix>ftp://user2:pass2@10.0.0.4/%2Fdata/</prefix>
</url>
</dataHandler>

<processor name="BtsQos">
<plugin name="QOS">
<class>com.cisco.das.BTSCollector.BtsQosProcessor</class>
<parameter name="version">3.3</parameter>
</plugin>
</processor>

<collector name="BtsBilling">
<BtsBillingCollector>
<processor name="BtsQos"/>
<schedule name="15M"/>
<device name="BtsHost"/>
<dataHandler name="BtsBillingHandler">
<schedule name="30M"/>
</dataHandler>
</BtsBillingCollector>
</collector>

</create>
<add/>
<start>
<collector name="BtsBilling"/>
</start>

Cisco CNS Performance Engine User Guide, Release 2.1
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</das>

The BtsQosProcessor plugin only exports the following information:

<HEADER>COLLECT_TIMESTAMP, BILLING_CALL_TYPE, BILLING_CALL_ELAPSED_T

IME, BILLING_ORIG_NUMBER, BILLING_TERM_NUMBER, ORIG_QOS_TIME, TERM_QOS

_TIME, ORIG_QOS_PACKETS_SENT, ORIG_QOS_PACKETS_RECD,ORIG_QOS_OCTETS_S

ENT, ORIG_QOS_OCTETS_RECD, ORIG_QOS_PACKETS_LOST,ORIG_QOS_JITTER, ORIG_
QOS_AVG_LATENCY, TERM_QOS_PACKETS_SENT, TERM_QOS_PACKETS_RECD, TERM
_QOS_OCTETS_SENT, TERM_QOS_OCTETS_RECD, TERM_QOS_PACKETS_LOST, TERM_

QOS_JITTER, TERM_QOS_AVG_LATENCY</HEADER>

<DATA>2002-10-19 19:31:19.88,3,00:01:20,9723701417,,2,,1,2,0,0,0,0,66,0,0,0,0,0,
0, 0</DATA>

If the BtsBilling Collector is configured without the BtsQosProcessor plugin then the collector will
export the billing records in the same format as the BTS EMS does. Refer to the BTS 10200
documentation for complete format of the billing records.

Threshold Crossing Alerts

The BtsBilling Collector supports thresholds in Qos data only.

<threshold name="QoSOrigJitter”>
<attribute name=ORIG_QOS_JITTER”>
<raiseOperation>GTE</raiseOperation>
<raisevValue>500</raisevalue>
<clearOperation>LT</clearOperation>
<clearValue>200<</clearValue>
<level>major</level>
</attribute>
</threshold>

BtsBilling Collector Plugin

Properties file

Note

The BtsBilling Collector supports one Processor plugin called BtsQosProcessor.

When this processor plugin is configured the BtsBilling Collector will only export QoS data, otherwise
it will export the complete billing records received from the BTS EMS system.

das.properties:

bts.billing.ftp.dir=<billing records ftp over from bts ems or mediation system>
bts.billing.file.prefix=<billing file prefix>

These values should match the values specified in the change billing-acct-addr command only if CDRs
are sent directly to the BTS EMS system.
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BtsTm Collector

The BtsTm Collector retrieves various Traffic Measurement (TM) reports from the BTS EMS host.

The following twelve traffic measurement categories are available from the BTS 10200 EMS:

Measurement Data Type

Measure Data Description

ISDN ISDN signaling protocol-related information

CALLP Call Processing specific information

MGA MGCP signaling protocol-related information

SIM Service Interaction Manager related information

POT-FS POTS/Centrex/Tandem Feature related
information

AIN-FS AIN Feature Server related information

ISUP ISDN User Part (SS7) signaling protocol
information

TG-USAGE Trunk Group usage-related information

ANM Announcement Server related information

H323 H.323 signaling protocol-related information

BILLING Call Detail Data related information

SIA Signaling Interface Adapter related information

For an overview of the various measurement data reports for the BTS 10200, see Appendix C,

“Measurement Data Report Formats”.

XML configuration

<das>
<create>
<schedule name="S1">
<start>2003-01-01T00:05:00
<interval>PT15M</interval>
</schedule>

<schedule name="S2">
<start>2003-01-01T00:07:00
<interval>PT15M</interval>
</schedule>

<device name="BtsHost">
<telnet>

.000-00:00</start>

.000-00:00</start>

<ipaddress>10.0.0.1</ipaddress>
<username>optiuser</username>
<password>optiuser</password>

<prompt>CLI</prompt>
</telnet>
<ftp>

<ipaddress>10.0.0.1</ipaddress>
<username>optiuser</username>
<password>optiuser</password>

Cisco CNS Performance Engine User Guide, Release 2.1
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</ftp>
</device>

<dataHandler name="BtsTmDH">
<ftp>

<urlPrefix>ftp://userl:passl@10.0.0.1/data/</urlPrefix>

</ftp>
</dataHandler>

<notifier name="BtsNotifier">
<cns>
<subject>cns.cisco.das.listener</subject>
</cns>
</notifier>

<threshold name="MGA_TPM_UNREACHABLE">
<attribute name="mga.MGA_TPM_UNREACHABLE">
<raiseOperation>GT</raiseOperation>
<raiseValue>0</raiseValue>
<clearOperation>EQ</clearOperation>
<clearValue>0</clearValue>
<level>minor</level>
</attribute>
</threshold>

<collector name="BtsTmOl">
<BtsTmCollector>
<schedule name="S1"/>
<device name="BtsHost"/>
<threshold name="MGA_TPM_UNREACHABLE" />
<notifier name="BtsNotifier"/>
<dataHandler name="BtsTmDH">
<schedule name="S2"/>

</dataHandler>
<tmType>mga</tmType>
<tmType>tg-usage</tmType>
<standbyEMS>10.0.0.2</standbyEMS>

</BtsTmCollector>
</collector>
</create>
<start>
<collector name="BtsTmOl"/>
</start>
</das>

The BTS-EMS generates reports every 15 minutes. Therefore, the scheduler "S1" is configured to collect
data from the BTS-EMS every 15 minutes plus some offset. The offset in this case is 5 minutes as

indicated by the <start> tag.

The file contains the name of the report, in this case MGA, then attr names are specified in the header

tag followed by the actual data values specified in the data tag.

<MGA>

<HEADER>MGA_TIMESTAMP, MGA_TPM_DECODER_ERROR, MGA_TPM_ENC
ODE_ERROR, MGA_TPM_UNREACHABLE, MGA_TPM_SEND_FAILED, MGA_TP
M_CRCX_ACK_RECVD, MGA_TPM_CRCX_NACK_RECVD, MGA_TPM_CRCX_S
ENT, MGA_TPM_MDCX_ACK_RECVD, MGA_TPM_MDCX_NACK_RECVD, MGA
_TPM_MDCX_SENT, MGA_TPM_DLCX_RECVD,MGA_TPM_DLCX_SENT, MGA_
TPM_DLCX_ACK_RECVD, MGA_TPM_RQNT_ACK_RECVD,MGA_TPM_RQNT_
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SENT, MGA_TPM_AUEP_ACK_RECVD, MGA_TPM_AUEP_NACK_RECVD, MGA_

TPM_AUEP_SENT, MGA_TPM_NTFY_RECVD,MGA_TPM_RSIP_RECVD,MGA_T
PM_RSIP_ACK_SENT</HEADER>

<DATA>2002-05-05 16:15:00,0,0,0,0,30,0,30,50,0,50,0,32,32,0,189,0,189,0,0,0
</DATA>

</MGA>

Each exported data file will have the following format:

<reportName>
<header>collName, col2Name,...colXName</header>
<data>collData, col2Data,...colXData</data>
</reportName>

The number of columns within the <data> tag might be less than the number of columns in the <header>
tag depending on the BTS 10200 version used.

Threshold Crossing Alerts and Purging Data

The collector supports thresholds. The threshold attribute name format is as follows:

<report-name>.<attr-name>

Example:

mga .MGA_TPM_UNREACHABLE

See the XML configuration for a complete example (above).
The following is the syntax for thresholds relating to TG-USAGE reports:

tg-usage.<attrName>.<grptype>.<grpid>

Thresholds for all trunk groups:

tg-usage.<attrName>

Thresholds for a particular trunk group:

tg-usage.<attrName>.<grptype>

Threshold for a particular trunk group type and id:
tg.usage.<attrName>.grptype>.<grpid>

The BtsTm Collector supports purging of collected performance data. This is done on a schedule
configured for all of Cisco CNS PerfE or based on an individual purger.

Properties file

das.properties:

bts.tm.report.dir=<bts ems dir where reports are located>
bts.tm.file.prefix=<report file prefix>
bts.cnspe.tmp.dir=<where to ftp the reports from bts ems>

Cisco CNS Performance Engine User Guide, Release 2.1
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BulkMIB Collector

Requirements

Many Cisco devices support SNMP for performance data retrieval. Retrieving large tables via SNMP
results in many SNMP getbulk requests and has more overhead. So, many Cisco devices support bulk
file transfer to retrieve large tables. The device has to be configured to indicate the objects to retrieve via
the bulk transfer facility, and when the transfer is requested the device writes these objects to the
specified file and transfers the file via FTP to the requested host. The BulkMIB Collector limits bulk file
transfer to only tables (the OIDs specified in the BulkMIB Collector tag must be the OIDs of a table).

The BulkMIB Collector uses CISCO-BULK-MIB.my and CISCO-FTP-CLIENT.my MIBs at the
device. During each collection period, the BulkMIB Collector configures the bulk MIB and FTP client
MIB, requests that the file be created, and requests that the file is sent using FTP. It then removes the
configuration at the device. So, there is certain overhead associated for Cisco CNS PerfE with setting up
bulk MIB for each collection and the device has to generate and FTP the file for each collection. Due to
these reasons, it is recommended that bulk MIB transfer be used for retrieving large tables with
reasonable collection frequency.

In the BulkMIB Collector, the FTP-related parameters ipaddress, username, and password are made
configurable through XML. These are optional parameters.

If these parameters are not provided in the configuration, then the values from das.properties will be
used (bulkmib.ftp.username, bulkmib.ftp.password). These parameters are maintained for backward
compatibility and are deprecated in 2.0.

Except for data collection, the BulkMIB Collector and MIB Collector behave similarly with respect to
threshold processing, data export, data purge, etc.

Set the limits for the tables in these MIBs appropriately (cbfDefineMaxFile, chfDefineMaxObjects,
cbfStatusMaxFiles, cfcRequestMaximum).

The properties bulkmib.ftp.username and bulkmib.ftp.password are stored in
CISCO-FTP-CLIENT-MIB.my.

The user account used for FTP should have write privileges to the <CNS_PerfE_Home>/tmp directory.
Furthermore, the FTP daemon should be enabled on the Cisco CNS PerfE host.

In addition, take note of the following:

e Cisco IOS software release 12.0 or later is recommended. Earlier IOS images might fail with the
BulkMIB Collector.

¢ Check the MIB Locator tools to determine if the CISCO-BULK-FILE-MIB and
CISCO-FTP-CLIENT-MIB MIBs are supported:

http://www.cisco.com/warp/public/477/nms_tools.shtml
e Bulk MIB is not supported on Catalyst OS devices.

e SNMP must be configured on the device with the read-write community string set. Check the
following web location on how to configure SNMP:

http://www.cisco.com/warp/public/477/SNMP/12.html
¢ Router does not support SFTP. FTP is used to transfer data from the device to the CNS PerfE host.

Note that in CNS PerfE, the dasadmin account is used by BulkMib Collector to ftp data to CNS PerfE
host. If CNS-PerfE is installed under /opt, ftp fails, because dasadmin cannot access the /opt directory.
As a result, the /etc/ftpaccess file should have the dasadmin user in the access list as follows.
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realuser root dasadmin

This enables dasadmin user to access root directories, viz. /opt.

XML Configuration

The following XML tags can be configured for a BulkMIB Collector:

Table 6-2 Tags in the XML Configuration for the Bulk MIB Collector

Mandatory/
XML Tag Purpose Optional
localFtpServer The name or IP address of the local FTP server. Name |Optional
ipaddress of the host where the Cisco CNS PerfE software is
running in order for the network device to FTP the file
username
password over.

The username and password correspond to the user
account to FTP files to the Cisco CNS PerfE host.

When not specified, the username and password
configured in das.properties is used.

oid The OIDs specified in the BulkMIB Collector tag must |Mandatory.
be the OID of a table.

Sample XML configuration:

<collector name="BulkMibCollect">
<BulkMibCollector>
<schedule name="BulkMibSchedule"/>
<device name="BulkMibDevice"/>
<dataHandler name="BulkMibExport"/>
<localFtpServer>
<ipaddress>10.77.12.94</ipaddress>
<username>dasadmin</username>
<password>dasadmin</password>
</localFtpServer>
<oid>atTable</oid>
</BulkMibCollector>
</collector>

Data Export, Threshold Crossing Alerts, Purging Data, and Hotspot Polling

Refer to the MIB Collector sections: “Data Export” section on page 6-57 and “Threshold Crossing
Alerts, Purging Data, and Hotspot Polling” section on page 6-58.
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Limitations

Cisco CNS PerfE does not support retrieval of SNMP OPAQUE data types. Cisco CNS PerfE supports
only table transfers in bulk transfer file.

BulkMIB Collector Plugins

MIB Collector Plugins are also supported in the BulkMIB Collector configuration. The difference is that
the BulkMIB Collector does not support querying scalar MIB attributes. For example the sysUpTime
attribute which is used in computation in the MIB Collector cannot be queried using the BulkMIB
Collector. As a result, the collectionTime attribute is used for computations. This is the time interval
between two successive polls.

Since collectionTime attribute is in seconds when compared to sysUpTime which is in hundredths of a
second, computation can use collectionTime value directly. Hence there is slight change in the processor
components with regard to this.

Templates for different processor components for BulkMIB Collector are as follows:

1. Delta Plugin

<das>
<create>
<processor name="P1l">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">ifInOctets</parameter>
<parameter name="delta.2">collectionTime</parameter>
<parameter name="result.l">deltalfInOctets delta.l</parameter>
<parameter name="result.2">deltaCollectionTime delta.2</parameter>
</plugin>
</processor>
</create>
</das>

2. Percentage In Link Utilization

<das>
<create>
<processor name="P1">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">ifInOctets</parameter>
<parameter name="delta.2">collectionTime</parameter>
<parameter name="var.l">ifSpeed</parameter>
<parameter name="int.1">100</parameter>
<parameter name="int.2">8</parameter>
<parameter name="op.l">divide delta.l delta.2</parameter>
<parameter name="op.2">multiply op.l int.2</parameter>
<parameter name="op.3">multiply op.2 int.l</parameter>
<parameter name="op.4">divide op.3 var.l</parameter>
<parameter name="result.l">pctInLinkUtilization op.4</parameter>
</plugin>
</processor>
</create>
</das>

Cisco CNS Performance Engine User Guide, Release 2.1
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3. Percentage Out Link Utilization

<das>
<create>
<processor name="Pl">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">ifOutOctets</parameter>
<parameter name="delta.2">collectionTime</parameter>
<parameter name="var.l">ifSpeed</parameter>
<parameter name="int.1">100</parameter>
<parameter name="int.2">8</parameter>
<parameter name="op.l">divide delta.l delta.2</parameter>
<parameter name="op.2">multiply op.l int.2</parameter>
<parameter name="op.3">multiply op.2 int.l</parameter>
<parameter name="op.4">divide op.3 var.l</parameter>
<parameter name="result.l">pctOutLinkUtilization op.4</parameter>
</plugin>
</processor>
</create>
</das>

4. Percentage In Link Utilization with Configured Bandwidth

<das>
<create>
<processor name="P1l">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">ifInOctets</parameter>
<parameter name="delta.2">collectionTime</parameter>
<parameter name="int.1">100</parameter>
<parameter name="int.2">512000</parameter>
<parameter name="op.l">multiply delta.l int.l</parameter>
<parameter name="op.2">multiply delta.2 int.2</parameter>
<parameter name="op.3">divide op.l op.2</parameter>
<parameter name="result.l">pctInLinkUtilBW op.3</parameter>
</plugin>
</processor>
</create>
</das>

5. Percentage Out Link Utilization with configured bandwidth

<das>
<create>
<processor name="P1l">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">ifOutOctets</parameter>
<parameter name="delta.2">collectionTime</parameter>
<parameter name="int.1">100</parameter>
<parameter name="int.2">512000</parameter>
<parameter name="op.l">multiply delta.l int.l</parameter>
<parameter name="op.2">multiply delta.2 int.2</parameter>
<parameter name="op.3">divide op.l op.2</parameter>
<parameter name="result.l">pctOutLinkUtilBW op.3</parameter>
</plugin>
</processor>
</create>
</das>

6. AAA Server plugin

Cisco CNS Performance Engine User Guide, Release 2.1
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<das>
<load>
<mib name="CISCO-AAA-SERVER-MIB.my"/>
</load>
<create>
<processor name="P1">
<plugin name="das.jar">
<class>GenericFormula</class>
<parameter name="delta.l">casAuthenTransactionFailures</parameter>
<parameter
name="delta.2">casAuthenTransactionSuccesses</parameter>
<parameter name="int.1">100</parameter>
<parameter name="op.l">multiply delta.l int.l</parameter>
<parameter name="op.2">plus delta.l delta.2</parameter>
<parameter name="op.3">divide op.l op.2</parameter>
<parameter name="result.l">pctCasAuthenFailuresBW op.3</parameter>
</plugin>
</processor>
</create>
</das>

Sample configuration:

<das>
<create>
<schedule name="BulkMibSchedule">
<start>2002-03-06T00:00:00.000-08:00</start>
<interval>PT2M</interval>
<interTaskDelay>PT0.1S</interTaskDelay>
</schedule>

<device name="BulkMibDevice">
<snmp>
<ipaddress>10.77.11.70</ipaddress>
<readCommunity>public</readCommunity>
<writeCommunity>private</writeCommunity>
</snmp>
</device>

<dataHandler name="BulkMibExport">
<url>
<prefix>ftp://mramacha:ciscol23@10.77.11.94/%2Fdata/MibPlugin</pre
fix>
</url>
</dataHandler>

<collector name="BulkMibCollect">
<BulkMibCollector>
<processor name="P1l"/>
<schedule name="BulkMibSchedule"/>
<device name="BulkMibDevice"/>
<dataHandler name="BulkMibExport"/>
<oid>ifTable</oid>
</BulkMibCollector>
</collector>
</create>
<start>
<collector name="BulkMibCollect"/>
</start>
</das>
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ByteCap Data Collector

The ByteCap Data Collector provides information about the amount of data traffic to and from a cable
modem. This information can be used to identify can be used to identify usage characteristics of a
subscriber along with potential abusers of the terms of service, e.g. upstream data transfers identify a
large upstream traffic transfer which might indicate the subscriber is running servers.

The ByteCap Data Collector collects this information from the CMTS using SNMP and the data can be
transferred via framework hotspot and periodic polling.

Requirements

The ByteCap Data Collector requires the framework definition of the CMTSs as a device. See XML
configuration below.

XML Configuration

The following is a sample XML configuration for the BDC (schedule, device and data handlers must be
defined prior to collector). The database must contain an entry for uBROI.

Define the device to the framework as an SNMPv3 capable device:

<device name="ubrl">
<snmp>
<ipaddress>10.5.1.2</ipaddress>
<readCommunity>publicl</readCommunity>
<timeout>PT5S</timeout>
<retry>4</retry>
<version>SNMPv3</version>
<port>16l</port>
<userName>HORSHAM< /userName>
<authProtocol>MD5</authProtocol>
<authPassword>HORSHAM1</authPassword>
</snmp>
</device>

There are algorithms in the ByteCap collector that allow the higher level system to identify a three tiered
summaries of data:

e Daily
e  Weekly
e Monthly

These are purely ascii mnemonics for ease of use. The algorithms defined are:
¢ MonthlySummary= SUM(numberOfPeriods) = # of weekly summaries in a month
e  WeeklySummary= SUM(numberOfUnits) = # of daily summaries in a week
e DailySummary= SUM(interval) = # hours in a day

As an example:

Bytecap collector is set to run every 4 hours

Set Daily “numberOfCollections” = 6 ( * 4 hours = 24hours)
Set Weekly “numberOfUnits” = 7 ( * 24 hours = 7 days)
Set Monthly “numberOfPeriods” = 4 ( * 7 days = 28 days)

For each interval expiration, the data will exported to a specified location.

Cisco CNS Performance Engine User Guide, Release 2.1
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ByteCap Data Collector

Raw data collected is automatically purged when numberOfCollections has expired and only the last
numberOfCollections worth of raw data is maintained.

Daily summaries are automatically purged and only the last numberOfUnits are stored. The purge
method of Weekly summaries is automatic after Monthly has fired. The purge method of Monthly
summaries are under control of the framework purge.

Example XML

<?xml version="1.0" encoding="UTF-8"?>
<das>
<create>
<notifier name="CNSnotifier_ bytecap">
<cns>
<subject>cns.cisco.das.listener_bytecap</subject>
</cns>
</notifier>
<dataHandler name="hotspot_bytecap">
<cns>
<subject>cns.cisco.das.listener_bytecap</subject>
</cns>
</dataHandler>
<purger name="purge_bytecap">
<time>2002-10-23T15:00:00.000-05:00</time>
<interval>PT1440H</interval>
<delay>PT720H</delay>
</purger>
<collector name="bytecapl">
<DocsisByteCapCollector>
<schedule name="sch4hr"/>
<device name="ubrl"/>
<device name="ubr2"/>
<notifier name="CNSnotifier_ bytecap"/>
<dataHandler name="hotspot_bytecap"/>
<purger name="purge_bytecap"/>
<byteCapSummary>
<dataHandler name="hotspot_bytecap"/>
<numberOfPeriods>4</numberOfPeriods>
<period>
<dataHandler name="hotspot_bytecap"/>
<numberO0fUnits>7</numberOfUnits>
<unit>
<dataHandler name="hotspot_bytecap"/>
<numberOfCollections>6</numberOfCollections>
</unit>
</period>
</byteCapSummary>
</DocsisByteCapCollector>
</collector>
</create>
<add/>
<start>
<collector name="bytecapl"/>
</start>
</das>

Hotspot and Periodic Exported Data

<BYTECAP>
cmtsip|macaddress|lastcollectedtime|totalinoctets|totaloutoctets
10.87.117.2]00:02:16:d5:a4:04]2003-03-21 09:01:54.356]2119769|1315060
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Summary Exported Data

10
10
10
10

.87
.87
.87
.87

.117
L1117
L1117
.117
10.87.117
10.87.117
</BYTECAP>

.2]00:
.2]00:
.2]08:
.2]00:
.2]00:
.2]00:

04
04
00

08:

04

:27
:27
:3e:
Oe:
:bd:
02:

16

:ab
:ab

08

16:
b7:
:d5

:c0
:c0:
cef:
fb:
81:

:a4:27|2003-03-21

:45]2003-03-21

81]2003-03-21
4c¢|2003-03-21
be[2003-03-21
ca|2003-03-21

09:
09:
09:
09:
09:
09:

01:
01:
01:
01:
01:
01:

54
54
54
54
54
54

.326(2242028|1385945
.34(2189981|1314685
.376|1897436|1436540
.363[2689849 |0
.393[2689908 |0
.323[2367606|1314639

The following are snippets of the data available via Hotspot or Periodic based upon the defined

summarization:

Daily:

<BYTECAP title="daily">
cmtsip|macaddress|lastcollectedtime|totalinoctets|totaloutoctets

10
10
10
10
10

.87
.87

.117
117
.87.117
.87.117
.87.117
10.87.117
10.87.117
</BYTECAP>

Weekly:

<BYTECAP title="weekly">

.2]00:
.2]00:
.2]08:
.2]00:
.2]00:
.2]00:
.2]00:

04

00

04

:27
02:
:3e:
02:
08:
04:
:bd:

16

16

Oe:
:ab
b7:

27

:ab
:d5

08

:d5
16:
:c0
81:

:c0:
:ad
cef
:ad:

fb

81]2003-03-21

:27]2003-03-21
:4c]2003-03-21

04]2003-03-21

:be|2003-03-21
:45]2003-03-21

ca|2003-03-21

09:
09:
09:
09:
09:
09:
09:

0l:
0l1:
01:
01:
01:
01:
0l:

54
54
54
54
54
54
54

.34(2189981 1314685
.3232367606|1314639
.376|1897436|1436540
.356[2119769|1315060
.363[2689849 |0

.326(2242028|1385945
.393[2689908|0

cmtsip|macaddress|lastcollectedtime|totalinoctets|totaloutoctets

10
10
10
10
10

.87.117
.87.117
.87.117
.87.117
.87.117
10.87.117
10.87.117
</BYTECAP>

Monthly:

.2]00:
.2]00:
.2]00:
.2]00:
.2]00:
.2]00:
.2]08:

02:
08:

04
04
04

00

16

Oe:
:27
:bd:
:27
02:
:3e:

16

:d5
16:
:ab
b7:
:ab
:d5

08

:ad:
fb:
:c0:45|2003-03-21
81:
:c0:
:ad
:ef

<BYTECAP title="monthly">
cmtsip|macaddress|lastcollectedtime|totalinoctets|totaloutoctets

10
10
10
10
10

.87
.87

.117
.117
.87.117
.87.117
.87.117
10.87.117
10.87.117
</BYTECAP>

.2]00:
.2]08:
.2]00:
.2]00:
.2]00:
.2]00:
.2]00:

04
00
04

:27
:3e:
:bd:
02:
04:
08:
02:

16
27

Oe:

16

:ab

08

:c0
:ef
b7:
:d5
:ab
16:

:d5:a4d

04]2003-03-21
be|2003-03-21

ca|2003-03-21
81]2003-03-21

:27]2003-03-21
:4c]2003-03-21

:45|2003-03-21
:4c|2003-03-21
81:
ad:
:c0:
fb:
:27|2003-03-21

ca|2003-03-21
0d]2003-03-21
81]2003-03-21
be[2003-03-21

09:
09:
09:
09:
09:
09:
09:

09:
09:
09:
09:
09:
09:
09:

01:
01:
01:
01:
0l1:
0l1:
01:

01:
01:
01:
01:
01:
01:
01:

54
54
54
54
54
54
54

54
54
54
54
54
54
54

.356(2119769|1315060
.363[2689849 |0
.326(2242028|1385945
.393[2689908|0
.34(2189981 1314685
.3232367606|1314639
.376|1897436|1436540

.326(2242028|1385945
.376|1897436|1436540
.393[2689908|0

.356(2119769|1315060
.34(2189981|1314685
.363[2689849 |0

.3232367606|1314639

The interval of data in historical storage for Monthly is available via XML:

~

Note

The <start> and <end> tags and data are ignored for the collection interval query.

<get>
<data>

<collector name="bytecapl"/>
<device name="ubrl"/>
<start>2002-06-27T12:30:00.000-08:00</start>
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<end>2003-08-27T13:30:00.000-08:00</end>
<url>ftp://guest:guest@161.44.33.23/%2F/home/guest/das/datal/bytecap.txt</url>
</data>
</get>

The stored historical information can be retrieved on demand by higher level applications.

Monthly Data:

<das>
<get>
<data>
<collector name="bytecapl"/>
<device name="ubrl"/>
<start>2002-06-27T12:30:00.000-08:00</start>
<end>2003-08-27T13:30:00.000-08:00</end>

<url>ftp://guest:guest@161.44.33.23/%2F/home/guest/das/datal/bytecap-monthly.txt</url>
<parameter name="docsisQueryType">
docsis-bytecap-monthly
</parameter>
</data>
</get>

Weekly data.

<get>

<data>
<collector name="bytecapl"/>
<device name="ubrl"/>
<start>2002-06-27T12:30:00.000-08:00</start>
<end>2003-08-27T13:30:00.000-08:00</end>

<url>ftp://guest:guest@161.44.33.23/%2F/home/guest/das/datal/bytecap-weekly.txt</url>
<parameter name="docsisQueryType">
docsis-bytecap-weekly
</parameter>
</data>
</get>

Daily data.

<get>

<data>
<collector name="bytecapl"/>
<device name="ubrl"/>
<start>2002-06-27T12:30:00.000-08:00</start>
<end>2003-08-27T13:30:00.000-08:00</end>

<url>ftp://guest:guest@161.44.33.23/%2F/home/guest/das/datal/bytecap-daily.txt</url>
<parameter name="docsisQueryType">
docsis-bytecap-daily
</parameter>
</data>
</get>
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W callHistory Collector

CallHistory Collector

The CallHistory Collector retrieves call history information for telephony and VoIP call logs at the
originating and terminating voice gateways. The CallHistory Collector accomplishes this task by polling
the following Managed Information Bases (MIBs):

e CISCO-DIAL-CONTROL-MIB
¢ CISCO-VOICE-DIAL-CONTROL-MIB
¢ CISCO-VOICE-COMMON-DIAL-CONTROL-MIB

Gateways have a configurable buffer size to hold the call history information and time allotted to retain
this data. Cisco CNS PerfE should be configured so that Cisco CNS PerfE retrieves the call history
information while it is still available at the device.

Note  With IOS releases star