CHAPTER

Troubleshooting HA Service Manager

The sections in this chapter are:

e Resolving Error Messages, page 6-1

e About the TE Properties File, page 6-2

e Configuring the HA SM Log Properties, page 6-4

e Frequently Asked Questions, page 6-4

Resolving Error Messages

Table 6-1 displays some common error messages and explains how to resolve them.

Table 6-1 Error Messages in HA SM

Error Message

Possible Solution

Error while fetching config. Either no
config in archive (or) SNMP credentials
might be wrong

Check the latest status of the device in the Sync Report Dashboard
window. (Choose Service Manager > Sync Report > Sync Report
Dashboard.)

Message: Deploy succeeded, Synchronization

of RME archive with Device Config failed.

Increase the SNMP timeout for the device. To do this, choose
Resource Manager Essentials > Devices > Device Management >
RME Devices > Edit Device Attributes.

Config export from RME might have failed.

Check whether selected devices have config.

Either:
e There is no configuration for the selected device in the archive.
e Display name has changed.

To get the latest, choose HA Service Manger > Service
Manager > Select Group, and check the Fetch Config check
box.

e Device is suspended in RME.

Check if the device is suspended, (Choose Resource Manager
Essentials > Device > Device Management > Suspended
Devices) and resubmit the device.
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Table 6-1 Error Messages in HA SM (continued)

Error Message

Possible Solution

An error occurred while retrieving latest
config version from RME for the Devices:
<DeviceList>. See the log file for more
information.

Get the latest status of the device in the Sync Report Dashboard
window. (Choose Service Manager > Sync Report > Sync Report
Dashboard.)

You can view the HA SM log file in:
/var/adm/CSCOpx/log/cmxha.log

No Devices are managed in RME.

Verify if the devices in the group are deleted in RME. Choose
Resource Manager Essentials > Device > Device Management, and
verify if device exists.

Debug enable failed. Check job details of
<JobID> for more information.

Verify if you have configured a device for debugging. For more
details, see Configuring a Device for Debugging, page 5-4.

To view the details of the NetConfig job in the NetConfig job
browser, choose Resource Manager Essentials > Config Mgmt >
NetConfig > NetConfig Jobs.

No realm configured on the device.

Configure a realm on the device. To do this, choose HA
Service Manager > Service Activation > Home Address
Assignment > With NAL

A job is already running. Only one job can
run at a time.

You have to wait for 30 seconds to submit new job.

Specific Static IP Addresses are not
applicable for domain realm.

This message appears in the Home Address Assignment NAI
window when you configure static IP addresses for domain realms
(@realm). Ensure you configure dynamic IP addresses for domain
realms.

About the TE Properties File

The Troubleshooting Engine (TE) Properties file contains parameters that control the behavior of the
CMX TE. The parameters that usually affect customer usage are the timeout values. You can increase
these timeout values when the network is very slow and response times are high.

Table 6-2 shows the TE properties. You can configure the timeout values in the properties file at
/opt/CSCOpx/lib/classpath/cmxTe.properties. This file has several other variables that can be changed if
required. You do not have to change the default values under normal conditions.
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Table 6-2 TE Properties File
S. No. |Variable Default Value Description
1 DEFAULT_SYSLOG_LOCAL_FACILITY |Local7 Logging facility; should not be changed under

normal conditions.
Note Changing this value will affect RME
Syslog Analyzer functionality.

2 DEFAULT_SYSLOG_FILE /var/adm/CSCOpx/ |Log file of CMX SMs.
log/cmxTe.log

When debug or syslog is enabled, the log file
can grow to a considerable size. This might lead
to a disk full error. To overcome this, take a
backup of the existing log file when it becomes
very large.

To do so:

a. Stop the daemon, using the command
\etc\init.d\dmgtd stop

b. Back up the log file.

¢. Trim the cmxTe.log

d. Start the daemon, using the command

\etc\init.d\dmgtd start

DEFAULT_INITIAL_CAPACITY 30 Initial capacity of CMX TE data structures.
4 DEFAULT_INCREMENT_SIZE 5 Capacity increment.
DEFAULT_SYSLOG_QUEUE_CAPACITY |100000 CMX TE Queue capacity. New syslogs will be

dropped if received logs exceed the processed
logs by this value.

6 DEBUG_INITIAL_TIMEOUT 360s (6m) Timeout for downloading debug commands.

7 DEBUG_HEARTBEAT_TIMEOUT 600s (10m) Timeout between two consecutive Debug
window refreshes when new debug logs are
available.

8 SYSLOG_VIEWER_INITIAL_TIMEOUT 1800s (30m) Timeout for both the Syslog and Debug
windows when no new logs are available.

9 SYSLOG_VIEWER_HEARTBEAT_TIMEO |600s (10m) Timeout between two consecutive Syslog

UT window refreshes (Figure 5-4) when new

syslogs are available.

10 DEFAULT MAX_ LOGS_TO_SEND 1000 Number of logs sent to the GUI on refresh.

11 DEFAULT _MAX_OLD_LOGS_TO_STORE [5000 Maximum number of old logs processed and
displayed to the user in the Syslog window.

12 MAX_LOG_SIZE 10 Maximum size(in MB) of the cmxTe.log. Once

the log file size has been exceeded, the HA SM
displays a warning message when you select
Tools > Debugging or Tools > Syslog. The same
message appears in the resulting Debug or
Syslog window.
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Configuring the HA SM Log Properties

Step 1
Step 2

This section provides instructions for configuring the HA SM log file. The HA SM logs all messages
under the directory /var/adm/CSCOpx/log in cmxha.log.

The levels of logging supported are:
e Debug
e Info
e Warn
e Error
e Fatal

To change logging levels, update the property log4j.rootCategory to the desired level. You need not
restart the HA Service Manager after updating this property file.

For example, to convert the log level from Info to Debug:

Open the log file: /opt/CSCOpx/MDC/tomcat/webapps/ha/WEB-INF/classes/log4j.properties
Modify the following line:

inlog4j.rootCategory=info, R

to

log4j.rootCategory=debug, R

Frequently Asked Questions

¢ Q.Why does the HA SM not list Home Agent devices that are available in DCR?

e Q.How do I view details of the HA SM Jobs?

e Q.How do I check the state of a device in RME?

¢ Q.How do I increase the SNMP timeout and Telnet timeout values for a Home Agent device?

e Q.In the Job Details window and the Show Command Output window, why does the Failed to
lock Device message appear?

¢ Q.How do I check the device credentials configured on the device?
e Q.Does the Sync Report Dashboard show the Telnet credential status?
e Q.Why does the size of the cmxTe.log file increase rapidly?

¢ Q.How do I control the size of the cmxTe.log file?

Q. Why does the HA SM not list Home Agent devices that are available in DCR?
A. HA SM will not list Home Agent devices if:

e Home Agent services are not enabled on the device.

e SNMP credentials of the device are wrong.

e Device is not in Normal state.
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Step 1

Frequently Asked Questions Il

. How do I view details of the HA SM Jobs?
. The HA SM processes commands in parallel while the jobs submitted to RME NetConfig utility are

processed sequentially and will stop if problems are encountered. You can view the details of the
HA SM jobs in the RME NetConfig Job browser. (Choose Resource Manager Essentials >
Config Mgmt > NetConfig > NetConfig Jobs.)

. How do I check the state of a device in RME?

. Choose Resource Manager Essentials > Device > Device Management to check the state of the

device.

. How do I increase the SNMP timeout and Telnet timeout values for a Home Agent device?

. To set different device attributes value for different devices, choose Resource Manager

Essentials > Devices > Device Management > RME Devices > Edit Device Attributes.

. In the Job Details window and the Show Command Output window, why does the Failed to lock

Device message appear?

. The debug stop job might be running in the backend. Repeat the job after some time.

. How do I check the device credentials configured on the device?

. You can check the device credentials configured on the device in the Device Credential Verification

window in RME. (Choose Resource Manager Essentials > Device > Device Management.)

. Does the Sync Report Dashboard show the Telnet credential status?
. When you Generate Diff, the Sync Report Dashboard checks whether the device:

Is reachable through Telnet and SNMP.

Display Name, Host Name, or IP Address are changed.
Exists in RME or DCR.

Is in Suspended state.

The Sync Report Dashboard does not check the credentials of the device.

. Why does the size of the cmxTe.log file increase rapidly?

. The size of the cmxTe.log file will rapidly increase if you have enabled the devices for debugging,

and to view syslogs. The cmxTe.log contains all the debug and syslog messages from the devices.
For optimum performance of the product you must control the size of this log file.

. How do I control the size of the cmxTe.log file?

. You can use the log-rotation utility (Logrot) in /opt/CSCOpx/bin/ to control the growth of log files.

To do this:

Enter the command:
/opt/CSCOpx/bin/logrot.pl -c
The following message appears:

Read config successfully.

The Logrot configuration menu appears.
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Frequently Asked Questions

Step 2

Step 3

Logrot Configuration Menu

1. Edit variables

2. Edit log files

3. Quit and save changes

4. ouit without saving changes

Enter option 2. The following messages appears:

Warning: No log files found.

a. Add logfile(s)
b. Delete logfile(s)
c. Go back

Enter option or logfile number to edit: a

Enter logfile path: /var/adm/CSCOpx/log/cmxTe.log
Enter number of archives to keep [0]:5

Enter maximum file size (in kilobytes) [1024]: 4096
Compression extension (gz, Z, bz2): Z

Number Logfile Name Number of Archives

1. /var/adm/CSCOpx/log/cmxTe.log 5
a. Add logfile(s)
b. Delete logfile(s)
c. Go back

Enter q to quit the Logrot configuration menu.

Max Size

4096

Compress

[l User Guide for Cisco HA Service Manager

0L-9075-01



	Troubleshooting HA Service Manager
	Resolving Error Messages
	About the TE Properties File
	Configuring the HA SM Log Properties
	Frequently Asked Questions



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


