Using Tools

CHAPTER 5

You use Home Agent Service Manager (HA SM) tools to troubleshoot and debug connectivity and
performance issues. You can invoke the following tasks from the Tools tab:

Menu Option

Task

Topic

Show Commands

Use show commands to monitor
HA-specific status and statistical
information

Using Show Commands, page 5-1

Debugging

Debugging devices

Debugging Devices, page 5-3

Syslog

Viewing the syslog

Viewing Syslogs, page 5-7

Using Show Commands

You can use the show commands to monitor HA-specific status, statistics and current configurations.

To use the show commands:

Step 1 Choose HA Service Manger > Tools > Show Commands.

The Show Commands window appears. Table 5-1 provides information on the different commands.

Step2  Select a device from the Select Device drop-down list, a command and its options from the Select
Commands list of command sets.

Step3  Click Show Output. The HA SM displays a Show Commands Output window. (See Figure 5-1 on

page 5-2.)
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Figure 5-1

Show Commands Output Window

; ShowCommands Output - Microsoft Internet Explorer provided by Cisco Systems,

Cisco SvsTems

Show Commands Output

Device: emsmwam19-1

Created on:

Jul 15 2005 12:00:36
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show ip local pool
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The Show Commands Output window displays the device name, date and time that the output is
generated. You can perform the following tasks in the Show Commands Output window:

Button

Description

Print icon

Prints the output.

Export icon

Exports the output as a PDF file.

Refresh

Refreshes the screen.

Clear Device
Counters

Clears the output from show commands that display statistics. This option is
disabled for some commands.

Close

Closes the window.

Table 5-1 shows the show commands available in HA SM.
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Table 5-1

List of Show Commands

Debugging Devices W

Command Set

Command

Information

Mobile IP Host Info

show ip mobile host

Displays information about the mobile station.

Mobile IP Bindings

show ip mobile binding

Displays the mobility binding table.

The Home Agent updates the mobility binding table
in response to registration events from mobile nodes.
If you specify the address argument, bindings are
shown for only that mobile node.

Mobile IP Tunnels

show ip mobile tunnel

Displays information about the active mobile IP
tunnels. The source IP address of the tunnel is the IP
address configured corresponding to the VRF.

The Home Agent releases the tunnel when there are
no users on the tunnel.

Mobile Router Info

show ip route mobile

Displays information about Mobile IP routes.

Mobile IP Protocol Statistics

show ip mobile traffic

Displays Home Agent protocol statistics.

You can reset the counters to zero using the clear ip
mobile traffic command.

Mobile IP Security Violation
Log

show ip mobile violation

Displays information about security violations.

The most recent violation (unknown requestors) is
saved for all mobile nodes. A circular log holds up to
50 unknown requesters, or violators without security
association.

Local Pool Statistics

show ip local pool

Displays statistics for any defined IP address pools.

If you omit the variable name, you can view a generic
list of all defined address pools and the IP addresses
that belong to them. If you specify a name, you can
view detailed information for that pool.

Mobile Global Info

show ip mobile globals

Displays global settings of Home Agent and Foreign
Agent. You can view the services that they provide.

Mobile IP AAA

show ip mobile aaa requests

Displays the list of hosts that have pending requests
with a AAA server. You also can view the pending
requests for a specific Host IP Address or a NAI
string.

Debugging Devices

The Home Agent supports conditional debugging based on NAI, as well as conditional debugging based
on the home address of the mobile node. Only AAA and Mobile IP components will support conditional

debugging.

You can use the Debugging tool to debug one or more devices. The HA SM provides several commands
that you can use to customize the task.
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A

Caution

The system gives high priority to debugging output. For this reason, use debugging commands only for
troubleshooting specific problems or during troubleshooting sessions with the Cisco Technical
Assistance Center. Excessive debugging output can render the system inoperable. Debugging is best
done during periods of low network activity.

The steps to debug a device are:
e Configuring a Device for Debugging, page 5-4
e Debugging a Device, page 5-5

Timeout Information

The HA SM automatically times out and stops processing logs for a device when new logs are available
or 30 minutes when new logs are not available:

¢ Close the window.

e Leave the window idle.

Configuring a Device for Debugging

~

Note

Step 1
Step 2

Step 3

Step 4

Step 5

Executing the command ip mobile debug include username on a version 3.0 HA device appends the
username to each debug message as a tag. You must enable this command manually in order to proceed
with configuring the device for debugging.

To configure a device for debugging:

Open a Telnet connection to the device.

Configure the device to send the logs to the HA SM server by using the following command:
logging HA-SM-IP-Address

Configure the device to set the logging level to debug by using the command:

logging trap debug

This command is required for debugging only; the default level is informational.

The following recommended configuration reduces overhead on the device by directing all logs to the
HA SM server; rather than the console or monitor. The last two of these commands enable the device to
send urgent informational logs to the console in the event of an IP network or syslog server failure:

no logging monitor
logging console informational
no logging console guaranteed

You can now debug the device. See Debugging a Device, page 5-5, for more information.
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Debugging a Device

To debug a device:

Step 1 Ensure that the device is configured as described in Configuring a Device for Debugging, page 5-4.
Step2  Select HA Service Manger > Tools > Debugging.
The Debugging window appears. (See Figure 5-2 on page 5-5.)

Figure 5-2 Debugging Window
Debugging
Select Device
Dievices | I emsmwam19-1 v|
User Mame: I

IP Address: I

Enable Debugs
Available Commands Selected Commands
Radius Details

Tacacs Details

IP Mokile Details

IP kobile host Details > Add >
IP Mokile Adverise Details

Adh Accounting Details << Remove <

AsL nod Details

Start Debug

Step3  Select the device or devices that you want to debug.
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The Debugging window displays:

Field Description

Select Device

Devices Drop-down list of devices in the selected group.

User Name Identifies devices that are associated with a specific user name.
IP Address Identifies devices that are associated with a specific IP Address.

Step4  Use the Add and Remove buttons to choose the debug commands in the Enable Debugs pane. Table 5-2
provides information on the different debug commands.

Step5  Click Start Debug.

The HA SM displays a Debug Commands Output winow. If new logs are available, the value New Log
Available field will be Yes.

In the Debug Commands Output window, you can:

User Guide for Cisco HA Service Manager
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Button

Description

Print icon

Prints the output.

Export icon

Exports the output as a PDF file.

Stop Debug

Stops debugging. This window appears before the HA SM completes
debugging.

Refresh

Click the Refresh button to obtain new logs from the log file. This button is
enabled when:

e The device has been configured for debugging, and

e New logs exist.

Close

Closes the window and stops the debug process on the device.

Table 5-2 provides information on the different debug commands.

Table 5-2

Debug Commands in HA Service Manager

Command Set Command

Information

Radius Details debug radius

Displays information associated with Remote
Authentication Dial-in User Service (RADIUS).
RADIUS is a distributed security system that secures
networks against unauthorized access. Cisco supports
RADIUS under the authentication, authorization, and
accounting (AAA) security system.

TACACS Details debug tacacs

Displays information associated with Terminal
Access Controller Access Control System
(TACACS). TACACS is a distributed security system
that secures networks against unauthorized access.
Cisco supports TACACS under the authentication,
authorization, and accounting security system.

IP Mobile Details debug ip mobile Displays IP mobility activities.

IP Mobile Host Details debug ip mobile host Displays information associated with the mobile host

or mobile node group such as configured IP pools,
NAI, and so on.

IP Mobile Advertise Details debug ip mobile advertise Displays advertisement information such as its type,

sequence, lifetime etc.

AAA Accounting Details debug aaa accounting Displays information on accountable events as they

occur. This command is independent of the
accounting protocol used to transfer the accounting
information to a server.

AAA POD Details debug aaa pod

Displays debug information for Radius Disconnect
message processing at AAA subsystem level.
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Viewing Syslogs
You can use the Syslog tool to view syslog messages (error, exception, information etc) sent by devices

in the network. The logged message data can be used to analyze network device performance.

To view syslogs, you must configure the device. See Configuring a Device to View Syslogs, page 5-7,
for more information.

Timeout Information

The HA SM automatically times out and stops processing logs for a device within 10 minutes when new
logs are available or 30 minutes when new logs are not available when you:

¢ Close the window.

e Leave the window idle.

Configuring a Device to View Syslogs

To configure a device for view syslogs:

Step 1 Open a Telnet connection to the device.
Step2  Configure the device to send the logs to the HA SM server by using the command syntax:
logging <HA-SM-Ip-Address>

The following recommended configurations reduces overhead on the device by directing all logs to the
HA SM server; rather than the console or monitor. The last two commands enable the device to send
urgent informational logs to the console in the event of an IP network or syslog server failure:

no logging monitor
logging console informational
no logging console guaranteed

Step3  You can now view the syslogs. See Viewing Syslogs, page 5-7 for more information.

Viewing Syslogs
To view syslogs:
Step1  Ensure that the device is configured as described in Configuring a Device to View Syslogs, page 5-7.

Step2 Choose HA Service Manger > Tools > Syslog.
The Syslog Options window appears. (See Figure 5-3 on page 5-8.)

User Guide for Cisco HA Service Manager
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Step 3
Step 4
Step 5

Figure 5-3

Syslog Options Window

View Log Option

Devices: IemsmwamED—'l 'l
Log Options: IToday Logs 'I

129951

Select a device from the Devices drop-down list.

Select a viewing option from the Viewing Options menu.

Click Show Log.

The Syslog Viewer window appears. (See Figure 5-4 on page 5-8.) If new logs are available, the value

New Log Available field will be Yes.

Figure 5-4

Syslog Viewer Window

; Syslog Yiewer - Microsoft Internet Explorer provided by Cisco Systems, I

Cisco SrsTems

Syslog Viewer

Device: mwam23-4

Hew Log Avaliable: Yes

Jun 28 00:01:29 emsmwam23-4 cisco.com 8229
Jun 28 00:03:29 emamwam23-4 .cisco.com G230
Jun 28 00:05:29 emsmywamz 3-4 cisco.com §231:
Jun 28 00:07:29 emsmwam23-4 cisco.com 8232
Jun 28 00:09:29 emamwam23-4 .cisco.com §233
Jun 28 00:11:29 emamywam23-4 cizco.com 234
Jun 258 00:1 329 emsmywamz 3-4 cizco.com 8235
Jun 28 00:1:3:29 emamwam23-4 .cisco.com G236
Jun 28 00:17:29 emamywam23-4 cisco.com 5237
Jun 258 00:19:29 emsmywamz 3-4 cizco.com 5235
Jun 28 00:21:29 emamwam23-4 .cisco.com G239
Jun 28 00:23:29 emsmywam23-4 .cisco.com 52400
Jun 28 00:25:29 emsmywamz 3-4 cizco.com 5241
Jun 28 00:27:29 emsmwam23-4 cisco.com 8242
Jun 28 00:29:29 emsmywam23-4 .cizco.com 5243
Jun 28 00:31:29 emsmywamz 3-4 cizco.com 5244
Jun 28 00:33:29 emsmwam23-4 cisco.com 8245
Jun 28 00:35:29 emamywam23-4 .cizco.com 5246
Jun 28 00:37:29 emsmywamz 3-4 .cisco.com 5247
Jun 28 00:35:29 emsmwam23-4 cisco.com 8248
Jun 28 00:41:29 emamwam23-4 .cisco.com G245
Jun 28 00:43:29 emamywam23-4 cizco.com §250;
Jun 28 00:45:29 emsmywamz 3-4 cizco.com 8251
Jun 28 00:47:29 emamwam23-4 .cisco.com G232
Jun 28 00:49:29 emsmywam23-4 cisco.com 5253
Jun 28 00:51:29 emsmywamz 3-4 .cizco.com 5254
Jun 28 00:33:29 emamwam23-4 .cisco.com G235
Jun 28 00:35:29 emsmywam23-4 cisco.com 5256
Jun 28 00:57:29 emsmywamz 3-4 cizco.com 8257
Jun 28 00:39:29 emamwam23-4 .cisco.com G235
Jun 28 01:01:29 emamywam23-4 cisco.com 5255
Jun 28 01:03:29 emsmywam2 3-4 .cizco.com 260

Lm0 A O i P T RO SRR e ST

Jun 27175158 295
Jun 27 1735358 295
Jun 27 17:55:59 295
Jun 27 ATATE8 295
Jun 27 173958 295
Jun 27 18:01:59 295
Jun 27 1850359 295
Jun 27 1805358 295
Jun 27 15:07:55 295
Jun 27 15:09:59 295
Jun 27 181198295
Jun 27 18:13:58 295
Jun 27 18:15:59 295
Jun 27181758295
Jun 27 18:19:58 295
Jun 27 15:21:59 295
Jun 27182358295
Jun 27 18:25:50 205
Jun 27 185:27:59 295
Jun 27182958 295
Jun 27 18:531:58 295
Jun 27 18:35:59 295
Jun 27 185:35:59 295
Jun 27 183708 295
Jun 27 18:39:58 295
Jun 27 15:41:59 295
Jun 27 184398 295
Jun 27 15:45:58 295
Jun 27 15:47:59 295
Jun 27 18:49:58 295
Jun 27 18:51:58 295
Jun 27 18:53:59 295

b AT AQ.CE.EQ ANAE.

DHCPC:
DHCPD:
DHCPD:

DHCPD:
DHCPD

DHCPD:
DHCPD:
DHCPD:

DHCPD

DHCPD:
DHCPD:
DHCPD:

DHCPD:

DHCPC:
DHCPD:
DHCPD:
DHCPC:
DHCPD:
DHCPD:
DHCPC:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:
DHCPD:

DHCPD

DHCPD:

LSO

checking for expired leases.
checking for expired leazes,
checking for expired leases.
: checking for expired leases.
; checking for expired leases.
checking for expired leases.
checking for expired leazes.
checking for expired leazes,
: checking for expired leazes.
checking for expired leazes.
checking for expired leazes,
checking for expired leazes.
: checking for expired leases.
checking for expired leazes.
checking for expired leases,
checking for expired leazes.
checking for expired leazes.
checking for expired leases,
checking for expired leases.
checking for expired leases.
checking for expired leazes,
checking for expired leases.
checking for expired leazes.
checking for expired leazes,
checking for expired leases.
checking for expired leazes.
checking for expired leazes,
checking for expired leazes.
checking for expired leazes.
checking for expired leazes,
: checking for expired leases.
checking for expired leazes.
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You can perform the following tasks in the Syslog Viewer window:

138218

[l User Guide for Cisco HA Service Manager

0L-9075-01



| Chapter5

Using Tools

Viewing Syslogs

Feature

Information

Print icon

Prints the output.

Export icon

Exports the output as a PDF file.

Refresh Obtains any new logs that are available in the log file. This button is enabled
only when new logs are available.
Close Closes the window.
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